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1 Ilesin ocBOeHMS TUCHMILIMHBI (MOTYJIS)

Lenpto aucuumauHbl «be3omacHOCTh cucTeM 0a3 JaHHBIX» SIBIAETCA H3Yy4YECHHE
peanu3anuy MOJUTUKA 0€30MacHOCTH 0a3 MaHHBIX U (popMupoBaHHE Y OOYYaIOLINXCS HABBIKOB
€€ TMPaAKTUYECKOro TPHMEHEHUss B cooTBeTcTBUM ¢ TpeboBanmsimu DOI'OC BO 1o
cneuunanbHocT  «MHpOpManmonHas ~ 0€30mMacHOCTb  aBTOMATU3UPOBAHHBIX ~ CHCTEM).
HucuunnuHa «be3omnacHocTh cucteM 0a3 JaHHBIX» pacCMAaTPUBAeT OCHOBHBIE MPUHIUIBI U
OCHOBHBIE HampaBJIeHUs] 00eCcTIeYeHUsI 0e30MaCHOCTH JaHHBIX.

2 MecTo AMCHMILNIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTe/IbHONH MPOrpaMMbl

JucuuminHa bezomacHocTh cucteM 0a3 AaHHBIX BXOAUT B 0a30BYIO 4acTh y4eOHOIO
I1aHa 00pa30BaTENIbHOM MPOrPaMMBI.

Jnsg  u3ydyeHus  TUCHMIUIMHBI ~ HEOOXOAuMBbl  3HaHMA  (YMEHHMs,  BIQJICHUSA),
copMHPOBaHHBIE B PE3YyJIbTaTE U3YyUEHUS AUCIUTUTNH/ TIPAKTHK:

Opranuzanus 9BM 1 BBIUUCIUTENBHBIX CUCTEM

BBezneHune B crienuanbHOCTh

SI3pIKM IPOrpaMMHUPOBAHUS

Cetu u cucTeMbl Niepenadn nHGopMaluu

OcHOBBI MH(OPMAIIMOHHON 0€3011aCHOCTH

WNudopmanmonnsie TeXHOIOTUH. ba3bl TaHHBIX

3HaHus (YMEHHUs, BIaJIeHUs), OJTyUYCHHbIE MPU U3yYEHUU NAHHOW IHUCUUIUIMHBI OyIyT
HEOOXOUMBI [T U3Y4EHUS JUCLUIUINH/IPAKTHK:

TexHON0rus NOCTPOEHUS 3AIUIIEHHBIX PaCIPeIeICHHbIX PUIOKEHUN

HNudopmanmonHas 0e30macHOCTb pacIpeleIeHHbIX HHPOPMALIMOHHBIX CUCTEM

TecTupoBaHue CUCTEM 3aIUTHl HHPOPMALIMU aBTOMATH3UPOBAHHBIX CUCTEM

3ammTa 3JIeKTPOHHOTO JJOKYMEHT0000poTa

MeTtoaer MoHUTOpHHTA HH(GOpMarMoHHON Oe3omacHocT AC

[Tpon3BOACTBEHHAS-IPAKTUKA IO TOJYyYEHHIO NMPO(ecCHOHATbHBIX YMEHUH U OIbITa
poQeCCUOHATBHON ACATEHHOCTH

VYnpasnenue HHGOPMAIIMOHHON G€30MaCHOCTBIO

HNudopmanmonHas 6€30MaCHOCTh CUCTEM OPraHU3alMOHHOTO YIPaBICHUS

Hayuno-uccnenoBatenbckas pabora

3 Komnerenuuu ody4yaromierocsi, popmupyembie B pe3y/ibTaTe 0CBOCHHSA

AUCHHMINIMHBI (MOYJIs) ¥ IUIAHUPYeMbIe pe3yJIbTaThbl 00y4eHHA

B pesynpraTte ocBoeHUS MUCHUIUIMHBI (MOayiisi) «be3omacHOCTh cucteM 0a3 TaHHBIX)
oOyyaroluiics 10/pkeH 00nafaTh CIeayOUMMUA KOMIIETEHIIUAMU:

CtpyKTypHBIil [Inanupyemsble pe3ynbTaTbl 00yUEHHS
JIEMEHT
KOMIIETEHIIUU

[1K-23 criocoGHOCTBIO (OPMHUPOBATH KOMIUIEKC Mep (IIpaBHiia, MPOLEeILypbl, METObI) JIIS
3aUTHl HHPOPMAIK OTPAaHUYCHHOTO JOCTyIa




3HaTh

MeTtonab! hopMupoBaHUS TPEOOBAHUN IO 3aIMUTE HHPOPMAIIHH,
obpabareiBaemoii B CYB/I.

OcHOBHBIE CpeICTBA U CLIOCOOBI 0OecrieueH st UH(POPMALMOHHOM
0€30MaCHOCTH, IPUHITUITBI IIOCTPOCHHS CUCTEM 3aIIUThI HHPOPMAIUH,
obpabarsiBaemoii B CYB/I.

[TpuHIMTIBI OpraHU3alMK U CTPYKTYPa CUCTEM 3allIUThl HHPOPMALIUU
MPOTPaMMHOT0 00eCTIeYeHHsT aBTOMATH3UPOBAHHBIX CUCTEM.
OpraHu3anroHHBIC MEPHI 10 3aIuTe HHPOopMauu, 00padaThIBacMOil B
CVYB/L.

VYMeTs

Hcnons3oBath MeToibl popMHUpOBaHUS TPEOOBAHUI 1O 3aLIUTE
uHpopmanuu, oopadateiBaemoii B CYB/I.

KnaccuduiupoBars cpeicTa u crmocoObl ooecrieueHuss HHPOPMaIMOHHON
0€30MMacCHOCTH, IPUHIIKITE TOCTPOCHUSI CUCTEM 3aIUTH HHPOPMAIIHH,
obpabateiBaemoii B CYB/I.

OpranuzoBsiBath 0e30macHOCTs APM, Ha koTophix ycranoBieHa CYB/I,

Bnanets

Metonamu hopMUpOBaHUs TPEOOBAHMIA O 3alTUTE HHPOPMAIIHIH,
obpabateiBaemoii B CYB/I.

HaBpikamu ananmza MeToZ10B (OpMHUPOBaHUS TPEOOBAHUH IO 3AIIUTE
uHdopmaruu, oopadareiBaemoit B CYB/I.

[TK-25 cnocoOHOCTRIO 00ecnieunTh 3PPEKTUBHOE MPUMEHEHHUE CPEACTB 3alUThI
MH(OPMAITMOHHO-TEXHOJIOTHYECKIX PECYPCOB aBTOMATH3UPOBAHHOW CUCTEMBI U
BOCCTAHOBJICHHE UX PabOTOCIIOCOOHOCTH MPH BOZHUKHOBCHUHU HEIITATHBIX CUTYAIHIA

3HaTh

[TpunHnune! pabotel 0a3 JaHHBIX. OCHOBHBIE CPECTBA OOECTICUCHUS
0€301acCHOCTH JTaHHBIX.

[TpuHIMIBEI anMUHUCTpHUPOBaHUs 0a3 qaHHBIX. CpeacTBa oOecrnedeHus
0€301aCHOCTH JTaHHBIX.

Opranuzanuto 3amuThl nHGopMaruu 6a3 naHHbIX. CpaBHUTEIHHBINA aHAIIN3
3¢ (HEeKTUBHOCTH TIPUMEHEHUS CPECTB 0OecTieueHHs 0€30MacHOCTH
TAHHBIX.

VYMmeTh

AHanmM3upoBaTh pabOTOCTIOCOOHOCTH Oa3bl TAHHBIX.

[IpuHMMaTh yyacTHe B HACTPOUKE CPEACTB oOecTieueHus: 6€30MacHOCTH
naHHbIX, 00pabaTeiBaeMbIx B CYB/I.

CaMocTOATeTbHO IPUMEHATH CPEJCTBA 0OecTieueHus] 0€30MacHOCTH
JIAHHBIX.

Y4acTBOBaTh B BOCCTAHOBJICHUU PAOOTOCIIOCOOHOCTH CUCTEM 0a3 JaHHBIX
IIPY BOSHUKHOBEHHUH HEIITATHBIX CHTYaIlHM.

Opranu3oBbIBaTh OE30MACHOCTH CHCTEM 0a3 JaHHBIX.

Bnanets

OCHOBHBIMU CpeJICTBaMH 0OecTiedeHHs 0€30MacHOCTH JaHHBIX.
HaBbikamu paboThl ¢ HOPMATHBHBIMU JIOKYMEHTAMH 10
aJIMUHUCTPUPOBAHUIO 0a3 TaHHBIX.

CpencrBamu obecrieueHus: 0e30MacHOCTH TaHHBIX.

HaBbikamu pa3paboTky U aAIMUHUCTPUPOBAHUS 0a3bl JaHHBIX.
HaBpikamu opranuzanuu 6€30MacHOCTH CUCTEM 0a3 TaHHBIX.
CpencrtBamu obecnieuenus 6e3onacHocTy qaHHbix 1 AUC.

OIIK-3 criocoOHOCTBIO IPUMEHSATH S3bIKH, CUCTEMBI 1 HHCTPYMEHTAJIbHbBIE CPEACTBA
IIPOrpaMMHUPOBAHUS B TPO(ECCUOHANBHOM NesITeTbHOCTH




3HaTh

Bunb ayreHTHGUKAIIMN ¥ IPUHITUIIBL, HA KOTOPBIX OHU OCHOBAHBI.
[TpuHIMITBI TPOTPaMMHUPOBAHUS PA3INIHBIX BHJIOB KapT U KITFOUCH
JOCTyTIA.

Twurbl aTak Ha CUCTEMBI JAHHBIX, UCTIOIB3YIOIINUX PA3IHIHBIC BUIBI
ayTeHTH(DHUKAIIH

YMmeTh

HaCTpaI/IBaTI) CUCTCMY OpraHu3anMi U KOHTPOJIA JOCTYIIa PA3JIMYHOTO
BUJIA.

AHaJII/I?,I/IpOBaTI) 1 HaXOIUTb PCUICHUA 110 3alIUTC OT aTaK Ha CUCTCMbI
JAHHBIX, UCTIONB3YIOIINX PA3INYHbIe BUbI Ay TCHTH()UKAIIH.
YcranaBiauBare cpeacTsa 3amuThl b/

Bnanets

Hasbikamu HACTPOMKHU ¥ aIMUHUCTPUPOBAHUS CPEACTB 3a1uThl b/I.
HaBbikamu pa3paOoTKy CUCTEMBI 3aLUTHI C YYETOM OCOOCHHOCTEH 3alUThI
uHdpopmanuu, oopadateiBaemoii B CYB/I.

HaBbikamu ananusa kputepueB OLEHKU d3PHEKTUBHOCTH U HAJAEKHOCTH
CpPEeZCTB 3alUThl HH(POPMALIUU IPOIrPAMMHOI0 00eCIIeueHUs
ABTOMATU3MPOBAHHBIX CHCTEM.




4. CTpyKTypa, 00béM N coaepkaHHe JMCHUILIUHBI (MOTLYJIsI)
OO6miast TpyI0EMKOCTh TUCHUIINHBI COCTABIIIET 6 3aueTHBIX eauHUI] 216 akaja. 4acoB, B TOM

qHUCIIC:

— KOHTaKTHas paborta — 127 akaj. 4acoB:
— aymutopHas — 122 akaj. 4acos;

— BHEAyJIUTOpHAs — S5 aka.

JacoB

— caMoCTosITeNbHAs paboTa — 53,3 akaj. 4acos;

— INOATOTOBKA K 5K3aMCHY —

35,7 akan. Jaca

<D0pMa arTecTaluu - 3a4€T, 9K3aMCH

ayTeHTH(UKAIHH.
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1. Ob6uiue TIOJIOXKEHUS
obecrieyeHust 6e3omacHoCTH
JIOCTYTIA K JIAHHBIM.
CamocrosiTenpHOE
n3ydeHune yueOHon
U HayYHOU
1.1 Ipenmer n e
JIUTEPATYPBI,
CoZiepXKaHUe JUCIUTUTHHBL aGoTa AymuTopHast
Obecrnieuenne 3 4/21 1 P KOHTpOJIbHAS OIIK-3
MarepuatamMmu
0e30I1aCHOCTH JOCTYyNa K paboTta
AHHBIM 00pa3oBaresIbHOrO
’ nopraina u IbC.
ITonroroBka
AKP.
5
CamocrosiTensHOe
n3yueHHue y4eOHOH
U Hay4yHOU
1.2 3agaun 3aIIUTBI JIUTEPaTypBI
Hl DATYPHI, AynutopHas
nHdopmanuu obecreyeHus pabota ¢ I1K-23, OIIK-
2 4/211 1 KOHTPOJIbHAS
0e30MacHOCTH JOCTyma K MarepragaMu aGora 3
JIAHHBIM. 00pa3oBaresIbHOTO p
noprana u 9bC.
INoaroroBka
AKP.
Uroro mo pazneny 5 8/41 2
2. ObOecnieyeHrue  HAICKHOU




CamocTosTensHOe
n3ydeHue yueOHou

U Hay4YHOU
JTUTEpaTyphl, TectupoBanue,
2.1 ®akropsl 401 pabora ¢ ayIUTOpHAs [K-23, OIIK-
ayTeHTU(HUKALHH. MarepragaMu KOHTPOJIbHAS 3
00pa3oBaTesIbHOTO pabora
noprana u 9bC.
IToagroroska k AKP
u KT.
CamocrosiTeTbHOE
2.2  AyreHtudukamms c payHenme yqe? HoH
HCIOJIb30BaHUEM OTP- 11 HayHHoH
TOKEHOB. AyTeHTH(UKanus JATEPATYPHL, AynutopHast
c MOMOIIIBIO 421 pabora ¢ KOHTpPOJIbHAS
MaTrepuanamMu
OUOMETPUYECKUX paboTta
XapaKTEePUCTHUK. AHnanm3 obpasosatesLHoro
HEIOCTAaTKOB METO/IOB. nopraza u SbC.
IToaroroska k AKP
n KT.
Uroro no pazgeny 8/41
3. VmpaBneHue [IOCTYHNOM K
JAHHBIM.
CamocrosiTenpHOE
u3ydeHue yaeOHon
31 CKYJ wna O0Oase U HAYyYHOM
KOHTAaKTHBIX  CMapT-KapT. JIUTEPATYPHI,
CKY/I Ha Gase S paGora ¢ ﬁ)ﬁiﬁﬁ‘;’; TK-23, TIK-
0ECKOHTAKTHBIX RFID MaTepuaraMu 6 25, OIIK-3
cmapr-kapT. CKVY/l Ha Gaze 00pa3oBaTeILHOTO pabora
OUOMETPUYECKUX CHCTEM. noprana u 9bC.
ITonroroka
AKP.
CamMocrosTenbHOE
n3yueHHue y4yeOHOH
U Hay4HOU
3.2 CKV]] na 6a3e ximodei JIATCPATYPEL, AynutopHast
pabora ¢ TIK-23, TIK-
eToken. CKVYJl Ha O0a3e 521 KOHTPOJIbHAS
kiroued iButton. MATEpHATAMH pabora 25, OIK-3
00pa3oBareIbHOTO
noprana u 9bC.
IToaroroBka k
AKP.
Wroro nmo pasnemy 10/41
4. IMapoybHbIC MOJIUTHKY.
4.1 Meronsl naponbHOU 521 CamocrositensHoe | KommbroTepHoe TIK-23, TIK-
ayTCHTH()HUKAITUH. n3yueHue yueOHol | TecTupoBaHHe 25, OIIK-3
Y HAy9HOI
JIMTEPaTypHI,
pabora ¢
MaTrepuanamMu
00pa3oBaresbHOrO
noptasia u ObC.

IToaroroska k KT.




42 Ayrentudukanus c

CamocrosTenbHOE
n3ydeHue yueOHon

U Hay4YHOU
MIOMOIIBIO  3aIIOMHHAEMOT'0 HTEDATYDLL
apoJIs. Henocratku PaTypel, Komnsrotepnoe TIK-23, TIK-
2 5 2 pabora ¢
METO/IOB  ayTeHTH(UKAIIH TECTHPOBaHUE 25, OIIK-3
MarepraIaMu
c TIOMOIIIBIO
00pa3oBaresIbHOTO
3allOMUHAEMOTO TapOJIs.
noptaina u ObC.
Ioaroroska x KT.
Hroro mo pazaeny 4 1021 | 4
5. 3auer
CamocrosiTenpHOE
n3ydeHune yaeOHon
Y HAy9IHOI
JIMTEPATYPBI,
aboTa ¢ TIK-23, TIK-
5.1 3ager 5 6 P adeT ¢
3 MaTepuaiaMu 3 25, OIIK-3
00pa3oBaresIbHOTO
nopraina u IbC.
IToxroroBka
3auery.
Uroro mo paznemny 6
Uroro 3a cemectp 18 36/141| 17 3a4€T
6.  JlokyMeHTHpOBaHHE  0a3
JaHHBIX C YYeTOM TpeOOBaHHIt
TIo obecrnieyeHuo
MHPOPMAIIOHHOM
CamocrosiTebHOE
n3yueHue y4eOHOM
6.1 Kiaccel 6e30macHOCTH. U Hay4yHOMH
TpeboBanus JIMTEPATYPhI
npe ’bﬂBJ‘IﬂCI:/[bIC K 4 2/21 6 agOTZr(,) ’ Kowmeoreproe TIK-23, T1K-

e P TECTUPOBaHUE 25, OIIK-3
Pa3THYHBIM KJaccam MarepragaMu
0€301acHOCTH. 00pa3oBaresIbHOTO

noprana u 9bC.
IToaroroBka k KT.
6
CaMocTosTeNnsHOE
n3yueHHue y4eOHOM
Y HAy9HOI
6.2 TpeboBanus K JINTEPATYPHl,

OK MeHTzI: A C Y4YEeTOM 4 421 4 agOTZIZ Kowmreproe [IK-23, TIK-
HOKY ! Y p TECTUPOBAHUE 25, OIIK-3
KJacca 0e30IacHOCTH. MarepuanamMmu

00pa3oBaresbHOTO
noptasia u ObC.
IToaroroBka k KT.
Wtoro no paszeny 8 6/411 | 10

7. ATaku Ha CHUCTEMBI JAHHBIX.




CamocTosTensHOe
n3ydeHue yueOHou

7.1 Ataku Ha CHCTEMBI U Hay4YHOU
JaHHBIX, B KOTOPBIX JUTEPaTypHl,
HCIOJIb3YEeTCs pabora ¢ AymTopHas TIK-23, [IK-
2 2 4 KOHTpOJIbHA
ayTeHTU(HUKAIHS Ha MaTepuazaMu aGora 25, OIIK-3
OCHOBE napos, u 00pa3oBaTeNbHOTO p
CIOCOOBI 3alIUTHI OT HUX. noprana u 9bC.
ITonroroBka k
AKP.
CamocrosiTeTbHOE
7.2 Artaku Ha CHCTEMBI payHenme yqeu6 HoH
U Hay4YHOU
JNAHHBIX,  UCIIOJIb3YIOIIHE
ayTEHTU(HUKALHIO c fHTCPATYDPEL, AynutopHast
oMo 4 40U 4 pabota ¢ I1K-23, TIK-
IIbIO KOHTPOJIbHAS
MaTrepuanamMu 25, OIIK-3
OMOMETPUYECKHUX paboTta
00pa3oBaTeIbHOTO
XapaKTEePHCTHK, u
noptasa u ObC.
CHOCOOBI 3alIUTHI OT HUX.
ITogroroBska k
AKP.
CamocrosiTenpHOE
n3ydeHune yaeOHon
Y HAy9IHOI
JIMTEPATYPHI,
7.3 SQL-uaBEKIINN 4 2 2 padora ¢ Ii)}ll{lfd:)?li?{zi [IK-23, TIK-
' H MarepuaiaMu p 25, OIIK-3
pabora
00pa3oBaresbHOTO
nopraia u IbC.
IToaroroska k
AKP.
Wtoro no paszeny 10 821 | 10
8. ITpumenenue CpeICTB
KpUNTOrpa)u4eckod  3allUThI
undopmarmu (CK3N).
CamocrosiTennpHOE
n3ydeHue yueOHou
8.1 Ilpumenenue cpencTs 1 HayHHOI
N JUTEPaTypHI,
Kpunrorpadu4eckon AynutopHas
pabota ¢ [K-23, TK-
3aIUTHI uHpOpMAIIH 4 5/31 4 KOHTPOJIbHAs
9 MaTepHalaMy 25, OIIK-3
(CK3H), xpansuieiics B pabora
Gasax nanmsx, or HCJI 00pa3oBaresbHOrO
’ " noprana u 9bC.
IToaroroska k
AKP.
CamocrosiTeTbHOE
u3ydeHue yaeOHon
U Hay4HOU
8.2 CnocoObl 1 cpencTsa JIATCPATYPEL, AynutopHast
KPHIITOrpapHUECKOM 4 5/31 4 pabora ¢ KOHTpPOJIbHAsS TIK-23, T1K-
MaTepuaraMu 25, OIIK-3
3anMThl 0a3 JaHHBIX. pabora
00pa3oBaTeIbHOTO
noprana u 9bC.
ITogroroBska
AKP.
Uroro mo paznmery 8 10/611 8




9. CK3U «KpunTo B/I».

CamocrosiTenpHOE
9.1 Cocras u Msyqpf}}{:;e y;:gHOH
COBMECTHMOCTD CK3U1 e };; .
«Kpunro bB». PaTyPE!, AynuTopHas
pabota ¢
Peanusyemele  anropuTmsl 2 3 2,3 KOHTPOJIbHAs
MarepuanaMu
KpUnTorpagpuyeckoro paboTta
00pa3oBaresIbHOTO
npeobpazoBanuss B CK3U
noprana u IbC.
«Kpunro BJI».
ITonroroka
AKP.
CamocrosiTensHOe
n3yueHue y4yeOHoH
9.2 Ucnomnp3oBanue HﬁTHeayat;HOI;
«Kpunto BJI» B 00maunbix parypel, AynutopHast
pabota ¢ I1K-23, IIK-
cpenax. OcHOBHbIE 2 321 2 KOHTPOJIbHAA
MaTepraTaMu 25, OIIK-3
TIPUHIIAITE PabOThI pabora
«Kpurto BTy 00pa3oBaresIbHOTO
’ noprana u 9bC.
IloaroroBka
AKP.
CamocrosiTensHOE
n3yueHHue y4eOHOH
U Hay4HOU
9.3 AHaJn:B yrpo3 u JTUTEpaTypHI, KoMbioTepHoe T1K-23, TTK-
VSI3BUMOCTEH CYB/J 4 4 4 pabora ¢
TECTHPOBAaHUE 25, OIIK-3
Oracle MarepragaMu
00pa3oBarebHOTO
noprana u 9bC.
Ioaroroska x KT.
Uroro no pasneny 8 1021 | 8,3
10. Dx3amen
CamocrosiTensHOE
n3ydeHue yueOHon
U Hay4YHOU
JIMTEPATYPHI,
pabora ¢ TIK-23, TIK-
10.1 Dk3ameH MaTepHatami DK3aMeH 25, OITK-3
00pa3oBaresIbHOTO
nopraina u ObC.
IToaroroska k
9K3aMEHY.
Uroro mo paznmery
HUroro 3a cemectp 34 34/1411]36,3 JK3aMEeH
HWTOro 1o AHCUMILUIUHE 52 70/28U| 53,3 3a4erT, SK3aMeH OIIK-3,[1K-

23,11K-25




5 O6pa3oBaTe/ibHbIC TEXHOJIOTHH

Jns  peanm3anmuyd  TPEAYCMOTPEHHBIX  BHJIOB Yy4eOHOH pabOTBl B KauecTBe
00pa3oBaTeNbHBIX TEXHOJOTHI B MPENOAaBAHUN AUCIHUILTHHBI UCIIOIB3YIOTCS:

1) TpamumuoHHasi TEXHOJIOTHS, BKIIOYAIOIIas B ce0s OOBSCHEHHE IpEerojiaBareis Ha
JICKIUSAX, CAMOCTOSTENBHYI0 paboTy ¢ y4eOHOH M CIIPaBOYHOH JIUTEPATYpOH MO AWCIMIUIMHE,
BHITMOJIHEHUE 33JaHUK TI0 METOIMYECKHM yKasaHusaM. @DopMbl y4eOHBIX 3aHATHH C
UCIIONIb30BaHUEM TPAJAUIIMOHHBIX TEXHOJIOTHIA:

Jns  peanm3anmuyd  TPEAYCMOTPEHHBIX  BHJIOB Y4eOHOW pabOTBl B KauecTBe
00pa3oBaTeNbHBIX TEXHOJOTHI B MPENOAABAHUN AUCIHUILIHHBI UCIIOIB3YIOTCS:

1) TpamumuoHHasi TEXHOJIOTHS, BKJIIOYAIOIIas B ce0s OOBSCHEHHE IperoiaBaTeis Ha
JICKIUSAX, CAMOCTOSTENBHYI0 paboTy ¢ y4eOHOH M CIPaBOYHOM JIUTEPATYpOH MO AWCIMIUIMHE,
BHITIOJIHEHUE 33JaHUK TI0 METOIMYECKHM yKasaHusaM. @DopMbl y4eOHBIX 3aHATHH C
UCTIONIb30BaHUEM TPAJAUIIHOHHBIX TEXHOJIOTHIA:

a) BBonmHas nexknus — JUId LIEJIOCTHOTO MNpeACTaBieHUS 00 ydyeOHOM NpeaMeTe U
aHaIM3a y4eOHO-METOMYECKON JTUTEPaTyPHI;

b) O630pHBIE JEKINU — ISl CHCTEMATU3aIli HAYyYHBIX 3HaHUI Ha BBICOKOM YpPOBHE C
UCIIONIb30BaHMEM AaCCOLMATHBHBIX CBS3€d B Ipolecce TMPEICTAaBICHUS W OCMBICICHHS
uHpOpMaIN;

c) UudopmanmoHHas JeKnus — TIOCIEAOBATEIbHOE W3JIOKEHHE Marepuana B
IVCUUIUIMHAPHOW JIOTHKE, OCYIIECTBISIEMOE IPEHMYIIECTBEHHO BepOAIbHBIMUA CPEICTBAMHU
(MOHoOIIOT TpenoaaBares);

d) Cemmnap — Oecema mnpemnojaBareiass W OOydaromuxcsi, OOCYKICHHE 3apaHee
MOATOTOBJICHHBIX COOOIIEHHH IO Ka)XJOMY BOIPOCY IUIaHA 3aHATUS C EOMHBIM Ui BCEX
MIEPEYHEM PEKOMEHIyEMOM 00s3aTeIbHON U TONOIHUTEIBHON JIUTEPATYPHI;

e) [IpakTndeckoe 3aHsATHE, MOCBAIIEHHOE OCBOCHHMIO KOHKPETHBIX YMEHHH W HABBIKOB
0 TIPEII0KEHHOMY aJITOPUTMY;

f) Jlabopatopnas pabGoTa — opraHuzamus ydeOHOW pabOTBl C pearbHBIMH
MaTepHaJbHBIMH W  HMH()OPMAIIMOHHBIMH  OOBEKTaMHM, OSKCIIEpUMEHTalbHas pabora C
AHAJOTOBBIMU MOJICTISIMU PEaJbHBIX OOBEKTOB.

2) Pa3nenHO-KOMIIETEHTHOCTHAsE TEXHOJOTHsA, BKJIIOYalomas B ce0s  IKeCcTKoe
CTPYKTYPUPOBAHHE COJCPKaHHA y4eOHOro Marepualia, CONMPOBOXKIAMOMIAsICS O00s3aTeIbHBIMU
OJ0KaMH JOMAITHUX 3a/laHUi, KOHTPOJBHBIX PAa0OT M TECTUPOBAHHMEM II0 KaXIOW TeMe
comepkanusi  Kypca. @Dopmbl  yueOHBIX 3aHATHH C  HCIOJb30BaHWEM  PaznenHo-
KOMIIETEHTHOCTHON TE€XHOJIOTHH:

a) Keilic-mMeTonmpl — Ui OBNaJEHHUS CHCTEMOW 3HAaHWH W YMEHWH M TBOPYECKOTO HX
UCTIONBb30BaHUsl B NPO(PECCHOHATBHOM  NEATETPHOCTH W CaMOOOpa3oBaHWM; IS
KBaIM(UIIMPOBAHHOTO M HE3aBHCUMOT'O PEUICHUS NMPO(PECCHOHANBHBIX 3a/ad; ISl OpUCHTAINN
B MHOrooOpa3uu Y4yeOHbIX MporpamMm, IOcoOud, mauTeparypbl U BblOOpa Haumbosee
3 (EeKTUBHBIX B MPUMEHEHUH K KOHKPETHOH CHTyaIlMW; JUIS OCYIIECTBICHHUS cCaMOpeQIIeKCHU
ISl TaJIbHEHIIero mpodeccnoHaIbHOT0, TBOPYECKOTO POCTA M COIMATU3AIIH JINYHOCTH.

3) MHTEepakTHBHBIC TEXHOJIOTHH — OpraHU3alys 00pa30BaTEeIbHOTO MpoIecca, KOTopas
MPEIoiaraeT akKTUBHOE M HEIMHEHHOE B3aWMOJCHCTBHE BCEX YYaCTHUKOB, JOCTH)KCHHE Ha
3TOH OCHOBE JMYHOCTHO 3HAYMMOTO JUIi HHUX 00Opa3oBaTeNbHOro pesynbrara. Hapsmy co
CTIECIUAIM3UPOBAHHBIMU  TEXHOJOTHSMHA  TaKOTO  poAa  NPUHIMI  HWHTEPAKTHBHOCTH
NPOCIECKUBACTCSI B OOJNBIIMHCTBE  COBPEMEHHBIX  OOpa30BAaTEIbHBIX  TEXHOJOTHH.
WHTEpakTHBHOCTH TO/IPa3yMEBAET CYyOBEKT-CyObEKTHBIE OTHOIICHHUS B X0/ 00pa3oBaTeILHOTO
mporecca M, Kak CJIeACTBUE, (OPMHPOBAHHME CaMOpa3BHBAIOLICHCS HH(MOPMAIIHOHHO-
pecypcHoii cpenbl. DopMbl yUeOHBIX 3aHATHI C UCTIONBE30BAaHUEM MHTEPAKTUBHBIX TEXHOJIOTHIL:

a) Case-study — /i aHanmm3a peajbHBIX MPOOJEMHBIX CUTyallMd M TMOWCKA JIy4YIINUX
BapHUaHTOB PEIICHHIA, pa300p pe3yIbTaTOB TEMAaTHUECKUX KOHTPOIBHBIX padoT,



aHaJIU3 OIMUOOK, COBMECTHBIN MOMCK BapUAHTOB PALIMOHAIBHOTO PEIICHUS TPOOIEMBI.

b) Metons! IT — s mpUMEHEHHsI KOMITBIOTEPOB B TIPOIECCE OCBOCHUS JAUCIUATLINHBI U
noctyna k DOP kadenps! u UnTepHeT-pecypcam.

¢) Jlexuust «oOpaTHON CBSI3W» — JICKIUSA—TIPOBOKAIMS (M3JI0KEHNE MaTepraia ¢ 3apaHee
3arIaHuPOBAaHHBIMU OITMOKAMM), nekuus-oecena, TEKIHUS-TUCKYCCHS, JCKIUS-
peccKoHpepeHITHSI.

d) CemuHap-aUCKyCcCHsl — KOJUIEKTUBHOE OOCY)XKJEHHE KaKoro-audo CIOpPHOTo BOMpoca,
MPOOJIEMBI, BBISBJICHHEC MHEHWH B Trpymnme (MEXTPYIIIOBOW JTUAJIOT, JHCKYCCHUS Kak CIop-
JTAJIOT).

¢) KonrekctHoe 00yueHne — 11 MOTHUBAIMH OOYYAIONIMXCS K YCBOSHHUIO 3HAHHUH ITyTeM
BBISIBJICHUS CBSI3€H MEXIy KOHKPETHBIM 3HAHHEM W ero mnpumeHeHune. OBIageB B paMkax
M3Y4YCHUS] JTUCIUIUIMHBI HaBBIKAMU oOecrieueHnss 0e30MacHOCTH HWH(OpMAIMU C TTOMOIIBIO
TUTIOBBIX TMPOTPAMMHBIX CPEJICTB, OOydYaOIIMICS MPUOOPETeT CHOCOOHOCTh Y4YacTBOBATh B
pa3paboTKe  3aIIWIICHHBIX  aBTOMATU3MPOBAaHHBIX  CHUCTEeM 1O  mpodmiaro  cBoei
npodeCCHOHABHON I TETbHOCTH;

f) MexaucuuiuimHapHOe OOyYeHWe — Ui WCIOJNB30BaHWs 3HAHWWA W3 pa3IMYHBIX
oOmacTelt, UX TPYNIUPOBKH U KOHIEHTPALIMU B KOHTEKCTE perraeMoid 3amauun. s peanuszamnmm
JAHHOTO MeTojia 00y4YeHHs OOYyJaloUIMMCsl BBIJAIOTCS 3aJaHus 110 pEIIeHUs 3aaad U3 APYroi
IpeaMeTHON 0bacTu.

4) TexHosnoruu npoOieMHOro o0y4eHUs — OpraHu3anus oOpa3oBaTelIbHOIO Mpoliecca,
KOTOpasi MPeAroiaraeT MOCTAaHOBKY MPOOJIIEMHBIX BOMPOCOB, CO3AaHHE YUEOHBIX MPOOIEMHBIX
CUTyallMl AJii CTUMYJMPOBAHUS AKTUBHON MO3HABATEIbHOW JEATEIbHOCTH OOYYarOIIHUXCS.
@DopMbl YUeOHBIX 3aHITHIA C UCTIOIH30BAHUEM TEXHOJOTHI MPOOIEMHOTO O0YUEHHUS:

a) IlpoOnemHas nexkuuss — H3JIOKEHUE Marepuala, MpeAroararoniee MOCTaHOBKY
MPOOJIEMHBIX W JUCKYCCHOHHBIX BOIMPOCOB, OCBEUICHHE PA3NUYHBIX HAYYHBIX MOJIXOJIOB,
aBTOPCKHME KOMMEHTApHH, CBSI3aHHBIE C PA3IMYHBIMH MOJEIISIMH MHTEPIPETANN H3y4aeMOTo
MaTepuana.

b) Jleknus «BaBoem» (OWHapHas JIEKIUs) — W3JIOXKEHHE Marepuasia B ¢opMme
JMAIOTUYECKOTO OOIIEeHUsT JABYX IMpemnojaBareneil (Hampumep, PEKOHCTPYKIHS Jauajora
MPeICTaBUTENCH PA3IMIHBIX HAYYHBIX MIKOJ, «YYEHOTO» M «IPAKTUKA» M T.IIL.).

c) Ilpaktuyeckoe 3aHsATHE B (hopMe MPAKTHKyMa — OpTaHuU3anus y4eOHOU padoThl,
HalpaBJIeHHAs Ha PEIICHHE KOMIUIEKCHOW Y4YeOHO-TTO3HABATEIbLHON 3amaun, TpeOyromiei oT
oOyyJarorierocsi MPUMEHEHHs] KaK HAyYHO-TEOPETUYECKUX 3HAHWW, TaK M MPAKTUYECKUX
HaBBIKOB.

d) Ilpaktuyeckoe 3aHATHE Ha OCHOBE Keiic-MeToga — OOy4deHHe B KOHTEKCTe
MOJIETUPYEMO CUTYyaIiH, BOCIIPOU3BOIATICH peanbHbIe YCIIOBHSI HAy4YHOM,
IIPOU3BOCTBEHHO, o01IeCTBEHHOU NEeSATETbHOCTH. Ob6yuatomuecs JTOJIKHBI

MPOAHAIM3UPOBATh CHUTYallMI0, Pa300paTrbCs B CYTH NPOOJEM, MPEIIOKHUTh BO3MOXKHBIC
pemieHuss W BBIOpaTh Jydmiee W3 HHUX. Keichl 0a3upyroTcss Ha pealbHOM (PaKTHUECKOM
MaTepualie WU K€ MPUOIMKEHBI K PealbHOW CHTyallMd. Pa3dop pe3ysbTaTOB TEMAaTHYCCKUX
KOHTPONBHBIX paboOT, aHanmM3 OIMMOOK, COBMECTHBI TIOMCK BAapUAHTOB PAIMOHAIBHOTO
pereHust yaeOHOU mpoOIeMBbI.

5) UrpoBbie TEXHOIOTHH — OpraHHu3aIs o0pa3oBaTelbHOrO Mpolecca, OCHOBAHHAs Ha
PEKOHCTPYKIIMM Mojeeii moBeneHUss @DopMbI  y4eOHBIX 3aHATHH C  HCIIOJIb30BAHUEM
MPEUTOKEHHBIX CIIEHAPHBIX ycToBU. DOpMBI y4eOHBIX 3aHATHUN C MCIOIH30BAHUEM HTPOBBIX
TEXHOJIOTHM:

a) YueOHas urpa — ¢opMa BOCCO3JaHHS MPEAMETHOTO U COLUATIBHOTO COJCpPXKAHUS
Oyaymied TmpoeCCHOHATLHOW JeATEeIbHOCTH CIICIUAINCTa, MOJCIHUPOBAHUS TaKHUX CHCTEM
OTHOIIIEHUH, KOTOPBIE XapaKTEPHBI ISl TOU JIEATEIHHOCTH KaK IeJI0TO.

b) JlemoBas urpa — MOJICIIMPOBAHKUE PA3IMIHBIX CUTYAIlUH, CBSI3aHHBIX C BBIPAOOTKOW U
MIPUHITHEM COBMECTHBIX PEIIEHUH, 00CYX IEHUEM BONMPOCOB B PEXKHUME «MO3TOBOTO IITYpPMay,
PEKOHCTPYKIHEH (PYHKIIMOHAITBHOTO B3aMMOJICHCTBHS B KOJUICKTHBE U



T.I.

c) PoneBas urpa — umuTanMs WIM PEKOHCTPYKILUS MOAENEH POJEBOro MOBEACHHS B
IIPEJUIOKEHHBIX CLIEHAPHBIX YCIOBHSIX.

6) TexHonoruu MpoOEKTHOTO OOyueHUs — OopraHM3alus oOpa3oBaTeNBLHOrO Mpolecca B
COOTBETCTBHM C aJTOPUTMOM IIO3TAITHOTO DPELIeHUs MPOOJEeMHOM 3a/7aud WM BbIOJIHEHHS
yueOHOoro  3azanus. IlpoexkT mpeamonaraeT  COBMECTHYIO  y4eOHO-IIO3HABAaTEIbHYIO
JeSITeNbHOCTh TPYMNIBl  OOYyYalOLIMXCs, HANpaBJICHHYI0 Ha BBIPAOOTKY  KOHIEMIIMH,
yCTaHOBJIEHHE IieNied u 3aaa4, (QOPMYIMPOBKY OXHUIAEMBIX pPeE3yJbTaTOB, ONpEesieHUe
NPUHIUIIOB U METOIMK PELICHHs IMOCTAaBICHHBIX 3ajlad, IJIAHUPOBAHUE XoJa paboThl, MOMCK
JOCTYIHBIX U ONTUMAJIBHBIX PECYPCOB, MOATAMHYIO PeaIM3allIo MIaHa paboThl, MPE3EHTALNIO
pe3ynbTaToB pabOThI, UX OCMBICIEHUE U peduekcuto. OCHOBHbIE THUITbI IIPOEKTOB:

a) HccnenoBatenbCkuili MPOEKT — CTPYKTypa MpUOIIKeHAa K ¢opmary HaydyHOTO
UCCIIeIOBaHUA  (JI0Ka3aTeIbCTBO aKTYaJIbHOCTH TEMBI, OIpeJesieHHe HaydyHOW MpoOieMBbl,
npenMera U oOBbEKTa HCCIENOBaHMS, LeNed U 3a4ad, METOAO0B, MCTOYHUKOB, BBIIBUYKEHHE
TUIIOTE3bI, 0000IIEHNE Pe3yIbTaTOB, BBIBO/IBI, 0003HAUCHHE HOBBIX MPOOIEeM).

b) TBopueckuii MPOEKT, Kak MPaBUJIO, HE UMEET JETAIbHO MPOPabOTaHHON CTPYKTYpHI;
yueOHO-TI03HaBaTeNIbHAS JIEATEIIbHOCTh O0YYarOIUXCsl OCYIIECTBISETCS B paMKaX PaMOYHOIO
3alaHus, TOAYUHSSACH JIOTMKE W UWHTEpecaM YYaCTHUKOB IPOEKTa, KaHPy KOHEUHOTrO
pe3ynbTara (razera, GUIbM, IPa3IHUK, U3aHUE, SKCKYPCUS U T.IL.).

c¢) UudpopmanmoHHBI NpPOEKT — Yy4yeOHO-TO3HABATENbHAS JEATEIBHOCTh C SIPKO
BBIPQ)KEHHONW  3BPUCTUYECKOH  HANpaBICHHOCTbIO (TMOMCK, OTOOp M  CcHCTeMaTu3alus
nH(pOpMaIMU 0 KaKOM-TO 00BEKTE, O3HAKOMJICHHE YYAaCTHUKOB MPOEKTa C 3TOW HH(pOpMalueH,
ee aHaju3 U 0000IIeHne /IS Tpe3eHTaluu 0osee HIMPOKOH ayauTOPHH).

7)  UndopmManmoHHO-KOMMYHHUKAIIMOHHBIE  OOpa3oBaTelbHbIE  TEXHOJOTUU  —
OpraHu3aLus 00pa3oBaTeIbHOTO npolecca, OCHOBaHHas Ha IPUMEHEHUN
CHEINaM3UPOBAHHBIX MPOrPAaMMHBIX Cpel U TEXHHUUYECKHX CpPeACTB padOThl ¢ MHpOpMaIUei.
@®opmMbl  y4eOHBIX 3aHATHH C HCIOJb30BaHWEM HH(POPMALMOHHO-KOMMYHHUKAITMOHHBIX
TEXHOJIOTHM:

a) Jleknus-Bu3yanusanusi — U3JI0KEHUE COJEP)KaHUs COIPOBOXKIAETCS IMPE3EHTALUE
(nemMoHcTpanueil y4eOHbIX MaTepHaioB, MPEICTABICHHBIX B PA3JINYHBIX 3HAKOBBIX CHCTEMaX, B
T.4. WUTIOCTPATUBHBIX, IPpauIecKuX, ayo- U BUIEOMaTEPHAIIOB).

b) IIpaktnueckoe 3aHATHE B (OpME MpE3CHTAIMU — TMPEACTABICHUE PE3yJIbTaTOB
IIPOEKTHON WJIM HUCCIIEOBATENBCKOM JEATENBHOCTH C HMCIIOJIB30BAHUEM CIEUAIN3UPOBAHHBIX
MIPOrPaMMHBIX Cpefl.



6. YudeOHO-MeTOAMUYECKOE O0ecTieYeHHEe CAMOCTOATEIBLHOM padoThl 00yYaOIINXCSE

AynuTopHasi caMOCTOsITeNIbHass paboTa OOydaloIuMXcs Ha MNPAKTHYECKHX 3aHITHIX
OCYIIECTBIIIETCS IOJ KOHTPOJIEM IPENOJaBaTelss B BUAE PELIEHUS 3aJad M BBINOJIHEHUS
YOpaXHEHUH, KOTOpbIE OIpejAesseT NpernoaaBaTesb Ui OO0ydalollUXcs C HCIOJIb30BaHUEM
mertonos IT .

BreaymutopHas camocTosiTenbHas paboTa OOydYarOIIMXCS OCYIIECTBISIETCS B BHJIE
YTEHUS JIUTEPATYPHI IO COOTBETCTBYIOIIEMY pa3Jielly ¢ MpOopadOTKOM MaTepralia ¥ BBITIOTHEHUS
JOMAITHUX 33JJaHU C KOHCYJbTalMsIMU TpENnojaBaTess, a Tak ke ¢ npuMmeHeHuem Keiic-
TEXHOJIOTHIA.

3agaHus M BONPOCHI 110 pa3aesiam
Paznen 1-4
Bonpocsr:

IIpouenypsl, BEIIOIHAEMBIE IIPU PETUCTPALIMU TOIb30BATENS B CHCTEME.
[TepeuncnuTh 371eMEHTHl ayTeHTU(DUKAITIH.

[TpuBecTu npumeps! HaKTOPOB ayTEHTUPHUKALINY.

J1J1g 9ero CiayXUT MEXaHU3M YIIPABIECHUS JOCTYIIOM?

Crpykrypa xomana APDU. [Ipumepsl komanx APDU.

J51s 9yero HeoOXOUMBI TAPOIbHBIE TTOTUTUKU?

Metopl TapoabHOMN ayTeHTU(DUKAITUH.

Onucarh NPUHLIMIIBI paOOTHl OMOMETPUUECKHUX CUCTEM.

Omnucatp npuHuun padotsl OTP-TokeHa.

0. CiocoOb1 ayTeHTH(UKAIMH TTOTH30BaTelNs Mpu ucnosibzoBanuu OTP-Tokena.

e e A o e

3ananus:

[Toctpouts CKVY/Il Ha 6a3e KOHTAKTHBIX CMapT-KapT.
[Toctpouts CKVY/I Ha 6a3e 6eckonTakTHBIX RFID cmapTt-KapT.
[Toctpouts CKV/I Ha 6a3e OHOMETPUUECKUX CUCTEM.
[Toctpouts CKVY/] Ha 6a3e xmtoueit eToken.

[Toctpouts CKV/I Ha 6a3e kitoueit iButton.

A e

Paznen 5-8
Bomnpocsr:

1. HpI/IBeCTI/I IMPUMCEPEI aTaK Ha CUCTEMbI JaHHBIX, B KOTOPBIX UCIIOJIB3YCTCs

ayTeHTH(UKaLKs Ha OCHOBE MapOJIsl, U CIIOCOOBI 3aIlUThI OT HUX.

2. TlpuBecTy mpuMeEphI aTaK Ha CUCTEMBI JAHHBIX, UCIOJB3YIOLIHE ayTCHTU(DHUKAIHIO C
MIOMOIIBI0 OMOMETPUUYECKUX XapPAKTEPUCTHUK, H CIIOCOOBI 3aIIUTHI OT HUX.

3. TlpuBecTu mpuMepsl aTak Ha CUCTEMBbI JaHHBIX, UCIIOJIb3YIOLINE ayTEHTU(UKALIUIO C
noMomipio OTP-TokeHOB, 1 CIOCOOBI 3aIIUTEI OT HUX.

4. TlpumeHeHHe KpUNTOrpa(uu C OTKPHITHIM KIFOUOM IS IHU(POBAHHS COOOIIECHHS.

OIII. [TpumMepsl UCTIOIB30BAHUS.

6. Peammusyemsble anroput™bl kpunrorpaduueckoro npeodpaszoanus B CK3U «Kpurro

BJI».

9}

3amanuda:

1. Jlns cepBepa 0a3bl JAHHBIX U AJIS1 KQXK/I0TO MOJIb30BATENSI, BKJIOYasi aIMUHUCTPATOPOB
0€30IacHOCTH, CO3JaTh TI0 OJHOM KITFOYEBOM Mape (OTKPBITHIN U 3aKPBITHIN KITFOUH) C
ucnoas3oBanueM CK3U «Kpumnro BJ1».

7. OueHoYHBbIE CPEeACTBA 1JIsl POBEICHUSI POMEKYTOYHOM aTTecTalluu



a) [llnannpyemble pe3yabTaThl 00y4eHHUsI H OLICHOYHBIE CPEICTBA ISl IPOBEACHUSA

MPOMEKYTOYHOM aTTeCTALNH:

Cva YIIYPHE [Tmarnpyembie pe3ynbTaThl
1 BIIeMeHT O1neHOYHbIE CpeNICTBA
00yueHwUsI

KOMIIETEHIINN

OIIK-3 - CcrnocoOHOCTEIO TPHUMEHSTh S3BIKHM, CHUCTEMBI W HHCTPYMEHTaJbHBIE CPENCTBA

MIPOrpPaMMHPOBaHHUS B TPOGhECCHOHAIBHOM NI TEILHOCTH.

3Hartb Buowt aymenmughuxayuu u | Bonpocs! asis 3auera:
npuHyunsl, Ha Komopvix OHU | 1. [Ipouenypsl, BEIMOTHSIEMbIE TIPU
OCHOBAHbL. pErucTpanny mnojab30BaTeist B CHCTEME.

Hpunyunoer  npoepammuposanus | 2. ITepeuncanTh AIeMEHTHI

PA3IUYHbIX 81008 Kapm U Kiroyel | ayTeHTH(HUKAIINAN.

docmyna. 3. [IpuBecTu nmpumeps! HaKkTOpoB

Tunvl amax Ha cucmemvl OAHHLIX, | ayTEHTU(DUKAIIH.

UCNONBL3YIOWUX  pasiudnble 6uobl | 4. JIJ1st 9eTo CITY)KUT MEXaHWU3M YIIPaBIICHUS

aymenmughuxayuu JOCTYIIOM?
5. Crpykrypa komang APDU. ITpumepst
komanx APDU.
6. Jiist uero HeoOXOMMBI TAPOJIbHBIC
TIOJIUTUKH?
7. Mertonb! TapobHOM ayTeHTH (KA.
8. OmrcaTth IPUHIAIIE pabOThI
OMOMETPUYECKHX CUCTEM.
9. Omnucatp npuHuun padoret OTP-TokeHa.
10. Crioco0b!I ayTeHTU(UKAIIAN TTOJTE30BaATEIIS
nipu ncnosin3zoBannu OTP-TokeHa.

YmMmeTh Hacmpausamo cucmemy | 1. IIpoBecTu aHalu3 aTak Ha CUCTEMbI JJAHHBIX, B
opeanuzayuu u KOHmMpOJis | KOTOPBIX UCTIONB3YeTCsl ayTeHTH(DUKAIUs Ha
00CmMyna pasiuiHozo uod. OCHOBE NapoJisl, U HAUTH CIIOCOOBI 3aIUTHI OT HUX.
Ananusuposams U HaxXoOUumo I
pewenus no sawume om amax na | > POBECTH aHAJIM3 aTaK Ha CHUCTEMbI JaHHBIX,
CUCTENbL OaHHbY, UCTIOTL3VIOUILX IgCHOHBSYIOHH/Ie ayTeHTH(QUKAIHIO C MOMOIILBHO

MOMETPUUYECKUX  XapaKTePUCTUK, W  HaWTH
paznuanbie 6100l CHOCOOBI 3aIIUTHI OT HUX.
aymenmugpuxayuu.
Yemanasnuseamo cpedcmea | 3. IlpoBecTH aHanM3 arak Ha CHCTEMBI JIaHHBIX,
sawumol b/J. WCTIONIB3YIOIME AyTEHTH(UKAMIO C TOMOILIBIO
OTP-TOKEHOB, U HAWNTHU CIIOCOOBI 3AIIUTHI OT HUX.

Bianerts Hasvixamu HAcmpouxKu u | 1. 3anporpaMMupoBaTh cMapT KapTy.
AOMUHUCTPUPOBAHUSL cpeocms | 2. Buectu B B/ OnomMeTprdaeckoi CHCTEMBI
sawgumol bJ{. ayTeHTH(UKAIMK 2X aAMUHICTPaTopoB. B
Hasvikamu pazpabomku cucmemsl | KaueCcTBE UISHTHU(PUKATOPOB HCITOIH30BATh
3awumel ¢ yuemom ocobeHHocmell | OTIEYATOK Majblla U MOJCIH JINIA.
3auumaol ungopmayuu, | 3. Buectu B BJ] Onomerprueckoli CUCTEMBI
obpabamuieaemoti ¢ CYBJ]. ayreHTH(UKaMK 2X mojb3oBareneil. B kauecTse
Hasvikamu ananusa xpumepues | MIEHTUHUKATOPOB UCIIOIB30BATh OTIIEYATOK
OoyeHKu  IPpexmusHocmu u | manmpIa UM apoJb.

HadedicHocmu  cpedocmé  3awumul | 4. 3anporpamMmmupoBars 2 kitoda iButton Ha
ungopmayuu npozpammHozo | OJIOKHPOBKY BXOJA.

obecneuenus 5. 3anporpamMmmupoBars 2 Kiaroda iButton Ha
ABMOMAMUIUPOBAHHBIX CUCTIEM. AJIMUHUCTPUPOBAHUE CUCTEMBI.

MK-23 - cocobHOCTBIO (hOpMHPOBATH KOMILIEKC Mep (IpaBuiia, MPOLEAYPbl, METOIBI) AJISl 3alUThI

MH(QOPMAIMK OTPAaHUYECHHOTO IOCTYTIA

3Harth Memoowl popmuposanus Bompocsr k sk3aMeny:
mpebosanuil no 3auwume 1. IIpoueayphl, BBIIOIHIEMbIE IPU
unghopmayuu, obpabamoieaemot 8 | peruCTpaIliy NOJL30BATEIIS B CHCTEME.




CrpyKTypHBI

[Inannpyemble pe3ysbTaThl

H DIIEMEHT OLeHouHbIE CpeacTBa
00yueHwUsI
KOMIIETEHIINN
CVB/I. 2. [IepeuncanTs 31€MEHTHI
OcHoeuvie cpedcmea u cnocobwl | ayTeHTH()UKAITIH.
obecneuenuss  uHgopmayuonnoi | 3. [IpuBecTr mpumeps! HaKToOpoB
beszonacnocmu, npunyunsl | ayTeHTH(GUKALIH.
nocmpoenus cucmem  3awumul | 4. JJ1s 9ero Ciry’KUT MEXaHHU3M yTIPaBICHUS
ungopmayuu, oopabameieaemoil 6 | TOCTyIIom?
CVE/]. 5. Crpykrypa komang APDU. ITpumepst
Hpunyunut op2anHuzayuu u | komang APDU.
cmpykmypa — cucmem  3awumul | 6. Jliist uero HeoOXOMMbI TTAPOJIbHBIC
ungopmayuu NPOSPAMMHO20 | TIOTTUTUKU?
obecneuenus 7. Meropl maposibHON ayTeHTU(UKALNH.
ABMOMAMUSUPOBAHHBIX CUCHIEM. 8. [IpuBecTn mpuMepsI aTak Ha CHCTEMBI
Opeanuzayuonuvle  Mepbl  NO | AaHHBIX, B KOTOPBIX UCIIOJIB3YETCS
sawume ungopmayuy, | ayTeHTU(PHUKALUSI Ha OCHOBE TAPOJIS, © CIOCOOBI
obpabamveieaemoui 6 CYB/]. 3aIUTHl OT HUX.
9. IIpuBecTH MpuMephI aTak Ha CUCTEMBbI
JaHHBIX, UCTIONB3YIONINE ayTEHTH(OUKAIHIO C
MOMOLIBbI0 OMOMETPUYECKUX XapaKTEPUCTHK, U
CIIOCOOBI 3aIIUTHI OT HUX.
Yvers Hcnonbsosamo yemooe: . 1. IToctpouts CKY]] Ha 06a3e KOHTaKTHBIX
dopmuposanus mpebosaruil no CMapT-Kapr.
3awume unpopmayuu,
obpabamuieaemoti ¢ CYBJ]. 2. IlocTpouts CKY[J Ha Oaze
Knaccuguyuposamo cpedocmsa u | 6eckonTaktHbX RFID cmapr-kapr.
cnocobe: . obecnederiz 3. [ocTpouts CKY[J Ha Oaze
uHgopmayuorHol be3onacHocmu, GHOMETPHICCRIX CHCTEM,
NPUHYUNBL NOCMPOEHUsT CUCHeM
3auumeol unpopmayuu, 4. Tloctpouts CKVY]] Ha 0a3ze xiroueit
oopabamvieaemoui 6 CYB]/]. eToken.
Opeanuzogvlieams  6€30NACHOCMb 5. Moctponts CKVJI ma 6Gaze Kmouei
APM, na xomopwix ycmano8leHa iButton.
CVBJL
6. Hactpouts cucremy BHICOHAOTIOACHUS
MMOMeEIMIeHHs, B KOTOpoM HaxomuThest OU.
Brnanetn Memooamu chopmuposarnus

mpebosanui no 3awume
ungopmayuu, obpabamuvleaemoli 6

CVEBJIL

Hasvikamu — ananuza — memooos
dopmuposanus  mpebosanuii  no
3awume ungopmayuu,

oopabamvieaemoui 6 CYB/I.

1. OGecnieunTh KOHPUACHINATBHOCTH U KOHTPOJIb
nesnioctHocty nHpopmanun B BJ1 ¢
ncrnionb3oBaareM CK3U «Kpunro By 1o
TpeboBanmsim Ub.

2. IlpoBecT MOHUTOPHHT U ayAUT JOCTYMa K
3amu¢ppoBaHHBIM TaHHBIM B/

MK-25 - cnocoOHOCTRIO 00ecreunTh 3(D(HEKTUBHOE MPUMEHEHHE CPEJCTB 3allUThl UHPOPMAIMOHHO-

TCXHOJIOTHYCCKHUX

pecypcos

AaBTOMAaTU3UPOBAHHOMN

CUCTCMbI n BOCCTAaHOBJICHHC ux

paGOTOCHOCO6HOCTI/I P BOSHUKHOBCHHNHU HEMITATHBIX CI/ITyaI_II/Iﬁ

3HaTH

IHpunyunwvl pabomol 6a3 OaHHBIX.
OcHosHuvle cpedcmesa obecneyenus
be3onacHocmu OaHHbIX.

Hpunyunvl  admMuHuCmMpuUpoOBaHus
6az OQHHbIX. Cpeocmea
obecnevenus bezonacnocmu
OaHHbIX.

Opeanuzayuio 3aujumsl

Bomnpocs! k 3x3ameny:

10. OnrcaTh IPUHIAIIE pabOThI
OMOMETPUYECKHX CUCTEM.

11. Omnucatp npuHuun padotet OTP-TokeHa.
12. Crioco0b!I ayTeHTU(UKAIIAN TTOJTE30BATEIIS
nipu ucnois3zoBannu OTP-Tokena.

13. [IpuBecTH mprUMepHI aTak Ha CUCTEMBI
JAHHBIX, UCTIOJIB3YIOUIHE ayTEHTH(UKAIHIO C




CTpyKTYpHBI
. PYKIYP [Imarnpyembie pe3ynbTaThl
1 BIIeMeHT O1eHOYHbIE CpPeNICTBA
00yueHwUsI
KOMIIETEHIINN
uHgopmayuu 6a3 OaHHbBIX. nomoibio OTP-TokeHOB, 1 CIOCOOBI 3aILKUTHI OT
Cpasnumenvublii ananus HUX.
agpexmusHocmu npuMeHeHus 14. [Mpumenenue kpunrorpaduu ¢ OTKPHITHIM
cpedcme obecneyenus KITIOUOM JUTs MM (POBAHUS COOOILICHHSI.
bezonacnocmu OaHHLIX. 15. OIII. [TpuMeps! UCTIOTB30BAHMS.
16. Peanmmzyembie aaropuTMbl
Kpunrorpaguueckoro mpeodpazosanus 8 CK3U
«Kpunto BJI».
17. Apxutektypa CK3U «Kpumnrto BI».
18. Orans! ’kcmryatanmn CK3U «Kpunto
B/I» u 3a1aun, BITTOTHSIEMBIC Ha KAXKIOM JTaIe.
YmeTs Ananuzuposamo
pabomocnocobHocms 6asvl
OaHHBIX.
IHpunumams yyacmue 6
Hacmpotixe cpedcms obecneyeHus
be3zonacHocmu OAHHbBIX,
obpabamvieaemvix 6 CYB/].
1. TIpoBecTH aHaIN3 UHIUACHTOB 0€30MACHOCTH C
Camocmoamenvro npuMeHamo
ucnons3oBanreM CK3U «Kpunto BJ1».
cpedcmsa obecneyenus
2. Hactpouts CK3U «Kpunto B/I».
be3onacHocmu OaHHbIX.
Yuacmeosamv 6 eoccmarnosnenuu
pabomocnocobnocmu cucmem 6a3
OaHHBIX ~ NpU  BO3HUKHOBEHUU
HeWmammuslx cumyayuil.
Opeanuzogvlieams  6€30NACHOCMb
cucmem 6a3 OAHHbBIX.
Bnaners OcHogubiMu cpedcmeamu
obecneuenus bezonacHocmu
OQHHUVIX.
Hasvikamu pabomewi ¢
1. lnst cepBepa 0a3bl JaHHBIX W JIJIS KXKIOTO
HOPMAMUBHbIMU OOKYMEHMAMU 1O
TIOJTL30BATEIsI, BKIIFOYAst aJ]MHHACTPATOPOB
AOMUHUCMPUPOBAHUIO 0a3 N .
P 0€301acHOCTH, CO3/aTh 110 OTHON KITIOYEBOH mape
) (OTKpBITHIN M 3aKPBITHIN KIIIOYH) C
Cpeocmeamu obecneyenus
ucnonp3oBanreM CK3U «Kpunro BI».
be3onacHocmu OaHHbIX.
2. Hactpouts noctyn AnmunucrtparopoB CYB/] k
Hasvikamu pazpabomku u N
Xpansieiics: B 6aze nHPOPMALIUK COTTIACHO
AOMUHUCMPUPOBAHUSL OA3bL
MaTpulIe 1ocTyna ¢ ucnonb3oBanuem CK3U1
OQHHBIX.
«Kpunro BI».
Hasvikamu opeanusayuu
bezonachocmu cucmem 6a3
OQHHBIX.
Cpeocmeamu obecneyenust
bezonacrhocmu dannvix u AUC.

0) Ilopsinok mnpoBeneHHs] NMPOMEKYTOYHOH aTTeCTAllUM, NMOKA3aTeJIH U KPUTEpPHHU
OLICHUBAHMSA:

Iloxa3aTesn n KpUTEpUU OLleHUBAHUS 3a4eTa:

— Ha «3a4YTeH0» — OOyyaloIIMHCS JOJDKEH I0Ka3aTh I[OPOTOBBbIM YpOBEHb 3HAHUN Ha
YpOBHE BOCIIPOU3BEICHUSI U 00BSICHEHHSI MH(OPMALINK;

— Ha «He 3a4YTeHOo» — OOydJaroluiics HE MOXET I[I0Ka3aTh 3HAHUS Ha YpPOBHE
BOCITPOU3BE/ICHUS U 00BbsICHEHUSI UH(POPMALIIH.

IToxa3aTesn 1 KpUTEPHH OLICHUBAHMS JK3aMeHA:



— Ha OICHKY «OTJMYHO» — 00yUYaIOIUICs JOKEH MOKa3aTh BEICOKH YPOBEHb 3HAHUI HE
TOJILKO Ha YPOBHE BOCMPOMW3BENCHUS U OOBSCHEHHUS WH(MOpPMAIUU, HO M HHTEIUICKTyaJbHbIE
HABBIKU PEIICHUs MPOOJIeM U 3a]1ad, HaXOXKJACHHUS YHUKAIbHBIX OTBETOB K MPOOJieMaM, OLIEHKH U
BBIHECEHHS] KPUTHUECKHUX CYKICHUN;

— Ha OIEHKY «XOpouIo» — oOyJaronuiicst JOMHKEeH MoKa3aTh CPEIHUN YPOBEHb 3HAHHM HE
TOJILKO Ha YPOBHE BOCTPOMW3BENCHUS U OOBSICHEHHUS WH(OpPMAIUU, HO M HHTEIUICKTyaJbHbIE
HABBIKU pelIeHwHsI Mpo0iIeM U 3ajay;

— Ha OIEHKY «YIOBJIETBOPHUTEJIbHO» — OOYYArONIUICS JODKEH IO0Ka3aTh TMOPOTOBBIM
ypOBEHb 3HAHUW HAa YPOBHE BOCIIPOM3BEACHUS M OOBSICHEHUS WH(OPMAIMU, HABBIKUA PEIICHUS
THUMOBBIX 337124,

— Ha OIIEHKY «HeYI0BJIETBOPUTEIBLHO» — OOyJaronuiicss He MOXET TMOoKa3aTh 3HAHUS Ha
YPOBHE BOCMPOM3BENICHUS U OOBSICHEHHUS MH(POpPMAIIMU, HE MOXKET MOKa3aTh HABBIKK PEIICHUS
TUIOBBIX 3a/a4.



8 YueOHO-MeTOqMYEeCKOe M MH(OPMAIITHOHHOE o0ecnedyeHre TUCHUIINHBI (MOLYJIs1)

a) OcHoBHAasA JUTEpaTypa:

1. Homumyk, FO. B. ba3bl ganneix u ux Oe3zomacHocTh : y4yeOHoe mocobue / HO.B.
[Momumyk, A.C. bopoBckmit. — MockBa : MH®PA-M, 2020. — 210 c¢. — (Beicmee
obpazopanue: Cnermanuret). — DOI 10.12737/1011088. - ISBN 978-5-16-107421-3. - Tekcer :
anekTpoHHbii. - URL: https://new.znanium.com/catalog/product/1011088 (mara oOGparieHus:
26.02.2020)

2. Mapkun, A. B. IIporpammupoBanue Ha SQL B 2 4. Yactp | : y4eOHUK U TPAKTUKYM
s By3oB / A. B. Mapkun. — 2-e u3n., nepepad. u gomn. — Mocksa : M3narensctBo FOpaiir,
2020. — 403 c.— (Bwicmee o6pazoBanue). — ISBN 978-5-534-12256-5. — Tekcr
anekrponnslii / DBC HOpaiit [caliT]. — URL: https://urait.ru/bcode/452357 (mata oOpamieHus:
24.02.2020).

3. Mapxkun, A. B. IIporpammupoBanue Ha SQL B 2 4. YacTh 2 : y4eOHHUK U TPAKTHKYM
s By3oB/ A. B. Mapkun. — 2-e m3a., uchp. U jom. — Mocksa : M3parensctBo FOpaiir,
2020. — 340 c.— (Beicmmee o6OpazoBanue). — ISBN 978-5-534-12258-9. — Tekcr
anektponnbiii // OBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/451185 (mara obOpareHus:
24.02.2020).

0) JlonostHUTEILHAS JIMTEpaTypa:

1. 3ammra uHpopmanuu : yded. mocobue / A.Il. XKyk, E.Il. XKyk, O.M. JlenemxkuH,
AN. Tumomkun. - 3-e u3n. - MockBa : PUOP: UHDPA-M, 2019. - 400 c. - (Bsicuiee
obpaszoBanue). - DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-16-106478-8. - Tekcr :
anekTpoHHbid. - URL: https://new.znanium.com/catalog/product/1018901 (mara oOparmieHus:
26.02.2020)

2. BnykoB, A.A. 3ammra wuHpopmanuu : y4yeOHOe mocoOMe JyUISI  BY30B/
A. A. BuykoB. — 3-e u3n., mepepab. um nom. — Mocksa : M3marensctBo IFOpaiit, 2020. —
161 c. — (Bwicmiee obpazoBanme). — ISBN 978-5-534-07248-8. — TekcT : 37EKTPOHHBIN //
OBC IOpaiit [caiiT]. — URL: https://urait.ru/bcode/422772(nata obpamenus: 24.02.2020).

3. BuykoB, A. A. 3ammura nHopmaruu B 0aHKOBCKMX CHCTEMax : yuyeOHoe mocolue

s OakanaBpuara W Mmaructparypel / A. A. BHykoB. — 2-e¢ u3a., ucnp. U jaon. — MOcCKBa :
NznarensctBo IOpaiit, 2018. — 246 c. — (bakanaBp u maructp. AKageMHUYECKHH Kypc). —
ISBN 978-5-534-01679-6. — Tekctr : onektponusnii // 3BC IOpaiit [caiit]. — URL:

https://urait.ru/bcode/414083 (nara obpamenus: 24.02.2020).

4. CereBas 3ammta uHpopmanuu. JlabopatopHelii PaKTUKYM: yuyeOHOEe mocodue [
By30B] / JI. H. Ma3uun [u np.]; Marauroropckuii roc. texaudeckuii yH-T uM. I'. . Hocosa. -
Marnutoropck : MI'TY um. I'. 1. Hocoga, 2019. - 1 CD-ROM. - 3arn. ¢ tutyi. skpana. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?
name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true (mata oOpareHus:
22.10.2019). — Makpooobekt*. - ISBN 978-5-9967-1605-0. - Tekcr: a5ekTpoHHBIN. - CBeaeHUs

nocTymnHbl Takke Ha CD-ROM.
*PEXUM ITPOCMOTPA MAKPOOBBEKTOB
1. TlepeiiTn 1o anpecy aneKTpOHHOTO Karanora https://magtu.informsystema.ru .
2. IIpomssectu aBTopu3amuio (Jlorun: Yuratens! Iapons: 111111)

B) MeTonuyeckue yKa3aHus:

1. Meronuyeckue yka3zaHus IO BRITIOJHEHUIO NpakTudeckux padot (ITpmnoxenne 1)

2. Metoauueckue yKa3zaHUs 10 BHITIOJHEHHUIO BHEAYJUTOPHBIX CAMOCTOSTENBHBIX paboT
(ITpunoxenue 2)

r) [Iporpammuoe o6ecnneuenne u MHTEepHET-pecypChl:



IIporpammHuoe oGecnieyeHue

Haumenosanue 10

Ne norosopa

Cpox neicTBUS TUIIEH3UN

MS Windows 7

Professional (1% x1accos) J-1227-18 ot 08.10.2018 11.10.2021
MS Office 2007 Ne 135 ot 17.09.2007 GecepouHo
Professional
771p cB000HO0 pacapoctpansemoe 110 0eccpoyHo
MS SQL Server
Management Studio cBOOOHO pactpocTpansemoe [10 OeccpouHo
Oracle My SQL
Workbench Community |cBoGomHO pacmpocTtpansemoe 110 6eccpouHO
Edition
Oracle SQL Developer  [cBoGoanO pacnpoctpansemoe 10 O6eccpouHo
Oracle SQL Developer
Data Modeler cBOOOIHO pactipocTpansemoe [10 OeccpodHo
MS Windows 10
Professional (ms 11-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)
MS Windows J1-1227-18 ot 08.10.2018 11.10.2021
Server(ayis kimaccoB)
eTokenSecurLogon forly 551 15 o1 16.10.2012 GecepouHo
Oracle
ggﬂ Kpurrollpo i 771-12 o1 16.102012 Gecepoumo
Bpaysep Mozilla
Firofox cBOOOIHO pactpocTpansiemoe [10 OeccpouHo
Bbpaysep Yandex cBoOOHO pacnpocTpangemoe 11O 0eCcCpPOYHO
MS Windows XP
Professional(ms J-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)
LibreOffice cB0o0oaHO pacapoctpansemoe 110 0eccpoyHO
FAR Manager cBo0OOHO pacnpocTpangemoe 110 0eCcCpPOIHO

IIpodeccnonanbubie 0a3bl JTaHHBIX U HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

HazBanue pecypca

CchplIKa

Cerenoii pecypc (Caitt DCTIK)

URL: www.fstec.ru

Ceresoii pecypc (Caiit POCCTAHIAPT)

URL:
https://www.rst.gov.ru/portal/gost

OCTOK Poccun

Bbank naHHbIX yrpo3 0e3omacHoCTH HHPOPMAIHH

URL: https://bdu.fstec.ru/



http://www.fstec.ru/
https://www.rst.gov.ru/portal/gost

HanmonannHas UH(POPMAITMOHHO-aHATTUTHYECKAsT

cucrema — Poccuiickuil MHAEKC HAyYHOT'O IIUTUPOBAHUS

(PHHIT)

IMouckoBass cucrema Axagemus Google (Google

Scholar)

HNudopmarnmonnas cuctema - EqmHoe OKHO JOCTyma K

nH(GOPMAIIMOHHBEIM Pecypcam

denepanpHOE roCy/IapCTBEHHOE OI0KETHOE

yupexkaeHue «DenepanbHbIi urctutyT|URL: http://www1.fips.ru/

NPOMBIIIJICHHOH COOCTBEHHOCTHY
9 MaTtepuajibHO-TeXHHYECKoe o0ecneyeHue TUCIUIITINHBI (MOIYJIs)

URL:
https://elibrary.ru/project_risc.asp

URL: https://scholar.google.ru/

URL: http://window.edu.ru/

MaTepI/IaJ'IbHO—TCXHI/I‘ICCKOG obecneyenue JUCHUITIIMHBI BKJIFOYACT:

JlaGoparopusi TpOrpaMMHO-AINIAPATHBIX CPEICTB oOecrieueHuss WHPOPMAIMOHHOM
0€3011aCHOCTH:

1. CK3U Kpunro B/[(;uniensus: noroop K-271-12 ot 16.10.12)

2. DnekrponHbI kimoy Guardant

3. OnexrponHbii K04 Etoken

4.  VcrpoiictBo  uaeHtupukamuu  (OnektpoHHbIH  kmod  Guardant 1D
cepTU(UITUPOBAHHBIN )

5. Kommbrorep Destene Volution 1560 na 6aze Windows Server 2008 R2(Standart)
MSDN

6. [I9BM Ha 6a3e Windows 7 — 12 it

JlaGoparopusi 3allMIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM:

1. Kommiekt yueOHoro obopynoBanus "CucteMbl KOHTpOIIs AocTyna"

2. Kommekt ydeOHOro obGopynoBanusi "CHCTEeMbl MOHUTOPUHIA WH(POPMALMOHHON
6e3onacHocTH"

Jlexunonnsie aymuropun (ayn. 2124, ayn. 226, ayn. 365, ayn. 388 u 1.1.):
MynbTUMenUitHBIE CPECTBA XPAHCHHUS, NTEPEIau U MPEACTABICHUS HHPOPMAITUH

Kommnbrorepnsie knaccer (ayn. 372, ayn. 245, ayn. 247, ayn. 144, ayn. 142 u T.1.):
Ilepconanbubie kommbtoTeppl ¢ IIO u Bbixomom B UHTepHeT M JA0OCTynoM B
AJIEKTPOHHYIO0 MH(POPMALIMOHHO-00pa30BaTEIbHYIO0 CPEy YHUBEPCUTETA.



MMPUJIOKEHHUE 1
METOJUYECKUE YKA3AHUA
I1O BBIMTOJIHEHUIO ITPAKTUYECKHNX PABOT

PexoMennmamn HampaBiIeHBl Ha OKa3aHHWE METONMYECKONH IOMONIM OOyJaroIIdMCS TPH BBITOJHEHUH
MIPAKTUYICCKHUX 3aHATHH.

[IpakTryeckoe 3aHATHE — STO 3aHATHE, MPOBOJMMOE IIOJ PYKOBOICTBOM IIPEIOABATENI B Y4eOHOI
aymiTopur  (KOMITBIOTCPHOM  KJIacCe YHHBEPCHTETAa WJIM YYEOHOM CHCIUAIM3UPOBAHHON Jaboparopuu
YHHUBEPCHUTETA), HAIPABJICHHOC Ha YyIIyOlleHHEe HAYyYHO-TCOPCTHYCCKUX 3HAHUU W TONYYCHHE MPAKTUYCCKHUX
HAaBBIKOB PCHICHHUSA TUIIOBBIX U MPUKIIAAHBIX 3a71a4.

Llenbro NpaKTUYECKUX 3aHATHU SBJISETCS (POPMUPOBAHKE U OTPAOOTKA MPAKTUUECKUX YMEHHUH W HaBBIKOB,
HEOOXOIUMBIX B TIOCTICTYOIIEH NEeSITETPHOCTH O0YTarOIIIXCS.

OCHOBHBIMH 33/1a9aMH NIPAKTUIECKUX 3aHATHH SBITIOTCS:

- yrayOJeHHe YpOBHS OCBOCHUS OOIIEKYIBTYPHBIX U MPOGECCHOHATBEHBIX KOMITCTCHITHIA,

- 0000IIeHue, CHCTeMAaTH3aIUs, YITyOIeHHe, 3aKPEIICHUE MTOMYYSHHBIX MPAKTHYCCKUX 3HAHUH TI0
KOHKPETHBIM TEMaM JUCIUILINH PA3IUYHbIX IIUKIIOB;

-  mpuoOpeTcHHE OOyYarOIIMMHUCS YMEHHA W  HABBIKOB  HCIIONB30BAHUS  COBPEMCHHBIX
TEOPETUYCCKUX 3HAHHUU B PEIICHUN KOHKPETHBIX MPAKTHUCCKUX 33]1ay;

- pasBuTHE NMPOGECCHOHATBLHOTO MBIIUICHHUS, MPO(ECCHOHATBHON U MMO3HABATEIbHOW MOTHBALIUH.

Ilepedyenbr TeM TMPaKTHYECKUX 3aHATHH ompenensercs padodeld MporpaMMoil AWUCHUIUTMHBL [lmaH
MPAaKTHYCCKUX 3aHATHN OTBEYaeT OOMICH HApPaBICHHOCTH JICKIIMOHHOIO Kypca M COOTHECEH C HHM B
MTOCIIEIOBATEIEHOCTH TEM.

CTpyKTypa MpakTHIeCKOro 3aHATHS BKITIOYACT CICAYIONIIEe KOMIOHEHTHI: BCTYITUTENFHAS YacTh; OTBETHI Ha
BOIPOCHI OOYYAIOIINXCS; MPAKTHYECKAs YacTh; 3aKIIFOYUTEIFHOE CIIOBO IpernoaaBateis. Bo BCTynmuTeNbHOW 4acTH
OOBSIBIISICTC TEMa TEKYIIETr0 IMPAaKTUICCKOTO 3aHSATHS, CTABUTCS €r0 IeH W 3aJlaud, MPOBEPSETCS WCXOMHBIN
YPOBEHbL I'OTOBHOCTHU 06yqa}ouu/1xc;1 K NPaKTUYCCKOMY 3aHATUIO (BI)IHOJ'IHCHI/Ie TECTOB, KOHTPOJIbHBIC BOIIPOCHI 1
T.IL.)

Ha mnpakTryeckoM 3aHSATHH TIpEOAaBaTelb MOXET HCIOIB30BaTh pPa3HOOOpa3HbIe 00pa3oBaTEIHHBIC
texHonoruu (Metoawl 1T, pabora B xomaHze, case-study, mpobiemHoe oOydeHue, yuyeOHble TUCKYCCHH U T.I.) TIO
CBOEMY BBIOODY [UISI JOCTIDKEHHS KaueCTBEHHOTO YPOBHS OOYUCHUS.

IIpaBunia no Texuuke 6e30MacCHOCTH A1 00y4AIOIMXCH
NPH NPOBEICHNU NPAKTHYECKHX padoT
Obwue npasuna:

1. TIpakTrueckre paboThl MPOBOAATCS MO HaOIIOAEHHEM IpenoaaBaress. K BBINMOTHEHHIO NPaKTHYECKUX
paboT oOyuaromuecss JOIYCKAalOTCSl TOMBKO IIOCNIE MPOCTYIIMBAHUS HHCTPYKTaka MO TEXHHUKE O€30MacHOCTH,
IpaBuJIaM MOBEACHUSA, ITPOTUBOIIOKAPHBIM MEPAM B KOMIIBIOTEPHOM KJIACCE U CIICITUATIM3UPOBAHHBIX Ha60paTOpI/IHX.

2. OOy4aeMbIi TOJDKEH CTPOTO BBIMOIHAThH MPABUJIa TEXHUKH OE30IIaCHOCTH M CAHUTAPHO-TUTHECHUIECKUE
HOPMBI TIPH pab0Te B KOMIIBIOTEPHBIX KJIACCAX U CHEIMATN3UPOBAHHBIX JA00OPATOPUSIX YHUBEPCUTETA.

Ilopsinok BHINOTHEHUS PAKTHYECKHX PadoT

[Ipn moaroToBKE K BBHIMOIHEHHIO MPAKTHIECKUX paboT oOydaromuiics T0JDKeH MTOBTOPUTH TEOPETHYECKUN
Marepual, HeoOXOAMMBIH AJIs BBINOJHEHHS 33/IaHui 110 TEKYIIeH Teme.

IMpakTtuueckas  pabora  BBIIOMHAETCS  KaKABIM  OOy4YalOIUMCS ~ CaMOCTOSTENBHO,  COIVIACHO
HMHAVMBHIYaJIbHOMY 3aJIaHHIO.

OO6yuarommuecs:, MPOITyCTUBINNE 3aHATHS, BRIIOIHSAIOT IPaKTHYECKUE pabOThl BO BHEYPOUHOE BPEMSL.

[locne BBITONHEHHS KaKAOW MNPAKTUYECKOH pabOThl 0O0y4alomMICS JEMOHCTPHPYET —pPe3yibTaT
BBINTOJTHEHHS TIPETIOIaBaTeNio, OTBEYAaeT Ha BOMpochl. IlpemomaBarens oneHWBacT pabOTy B COOTBETCTBHH C
3aJaHHBIMH KPUTEPHAMH OLIEHKH MPAKTHYECKUX PadoT.

IIpaBuaa opopmiieHHs Pe3yJIbTATOB H OLCHUBAHNS NIPAKTHYECKOI padoThI

Pe3yibraTel BBINIOJIHEHHOW IPakTHYeCKOW paboThl O(QOPMISIOTCS B COOTBETCTBHUM C TPEOOBAHUSAMH K
BBITIOJIHCHUIO KOHKPETHOM PabOTHI.
IIpakTryeckast paboTa cUUTAaETCS BBIIIOTHEHHON, €ClM 00ydaromuiicss Habpan 6ayil, KOTOPBI COCTaBIsAEeT
MOJIOBHHY MaKCUMaJIbHOTI'O KOJIMYeCTBa OaJlIoB.

Jlnist onleHUBaHusI pabOThI PUIIATASTCS CICAYIOIINE KPUTEPHUH.
Oyenka «omauuroy» — paboTa BHITOJIHEHA B IIOJIHOM 00beMe 1 0e3 3aMedaHni.
Oyenka «xopowto» — paboTa BBIIOJHEHA MPABHIBHO C Y4eTOM 2-3 HECYIIECTBEHHBIX OMIMOOK, MCIPABICHHBIX
CaMOCTOSTENILHO 110 TPEOOBAHUIO MTPENOIaBaTEN.
Oyenka «yoosnemeopumenvhoy — paboTa BBHIIOJHEHA IPaBHJIbHO HE MEHEE YeM Ha IOJIOBHHY WJIM JIONyIIeHa
CyIIecTBEHHAas OIINOKa.
Oyenka «HeyooseremeopumenvHoy — NOMYIIEHbI 1Be (1 Ooyiee) CymecTBEHHBIE ONMMOKH B X07ie pabOThI, KOTOPHIC
00y4aroIIuiics He MOXKET HCIPABUTH JIaXKe 10 TPEOOBAHUIO MPEOIaBATeNsl, WM paboTa He BBITOJIHEHA.



INPUJIIOKEHUE 2

METOINYECKUE YKA3AHUA 10O BBIITOJIHEHNIO BHEAYIUTOPHBIX CAMOCTOATEJIBHBIX
PABOT

OO01me moJI0KeHu s

Hacrosiiume Meroanyeckue yKasaHHsS NpeIHa3Ha4YeHBI Uil OpraHHM3allMi BHEAyTUTOPHOH CaMOCTOSTENbHOM
paboThl 00y4alomMXcsi W OKa3aHWs IIOMOIIM B CaMOCTOSTEIBHOM HW3YYEHHH TEOPETHYECKOr0 W pean3aliu
KOMITIETEHIMI 00yJaeMbIX.

JlanHbIe METOOWYECKHE YKa3aHWs HE SBISIIOTCS y4eOHBIM 1OocoOMeM, IT03TOMY Iepe]] HauyaJloM BBITIOIHEHUS
CaMOCTOSITENILHOTO 33JaHMsl CICAYyeT HM3y4YUTh COOTBETCTBYIOLIME pa3leibl JEKIHOHHBIX 3aHATHH, MaTepualoB
00pa30BaTeNbHOrO MOpPTaja, Pa3fesioB OCHOBHOM M JOIOIHUTENbHOH JIUTEpaTyphl, NPEACTABICHHBIX B IIYHKTE 8.
«Y4ebHo-MeToqu4YecKoe 1 HH(OPMaIIIOHHOE 00ecieueHre TUCHUILTMHBI (MOayst)» naHHoi PI1/I.

Henn n 3a5a4n caMOCTOATEJILHON PadOThI

Llens camocTOATENBHOI PabOTHI — COASHCTBHE ONTUMAIBHOMY YCBOSHUIO y4eOHOr0 MaTeprala 00yJaroluMucs,
pa3BHUTHE X TIO3HABATEIbHON aKTUBHOCTH, TOTOBHOCTH M IIOTPEOHOCTH B CaMOOOPa30BaHHH.

3agaum camMoCTOATELHOMH PadoThI:

- TIOBBIIIEHUE HCXOIHOTO YPOBHS BiIafeHHs MH(POPMAIIIOHHBIMHU TEXHOJIOTHSIMHU;

- yniyOJeHHe M cucTeMaTH3alys 3HaHui;

- IIOCTaHOBKA U pelIeHNE CTaHAAPTHBIX 33/1a4 NPOEeCCUOHATIBHOM AEATEIbHOCTH;

- pa3BuTHE PabOTHI C pa3INUHON 110 00beMy M BUIy HH(DOpMaIeH, yueOHOI 1 HaydHOH JTUTepaTypoi;

- IIPaKTU4ECKOE IIPUMEHEHUE 3HaHUM, yMECHU;

- CaMOCTOSTEIHHO MCIONb30BAaHUE CTAaHAAPTHBIX MPOTPAMMHBIX CPEACTB cOopa, 00paboTKu, XpaHEHHS U
3aIUTHl HHPOPMAITITH

- pa3BUTHE HaBBIKOB OpPraHM3allMM CaMOCTOSTEIBHOIO Yy4YeOHOro Tpyaa M KOHTPOJs 32 €ro
3¢ HEKTUBHOCTBIO.

Bunpl BHeayaIMTOPHOI caMOCTOSTENbHON paboThl M (JOPMBI KOHTPOIS W BpeMsI Ha BBINOJHEHHE KKIOTO BUAA
CaMOCTOSATENFHON Pa0OTHI YKa3aHHI B MyHKTE 4. « CTPyKTypa U coAepikaHue QUCIUTUINHBD qaHaoi PIT/I.
IMopsaok BBINOJIHEHHS
[lpn BBIMONHEHWM TeKyllell BHEAyAWTOPHOH CaMOCTOSTENBHOH paboThl  OoOywaromiemycst — Cclemyer

HIPUAEP>KUBATHCS CIECAYIOLIETro NOpsiAKa NeHCTBUM:

1) BHHMAaTEIbHO HM3YYNUTHh COOTBETCTBYIOUIHE TEOPETHYECKHE DPa3Zeibl NUCHUIUIMHBI, IMOJB3YSICh MaTepualaMy
(JIEKIIMOHHBIMH, NTPE3EHTALMOHHBIMH, ay/IMO-BU3yJILHBIMH):

a) TpeNOCTaBIIIEMbIMH IPENOaBaTesieM Ha JEKIIMOHHBIX 3aHATHSX;

b) mnpenocraBisieMbIMH NpeNoaBaTeeM B paMKaXx 3JIEKTPOHHBIX 00pa30BaTebHBIX KypCOB;

C) coaepKamuMHCS B yueOHHMKaX M y4deOHBIX mocoOusax OBC (AIeKTpOHHO-OMOIMOTEUHBIX CHCTEM),
JNIEKTPOHHBIX KAaTaJOTOB YHUBEPCUTETa U HHTEPHET-PECYPCOB.

2) Ilompo6HO pa3o0paTh THIIOBBIE IMPUMEPHI PEIICHHUS 3a1a4d, PACCMOTPEHHBIE B PaMKaxX ayJIHUTOPHON KOHTAaKTHOMN
paboTHI ¢ TIpenoaBaTesIeM.

3) IlpuMeHHUTH TOMy4YEHHBIE TEOPETHYECKHUE 3HAHHWA M INPAKTHYCCKHE HABBIKM K PEHICHUIO WHINBHIYaJbHBIX
3a[JaHUi, K IPOXOXKAECHUIO KOMIIBIOTEPHBIX TECTUPOBAHUI.

4) TIlpn wnHeobOxomumocTH, c(HOPMUPOBATH IEpEUCHb BOMNPOCOB, BBI3BABIIMX 3aTPyIHEHHS B Ipolecce
camMocToATeNbHONH paboTel. OOGCYMTh BO3HUKIIKE BOIPOCH! C 00Yy4YarOIIMMUCS TPYMIBI, B paMKaX KOMaHIHO-
MIPOEKTHOM paboThl, W C TpernojaBaTeieM, B paMKax KOHCYJIBTAI[HOHHOW IMOMOIIHM, PEaIM30BaHHOW JIHOO B
KOHTAaKTHOH (opMe, THO0 cpencTBamMu HHPOPMaITMOHHO-00pa30BaTeIbHOM cpepl BY3a.

KpuTtepun oneHKH BHeayIUTOPHBIX CAMOCTOSITEJbHBIX PadoT

KavecTBO BBHINOJHEHHS BHEAYIUTOPHONW CAMOCTOSATECIBHON pabOThI OOYUYAIOMIMXCS OIEHUBACTCSA MOCPEICTBOM
TEKYIET0 KOHTPOJISI CAMOCTOSTEIHHOI paboThl 00y4JaroIUXCs C UCIIOIBb30BaHUEM OaTbHO-PEHTHHTOBON CHCTEMBI.

B kauectBe (hopM TEKyIIEro KOHTPOJIS M0 JTUCLUILIMHE HCIIOIb3YIOTCS: HHANBUAYaIbHBIC 33aHHsI, ayUTOPHBIC
KOHTPOJIbHBIE pabOThI, KOMITBIOTEPHOE TECTUPOBAHHE.

MakcuManbHOE KOIMYECTBO OayI0B 00YYAIOIIMIACS MTOIyqaeT, €CITH:

- BBINOJHSAET WHAUBHUYAIbHBIC 3aJaHUSI B COOTBETCTBHHU CO BCEMH 3asIBICHHBIMH TPEOOBAHUSIMU;

- JaeT NpaBWIbHBIC (DOPMYIUPOBKH, TOUHBIE ONPEAEIECHUSI, TIOHATHS TEPMUHOB;

- MOXeT 000CHOBAaTh PAIIMOHAIBHOCTH PELICHNS TEKYILEH 3a1a4m. ;

- 0OCTOSTENBHO C JOCTATOYHOM MONHOTOM N3J1araeT COOTBETCTBYIOILYIO TEOPETUIECKU pas3/ed;

- NpaBWIBHO OTBEUACT Ha JONOJHHUTEIbHBIE BOIPOCH IPENOAABaTellsi, MMEIOIINE IIeIbI0 BBUICHUTH

CTETIEeHb IOHMMaHUs UM JaHHOTO MaTepHana.
50~85% OoT MakCUMaIbHOTO KOJMYECTBa 0aJUIOB OOYUAIOIIMICS TTOIyqaeT, €CIIH:



HemnonHo (He MeHee 70% OT MOJIHOTO), HO TIPABHIILHO BBITTOJIHEHO 3a/1aHUE;

IIpU W3JIOKEHWH OBUTH JOIYIICHBI 1-2 HeCyIecTBEHHBIE OIMOKH, KOTOPBIE OH HCIIPABISET MOCTe
3aMevaHusl MPeroiaBarels;

JIaeT MpaBUIIbHbIE (HOPMYIUPOBKH, TOUHBIE ONPEACIICHHSI, TIOHATHS TEPMUHOB;

MOXeT 000CHOBAaTh CBOIl OTBET, IPHUBECTH HEOOXOAUMBIE TPUMEPBI;

MPaBUIIBHO OTBEYAET HA JIOMOJHUTEIbHBIC BOMPOCHI MPENO/ABATENS, MMEIONIHE LENbI0 BBISCHUTH
CTENCHb MIOHUMAHUS UM JJAHHOTO Marepuara.

36~50% OT MakCMMaJbHOTO KOJIMYECTBa 0aJIOB OOYUAIOIIHMIACS 1Oy4aeT, €CIIH:

HenonHO (He MeHee 50% OT MOoIHOTO), HO PAaBUIIBHO H3JI0KEHO 3aJaHHE;

TIpH U3JI0’KEHUH ObLTa TOMyIIeHa | cylmecTBeHHas OmOKa;

3HAeT W MMOHWMAeT OCHOBHBIC ITOJIOKCHUS JAaHHOW TEMBI, HO JOMYCKaeT HETOYHOCTH B (POPMYIIHPOBKE
TIOHSATHI;

W3JaraeT BHIOJHEHHE 33/1aHHs HEJ0CTaTOUHO JIOTHYHO U I10CIIeI0BATENIBEHO;

3aTpyAHSIETCS IPU OTBETAX Ha BOIPOCHI IPETIOIaBaTENs.

35% n MeHee 0T MaKCUMaJIbHOTO KOJIMYeCTBa 0aJUIOB 00Y4aIOIIUICS TTOyYaeT, eCIlu:

HenoHo (MeHee 50% OT MOITHOTO0) U3JI0KEHO 3aaHue;

IIpU W3JOKEHUH OBLTM JOMYIIECHBI CYIIeCTBeHHBIC omuOku. B "0" OamnoB mpemomaBaTens BIIpaBe
OLICHUTHb BBIOJIHEHHOE OOYYaroIIMMCSl 33/laHHe, €CIM OHO HE YIOBIETBOpSET TpeOOBaHMM,
YCTaHOBJICHHBIM IIPETOaBaTeieM K JaHHOMY BUAY paOOTHI WM He OBIJIO MPECTaBICHO JUIsl IIPOBEPKH.

CymMMa nojy4eHHbIX 0ajIOB 110 BCEM BMJaM 3aJlaHUil BHEAYITUTOPHOW CaMOCTOSITENBHON PaOOTHI COCTABISIET
PEUTHHIOBBII TMMOKa3aTedb OOydJarolierocs. PeWTHHIOBBIH MOKa3aTesab OO0yYarolIerocs BIMSET Ha BBICTABICHUE
HUTOTOBOM OLIEHKH I10 PE3yJIbTaTaM U3yYEHUs AUCLUIIINHBL.

[Nokazarenu 1 KpUTEPUH OLICHUBAHMS TIOJyYSHHBIX 3HAHUH MpeACTaBIICHbI B IyHKTE 7.0) «OLleHOYHbIE Cpe/icTBa
JUIsI IPOBEIEHUSI TPOMEKYTOUHOM aTTecTanuu» nansoil PII/I.



