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1 Ilesin ocBOeHMS TUCHMILIMHBI (MOTYJIS)

ensiMu M3yyeHUs DUCHUILTUHBI «3allldTa MPOTrPAMMHOIO O0ECHEeUeHHUs» SBISIOTCS:
OCBOCHUE TEXHMYECKUX CpPEIACTB  3alllUThl, HOPMATUBHO-NIPABOBBIX  JOKYMEHTOB U
OpraHM3allMOHHBIX METOJOB B 00JacTH oOOecreueHUs 3alUThl OT HECAHKIMOHHUPOBAHHOTO
WCTIONB30BAaHUS M KOMHPOBAHHS IMPOTPAMMHOTO OOECTCUCHHs; METOJIOB MPOTUBOACHCTBUS
paspylLIeHHIO, HapyIIEHHUsS LEIOCTHOCTH W JIOCTOBEPHOCTH MPOrPaMMHOTO 00ecledyeHus;
YACTHBIX TONUTHK HWH(POPMAIMOHHOW OE30MacHOCTH AaBTOMAaTU3UPOBAHHON CHUCTEMBI B
cootBercTBUM ¢ TpeboBanusiMu ®I'OC BO no cnemmansHocTH 10.05.03 «MHDOpManmoHnHas
0€30I1acCHOCTh ABTOMAaTH3UPOBAHHBIX CUCTEM.

2 MecTo AMCHMILVIMHBI (MOYJIs1) B CTPYKType 00pa3oBaTeIbHONH MPOrpaMMBbl

JucuunnuHa 3ammra MpOrpaMMHOTO OOECIIEUeHUs] BXOIUT B BApHATUBHYIO YacTh
y4eOHOTO T1aHa 00pa30BaTEIbHON MPOTPAMMBI.

JUist  u3ydeHWs — JMCLMIUIMHBI  HEOOXOAMMBI  3HaHMs  (YMEHHMs,  BIAJCHUS),
c(hopMHUpPOBaHHBIE B PE3YNILTATE U3YUEHUS AUCIUILINH/ MPAKTHK:

besomacHOCTD ONCPallMOHHBIX CUCTEM

TexHuueckas 3anuTa HHPOPMAITHH

Pa3paboTka 1 dKCIUTyaTalys 3aIlUICHHBIX aBTOMATH3UPOBAHHBIX CUCTEM

TexHOIOrus MOCTPOCHUS 3AIIUIIEHHBIX PACIPEISICHHBIX MPUIOKESHUH

TexHOMOruY 1 METO/BI IPOTPAMMUPOBAHHS

3HaHus (YMEHUs, BIAJICHHS), MOJyYCHHBIC TIPH W3YyYCHHH IAHHOW NUCIMIUIUHBI OyayT
HCO6XOIII/IMBI IJId NU3YyUCHUA Z[I/ICHI/IHJII/IH/HpaKTI/IK:

Hay4uHo-uccnenoBarenbckas padora

[ToxroToBka K 3alUTe W 3aIIUTa BBIMTYCKHOIN KBaTH()UKAIUOHHONW PabOThI

3 Komnerenuuu ody4yaromierocsi, popmupyembie B pe3yibTaTe 0CBOCHHSA

AUCUMIIMHBI (MOIYJISA) U MJIAHUPYeMble Pe3yJbTaThl 00y4eHusl

B pesynbTare ocBOEHUS JUCHMILTUHBI (MOAYJIS) «3alUTa NPOrpaMMHOI0 00ecTIeueHHsD
oOyyaroluifics 10mkeH o0naaTh CIeayOUMMUA KOMIIETeHIIUAMU:

CTpyKTYpHBIi [Tnanupyemsle pe3yabTaThl 00ydeHUs
JIIEMEHT
KOMIIETEHIIUU




[1K-10 crtocoOHOCTBHIO MPUMEHATH 3HAHHS B 00JIACTH NEKTPOHUKH U CXEMOTEXHHUKH,
TEXHOJIOTHH, METOZOB U S3bIKOB IPOTPaMMHPOBAHMS, TEXHOJIOTHH CBS3U U TIEpeIayun JaHHbBIX
pu pa3paboTKe MPOrpaMMHO-aNapaTHBIX KOMIIOHEHTOB 3al[UIIEHHBIX aBTOMATH3UPOBAHHBIX
cucteM B cepe npodeccHoHATBHOM NesITeIbHOCTH

3HaTh - CoBpeMEeHHbIE TEXHOJIOTUH MPOrPaMMHUPOBAHUS.

- O0nactu 1 0COOEHHOCTH MPUMEHEHHUS SI3BIKOB IPOrPaMMUPOBAHUS
BBICOKOT'O YPOBHS;

- OCHOBHBIE BH/Ibl HHTETPUPOBAHHBIX CPE/I Pa3paObOTKH MPOrPaMMHOTO
obecrieueHusl.

- OcHOBHBIE MeTO/IbI 3((PEKTUBHOTO KOIWPOBAHUS.

- CniocoOb1 00pabOTKM UCKITIOYUTENNBHBIX CUTYaIU;

- CoBpeMeHHBIE TEXHOJIOTHU B METOJIBI TPOTPaMMHPOBAHUS,
NpeJHa3HaYeHHbIE IS CO3AaHUs MPUKIAIHBIX IPOrPaMM B 3aLIUILIEHHOM
VICTIOJTHCHUH.




YMeTh

- Peann3oBbIBaTh Ha S3bIKE BHICOKOT'O YPOBHS aJlTOPUTMBI PEIICHUS
npodeccruoHaTbHBIX 33/1a4;

- PaGoTath ¢ OCHOBHBIMH CpeJaMH HHTETPUPOBAHHOM pa3paboTKu
IPOrPaMMHOTO 00eCIICUCHNS;

- [IpoekTupoBate CTPYKTypy U apXUTEKTYpy MPOrPAMMHOT0 00eCIIeUeHHs ¢
YICTIONIb30BAaHHEM COBPEMEHHBIX METOOJIOTHI U CPEACTB aBTOMATH3ALIUH
MIPOEKTHUPOBAHUS IPOTPAMMHOT0O 00ECTICUEeHUS;

- Peanmm3oBbIBaTh pa3pabOTaHHYIO CTPYKTYPY KJIACCOB JUIS 33134
MpeAMETHOM 00JIaCTH.

Bnanets

- HaBpikamu peanu3anuu ailrOpUTMOB Ha s13bIKaX IPOrPaMMHPOBAHHS
BBICOKOI'O YPOBHS;

- HaBpikamu 1oiib30BaHus OMOIMOTEKAMU IPUKJIAIHBIX TIPOTPAMM IS
peleHust MPUKIJIAAHBIX 3a71a4 MPpodhecCHOHANIBHOM 001acTH.

- COCOOHOCTBIO UCTIOJIB30BATh S3bIKU, CHCTEMBbI H HHCTPYMEHTAJIbHBIC
cpencTBa pa3pabOTKN aBTOMATU3MPOBAHHBIX CHCTEM.

I1K-27 criocoGHOCTBIO BBIMIOIHATDH MOJIHBIN 00beM paloT, CBSI3aHHBIX C pealn3anueil YaCTHBIX
MOJIUTUK MHPOPMAIIMOHHOM 0€301acCHOCTH aBTOMAaTU3UPOBAHHON CUCTEMBI, OCYILIECTBISATh
MOHHUTOPHHT U ayJUT O€30MaCHOCTH aBTOMAaTU3MPOBAHHOIN CUCTEMBI

3HaTh

— Crnioco6b1 00pabOTKH UCKITIOUUTEIBHBIX CUTYaIlUl; COBPEMEHHBIE
TEXHOJIOTHH ¥ METO/IbI IPOTPaMMHUPOBAHUS, IPEAHA3HAYCHHBIC IS
CO3/IaHUSl IPUKJIATHBIX TIPOTPaMM;

— HopmaruBHBIE JOKYMEHTHI IO CTAaHIAPTH3ALUH U CEPTUDUKALUH
IIPOrPaMMHOM 3aILUTHI.

— Ilenu u 3aga4un pa3pabOTKH MOIUTUKH HHPOPMAIIMOHHON 0€301MacHOCTH

— MeTozb! ¥ CpeCcTBa aHATN3a IOCTATOYHOCTH Mep 1o obecnieyenuto b
1o

YMmeTh

— Pa3zpabatbiBaTh MOPSAIOK HKCILTyaTalldy IPOTPAMMHOTO 00eCTIeUeHUs
— Pa3pabarbIBaTh MOJUTUKY YUETHBIX 3alMCEH IS SKCILTyaTalluy
MH(POPMAIH PECYpPCOB U IPOTPAMMHOI0 00eCTIeUeHUS

— [IpoBOIMTH MOHUTOPUHT U ayaUT 3amuieHHocty 110

Bnanets

— MeroaaMu aHanmM3a 10CTaTOYHOCTH Mep 1o obdecnieuenuto b
MPOLECCOB cOo3/1anus U dKcruryaranuu [10

— MeTogaMu KOHTPOJISt COOIOICHNS TTOJMTUKY YYETHBIX 3alicen
— HaBbikamu pernameHTanuu oOCIyKUBaHUS U OCYIIECTBICHUS
MOU(UKALIUN TTPOTPAMMHOTO 00eCTICUCHHUS

[1CK-7.4 criocoOHOCTHIO IPOBOIUTH YAAJICHHOE aIMUHUCTPUPOBAHUE ONEPALIMOHHBIX CUCTEM U
cucreM 0a3 JaHHBIX B paclpeieIeHHbIX HH(OPMALIMOHHBIX CHCTEMAax

3HaTh

- IPUHLUIIBI IOCTPOEHUS U (PYHKLIMOHUPOBAHMSL, APXUTEKTYPY, IPUMEPHI
peanu3anuii COBpEMEHHbBIX CUCTEM YIIpaBJICHUs Oa3aMU IaHHBIX;

- OCHOBHBIE MOJIETIN JITaHHBIX, (PU3UUECKYI0 OpraHU3alMio0 0a3 1aHHbIX;

- IIOCJIEA0BATENIBHOCTD U COAEPKaHUE ITAIOB IPOCKTUPOBaHMs 0a3
JTAHHBIX;

YMeTh

- pa3pabarsIBaTh U aIMUHUCTPHUPOBATH 0a3bl JAHHBIX B COOTBETCTBHUHU C
TpeboBaHus MHGOPMAIIMOHHON 0€30MaCHOCTH;

-HacTpauBaTh 3aIIUTY MIPOTrPAMMHOTO 00ECTICUCHHsSI C TPUMEHEHUEM
JAUCTAHIUOHHOI'O aIMUHUCTPHUPOBAHUSA




Bnanets

- METOIaMU HacTpoiiku Oe3omacHoi padoTs! ¢ B/ ¢ moMorsio
COBPEMEHHBIX 00pa3L0B IPOrPaMMHBIX, TEXHUYECKUX CPEACTB;

-B TIIOJIHOM Mepe CpelIcTBaMH afMUHUCTpUpoBaHus b/ B MHTErpupoBaHHbIX
cpenax CYB/I.




4. CTpyKTypa, 00béM N coaepkaHHe JMCHUILIUHBI (MOTLYJIsI)
OO6mast TpyIOEMKOCTh TUCHUIIMHBI COCTaBIIAET 5 3adeTHhIX eauHuI] 180 akam. 4acoB, B TOM

qHUCIIC:

— KoHTakTHas padorta — 106,85 akaz. 4acos:
— aymutopHas — 102 akaj. yacos;

— BHeayauTopHas — 4,85 akaj. 4acoB

— caMocCTosITeNbHAs padota — 37,45 akan. 4acos;
— MOJrOTOBKA K AK3aMeHy — 35,7 akaj. yaca

®dopma aTTecTaluu - SK3aMeH
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1. Beenenue B TEOPHUIO
obecrieyeHust 0e30macHOCTH
[IPOTPaMMHOTO  OOecreueHuss |
JTAHHBIX
1.1 OcHoBHble mnONOXEHUSA| 9 3 3/11 2 IloaroroBka tecrupobanue  [IIK-10, ITK-27
TeopuH 6e3omacHocTH MPaKTHYECKOMY
mporpaMM WU JIaHHBIX. 3aHATHIO; TIOUCK
VYrpossr 0e30macHOCTH JIOTIOTHUTEIHHON
IIPOTPaMMHOMY nHpopmamu mno
00ECIeYeHNI0 W JTaHHBIM. 3aJaHHON TeMe
Teoperndeckue OCHOBEI (pabora c
JUCLUTUINHBI u 6ubnuorpaduuec
TEPMHUHOJIOTHSL. KAM MaTepHaiaMH,
CIIpaBOYHUKaAMH,
KaTaJoramu,
CIIOBApSIMH,
SHLUKJIONIE TUSIMHU
);TIOJITOTOBKA K
TECTUPOBAHHUIO;
IIOJITOTOBKA K
MIPAKTUYECKOMY

3aHATHIO




4 4/11 IToaroroBka k tectupoBanue  |IIK-10, TIK-27
MIPAKTHIECKOMY
3aHSTHIO; TOUCK
JIOTIOJTHUTEIBHON
nH(pOpMAIHIH 10
3a/laHHOM Teme
1.2 OCHOBHBIC TPUHIIMIIBI (pabora c
obecrnieyeHus: 0€30MACHOCTH oubmorpaduyec
MIPOTPAMMHOTO KM MaTepHanamH,
obecrieueHUss W JaHHBIX. CIPaBOYHUKAMH,
TexHOMOrHYECKast u KaTaJoraMH,
9KCILTyaTaIIOHHAs CITOBapSMH,
0€30I1aCHOCTh MPOrPaMM SHIUKIIOTIETUSIMU
);TIOJITOTOBKA K
TECTHPOBAHHUIO;
MIOJITOTOBKA K
HPaKTUIECKOMY
3aHATHIO
1.3 IIpaBoBas u 4 4/11 TloaroroBka k Tectuposanue, |IIK-10, TTK-27
OopraHu3aIoHHas TIPAKTHIECKOMY AKP-1
HOATEPKKA HPOLECCOB 3aHSATHUIO; TOUCK
pa3pabOTKH W TPUMCHEHHS JIOTIOJTHUTEITBHOM
MIPOTPaMMHOTO HHPOPMAIIH TIO
obecneyenusi. CraHgapTel U 3aJIaHHOM TeMe
apyrue HOpMAaTHBHBIE (pabora ¢
JIOKYMEHTHI, oubnuorpadpuuec
perIaMeHTHPYIOIIHE KAM MaTepHaiaMH,
3aIIUIIEHHOCTh CIPaBOYHHUKAMU,
HPOrPaMMHOTO KaTaJoram,
obecrieueHust u CJIOBapsIMH,
o00OpabarbiBaeMOi SHIMKIIONETUSIMH
uH(pOpPMAaIIHU. );IIOJITOTOBKA K
TECTUPOBAHHUIO;
MIOJTOTOBKA K
KOHTPOJIBHOR
pabore;
MOJITOTOBKA K
MIPAKTUIECKOMY
3aHATHIO
Wroro no pazgeny 11 11/31

2. Criocobbl  TeCTHpOBaHMSA
MIPOTPaMMHOTO O0eCTIeUeHHsI TIPU
HCTIBITAHUSIX ero Ha

TEXHOJIOTHYCCKYIO 0€30IaCHOCTh




2.1 O6o06meHHBIE CTTIOCOOBI
aHaM3a MPOrPaMMHBIX
cpelncTB Ha npeaMer
HaIn4us (oTcyTcTBUS)
pa3pyarmmx
MIPOTPaMMHBIX CPEICTB.

4/11

IToaroroBka x
MIPAKTHIECKOMY
3aHATHIO; TIOUCK

JIOTIOTHUTENIBHOM
uHpopmaruu 1o
3aJJaHHOM TeMe
(pabora c
oubnuorpaduuec
KAM MaTepHaIaMH,
CIPaBOYHHUKAMU,
KaTaJIOTaMH,
CIIOBapSIMH,
SHIMKIIONETUSMH
);TIOATOTOBKA K
TECTUPOBAHHIO;
NOJIFOTOBKA K
KOHTPOJBEHOU
pabore;
II0JITOTOBKA K

MIPAKTHIECKOMY

3aHATHIO

TectupoBanue,
AKP-2

IIK-10, IIK-27

2.2 IlocTpoenue
MIPOTPaMMHO-AINMaPaTHBIX
KOMILJIEKCOB ISl KOHTPOJIA
TEXHOJIOTHYECKOH
0e30IacHOCTH
IIPOTPaMMHOTO
obecreueHns U JaHHBIX.

4/21

IloaroroBka k
MIPAaKTHIECKOMY
3aHATHIO; TOUCK

JIOTIOJTHUTEIBHON
HHPOPMAIIH TIO
3aJJaHHOU TeMe
(pabora c
oubmuorpaduuec
KAM MaTepHaiamMi,
CIPaBOYHUKAMH,
KaTaJoramu,
CIIOBAPSIMH,
SHIUKIIOTIE TUSMHU

);TIOATOTOBKA K
TECTUPOBAHHUIO;

MOJITOTOBKA K

KOHTPOJIBHOM

pabore;

NOJrOTOBKA K
MPAKTHYECKOMY

3aHATHIO;
BBITIOJTHEHUE

MPAKTHIECKOTO

3aaHus

TectupoBanue,
AKP-3

IIK-10, IIK-27

Uroro no pasneny

8/31

3. Meronsl u
obecreueHusT  I[EIOCTHOCTH

IPOTrPaMMHOTO KOZIa

CcpeacrBa

AOCTOBEPHOCTH  UCIIOJIB3yEMOI'O

u




3.1 Meronsl 3aIUTEI
IporpaMM M JaHHBIX OT
HECaHKIIMOHUPOBAHHBIX
HW3MEHEHUM. IIposepka
LEJIOCTHOCTH TMPOTpaMM H
JTAHHBIX.

4/11

IToaroroBka x
MIPAKTHIECKOMY
3aHATHIO; TIOUCK
JIOTIOTHUTENIBHOM
uHpopmaruu 1o
3aJJaHHOM TeMe
(pabora c
oubnuorpaduuec
KAM MaTepHaIaMH,
CIPaBOYHHUKAMU,
KaTaJIOTaMH,
CIIOBapSIMH,
SHIMKIIONETUSMH
);TIOATOTOBKA K
TECTUPOBAHHIO;
NOJIFOTOBKA K
KOHTPOJBEHOU
pabore;
II0JITOTOBKA K
MIPAKTHIECKOMY
3aHATHIO

TectupoBanue,
AKP-4

IIK-10, IIK-27

32 Cxema mommucu cC
Bepu(UKalmMend Mo 3ampocy.
[Tpumepsr MIPUMEHEHUS
CXEMBI TIOATTHCH c
Bepu(UKaIme 1o 3ampocy.

4/21

IloaroroBka k
MIPAKTUYECKOMY
3aHATHIO; TOUCK
JIOTIONTHUTEJIHON
HHPOPMAIIH TIO

33JaHHOM TeMe

(pabora c

oubnuorpaduuec
KHM MaTepualiaMH,
CIPaBOYHUKAMH,

KaTaJoramu,

CJIOBAPSIMH,
SHIMKIIONEIUSAMHU
);TIOATOTOBKA K
TECTHPOBAHMUIO;

HOJIFOTOBKA K

KOHTPOJIBHOM

pabore;

MOJITOTOBKA K
MIPAKTUYECKOMY

3aHATHIO

TectupoBanue,
AKP-5

IIK-10, IIK-27

3.3 OcHOBHBIE MOIXOABI K
3aIIUTE MIPOTPAMMHOTO
obecneueHus oT
HECaHKI[MOHUPOBAHHOTO
KOITMPOBAHUSL.

4/11

IloaroroBka k
MIPAaKTHIECKOMY
3aHATHIO; TOUCK
JIOTIOJTHUTEIBHON
HHPOPMAIIH TIO

3aJJaHHOU TeMe

(pabora c
oubnuorpaduuec
KAM MaTepHaiamMi,
CIPaBOYHUKAMH,
KaTaJoramu,
CIIOBApSIMH,
SHIUKIIOTIE TUSMHU
);TIOATOTOBKA K
TECTUPOBAHHIO;
MOJITOTOBKA K
KOHTPOJIBHOM

pabore;
NOJrOTOBKA K

MPAKTHYECKOMY

3aHATHIO

TectupoBanue,
AKP-6

IIK-10, IIK-27




Uroro no pazneny

12 |

[ 1241 | 9

4. AJIMUHUCTPUpPOBaHHE
3anmurta b/]

u

4.1 Tlonstus
aIMUHHCTPUPOBAHUE,
MIPUBMJIETHS, JOCTYI. Bumpl
M0JIb30BaTele M TPYIIbI
MPUBUIIECTUH,

COOTBETCTBYIOILIHE
T10JIb30BaTEJISI.

BUIY

4/21 2

IloaroroBka k
MIPAKTHIECKOMY
3aHATHIO; TTIOUCK

JIOTIONTHUTEJILHON
HHPOPMAITIH IO
3a/1aHHOM TeMe
(pabota ¢
o6ubnuorpaduuec
KHM MaTepualiaMH,
CIPaBOYHHUKAMH,
KaTaJoraMu,
CIIOBapSIMH,
SHIUKIIOTIE TUSMHU
);[IOJITOTOBKA K
TECTHPOBAHHUIO;

OJITOTOBKA K

KOHTPOJIBHOM

pabore;

MIOZITOTOBKA K
MIPAKTUYECKOMY

3aHATHIO

TectupoBanue,
AKP-7

IK-10, IIK-27

4.2 IIporpammMHbIe "
IIPOTPaMMHO-aIIapaTHbIE
cpencTBa 3ammThl BJ]

4/21 4

IloagroroBka k
TIPaKTHIECKOMY
3aHATHUIO; IIOUCK

JIONOJTHATEILHOM
uH(bOpMaNUH MO
3aJIaHHOM TeMe
(pabora c
o6ubnuorpaduuec
KHM MaTepHaIaMu,
CIIPAaBOYHHUKAMHU,
KaTaJoraMH,
CIIOBapsIMH,
SHIMKJIONETUIMU
);[IOJITOTOBKA K
TECTUPOBAHHIO;

MOJrOTOBKA K
TIPaKTHIECKOMY

3aHATHIO

TectupoBanue

IIK-10, IIK-27

4.3 Kontpoms nocTyma K
JaHHBIM. VYnpasnenue
MIPUBIJIETHSIMHI
I0JIb30BaTeNeH 6a3bl
JNaHHBIX. MneHTnuKanus u
ayTCHTH(QHUKAIUS
nonb3oBatens. ITapomu.

441 | 4

IToaroroBka
MPaKTHYECKOMY
3aHSTHIO; TOUCK
JIOTIOJTHUTEJILHON
uHpopmanuu 1o
3aJaHHOU TeMe

(pabora c
6ubmuorpaduyec
KM MaTepHanamH,

CIPaBOYHUKAMH,
KaTaJoraMH,

CIIOBApSIMH,
SHIMKJIONETUSAMHU

);TIOJITOTOBKA K
TECTHPOBAHHUIO;

IIOJITOTOBKA K

KOHTPOJILHOU

pabore;

MOJITOTOBKA K
MIPAKTHIECKOMY

3aHATHIO

TectupoBanue,
AKP-8

IK-10, IIK-27




4.4 Tpan3zakMOHHBIN
MOAX0A K  OpraHu3aluu
JocTyma K JTAaHHBIM.
IMonstue SQL  Injection.
Bungsr YA3BUMOCTEH,
UCIIOJIb3yEMbIE aTakamu
SQL Injection. Meronsl
3ammThl oT Injection.

4/211

IToaroroBka x
MIPAKTHIECKOMY
3aHATHIO; TIOUCK

JIOTIOTHUTENIBHOM
uHpopmaruu 1o
3aJJaHHOM TeMe
(pabora c
oubnuorpaduuec
KAM MaTepHaIaMH,
CIPaBOYHHUKAMU,
KaTaJIOTaMH,
CIIOBapSIMH,
SHIMKIIONETUSMH
);TIOJITOTOBKA K
TECTUPOBAHHIO;
NOJIFOTOBKA K
KOHTPOJBEHOU
pabore;
II0JITOTOBKA K

MIPAKTHIECKOMY

3aHATHIO

TectupoBanue,
AKP-9

IIK-10, IIK-27

4.5 Hcnonp3oBaHrE aymuTa
BJ. Aymur  cucTeMHBIX
COOBITHIA. Cucremsl
0OHapy>KeHUs] BTOPKEHHH.

4/21

2,45

IloaroroBka k
MIPAKTUYECKOMY
3aHATHIO; TOUCK

JIOTIONTHUTEJIHON
HHPOPMAIIH TIO
33JaHHOM TeMe
(pabora c
oubnuorpaduuec
KHM MaTepualiaMH,
CIPaBOYHUKAMH,
KaTaJoramu,
CJIOBAPSIMH,
SHIMKIIONEIUSAMHU

);TIOJITOTOBKA K
TECTHPOBAHMUIO;

HOJIFOTOBKA K

KOHTPOJIBHOM

pabore;

MOJITOTOBKA K
MIPAKTUYECKOMY

3aHATHIO

TectupoBanue,
AKP-9

IIK-10, IIK-27

Hroro no pazgeny

20

20/121

16,45

5. DKk3aMeH

5.1 Dx3amen

TIOUCK
JTOTIOJTHUTEIBHON
HHPOPMAITIH IO

3aJJaHHON TeMe
(pabota ¢
oubnmorpaduyec
KHUM MaTepHaiaMH,
CIPaBOYHUKAMU,
KaTaJoraMu,
CITOBapSIMH,
SHIUKIIOTIE TUSIMHU

)

DK3aMeH

IIK-10, IIK-27

Uroro no pazneny

HUroro 3a cemectp

51

51/221

37,45

OK3aMCH

Hroro no JUCHUIIIINHE

51

51/221

37,45

OK3aMCH

I1K-10,ITIK-27







5 O6pa3oBaTe/ibHbIC TEXHOJIOTHH

Jns  peanuzanuu  OpeIyCMOTPEHHBIX BHMJIOB yuyeOHOW paboOThl B  KayecTBe
0o0pa3oBaTebHbIX TEXHOJOTHH B TMpENojaBaHUM JUCLMIUIMHBI «3alluTa [POrpaMMHOIO
obecrieueHus» HCIIOJIB3YIOTCA TpaAULIMOHHAA U MOAYJIbHO-KOMIIECTCHTHOCTHASA TCXHOJIOTUH.

Peannzanusi KOMIETEHTHOCTHOTO IMOJXOJA MpelycMaTpUBAaeT MCIOJIb30BAHUE B
y4e0HOM IIPOIECCe aKTUBHBIX M WHTEPAKTHBHBIX ()OPM TNPOBEACHUS 3aHATHA B COYCTAHUH C
BHEAyMTOPHOU pabOTON C 1enabl0 (OPMHUPOBAHUS M Pa3BUTHs NMPO(EeCcCHOHATbHBIX HaBBIKOB
00yJaromxcsl.

[Ipu npoBeneHun y4eOHBIX 3aHATUH TNpenojaBaTeNb OOECIEUMBAET pa3BUTUE Y
O0Yy4JaroIINXCsl HABBIKOB KOMAaHIHOW pabOTHl, MEXKIMYHOCTHOM KOMMYHHUKAIIMH, TPUHATHS
peLIeHHH, IAEPCKUX KAueCTB MOCPEACTBOM MPOBEIECHHS] HHTEPAKTUBHBIX JIEKIUH, TPYIIOBBIX
JTUCKYCCHUH, PpOJIEBBIX WIp, TPEHUHIOB, aHalIW3a CUTyauud , ydera o0coOeHHOCTeH
po¢eCCHOHAIBHON JIeITEbHOCTH BBIITYCKHUKOB U MOTpeOHOCTel paboTonareneil.

6 YueOHO-MeTOAUYECKOE 00ecliedyeHHe CAMOCTOSITeIbHOI padoThl 00y4aroIuXcs

[To nucuumunHe «3ammTa IPOrpaMMHOr0 OOeCHeyeHHs» MpeLyCMOTpeHa aylIUTOpHas U
BHEayJUTOpHAs CaMOCTOsITeNbHAs paboTa 00yJyarouuXcs.

AymaTopHass —CaMOCTOsATEeNbHAas  paboTa  OOydYalOIIMXCS — IMpEAINojiaracT  peIieHHe
KOHTPOJIBHBIX 3aaa4 Ha NPAKTUYCCKUX 3aHATHAX.

AymaTopHasi camoOCTOsTenbHas paboTa o0Oy4alomMxcs Ha TPAKTHUYECKHX 3aHATHSIX
OCYILIECTBIISIETCS. TIOJ] KOHTPOJIEM TpEroAaBaTelsi B BHJIC PEIICHUS 3aJad M BBITOJHEHUS
YIIPaXHEHUH, KOTOPBIE OMpeeNsieT MpenoAaBarellb Uil 00yJaroIerocs

BhueaymuTtopHast camocTosTenbHas paboTa OOYdYarOIIMXCSl OCYIIECTBISAETCS B BHJE
U3y4YEHUS JTUTEPATyphl IO COOTBETCTBYIOIEMY pa3zeily ¢ NpopabOTKOM MaTepuaa; BBIIOITHEHHS
JOMaIITHUX 3aZIaHI/H>'I, MOATOTOBKHM K ayAUTOPHBIM KOHTPOJbHBIM pa60TaM 1 BBIIIOJTHCHUA
TOMAIIIHUX 33/IaHHUH C KOHCYIBTAIMSIMU TIPETIOJaBaTesl.

ITpumepHble 3a0aHUR U 60NPOCHL NO MEMAM:

Ilepeuens 6onpocoe KOHMPOIbHBIX pAGOM U MECMUPOBCAHUA NO MeMam pa3oenos 1-4:

1. Ilepeuncnure Mepbl, HUCHOJIB3YEMbIE I 3allIUTHl IPOrPAMMHBIX MPOAYKTOB OT
HECaHKIIMOHUPOBAHHOT'O UCIOJIb30BaHUS.

2. Ilepeuncnure MOIyIu CUCTEMBI TeXHHMYECKOW 3amUThl [1O OT HECaHKIIMOHMPOBAHHOIO
ucnoab3oBaHus. Kpatko oxapakrepusyiTe QyHKIIMH KaXXA0T0 U3 HUX.

3. IlpuBegute mpuUMeEpPHI XapaKTEPUCTHK CPEbl, K KOTOPBIM MOKHO OCYILIECTBUTH MPUBA3KY
1O mnst oOHapysxeHus (pakTa HECAHKIIMOHUPOBAHHOTO MCTIOIB30BAHMUS.

4. B 4eMm JOCTOMHCTBA M HEAOCTATKM BCTPOEHHBIX M MPHUCTHIKOBOYHBIX CHCTEM 3aIUTHI
[10?

5. Ha kakue u3 monyinei cucreMsl 3amiuThl [10 0T HECAaHKIIMOHUPOBAHHOTO MCIOJIB30BAHUS

OOBIYHO OCYIIECTBIISICT aTaKy 3JI0yMBIIUICHHUK?

[Tepeuncnure TpeboBaHUA K OJIOKY CpaBHEHUS XapaKTEPUCTUK CPEIBI.

7. B u4eM 0coOE€HHOCTH aTak 370yMBIIIJIEHHUKA Ha OJIOK YCTAHOBKH XapaKTEPUCTHUK CPEAbl U
OJIOK OTBETHOM pEaKIIHH?

8. Tlepeuucnure u oxapakTepusyiiTe 6a30Bble METO/IbI HEUTpaAIH3alMU CUCTEM 3amuThl [10
OT HECAHKIIMOHUPOBAHHOTO UCIIOIb30BaHUA.

9. Ilepeuncnure cpenctBa crarnueckoro uccienoBanus [10. Kpatko oxapakrepusyiTe ux.

10. Ilepeuncnure cpenctsa auHamudeckoro uccienoBanus [10. Kpatko oxapakrepusyiite
uX.

11. Ilepeuncaute ocHoBHbie WInAPI  QyHKIMM, KOTOphIE MOXET HCIOJIb30BaTh
3JIOYMBIIUIEHHUK JJIs JIOKQIU3aluu KOoja 3aluThl. B Kakux ciaydasx 370yMBIIUIEHHUK
MOTIHITAETCS OTJIABJIMBATH KaXAYIO U3 ATUX (QYHKIUIT?

12. Ilepeuncanute © oxapakTepusyiWTe Oa30BbIE METO/Abl IPOTUBOJIEHCTBUS OTJIAJKE
MIPOrPaMMHOTO 0OeCTIeUeHHS.

.O\



13.

14.

15.

16.

17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.

31.

32.
33.

34.
35.

Ilepeunciure M oOxXapakTepU3yWTE HECKOJIBKO TPUKOB AJI OTIAJYUKOB PEAJIbHOIO H
3alIUIIEHHOTO PEXUMOB. B yeM nx Hemocratku?

Ilepeunciure " OXapakTepu3ynTe 6a30BbIe METO/bI MIPOTUBOJIENCTBUSA
JTN3aCCEeMOTMPOBAHMIO TTPOTPAMMHOTO O0ECTICUECHHSI.

OxapakrepusyiiTe crmocod 3amuThl OT OTIAAKH, OCHOBAHHBIK Ha OCOOEHHOCTSAX
KOHBEWepHU3alu mporeccopa.

OxapakTepusyiiTe BO3MOXXHOCTH MPOTHBOJAEHCTBUA OTIAJKE U IU3aCCEMOIMPOBAHUIO,
OCHOBaHHbIE =~ HAa  HUCIOJB30BAaHMM  HEAOKYMEHTHPOBAHHBIX  HMHCTPYKIUH U
HEJIOKyMEHTUPOBAHHBIX BO3MOXKHOCTEH Impoueccopa. B ueM HemocTaTkm JaHHBIX
METO/I0B?

Oxapakrtepusyiite muppoBaHue Kojia MPorpaMMbl Kak Haubosiee YHUBEPCAIbHBIA METO[
MPOTUBOJCHCTBUSA OTIaAKe U Au3acceMOmupoBanuio [10.

JlaiiTe ompenesneHne NMporpaMMbl ¢ MOTEHLUAIbHO ONACHBIMU IocieacTBUsMHU. Kakue
(GYHKIMM CBOMCTBEHHBI JAHHBIM Iporpammam?

IlepeuncinTe OCHOBHBIE KJIACCHI POTPaMM C NMOTEHIIMAIBHO ONACHBIMU IOCIEACTBUSMH.
JlaiiTe X CPAaBHUTEIBHYIO XapaKTEPUCTHKY.

Uro MOHMMAIOT MOJ| aKTUBM3HpYIOUMM coObiTeM? Ilepeuncinre OCHOBHBIE BHIbI
aKTUBU3UpYOIMUX coObITuil s PIIB.

[lepeuncinre M oOXapakTepU3yWTe€ OCHOBHBIE MOJEIM B3aUMOJEHCTBUS IPHUKIATHOU
nporpammel u PIIB.

OnuimTe OCHOBHBIE T'PYMIIBI A€CTPYKTHUBHBIX (PYHKIIMI, CBOMCTBEHHBIX MPOIPAMMHBIM
3aKIaJKaM.

Kakue mexanu3mel 3amuThl sBistroTcs oommumu 1t OC u B[ (CYB/)?

[Tepeuncnure xapaktepHbie ajs TexHoiaoruu b/ peboBanust mo 6€30MacHOCTH TaHHBIX.
Yem oTnmyaeTcs ynpasieHHE JOCTYIIOM OT YNpaBJIeHUs LEN0CTHOCThI0 bJ1?

B uem 3akirouaeTcsi CXOICTBO M Pa3IUM4Me€ MEXAaHMW3MOB YIpaBiIeHUs NOCTynoM K B/,
MCTOJIB3YIOMIMX TAOMUIIBI (MATPHUIIBI) JOCTYTA U BHEIIHIOO cxemy B/1?

[Ipennoxure crnocoObl BBIABIEHUS KOCBEHHOI'O MPENOCTABIIEHUS MpaBa JIOCTyIa JUis
CUCTEM C AMHAMHUUYECKUM ylpaBieHueM foctynoM (Ha npumepe CYB/] DB).
[lepeuncnure HapyuieHus uenoctHocTH bJl, cBsi3aHHbIE ¢ MapaieNbHBIM BBIIOIHEHUEM
TpaH3aKLHUH.

HazoBute poctaroyHoe yCIOBHE  CEPUATU3YEMOCTH  PACHHMCAHMSI  BBITOJIHEHUS
TpaH3aKLHUH.

[lepeuncnure crocoObl, MO3BOJAIONINE M30€XKaTh TYNMMKOBBIX cuTyanuil. [lepeuncnure
CrocOOBI BBIXO/Ia U3 COCTOSTHUS KIIMHYA TPAH3aKIUi.

[Tepeuncnure ypoBHHM BoccTaHoBiieHHS B/[. B uyem 3akimro4yaeTcs CynIHOCTh Ka)J0ro
ypOBH:?

3amuTa IporpaMMHOro o0ecredeHus ¢ TOMOIIBIO anmnapaTHbIX Kirouelt cepun Guardant
Texnonorun ayreHTHQUKaIMu u MmUpoBaHus. Peanusaunus Oe3omacHOW ceTeBoU
nH(DpacTPYKTYpHI 7151 wWeb-cepBepa.

Knaccugukarus firewall’oB u onpenenenue nonutuku firewall’a.

ObGecnieuenne  Oe3omacHOCTH  web-cepBepoB.  be3omacHocTh  web-coaepKuMoro.
OnektpoHHbIe U ppoBbie cepTudukarsl; SSL/TLS.



7 OneHoO4YHbIE CPeACTBA JJISl POBeIeHHs MPOMEKYTOYHOM aTTecTAlUN

a) Ilhanupyempole pe3ynomamot 00yueHuUs u OYeHOUHbLE CPEOCMEa 01 NPOBEOeHUS
RPOMEIHCYMOUHOI ammecmayuu:

CTpYKTYpPHBIH

MEHT

ILnanupyembie
pe3yJIbTaThl
o0yueHust

Ouenounble cpeacTea

ITK-10 cioco0HOCTHI0 NPUMEHATH 3HAHHUS B 00J1aCTH 3JICKTPOHHKH M CXeMOTEXHHUKH,
TCXHOJIOFHﬁ, METOAOB 1 fI3BIKOB IIPpOrpamMMHUupPOBaHuA, TEXHOJOTHH CBA3M U nepeaavu
JAHHBIX NPH Pa3padoTKe NPOrPaMMHO-ANNAPATHBIX KOMIIOHEHTOB 3AIMIIIEHHBIX
aBTOMATHU3HPOBAHHBIX cUcTeM B cdepe npodeccHnoHaNbHOI /1esITeIbHOCTH

3HaT

CoBpeMeHHbIE
TEXHOJIOTUU
MIPOTPAMMHPOBAHUSI.
O6nactu u
0COOCHHOCTHU
MPUMEHEHUS SI3LIKOB
MPOrpaMMHUPOBAHUS
BBICOKOTO YPOBHS,
OcHOBHBIE BU/IBI
WHTETPUPOBAHHBIX CpEIl
pa3paboTku
MPOrPaMMHOTO
obecrieucHUsI.
OcHOBHBIE

3 PeKTHBHOTO
KOJIPOBAHUS.
Cnoco0sr  00paboTKH
HCKJTFOUUTEIHHBIX
CUTYaLINIA;
CoBpeMeHHbIE
TEXHOJIOTHH M METOJEI
MIPOTPaMMHUPOBAHUS,
MpeaHa3HAYCHHBIC IS
CO3/1aHusl TPUKIAJHBIX
porpamm B
3aIIUICHHOM
HCIIOTHEHUH.

METOAbI

1.

10.

11.

12.

13.

[lepeuncnure Mephl, HCHOIb3YEMbIC JJIsi 3aIlUThI
MIPOrPaMMHBIX MPOAYKTOB OT HECAHKIIMOHUPOBAHHOTO
HCIIOJIb30BaHUSI.

[lepeuncnure MOy M CUCTEMbI TEXHUUYECKOMN 3aI[UTHI
[IO oT HecaHKIMOHUPOBAHHOTO WCIIOJIb30BAHUSI.
Kpatko oxapakrepusyiite GyHKIUN KaXI0r0 U3 HUX.
[IpuBenuTe mnpuUMeEphl XapaKTEPUCTUK CpeAbl, K
KOTOPbIM MOXHO OCYIIECTBUTh mpuBs3ky [10 mns
oOHapyKeHUS dakra HECAHKIMOHUPOBAHHOTO
HCIIOJIb30BaHUSI.

B ueM pocTtomHCTBa M HEIOCTATKU BCTPOCHHBIX M
MPUCTBIKOBOYHBIX CUCTEM 3aIuThl [107?

Ha xaxme u3 monyneir cucremsl 3aumrsl [1O ot

HECAaHKIIMOHUPOBAHHOTO  MCIOJB30BaHUS  OOBIYHO
OCYILIECTBJISIET aTaKy 3J0yMbIIIJICHHUK?
[lepeuncnure TpeOoBanust K OJOKYy CpaBHEHHUSA

XapaKTePUCTUK CPEJIBI.

B uem ocobGeHHOCTH aTak 370yMBIIIJICHHUKA Ha OJ0K
YCTAaHOBKHM XapaKTEPUCTUK Cpelbl U OJOK OTBETHOM
peakuuu?

[lepeuncnure u oxapakTepusyiTe 0a30BbIe METOIbI
HEeUTpaIn3alu CHUCTEM 3aIUTEI 10 oT
HECAHKIMOHUPOBAHHOTO HUCIIOJIH30BAHUS.
[lepeuncnure cpencTBa CTaTUUYECKOTO HCCIIEIOBAHUS
I10. Kpatko oxapakrepusyure ux.

[lepeuncnure CpelcTBa JMHAMHYECKOro
uccnenosanus [10. Kpartko oxapakrepusyiite ux.
[Tepeuncnure ocHoBHble WINAPI pyHkmm, xotopbie
MOXXET  HUCIOJIb30BaTb  3JIOYMBIIUIGHHUK TSt
JOKaNu3allMd Koja 3amMThl. B Kakux ciydasx
3JIOYMBIIIJICHHUK TOMBITAETCA OTJIABIMBATH KAXKIYIO
13 3TUX QyHKIUN?

[lepeuncnure U oxapakTepusyiTe 0a30BbIe METOMIbI

MIPOTHBOICHCTBHS OTJIaJKE IPOrPaMMHOTO
obecrieyeHus.

[epeuncnure ¥ OXapakTEpU3yHTE HECKOJIBKO TPHKOB
JUIS  OTJIQJAYUKOB  pPEaJbHOTO W  3AIIUIICHHOTO

pekuMoB. B yeM ux HegocTtatku?




CTpYKTYPHBIH

MEHT

ILnanupyemble
pe3yJIbTaThl
o0y4eHnst

OueHouHbIe CpeACTBA

14.

15.

16.

17.

18.

19.

20.

21.

22.

[lepeuncnure m oxapakTepusyiTe 0a30BbIe METOBI
MPOTUBOJAECHCTBUSA JIN3acceMOTMPOBaHUIO
MPOTPaMMHOTO 00ECTICUCHHSI.

OxapakTepu3yiTe Crnoco0 3amuThl OT OTJIAJKH,
OCHOBaHHBII Ha OCOOEHHOCTAX KOHBEHepu3aluu
rporeccopa.

OxapakTepu3yiTe BO3MOXHOCTH MPOTHUBOJICUCTBUS
OTJIagKe M JU3aCCEMOIMPOBAHUIO, OCHOBAHHBIE Ha
WCIIOJIb30BAaHUU HEAOKYMEHTUPOBAHHBIX HMHCTPYKIUN
u HEJOKYMEHTHPOBAaHHBIX BO3MOXHOCTEMN
npoiieccopa. B ueM HeAOCTaTKU JaHHBIX METOJOB?
OxapakTepusyiiTe mudpoBaHue Koja MporpaMMbl Kak
HanOoJiee YHUBEPCAIbHBI METOJ MPOTHUBOICHCTBUS
oTnajake u nuzaccemonuporanuto [10.

Jauite omnpezneieHre INpOrpaMMbl C IOTEHLIHAIBHO
omacHbIMM  mocieacTBuaMu.  Kakwe — QyHKuuu
CBOMCTBEHHBI JAHHBIM IpOrpaMMam?

[lepeunciute OCHOBHBIE KJIAacChl MPOrpaMM  C
MOTEHLMAJIBHO OMACHBIMU MOCIEACTBUAMHU. JlailTe ux
CPaBHUTEIbHYIO XapAKTEPUCTHUKY.

UTo MOHMMAIOT TOJA AaKTUBM3HPYIOUIUM COOBITHEM?
[Iepeunciure OCHOBHBIE BHUIBl AKTUBU3UPYIOIIHUX
coOwrtuit aist PIIB.

[lepeuncnure U oxapaKTepu3yiTe OCHOBHBIE MOIEIH
B3aUMOJICUCTBUS NIPUKIAAHON ITporpammsel v PIIB.
OnumuTe  OCHOBHBIE  IPYHNIBI  JI€CTPYKTUBHBIX
(byHKIUH, CBOMCTBEHHBIX IPOTPAMMHBIM 3aKJIa/IKaAM.

YmMmer

Peanmm3oBeiBaTh Ha
SI3BIKE BHICOKOTO YPOBHSA
JITOPUTMBI  PEIICHUS
poheCcCUOHATBHBIX
3a/ad;

Paborats ¢ OCHOBHBIMH
cpenamu
WHTETPUPOBAHHON
pa3palboTku
MPOrPaMMHOTO
obecrieyeHus;
IIpoexTupoBath

CTPYKTYpYy H
ApXUTEKTYPy
IIPOrPaMMHOTIO
obecreyeHus c
HCIIOJIb30BAHUEM
COBpPEMEHHBIX
METOJIOJIOTUH U CPEACTB
aBTOMAaTH3aLIHU

PazpabGoTtath anroputM OT HECAHKIIMOHHMPOBAHHOTO
nocryna. Jloctyn k ¢aiily 1aHHBIX IO MAPOJIIO.
Pazpaborars anroputM W peanu3oBaTb NPOTpamMMy s
3aUTBl  IpOrpaMM € MOMOINBIO  KOHTPOJIBHOIO
CYMMHPOBaHHUSL.

PazpaboTarh anropuT™ u peann3oBaTh MPOrpaMMy 3alUThI
COIIPOBOXKIEHUS: PErUCTpalys o0paIieHuii.

PazpaboTarh anropuT™ 1 peann3oBaTh NPOrpaMMy 3aIlIuThI
MIPOrpaMMHOT0 00ecHeyeHns! OT HECaHKUHUOHHUPOBAHHOTO
nocrtyma myteM npusasku 110 k TTK.




CTpYKTYPHBIH

MEHT

ILnanupyemble
pe3yJIbTaThl
o0y4eHnst

OueHouHbIe CpeACTBA

MPOEKTUPOBAHHS
MPOTrPaMMHOTO
obOecreueHus;
Peanu3oBbIBaThH
pa3zpaboTaHHYIO
CTPYKTYPY KJIACCOB ISt
3ama4 MIPEeIMETHOM
001acTH.

Baan
eTh

HaBplkamu peanuzaryn
aJITOPUTMOB HAa S3bIKaX
IPOrpaMMHPOBAHHUS
BBICOKOI'O YPOBHSI;
Hasrsixamu
IIOJIL30BaHMS
OuOIMoTEKAMU
MPUKIIAIHBIX TPOTPAMM
IS pereHust
MPUKIIATHBIX 3a7a4
npoheccuoHaTbHON
001acTu.
CriocoOHOCTBIO
HCIOJIB30BaTh  SI3BIKU,
CHCTEMBI U
WHCTPYMEHTAIbHBIC
cpeacTtBa  pa3pabOTKU
aBTOMATH3HPOBAHHBIX
CHCTEM.

Hcnonp3yss Opanmmay’p Windows HAcCTpOUTh JTOCTYII
MPUIIOKEHHUS K JIOKATLHON CETH U MHTEPHET

Hcnonb3yss BcTpoeHHBIE cpenctBa Windows HacTpOWTH
JOCTYI TOJTb30BAaTENsl K MPOTPaMMHOMY 00€CTICUEHHIO
Hactpoutp 3amuTy OT TpOrpaMM-IIAHTAXKUCTOB U
NPOBECTH OLCHKY XXypHana coOobiTiii Windows

Ucnonezys BcTpoeHHble cpeactBa Windows HacTpOHTH
JOCTYI K MPOTpaMMHOMY OOCCIIEYCHUIO Yepe3 JOCTYN K
Tarnke

IIK-27 cnioco0HOCTHIO BHINOJHATH NOJIHBINH 00beM padoT, CBSI3aHHBIX € peaju3anuei
YACTHBIX NOJIUTHK HH(POPMALMOHHON 0€30I1aCHOCTH ABTOMATH3HPOBAHHOM CHCTEMBI,
OCYILECTBJIATH MOHUTOPUHI U aAyIUT 0€30I1aCHOCTH ABTOMATH3HPOBAHHOM CHCTEMBI

3Har

— cmoco0bl 00paboTKH
MCKITIOUUTENFHBIX
CUTYAaLIN;
COBpEMEHHbBIE
TEXHOIIOTUU ¥ METOIBI
MPOrpaMMHUPOBAHUS,
npeaHa3HauYCHHBIC JUIS
CO3/1aHus TIPUKIIATHBIX
Mporpamm;

— Hopmarusaslie
JOKYMEHTHI 110
CTaHJApTHU3AIUH U
cepruduKauu
MPOrPaMMHON 3aIIHTHI.
— Iemn u 3amaun
pa3pabOTKK MOJUTHKH
WHPOPMAITMOHHOM
0e301macHOCTH

— Metopl 1 cpeacTea
aHaJIM3a JOCTATOYHOCTH

1.

Nk wd

10.
I1.

Aymut 6a3 NaHHBIX W €ro BHIBI: CTaHJApTHHIN, Ha
OCHOBE 3HAYECHUH, JETaTU3UPOBAHHBIN

Aynut anmunuctparopa b1

OO6cmy)xuBaHUE KypHaja ayJuTa.

OOHOBIIEHHSI CUCTEMBI 0€30MTaCHOCTH

O6cnyxuBanue 6a3bl JaHHbBIX OnTumuzarops! b1,
CO60p cTaTUCTUKU ONTHUMU3ATOPA U YIIPABICHUE €IO0.
ABTOMaTHUYECKHI peno3uTopuil paboueil Harpy3ku Hu
YIIPABJIICHUE WM.

MOoHHUTOp aBTOMaTHYE€CKONW TUATHOCTHKHU 0a3 JaHHBIX.
Jucneryep U KOHCYIbTaHThI b/I.

ABTOMaTHUYECKHE 3a/1a4i 00CTYKUBAHHUS.
[Ipenynpexnenus cepBepa, UX TUIBI U pearupoBaHUE
Ha HUX.
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— Pa3spabatbiBaTh 1. TIpoBecTH aHAIW3 3aAIMUINEHHOCTH UCXOMHOTO Koma ITO
TOPSIOK SKCILTyaTalui 2. Tlposectn aHauu3 3alUILIEHHOCTH I1o oT
HpOrpamMMHOI0 JU3acCeMOTMPOBAHUS
obecrieueHHsI 3. Paspaborarh 4aCTHYIO MOJUTHKY TS peanuzyemMoit BJ1
— Paspabarbisate 4. TlpoBecTH JeTann30BaHHbIi ayuT BJ]
HOHHTHUKY YHCTHBIX 5. TlpoBecTu ayauT TpaH3akuuii peanusyemoii B[

Vmer | CoTHMCeH AT 6. TIpoBecTH aHaaM3 pasrpaHUUCHHS JOCTYIA MMOJB30BaTEIEH

N SKCILTyaTaluu BJ1

nH(pOpMaH PeCypcoB
W TIPOTPaMMHOTO
o0ecrieyeHus
— IIpoBoauts
MOHHUTOPHUHT U ayJHUT
3amumenHocty 110
— Meronamu ananmza 1. Pa3paboTaTh 9acTHyIO MOJMTHKY aAJIMHHHCTPHPOBAHUS
JOCTaTOYHOCTH MEP 110 peanuzyemoii b/]
obecneuenuto b 2. TlpoBectm  aHanW3  pasrpaHUYEHHs  JIOCTyIa
MPOIIECCOB CO3JAHMUS non3oBareieii bJJ
okerutyatatmu 11O 3. TlpoBectn aHamu3 cOopa MaHHBIX TpaH3akiuii BJI
~ MeTonamu konTpOLA ncnoib3ys BcrpoeHHsle cpeacTsa CYDB/]

Baap CoOMmORCHMS O 4. Wcnonw3yst BcTpoeHHbIe cpenactBa Windows mnpoBecTH

erp | ) CLIpIX sanceH aHayu3 ucxoaHoro koxa 10

— Hagblkamu
S — 5. Hcnone3ys BCTPOCHHbIE YTUIIUTBI
oBCITy KEBAHHA H aI[MHHHSTpHpOBaHHSI Windows mnpoBecTn aHanu3
OCyINeCTRICHNS COOBITUI o YKa3aHHOMY MPOrpaMMHOMY
Mo bHKAIIH obecneueHnIo
MPOTrPaMMHOTO
obecrieueHust

IICK-7.4 cnoco0HOCTHI0O NMPOBOAWTH Y/lajJeHHOEe AAMHHHUCTPHMPOBAHHME ONEPAIMOHHBIX
B pacnpeejieHHbIX HH(pOPMAaLMOHHBIX CHCTEMAX

CHCTEM U CHCTEM 0a3 JAHHBIX

- IPUHLINIIBI 1. Kakue mexaHHM3MBbl 3alIUTHI ABISAIOTCA OOIMIMMH ISt

MIOCTPOCHHUS U OC u BJ1 (CYB)?

(YHKIIMOHUPOBAHMS, 2. lIlepeuncnute XxapakTepHble sl TexHoJoruu b/l

aApXUTEKTYPY, TpeGoBaHUs 10 0€30MaCHOCTH JIaHHBIX.

MPUMEPBI peann3anuii 3. UeM ommM4yaeTcs  yNOpaBJI€HUE  JOCTYIIOM  OT

COBPEMEHHBIX CUCTEM yIpaBIeHUs LIETOCTHOCTHIO BJ1?

yIpaBieHus 6azaMu 4. B d4em 3akioyaeTrcsi CXOICTBO U  pa3inyue
3HaT | JaHHBIX; MEXaHU3MOB  yIOpaBlIeHHs  poctynoM K  BJI,

b - OCHOBHBIE MOJIENIHN WCTIONB3YIOMMX TAaOMMIBl (MAaTpPHUIBI) JOCTyNa |

JTaHHBIX, PU3UUECKYIO BHEILIHIOIO cxeMy BJ1?

opraHusanuio 6a3 5. Tlpeanoxute crnocoObl  BBIABIEHUS KOCBEHHOT'O

JIAHHBIX; MIPEIOCTABJICHNs] IpaBa JAOCTyNa JUIsl CHCTEM C

- JUHAMHYECKUM YTIpaBJICHHUEM JTOCTYIOM (Ha Mpumepe

MOCJIEI0BATENBLHOCTD CYB/ DB).

Y COACpKAHUE HTAIIOB 6. Ilepeuncnure  HapymieHus  1eJOCTHOCTH B/,

IPOEKTHPOBaHUs 6a3 CBA3aHHBIE  C  MapajuieJbHbIM  BBIIIOJHEHHEM
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JIAaHHBIX; TpaH3aKLHNH.

7. Ha3zoBHuTe JOCTaTOYHOE YCIIOBHE CEPHATN3YyEMOCTH
pacnycaHysl BHIIIOJHEHUS TPAH3aKIUH.

8. Tlepeuncnure cmocoObl, TO3BOJSIONINE W30EXKATh
TYNUKOBBIX cutyaruii. [lepeuncnure crocoOs! BeIxona
W3 COCTOSIHUS KJIMHYA TPaH3aKIUH.

9. Ilepeuncnure ypoBHM BoccTaHoBieHus BbJl. B uem
3aKJIIOYAETCsl CYIIHOCTh KaX/10T0 YPOBHS?

10. 3amuTa mporpaMMHOr0 OO€CHeYeHHs C IOMOILBIO
anmapaTHbIX Kitouert cepun Guardant

11. TexHonorun ayreHTHU(PUKALIUKM U  IMUGPOBAHMSL.
Peanuszanus Oe3omacHoi ceTeBoil MHPPACTPYKTYpHI
Uit web-cepBepa.

12. Knaccuduxanuss ~ firewall’oB  u  onpenenenue
nonutuky firewall’a.

13. Obecnieuenue 0€30MacHOCTH web-cepBepoB.
be3onacHocth  web-comepkumoro.  DNEeKTpOHHBIE
uugpossie ceprudukarsr; SSL/TLS.

- pa3pabaThIBaTh U 1. IIpoectn agmMuHUCTpHUpOBaHUE peanuzyeMoin b/l
aIMUHHUCTPUPOBATH 2. Pazpabotars 3amuiieHHyo apropusanuio B bJ1
0a3el JaHHBIX B 3. PazpabGorate 3ampocei Kk bBJl B 3ammimeHHOM
COOTBETCTBHH C HCIIOJTHEHUE
TpeOOBaHUS 4. PeanuzoBars 3amuty b/] ot SQL nnbexumit

v, UH(POPMALTUOHHON 5. Hactpouts 3ammry HpOrpaMMHOrO oOOecreyeHus C

I:eT 0€30IacHOCTH; IIPUMEHEHHUEM JUCTAHIMOHHOTO aIMUHUACTPUPOBAHUS

-HacTpauBaTh 3aLUTY
IIPOrPaMMHOTO
obecrieyeHus ¢
IIPUMEHEHUEM
JUCTaHIIMOHHOTO
aIMUHHACTPUPOBAHUS
- METOJaMH 1. Pasrpannuuthb mpaBa paboTsI OJIb30BaTeleit
HaCTPOWKHU peanmmszyemoit b/l u mporpamMMHoro obecrieueHus
0e30macHo paboThI ¢ 2. Beigenuts npuBwieruu nojs3osarenei bJ]
Bb/1 ¢ momoIiisio 3. PeanusoBath pacmpeeliecHne METOK O€30MacHOCTH U
COBPEMEHHBIX IIPUHYAUTEIBHOTO KOHTPOJIA nocTyna K
00pa3sLoB [IPOrpaMMHOMY 00ECTICUEHUIO

Baan POrPaMMHBIX, 4. IlpousBecTH HACTPOHKY JoMeHA Oe3onacHocTh b/

T* 1 rexmmueckux

CPEICTB;
-B IIOJIHOM Mepe
CpeacTBaMH
aJIMMUHHUCTPUPOBAHUS
b/l B

MHTEIPUPOBAHHBIX
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0) Ilopaook npogedenus nPOMeICymouHol ammecmayuu, NoKazamenu U Kpumepuu
OUeHUuganus:
[TpomesxyTo4YHast aTTeCTAIMs M0 JUCIUIUIMHE BKIIOYAET TEOPETUISCKUE BOPOCHI,
MIO3BOJISIFOIIIME OIICHUTh YPOBEHb YCBOCHUS OOYUAIOIIMMUCS 3HAHHUM, ¥ TPAKTUICCKHUE 3aJaHHs,

BBISIBIISIIOIINE CTETIEHb CPOPMUPOBAHHOCTH YMEHUH U BIaJICHUM, IPOBOAUTCS B (pOopMe 3aueTa u
JK3aMeHa.

Ilokazamenu u Kpumepuu oyeHUBAHUA IKIAMEHA:

— Ha OIEHKY «OTJIMYHO» (5 0amioB) — oOydarouuiicss JeMOHCTPUPYET BBHICOKUI ypOBEHBb
C(OPMHUPOBAHHOCTU KOMIIETCHIIMH, BCECTOPOHHEE, CUCTEMaTHYecKoe M IIyOOKoe 3HaHue
y4eOHOro MaTepHaia, CBOOOIHO BBINOJHSET MPAKTUYECKHE 3aJaHHs, CBOOOJHO OIEpUpPYET
3HAHUSMM, YMEHHUSIMH, IPUMEHSET UX B CUTYallUsIX IOBBIIIEHHON CIOXKHOCTH.

— Ha OIICHKY «Xopomo» (4 6amia) — oOy4aroumuiics AEMOHCTPUPYET CPEIHUN YPOBEHb
C()OPMHUPOBAHHOCTU KOMIIETCHIIMH: OCHOBHBIE 3HAaHUS, YMEHHUS OCBOEHBI, HO JOIyCKAarOTCS
HE3HAUUTEIbHbIE OLIMOKM, HETOYHOCTH, 3aTPyAHEHHsS TpPH aHATUTHYECKUX OMNeparusix,
NIEpPEeHOCE 3HaHUI U YMEHHUI Ha HOBbIE, HECTAHAAPTHBIE CUTYALIUH.

— Ha OICHKY «YAOBJIETBOPUTENbHO» (3 Oamia) — oOy4amImuics IEeMOHCTPUPYET
IIOPOTOBBIA YpOBEHb C(HOPMHPOBAHHOCTU KOMIIETEHLUH: B XOA€ KOHTPOJBHBIX MEPOIPHUATUI
JOMYCKAIOTCSl OLIMOKM, MPOSIBISETCS OTCYTCTBHE OTHCIbHBIX 3HAHWN, YMEHHUH, HaBBIKOB,
oOy4aroluiics MCIBITBIBAET 3HAYUTENIBHBIE 3aTPYAHEHHUS IPU ONEPHUPOBAHUU 3HAHUSAMH U
YMEHMSIMU IIPU UX NIEPEHOCE HA HOBBIE CUTYALINU.

— Ha OIICHKY «HeY/JAO0BJIETBOPUTEIbHO» (2 Oaia) — 0OyJarouiicss IeMOHCTPUPYET 3HAHUS
He Oonee 20% TeEOpeTHUECKOro Marepuaia, JOIyCKAaeT CYIIECTBEHHBbIE OIIMOKH, HE MOXKET
MI0KA3aTh MHTEJJIEKTYyaIbHbIE HABBIKU PEIIEHUS MPOCTHIX 3a/a4.

— Ha OIICHKY «HeYIOBJeTBOPUTeJbHO» (1 Oamn) — oOydaromuiics He MOXET MOKa3aTh
3HAHUS Ha YpPOBHE BOCIPOM3BENCHHMS U OOBACHEHHs HH(pOpMAlMM, HE MOXET II0Ka3aTh
MHTEIJIEKTYalbHbIE HABBIKU PELIEHUS TPOCTHIX 3a1a4.



8 YueOHO-MeTOqMYEeCKOe M MH(OPMAIITHOHHOE o0ecnedyeHre TUCHUIINHBI (MOLYJIs1)

a) OcHoBHAasA JUTEpaTypa:

1. BaykoB, A.A. 3amwmra wunopmamuu: ydeOHOe mocobue i By30B/
A. A. BHykoB. — 3-e wu3z., mepepad. m mom. — Mocksa : WzmatensctBo [Opaiit, 2020. —
161 c. — (Bricmiee oOpaszoBanue). — ISBN 978-5-534-07248-8. — TekcT : 3MEeKTPOHHBIN //
OBC HOpaiit [caiit]. — URL: https://urait.ru/bcode/422772 (nata obpamenus: 31.08.2020).

2. Kazapun, O.B. Hangexsnocth u 0€30maCHOCTh MPOTPAMMHOTO OOECIICUCHHUS :
ydyeObHoe mocobue mis OakanaBpuata u mMaructparypsl / O. B. Kazapun, U. b. llyounckuii. —
Mocksa : MzparensctBo HOpaiit, 2019. — 342 c. — (bakamaBp u wmaructp. Moaymb). —
ISBN 978-5-534-05142-1. — Tekcr : osnextponHsiidi // ObC IOpait [caiit]. — URL:
https://urait.ru/bcode/441287 (mara obpamenus: 31.08.2020).

3. Homumyk, 0. B. ba3el ganHbix M ux Oe3omacHOCTh : yueOHoe mocooue / HO.B.
ITomumyk, A.C. Bboposckuii. — MockBa : MH®PA-M, 2020. — 210 c. — (Beicuee
obpazoBanue: Crnenuanurer). — DOI 10.12737/1011088. - ISBN 978-5-16-107421-3. - Tekcr :
anektponnbiii. - URL: https:/new.znanium.com/catalog/product/1011088 (mata oOparieHus:
31.08.2020)

0) JlonmoiHUTE/IbHAA JINTEPaTypa:

1. Kazapun, O. B. IlporpamMmHo-anmapaTHbIe CPEICTBA 3AIMUTHI HHPOPMAIHHU. 3amuTa
NpOTpaMMHOTO ~ oOecrieyeHus : y4eOHMK © mpakTukyM it By3oB/ O. B. Kazapwun,
A. C. 3a0abypun. — Mocksa : M3patensctBo HOpaiit, 2019. — 312 ¢. — (Cneumanuct). —
ISBN 978-5-9916-9043-0. — Tekcr : osmektponusii // DOBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/437163 (mata obpamenus: 31.08.2020).

2. babenko, JI.K. Kpunrorpadpudeckas 3ammra WHPOPMAIUH: CHMMETPUIHOE
mmdpoBanue : yueOnoe mocobue ans By3oB/ JI. K. babenko, E. A. MmrykoBa. — Mocksa :
WNzparensctBo [Opaiit, 2019. — 220 c. — (YuuBepcuretsl Poccum). — ISBN 978-5-9916-
9244-1. — Texkcr : snextponHsblii // OBC IOpaiir [caiit]. — URL: https://urait.ru/bcode/437667
(mata obpamenus: 31.08.2020).

3. BuykoB, A. A. 3ammra mHbopMaiuu B OaHKOBCKHMX CHUCTEMax : y4eOHOe mocoOue st

OakanaBpuata W wmaructparypsl/ A. A. BHykoB. — 2-¢ wu3a., wucmp. W gorn. — Mocksa :
WznarensctBo Opaiit, 2018. — 246 c. — (bakanaBp u maructp. AkajgeMU4ecKHid Kypc). —
ISBN 978-5-534-01679-6. — Tekcr : osmextponusii // OBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/414083 (mata obpamenus: 31.08.2020).

MAKPOQJJIEMEHTBI:

4. bapankoBa M. W. CereBas 3amurta uHGOpmaruu. JlabopaTopHbIH MPaKTUKYyM
[DnexTpoHHbIid pecypc] : yuebHoe mocobue [mist By3oB] / W. U., bapankosa, JI.H. Ma3uuH,
VB. MuxaitnoBa, M.B. AdanacseBa ; MarHuToropckuii roc. texaHudyeckuid yH-T um. I. U.
Hocosa. - Marauroropck : MI'TY um. I'. 1. Hocosa, 2019. - 1 CD-ROM. - 3arn. ¢ TuTym.
skpaHa. - ISBN 978-5-9967-1605-0 URL: https://magtu.informsystema.ru/uploader/fileUpload?
name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true (mata  oOpamieHus
31.08.2020)

5. bapankoB B. B. Pa3BepTbiBaHuE€ U HAcTpoOilka BUPTyaJIbHbIX ceTed [DIEeKTpOHHBIN
pecypc] : yue6HOe nmocobue [ By3oB] / B. B. bapankos, 1. . bapankoa, Y. B. Muxaiinosa,
O. b. Kanyruna] ; MI'TY. - Maruutoropck : MI'TY, 2019. - 1 snekrpoHn. ont. auck (CD-
ROM). - ISBN 978-5-9967-1305-9 URL: https://magtu.informsystema.ru/uploader/fileUpload?

name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true (mata  oOpamieHus
31.08.2020)

*PEXUM [TPOCMOTPA MAKPOOBBEKTOB
1. IlepeliTi O agpecy 3IEKTPOHHOTO Karayora https:/magtu.informsystema.ru
2. IIpoussectu aBropuzanuio (Jlorun: Yurarens1 [Tapons: 111111)




B) MeToauyeckue yKazaHusi:

1. MGTOI[I/I‘IGCKI/IG YKaBaHI/Iﬂ II0 BBIITIOJIHCHUIO HpaKTI/I‘-IGCKI/IX pa60T 10 OAUCHUIIIINHEC
«3amura nporpammuoro obecneuenus» (I[Ipunoxenue 1) .

2. MGTOILI/ILIGCKI/IC YKaSaHI/HI 110 BBIITOJIHCHUIO BHeay,I[I/ITopHI)IX CaMOCTOATCIIBHBIX pa60T
0 IUCIUILINHE «3aImuTa mporpaMmmuoro odecneueHus» (IIpumoxenue 2).

r) [Iporpammuoe odecrieuenune u HTepHET-pecypchl:

IIporpammHuoe oGecnieyeHue

Haumenosanue 110 Ne noroBopa Cpox neicTBuUS JUIIEH3UU
MS Windows 7

Professional(mms  [/1-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)

77ip c¢B000OIHO pacnpocTpangemoe 110 0eCCPOYHO
MS Office Access

Prof 2007 (st J1-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)

MariaDB cB000HO pacnpocTpansemoe [10 0OCCCPOUHO
PostereSQL cB000aHO pacapocrpausemoe 110 0eccpoyHo
MS Office 2007 |n, 135 o1 17.09.2007 Geccpouro
Professional

MS Office Access

Prof 2010(mst J1-1227-18 ot 08.10.2018 11.10.2021
KJIaCCOB)

MS Office Access

Prof 2013 (s J1-1227-18 ot 08.10.2018 11.10.2021
KJIaCCOB)

MS SQL Server

Management cBoOO0IHO pactpoctpansiemoe [10 0ecCpoYHO

Studio



https://urait.ru/bcode/422772
https://magtu.informsystema.ru/
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://urait.ru/bcode/414083
https://urait.ru/bcode/437667
https://urait.ru/bcode/437163
https://new.znanium.com/catalog/product/1011088
https://urait.ru/bcode/441287

MS Office Access

Prof 2016( s J-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)

Oracle My SQL

Workbench CBOOOJJHO pacHpocCTpaHsieMoe

Community 1o Oeccpormo
Edition

Oracle SQL CBOOOIHO pacIpoCTpaHsIEMOE

Developer 10 PACIPOETP Geccpomo
Oracle SQL CBOOOJIHO pacHpoCTpaHIeMOe

Developer Data o 6eccpoyHO
Modeler

LibreOffice CBOOOJHO PacIpoCTpaHsIeMOe 0eccpoyHO
MS Visual Studio |cBo60oaHO pacmpocTpaHsemMoe GeccpoUHo
Code 110

MS Visual Studio CBOOOJIHO PacHpoOCTpaHIeMOe

2017 Community o 6eccpoyHO
Edition

Adobe Reader CcBOOOJIHO PACIPOCTPAHAEMOE 0ECCPOUHO
MS Windows 10

Professional (must [[-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)

Bpaysep Yandex |[cB0OOOIHO pacmpocTpaHsIeMoOe 0ecCpoUHO
Bpaysep Mozilla |[cBOOOIHO pacHpocTpaHIeMOe

F?re}tioxp 1o pactpoctp 0eccpouHO
MS Visual Studio

2010 J1-1227-18 ot 08.10.2018 11.10.2021
Professional (mst o o
Kjacca)

FAR Manager CBOOOJHO paclnpocTpaHsIeMoe 0ecCpOUHO

IIpodeccuonanbHubie 0a3bl TaHHBIX U UH

OPMAIIMOHHBIC CIIPABOYHbIC CUCTEMbBI

Hassanue xypca

CchUIKa

DnexTpoHHas 0a3a MEPHOAMYECKHUX H3AaHUN
East View Information Services, OO0 «IBUC»

https://dlib.eastview.com/

Hanmonanshas mH(pOpManmoHHO-aHATUTHYECKAS
cucrema — PoccuMCKMI HMHIOEKC HAy4HOIO
muruposanus (PMHIL)

URL: https://elibrary.ru/project _risc.asp

[TouckoBast cucrema Axagemusi Google (Google
Scholar)

URL: https://scholar.google.ru/

Wudopmanmonnas cucremMa - EnuHOEe OKHO
J0CTyIa K MHQOPMaIIMOHHBIM pecypcam

URL: http://window.edu.ru/

denepanbHOE  rOCyIapCTBEHHOE — OHOJDKETHOE
yupexKIcHue «DenepaybHbIi UHCTUTYT
IPOMBIIIITIEHHON COOCTBEHHOCTUY

URL: http://www]1 .fips.ru/

Poccuiickas  T'ocymapcTtBeHHas — OMOIMOTEKA.
Karayoru

https://www.rsl.ru/ru/4readers/catalogues/

OnexkTpoHHBIE pecypcbl onbmuoreku MI'TY um.
['1. HocoBa

http://lib.magtu.ru/elektronnyj-
katalog

@enepanbHblii  00pa3oBaTEeNbHBIN  TOpTAT
OxoHoMuKka. Coronorus. MeHe pKMEHT

| http://ecsocman.hse.ru/

VYHuBepcuterckas HMH(OpMAIMOHHAs CUCTeMa
POCCHUA

https://uisrussia.msu.ru




MexaynaponHas
HayKOMETpHUYECKas
pedepaTtuBHas u

http://webofscience.com

MexnyHaponHas pedepaTuBHas
U_TIOJHOTEKCTOBAs CIIPaBOYHAsI

http://scopus.com

MexnyHapoaHas a . )
CAKAYHAPOLL Oas http://link.springer.com/
ITOJIHOTEKCTOBBIX JKYPHAIOB
MexnyaapoaHas KOJUIEKITAS .
AyHapon 1 http://www.springerprotocols.com/
HAYYHBIX IIPOTOKOJIOB (o)

MexnayHnaponnas 0a3a HayYHBIX
MaTEepUAJIOB B obnactu

http://materials.springer.com/

MexayHapoHas Oaza
CIPABOYHBLIX W3JAHUN IO BCEM

https://www.springer.com/gp

MexnayHnaponHas pedepaTuBHas
0a3a _JIaHHBIX IO _YHCTOH W

http://zbmath.org/

MexaynaponHas pedeparuBHas
W TIOJTHOTEKCTOBAas CIpaBOYHAs
0a3a JaHHBIX HaYYHBIX M3JAHMI

https://www.nature.com/siteindex

ApXUB  HAyuHBIX O KypHaJIOB
«HarmonanbHblii  3mekTpoHHO- |https://archive.neicon.ru/xmlui/
1HGbOPMAITMOHHBII

WNudopmanuonHas cucrema
HopmatuBHBIC TpaBOBBIE AKTHI,
OpraHU3alMOHHO-
pacnopsAUTENbHbIC
JOKYMCHTbBI, HOPMATHMBHBIC H

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-

informatsii

Nudopmarmonnas cucrema
bank JAHHBIX

YIpo3

"|https://bdu.fstec.ru/

9 MartepuajibHO-TeXHHYeCKoe o0ecneyeHue TUCIUIITINHBI (MOIYJIs)

MaTCpI/IaJII)HO-TeXHI/I‘IeCKOC obOecreyeHue JUCHUIINIMHBI BKJIIOYACT:

Jleknmonnas aymuropus

(aym. 2124, ayn. 226, 309a, aym. 365, ayn. 388 u T.1.)-

MynpTUMeInHBIE CPECTBA XpaHEHHS, IepeJaul 1 MpeACTaBICHUS HHPOPMALUU
Kommbrorepnsnii kmacc (ayn. 372, ayn. 245, ayn. 247, ayn. 144, ayn. 142 wu 1.0.) -

IIepconasbHbIE KOMIIBIOTEPHI C

IIO u BeixomOM B HMHTEpHET M JOCTYNOM B 3JIEKTPOHHYIO

nH(pOPMAITMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.
Aymutopusi ISl CaMOCTOATENBHOM pabOThl YUTANIbHBIE 3ajbl OubmuoTeku, ayn 132a -

[lepconanbHble KOMITBIOTEPHI C

ITIO u BbIXOmOM B MHTEpHET M JOCTYNOM B SJEKTPOHHYIO

MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCHUTETA.
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https://www.rsl.ru/ru/4readers/catalogues/
http://www1.fips.ru/
http://window.edu.ru/
https://scholar.google.ru/
https://elibrary.ru/project_risc.asp
https://dlib.eastview.com/

IMPUJIOKEHME 1
METOANYECKUE YKA3AHUA
[1O BBIIIOJIHEHHMIO ITPAKTUYECKMX PABOT

PexoMenganuy HampaBlieHbl Ha OKa3aHHE METOAWYECKOW MOMOIIM OOYYaroIIUMCS IMPHU
BBITIOJIHEHUH MPAKTUYECKUX 3aHSATUH.

[IpakTryeckoe 3aHsATHE — 3TO 3aHATHE, IPOBOJAUMOE 10/l PyKOBOACTBOM IPEIOAABATENS B
y4e0HOM ayquTOpuH (KOMIBIOTEPHOM KJIacCe YHUBEPCUTETA WU YUECOHOH CIEIUaIM3UPOBAaHHON
nabopaTopuu YHUBEPCUTETA), HANPABIECHHOE HA YIIyOJieHHEe HAy4YHO-TEOPETUUYECKUX 3HAHUN U
MOJIyYeHHUE MPAKTUUECKUX HABBIKOB PEIICHUS TUIIOBBIX U MPUKIIATHBIX 3a/1a4.

[lenbto MpakTUUECKUX 3aHATUH sBIsETCS (OPMHpPOBAHHE U OTPaOOTKA MPAKTUYECKUX
YMEHHH U HAaBBIKOB, HEOOXOAMMBIX B MOCJICAYIOIICH ACSITEILHOCTH 00YJarOIIUXCS.

OCHOBHBIMU 33J1a4aMH NPAKTUYECKUX 3aHATUH SBIISIFOTCS:

- yruyOlleHue YpOBHS OCBOCHHUS OOIIEKYIBTYpPHBIX W MPO(ecCHOHATBHBIX
KOMIIETCHITU;

- o0oOmieHne, cHCcTeMaTH3alus, yOIyOJIeHHe, 3aKpPEIUICHWE  MOJTYYCHHBIX
MPaKTUYECKUX 3HAHUHM M0 KOHKPETHBIM TeMaM JUCIHIUIUH Pa3INYHBIX IIUKIIOB;

- mnpuoOpereHne  OOy4yalOUIMMHCS YMEHMH W HaBBIKOB  HCIIOJIb30BaHUS
COBPEMEHHBIX TEOPETUUYECKUX 3HAHUM B PEHICHUH KOHKPETHBIX MPaKTUYECKHUX
3a/1ay;

- pa3BUTHE po¢eCcCUOHATBLHOTO MBILJIEHNS, npodeccuoHaNbHOM 151
MMO3HABaTEIbHON MOTHBAIIUH.

[lepeyenr TeM MpaKTUYECKUX 3aHATHH  ompenensercs pabodeil  MmporpaMMmoi
TUCHUTUINHBL. [I1aH mpakTUYecKUxX 3aHSATUN OTBeYaeT OOIIeH HAaNpaBJICHHOCTH JIEKIIMOHHOTO
Kypca ¥ COOTHECEH C HUM B MOCIEA0BATEIbHOCTH TEM.

CtpyKTypa MpakTHUYECKOTO 3aHSITHS BKIIIOUAET CIIEAYIONINE KOMIOHEHTHI: BCTYIUTEIbHAS
4acTh, OTBETHl Ha BOMPOCH OOYYAIOIIMXCS; MPAKTHYECKas YacTh; 3aKIIOYUTEIHLHOE CIIOBO
mpernogaBaresis. Bo BCTYNUTENBHOW 4YacTH OOBSBISCTCS TEMa TEKYIIETO IMPAKTHIECKOTrO
3aHATHUS, CTABUTCS €ro LeJd M 3aJaud, [POBEPSETCS MCXOAHBIM YpPOBEHb TOTOBHOCTHU
00yJaromuxcs K MPaKTUIECKOMY 3aHATHIO (BBITTOJHEHUE TECTOB, KOHTPOJIBHBIE BOITPOCHI | T.I1.)

Ha mpakTrueckoMm 3aHATHM TpenojaBaTeidb MOXKET HWCIOIb30BaTh pPa3HOOOpa3HbIC
oOpaszoBarenbHble TexHoJoruu (Metomel IT, pabora B komanme, case-study, mpoOiieMHOE
oOy4yeHue, y4eOHbIe AUCKYCCHUH U T.I.) IO CBOEMY BBIOOpY MMl JOCTHXKEHHS KauyeCTBEHHOTO
YPOBHS 00yUYEHHUS.

IIpaBuia no TexHuke 6€30MACHOCTH JJIA 00yYAIOIIMXCSA
NPH NMPOBeIeHNH MPAKTHYECKHX PadoT
Obwue npasuna:

1. TIlpakrtuyeckue paOOTBI TPOBOAATCS TOJ HaOmOAeHHEM mpenoaaBarens. K
BBITIOJTHCHHIO TIPAKTHYECKUX PAOOT 00YJArOIIHECs TOMYCKAIOTCS TOJIBKO TTOCTE TPOCTYITHBAHS
WHCTPYKTaXa MO TEXHHKE OE30MacCHOCTH, TMpaBWJIaM TOBEICHUS, MPOTUBOIMOXKAPHBIM MeEpaM B
KOMITBIOTEPHOM KJIacCe M CIEIUATH3UPOBAHHBIX JTA0OPATOPHUSIX.

2. OOyuaemblii JOIDKEH CTPOTO BBIMONHITH TMpaBUia TEXHUKH OE30MaCHOCTH U
CaHUTAPHO-TUTHCHWYCCKHE HOPMBI mpu  paboTe B  KOMIBIOTEPHBIX  KJaccaX H
CTICUATM3UPOBAHHBIX TA00PATOPUAX YHUBEPCUTETA.

HOpﬂI[OK BBINNOJTHCHUSA MPAKTHYCCKUX paﬁoT

ITpy OATrOTOBKE K BBHIMOJHEHUIO MPAKTUYECKUX paboT 00ydaromuiicst JOIKeH MOBTOPUTh
TEOPETUUECKUIN MaTepHall, HEOOXOAUMBIH JIsl BHIITOJHEHUS 3aJaHUH [0 TEKYIIEeH TeMe.

[TpakTuueckas paboTa BBHIIOIHAETCS KaX/IbIM 00y4JarOIUMCs CaMOCTOSTENLHO, COTIACHO
VHJVBHIyJIbHOMY 3aJJaHUIO.

OOyuaromuecsi, TNPOIMYCTUBIIME 3aHATHS, BBINOIHAIOT MpPAaKTUYECKHEe padoThl BO
BHEYPOYHOE BpEMsI.


https://bdu.fstec.ru/
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https://www.nature.com/siteindex
http://zbmath.org/
https://www.springer.com/gp
http://materials.springer.com/
http://www.springerprotocols.com/
http://link.springer.com/
http://scopus.com/
http://webofscience.com/

[Tocne BBIMONHEHUS KAXKIOW MPAKTUYECKOW pabOThl OOydYaroIUiCS JEMOHCTPHUPYET
pe3ynbTaT BBHITIOJHEHUS TPEToaBaTellio, OTBeUaeT Ha Bompockl. [IpemomaBarens OIEHUBAET
paboTy B COOTBETCTBHH C 33JaHHBIMU KPUTEPUSIMHU OIICHKH MPAKTUIECKUX PAOOT.

IIpaBuia opopmiieHus pe3yIbTAaTOB U OLIEHMBAHUS NPAKTUYECKOIl PadOThI

Pe3ynbTaThl BBIMOJHEHHON NPAaKTUYECKOH paboOThl OQOPMIISIOTCS B COOTBETCTBUU C
TpeOOBaHUSAMU K BBINOJTHEHNIO KOHKPETHOM pabOTHI.
[IpakTudeckas paboTa cuMTaeTCs BBINOJHEHHOH, ecin oOyuaromumiicss HaOpan Oa,
KOTOPBIN COCTABIISET MOJIOBUHY MaKCUMAJIbHOTO KOJIMYECTBA OalIoB.

Jlnist onileHMBaHUS PaOOTHI TIPUITATACTCS CIIEAYIONINE KPUTEPHH.
Oyenka «omauyHo» — paboTa BHITIOJHEHA B MOJIHOM 00BEME U 0€3 3aMEYaHHIA.
Oyenka «xopouio» — pabdoTa BBITOTHEHA MPABHIIBHO C YYETOM 2-3 HECYIIECTBEHHBIX OIIMOOK,
WCIPABIEHHBIX CAMOCTOSTEIILHO MO TPEOOBAHUIO MIPETIOIaBaATEIS.
Oyenka «yoosnemeopumenbHo» — padOTa BHIIOIHEHA TMPABUIILHO HE MEHEE YeM Ha IOJIOBHHY
WM JIOTIYIIEHA CYIECTBEHHAs OITNOKa.
Oyenka «Hey0os1emeopumebHo» — NONMYIIEeHBI 1Be (M 00Jiee) CyIEeCTBEHHBIE OIMMMOKHA B XOJIE
paboThI, KOTOphIE OOYyYaOIIMICS HE MOXKET MCIPABHUTH JaKe MO TPEOOBAHUIO MPEINOaBaTels,
wiK paboTa He BBIIIOJHEHA.



ITPHJIO)KEHMUE 2

METOANMYECKUE YKA3AHIMA 110 BBIIIOJIHEHNIO BHEAYIMTOPHBIX
CAMOCTOSTEJIBHBIX PABOT

Oo01Me nNoJI0KeH s

Hacrosmue meronumyeckue yka3zaHusi NMpeIHA3HAuY€Hbl [JIs OpraHMU3alKM BHEAyIUTOPHOMN
CaMOCTOSITENTbHONH paboThl 00yJaromUXCs U OKa3aHUsI MOMOIIM B CAMOCTOSTEILHOM H3yYeHHH
TEOPETUUECKOT0 U peanu3alii KOMIETeHINH 00yJaeMbIX.

JlaHHBIE METOAMYECKHE YKA3aHUSI HE SIBISIFOTCS Y4€OHBIM TTOCOOHMEM, TTOATOMY TIEpe T HauajioM
BBITIOJIHEHUSI CaMOCTOATENIBHOTO 3aJaHusl CIEAyeT HW3YYUTh COOTBETCTBYIOLUE pa3/elibl
JEKIIMOHHBIX 3aHATHH, MaTepHalioB 00pa30BaTEIILHOTO TOpTaja, pas3leioB OCHOBHOW U
JIOTIOJIHUTENILHON JIUTEpaTyphl, MPEJICTaBICHHBIX B MyHKTE 8. «Y4eOHO-METONUYECKOe H
nH(pOpMAITMOHHOE 00eCTICUeHNE TUCIIUTTUHBI (MOAyIs )» aanHou PTIJI.

esn u 321241 CAMOCTOATEIbHON PadOTHI

Lenp camocTosiTeNbHON pabOTBI — COJACIHCTBHE ONTHMAIbHOMY YCBOEHHIO Y4YeOHOro
Marepuaiga OOYYalOUIMMHCS, pPa3BUTHE MX IO3HABATEIbHOW aKTUBHOCTH, TOTOBHOCTH U
MOTPEOHOCTU B CaMOOOpa30BaHUU.

3agayu caMoOCTOATEILHON PadoThI:

- TOBBIIIEHHE UCXOJHOTO YPOBHS BIIaJIeHUSI UH()OPMALIMOHHBIMU TEXHOJIOTUSAMU;
- yriyOnieHue U cucTeMaTu3alus 3HaHU;
- IIOCTAHOBKA M PELICHHE CTaHIAPTHHIX 3aja4 MPO(eCCHOHAIBHON eI TeIbHOCTH;
- pa3BHUTHE PAOOTHI C PA3IMYHOMN IO 00bEMY W BUILy HHPOpMaLIHEH, yIeOHON 1 HAYYHOU
JINTEPATypPOH;
- IIPAKTUYECKOE NPUMEHEHUE 3HAHUN, YMEHUM;
- CaMOCTOSITEJIbHO HCIIOJIb30BaHHWE CTAaHAAPTHBIX MPOrPAaMMHBIX CpeICTB cOopa,
00pabOTKH, XpaHEHUS U 3aIIUTH HTHPOPMAITHH
- pa3BUTHE HABHIKOB OPTaHU3AIMU CAMOCTOSATENFHOTO yU4eOHOTO Tpy/Aa M KOHTPOJIS 3a
ero 3¢ heKTUBHOCTHIO.
Bunpsl BHeayqMTOpHOH CaMOCTOSATENbHOW paboTel W (OPMBI KOHTPOJII W BpeMs Ha
BBHITIOJITHEHHE Ka)/IO0TO BHJIA CAMOCTOATEIbHOW paboThl yka3zaHel B MyHKTe 4. «CTpykTypa U
COJIepKaHKe NUCUUILTMHBD ganHou PIT/I.

HOpﬂ}IOK BbIINOJTHCHHU A

[Ipu BBITONTHEHWH TEKYyIIEH BHEAYIUTOPHOW CaMOCTOSTENFHOW paboThl oOydaromemycs
CJIeyeT IPUIEPKUBATHCS CIEAYIOLIETO MOPSIKA JEHCTBHIN:

1) BHUMATEIBHO M3YYUTh COOTBETCTBYIOIINE TEOPETUUECKHUE Pa3IeNbl JUCIUILTUHBI, TTOJIb3YSICh

MaTepuaniamMu (JICKITMOHHBIMH, TTPE3ECHTAI[HOHHBIMH, ay/TN0-BH3YaTbHBIMU):

a) TMpenoCTaBIsIEeMbIMU MpenoaBaTeNieM Ha JEKIMOHHBIX 3aHITHSIX;

b) mpemocTaBiIIEMBIME MPETIOABATEIEM B paMKaX JIEKTPOHHBIX 00pa30BaTeIbHBIX KypCOB;

C) coIepKaUMHUCS B ydeOHUKaX W y4eOHbIX mocobusx DbC (ameKTpoHHO-OMOIHOTEYHBIX
CUCTEM), JIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA U MHTEPHET-PECYPCOB.

2) IlogpobHo pazoOpaTh TUIOBBIE MNPUMEPHI pEHICHHs 3a/lady, PACCMOTPEHHBIE B paMKax
ayIMTOPHON KOHTAKTHOM pabOTHI C MperoaaBaTeieM.

3) IlpumeHUTH MONy4YEHHBIE TEOPETUYECKHE 3HAHMS U MPAKTHUYECKHE HABBIKM K PEHICHUIO
WHAVBUIYAIBHBIX 33JJaHUH, K TIPOXOXKICHUIO KOMITBIOTEPHBIX TECTUPOBAHUH.

4) Ilpu HeoO6xomuMOCTH, cPOpPMHpPOBATH IMEpPEUYEeHb BOIMPOCOB, BBI3BABIIUX 3aTPyJHEHUS B
MPOIIECCe CaMOCTOSITENIbHON paboThl. OOCYIUTh BO3HUKIIKE BOMPOCH ¢ OOYyYAIONUMUCS
TpyNIbl, B paMKaX KOMaHJHO-TIPOEKTHOW paboThl, W C TMpernojaBareieM, B paMKax
KOHCYJIbTAIIMOHHOW TTOMOIIY, PEaIM30BaHHOM JIN0O B KOHTAKTHOW (popme, MO0 cpepcTBaMu
nH(popmMaImoHHO-00pa3oBareabLHOM cpeasl BY3a.



Kpurtepun onieHKH BHEayIMTOPHBIX CAMOCTOSITEILHBIX PadoT
KauecTBO  BBINOMHEHHMS  BHEAYJUTOPHOW  CAMOCTOSTEIBHOM  paboThl  oOyyarommxcs
OLIEHMBAETCS TOCPEICTBOM TEKYIIETO KOHTPOJI CaMOCTOSTEIbHOW paboThl O0ydaromuxcs C
UCTIOJIb30BaHUEM OaJUIbHO-PEUTUHTOBON CUCTEMBI.

B kadectBe (I)OpM TCKYIICI0 KOHTPOJIA IO AUCHUIINIMHEC HCIIOJIb3YIOTCA: MHAWBUAYAJIbHBIC
3aaaHus, ayIUTOPHBIC KOHTPOJbHBIC pa6OTBI, KOMITBIOTEPHOC TECTUPOBAHUE.

MakcuMalibHOE KOJIMYECTBO 0AJTOB 00YYAIOIIHMIICS TIOTydaeT, eCIIu:

- BBINOJIHAET WHAMBUAyAJIbHbIE 3aJaHUS B COOTBETCTBUU CO BCEMHU 3asIBICHHBIMH
TpeOOBaHUSIMU;
- JlaeT npaBUiIbHbIE (YOPMYIUPOBKU, TOUHBIE ONPEIECTICHUS, TOHSITHUS TEPMHUHOB;
- MOXeT 000CHOBaTh PALMOHAIBHOCTh PEILIEHHs TeKYyIEeH 3a1auun. ;
- 00CTOSATENBHO C JOCTATOYHON MOJTHOTOM M3JIaraeT COOTBETCTBYIOIUIYIO TEOPETUUECKHIMA
paszeir,
- NPaBUIBHO OTBEYACT HA JOIOJHUTEIBHBIE BOIIPOCHI IPENOJABATENsl, UMEIOIINE LENbI0
BBISICHUTH CTEIIEHb IOHMMaHUS UM JIaHHOT'O MaTepuaa.
50~85% oT MaKCUMAaJILHOTO KOJIWYECTBA 0ayI0B 00yYarOUIHICs MMOIy4aeT, ECIIH:
- HenosiHO (He MeHee 70% OT NOJIHOI0), HO MPABUJIBHO BBINOJIHEHO 33aHUE;
- IpU M3JIOKEHUH OBLIM JOMyIIeHbl 1-2 HeCcyleCTBEHHbIE OIIMOKH, KOTOpbIE OH
HCHPABIISET MOCTIE 3aMeYaHusl PernoiaBaTens;
- JlaeT npaBUiIbHbIE (POPMYIUPOBKU, TOUHBIE OIIPEEIICHHS, MOHATUS TEPMUHOB;
- MoOXeT 000CHOBaTh CBOM OTBET, IPUBECTU HEOOXOIUMBIE TPUMEPBI;
- NPaBWIbHO OTBEYAET HA JOIMOJHUTEJIbHBIE BOIIPOCHI MPENOIaBaTeNsl, UMEIOIINE LENbI0
BBISICHUTH CTEIIEHb IOHMMAaHUS UM JIaHHOTO MaTepuaa.
36~50% OT MakCMMaJIbHOTO KOJIMYECTBa 0aIoB 00yJaroIuIiics MOayYyaeT, eCIIu:

HenosHo (He MeHee 50% OT MOJIHOT0), HO MPaBUIIBHO U3JI0KEHO 33JaHHE;
IIpU U3JI0’KEHUH OblIa JomyiieHa 1 cylecTBeHHas ommnoka;
- 3HAeT W NNIOHMMAaeT OCHOBHBIE MOJIOKEHUS TaHHOW TEMBI, HO JIOITyCKAaeT HETOYHOCTH B
(bopMyIUpOBKE MOHATHH;
- W3JIaraeT BBINOJIHEHUE 3aJJaHUsl HEJOCTATOYHO JIOTUYHO U MTOCJIEN0BATENBHO;
- 3aTpyIHsAETCA IIPH OTBETaX Ha BOIPOCHI IIPENOIAaBATENIS.
35% u MeHee 0T MaKCUMaJIBLHOTO KOJTMYECTBA 0aJIOB 00YyYaIOLIHiCs OTyYaeT, €CIIu:

- HenoJyiHO (MeHee 50% OT MOJIHOTr0) U3JI0KEHO 33]IaHHUE;

- pH U3IOKEHUU OBUTM JOMYyIIEHBl CyllecTBeHHble omuoku. B "0" Oamnos
MIpPero/aBaTeib BIIPaBe OLUEHUTH BBHIOJHEHHOE O0y4YaloUIMMCs 3a/laHue, eClid OHO He
YIOBJIETBOPSIET TpeOOBaHUSIM, YCTAaHOBJIEHHBIM IIPENOAABATENIEM K JAHHOMY BHIY
paboThl WK HE OBUIO MPECTABICHO ISl IPOBEPKH.

CyMMma mosydeHHbIX OajUIOB 1O BCEM BHIAM 33JaHUN BHEAYJUTOPHON CAMOCTOSTEIHHOMN
paboThl COCTaBIIIET PEUTHHTOBBIN IMOKa3aTelb oOydaromerocs. PeWTHHIOBBIN IOKa3aresb
oOydaromierocss BIUSET Ha BbBICTABJICHWE WTOTOBOWM OIGHKH [0 pe3yiabTaTaM H3y4eHUs
JUCHUILTUHBIL.

[loka3arenn M KpuUTepuUW OLIEHUBAHUS IOJYYEHHBIX 3HAHUN IPEJCTaBIECHbI B IIyHKTE 7.0)
«O1LIeHOUHBIE CPENICTBA /ISl IPOBEACHUS IPOMEXKYTOUHOM arrectauun» nanHou PI1/I.






