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1 Ilesin ocBOeHMS TUCHMILIMHBI (MOTYJIS)

OO0mieit menpo AUCHUIUIMHBL «MeToabl MOHUTOPUHTa HH(POPMAITMOHHON 0€301MacHOCTH
ABTOMATU3UPOBAHHBIX CHUCTEM» SIBJISIETCSl TOBBIIIEHHWE HMCXOIHOTO YPOBHS BIAJICHUS WH-
(hOpMaIIMOHHBIMU TEXHOJIOTUSIMHU, JIOCTHUTHYTOTO Ha TPEABIAYIICH CTyNeHW oO0pa3oBaHUs, U
OBIIQZICHHE OOYYAIONIMMUCS HEOOXOIUMBIM W JIOCTATOYHBIM YPOBHEM NpO(heCCHOHATBHBIX
KOMIETeHIIMH B cooTBeTcTBUU ¢ TpeboBanmsimu @DPI'OC BO mno chnenwanbHOCTH
«MuadopmanonHas 0e30MacHOCTh aBTOMATU3MPOBAHHBIX cUCTeM». CIeluanbHBIMU IIEISIMU
JTUCITUTUINHBI «MeToabl MOHUTOPHHTAa MH(GOPMAIIMOHHON 0€301MacHOCTH aBTOMATHU3MPOBAHHBIX
CUCTeM»  SBISIFOTCS:  HM3Y4YUTh  apXUTEKTypy, (YHKIIMH, METOABl M  aJTrOPUTMBI,
OpPraHU3AIMOHHYIO CTPYKTYpPYy, TEXHOJOTHHM CO3JIaHHUS W TOTOBBIC ammapaTHO-IPOTPAMMHBIC
pElIeHUsT CHCTEM MOHHUTOpPHHTa WH(GOPMAIMOHHON O€30MacHOCTH aBTOMATH3MPOBAHHBIX
CHUCTEM; HAyYUTCs MPUMEHATh B MPOMBIIUICHHOCTH W CETEBBIX CPElax CHUCTEMBI YIIpaBICHUS
COOBITUAMU WHPOPMAITMOHHON 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM; BBITIOIHSITH aAyIUT
nHbODMATMOHHOI 0e30MmacHOCTH WHHODMAITMOHHBIX CUCTEM.

2 MecT0 TUCHMILUIMHBI (MOYJIsI) B CTPYKTYpe 00pa30BaTe/ibHOM MPOrpaMMbl

Huctunnuaa Metoasl MOHUTOpUHTa HHGpOpManoHHON Oe3omacHocTH AC BXOTUT B
BapHATUBHYIO YacCTh y4eOHOTO MjaaHa o0pa3oBaTeIbHON MPOTPAMMBEI.

Jis  W3ydYeHHs ~— JUCHUMIUIMHBI ~ HEOOXOMUMBI  3HaHHMS  (YMEHHS,  BJIAJICHUSA),
chopMUPOBaHHBIE B PE3yIbTATE U3YyUCHUS TUCIUILINH/ MPAKTUK:

Nudopmaruka

Opranuzanus 9BM U BIYUCIUTEIBHBIX CUCTEM

TexHuueckas 3anuTa HHPOPMAIHH

MogenupoBanue CUCTEM U MPOLIECCOB 3aIUTHI HHPOPMAIIH

OpranuzalilnoHHOE U IpaBoBO€ o0ecreueHrne NH(pOpMalnOHHON 0e301acHOCTH

besonacHocTs cereit OBM

MonenupoBanue yrpo3 nHGOPMAIMOHHON 0€30MacHOCTH

Yrpasnenue nHGOPMAITMOHHON 0€30MacHOCTHIO

3HaHus (yMEHHUs, BIaJIeHUs), MOJTyUYCHHbIE NMPU U3yUYEHUU NAHHOW NUCHUIUIMHBI OyIyT
HEOOXOUMBI JIJISl U3yUEHUS TUCITUTUINH/TIPAKTHK:

HayuHo-uccnenoparenbckasi pabora

[TonroroBka K 3aIuTe U 3alMTa BBHITYCKHON KBAIH(DPUKAIIMOHHOW pabOThI

[TonroroBka K caade u cada rocyJapCTBEHHOTO SK3aMeHa

[Tpon3BOACTBEHHAS-TIPEUIMITIOMHAS TIPAKTHKA

[TpousBoACTBEHHAA-NIPAKTHKA 1O TOJYYEHHUIO MPOPECCUOHATBHBIX YMEHHMH M OIBITA
poecCHOHANBHON e TEIILHOCTH

3 KomneteHniuu ody4yarwuierocs, popmupyembie B pe3yJjbTaTe 0CBOECHHSA

AUCUMIIMHBI (MOIYJISA) U IJIAHUPYEeMble Pe3yJbTaThl 00y4eHusl

B  pesymprare ocBoeHMs ~ AMCUMIUIMHBI  (Momyns) «MeTtoml  MOHHUTOpPHHTA
uHpopMarmonHoit 6e3omacHocT AC» oOydarommiics JOJDKEH 00Jafarh CIEeTYIOIUMU
KOMITETEHIIUSIMU:

CTpyKTYpHBIii [Tnanupyemsble pe3yabTaTbl 00y4eHUs
JIIEMEHT
KOMIIETEHIIUU

[TK-15 cnocoOHOCTHIO Y4acCTBOBATh B MPOBEACHUHN IKCIIEPUMEHTAIBHO-UCCIEA0BATENIbCKIX
padoT mpu cepTuUKaIMK CPEACTB 3aITUTH UHPOPMAITUH aBTOMATU3UPOBAHHBIX CUCTEM

3HaTh - CII0CcOOBI OpraHu3aluy aBTOMAaTH3UPOBAHHBIX CUCTEM;
- TTOJTXO/IBI K TIPOBEJICHUIO CEPTUPHUKAIINN CPEACTB 3aIINUTHI
nHGOPMAIIMOHHOM 0€30IacHOCTH;




YMeTh - COCTaBJIATh PETJIAMEHT UCIIBITAHUIN CPECTB 3alIUThI HHpOpMauu
aBTOMAaTU3UPOBAHHBIX CUCTEM;
Brnanets - HaBbIKaMU MPUMEHEHUs, crienuanuzupoBanHoro 110 s npoBeaeHus

MEPOIPHUATHI NPU cepTUPUKALIUU CPEACTB 3alIUTHl HH(pOpMaLuu

ABTOMATU3HUPOBAHHBIX CUCTCM;

I1K-17 cnocoGHOCTHIO MPOBOJUTH HHCTPYMEHTAJIbHBIII MOHUTOPUHT 3aLUIIIEHHOCTH

nH(pOpMaIUH B aBTO

MaTI/I3HpOBaHHOI>'I CUCTCMC U BBIABJIATH KaHAJIbI YTCUKH I/IH(i)OpMaHI/II/I

3HaTh

- IepeueHb UHCTPYMEHTOB JIJIsl TIPOBEICHUSI MOHUTOPUHTA 3aIUIIEHHOCTH
uH(bOpMaIH;

- 0a30BbIN (PYHKIIMOHAT MHCTPYMEHTOB JIJISl TIPOBEICHUS MOHUTOPUHTA
3alUIIEHHOCTH HH()OPMAIIHH;

YMeTh

- MPUMEHSATH TEXHUUECKHE CPEICTBA AJIsl POBEACHUS MOHUTOPUHTA
OECIIPOBOIHBIX CETEH;

- IPUMEHSATH TEXHUUECKHE CPEICTBA AJIsl MPOBEACHUS MOHUTOPUHTA
HpOBOJIHBIX CeTeﬁ HOCTpOGHHBIX Ha OCHOBC HeynpaBJ’IerMBIX
KOMMYTaTOpPOB;

Bnanets

- HaBbIKaMH pa6OTH C CricMaIu3upPOBAHHBIM IIPOI'paMMHBIM
obecrieucHEM AJId IIPOBCACHUSA MOHUTOPHHTI'A 3allIUIIICHHOCTHU

I/IH(i)OpMaI_[I/II/I B aBTOMaTHSHpOBaHHOﬁ CHCTEME,

[TK-24 cniocoGHOCTHIO 00ecieuuTh YPPEeKTUBHOE TPUMEHEHHE WH(OPMAITMOHHO-
TEXHOJIOTHYECKUX PECYPCOB aBTOMAaTU3UPOBAHHON CHCTEMBI C YI€TOM TpeOOBaHH
nH($OPMAIMOHHOI 0e30macHOCTH

3HaTh

- METO/IbI MTOBBIIIEHUS YPOBHsI 0€30MaCHOCTH 3a CUYET HACTPOIKHU TpaB
JIOCTYTIa K pecypcaM aBTOMaTU3UPOBAHHON CUCTEMBI,

YMeTh

- BBIIIOJIHATH PaOOTHI 10 ONTHUMHU3ALUHU CXEM YIIPABICHHS
ABTOMATU3MPOBAHHOM CUCTEMOM;

- BBISIBJIATH Y3JIbl aBTOMATH3UPOBAHHON CUCTEMBI, HE 00ecIieunBaroIre
TpeOyeMbIii ypoBeHb HH(GOPMAIIMOHHON 0€30MaCHOCTH;

Bnanets

- HaBbIKaMM OIIPCACIICHNA BO3MOKHBIX BEKTOPOB ATAKH Ha

ABTOMATU3HUPOBAHHYIO CUCTEMY,

[ICK-7.3 crtocoOHOCThIO TPOBOAMTH AYIUT 3AITUIIIEHHOCTH HHPOPMAITMOHHO-
TEXHOJIOTUYECKUX PECYPCOB PACIIPEICIICHHBIX WH()OPMAITMOHHBIX CHCTEM

3HaTh

- CI0COOBI MOTy4YeHUs: H(POpPMAITUU O BHYTPEHHEH CTPYKTYpe
HCCIIEAYEMOH PACIIPEECIICHHON CUCTEME;

-HauOoJee pacrpocTpaHEHHbIE TOUKH ISl HECAHKIIMOHUPOBAHHOTO BXOJa B
pacrpenesieHHYI0 CUCTEMY;

YMeTh

- IPOBOJUTD aHAIIN3 YA3BUMOCTEN PACIIPEACIEHHON CUCTEMBI;
- IOJTy4aTh HECAHKIIMOHUPOBAHHBIN JOCTYII K PECYpCaM paclpeaesIeHHON
CUCTEMBI;

Bnanets

- HaBbIKaMU MIPOTUBOACHCTBHS BHEIIHUM aTaKaM Ha PacIpeAcICHHYIO
UH(GOPMAITMOHHYIO CETh;




4. CTpyKTypa, 00béM N coaepkaHHe JMCHUILIUHBI (MOTLYJIsI)
OO6mast TpyIOEMKOCTh TUCHUIIMHBI COCTaBIIAET 5 3adeTHhIX eauHuI] 180 akam. 4acoB, B TOM
1217 (03) (N
— KOHTakTHas paborta — 89,1 akan. 4acos:
— ayquTopHas — 85 akajl. 4yacos;
— BHeaynuTopHas — 4,1 akaj. 4yacoB
— caMOCTOsITeNIbHAs paboTa — 55,2 akaj. 4acos;
— MOJrOTOBKA K AK3aMeHy — 35,7 akaj. yaca

<D0pMa arTecTaluu - 3a4€T, 9K3aMCH

3
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Tex. =] aTTecTaluu
3aH. 3aH. Y
1. BBemeHne B MOHUTOPHHT
AC
IloaroroBka k
MIPaKTHIECKOMY
3aHATHIO; TOUCK
JOTIOJTHUTEIHHON
1.1 Apxwurekrypa u HHPOPMAIIH TIO
GbyHKIMH CHUCTEM 3aJJaHHOM TeMe COMIHADCKOE IIK-15, IIK-
MOHHUTOpPUHTA 2 |2/1,51 |12/1,51 | 2,1 (pabora ¢ P 17, TIK-24,
N 3aHATHE
MH(}OPMALMOHHON O6ubmauorpaduaeckum IICK-7.3
0€30I1aCHOCTH. MaTepuanamH,
CIPaBOYHHUKAMU,
KaTaJoramu,
CIIOBapsIMH,
SHIIMKIIOTICUSMH )
8
IToaroroBka x
MPaKTHYECKOMY
3aHATHIO; TIOUCK
JIOTIOTHUTENIBHOM
. uHpopmaruu 1o
1.2 Mopay/ibHBIA TPHHIIAT N
HoeT Oégm CECT:MH 3alaHHOU TeMe CemuHapckoe MK-15, IK-
p N 3 3 315U | 3 (pabota c 3aHsTHE, ycTHBIN | 17, TIK-24,
nH(OpMaITOHHOH
onbmorpaduaeckum ompocC TICK-7.3
0€301acHOCTH.
MarepHuaIaMu,
CIPaBOYHUKAMH,
KaTaJIOTaMH,
CJIOBApSIMH,
SHIUKJIONETUSIMHU )
Hroro mo pasaeny 5 |15/1,5U1 | 531 | 5,1
2. Monwurtopunr b AC




Co3aHue TECTOBOM

2.1 Wnentuduxanus
nmoJib3oBaresiel, Tpaduka, AC, ee CeMuHapckoe IIK-15, IIK-
MIPUIIOKEHHH, MTPOTOKOJIOB 3 |3/1,54 |3/1,51 | 3 KOHUIYpaI. 3aHsTHEe, ycTHBIN | 17, TIK-24,
U CXeM HCIIOJIb30BaHUS OTCHS)KHBafI i orpoc I1CK-7.3
JercTBuit
pecypeos. nosp3oBareneit AC.
2.2 Orpannienue 8
JoCTyma "
HCIOJIb30BAHUSL  PECYPCOB Kongurypauus npas CemuHapckoe [IK-15, TIK-
Ha ypOBHE IMOJIb30BATEI, 3 3 31,5 | 4 . 3ansTue, yctueit | 17, I1K-24,
nosnb3oBareneit AC
NpOTOKONA, CepBHCAa U orpoc IICK-7.3
npuoxkeHus.  M3omsnus
TOJIH30BATENICH, CEPBUCOB
Uroro no pasneny 6 |6/1,5U | 6/3U 7
3. CpencrBa mouutopunra Ub
AC
3.1 IMpumenenue
CIIELIMAIU3UPOBAHHBIX ITon6op, onucanue, [IK-15, ITK-
IUCTPUOYTHBOB Linux 3 3 315M | 4 JKCIIEpTHAsI OLIEHKA | YCTHBIA ompoc 17, TIK-24,
ISt CO3JIaHusA APM caiitoB nTepuer TICK-7.3
CHCTEeMBl ~ MOHHTOpHUHTa| §
32 Vcramoska  u 3;";?:;;;2; HpocKTHELC IIK-15, TIK-
gﬁpﬁﬁi Z/:LHCTpH6yTHBa 3 3 3/1,51 | 3,95 ,I[I/ICTpI/I.GyTI/IBa Kali paboTs: 11_7[,(32534,
Linux 2.
HWtoro no paszeny 6 6 6/31 17,95
Hroro 3a cemecTp 17 |17/31 | 17/91 |20,05 3auér
4. AymuT TIpOBOJHBIX CeTel
Hacrpotika
KOMMYyTaTopa Ha
3epKaIUpPOBaHUE
4.1 CriocoObr Tpadduka Ha 3amrra mpoexTa IIK-15, TIK-
opraHu3aun 2 2/1,51 | 5,2 3a/laHHBIN y3€ell. . > | 17, TIK-24,
3epKalupoBaHus Tpa(uka. 3epkanaupoBaHue YCTHBI onipoc I1CK-7.3
Tpaduka
9 nocpeactsoMm ARP-
UHBEKIUH
Kondurypuposan ue
42 CriocoGst N1aTePHOB TTK-15, TIK-
OOHapyXeHHs YTrpo3 IIo 3 315M | 6 AKTHBHOCTH ITpH 3amHTavaoeKTa’ 17, I1IK-24,
CeTEeBOI aKTUBHOCTHU TTOMOIIH CPEAICTB | YCTHEIH OMpOc TICK-7.3
quctpudyTuBa Kali
Linux
Wroro nmo pasnemy 5 531 11,2
5. Aymur  OecnpOBOIHBIX
ceTeil
5.1 Ilomyuenue nocrtyma| 9 3 3/1,sU | 6 |Ananus panuouactoT| 3ammra npoekra, | ITK-15, TIK-
K OecrpoBOJHON ceTH JUIS BBISIBJICHUS YCTHBII OIIPOC 17, TIK-24,
KaHaJIOB 3aHATHIX I1CK-7.3

uccriexyemon oec
-IIPOBOJTHOM CETHIO.
Brinonnenue ataku
Ha CETh C LIEIbI0
MOJTYYCHUS
Xeuehka.




AHanu3 akKTUBHOCTH

5.2 CriocoOsr Ha paInouacToTax f o oo o [K-15, TIK-
MPOTUBOJACHCTBHS aTaKkaM 3 3 6 3aHATBIX (I:Iimﬂﬁ (I))n oc > 17, TIK-24,
Ha OeCIpOBOJIHYIO CETh OecIIpoBOIHOM M P I1CK-7.3
CETBIO
Wroro no pasneny 6 6/1,511 | 12
6. Aymut Web-pecypcos
Anamz HTML xopna.
IIpoBepka
6.1 Aymut CpencTB TPOCTEHILIHX 3amuTa mpoekTa TIK-15, TIK-
- mayﬁﬁ pest 3 35U | 6 oGOk mpu ifimﬁ é’n | 17, mK-24,
pH3at KOHGUI'YypUPOBaH UU y P IICK-7.3
CTpaHUIIBI
ABTOPH3AIHH
IIpumenenne
OCHOBHBIX THIIOB
6.2 3ammra ot SQL 3 3 595 SQL-unxekuuu Juid | 3amuTa npoexTa,
WUHBEKINI ’ MOTyYEeHUs] IOCTYMa | YCTHBIA Ompoc
JaHHBIX
ABTOPH3AIHN
Uroro mo pazneny 6 6/1,51 | 11,95
7. OK3ameH
7.1 Dx3ameH Tonroroka k OK3aMeH
9K3aMEHY
7.2 BKPH Hogrorosxa YCTHBII OIIpPOC
BOITPOCOB
HUrtoro o paszzmeny
HUroro 3a cemectp 17 17/611 |35,15 9K3aMeH
MK-15,I1K-
Hroro mo AMCHUILUIMHE 34 | 17/31 |34/151] 55,2 3auert, sk3amen |17, I1K-

24,I1ICK-7.3




5 O6pa3oBaTe/ibHbIC TEXHOJIOTHH

Jns  peanuzanuu  OpeIyCMOTPEHHBIX BHMJIOB yuyeOHOW paboOThl B  KayecTBe
00pa3oBaTeNbHbIX TEXHOJOIMH B TNPENOJaBaHUM AUCHUIUIMHBI «TE€Opus HHGPOpMALUN»
HCIIOJIB3YIOTCSl TPAJULIMOHHAS U MOJYJIbHO-KOMIIETEHTHOCTHAsI TEXHOJIOTHH.

Peanuszanus KOMIIETEHTHOCTHOTO IIOAXOAA IPEAYCMaTpUBAET HCIOJIb30BaHUE B
y4e0HOM IIPOIECCe aKTUBHBIX M WHTEPAKTHBHBIX ()OPM TNPOBEACHUS 3aHATHA B COYCTAHUH C
BHEAyMTOPHOU pabOTON C 1enabl0 (OPMHUPOBAHUS M Pa3BUTHs NMPO(EeCcCHOHATbHBIX HaBBIKOB
00yJaromxcsl.

[Ipu npoBeneHun y4eOHBIX 3aHATUH TNpenojaBaTeNb OOECIEUMBAET pa3BUTUE Y
00y4JaroIINXCsl HAaBBIKOB KOMaHIHOW pabOTHI, MEXIMYHOCTHOW KOMMYHUKAIMH, TIPUHSTUS pe-
LICHUH, JIMACPCKUX Ka4eCTB IOCPEACTBOM IPOBEACHHUS MHTEPAKTUBHBIX JIEKIMM, IPYNIOBBIX
JTUCKYCCHUH, pOJIEBBIX Wrp, TPEHUHIOB, aHajdW3a CUTyalud, yuyera 0cOOEHHOCTEH
po¢eCCHOHAIBHON JIeITEbHOCTH BBIITYCKHUKOB U MOTpeOHOCTel paboTonareneil.

@opMbI Y4eOHBIX 3aHATHIA C HCIIOIB30BAHUEM TPAIUIIMOHHBIX TEXHOJIOTHIA:

* 0030pHBIE JIEKIMH — [ paccMOTpeHHMs oOmux BompocoB MWHpopmatuku u
WH(POPMAIIMOHHBIX TEXHOJIOTHH, Il CUCTEMAaTH3alllU U 3aKpEIUICHUS 3HAHW;

* UH(OpPMALIMOHHbIE — JJIi O3HAKOMJICHHS C TEXHHUUECKHMH CpPEACTBAMH pealn3aluu
WH(POPMAIIMOHHBIX TPOLIECCOB, CO CTaHAAPTAMU OPTaHU3ALMHN CETEH, OCHOBHBIMH INPHEMaMHU
3alUThl MHGOPMAIMK, U IPYToi CIipaBOuYHON MH(pOpMaLMei;

¢ JICKOUU-BU3yAJIM3allU — [JII HABIAHOIO MNpPCACTaBJICHUA CII0co00B PCIICHUA
AITOPUTMHUYCCKUX U (YHKIIMOHAJIBHBIX 3a/1a4, BU3yaJTH3allMK PE3yJIbTAaTOB PEIICHUS 3a]1ay;
» Cemunap.

* [IpakTiueckoe 3aHATHE, TOCBALIEHHOE OCBOCHHIO KOHKPETHBIX YMEHUI U HaBBIKOB 110
IPEIJIOKEHHOMY QJITOPUTMY.

@opMbl y4eOHBIX 3aHATHH C MCIIOIb30BAHUEM TEXHOJIOTMH MPOOIEMHOTO 00y4eHUs:

[IpoOneMHass nexkuuss — U3JIOKEHUE Marepuasa, MperoNaraiolee MOCTaHOBKY
NpoOJEMHBIX M JUCKYCCHOHHBIX BOIIPOCOB, OCBEIIEHHE pA3IMYHBIX HAy4YHBIX MOJXOOB,
aBTOPCKUE KOMMEHTApUHU, CBA3AHHBIE C PA3IMYHBIMU MOJEISIMHU MHTEPHPETALUU H3y4yaeMoOro
Mmarepuasia

npobsieMHast - s pa3BUTUS HCCIENOBATENbCKUX HABBIKOB M HM3Y4YEHHS CIOCOOOB
peleHus 3aaad.

JEKIUU C 3apaHee 3alUIAaHWPOBAHHBIMU OLIMOKAaMM — HallpaBJICHHbIE Ha IIOHUCK
OOy4aloLIMMHUCA  CHHTAKCHMYECKUX M aJrOPUTMUYECKMX  OIIMOOK  MpH  pEIIeHUH
AITOPUTMHUYECKUX W (DYHKIIMOHATBHBIX 3a7ad, C TMOCIEAYIONIeH AUArHOCTHKOW CITyIaTenei u
pazbopoM ClIeTaHHBIX OUTHOOK.

[TpakTHueckoe 3aHsATHE B (QopMe MNpaKTHUKymMa — OpraHus3anus y4yeOHOH paboThl,
HalpaBJIeHHasi Ha pelleHHe KOMIUIEKCHOM yuyeOHO-IO3HAaBaTeNbHON 3ajaud, TpeOyromei ot
oOydJaromierocss TPUMEHEHUs KaK HayYHO-TEOPETHUYECKMX 3HAHWHA, TaK W TNPAKTHYECKUX
HaBBIKOB.

[lpakTHyeckoe 3aHATHE HAa OCHOBE Kelic-MeToma — OOydeHHe B  KOHTEKCTE
MOZEIHPYEMO CHUTYyaIHH, BOCITPOHM3BO/SIIICH peajbHbIe yCIIOBUS Hay4YHOI,
IIPOU3BOCTBEHHOI], 0011eCTBEHHON NESITEILHOCTH. Ooyuarommuecs JOJKHBI

[IPOaHAIU3UPOBATh CHUTYallUIO, pa3o0paTbcs B CyTH MpoOJeM, NPEATOKUTh BO3MOXKHBIE
pemieHUst W BBHIOpaTh Jsyumee W3 HHUX. Keiichl 0azupyloTcst Ha peasbHOM (aKTHIECKOM
Marepuase Wi ke NPUOIMKEHb K pealbHON CUTyalluu

@opMbl y4eOHBIX 3aHSATHIA C HCIIOIB30BAHUEM UTPOBBIX TEXHOJOTHIA:

VYuyebHast urpa — QopMa BOCCO3JaHMSA MPEAMETHOIO M COLMAIBHOTO COJAEpYKaHHS
Oymymieli npodecCHOHAIBHON JESITeNbHOCTH CIEIHMATNCTa, MOAEIHPOBAHUS TAKUX CHUCTEM
OTHOILIEHUH, KOTOPBIE XapAKTEPHBI JJIs 3TOW NEATENBHOCTU KaK LENOro.

JlenoBas urpa — MOAETUPOBAHUE PA3INYHBIX CUTyallUi, CBA3aHHBIX C BBIPAOOTKON M
IPUHATHEM COBMECTHBIX PELICHUH, 00CYKIEHHEM BOIPOCOB B PEXHME «MO3TOBOIO HITypMay,



TexHOMOrMHM MPOEKTHOTO 00yUEHHS

TBopueckuif TpoeKT — Yy4yeOHO-TMO3HABATENbHAS JESATENBHOCTh OOydaroluxcs
OCYLIECTBIIIETCS B paMKaxX PaMOYHOTrO 3aJaHMsl, IOJUUHSAACH JIOTUKE U MHTEPECAM YYaCTHUKOB
MPOEKTa, aHPY KOHEYHOTo pe3yibTara (raseTra, (QWIbM, Mpa3JAHUK, H3/aHUE, IKCKYpCHS,
MOJrOTOBKA 3a/1aHUI KOHKYPCOB U T.II.).

NupopMalimoHHbIil MpPOEKT — Yy4eOHO-TMO3HABATENbHAS JESATENBHOCTh C  SPKO
BBIPQKEHHOM  HBPUCTHYECKOW  HAMpPABICHHOCTHIO (MOMCK, OTOOp M  CHCTEeMaTH3alHs
nH(pOpMaIMU O KaKOM-TO OOBEKTE, 03HAKOMJIEHHE YYAaCTHUKOB MPOEKTa ¢ 3TOM MH(popmMaluen,
ee aHaJuu3 U 0000IIeHre Ui pe3eHTaluu 0osee MIMPOKOH ayIuTOPHH).

6 YueOHO-MeTOANYECKOE O0eciedeHHe CaMOCTOATEIbHOI padoThl 00y4aOIINXCS
[IpencraBneno B npuiioxeHuu 1.

7 OueHo4YHbIe CPEACTBA JJIsl POBEIeHUs MPOMEKYTOYHOM aTTecTAlNK
IIpencraBieHbl B IPUIIOKEHUH 2.

8 VYueOHo-MeTOmMuUeckoe H HHpoOpPMAUMOHHOEe o0ecneyeHre UCHMILIMHBI

a) OcHoBHas1 TUTepaTypa:

1. BnykoB, A.A. 3amura wuHpopMmamuu: ydeOHOe TmocoOme [JIi  BY30B /
A. A. BuykoB. — 3-e¢ um3a., mepepab. u gom. — Mocksa: MsnarensctBo HOpaiit, 2020. —
161 c. — (Bwiciee ob6pazoBanme). — ISBN 978-5-534-07248-8. — Tekcr: 31eKTpOHHBIN //
OBC IOpaiit [caiiT]. — URL: https://urait.ru/bcode/422772 (nara obpamenus: 27.04.2020).

aBTOMAaTU3UPOBaHHBIX cuctem: Monorpadus / Jymkun A.B. - Boponex:Hayunas
kaura, 2016. - 76 c. ISBN 978-5-4446-0902-6. - Tekct : osnekrpoHHbid. - URL:
https://new.znanium.com/catalog/product/923295 (mara obpamenus: 27.04.2020)

0) lomosiHUTEIbHAS JINTEPATYpa:

1. Kosanes, JI. B. Undopmarmonnas Oe3zomacHocTh: YueGHoe mocobue / Kopanes
I.B., bormanosa E.A. - PocroB-na-Jlony:FOxupiii Genepanpubiii yausepcutet, 2016. - 74 c.:
ISBN 978-5-9275-2364-1. - Teker : 3JIEKTPOHHBIN. - URL:
https://new.znanium.com/catalog/product/997105 (nara obpamenus: 27.04.2019)

2 bapankoBa U. U. Teopuss unpopmanuu. KomupoBanue [DnekTpoHHBIH pecypc] :
yueb-noe nocooue / U. . bapankoa, M. B. Konosanos ; MI'TVY. - Marautoropck : MI'TY,
2017. - 1 3JIEKTPOH. OIT. JIACK (CD-ROM). - Pexum JOCTyna:
https://magtu.informsystema.ru/uploader/fileUpload?

name=3313.pdf&show=dcatalogues/1/1137756/3313.pdf&view=true . - MakpooObekt. - ISBN
978-5-9967-1073-17..

*PEXUM [MTPOCMOTPA MAKPOOBBEKTOB
1. IlepeiiTi o aapecy 3aeKTpoHHOTO Katanora https://magtu.informsystema.ru
2. IIpoussectu aBTopuzanuio (Jlorun: Uurarens1 ITapons: 111111)

B) MeToauyeckue yKazaHus:
[IpencraBiieHbl B IPUIOKEHUHN 3

r) lIporpammHuoe o0ecnieuenne u UHTEpHET-peCcypChI:

IIporpammuoe obdecneyeHue

Cpok nerictBus

Haumenoanue [10 Ne norosopa
JULEH3UHI



https://urait.ru/bcode/422772
https://magtu.informsystema.ru/
https://magtu.informsystema.ru/uploader/fileUpload?name=3313.pdf&show=dcatalogues/1/1137756/3313.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3313.pdf&show=dcatalogues/1/1137756/3313.pdf&view=true
https://new.znanium.com/catalog/product/997105
https://new.znanium.com/catalog/product/923295

MS Windows 7 Professional(uis) 7 1557 18 o1 08.10.2018 11.10.2021
KJIACCOB)

MS Office 2007 Professional Ne 135 ot 17.09.2007 0eCcCpOYHO
12%81 3?;§EGK§;‘;{;";)PrOf J1-1227-18 ot 08.10.2018 11.10.2021
NotePad++ cBoOoHO pacnpoctpansiemoe [10 6eccpouHo
7Zip cBOOOIHO pactpocTpansiemoe 110 OeccpouHo
LibreOffice cB0OOIHO pactpocTpansiemoe 110 OeccpouHO
MS Visual Studio Code cB0OOHO pacnpocTpansiemoe [10 0ecCpovYHO
Adobe Reader cB00OHO pacnpocTpansiemoe [10 0ecCpovYHO
Bbpayzep Mozilla Firefox cBOOOAHO pacmpocTpansemoe 110 OeccpouHo
Bbpayzep Yandex cB00OOIHO pacnpocTpansiemoe [10 0eCcCpOYHO
FAR manager cB0OOHO pactpocTpansiemoe 110 OeccpouHO

Hpodwccnona.ﬂbﬂble 0a3bl JaAaHHBbIX U nndmpMaunomﬂ,le CIIPaBOYHBbIC CUCTEMBI

HasBauue xypca

CchUIKa

[Touckosas cucrema Axkanemus Google (Google Scholar)

https://scholar.google.ru/

HanumonaneHass wnH(pOpMalMOHHO-aHAUTUYECKAasT CUCTEMA —

Poccwuiickuit nnaexc Hayanoro rutupoBanus (PUHLI)

https://elibrary.ru/project r

1SC.asp

Nudopmarmonnas cucremMa - EauHOe OKHO JoCTyma K

MH(OPMAITMOHHBIM pecypcam

URL:
http://window.edu.ru/

denepanbHOe TOCYIAPCTBEHHOE OIOHKETHOE  YUPEKIECHUE
«DenepantbHblii HHCTUTYT MPOMBIIIIEHHON COOCTBEHHOCTID)

URL: http:// www]1 .fips.ru/

QenepanbHas chayk0a MO TEXHUYECKOMY U HKCHOPTHOMY
KOHTPOJTIO

URL: http://www.fstec.ru/

@denepalibHOE areHTCTBO MO TEXHUYECKOMY PETyIMPOBAHUIO U
METPOJIOTUH

URL:
https://www.rst.gov.ru/port

al/gost

9 MaTepHuajibHO-TEXHHYECKoe o0ecneuyeHue TUCIUIIIMHBI (MOIYJIsl)

MaTepI/IaJ'II)HO-TeXHPILIGCKOG obecreyeHue JUCIHUITIIIMHBI BKIIFOYACT:

JlekimoHnHas ayauTopuu:



https://www.rst.gov.ru/portal/gost
https://www.rst.gov.ru/portal/gost
http://www.fstec.ru/
http://www1.fips.ru/
http://window.edu.ru/
https://elibrary.ru/project_risc.asp
https://elibrary.ru/project_risc.asp
https://scholar.google.ru/

MynpTUMeIMitHBIE CPEICTBA XPAaHEHHS, NTepejaul U MpeACTaBICHUs HHPOPMAITUH.
KommnsrorepHslii kiacc:

IlepcoHanbHbIE KOMIIBIOTEPHI C ycTaHOBIEHHBIM [10.

AyauTopun 1Ji CaMOCTOSITEIbHONU padoThI

IlepcoHanbHbIE KOMIIBIOTEPHI C ycTaHOBIEHHBIM [10.



[MPMJIOXEHMUE 1

[Io pmucuumianae «MeToapl  MOHHMTOpPHHTa  MH(GOPMAIMOHHON  0€30MacHOCTH
ABTOMATU3MPOBAHHBIX CUCTEM» NIPENYCMOTPEHA ayAUTOPHAs U BHEAYAUTOPHAs CAMOCTOSTEIIbHAS
paboTta 0OyJaroIIIXCsl.

AymutopHas camocToATeNbHas paboTra OOyuaromMXcs MpEanojaraeT perieHue
KOHTPOJIBHBIX 33124 HA TPAKTUYECKUX 3aHATHUAX.

AymutopHas caMmocTosiTeNbHas paboTa oOyyaromMxcs Ha TMPAKTHUECKUX 3aHATHAX
OCYILIECTBIIIETCS IO/ KOHTPOJIEM INpENojaBaTesis B BUAEC PELICHWS 3a4ad W BBIIOJHEHUS
yIpakHEHHH, KOTOpbIe ONpeeisieT IpenogaBarelib A1 00yJaronnxcs.

BueaymuropHas caMmocTosTenbHas paboTa OOydaroluXcsi OCYIIECTBISIETCS B BUIE
U3yUYCHHS JIUTEPATYPhI IO COOTBETCTBYIOIIEMY pa3zeiy ¢ MpopaboTKoil MaTepHaa; BHIIOIHEHUS
JOMAIIHUX 3aJaHUM, MOJIrOTOBKM K ayAUTOPHBIM KOHTPOJBHBIM paboTaM U BBIIOJHEHUS
JOMAIIIHUX 3aJJaHUl ¢ KOHCYJIbTAllUsMHU IIPENoaBaTeIs.

[IpumepHBI HHAMBHUIyaIbHbIE JOMAITHAE 3a1aHUS

Monyis 1-6

W3 umeronumxcsi ceTeBbIX YCTPOUCTB CKOH(UTYPUPOBATh JOKAJIBHYIO CETh C 3a/laHHBIMU
napameTpamu 0e30MacHOCTH.

PamxxupoBath npasa 10CTyna MoJIb30BaTENIEH CETH

Boinonuuts HacTpoiiky APM s poBeieHNs MOHUTOPHUHTA CETEBOM aKTUBHOCTH

[Tpu nomomu Wireshark BINONHUTE 3amKch 1aMIIOB NMAKETOB JaHHBIX MOJIYUYEHHBIX MPH
3epKaJIupOBaHUU TpaduKa.

BrinosHuTh CkaHUpOBaHUE paguodactoT ctanaapra 802.11

OnpenennuTte UCCIEYEMYIO CETh U BBIIIOJHUTH €€ aHAJIN3.

[Tpn noMonM yTUINTHEI NMap BBIIOJIHUTH CKAHUPOBAHKE 33JaHHOTO y3J1a.



[Ipunoxenue 2
a) Ilmanupyembie pe3ynbTaTbl OOyY€HHUS U OLIEHOYHBIE CpEACTBA JJsi IMPOBEICHUS
IIPOMEKYTOYHON aTTECTALUU:

=

CTpyKTypHb
JIIEMEHT
KOMIICTCHITUH

[Inanupyemsblie pe3ynbTaTsl
o0y4yeHus

OneHouHble CpeacTBa

[TK-15. CriocoGHOCThIO y4acTBOBATh B

MIPOBCACHNU SKCIIEPUMEHTAIbHO-HUCCICI0BATCIILCKUX

paloT npu cepTH(UKALUU CPEJICTB 3AIUTHI HHPOPMAIIMH aBTOMATU3UPOBAHHBIX CHCTEM

3HaTh - cmocoOsl opraHm3aruu | 1. JlerieHTpasiM30BaHHBIE  aBTOMATH3WPOBAHHBIC
ABTOMATHU3HPOBAHHBIX CHCTEMBI.
CUCTEM; 2. I'omorennbie u TeTEPOTreHHbIE
- TIOJIXOMBI K TIPOBEACHUIO | aBTOMATU3HPOBAHHBIC CUCTEMBI.
ceprudukanmu  cpeAactB | 3. Cucrema ceptuduxarun @CTIK Poccun.
3aIUTHI 4. Tlopsaok mpoBeneHUs: CepTH(UKAINH CPEICTBa
nH(pOpMAITMOHHON 3aIuTHl HHGOPMAITHT
0€30IacHOCTH; 5. CeprudukalliOHHBIE HUCHBITAHUS  CPEJICTBA

3aIuThl HHGOPMAITIHT

YmeTh - cocraBisaTh peryiameHT | [lo 3asBIEHHBIM XapaKTEPUCTHKaM OMpPEIEIUTh
WCTIBITAHUN CPEICTB | SIBISIETCS TU CPEICTBO MOUICKAIINM CepTUUKAIIH
3aIUTHI nH(GOpPMaIUH | U OTIPEIETUTDH MepeUeHb TPeOYEMBbIX HCTIBITAaHH.
ABTOMATHU3HPOBAHHBIX
CUCTEM

Bnagers | - HaBbikamu mnpuMmeHeHHs | [Ipy momomu yTwiauThl aircrack-ng BEITIOTHHUTH
CHEIHATU3UPOBAHHOTO aHaJM3 paguodyactor B jauanazoHe 2.4 rlm.
[0 s mpoenenus | OnpenenuTs KOMUYECTBO OECHPOBOJHBIX CETEH U
MEpPOIPHUATHIHA IpU | KOJIMYECTBO YYACTHUKOB 3TUX CETEH.
ceprudukanuu  cpencts | [Ipuy  momomm  Metasploit  mpoBectH — ayaut
3aIUTHI uHpopMauu | 6e30MaCHOCTH CTPAaHUIIA ABTOPU3ALIMU POyTEpa.
ABTOMATHU3HPOBAHHBIX
CHUCTEM;

[1IK-17. CnocoOHOCThIO MPOBOAUTH HHCTPYMEHTAIBHBI MOHHUTOPHUHT 3alHIEHHOCTH

I/IH(i)OpMaHI/II/I B aBTOMaTI/I3I/IpOBaHHOI7I CUCTCMC U BBIABJIATH KaHAJIbBI YTCUKH I/IH(l)OpMaHI/II/I

3HaTh - IIEpEYEHb MHCTPYMEHTOB | 1. PexXuMBbI CKaHUPOBaHUS CETEH.
TUISL nposeneHus | 2. CriocoObl omnpeieneHns: onepaoHHON CUCTEMBI
MOHUTOpPHHTA Ha UCCJIENYEMOM Y3JIE.
3alIUIIEHHOCTH 3. UuctpymenTs 11 nposenenus MITM araku
uH(popMaIuy; 4. MactpymenTsl uis npoBeneHus bruteforce.

Ymers - IPUMEHATH TeXHUUeckue | OnpenesnuTe  IOPOTOKOJ,  MUCHOJB3YEMBIH  AJIs
CpelCcTBa Ul MPOBEACHUS | ABTOPU3ALNUH YYACTHUKOB CETH.
MOHMTOpPHHIA Bemmonuute ataky Pixie Dust. Omnpenenutsb

OEeCTIPOBOIHBIX CETEH;

- MIPUMEHATh TEXHUYECKHE
CpeacTBa JUIsl IPOBEICHMUS
MOHHUTOPHUHIA TPOBOIHBIX
ceTedl IIOCTPOCHHBIX Ha
OCHOBE  HEYIPaBISAEMbIX
KOMMYTaTOpOB;

IPUYUHBl IO KOTOPBIM aTaka MpoIlja YCHELIHO.
[IpennoxuTh MephI 0 YBEIUYEHUIO 3aLIUILEHHOCTH
YCTpPOMCTBA.

BreinonHuTh ataky Ha poyTep € aBTOpU3alUed II0
nporokory WPA2. OmnpenenuTh NPUYMUHBI 110
KOTOpBIM araka mnpouuia ycremso. IIpemnoxurs
Mepbl 0 YBEJIMYEHHIO 3aLUILEHHOCTH YCTPOICTBA.




Bnaners | - HaBbikamMu pabotel c | IIpoBecTr KOMIUIEKCHBIN T€CT BEIOPAHHOTO y3J1a IPU
CHEIUaTU3UPOBAHHBIM MOMOIIM MHCTPyMeHTOB auctpuOytuBa Kali Linux
IIPOrpaMMHBIM 2.
oOecrieueHruEM TUTS
MIPOBEICHUS] MOHUTOPHHTA
3aIUIIEHHOCTH
uHpOpMaLIUU B
ABTOMAaTU3HPOBAHHOMN
CUCTEME;

IIK-24. CnocobHocThio oOecrieuuTh 3(PGEKTUBHOE MPUMEHEHHE HH(POPMAIMOHHO-

TEXHOJIOTUYECKUX PECYpPCOB aBTOMATU3UPOBAHHON CHCTEMBI

nH(pOpMaIMoHHONW 0€301aCHOCTH

C yuyeToM TpeOOBaHUM

3HaTh - MeroApl moBbIIEHMS | 1. VYnpasnenue YYETHBIMU 3aMucsAMu
ypOBHs 0€30MacHOCTH 3a | MOJIb30BaTENEH.

CUeT HAacTpoilku 1paB | 2. MOHUTOPUHT MPOLIECCOB U MPUIOKEHUN
JIO0CTymma K pecypcaM | 3. AyauT cCOOBITHH B JTIOKATHHOM CHCTEME
ABTOMATU3MPOBAHHOMN 4. OObextbl rpymnmnoBoi  nomutuku  (GPO).
CUCTEMBI; Coznanne. PenaktupoBanue. XpaHeHHe.

5. CereBas un(popmanmonnasi cuctema NIS (NIS+)

U ee KOH(UTypUpOBaHHE.

6. JlocTyn K y/lalleHHbIM KOMIIbIOTEpaM

7. BupTyalibHbl€ YaCTHBIE CETH

8. Be10op pexrMa npoBEpKHU MOIJIMHHOCTH.

9. ABTopu3anus moJib30BaTeseH.

10. CucreMHble npoUEAypbl AIMUHUCTPUPOBAHUS

YYETHBIX 3anucein Windows.

11. CucremHsle npouenypbl aJMUHUCTPUPOBAHUS

y4eTHbIX 3anuceit SQL Server.

Ymets - BBINOJNHATH paboThl 1o | 1. Ha BupryanpHOW MammHe mno ynpasiaeHue OC
ONTUMU3AINH cxeM | Linux Hactpourts iptable.

YIIPaBJICHUS 2. HactpouTh mabiioH o KOTOPOMY BeCh TpaduK C
ABTOMATU3UPOBAHHOMN 3amanHoro [P mpoxomsmmii yepe3 mopt 23 Oyner
CUCTEMOH; 3ammcaH B (hai.

- BBISIBIISATh y3nbl | 3. Ilpu momomm ytunutel Metasploit BBITOJHUTB
aBTOMaTHU3UPOBAaHHOU aHaJIU3 Y3JI0B CETH.

CHCTEMBI, HE

o0ecrnieunBarome

TpeOyeMblii YPOBEHb

H(pOPMaIMOHHON

0€30MaCHOCTH;

Bnagers | - HaBbikamu omnpezaenenus | [Ipoananusupoath KOH(UTrypaluio y371a
BO3MOJKHBIX BEKTOPOB | aBTOMAaTU3UPOBAHHOW CHCTEMBI U ONPEACIUTh KAKUE
aTaku Ha | mapaMeTpbl KOHQUIypallMd y3j7a CHUXKAIOT €ro
aBTOMaTHU3UPOBAHHYIO 3aIUIIEHHOCTD.

CUCTEMY;
[ICK-7.3.  CnocoOHOCTBIO ~ MPOBOJAUTH  ayJUT  3alUIIEHHOCTH  HMH(OPMALMOHHO-

TEXHOJIOTHYECKHUX PECYPCOB paclpeeIeHHbIX HH(POPMALIMOHHBIX CUCTEM




3HaTh - cnocobsl  momyuyenus | 1. [Tomyuenue napopmaruu o 6a3e JTaHHBIX.
nHpopmaruu o | 2. [Ipumenenne pynkmuu include mns npoBeneHms
BHYTPEHHEH  CTPYKType | ayauTa 3alUIIEHHOCTH.

HcclieyeMou 3. 3amuTa ot SQL-MHBEKIIHIA.

pacripenenienHol cucreme; | 4. O6mactu npumeHeHust XSS.

-HanbOoee 5. Cnenas SQL-uHBEKIHS.

pacnipoctpanéunble Touku | 6. [lomyuenue nocryma x tabmuue user SQL  6a3b
s JTAHHBIX.

HECaHKIIMOHUPOBAHHOTO

BXOJla B paclpe/ieleHHYIO

CUCTEMY;

YMmeThb - mpoBoguTh  aHanu3 | [Ipy mnomomm yTuautel Nmap IPOBECTH TecT
ySI3BUMOCTEM 3ajaHHoro  ysna. OmnpenenuTs  ONEpalOHHYIO
pacrpeiesIEHHON cucreMy cepBepa. lcnonb3yemble HPOTOKONBI U
CUCTEMBI; noptel. Hcnone3ys nannele DNS  onpenenuts
-110JTy4aTh cBsi3aHHbIE pecypcbl. [IpoBecTu ux Tect.
HECAHKLIIMOHUPOBAHHBIN
JOCTYIl K  pecypcam
pacnpeeneHHOon
CHCTEMBI;

Bnanets | - HaBbikamu | Ha Web cepBepe CKOHGUTYpHpPOBaTH aBTOPU3AIIUIO
MIPOTUBOICHCTBHUS TakuM 00pa3oM, 4YTOOBI cHenaTh NpPUMEHEHHE
BHEIIHUM  arakam  Ha | yrwinTsl Hydra HeaddhekTuBHOM.
pacrpeieIeHHY10 Pazpa®otaTh CKpUIIT BBINOJHSIONIMNA MPOBEPKY
WH(POPMALIMOHHYIO CETh; BXoAHON mnepeMeHHoi a1 SQL — 3ampoca. Ecnu

COZIep’)KaHUE MEPEeMEHHON HEe KOPPEKTHO BBIBECTH
COOTBETCTBYIOLIEE NMPEAYIPEKIACHUE.

0) Ilopsamox mpoBeneHUs NPOMEKYTOUHOM aTTECTAllMH, IIOKa3aTelld U KPUTEPUHU
OLICHHUBAHUS:

[TpomexxyTouHast aTTecTalusl MO AUCHUIUIMHE BKIIOYA€T TEOPETHUECKHE BOIPOCHI,
MO3BOJISIFOLIME OLEHUTh YPOBEHb YCBOCHUS OOy4alOLMMUCS 3HAHUM, U MPaKTUYECKUE 3aJaHus,
BBISIBJISIFOIINE CTENEeHb C(HOPMUPOBAHHOCTH YMEHUU U BIAJCHUIA, MPOBOAUTCA B (hopMe 3a4eTa u
9K3aMEHa.

Kputepuu olieHKH 151 TOJTy4EHUS 3a4eTa

«3a4TeHO» — OOYYAIOIIMIICS TIOKa3bIBA€T CPEIHHA YPOBEHb C(HOPMHPOBAHHOCTHU
KOMIIETEHITUH.

«HE 3aYTEHO» — pe3yJbTaT 00y4eHHUs] HE JOCTUTHYT, OOyUaIOLIUIiCsl HE MOXKET OKa3aTh
3HaHHWA Ha YpOBHE BOCHPOU3BEINCHHS U OOBSICHEHHA HH(DOpPMalMU, HE MOXKET I10Ka3aTh
MHTEJJIEKTYalbHbIE HABBIKM PELEHUS MPOCTHIX 3aJay, HE MOXKET MO0Ka3aThb 3HAHUS Ha YPOBHE
BOCIIPOU3BENICHUS M 00bsICHEHUSI HH(POPMAITIH.

OK3aMeH [0 [JaHHOW JWUCUUIUIMHE NPOBOJUTCS B KOMIIBIOTEPHOM Kjacce IO
HK3aMEHAIMOHHBIM OWJIeTaM, KaXIbIi U3 KOTOPBIX BKIIOYaeT | TeopeTHueckuil Bompoc u 2
MPAKTUYECKUX 3aJaHusl.

[TokazaTenu u KpUTEPUH OLIECHUBAHUS dK3aMeHa:

— Ha OLICHKY «OTJIMYHO» (5 O6ayjioB) — 00y4aroLuiicss JEMOHCTPUPYET BHICOKUI YPOBEHb
chOpMUPOBAHHOCTH KOMIIETEHIIUH, BCECTOPOHHEE, CHCTEMaTHYecKoe M TIy0OKoe 3HaHHE
y4e0HOTO MaTepualiia, CBOOOIHO BBINOJHSET MPAKTUYECKUE 3aJaHHsi, CBOOOJHO OIEpUpPYET
3HAHUSAMHU, YMEHUSMU, IPUMEHSET UX B CUTYAIUSIX MOBBIIICHHON CIOXHOCTH.

— Ha OIICHKY «Xoporio» (4 6amia) — oOyJarommiicss JeMOHCTPUPYET CPEIHUN yPOBEHB
chOpMUPOBAHHOCTH KOMIIETEHIIMI: OCHOBHBIE 3HAHMS, YMEHHS OCBOCHBI, HO JIOMYCKAIOTCS
HE3HAYUTEJbHbIE OMIMOKHM, HETOYHOCTH, 3aTPyJHEHHS IpU AHATUTHUYECKUX OIEepalusx,
NepeHoce 3HaHUW U YMEHHUI Ha HOBbIE, HECTAHAAPTHBIC CUTYAIIHH.



— Ha OILEHKY «YAOBJIETBOPUTEIbHO» (3 Oamnma) — oOyyarouuiicss JAEMOHCTPUPYET
MOPOTOBBIA YPOBEHb C(HOPMHPOBAHHOCTH KOMIIETCHIIMM: B XOA€ KOHTPOJIBHBIX MEPONPHUSTHI
JIOMYCKAIOTCSl OIIMOKU, TPOSBISIETCSI OTCYTCTBHE OTHENbHBIX 3HAHUM, YMEHUH, HaBBIKOB,
oOyJaromuiics HUCHBITHIBAET 3HAUYUTENbHBIE 3aTPYAHEHUS MpPU ONEPUPOBAHUM 3HAHUSMHU H
YMEHUSMH TIPH UX TIEPEHOCE HA HOBBIC CUTYAIUH.

— Ha OIICHKY «HEYJOBIIETBOPUTEIBHO» (2 Oamna) — oOydJarouuiics IEMOHCTPHUPYET
3HaHusg He Oonee 20% TeOpeTHUEeCKOro marepuana, IOMYyCKaeT CYIISCTBEHHBbIC OIIMOKHU, HE
MOXCET MMOKa3aTb MHTCIUICKTYAJIbHBIC HABBIKH PCIICHUA IPOCTHIX 3a1a4.

— Ha OLIEHKY «HEYyHOBJIeTBOpHUTEIbHO» (1 0amn) — oOydarommiics HE MOXET MOKa3aTh
3HaHUS Ha YPOBHEC BOCIIPOU3BCACHHUA U 00BSICHEHUS I/IH(bOpMaHI/II/I, HEC MOXCET II0Ka3aThb
WHTEIJIEKTyalbHbIe HABBIKU PEIICHUS MPOCTHIX 3a/1aY.



I[MPUJIOXEHMUE 3

METOJUYECKUE YKA3AHWSA 11O BBITTOJIHEHUIO ITPAKTUYECKHUX PABOT

PexomeHanuy HampaBieHbl Ha OKa3aHME METOJMYECKOM IMOMOIIM CTYACHTaM IpH
BBITTOJIHEHUH TIPAKTUICCKHUX 3aHITHH.

[IpakTnueckoe 3aHATHE — 3TO 3aHATHE, IPOBOANMOE MO PYKOBOACTBOM IpENOJaBaTes]
B yueOHOM  ayauTopuu  (KOMIIBIOTEPHOM  KJIacC€  YHUBEpPCHTETa  WIM  y4eOHOM
CMEeLUANIN3UPOBaHHON J1a00paTOpUU YHUBEPCUTETA), HalpaBlIeHHOE Ha YyIIyOleHHe Hay4dHO-
TEOPETUYCCKUX 3HAHUH U TIOTyYeHUE MPAKTUIECCKIX HABBIKOB PEIICHUS THITIOBBIX M MTPUKIIATHBIX
3ajau.

[lenbto mpakTUYECKUX 3aHATUN sBiseTCs (popMHpoBaHHE M OTPaOOTKAa MPAKTUYECKUX
YMEHUI U HAaBBIKOB, HEOOXOIUMBIX B OCIEIYIONIEH e TETbHOCTH 00yYatOINXCA.

OCHOBHBIMU 3a7]auaMH MPAKTUYECKUX 3aHITUN SBISIOTCS:

yriryOlieHHe YPOBHSI OCBOEHUS OOIIEKYIbTYPHBIX U MPO(HECCHOHATBHBIX KOMITETEHIIUNA;

000011eHre, cucTeMaTu3alus, yriyOlieHue, 3aKperyieHHue IMOJyYeHHBIX MPaKTUYECKUX
3HAHUH 110 KOHKPETHBIM TeMaM TUCLUIUIMH PAa3TUYHBIX [IUKIIOB;

npuoOpeTeHne CTyJeHTaMH YMEHMM U HaBBIKOB HCIOJb30BAaHUS COBPEMEHHBIX
TEOPETUYECKUX 3HAHUH B PELICHUN KOHKPETHBIX MPAKTUYECKUX 3aj1ay;

paszBuTHe NPOo(eCCHOHATBHOTO MBIIUIEHUS, NPO(PECCHOHATbHON M TO3HABATEIbHOMN
MOTHUBAIIHH.

[lepeuenp TeM MNpaKTUYECKUX 3aHIATHHA ompeaenseTcs padodeil mporpammoit
IUCUMIUIMHBL. [1naH mpakTH4ecKuX 3aHATHH OTBeyaeT oOlieil HampaBIEHHOCTH JIEKIIMOHHOTO
Kypca U COOTHECEH C HUM B IIOCJIE0BATEIbHOCTH TEM.

CrpykTypa  IpakTMYECKOTO  3aHATHS ~ BKJIIOYAET  CIEAYIOIIME  KOMIIOHEHTHI:
BCTYNUTENbHAS 4YacTh; OTBETHl HA BONPOCH OOYyYarOIIMXCs; MpaKTHYecKas  YacTh;
3aKIIIOUYMTENFHOE CJIOBO MpenojaBarens. Bo BCTynHUTeNbHOM YacTH 00BABISIETCS TeMa TEKYIIEro
MIPAKTUYECKOTr0 3aHSATHUS, CTAaBUTCS €ro LEI W 3a/adyd, IMPOBEPSETCS MCXOAHBIM YpPOBEHb
TOTOBHOCTH CTYJEHTOB K IIPaKTUUYECKOMY 3aHATHIO (BBIIOJHEHHE TECTOB, KOHTPOJIBHBIE
BOMPOCHI U T.II.)

Ha mpaxktudeckoM 3aHSATHM TpenojaBaTellb MOXET HCIIONb30BaTh pa3zHOOOpa3HbIe
oOpazoBarenpHbie TexHONOTHH (MeToawl [T, pabora B komanme, case-study, mpoOiemHOe
oOydeHue, yueOHbIE AUCKYCCHU U T.OI.) TIO CBOEMY BBIOOpY Ul JTOCTHXKEHHS KaueCTBEHHOTO
YPOBHS 00yUYEHHS.

[TpaBuna 10 TEXHUKE 0€e30IacHOCTH TUTS oOyJarommxcst
IIPU TIPOBEJICHUH MPAKTUUYECKUX PaboT

OO0mue nmpaBuia:

1. TIlpaktuueckue pabOTBl TMPOBOAATCS TMOA HaOmOAeHHWEeM mpemnoaaBarens. K
BBITIOJITHEHUIO TIPAKTUYECKUX PAa0OT CTYACHTHI JOMYCKAIOTCA TOJBKO TOCIE MPOCTYIIHBAHUSI
WHCTPYKTaXKa MO TEXHHKE O€30MacHOCTH, MpaBUIaM IMOBEICHHUS, MPOTUBOMOKAPHBEIM MepaM B
KOMITBIOTEPHOM KJIACCE M CTICIIHAIU3UPOBAHHBIX JIA0OPATOPHUSIX.

2. OOy4aemblii JOJKEH CTPOTO BBIMONHATH TMpaBUIa TEXHUKH OE30MaCHOCTH U
CAaHWTAPHO-TUTUEHUYECKHE HOPMBI TpH  paboTe B  KOMIBIOTEPHBIX  KjIaccax |
CHEIMATM3UPOBAHHBIX Ta00PATOPUSIX YHUBEPCUTETA.

[Topsimok BBIMTOTHEHUS IPAKTHIECKUX PabOT

[Ipy mOArOTOBKE K BBIMOJHEHUIO MPAKTUYECKUX PAOOT CTYACHT MOJDKEH MOBTOPUTH
TEOPETHUECKUI MaTepHall, HEOOXOMUMBIH JJISI BHITOJTHEHUS 3aJJaHUH TI0 TEKYIIEeH TeMe.

[IpakTudeckas paboTa BBHIMONHIETCS KaKIbIM CTYICHTOM CaMOCTOSTENBHO, COTJIACHO
WHIUBUTyTBHOMY 33JJaHUIO.

CTyneHThI, TPOMYCTUBIITUE 3aHSITHS, BBIMOIHAIOT MPAKTUYECKHUE pabOThl BO BHEYPOUHOE
BpeM.

[Tocne BBHIMOMHEHMS KAXKIOW MPAKTHUECKON paboOThl CTYAEHT JEMOHCTPUPYET PE3yabTaT
BBITIOJIHEHHSI TIPENO/IaBaTEeN0, OTBEYaeT Ha Bompockl. [IpemomaBarens oreHuBaeT padboTy B
COOTBETCTBHH C 33JJaHHBIMU KPUTEPUSIMH OIICHKU MPAKTUYECKUX PadOT.



[IpaBuna opopmieHHs pe3yIbTaTOB U OLEHUBAHUS MPAKTHYECKON pabOTHI

Pe3ynbTaTthl BBINOJHEHHOM NpPaKTUYECKOM paboOThl O(QOPMIISIOTCS B COOTBETCTBUM C
TpeOOBAHUSAMU K BBHITIOJTHEHUIO KOHKPETHON pabOTHI.

[TpakTrueckas paboTa cuMTaeTCs BBINOJIHEHHOM, eciu cTyeHT HaOpayl 0ajl, KOTOpbIi
COCTaBJIAET MOJIOBUHY MaKCUMAJIbHOTO KOJIMYeCTBa OAJLIOB.

Jlns orieHrBaHus pabOTHI IPUIATAaeTCs CIEAYIOIINE KPUTEPHUH.

O1eHKa «OTIMYHO» — paboTa BBHITIOJIHEHA B TIOJTHOM 00beMe U 0e3 3aMeqaHmid.

OreHka «xopomio» — padoTa BHIMOJTHEHA MPABWIBHO C y4eTOM 2-3 HECYIIECTBEHHBIX
OmMOOK, UCTIPABICHHBIX CAMOCTOSTEIIHFHO TI0 TPEOOBAHHIO MPETIOIABATEIS.

OreHka «yAOBJIETBOPHUTEIHHO» — pa0dOTa BBIMOJHEHA MPABHILHO HE MEHEe 4eM Ha
TIOJIOBUHY WJTH JIOTTYIIICHA CYIECTBEHHAS OITHOKA.

OreHKa «HEYIOBIETBOPUTEIBHO» — JIOMYIICHBI Be (M 00Jiee) CyIIeCTBEeHHbIE OIUOKHU B
Xoae pa6OTI)I, KOTOPBIC CTYACHT HE MOXXCT UCIIPAaBUTh JAXKE 110 Tpe6OBaHI/IIO mnpenogaBaTeiisd, NI
paboTa He BBITIOTHEHA.



METOIMYECKHUE VKA3AHHMA 110 BBIIOJIHEHMIO BHEAYIUTOPHBIX
CAMOCTOATEJIBHBIX PABOT

O0111e moaoKeHus

Hacrosume mMeToauueckue ykazaHus MpelHa3HAYeHbI JJi1 OpraHu3alliy BHEAYIUTOPHON
CaMOCTOSITENTbHOW pabOThl CTYJEHTOB M OKa3aHHUs IOMOIIM B CAMOCTOSTEIHLHOM H3yYeHHUH
TEOPETUUECKOT0 U peanu3alii KOMIETeHINH 00yJaeMbIX.

JlaHHBIE METOAMYECKUE YKa3aHUS HE SBIAIOTCA Y4eOHBIM MocoOueM, MOATOMY Iepen
HAy4aJoM BBITMOJHEHUS CaMOCTOSATEIBHOTO 33/1aHUS CIeTyeT U3YYUTh COOTBETCTBYIOIUE Pa3IEIIbI
JEKIIMOHHBIX 3aHATUH, MarepuanoB OOpa30BaTeIbHOIO IOpTaia, pas3/ielioB OCHOBHOW U
JIOTIOJIHUTENIBHON  JIUTEpaTyphbl, MpPEJICTaBICHHbIX B MYyHKTE 8. «Y4eOHO-METOIMYECKOoe H
nH(GOPMAITMOHHOE O0eCTIeUeHUE NUCIUTUTHHEI (MOayis)» ganHoi PIIJI.

[lenu 1 331291 CAMOCTOSITEIBHON PabOTHI

Lenb camocTosiTenbHON pabOTBl — COAEHCTBHE ONTHMAIBHOMY YCBOCHHMIO Y4eOHOTO
MaTepuana oOy4aroIIMMHCS, pa3BUTHE UX IMO3HABATE€JIbHOW aKTUBHOCTH, TOTOBHOCTH U
NoTpeOHOCTH B caMOOOpa30BaHUU.

3amaun caMOCTOATEIHLHOM pabOTHI:

MOBBIIIEHNE UCXOAHOTO YPOBHS BiaIeHHUs HMH(POPMALMOHHBIMU TEXHOJIOTUSMHU;

yIiIyOJeHue U CUCTeMAaTU3alus 3HaHUH;

MIOCTAHOBKA U PEIIEHUE CTaHAAPTHBIX 33/1a4 PO eCCHOHATLHON AEATENbHOCTH;

pasBuTHe pabOThHI C pa3aIUYHON Mo 00beMy U BUAY MHPOpMaIMel, yueOHOW 1 HaydHOI
JIUTEPATYPOH;

MIPaKTUYECKOE MPUMEHEHUE 3HAHUW, YMEHUM;

CaMOCTOSITENIbHO ~ MCIIOJIb30BAaHWE CTaHJIAPTHBIX MPOTPAaMMHBIX CpeAcTB  cOopa,
00palboTKH, XpaHEHHUS U 3alIUThl HHPOPMAIUH

pa3BUTHE HABBIKOB OPraHU3allMU CaMOCTOSITEIBHOTO Y4eOHOTO TpyZa U KOHTPOJIS 3a €ro
3¢ (HEeKTUBHOCTHIO.

Bunsl BHeayauTOpHON caMOCTOSTENbHOM paboThl M (POpPMBI KOHTPOJIE M BpeMs Ha
BBITNIOJIHEHHE KaX/I0T0 BHJIAa CAMOCTOATEIbHOW paboThl yka3zaHbl B MyHKTe 4. «CTpykTypa U
COZIepKaHKe NUCUUILTMHBD fanHou PIT/I.

[Topsimok BBIMOTHEHUS

[Ipu BbIMONHEHUM TEKyIIEH BHEAyAUTOPHON CaMOCTOSATEIBHOM paboThl 00ydaroleMycs
CIEeAyeT NMPUIEPKUBATHCS CIEAYIONIETO MOPSAAKA TEUCTBUM:

BHUMATEJIbHO M3yYUTh COOTBETCTBYIOIIME TEOPETUUECKHUE Ppa3leibl JIUCLHUIUIMHBI,
MOJIB3YSICh MaTepuagamMu (JEKIUOHHBIMU, IPE3EHTAlMOHHBIMH, ayN0-BU3yaTbHBIMU):

IIPEIOCTABIIAEMBIMH NPENOJABATEIEM HA JIEKIIMOHHBIX 3aHATHSAX;

IPEIOCTABIAEMbIMU TPENO/JaBaTeIeM B paMKaxX dJEKTPOHHBIX 00pa3oBaTeIbHBIX
KypCOB;

coJepKaluMucs B yueOHHKax M yueOHbIX nocoousx IbC (31eKTpoHHO-OUOINOTEYHBIX
CHCTEM), DJIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA U UHTEPHET-PECYPCOB.

[Tonpo6bHO pazoOpaTh THMOBBIE MPUMEPHl PELICHHS 3a]ad, PACCMOTPEHHbIE B paMKax
ayJUTOPHON KOHTAKTHOM pabOThI ¢ MpenoaBaTeIeM.

[TpuMeHUTH MOTyYEeHHBIE TEOPETUUECKUE 3HAHUS U MPAKTUYECKHUE HABBIKU K PEIICHHUIO
WHAVBUAYAJIBHBIX 33JJaHUH, K IPOXOXKIEHUIO KOMITBIOTEPHBIX TECTUPOBAHUM.

[Tpu HeoOxomuMocTH, cOopMHUPOBATh NMEPEYEHb BOMPOCOB, BHI3BABIIMX 3aTPYIHEHUS B
IpoIecce caMOCTOATENbHOM paboThl. OOCYANTH BOSHUKILINE BOIPOCH CO CTYJEHTaMH IPYIIIbI, B
pamMKax KOMaHIHO-TIPOEKTHOW paboThl, U C MpenojaBaTesieM, B paMKax KOHCYJIbTAllMOHHOMN
MIOMOIIM, peaJn30BaHHON MO0 B KOHTakTHOW (opme, nuOO cpeacTBamMH HH(OPMAIMOHHO-
oOpazoBarenpHOM cpeapl BY3a.

Kpurepun onieHKH BHEAyJUTOPHBIX CAMOCTOATENIBHBIX paboT

KadecTBO BBIMOMHEHUS! BHEAYAUTOPHON CaMOCTOSATENBHON paboThl OO0yYaromuXxcs
OLIEHMBAETCSl IOCPEICTBOM TEKYILIEr0 KOHTPOJS CaMOCTOSTEIbHON paboThl 0O0ydaromuxcs ¢
UCIIOJIb30BaHNEM OaNIbHO-PEHTUHIOBON CUCTEMBI.



B xkayectBe (QopM  Tekymero KOHTPOJS TO  JUCHUIUIMHE  HCHOJIb3YIOTCS:
WHAUBUYAJIbHBIE 331aHUS, ayTUTOPHbIE KOHTPOJIbHBIE pa0OThI, KOMIIBIOTEPHOE TECTUPOBAHUE.

MaxkcuManbHOE KOJIMYeCTBO 0aJIIOB 00YYAIOLIUICS MOTyYaeT, ecllu:

BBIMOJHIET WHIAUBUAYaIbHbIE 3aJaHUsl B COOTBETCTBMM CO BCEMH 3asiBJICHHBIMHU
TpeOOBaHUSIMU;

JTaeT NMpaBUIbHbIE GOPMYIUPOBKHU, TOUHBIE ONPECIICHNUS, IOHATHS TEPMUHOB;

MOXeT 000CHOBATh PAIlMOHAIILHOCTD PELISHUs TeKYIIeH 3a1a4H.;

00CTOATENBHO € JAOCTATOYHOM MOJHOTOW H3JIaraeT COOTBETCTBYIOIIYI0 TEOPETHUECKHM
pasznen;

MPaBWJIBHO OTBEYAeT Ha JOTMOJIHUTENIbHBIE BOMPOCHI MPENOAABATENs, UMEIOIINE IIeIIbIO
BBISICHUTH CTEIIEHb IIOHUMAaHUS UM JIaHHOTO MaTepuaa.

50~85% OT MaKCUMAaJIbHOTO KOJIMYECTBA OAJNIOB OOYJAFOIIMIICS TIOTyYaeT, eCIIu:

HerosiHo (He MeHee 70% OT MOJIHOTO), HO MPABUIILHO BBIMIOJHEHO 3a/1aHUE;

OpU U3JIOKEHUH ObUIM JOMyIIeHbl 1-2 HecyllecTBEHHbIE OIIMOKHU, KOTOpPhIE OH
HCIPABIIAET MOCIE 3aMEYaHus IIPENoaBaTes;

JTaeT NMpaBUIbHbIE GOPMYIUPOBKHU, TOUHBIE ONPECIICHNUS, IOHATHS TEPMUHOB,;

MOXeT 000CHOBAThH CBOI OTBET, IPUBECTH HEOOXOAUMBIE IPUMEDHI;

MPaBWJIBHO OTBEYAeT Ha JOTOJIHUTENbHBIE BOIPOCHI MPENOAaBaTENs, UMEIOIINE IIeIbIO
BBISICHUTH CTEIIEHb IIOHMMAaHUS UM JIaHHOT'O MaTepuaa.

36~50% oT MaKCUMaJIbHOTO KOJIMYECTBA OAJNIOB OOYJAFOIIHMIICS TIOTyYaeT, eCIIu:

HerosiHO (He MeHee 50% OT MOJIHOTO), HO NMPAaBUIIBHO U3J0KEHO 3a[aHNE;

U U3JI0KEHUH ObliIa JomylieHa 1 cyniecTBeHHas onnoka;

3HA€T M NTOHMMAET OCHOBHBIE IOJIOKEHMS JAHHOM TEMBI, HO JOIIyCKaeT HETOYHOCTH B
(bopMyIHpOBKE MOHSATHUH;

U3JIaraeT BBIIOJIHEHNE 3aJaHUs HEJOCTATOUYHO JIOTUYHO U MOCJIEI0BATEIbHO;

3aTpyAHSAETCS IPU OTBETAX Ha BOIIPOCHI MpenoaBaress.

35% 1 MeHee 0T MaKCHMAJIBHOTO KOJTMYECTBa OayiIoB 00y4JaroLHiics MOTyvaeT, €CIu:

HernoHo (MeHee 50% OT MOJHOTO0) U3JI0KEHO 3a/1aHUE;

OpyU  M3JI0KEHWU OBUIM JIOMYyIIEHBl cCyllecTBeHHble omubku. B "0" Oamnos
Mperno/aBaresib BIIPaBe OIEHUTH BBIMOJIHEHHOE OOydYaloluMcs 3aJaHue, €cld OHO He
YIOBJIETBOPSIET TPeOOBaHUSAM, YCTAaHOBJICHHBIM IPENO/aBaTeleM K JaHHOMY BHIy pabOThl WU
He ObUIO MPEACTABIECHO ISl IPOBEPKHU.

CyMMa nosty4eHHBIX 0ayioB IO BCEM BUAaM 33JJaHUN BHEAYIUTOPHONW CaMOCTOSITEIbHOM
paboThl COCTaBIIIET PEUTHHTOBBIN TMMOKa3aTelb oOydaromerocsi. PeWTHHTOBBIN MOKa3aTelb
oOydarolerocss BIUSET Ha BbICTABJICHWE HWTOrOBOM OLIGHKH 10 pe3yiabTaTaM H3y4eHUs
JUCLUILTUHBIL.

[Toxa3zarenu u KpUTEpUN OLIEHUBAHUS MOTYYCHHBIX 3HAHUN MIPEJCTABIICHbI B IyHKTE 7.0)
«OueHoYHBIE CpeICTBA AJISI MPOBEACHUS TPOMEKYTOUHOM aTTecTtanuy» aaHHou PIT/I.



