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JIHCT AKTY ATH3ATHH pAdotIeil MPoTpAMMEBI

PaGogas mporpaMMa iepecMoTpeHa, obcy:kaeHa H omodpena mid peamtnzanad & 2020 - 2021
yaeGHOM romy Ha 3acemaHHH Kadeapsl HMudopMaTHKH H HHQOpManHOHHOH Ge30MacHOCTH

Ilpotoxkom oT 1 centabpa2020r. Neol
3ae. kadempoii ~Zees T bapaHKoBa

PaGogas mporpaMMa mepecMoTpeHa, 00cy:KaeHa 7 oqobpena g peamazanad s 2021 - 2022
yaeGHOM roay Ha 3aceZaHHH Kadeapsl HMudopMaTHKH H HHQOpMAaIHOHHOH 5e30MacHOCTH

Ilpotokomor 20 . N
3ae. kadempoii I1.11. bapaukoea

PaGodas mporpaMMa epecMoTpeHa, o6cy:KIeHa H omodpena mid peamnzandad & 2022 - 2023
yaeGHOM roay Ha 3aceTaHHH Kadeapsl HMudopMaTHKH H HHQOpMAaTHOHHOH Ge30MacHOCTH

Ilpotokomor 20 . N
3ae. kadempoii I.11. Bapaukora

PaGogas mporpaMMa mepecMoTpeHa, o0cy:KaeHa 7 oqobpena g peamazanad g 2023 - 2024
yaeGHOM TOOy Ha 3aceTaHHH Kabeapel IHdopMmaTHKH H HEDOPMAITHOHHOH Ge30MacHOCTH

IlpotokomoT 20 1. Ne
3ap. Kadempoii H.I1. BapaHKOBal

PaGogas mporpaMMa mepecMoTpeHa, o00cy:KaeHa H omobpena mid peamnzandad & 2024 - 2025
yaeGHOM roay Ha 3aceZaHHH Kadeapsl HMudopMaTHKH H HHQOpMAaIHOHHOH 5e30MacHOCTH

Ilpotokomor 20 . N
3ae. kadempoii I1.11. Bapaukora




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Henbto muctumiuuel «be3omacHocTh cucteM 0a3 JAaHHBIX» SIBISETCA H3y4YCHHE
peanu3ayy NOJIUTUKK Oe30macHoCTH 0a3 TaHHBIX U (hOpMUPOBaHHE Yy O0YYAIOUINXCS HABBIKOB
€€ IPAKTUYECKOTo MPUMEHEHHUs B cooTBeTcTBUH ¢ TpeboBanmsimu OI'OC BO 1o cnenuanbHOCTH
«HupopmanmonHas 0€301acHOCTb ABTOMATHU3UPOBAHHBIX CUCTEM. JucuuminHa
«be3onacHocTh cucteM 0a3 JAaHHBIX» pacCMAaTPUBAET OCHOBHBIE TNPHUHIMUIBI U OCHOBHBIC
HaIpaBJieHUs 00ecrieueHus: 0€301aCHOCTH JaHHbIX.

2 MecTo THCHHUIIMHBI (MOYJIAA) B CTPYKTYpPe 00pa30BaTe/IbHOI NporpaMMal

HucuuruimHa be3zomacHocTh cucreM 0a3 JaHHBIX BXOJWT B 0a30BYI0 4acTh y4eOHOTO
11aHa 00pa30BaTeIbHON MPOTrPaMMBL.

Jns  W3ydeHWs  JUCHUIUIMHBL ~ HEOOXOAWMBI  3HaHUS  (YMEHHs,  BIIAQJCHUSA),
c(hOpMHUPOBAHHBIE B Pe3yJIbTaTe U3yUCHUS TUCIUILINH/ MPAKTUK:

Opranuzanys 9BM U BEIYUCIUTENBHBIX CUCTEM

BBenenue B crielinaibHOCTh

S3bIKK TPOTrpaMMHPOBAHHS

Cetu u cucteMsl niepegaun HHGoOpMaIun

OcHoBBI HH(POPMAITMOHHOM O€30MACHOCTH

Nudopmanronnbie TexHOIOTUU. ba3bl TaHHBIX

3HaHus (YMEHHUs, BIAJEHUS), MOTYYCHHbIE IPU U3yYECHUH AAHHON AUCLHUILIIMHBI OyayT
HEOOXOAUMBI ISl U3yUCHUS TUCIUTLTIH/TIPAKTHK:

TexHoOrHsa NOCTPOCHUS 3AIUIICHHBIX PACTIPEACTICHHBIX TPUIOKEHUN

Nudopmanronnas 6€30MacHOCTh pacipeaeNeHHbIX HH()OPMAIIMOHHBIX CUCTEM

TectupoBanue cucTem 3aUTH HHPOPMAITUH aBTOMAaTU3HPOBAHHBIX CUCTEM

3amuTa JIeKTPOHHOTO TIOKYMEHTO000poTa

MeTto 61 MOHUTOpUHTA HH(OpMaMOHHOM Oe3onacHocTH AC

[Tpon3BoCTBEHHAA-IPAKTUKA IO IMOJYYCHHUIO NMPO(ECCHOHAIBHBIX YMEHHH W OIIbITA
npodecCOHATBHOM JesITeTbHOCTH

VYnpasnenue nHpopMalMOHHOM 6€3011aCHOCTHIO

Nudopmannonnas 6€30macHOCTh CUCTEM OPTAaHU3AIMOHHOTO YITPaBICHUS

Hayuno-uccnenosarenbckas pabota

3 KomnereHunu o0y4yaroiierocsi, popMupyemMbie B pe3yabTaTe 0CBOEHUsI

AUCHUILUTUHBI (MOYJIs1) ¥ IIJIAHUPYEMBbIE Pe3yabTAThl 00yUeHu sl

B pesynpTaTe oCBOCHHS AUCHMILTUHBI (MOAyJs) «be3omacHOCTh cucTeM 0a3 TaHHBIX)
oOyyJaronuics J0mKeH 00J1a1aTh CICYIOIIMMU KOMIIETEHITUSMMU:

CTpyKTypHBIit [Tnanupyemsble pe3ynbTaThl 00y4eHUs
JIEMEHT
KOMIIETEHIIMH

[1K-23 cnocobHOCThIO (hOpMUPOBATh KOMILIEKC Mep (TipaBuiia, MpoLe ypbl, METOIbI) IS
3alUThl UH()OPMAIMK OTPAaHUUYEHHOTO JOCTYIa




3HaTh Meroas! hopMupoBanus TpeOOBaHUH 110 3aITUTE HHGOPMAIIHH,
obpabareiBaemoii B CYB/I.

OCHOBHBIE CpE/ICTBA U CITOCOOBI 0OecnieueH s HHHOPMAITHOHHOH
0€30MaCHOCTH, PUHIIMITBI TOCTPOSHHSI CUCTEM 3aIUTHI HH(POPMAIIHH,
obpabateiBacmoii B CYB/I.

[TpuHIUIIBI OPraHU3AIMU U CTPYKTYpa CUCTEM 3aIUTH HH()OpMaIIH
MIPOrPaMMHOTO 00ECIIeUeHUSI aBTOMATU3UPOBAHHBIX CUCTEM.
Opranu3anroHHbIE MEPHI 110 3alUTe HHPOpMaLnu, oopadaTsiBaeMOl B
CYB/.

YmeThb Hcnonb3oBath MeTo bl (hopMHUpOBaHUS TPEOOBAHUHN MO 3aIIUTE
uHpopmanuu, oopadarsiBaemoii B CYB/I.

KiaccudumupoBats cpeactsa u crnoco0bl odecnedeHus: nH(GOpMaIrmoHHOMU
0€30MMacCHOCTH, TPUHIIMIIBI IIOCTPOSHUS CHCTEM 3alTUThI HHPOPMAITUH,
obpabateiBacmoii B CYB/I.

OpranunzoBbiBaTh 6e30nacHocTh APM, Ha KoTOphIX ycTaHoBieHna CYB/I.

Brnaners Meronamu ¢popMupoBanus TpeOOBaHMIA 1O 3aIUTe HHPOpMaNny,
obpabareiBacmoii B CYB/I.

HaBpikamu aHanusa MeTo10B (POpMHUPOBaHUS TPEOOBAHMIA 11O 3aIIUTE
uHpopmanuu, oopadarsiBaemoii B CYB/I.

[1K-25 criocobHOCThIO 00ecTieunTh 3 (HEKTUBHOE TPUMEHEHNE CPENICTB 3AIIUTHI
UH()OPMAIIMOHHO-TEXHOJIIOTHYECKHX PECYPCOB aBTOMAaTH3MPOBAHHOI CUCTEMBI U
BOCCTAHOBJIEHHE UX pabOTOCIIOCOOHOCTH MPU BO3HUKHOBEHUM HELITATHBIX CUTYyallUi

3HaTh [TpuaIHIE padoThl 6a3 qaHHBIX. OCHOBHBIC CPEICTBA OOSCTICUCHUS
0€3011aCHOCTH JaHHBIX.

[TpuHIMIIBL anMUHECTpUPOBaHUs 0a3 maHHBIX. CpeacTBa o0ecTieueHHs
0€3011aCHOCTH JaHHBIX.

Opranu3zanuio 3amuThl nHGopMauu 6a3 1aHHbIX. CpaBHUTEIbHBIA aHAIN3
3¢ GEKTUBHOCTH IPUMEHEHUS CPEJCTB 0OecredeH s 0€30MacCHOCTH JaHHBIX.

YMmeTh AHanu3upoBath pabOTOCIIOCOOHOCTH 0a3bl JAHHBIX.

[IpuHuMaTh yuacTue B HaCTpOMKE CpeCcTB oOecreueHus: 0€301acHOCTH
TaHHBIX, 0OpabaTeiBaeMbix B CYB/I.

CamocTOoATeTbHO IPUMEHSTH CPEICTBA 0OECIIeYeHUsT 0€30IacCHOCTH
JTAHHBIX.

YyacTBOBaTh B BOCCTAHOBJIEHUH PAOOTOCIIOCOOHOCTH CUCTEM 0a3 JaHHBIX
MIPY BOSHUKHOBEHHUU HEIITATHBIX CUTYaIUH.

Opranu3oBbIBaTh 0€30MaCHOCTH CHCTEM 0a3 TaHHBIX.

Brnanets OCHOBHBIMU CpeZIcCTBaMH oOecrieueHus: 0€30MacHOCTH JaHHbIX.
HaBbikamu paGoThl ¢ HOPMAaTUBHBIMH IOKYMEHTAMH 10
aJIMUHHUCTPUPOBAHUIO 0a3 TaHHBIX.

CpenctBamu obecrieueHusi 6€30MaCHOCTH JIAHHBIX.

HaBbikamu pa3paOboTku ¥ aAMUHUCTPUPOBAHUS 0a3bl TAHHBIX.
HaBbikamu opranu3anuu 0€301acHOCTH CHCTEM 0a3 JTaHHBIX.
CpencrBamu obecrnieuenus 6ezonacHocTy AaHHbIX U AVC.

OIIK-3 crnocoOHOCTBIO MPUMEHSITh S3bIKH, CHCTEMBI U MHCTPYMEHTAILHBIE CPEJICTBA
MPOrpaMMHUPOBAHUS B MPOPECCHOHATBHON JIEATETLHOCTH




3HaTh

Bunbl ayTeHTH(OUKAIMN B TPUHIIMITBI, HA KOTOPBIX OHW OCHOBAHBI.
[TpuHIHITBI TPOTPAMMUPOBAHUS PA3TUYHBIX BUIOB KapT U KIIFOUEH TOCTYIA.
Tumel aTak Ha CHCTEMBI JAHHBIX, UCIIOJIb3YIONIUX PA3IMYHbIC BH/IbI
ayTeHTU(UKAIUN

Ymers HacTpanBath cucteMy opranu3anuy 1 KOHTPOJIS IOCTyIa pa3Iu4HOIO BUA.
AHaM3upoBaTh U HAXOAWUTH PELIEHUS 110 3alUTE OT aTaK Ha CUCTEMBbI
JAHHBIX, UCIIOJIB3YIOLIUX PA3JINYHbIE BUbl AyTCHTU(DUKALIUH.
VYcranasnuBaTh cpeacTsa 3amuThl b1,

Buianers HaBbIlkamu HaCTpPOMKHU ¥ aIMUHUCTPUPOBAHUS CpeACTB 3auThl b/1.

HaBpikamu pa3paOOTKH CHCTEMBI 3AIIUTHI C Y4€TOM OCOOCHHOCTEN 3aIUThHI
uHpopmanuu, oopadarsiBaemoii B CYB/I.

HaBpikamu aHanu3a KpuTepueB OLEeHKH () (HEKTUBHOCTH U HAJIGKHOCTH
CpeACTB 3alIMTHl HH(OPMAIIMK IPOTPAMMHOTO 00ECTICUCHHS
aBTOMATHU3UPOBAHHBIX CHCTEM.




4. CTpyKTypa, 00bEéM U coaep:KkaHue TUCHUIIMHBI (MOAYJISA)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 6 3a4eTHBIX enuHuIl 216 akaa. 4acoB, B TOM

YUCJIC:

— KOHTaKTHas paborta — 127 akaj. 4acosB:
— aynutopHas — 122 akaj. 4acos;
— BHEAyJUTOPHAs — 5 aKaJI. 4acoB

— caMocTosTeNbHas pabota — 53,3 akaj1. 4acos;
— IMOJITOTOBKA K 9K3aMEeHY —

dopma aTTeCTalUK - 3a4ET,

35,7 akaz. yaca

9K3aMCH

ayTeHTH(UKALUHL.

AynutopHast s
o | KomTaxTHAA pabora E 3 dopma TEKyIIEro
=
N B aKa/l. yacax 2] Bu KOHTPOJISt
Paznen/ Tema 3 (B axaj. uacax) = A . P Kon
S 3 © | caMOCTOSITENBbHOM | yCIIeBaeMOCTH U
JUCLIATUINHBI 5 £ . | KoMHeTeHuun
@) g & padoThI MIPOMEKYTOUHOH
nab. | mpakT. | = \Q
Tlex. Z'g aTTecTaluuu
3aH. 3aH. | QU &
1. Oo6urme TIOJIOKEHUS
oOecrieyeHus Oe3omacHoCcTH
JIOCTYTA K JJAHHBIM.
CaMmocrosTensHoe
u3ydeHue y4eOHoM
1 HAy4IHOH
1.1 Ilpenmer u Y
JUTEPATYPEI,
COoZIep)KaHUE IHUCIAIUTUHEL. aGora AynutopHas
Obecnieuenue 3 421 1 P KOHTPOJIbHAS OIIK-3
MarepuagaMu
0e301macHOCTH JJOCTYTA K pabota
J— 00pa3oBaTEeIHLHOTO
’ moprana u ObC.
IloaroroBka k
AKP.
5
CamocTosTenpHoe
u3ydeHue yueOHon
Y Hay4HOU
1.2 3anaun 3aLUTHI JUTEpaTyphbl
uHdopma }:Il/II/I 06ecnetlll::Hm agOTE)l,I(): ’ AymuTopras
pMall 2 apm | 1 P konTponbHas  |T1K-23, OTIK-3
Oe3omacHOCTH  JOCTyHa K MaTepHaIaMu aGoTa
JTAHHBIM. 00pa3oBaTeNbEHOTO p
noptana u 3bC.
IToaroroBka k
AKP.
Hroro no paspeny 5 8/41 2
2.  OlecrieyeHne  HaIeXHOMN




CamocrosTensHoe
u3ydeHue yueOHon

Y HAYIHOH
JIUTEPATYPHI, TecrupoBanue,
2.1 dakropsl 40U pabota c ayJMTopHast T1K-23, OIIK-3
ayTeHTH()UKALIUH. MarepuanaMu KOHTPOJIbHAS
00pa3oBaTeIHLHOTO pabota
noprana u ObC.
IToxroroBka k
AKP u KT.
CamocrosTensHoe
2.2 Ayrentuduxamus C u3ydeHue yueOHon
HCIOJIb30BaHUEM Y HAYIHOH
Qlbener | ynops
421 KOHTPOJIbHAS
TIOMOIIIBIO MarepuagaMu
pabota
OHOMETPHYECKHUX 00pa3oBaTENbEHOIO
XapaKTePUCTHK. Amnammn3 moprana u ObC.
HEJOCTaTKOB METOIOB. IMonroroBka
AKP u KT.
Wroro no pazneny 8/41
3. VYmparneHwe MAOCTYIIOM K
JIAHHBIM.
CamocrosTensHoe
u3ydeHue yueOHon
31 CKYO wna 0Oaze U Hay4HOUH
KOHTaKTHBIX ~ CMapT-KapT. JUTEPATYPBHI,
CKVY ] Ha baze 501 pabota c Iﬁ)}fﬂfﬁi }:121’; I1K-23,
OECKOHTAKTHBIX RFID MaTepHaiaMu Tp6 TIK-25, OIIK-3
cmapt-kapt. CKY]] Ha 6aze 00pa3zoBaTeNLHOTO pabota
OMOMETPUYECKUX CUCTEM. noptana u 9bC.
IToaroroBka k
AKP.
CamocTosTenpHoe
u3ydeHue yueOHon
Y Hay4HOU
3.2 CKV]I Ha 6aze kmoueit fATCPATYPBI, AynurtopHast 23
eToken. CKVY]J] mna 0aze 5121 pabora ¢ KOHTPOJIbHAS TK-23,
o MaTepHagaMu [IK-25, OIIK-3
kiroueit i1Button. pabota
00pa3oBaTeNbEHOTO
noptana u 3bC.
IToaroroBka k
AKP.
Uroro no pazneny 10/41
4. ITaponbHBIE NOTUTHKY.
CaMocrosTensHoe
u3ydeHue y4eOHOH
U Hay4yHOMH
4.1 Meronsl TapoONbHON fHTCPATYPEL, Kommnbroreproe IK-23,
521 pabota c
ayTeHTU(UKAIHUH. tectupoBanue  |[1K-25, OITK-3
MarepuanaMu
00pa3oBaTEeIHLHOTO
noptaina u ObC.

IToaroroska x KT.




4.2 Ayrentudukanus ¢

CaMocTosTebHOE
U3yucHHe y4eOHOMH

U HAy9HOH
MOMOIIBIO  3aTIOMHUHAEMOT0 S
napoJsi. Henocratku ’ KommnprorepHoe IK-23,
2 5 2 pabora ¢
METOZOB ayTeHTU(UKAIUU tectupoBanue  |I1K-25, OIIK-3
MarepuagaMu
c TIOMOIIBIO
00pa3oBaTEeIHLHOTO
3aII0MUHAEMOT0 11apoJIsl.
noprana u ObC.
Ioaroroska k KT.
HUroro no pazaeny 4 1021 | 4
5. 3aver
CamocrosTensHoe
u3yucHHe y4eOHOMH
U Hay4yHOH
JUTEPATYPEI,
abora ¢ [K-23
5.1 3auer 5 6 P 3auet !
MaTepHaIaMu TIK-25, OIIK-3
00pa3oBaTEeIHLHOTO
moprana u ObC.
IloaroroBka k
3a4ery.
HWroro no pazneny 6
Hroro 3a cemectp 18 36/1411| 17 3auéT
6.  JloxymeHTHpoBaHHe  0a3
JAHHBIX C Y4YeTOM TpeOOBaHHUI
o obecrieyeHnIo
UH()OPMAIIOHHON
CamocTrosTenpHoe
u3ydeHue yueOHoun
6.1 Kiaccel 6e30macHOCTH. Y HAYIHOH
TpeboBanus JUTEpaTyphbl
HpeZ[’bHBJISIEI\,/ILIe K 4 221 6 agOT;,I; ’ Kowmmbroreproe IIK-23,

P P tecrupoBanue  |[1K-25, OITK-3
pa3Nu4HBIM KJlaccam MaTepHaIaMu
0€301acHOCTH. 00pa3oBaTeNbEHOTO

noptana u 3bC.
[oaroroska k KT.
6
CamocTosTenpHoe
M3y4eHre yueOHOH
U Hay4yHOMH
6.2 TpeboBanus K JIUTEPATYPHI,

OKYMEHTallUM C y4ETOM 4 421 4 abota ¢ Kommsreproe 1IK-23,
HAOKY Tt M P tectupoBanue  |ITK-25, OTTK-3
Ki1acca 0e30MacHOCTH. MarepuanaMu

00pa3oBaTEeIHLHOTO
noptaina u ObC.
[oaroroska k KT.
Wroro no pazneny 8 6/41 | 10

7. ATaky Ha CUCTEMBI JaHHBIX.




CamocrosTensHoe
u3ydeHue yueOHon

7.1 ATaku Ha CHCTEMBI U Hay4yHOU
JIAHHBIX, B KOTOPBIX JIUTEPATYPHI,
UCTIOJIb3YETCS 2 2 4 pabota c Ii};{ﬂnf)?i }:{2:; IK-23,
ayTeHTU(UKAIUSL Ha MarepuagaMu T;pGOTa I1K-25, OIIK-3
OCHOBE TapoJisi, U CIOCOOBI 00pa3oBaTeIHLHOTO P
3aIIUTEl OT HUX. noptaina u ObC.
IToxroroBka k
AKP.
CamocrosTensHoe
7.2 ATakd Ha CHCTEMBI usyreHue yquS o
W HAy49HOH
JaHHBIX,  HCIIOJB3YIOIIUE
JIUTEPATYPBI,
ayTeHTH(UKALUIO c AynutopHas
TIOMOIIIBIO 4 421 4 padora ¢ KOHTPOJIbHAS TR-23,
i MaTepHaIaMu P TIK-25, OIIK-3
OHOMETPHYECKHUX pabora
00pa3oBaTEeIHLHOTO
XapaKTePUCTHK, ¥ CIIOCOOBI
moprana u ObC.
3aIIUTHl OT HUX.
IloaroroBka k
AKP.
CamocTosTenbHOe
M3y4eHne yueOHon
U Hay4HOH
JUTEPATYPEI,
7.3 SQL-unbexuu 4 2 2 paora ¢ Iﬁ)}ll{ﬂﬂf)?'li}:lz’; 1IK-23,
' = MaTepHaIaMu P TIK-25, OIIK-3
pabota
00pa3oBaTEeIHLHOTO
moprana u ObC.
IloaroroBka k
AKP.
HWroro no pazaeny 10 821 | 10
8. IIpumenenue CpencTB
KpUNTOrpaduyeckod  3aIlUTHI
unpopmarmu (CK31).
CamocCToATenbHOE
M3y4eHHe yueOHOH
8.1 IlpumeHeHHe CpEACTB 11 HayHHoH
N JIUTEPATYPBI,
KpHnTorpapuyeckon AynuropHas
pabora ¢ I1K-23,
3aIUTHI UHpOpMaH 4 5/31 4 KOHTPOJIbHAS
. MaTepHagaMu [IK-25, OIIK-3
(CK3H), xpansmeiics B pabota
Gasax anmbix, ot HCJI 00pa3oBaTeNbEHOTO
’ ’ noptana u 3bC.
IToaroroBka k
AKP.
CamocTosTeNnbHOe
u3yueHue y4eOHOH
Y HAy9HOH
8.2 CmocoObl u cpencTBa fTATCPATYPB, AynutopHas
Kpunrorpapuueckon 4 5/31 4 padora ¢ KOHTPOJIbHAS TR-23,
PHIITOTP 0 MaTepuaIaMu OHTP TIK-25, OIIK-3
3aIIUTHI 0a3 JaHHBIX. pabora
00pa3oBaTeNbEHOTO
noptana u 3bC.
IToaroroBka k
AKP.
Hroro no pazneny 8 10/61 | 8




9. CK3U «Kpunto BI».

CaMocTosTenbHO
91 Cocras " u3ydeHune yueOHon
COBMECTHMOCTh CK3U1 Hﬁia};iml;
«Kpunro BI». aé)OTz}IIIZ ’ AynutopHas
Peanu3yemble  aaropuUTMBI 2 3 2,3 MaFT)e ATTAMI KOHTPOJIbHAS
KpHUNTOrpaduuecKkoro o06paso 15 ATCIEHOLO pabota
npeobpaszoBanus B CK3U nngana 1 OEC
«Kpurro BI». ToAroToBKa K
AKP.
CamocrosTensHoe
u3ydeHue yueOHon
9.2 Ucnonb3oBaHue HII//IITH:}:;HOI:I
«Kpunro BJI» B 001a4HbIX DATYPEL, AynutopHast
cpenax. OCHOBHBIE 2 320 | 2 paota ¢ KOHTPOJIbHAS TIK-23,
penax. MaTepHaiaMu ™ TIK-25, OIIK-3
TPUHIUITEL PaOOTEI pabora
«Kpurro BJly 00pa3oBaTEeIHLHOTO
P ) noprana u ObC.
ITogroroska k
AKP.
CamocrosTensHoe
u3ydeHue yueOHon
Y Hay4HOU
9.3 Amnamu3z yrpos u 4 4 4 HHT:ggg’I;H’ KommnbrorepHoe IK-23,
ysi3umocteit CYBJ] Oracle P tectupoBanue  |ITK-25, OITK-3
MarepuanaMu
00pa3oBaTeIHLHOTO
noptana u 3bC.
[oaroroska k KT.
Hroro no pazaeny 8 1021 | 8,3
10. Dx3ameH
CamocTrosTenpHoe
u3ydeHue yueOHoun
Y Hay4HOU
JIUTEPATyPBI,
pabora ¢ I1K-23,
10.1 Dx3amen MaTepHaTaMH DK3aMeH IK-25. OTIK-3
00pa3oBaTeNbEHOTO
noptana u 3bC.
Tloaroroska k
JK3aMEHY.
Hroro mo pazaeny
Hroro 3a cemectp 34 34/141 | 36,3 SK3aMeH
Hroro no aucrumianne 52 70/281 | 53,3 3a4er, SK3aMeH OIIK-3,[IK-

23,I1K-25




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

JUia  peanu3zauuu  NPEeAyCMOTPEHHBIX BHUJOB Yy4eOHOHl paboThl B KauecTBe
00pa30oBaTeNbHBIX TEXHOJIOTHIA B IPEIOIaBAHUH AU CIIUILTMHBI UCTIOIb3YIOTCS:

1) TpaauiMoHHash TEXHOJIOTHS, BKJIIOYaroImas B ceOs OObSCHEHHE MperogaBarelis Ha
JICKIUSAX, CAMOCTOSITENIbHYIO PaboTy ¢ y4eOHOU M CIPaBOYHOU JUTEPATYpOd MO TUCIUILINHE,
BBIMIOJTHEHUE 33/JlaHUid MO0 METOAMYECKMM yKa3zaHusM. @opMmbl yueOHBIX 3aHATHH C
UCTIOJIb30BAaHUEM TPAAUIIMOHHBIX TEXHOJIOTHIL:

Jiis  peanu3zauuu  NPEeAYyCMOTPEHHBIX BUJOB Yy4eOHOHl paboThl B KauecTBe
00pa30oBaTeNbHBIX TEXHOJIOTHIA B IPEIOIaBAaHUH AUCIUILTMHBI UCTIOIb3YyIOTCS:

1) TpaauiMoHHAs TEXHOJIOTHS, BKJIIOYaroImas B ceOs OObSCHEHHE MperoaaBarelis Ha
JICKIUSAX, CAMOCTOSITENILHYIO PaboTy ¢ y4eOHOU M CIPaBOYHOU JUTEPATYpOd MO TUCIUILINHE,
BBIMIOJIHEHUE 33/JlaHUd MO0 METOAMYECKMM yKa3zaHusM. @DopMmbl yueOHBIX 3aHATHH C
UCTIOJIb30BAaHUEM TPAAUIIMOHHBIX TEXHOJIOTHIL:

a) BBoHas jeKius — AUl EIOCTHOTO MPEICTABICHUS 00 y4eOHOM MpeaIMeTe 1 aHaT|3a
y4eOHO-METOIUYECKOM JIUTEPATYPHI;

b) O630pHbIe JEKIUU — JJIsI CHCTEMATU3AI[MA HAYYHBIX 3HAHHI Ha BHICOKOM YPOBHE C
UCTIOJIb30BAaHUEM AaCCOLMATHBHBIX CBs3€d B TIpOIecCce TPEACTABICHUS UM OCMBICICHUS
nHpopmanuu;

C) WudopmammonHas JeKIHMsS — MOCICAOBAaTEeIbHOC M3JIOKCHUE MaTephaia B
TUCIUIIMHAPHON JIOTHKE, OCYIIECTBISIEMOE MPEUMYIIECTBEHHO BepOaIbHBIMU CpEICTBAMU
(MOHOJIOT TIpernogaBaTes);

d) Cemunap — Oecema mnpernogaBaTenass W OOYYAIONIMXCS, OOCYKICHHE 3apaHee
MOJTOTOBJICHHBIX COOOIIEHWH MO KaKIOMY BOINPOCY IUIAHA 3aHATHS C €OUHBIM JUII BCEX
MepeYyHEM PEKOMEHIyeMO 0053aTeIbHON U TONOTHUTENBHOM TUTEepaTyphl;

e) [IpakTuyeckoe 3aHsTHE, TOCBSIIEHHOS OCBOCHUIO KOHKPETHBIX YMEHUI U HABBIKOB 110
MPEJIOKEHHOMY aIrOpPUTMY;

f) JlaGoparophas pabota — opraHuzanuMs ydeOHOW pabOTBI C peaTbHBIMH
MaTepHalbHBIMH W MH(QOPMAIMOHHBIMH  OOBEKTaMH, OKCIEpUMEHTalbHas paboTa ¢
aHaJIOTOBBIMH MOJIENISIMU PEaIbHBIX 0OBEKTOB.

2) Pa3nenHo-KOMIIETEHTHOCTHAsE TEXHOJOTHWs, BKJIOUArOImass B ceOs IKECTKOe
CTPYKTYPUPOBAaHHUE COJEpX aHHUA Y4eOHOro Marepuana, COMpPOBOXKIAIOIIAsCA 00s3aTeIbHBIMU
OJlOKaMH JTOMAITHUX 3aJaHWid, KOHTPOJBHBIX pPAa0OT W TECTHPOBAHWEM IO KaXIOW TeMe
cozepxkanus Kypca. @opmbl yueOHbIX 3aHATUI ¢ UCTIOTIb30BaHUEM Pa3ieH0-KOMIETEeHTHOCTHOM
TEXHOJIOTHH:

a) Keiic-meTompl — AJIs OBNAJICHUS] CHCTEMOW 3HAHWH M YMEHHH U TBOPYECKOTO HX
UCTIONIB30BaHUSI B MPOQPECCHOHATBHONW  NEATENPHOCTH W CaMOOOpa3O0BaHHMM; IS
KBAJTM(HUIMPOBAHHOT'O M HE3aBUCUMOTI'0 pelIeHus Mpo(hecCHOHAIBHBIX 3a/]1a4; AJIsl OpUEHTAllUU B
MHOT000pa3uM yueOHBIX MPOrpamm, OCOOMii, IuTepaTypsl U BbIOOpa Hanbosee 3 PEeKTUBHBIX B
NPUMEHEHUN K KOHKPETHOH CUTYyalluu; JUIsl OCYIIECTBICHUs caMopedIieKCuu Ui albHeiero
po(hecCHOHABHOT0, TBOPYECKOTO POCTA U COIIMAIN3ALINN JINYHOCTH.

3) MHTepakTHBHBIE TEXHOJIOTHH — OpPTaHU3alUs 00pa30BaTEIbHOTO MpoIlecca, KoTopast
NpeIoIaraeT akTHBHOE U HEIMHEHHOE B3aMMO/ICHCTBHE BCEX YUaCTHHKOB, IOCTHIKEHUE HA ATON
OCHOBE JIMYHOCTHO 3HAYMMOr0o JJIsi HHUX oOpa3oBarelbHOro pesynbraTa. Hapsny co
CHECNMATM3UPOBAHHBIMA ~ TEXHOJIOTHSIMH ~ TaKOTO  poJa  TPUHIUI  HHTEPAKTUBHOCTH
IOpPOCIEXHUBAaETCsI B OONBIIMHCTBE  COBPEMEHHBIX  00pa30BaTENbHBIX  TEXHOJOTHH.
WHTEpakTHBHOCTH TIOAPa3yMEBAET CyOBEKT-CyOBEKTHBIE OTHOIICHHS B X0€ 00pa30BaTeIbHOTO
npoliecca U, Kak clieZicTBUe, (OpMUpPOBAHUE caMOpa3BUBaroLIeiicss HH()OPMaIIMOHHO-PECYPCHOM
cpenpl. DopMbI ydeOHBIX 3aHATHH C UCTIOIH30BaHUEM MHTEPAKTHBHBIX TEXHOJIOTHH:

a) Case-study — st aHaiM3a peaibHBIX MPOOJIEMHBIX CHUTYallMd M TIOMCKA JIYYIIUX
BapHUaHTOB PENICHUH, pa300p Pe3yIbTaTOB TEMAaTHUYECKUX KOHTPOJIBHBIX padoT,



aHaJIU3 OIMMOOK, COBMECTHBIN MOUCK BAPUAHTOB PAIlMOHAILHOTO PEIICHUS TPOOIEMEI.

b) Mertoas! IT — mis MpUMEHEHUsT KOMITBIOTEPOB B MPOIECCE OCBOCHUS JUCIUILIHHBI 1
nocryna k DOP kadenpsr u MaTEpHET-pECypcam.

C) Jlekuus «oOpaTHOM CBSI3M» — JICKIUA—TIPOBOKAIIUS (U3JI0XKEHUE MaTepHraia ¢ 3apaHee
3aIIaHUPOBAHHBIMU omunoKamu), nexkuus-oecena, JEKIUA-TUCKYCCus,
JEKUUSA-TIPECCKOH(EepPEeHIINS.

d) Cemunap-auckyccusi — KOJUIEKTUBHOE 00CYKICHHE KaKOro-Ir00 CIIOPHOTO BOIPOCa,
npoOsieMbl, BBISIBJICHHME MHEHUH B rpymne (MEeXIpynnoBOH AMajor, JTUCKYCCHSl Kak
CIIOp-UaJor).

e) KonrexcTHoe 0o0yueHne — /1l MOTHBAIIMK O0YUYArONIMXCS K YCBOCHHIO 3HAHUH ITyTeM
BBISIBJICHHS CBSI3€il MEXIy KOHKPETHBIM 3HaHHMEM M ero mnpumeneHue. OBIaJeB B paMKax
W3YYEHUS TUCIUIUIMHBI HaBbIKaMU oOecredeHus O0e30MacHOCTH HMH(OpMalUU € MOMOIIbIO
TUIOBBIX TPOTPAMMHBIX CpEACTB, OOYYAIOMIMUCSA MPHOOPETET CIIOCOOHOCTH Y4YacTBOBATh B
pa3paboTKe  3alUIIEHHBIX  aBTOMATH3UPOBAHHBIX  CHUCTEM 1O  Hpoduiito  cBoei
po(hecCHOHATTLHOM A TeILHOCTH;

f) MexnucuuiuimHapHoe OOyueHHe — Ui HMCIOJb30BaHHMS 3HAHMHA W3 Pa3IMIHBIX
oOnacteil, X TPYNIUPOBKH U KOHLIEHTpALlMU B KOHTEKCTE pertaeMoi 3aaauu. g peanuzanuu
JAHHOTO MeToja 00ydeHHUs OOy4yarolIMMCsl BBLIAIOTCS 3a/laHusl 10 pelleHus 3a7ad U3 Jpyroi
pEeIMETHOM 00J1acTH.

4) TexHOJOTHH TPOOIEMHOTO OOyUYeHHs — OpraHu3aIks 00pa30BaTEILHOIO MpoIecca,
KOTOpasi MPEANojaraeT moCTaHOBKY MPOOJIEMHBIX BOIPOCOB, CO3AaHHE yUE€OHBIX MPOOJIEMHBIX
CUTyallui Ui CTUMYJIUPOBAHUSA AKTHBHOW ITO3HABATEIBHON ACSITENBHOCTH OOYYarOIIUXCS.
@®opMbl y4eOHBIX 3aHATUH € UCIIOJIB30BAHUEM TEXHOJIOTUM MPOOIEMHOIO O0YUEHHUS:

a) IlpoGnemHas Jekmus — H3JIOKEHHE Marepualia, MPEINosaraiiee MOCTaHOBKY
NpoOJEeMHBIX M JUCKYCCHOHHBIX BOIIPOCOB, OCBEIICHHE pA3IMYHBIX HAyYHBIX I1OJXOJIOB,
AaBTOPCKHE KOMMEHTApUH, CBSI3aHHBIE C PA3IMYHBIMU MOJEISMHU MHTEPHPETALUU H3y4aeMOTO
MaTepuaia.

b) Jlekums «BaBoem» (OMHapHAs IEKIMs) — W3JIOKCHHE MaTepuada B (dopme
JUAJIOTMYECKOT0 OOIleHus1 JABYX IpernojaBaTeniell (HampuMmep, PEKOHCTPYKLUS Jauajora
Mpe/ICTaBUTENeH pa3TUYHBIX HAYYHBIX [IKOJI, Y4EHOTO)» U «IIPAKTHUKa» U T.I1.).

c) Ipakruueckoe 3aHsATHE B (opMe MpaKTHKymMa — OpraHu3anus ydeOHO# paboThI,
HamnpaBlieHHAas Ha peIIeHHe KOMILIEKCHOW y4eOHO-TI03HaBaTeNbHOU 3ajaud, TpeOyromei oT
oOyJaromerocsi MPUMEHEHHUs KaK HAyYHO-TEOPETHUYECKUX 3HAHWW, TaK W MPAKTHYECKUX
HABBIKOB.

d) IlpakTuyeckoe 3aHSITHE Ha OCHOBE Keiic-MeToa — OOy4YeHHE B KOHTEKCTE
MOJIEIUPYEMOM CUTYyalluH, BOCIIPOU3BO/IAIIEH peabHble YCIOBUS HaAyYHOMU, IPOU3BOJICTBEHHOM,
oOuiecTBeHHOM — JesitenbHOCTH.  OOydaromiuecss JOJKHBI NPOAHATU3UPOBATH  CHUTYAIMIO,
pa3obpaThCs B CyTH IpoOsieM, TPeIOKUTh BO3MOXKHBIE PEIICHUsI U BbIOpaTh Jydllnee U3 HUX.
Keiicel 0azupyrorcs Ha peaqbHOM (DAKTHYECKOM MaTepHualie WIM K€ MPUOIMKEHBl K peaTbHON
CUTyalluu. pa3bop pe3yiabTaTOB TEMAaTHUYECKUX KOHTPOJBHBIX pPaldOT, aHaIU3 OIIMOOK,
COBMECTHBIH IMOMCK BApUAHTOB PALIMOHAIBHOTO pelIeHus: y4eOHOM mpoOieMsl.

5) UrpoBbie TEXHOJIOTUU — OpraHU3alUs 00pa30BaTEILHOIO MPOIEcca, OCHOBAHHAS Ha
PEKOHCTPYKIIMK Mojeneld mnoBeaeHus DopMbl Yy4eOHBIX 3aHSITUH C HUCIHOJIb30BAaHUEM
MPEJIOKEHHBIX CIEHAPHBIX YCIOBUH. DOpMBI YUEOHBIX 3aHSATHI C UCHOIH30BAHUEM UTPOBBIX
TEXHOJIOTHIA:

a) YueOHas mrpa — ¢opMa BOCCO3IaHHS TPEIMETHOTO M COIMAIBLHOTO COJCpPIKaHHS
Oynymeil npodecCHOHaIbHOM NEATENbHOCTH CHElHaNuCTa, MOJIEIUPOBAHUSA TaKHX CHUCTEM
OTHOINICHHI, KOTOPBIE XapaKTEePHBI JIJISl TOU IEATEIHHOCTHU KaK 1IEJI0TO0.

b) JlenoBas urpa — MOACIMPOBAHKUE PA3IUYHBIX CUTYAI[Hid, CBA3aHHBIX C BHIPAOOTKOM U
INPUHATHEM COBMECTHBIX pEIIEHHH, 00CYXIEHHUEM BOIIPOCOB B PEKUME «MO3TOBOIO IITypMay,
PEKOHCTPYKIHEH QYHKITMOHATBHOTO B3aUMOICHCTBUS B KOJIJICKTHBE H



T.IL.

C) PoneBast mrpa — mMUTaIMs WM PEKOHCTPYKLUS MOJEICH POJICBOTO IOBEACHHS B
IIPEJJIOKEHHBIX CLIEHAPHBIX YCIOBUSX.

6) TexHOJOTMM MPOCKTHOTO OOYYECHUs] — OpraHM3alus oOpa3oBaTEIBHOIO Ipolecca B
COOTBETCTBUHM C ITOPUTMOM IIOATAITHOTO PEIICHUs MPOOJEMHOHN 3aJa4d WM BBIIOJIHEHUS
yueOHoro 3ananus. [IpoekT npennogaraer COBMECTHYIO y4eOHO-I103HABATEIbHYIO 1€ TEIbHOCTh
rpynnbl 00ydaroluXcsl, HallpaBJIEHHYI0 HAa BbIPAOOTKY KOHLENIUH, YCTAHOBJIEHHE LEIeH u
3aj1a4, HOPMYIUPOBKY OKUIAEMBIX PE3yJIbTATOB, ONPE/IEICHNE IPUHLIUIIOB U METOJUK PEIIEHUS
MOCTABJIICHHBIX 3aJla4, IUIAHUPOBAHUE XoJa paldOThl, MOUCK JOCTYMHBIX M ONTHMAJIbHBIX
pecypcoB, MO3TANHYK PEANM3aALUI0 IUlaHA pabOThI, MPE3CHTALUI0 PEe3yJbTaToOB PadOThI, MX
ocMbIceHne u peduiekcruto. OCHOBHBIE THITBI IPOEKTOB:

a) HccnenoBarenbCKuil MPOEKT — CTPYKTypa NpHONMKEHA K (GopMmary HaydHOro
UCCIICIOBAaHMS  ([IOKA3aTeIbCTBO AKTYalbHOCTH TEMBI, ONpEAEICHUE HAaydyHOW MpPOOJIeMBl,
npeaMera U oObeKTa MCCeOBaHMA, Lened W 3ajad, METOAOB, MCTOYHUKOB, BBIJIBHIKEHUE
THIIOTE3bI, 00001IEHNE PE3yIbTaTOB, BBIBO/IbI, 0003HAYEHNE HOBBIX MPOOIIEM).

b) TBopueckuii MPOEKT, KaK MPABHJIO, HE UMEET JCTAIbHO MPOPAOOTaHHOW CTPYKTYPBI;
yueOHO-103HaBaTENbHAsL JEATEILHOCTh 00YJarOMIUXCsl OCYILECTBISETCSI B paMKax PaMOYHOIO
3aJlaHUs, IOJUUHSACH JIOTUKE M HHTEpecaM YYaCTHUKOB IIPOEKTA, KaHPy KOHEUHOTro pe3ysbTara
(razera, puIBM, MPA3AHUK, U3AAHUE, SKCKYPCHUS U T.I1.).

C) WudopmannoHHBI NPOEKT — yd4eOHO-IIO3HABATENbHASL [EATEIBHOCTh C SPKO
BBIPA)KEHHON 9BPHCTUYECKOI HAIPABICHHOCTHIO (ITOUCK, OTOOP U cHCTeMaTH3aIus HHPOpMauu
0 KakoM-TO 0OBEKTe, 03HAKOMJICHHE YYaCTHUKOB IPOEKTa ¢ 3TOM MH(OpMaIuel, ee aHaIu3 U
o0o0mIeHune 1151 Mpe3eHTay 00sIee IIMPOKON ayTUTOPHH).

7)  HHbOopMalMOHHO-KOMMYHHKALMOHHbIE ~ 00pa3oBaTelbHbIC  TEXHOJOTUH  —
opranusaius 00pa3zoBaTebHOTO MPOLEcca, OCHOBaHHAsI HA IPUMEHEHUH CHEUAIN3UPOBAHHBIX
IPOTPaMMHBIX CpeJl U TEXHUUYECKHX CPeJICTB paboThl ¢ nHpopmanueit. PopMbl yueOHBIX 3aHATUI
C UCITI0JIb30BAHUEM MH(POPMALIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTUM:

a) Jlekuus-Bu3yanu3aius — U3JI0KCHUE COJCPIKAHUS COMPOBOXKIACTCS MPE3CHTALMEH
(eMoHCTpalel yueOHbIX MaTepHaioB, MPEICTABICHHBIX B Pa3JIMYHbIX 3HAKOBBIX CUCTEMAX, B
T.4. WUTIOCTPATUBHBIX, IPahUUEeCcKUX, ayH0- U BUIEOMATEPHAIIOB).

b) Tlpaktudeckoe 3aHsTHE B (OpME MNPE3CHTALMU — MPEACTABICHUE PE3YJIbTATOB
IIPOEKTHON MJIM MCCIEN0BATENBCKON AESTEIBHOCTH C HMCIOJIb30BAaHUEM CHELUAIN3UPOBAHHBIX
IPOrPaMMHBIX CpeJl.



6. YueOHO-MeTOAMYeCKOe 00eciedeHHEe CAMOCTOSITEIbHOM PadoThl 00yUYaIOIUXCS

AyauTopHas caMoCTOsITeJbHas paboTa OOyYarolmuXcsi Ha MPAKTHYECKUX 3aHATHIX
OCYIIECTBIISIETCSA TOJI KOHTPOJEM IIperojiaBareiis B BHJE PEIICHUS 3aJa4 U BBINOJTHEHUS
YOPOKHEHHUH, KOTOPBIC OMpEIeseT IpernojaBareib Uisi O0ydJaroluXCcs C HCIOJIb30BaHHUEM
metonoB IT .

BreaynuTopHas caMocTosITeNIbHAs pad0Ta 00YyJarOITUXCS OCYIIECTBIISCTCS B BUJE YTCHUS
JUTEPaTyphl MO COOTBETCTBYIOIIEMY pasleny C MNpopabdOTKOH Marepualia M BBITOJIHEHUS
JOMAITHUX 3aJaHUi ¢ KOHCYJIbTAIlMSIMU TperojaBaTels, a TaK JX€ C IPUMCHEHUEM
Keiic-Texnosormii.

3aaHusi M BONPOCHI MO pa3jaesiam
Pasznea 1-4
Bomnpocni:

[Tpoueaypsl, BBIMOMHSIEMbIE IPU PETUCTPALIMU TIOJIH30BATEINS B CUCTEME.
[lepeuncinuTh 37IEMEHTHI ayTeHTH()HUKAIINN.

[TpuBecTr npumMeps! GaKTOPOB ayTEHTH()UKALINN.

J1s1 4ero ciyKUT MEXaHU3M YIPABIEHUS JOCTYIIOM?

Crpykrypa komana APDU. [Tpumepst komanx APDU.

Jl1s yero HeOOXOAMMBI TAPOJIbHBIE TTOTUTUKH?

MeTo/p1 TapoabHON ayTeHTU(UKALIUH.

Ornucath NPUHIUIBI PAOOTH OUOMETPUUYECKUX CUCTEM.

Onucats npuniun pa6otst OTP-TokeHa.

©oN bk wDdPE

[EEN
o

. Crioco0OwI ayTeHTH(DHUKAIMH [TOJIB30BaTeNs py ucnois3oBanuu OTP-TokeHa.

3ananus:
[Toctpouts CKVY /[ Ha 6a3e KOHTaKTHBIX cMapT-KapT.

[Toctpouts CKV /I Ha 6a3e OeckonTakTHRIX RFID cmapt-kapT.
[Toctpouts CKVY/] Ha 6a3e GMOMETPUUECKUX CUCTEM.
IToctpouts CKY ]I Ha Ga3e kiroueit eToken.

IToctpouts CKY ]I Ha 6a3e kiroueit iButton.

Pa3nen 5-8

abrwdE

Bomnpocsr:

1. TlpuBecTu mpUMepHl aTak Ha CUCTEMBbI JAHHBIX, B KOTOPBIX HUCIIOJIb3YeTCs
ayTeHTU(UKalMsI Ha OCHOBE MapoJis, U CIIOCOObI 3aIIUThI OT HUX.

2. TlpuBecTn mpuMepsl aTak Ha CHCTEMBI TaHHBIX, UCTIOIB3YIONINE ayTEHTH(PUKAIIHNIO C
MOMOIIbI0 OMOMETPUYECKUX XapPAKTEPUCTHK, U CIIOCOOBI 3aIIUTHI OT HUX.

3. IlpuBectn mpumepsl aTak Ha CUCTEMBI JaHHBIX, HCIOIB3YIOIINE aYTCHTU(UKAIIIO C
noMoIiso OTP-TokeHOB, ¥ CITOCOOBI 3aIIUTHI OT HUX.

4. TlpuMmeHeHHe KpUNTOTpapHH ¢ OTKPBITHIM KIIOUOM IS IU(POBAHUS COOOIICHHS.

OUII. ITpumeps! NCNOIB30BaHUS.

6. Peanusyemblie anroput™sl kpunrorpaduueckoro npeodbpazoBanus B CK3U «Kpunro b/1».

o

3aganud:

1. [ns cepepa 6a3bl JaHHBIX U JUISI KQXKJIOTO MMOJIB30BATENs, BKIOYAs aIMUHUCTPATOPOB
0€30MacHOCTH, CO3/aTh [0 OJHON KIIFOUEBOM Mape (OTKPBITHINA U 3aKPBITHII KIIIOUN) C
ucnonp3zoBanneMm CK3U «Kpunto BIy».



7.

OneHo4HBIE CPeCTBa ISl IPOBEIeHUsI IPOMEKYTOUYHOM aTTecTalNu

a) [lnanupyemble pe3yabTaThbl 00y4eHHS] M OLIEHOYHbIE CPEACTBA [JIsl IPOBeAeHUA

l'lpOMe)KYTO‘IHOi/i arrecranmm.

CTpyKTypHBIH
TPYKTYP [Inanupyemsbie pe3yiabTaThl
SJIEMEHT OneHoYHbIE CpeCTBA
o0OydeHus
KOMIIETEHIIUN
OIIK-3 - CmocoOHOCTPIO TMPHUMEHATH  S3BIKM, CHCTEMBI W  HWHCTPYMEHTAJIbHBIE CpEICTBa

IporpaMMupOBaHus B HpO(l)CCCPIOHaIII:HOfI JCATCIIBHOCTH.

3HaTh Buow aymenmugpuxayuu u | Boripockr jyis 3aueTa:
npunyunel, Ha  Komopwuix oHu | 1. [Iponeypsl, BBIIONHAEMBIE IPU
OCHOBAHDL. PETUCTpaLUy NI0JIB30BATEINS B CUCTEME.
Ipunyune npocpamMmuposanus | 2. [lepeuncnute 377€MEHTHI ayTeHTH()UKALIH.
PA3NIUYHbIX 61008 Kapm u Kuouel | 3. [IpuBectn npumeps! HaKTOpoB
docmyna. ayTEeHTU(UKAIIH.
Tunvt amax ma cucmemuvl OaHmbvIX, | 4. JJ1s 9ero ciay>KUT MEXaHU3M YIPaBICHUS
UCNONL3YIOWUX  paziuunble  6uobl | JOCTYIIOM?
aymenmughuxayuu 5. Crpykrypa komaax APDU. IIpumepsr
komang APDU.
6. Jiist gero HeoOXO0IMMBI TTAPOJIbHBIC
MIOJIUTUKH?
7. MeTo/1p1 TAPONBHOM ayTeHTH(UKALINH.
8. OnwucaTh MPUHIHITEI Pa0OTHI
OMOMETPHYECKUX CUCTEM.
9. Omnwucarp nmpuanUn padotsr OTP-TokeHa.
10. CriocoObl ayTeHTU(UKALIMN TTOJIb30BATEIS
npu ucnosab3zoBanuu OTP-TokeHa.
Ymeth Hacmpaueamy cucmemy | 1. [IpoBecTH aHaNM3 aTak Ha CUCTEMBI JaHHBIX, B
opeanuzayuu U KOHmMpOJa 00cmyna | KOTOPBIX UCITIONIB3YETCs ayTeHTH(GUKaLus Ha
PAa3UYHO20 BUOA. OCHOBE NapoJisi, U HAWTH CHOCOOBI 3aLUTHI OT HUX.
Ananuzuposame U HAX00UMb I
pewienus no sauume om amax na| > POBECTH aHalM3 aTaKk Ha CUCTEMBI JaHHBIX,
cucmemvl OAHHLIX, UCNOTLIYIOUJUX Igcnonwyfonme ayTeHTHQHKAINMIO - C HOMOIIIPIO
NOMETPUYECKUX  XapPAaKTEPUCTHUK, M  HAWTH
pasiunsie 6udel CIOCOOBI 3aIIUTHI OT HUX.
aymenmudurayu. 3. TlpoBecTn aHanmM3 aTak Ha CUCTEMBI JIaHHBIX
Yemanasnusameo cpedcmaa ’
sawgumt B, HCHONB3YIOIINE ayVTeHTH(bHKaumo C TIOMOILBIO
OTP-ToKeHOB, 1 HAWTH CIIOCOOBI 3alTUTHI OT HUX.
Bragets Hasvixamu Hacmpouxu u | 1. 3anporpaMmmupoBaTh cMapT KapTy.
AOMUHUCTPUP OBAHUS cpedcms | 2. Buectu B BJ] OnomeTpuieckoii cucTeMbl
sawumol B/J. ayTeHTU(UKAIUHN 2X aJ]MIHACTPATOPOB. B kauecTe
Hagvikamu paspabomku cucmemul | UICHTU(HHUKATOPOB UCIONB30BaTh OTIECYATOK
3auumul ¢ yuemom ocobenHocmel | najbla U MOAENb JIHULA.
3auumaol unghopmayuu, | 3. Buectu B BJ] Onomerpuueckoit cuctemMbl
obpabamuieaemoti 8 CYB/]. ayTeHTU(UKAMU 2X mojb3oBarteneil. B kauecTse
Hagvikamu  ananuza  kpumepueg | RACHTUPHUKATOPOB UCIIOIB30BATH OTIEYATOK
OYeHKU aghgexmugnocmu u | Mkl WA Tapolb.
HaoedxcHocmu  cpeocmé  3awumul | 4. 3anporpaMMupoBaTh 2 Kirova iButton na
uHgopmayuu NpocpamMmHozo | GIIOKUPOBKY BXOJA.
obecneuenus 5. 3amporpammupoBath 2 kiroua iButton na
AGMOMAMUIUPOBAHHBIX CUCHIEM. QJIMAHUCTPUPOBAHKE CHCTEMBI.
IK-23 - cnocoOHOCTBIO (OPMHPOBATH KOMIUIEKC Mep (IIpaBuiia, MPOLELYpbl, METOIbI) IJISl 3alUThI
MH(QOPMaIK OrPaHUUEHHOT0 JOCTyNa
3HaTh Memoovl ghopmuposanus Bompocsl k 5k3aMeny:
mpebo6aHull no 3awume 1. [Ipoueaypsl, BBITOTHAEMBIE TIPU
ungopmayuy, 0opabamvleaemoll ¢ | pETUCTPAIINH TI0JIL30BATENSI B CHCTEME.




CTpyKTypHBIH
JNIEMEHT

[Inaaupyembie pe3yabTaThl

O1eHOYHBIC CpPeICTBa

o0yueHus
KOMIIETEHIINU
CVE/]. 2. [lepeuncnute 377€MEHTHI ayTeHTH()UKALINY.
Ocnosnvie cpedocmeéa u cnocobdwl | 3. IIpuBectn mpuMeps! HakTOPOB
obecneyenus uH@opmayuonHou | ayTeHTU(HUKALIH.
bezonacnocmu, npunyunsl | 4. JJ1s1 4ero ciayKUT MEXaHU3M YIPaBICHUS
nocmpoenusi  cucmem  3awumul | 1ocTyrnom?
ungopmayuu, obpabamvisaemoi 8 | 5. Crpykrypa komaun APDU. IIpumepsr
CVHK/I xomang APDU.
Hpunyune opeanuzayuu u|6. 115t gero HeoOXOIUMBI TTAPOJIBbHBIC
CmMpYyKmypa — cucmem  3aujumvl | TOTATHKH?
unpopmayuu npoepammuozo | 1. MeToabl napoabHON ayTeHTH(HUKAIIH.
obecneyenus 8. [IpuBecTr mpuUMepHI aTaK HA CUCTEMBI
ABMOMAMUUPOBAHHBIX CUCTIEM. JIAHHBIX, B KOTOPBIX HCIOJIb3YETCS
Opeanuzayuonuvle  Mepbl RO | ayTCHTU()HKALNSA HA OCHOBE MAPOJIsl, U CIIOCOOBI
3auume ungopmayuy, | 3aIATHL OT HUX.
oopabamvieaemoti ¢ CYB/]. 9. [IpuBecTn mpuMepsI aTak Ha CUCTEMBI
JIAHHBIX, UCTIONB3YIOIINE ayTCHTHHUKAIUIO C
MIOMOIIbI0 OMOMETPHUECKUX XapaKTEPUCTHK, U
CHOCOOBI 3aIUTHI OT HUX.
Ymertb Hcnonvzosams memoowt
OpMUPOBaHU MPeOOBAHUTLL NO
popup P 1. IToctpouts CKVY]] Ha 0a3e KOHTAaKTHBIX
3auume uH@opmayuu,
. cMapT-KapT.
oopabamvieaemoti ¢ CYBJ].
2. IMoctpouts CKVY/] Ha 6a3ze OECKOHTAKTHBIX
Knaccupuyuposamv cpeocmea u
RFID cmapr-kapr.
cnocobwl obecneuenus
. 3. IocTpouts CKY I Ha Oaze
ungopmayuonHoU  HezonacHocmu,
NPUHYUNBLL  ROCMPOEHUsS.  CUCEM OMOMETPHYECKIIX CHCTEM.
3ap u?nbz P ungpopmay 4. TMocrpouts CKVY /] Ha 6aze kiroueii eToken.
“ . AU, 5. [Moctpouts CKY /I Ha 6a3e kitoueii iButton.
obpabamuvieaemoti 6 CYBJ].
6. Hactpouth cucTeMy BHICOHAOIIOACHUS
Opeanuzogvigams — 6€30nACHOCHb
MOMEIIEHHsI, B KOTOpoM HaxoauThest OU.
APM, Ha xomopwvix ycmaHoéneHa
CVEJL
Brnaners Memoodamu ¢popmuposarus
mpebosanuil no 3awume
. 1. ObecneunTh KOHOUACHIMATHLHOCTH U KOHTPOJIb
ungopmayuu, obpabamuléaemoi 8
LEJIOCTHOCTH uH(popmaluu B B/] ¢ ucnonb3oBannemM
CVB/I
CK3U «Kpunro BJ1» no tpeboBanusm Ub.
Hagvikamu — ananuza  memooos
. 2. [IpoBecTH MOHUTOPHHT U AYAHT JOCTYIA K
Gdopmuposanusi  mpebosanull o
3amupoBaHHBIM JaHHBIM B/I.
3awume uHgopmayuu,
obpabamuvieaemoti 6 CYB]].
MK-25 - cnocobHocThio  oOecrieunth  3(Q(GEKTUBHOE  NPUMEHEHHWE  CPEICTB  3alUTHI

WHPOPMAITMOHHO-TEXHOJIOTHYECKIUX PECYpCOB aBTOMATH3MPOBAHHON CHCTEMBI U BOCCTAHOBJIICHHE WX
paboTOCTIOCOOHOCTH ITPH BOSHUKHOBEHWH HEIITATHBIX CUTYAIMH

3HaTH

Ipunyunsl pabomoel 6a3 OAHHLIX.
Ocnosnvie cpeocmea obecnedenus
be3onacHocmu OaHHbIX.

Ipunyunet  AOMUHUCTPUPOBAHUSL
basz OGHHYIX. Cpeocmea
obecneyenus bezonacnocmu
OAHHbIX.

Opeanuzayuio 3augumot
unghopmayuu 6a3 OAHHHIX.
Cpasnumenvuvlil anamus
aghpexmuerHocmu npumenenus

Bomnpock! k ax3ameny:

10. OnwucaTb MPUHLHIBI PaOOTHI
OMOMETPHUYIECKIX CHCTEM.

11. Omnucats npunuun padotsl OTP-Tokena.
12. CriocoObl ayTeHTU(UKALIMN TTOJIb30BaTEIs
ipu ucrnonszoBanun OTP-TokeHa.

13. [IpuBecTr mpUMepsI aTaK HA CUCTEMBI
JAHHBIX, UCTIOJIB3YIOIINE ayTEHTU(UKALUIO C
nomoiisio OTP-TokeHOB, 1 CIOCOOBI 3alIUTHI OT
HUX.

14. [Ipumenenune kpunrorpaduu ¢ OTKPBITHIM




CTpyKTypHBIH

[Inaaupyembie pe3yabTaThl

JJIEMEHT O1ieHOUHBIE CpesCTBa
o0yueHus
KOMIIETCHIINU
cpedcms obecnedenus: KITIOYOM 15 UG POBAHUS COOOIICHHS.
beszonacHocmu  OaHHbIX. 15. OMII. [TpuMepsI UCITOIB30BAHMS.
16. Peanuzyembie anroputmsl
kpunrorpaduieckoro npeodpazoBanus B CK3U
«Kpunro BJI».
17. Apxurekrypa CK3U «Kpunro B1».
18. Oransl skcrutyataunn CK3U «Kpunro b/»
1 33/1a4M, BHIOJHSIEMBIC Ha KaXKJIOM dTarle.
YMeTs Ananuzuposameo
pabomocnocodbnocms 6a3zvl
OGQHHDIX.
IHpunumams yuacmue 6 Hacmpotuike
cpedcme obecneyeHus
be3onacHocmu OaHHbIX,
oopabamvieaemvix 6 CYB/].
1. I[IpoBecTn aHaIM3 HHIUIEHTOB OE€30IIACHOCTH C
CamocmosimenbHo NPUMEHAMb
ucnoas3zoBanreM CK3U «Kpunto B/».
cpedcmea obecneuerus
2. Hactpouts CK3U «Kpunto BJ[».
be30nacHocmu OaHHbIX.
Yuacmeosamv 6 eoccmamnoenenuu
pabomocnocobHocmu cucmem 6a3
OaHHBIX  npu B03HUKHOBEHUU
HeWmammuvlx CUmyayui.
Opeanuzogvigams  6€30NACHOCHb
cucmem 6a3z OaHHBIX.
Bnanets OcHogHbiMU cpedcmeamu

obecneuenus 6e30nacHoCmu
OAaHHbBIX.

Hasvixamu pabomul ¢
HOPMAMUBHBIMU OOKYMEHMAMU NO
AOMUHUCTPUPOBAHUIO 6A3 OAHHBIX.
Cpeocmeamu obecneuenus
bezonacnocmu OAHHBIX.
Hagvixamu pazpabomxu u
AOMUHUCIPUPOBAHUS OA3bI
OAaHHDBIX.

Hagvikamu opeanuzayuu
bezonacnocmu cucmem 6a3
OAaHHbBIX.

Cpeocmeamu obecneueHus
bezonacnocmu oannwvix u AUC.

1. i cepBepa 0a3bl JaHHBIX U IS KAXKIOTO
MIOJIB30BATEIIS, BKITFOYAsI aIMUHUACTPATOPOB
0€301MacHOCTH, CO3/IaTh 110 OJHOM KITFOUEBOH Mape
(OTKPBITHIA U 3aKPHITHIN KIIFOYHN) C UCTIOJIb30BaHUEM
CK3U «Kpunto b/I».

2. Hactpouts noctyn AamunuctparopoB CYB/I k
XpaHsieiics B 0aze mHpOpMaIuu cCoriacHO
MaTpuLe A0CTymna ¢ ucnonb3oBanuem CK3U
«Kpunro BJ]».

0) Ilopsinok mnpoBeneHUs] NMPOMEKYTOYHOH aTTeCTALMH, NOKa3aTeJd M KPUTEPUH

OICHUBAHUA:

IHoka3aresu M KPpUTEPUHM OLICHUBAHMS 3a4eTa:

— Ha «32aYTeHO0» — O0yUJaOIIHIICS TIOJDKEH TTOKa3aTh MMOPOTOBBIM YPOBEHb 3HAHHM Ha YPOBHE
BOCTIPOM3BEICHUS 1 00bsICHEHUsI HHPOPMAITUY;

— Ha «He 3a4YTeH0» — OOydalIuiicss HE MOXET I0Ka3aTh 3HAaHUS Ha YPOBHE
BOCTIPOM3BEJICHUS 1 OOBSICHEHUS HH(POPMAIIUH.

IMoka3aTesu M KPpUTEPUHN OLIEHUBAHMS IK3aMeEHAa:

— Ha OIICHKY «OTJMYHO» — 00YJaIOIIUNCS JOJKEeH MOKa3aTh BEICOKUN YPOBEHb 3HAHUN HE
TOJIbKO Ha YpPOBHE BOCTIPOM3BEACHHUS M OOBACHEHHS WH(POpMANUU, HO W HHTEIIEKTYaJIbHBIC




HAaBBIKW PCIICHUA HpOGJIeM U 3aJia4, HaXO0XJICHUS YHUKAJIbHBIX OTBCTOB K Hp06HeMaM, OLCHKHU U
BBIHECEHUSI KPUTHUYECKUX CYKICHU;

— Ha OIICHKY «XOPOII0» — O0YyJaroNHMiics JOHKCH MOKa3aTh CPEeIHUN YpOBEHb 3HAHHUH HE
TOJILKO HAa YPOBHE BOCIIPOM3BEICHHS M OOBACHEHUS HHPOpPMAIMH, HO U HHTEJUICKTyalbHbIe
HABBIKU pEUICHHs MPoOJIeM U 3aj1ad;

— Ha OIICHKY «YyAOBJIETBOPUTEJIbHO» — OOYyYalOIIUWCA OJKEH MOKa3aThb MOPOTOBBIN
YpOBEHb 3HAHWI HA YPOBHE BOCIPOM3BEACHHS M OOBSCHEHUS WH(MOPMAILMU, HABBIKK PEIICHUS
TUIIOBBIX 3371a4;

— Ha OIICHKY «HEeYI0BJEeTBOPHUTEIBHO» — OO0YJAIOIINUICS HE MOXKET MOKa3aTh 3HAHUS HA
YPOBHE BOCHPOU3BENICHUSI U OOBSICHEHUS MH(OPMAIMK, HE MOXET MOKa3aTh HABBIKU PEIlCHUs
TUIIOBBIX 3a1a4.



8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE 0O0ecnevyeHue TUCIUIIUHBI (MOTYJIs1)

a) OcHoBHas1 IMTEpPaTypa:

1. Monumyk, FO. B. ba3sl gaHHbIX M MX 0e30macHOCTh . ydebnoe mocobue / HO.B.
[Mommmyk, A.C. boposckmit. — Mocksa | MH®PA-M, 2020. — 210 c. — (Bsicmee
obpasoBanue: Cnenmanuret). — DOI 10.12737/1011088. - ISBN 978-5-16-107421-3. - Tekcr :
anekTponHbiii. - URL: https://new.znanium.com/catalog/product/1011088 (nmara oOparueHwus:
26.02.2020)

2. Mapkun, A. B. TIporpammupoBanue Ha SQL B 2 4. Yacts 1 : yueOHUK U PAKTUKYM
s By30B/ A. B. Mapkun. — 2-e u3n., nepepab. u gomn. — Mocksa : M3nparensctBo HOpaiir,
2020. — 403 c.— (Bwicmiee o6OpazoBanue). — ISBN 978-5-534-12256-5. — Tekcr
snekrponnsiii // DBC IOpaiit [caiit]. — URL: https://urait.ru/bcode/452357 (nara oGparieHus:
24.02.2020).

3. Mapxkun, A. B. IIporpammupoBanue Ha SQL B 2 4. YacTp 2 ;| y4eOHHK U MPAKTHKYM
it By30B/ A.B.Mapkun. — 2-¢ uzn., uchnp. u jgorn. — Mocksa ;. M3garensctBo FOpaiir,
2020. — 340c.— (Bwicmiee oOpazoBanme). — ISBN 978-5-534-12258-9. — Tekcr
anextpouHbiit // DBC IOpaiit [caiit]. — URL.: https://urait.ru/bcode/451185 (mata oOparieHwus:
24.02.2020).

0) JlonmosiHuTeIbHAS JTUTEPATYpA:

1. 3ammra nadopmanuu : yued. nocodue / A.Il. XKy, E.IT. XKyk, O.M. Jleneuikus, A..
TumomikuH. - 3-¢ m31. - Mocksa : PUOP: UH®PA-M, 2019. - 400 c. - (Bsiciiee oOpazoBanue). -
DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-16-106478-8. - TekcT : 2JIEKTPOHHBIU. -
URL.: https://new.znanium.com/catalog/product/1018901 (xara oopamenus: 26.02.2020)

2. BuykoB, A.A. 3amura wuHpOpMaimu . yueOHOe mocobue It BY30B/
A. A. BaykoB. — 3-¢ u3n., mepepadb. u nmon. — Mocksa ! UsnatensctBo FOpaiit, 2020. —
161 c. — (Beiciiee oopa3zoBanue). — ISBN 978-5-534-07248-8. — Tekcr : anekrponssiii // 3b6C
FOpaiit [caiit]. — URL: https://urait.ru/bcode/422772(nata obpamienus: 24.02.2020).

3. Baykos, A. A. 3amura nHQOpPMAIIMU B OAHKOBCKUX CHUCTEMAX : y4eOHOe IToCoOHe st

OakanmaBpuata u Maructparypbl/ A. A. BHykoB. — 2-¢ wu3a., uchop. W jgon. — Mocksa :
WznatenbctBo Opaiit, 2018. — 246 ¢. — (bakamaBp m Maructp. AKaJIeMHUYECKUH KypcC). —
ISBN 978-5-534-01679-6. — Tekcr : oanekrponnsii // DBC IOpaiit [caiitr]. — URL:

https://urait.ru/bcode/414083 (nata obparenus: 24.02.2020).

4. CereBas 3amura uHpopmanuu. JlabopaTopHblii mpakTukym: yuyeOHoe mocoOue [ams
By30B] / [I. H. Ma3uun [u ap.]; Marautoropckuit roc. Texundeckuit yH-T um. I'. . Hocosa. -
Marnutoropck : MI'TY um. I'. K. Hocoga, 2019. - 1 CD-ROM. - 3arx. ¢ tuty:n. skpasa. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530
260/3824.pdf&view=true (mara oOpamenus: 22.10.2019). - Makpooosekr. - ISBN
978-5-9967-1605-0. - Tekct: anekTpoHHBIN. - CBefieHns JOCTYIHBI Takke Ha CD-ROM.

B) MeTonuyeckue ykazaHus:

1. MeToauyeckue yka3aHus 110 BBIIOJHEHHUIO MpakTHueckux padot ([Ipunoxenue 1)

2. Meronuyeckre yKa3aHus 10 BBIMOJIHEHUIO BHEAYUTOPHBIX CAMOCTOSTENbHBIX paboT
(ITpunoxenue 2)

r) [Ilporpammuoe odecneuenne u UHTepHeT-pecypcebl:
IIporpammHoe o0ecneyenne

Haumenosanue 110 Ne norosopa CpoOK IeiCcTBUS TUIEH3UN
MS Windows 7 J1-1227-18 o1 08.10.2018 11.10.2021
Professional (a1 kaccoB)

MS Off_lce 2007 Ne 135 o1 17.09.2007 OeccpoyHo
Professional




7Zip cB0OOaHO pacrpocTtpansemoe 10 OCCCPOUHO
MS SQL Server
Management Studio cB00OOIHO pacnpoctpansiemoe 110 06eccpouHo
Oracle My SQL
Workbench Community  |cBo6oaHO pacmipoctpansiemoe [10 OeccpouHo
Edition
Oracle SQL Developer cB00O1HO pacnpocTtpansemoe [10 OeccpouHo
Oracle SQL Developer
Data Modeler cB00OOIHO pacmpoctpansiemoe 110 06eccpouHo
MS Windows 10
Professional (st J1-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)
MS Windows J1-1227-18 o1 08.10.2018 11.10.2021
Server(aist KaccoB)
e TokenSecurLogon for|y 571 15 41 16.10.2012 SecepoHo
Oracle
ggg” Kpumrollpo |y 571,12 o1 16.10.2012 Geccpouno
]Iif)r :Zi‘];f(p Mozilla cB00OAHO pacnpocTpansemoe 10 OeccpouHo
Bpaysep Yandex cB00OAHO pacnpocTpansemoe [10 06eccpoyuHO
MS Windows XP
Professional (nis J1-1227-18 o1 08.10.2018 11.10.2021
KJI4CCOB)
LibreOffice cB000,1HO pacrpoctpansemoe [10 0eccpoUHO
FAR Manager cB00OAHO pactpocTpansemoe [10 OeccpoyuHO

IIpodeccnonanbubie 0a3bl JaHHBIX M MH(POPMAIMOHHBIE CIPABOYHbIC CHCTEMbI

Hassanue xypca

CchUIka

Cereoii pecypce (Caitt ®CTIK)

URL: www.fstec.ru

Cetesoii pecypc (Caiit POCCTAHIAPT)

URL:
https://www.rst.gov.ru/porta

|/gost

baHk naHHBIX yrpo3 6e30macHOCTH HH(pOpMAIH
OCTOK Poccun

URL: https://bdu.fstec.ru/

HannonanpHas MH(POPMALMOHHO-aHAIUTHYECKAs
cucreMa — Poccniickuil MHIEKC Hay4HOTO IIUTUPOBAHMS
(PUHII)

URL:
https://elibrary.ru/project_risc.asp

[TouckoBas Axanemuss Google (Google

Scholar)

cucremMa

URL.: https://scholar.google.ru/

Nudopmanmonnas cucrema - EnquHoe OkHO JgocTyma K
HHGOPMAIMOHHBIM pecypcam

URL.: http://window.edu.ru/

denepaibHOE rOCyIapCTBEHHOE OODKETHOE
yupexaenue «DenepanbHbIi HHCTUTYT MPOMBIILIEHHOM
COOCTBEHHOCTH)

URL: http://www1.fips.ru/



http://www.fstec.ru/
https://www.rst.gov.ru/portal/gost
https://www.rst.gov.ru/portal/gost

9 MaTtepHaJbHO-TEXHHYECKOE o0ecTedeHne TUCIUTLIHHBI (MOLYJIs1)

MaTepI/IaJIBHO-TeXHI/I‘-IeCKOG obecrieucHue JUCHHUIIIMHBI BKJIIFOYACT:

Jlaboparopuss TpPOrpaMMHO-AIIAPATHBIX CPEICTB oOecredeHuss WHGOPMAIMOHHON
0e30MacHOCTH:

1. CK3U Kpunro BJ](sunensust: norosop K-271-12 ot 16.10.12)

2. DnexTpoHHbIH Karou Guardant

3. DnexTpoHHbIi K04 Etoken

4.  VYcrpoiictBo  uaentudukammu  (DnekTpoHHbii  kmou  Guardant ID
cepTuUIMPOBAHHBIN)

5. Kommerorep Destene Volution i560 na 6aze Windows Server 2008 R2(Standart)
MSDN

6. [I19BM na 6a3e Windows 7 — 12 mit

JlaGoparopus 3alMILIEHHBIX aBTOMaTU3UPOBAHHBIX CUCTEM:

1. Kommnekt yue6HOr0 000pynoBanus "CrucreMbl KOHTPOJISI AOCTyma"

2. Kommutekr ydyeOHOro oOOpymoBaHus "CHCTEMBI MOHUTOPHHTa WH(POPMALUOHHOM
6e3omacHocTu”

JlextmonHnele aynutopuu (ayn. 2124, ayn. 226, aya. 365, aya. 388 u T.1.):
MybTUMEIMIHBIC CPEACTBA XPAHEHHS, [IEPEIavd U MPeACTaBICHHS HH()OPMAITUH

KommsrotrepHsie kinaccsl (aya. 372, aya. 245, ayn. 247, ayn. 144, ayn. 142 ut.1.):
[Tepconanbubie komnbroTeph! ¢ [10 u Boixog0M B IHTEpHET U JOCTYIIOM B 3JIEKTPOHHYIO
MH(pOPMAIIMOHHO-00PA30BATENBHYIO CPEAY YHUBEPCHUTETA.



IMPUJIOKEHUE 1
METOAUYECKHNE YKA3AHUA
[1O BBIHIOJIHEHUIO [TPAKTUYECKUX PABOT

Pexomenpanuu HampaBiieHbl Ha OKa3aHHE METOAMYECKON IOMOIIM CTYACHTaM MpHU
BBIMIOJTHEHUH NMPAKTUYECKUX 3aHSITUH.

[IpakTrueckoe 3aHsATHE — ATO 3aHATUE, TPOBOAUMOE 0] PYKOBOACTBOM IperogaBaTeis B
yueOHOI ayTuTOpuH (KOMIIBIOTEPHOM KJIACCE YHUBEPCUTETA WM YUeOHO! CrieMann3upOBaHHOM
nabopaTopun YHHBEPCUTETA), HANIPABICHHOE HA yriyOJICHHE HAyYHO-TEOPETUUYECKUX 3HAHUH U
MOJIy4YeHHUE MPAKTUYECKUX HABBIKOB PEILICHUS TUIIOBBIX U MPUKIIAHBIX 33a4.

[lenpro MpPaKTUYECKUX 3aHATUH SBISIETCS (POPMUPOBAHHME M OTPAbOTKA MPAKTUYSCKUX
YMEHHM U HaBBIKOB, HEOOXOJAUMBIX B MOCIEAYIONIEH AeATeIbHOCTH 00yYaIOUXCS.

OCHOBHBIMU 337]a9aMU IPAKTHYECKUX 3aHSATHH SIBIISTFOTCSI:

— yriyOlieHue YpOBHS OCBOCGHHSI OOLIEKYJIBTYPHBIX U MPOGEeCCHOHATBHBIX
KOMIICTCHITUH;

— 0000menne, cucreMarH3amus, yriyOJeHue, 3aKpelUIeHHe  MOJTYYEeHHBIX
MPAKTUIECKUX 3HAHUHU TI0 KOHKPETHBIM TeMaM TUCITUIUINH PA3IMYHBIX [IHKJIOB;

— npuoOpeTeHHe CTYJACHTaMH YMEHUW M HABBIKOB HCIOJB30BAaHUS COBPEMEHHBIX
TEOPETUYECKUX 3HAHUN B PEIICHUU KOHKPETHBIX MPAKTHUECKUX 3a7a4;

— pa3BUTHE po(hecCHOHATLHOTO MBIIICHHUS, pohecCHOHATLHOM u
[M03HABATEIbHON MOTUBALIUY.

[lepeuenr TeM MpaKTUYECKUX 3aHATHH  ompenensercs pabodeil mporpamMmoit
JUCUUIITMHBL. [MaH mpakTUYecKux 3aHSATUN OTBe4aeT OOIIed HANpaBICHHOCTH JIEKIIMOHHOTO
Kypca U COOTHECEH C HUM B MOCJIEI0BATEIbHOCTH TEM.

CtpyKTypa mpakTUYECKOT0 3aHATHUS BKJIFOYAET CICAYIOIINE KOMIIOHEHTHI: BCTYUTEIbHAs
YacTh; OTBEThl Ha BOMPOCHI OOYYAIOMIMXCS; IMPAKTUYECKas YacTh; 3aKIIOYUTEIBHOE CIOBO
npenoaaBarelis. Bo BCTYyNUTEIbHON YaCTH OOBSBIISETCS TEMa TEKYIIETO MPAKTUISCKOTO 3aHATHS,
CTaBUTCS €ro IeNH W 3aJadyd, MPOBEPSAETCS HCXOAHBI YpOBEHb TOTOBHOCTH CTYACHTOB K
MPaKTUYECKOMY 3aHATHIO (BBIMOJHEHUE TECTOB, KOHTPOJIbHBIE BOMPOCHI U T.11.)

Ha mnpakThueckoM 3aHATUM TIperiojaBaTelb MOXET HCIOIb30BaTh pPa3HOOOpa3HbIC
obOpasoBarenbHble TexHojoruu (metonbl IT, paGota B komanzae, case-study, mpoOiiemMHOe
oOydeHue, y4yeOHbIE AUCKYCCHU U T.M.) MO CBOEMY BBIOOPY HJSl AOCTHIKCHHS] Ka4€CTBEHHOTO
YpOBHSI O0yUeHUS.

IIpaBuiia no TexHuke H€30MACHOCTH ISl 00yYAKOIIMXCS
MPH NPOBeIeHNH NMPAKTHYECKHX PadoT
Obwue npasuna:

1. TIlpaktuyeckue paboOTHl MPOBOAATCA TOA HaOmojgeHueM mpenoaasarens. K
BBITIOJTHCHUIO TIPAKTHYECKUX PAa0OT CTYIEHTHI JOIMYCKAIOTCS TOJIBKO ITOCIIE MPOCTYIITHBAHUS
MHCTPYKTaka MO0 TEXHHUKE O€30MacHOCTH, MpaBWJIaM TOBEJEHUS, MPOTUBOMOKAPHBIM MepaM B
KOMITBIOTEPHOM KJIACCE U CHEIUAIM3UPOBAHHBIX JJAOOPATOPHSIX.

2. OOydaeMblil JOKEH CTPOTO BBINONHITH TMpaBUia TEXHUKH O€30MacHOCTH H
CaHUTAPHO-TUTHCHWYECKUE HOPMBI NPU  paboTe B  KOMIBIOTEPHBIX  Klaccax |
CIEIMAIM3UPOBAHHBIX TAOOPATOPUSIX YHUBEPCUTETA.

IHopsiioK BHINOJIHEHHUS IPAKTHYECKUX PadoT

[Ipy MOArOTOBKE K BBIMOJHEHHIO MPAKTHUECKUX pabOT CTYIEHT JOJHKEH MOBTOPUTH
TEOPETUUECKHI MaTepHal, HEOOXOAUMBIH JIJIs1 BBIOJIHEHUS 3aJaHUIl 110 TeKYIEel TeMe.

[IpakTuyeckass paOoTa BBIMOJHSAETCS KaXKIBIM CTYIEHTOM CaMOCTOSITENbHO, COTJIACHO
WHJVBHIyAIbHOMY 33JIaHHUIO.

CTyneHTbl, NpOMYCTUBILINE 3aHSATHUS, BBIITOIHAIOT MIPAKTHYECKHE PabOThl BO BHEYPOUHOE
BpeMs.

ITocne BBIMONHEHUS KaXKIAOH NMPaKTHUECKOW pabOThl CTYAEHT JEMOHCTPUPYET Pe3yibTaT
BBINOJIHEHHS NPENOAABATEN0, OTBeUaeT Ha Bompockl. IlpenonaBaTtens oueHuBaer padoTy B



COOTBETCTBUH C 33JJaHHBIMU KPUTEPUSIMH OLICHKH MPAKTUYECKUX paboT.

IIpaBuia odopmiieHust pe3yJbTATOB U OLIEHMBAHUS MPAKTHYECKOH PadoThI

Pe3ynbTaThl BBIMOJHEHHOH NPAKTUYECKOH pabOThl OQOPMIISIOTCS B COOTBETCTBUH C
TpeOOBAaHUAMMU K BBIIIOJHEHUIO KOHKPETHOM pabOThI.
[IpakTuyeckass paboTa CUMTAECTCs BBIIOJIHEHHOM, €CIM CTYAEHT HaOpan Oayi, KOTOPBIH
COCTaBJIAET MOJIOBUHY MaKCUMAJIbHOI'O KOJIMYECTBA OaJIJIOB.

J1J1s orieHMBaHKS paOOThI IPHIIAraeTCs CIACIYIONINEe KPUTCPHH.
Oyenxa «omauyHo» — padoTa BHITIOJHEHA B IIOJTHOM 00BheMe U O3 3aMeYaHHMiA.
Oyenxa «xopowoy — paboTa BBITOJIHEHA MPABMIIBHO C YY4ETOM 2-3 HECYIIECTBEHHBIX OIIMOOK,
MCIIPABIIEHHBIX CAMOCTOSITEIILHO 110 TPEOOBAHUIO MTPETIOaBATEIS.
Oyenxa «yoosiemsopumenvhoy — padoTa BHIIOJHEHA MPAaBUIBHO HE MEHEE YeM Ha ITOJIOBUHY WITH
JOITYIIIeHA CYIECTBEHHAs OLITUOKA.
Oyenxa «HeyOoosremeopumenvbHo» — NOMYIIEHbI ABE (U 0oJiee) CYIIECTBEHHbBIE OLIMOKH B XOE
paboThI, KOTOPBIE CTYJACHT HE MOXKET MCIPABHUTH JIaXKe MO TPEOOBAHHWIO MPEMOAaBaTess, WA
paboTa He BBINOJIHCHA.



IMPUJIO)KEHUE 2

METOJUYECKHUE YKA3AHIA 110 BBIITIOJIHEHWIO BHEAY/IUTOPHBIX
CAMOCTOATEJIBHBIX PABOT

O01mme moJoKeHus

HaCTOHH_[I/Ie MCTOANYCCKUEC YKadaHHsA IMPEAHA3HAYCHBbI JIA OpraHu3aluu BHCaYﬂHTopHOﬁ
CaMOCTOSTCIbHOM pa6OTBI CTYACHTOB M OKa3aHus IIOMOIIMX B CaMOCTOATCIBHOM H3YYCHUU
TEOPCTUUCCKOT'O U pCain3allun KOMHeTeHHI/Iﬁ O6y‘laeMBIX.

JlaHHBIC METOAMYCCKHE YKA3aHUS HE SIBIISIOTCS YU€OHBIM ITOCOOMEM, ITO3TOMY TIepe]] Ha4aIoM
BBITIOJTHEHHSI CaMOCTOSITEIBHOTO 3aJaHHsl CJIEIyeT W3Y4UTh COOTBETCTBYIOIIUE pa3/eIibl
JICKIIMOHHBIX 3aHATHH, MaTepualioB O00pa30BaTEIBHOIO IOpTaja, pa3/elioB OCHOBHOW U
JOTIOTHUTEIIFHOW JIUTEPaTyphl, MPEACTABICHHBIX B MyHKTE 8. «Y4eOHO-METOIUYECKOe U
nH(popManMoOHHOE 00eCTIeYeHUE TUCIMIUIMHBI (Mo TyIis)» ganHou PITJI.

esn 1 32124 CAMOCTOSITEILHOMH PadOThHI

Llenb camMOCTOSATENBHOW pabOThl — COACHUCTBHE ONTHMAJIbHOMY YCBOCHHIO Yy4eOHOTO
MaTepraiga OOYYaIONUMUCS, pPA3BUTHE WX I[I03HABATEIIBHOH aKTHBHOCTH, TOTOBHOCTH U
MOTPeOHOCTH B caMOOOpa30BaHKH.

3amauu caMoOCTOSATEILHOM padoThI:

— TOBBILIEHUE UCXOIHOT'O YPOBHS BIIaJIeHUs HH(POPMALMOHHBIMU TEXHOJIOTHSIMU;
— yrayOsieHue U cucTeMaTH3alys 3HaHui;
— IIOCTAHOBKA U PEUICHHE CTaHAAPTHBIX 3a7a4 Ipo(eCcCUOHATbHON eI TENbHOCTH;
— pasBuTHe pabOTHI ¢ pa3NTUYHON 10 00BEMY U BUAY HH(DOpMAIHel, yaeOHON 1 HAyIHOMH
JUTEPaTypou;
— IpaKTHUYECKOe MPUMEHEHHUE 3HAaHUM, yMEHMUI;
— CaMOCTOSITE€JIbHO HCIIOJNBb30BAaHUE CTAHAAPTHBIX HPOTPaMMHBIX CpEACTB cOopa,
00pabOTKH, XpaHEHUS U 3alUThl HH(OpMALIUN
— pa3BUTHE HABBIKOB OPraHU3allMU CaMOCTOSITEIbHOTO Y4EOHOro TpyAa M KOHTPOJS 3a
ero 3(peKTUBHOCTBIO.
Bupl BHeayTUTOPHOM caMOoCTOSATENbHON paboThI M (POPMBI KOHTPOJISL ¥ BpEMsI Ha BHITIOJTHEHHE
KaXKJIOTO BUJA CAMOCTOSTENIHLHON paboThl yka3zaHbl B MyHKTe 4. «CTpyKTypa M COAEpKaHUE
JUCHUILIMHBD JaHHOoM PIT/I.

IHopsiaok BHINOJIHEHHUS

[Ipy BBHIMOTHEHMM TEKYIIEH BHEAyIUTOPHON CaMOCTOSTENHFHON pPabOThl 00ydaromeMycs
CIEAyeT NPUAECPKUBATHCS CIEAYIOIIEr0 MOPAIKA JEHCTBUI:

1) BHHMMATEJIBHO U3YYUTh COOTBETCTBYIOIIHE TCOPETHUSCKHE PA3/ICIIbl JUCIUILTHHBI, TOJIB3YSICh

MatepHragamMy (JIEKLMOHHBIMHU, IIPE3€HTAllMOHHBIMHU, ayAHO-BU3yaIbHBIMH):

d) MpeIOoCTaBISIEMBIMH MPEOABATEIIEM HA JICKIIMOHHBIX 3aHSATHSIX;

b) mpenocraBnsieMbIMU MperoaBaTeIeM B paMKax dJIEKTPOHHBIX 00pa30BaTEIbHBIX KYPCOB;

C) conaepKalUMHUCS B ydeOHHKAaX M y4eOHBIX mocoOusx DBC (31eKTpOHHO-OMOIMOTEYHBIX
CHCTEM), DJIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA U HHTEPHET-PECYPCOB.

2) TloapobHO pa300paTh THIIOBBIE MPHUMEpPHI PEIICHHS 3a]ad, PACCMOTPEHHBIE B paMKax
ayJMTOPHOM KOHTAKTHOM paboThI ¢ IpenojaBaTeseM.

3) IpuMeHUTH MONyYCHHBIC TEOPETHYCCKUE 3HAHUS U TPAKTUYCCKHE HABBIKM K PEIICHUFO
VHAVBUAYAJIBHBIX 3a/laHUH, K IPOXO0XKIEHUIO0 KOMIIBIOTEPHBIX TECTUPOBAHUM.

4) Tlpu HeoOXOmUMOCTH, CHOPMHUPOBATH TEPEUCHb BOIMPOCOB, BBI3BABIIMX 3aTPYIHCHUS B
npolecce caMoCToATeNbHOM paboThl. OOCYIUTHh BO3HHKIIKME BONPOCHI CO CTYACHTaMH
Ipynmnbl, B paMKax KOMAaHJIHO-TIPOEKTHOW paboThl, M C TMpenojaBaTesieM, B paMKax
KOHCYJIbTAIIMOHHON TTOMOIIH, peaTi30BaHHOM 100 B KOHTAKTHOU (hopme, 1100 cpeicTBaMH
nH(popMalnoHHO-00pa3oBaTenbHOM cpebl BY 3a.



Kpurtepun onieHKH BHeayAUTOPHBIX CAMOCTOSITEIbHBIX PadoT
KadyecTBO  BBINONHEHHS BHEAYTUTOPHOH  CAMOCTOSITENBbHOW  pabOThl  O0ydYaromuxcs
OLIEHUBAETCA IOCPEICTBOM TEKYIIEro KOHTPOJS CAMOCTOSITEIbHONH paboThl O0ydaromuxcs ¢
UCTIOJIb30BaHUEM OAJUTBHO-PEHTUHTOBOM CUCTEMBI.
B kauectBe opM TeKylIero KOHTPOJS MO JUCHUIUIMHE HCIOJIB3YIOTCS: WHIWBUAYaJIbHBIC
3aJlaHUs, ayAUTOPHBIE KOHTPOJIbHbIE PA0OThI, KOMIIBIOTEPHOE TECTUPOBAHHUE.

MaxkcuMalibHO€ KOJIMYECTBO 0ajIIoB 06yqafom1/11710${ ImoJIy4dact, €CJIn:

— BBINOJHSCT WHAMBHIYyalbHbIC 3aJlaHUS B COOTBETCTBHUH CO BCEMH 3asBICHHBIMHU
TpeOOBaHUSIMU;
— JIaeT NMpaBHIbHBIC POPMYIUPOBKH, TOYHBIC ONPEICICHNUS, TIOHSITHS TEPMUHOB;
— MOXeET 000CHOBATh PAIMOHAIBHOCTD PEUICHHUs TEKYIIeH 3a1a4i.;
—  00CTOSITETIHHO C IOCTATOYHOH IMOJIHOTOM M3JIaraeT COOTBETCTBYIOIIYIO TEOPETUUCCKUI
pazern,
— TPaBWIHLHO OTBEYACT HA JIOTIOJTHUTEIHHBIC BOTIPOCHI MPEIOIaBaATENs, UMCIOIIUE TICITBIO
BBIICHUTD CTCIICHb TIOHUMAHUA UM JaHHOI'O MaTepuaja.
50~85% OoT MakCHUMaIbHOTO KOJMYECTBA OAIIJIOB 00YYAIONIMIACS MOTydaeT, eCIlu:

— HenonHO (He MeHee 70% OT MOJTHOTO), HO MPAaBUJILHO BBHIIIOJIHEHO 33/1aHHE;

— TpH H3JIOKEHUU OBUIM JOMYIIEHBI 1-2 HECYIIECTBEHHbIC OIIMOKH, KOTOpHIC OH
VICIIPABIISIET TI0CTIC 3aMEYaHHs IIPETIoJaBaTelIs;

—  Jaet npaBuWiIbHbIC (OPMYITHPOBKH, TOUHBIC ONPEICIICHNUS, HOHSITUS TSPMUHOB,

— MOXeT 000CHOBATh CBOM OTBET, IIPHUBECTU HEOOXOAUMBIC TIPHMEPHI;

— TPaBWIBHO OTBEYACT HA JIOMOJHUTENIBHBIC BOMPOCH IPEHOAaBATElIs, UMEIOIIUE 1IEITBI0
BBISICHUTD CTEICHb IOHUMAHUS UM JJAHHOTO MaTepHaa.

36~50% OT MakCHMaJILHOTO KOJIMYECTBA OAJUIOB O0YJAIOIIUIICS MTOTyYaeT, eCIu:

HenoyHo (He MeHee 50% OT MOJIHOTO), HO MPABUIIBHO U3JI0KEHO 33/1aHHUE;
IIPU U3JI0KEHUU ObLIa omyIleHa | cyliecTBeHHas omnoKa;
3HACT U ITIOHUMACT OCHOBHBIC ITOJIOXKCHUA I[aHHOﬁ TEMBI, HO JOIYCKACT HETOYHOCTHU B
(bopMynHUpOBKe MOHATHUH;
— H3JIaraeT BBHIOJHEHHE 33/IaHUs HEIOCTATOYHO JIOTHYHO U TIOCIIEI0BATENBHO;
— 3aTpyJHSETCS IPU OTBETaX Ha BOIPOCHI MPETOAaBATEIS.
35% u MeHee OT MaKCUMaJIbHOTO KOJIMYECTBA OaJIJIOB 00YyYarOIIHIICs MMOTy4aeT, eCllu:

— HenoaHo (MeHee 50% OT MOJIHOI0) U3JI0KEHO 3a/laHUE;

— TpU H3N0KEHUM ObUIM JOMNYIIEHBl cyllecTBeHHble owmubku. B "0" Oamios
IpernojaBaTelib BIPaBe OLIEHUTH BHIMOJIHEHHOE 00yJarolMMCs 3aJlaHue, €CIM OHO He
YJIOBJIETBOPSIET TPeOOBAHMSAM, YCTAHOBJIIEHHBIM IpENojaBaTesieM K JaHHOMY BHIY
paboThI UM HE OBLIO MPEJICTABICHO AJISl IPOBEPKHU.

CymMMa mojdy4eHHBIX OaUIOB MO BCEM BHUJAaM 3a/laHUil BHEAYAMTOPHOM CaMOCTOSITENbHOU
paboThl COCTaBISIET PEUTHHTOBBIM TOKa3zaTelb oOydaromerocs. PeWTHHroBbIN TOKa3aTelNb
o0yyJarolerocsi BJIMSET Ha BBICTABICHHWE HTOTOBOW OLIGHKM MO pe3yjibTaTaM M3Y4YEeHUs
JTUCIUTUIAHBI.

[Toxazarenu M KpUTEpUU OICHUBAHHS MOJYYEHHBIX 3HAHWUN TMpEACTaBIE€Hbl B MyHKTE 7.0)
«O1eHOYHbIE CpeACTBa Il POBEAECHUS TPOMEXYTOUHOH arrecTanun» AaHHou PIT/I.



