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HH(POPMAIMOHHOH 6e301MacHOCTH
18.02.2020, npotoxoi Ne 6 ;
e W.W. bapankona

3aB. kadenpoii

Pabouas mporpamma o106pena meromveckoit komuccuelt UOMAC

26.02.2020 r. nporoxon No 5 @

[Ipencenarens C.W. Jlyxpsinos

PaGouas mporpamma cocraniena:

3aB. Kagenpoit Mulb, n-p texu. nayk 7/@%/5/ W.W. Bapankosa
Penensenr:
HayanbHUK YUTHACY | kanj. TexH. HayK K.A. PyGan

w



JIner akryaauszanuu padoueil mporpaMmbl

Pabouast mporpamMmma repecMoTpena, o0cykaeHa u ogoopena s peanuzamnuu B 2020 - 2021
yueOHOM roay Ha 3acenanuu kadeapsl HMupopmartuku u nHGOpMaAIIMOHHON 0€3011acHOCTH

IIporokomor 20 1. Ne

3aB. kadeapoii I/I.H.fapaHKOBa

Pabouast mporpamMmma repecMoTpeHa, 00CcykaeHa u 0100peHa s peanuzamnuu B 2021 - 2022
yueOHOM roy Ha 3acefanuu kapeapel WMHbopmaruku u nHGOPMAIMOHHON O€30MaCHOCTH

IIporokomor 20 1. Ne

3aB. kadempoii I/I.H.fapaHKOBa

Pabouas nmporpamma nepecMoTpeHa, o0cyxaeHa u ogodpena st peanmsanuu B 2022 - 2023
yueOHOM roay Ha 3acefanuu kapeapsl WMubopmatuku u nHGOpMALIMOHHON 6€30MaCHOCTH

IIporokomor 20 1. Ne

3aB. kadeapoii I/I.I/I.fapaHKOBa

Pabouas nmporpamma nepecMoTpeHa, oocyxaeHa u ogodpena st peanmsanuu B 2023 - 2024
yueOHOM roay Ha 3acefanuu kapeapsl MHpopmatuku u nHGOpMaIMOHHONW 0€30MaCHOCTH

IIporokomor 20 1. Ne

3aB. kadeapoii I/I.I/I.fapaHKOBa

Pabouas nporpamma nepecmotpena, o0cyxaeHa u ogoopena i peanuzauuu B 2024 - 2025
yaeOHOM roy Ha 3acefanuu kapeapel HMHDopMmaruku u nHGOpPMAIMOHHOW 0€30TTaCHOCTH

[Iporokom ot 20 1. Ne

3aB. kadenpoii I/I.I/I.EapaHKOBa




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Lensimu  ocBOeHMA AUCUMIUIUHBI «BUpTyalbHble CeTH» SBJISIOTCS OBJIAJCHHE
CTyJCHTaMH HEO0OXOTUMBIM u JIOCTaTOYHBIM YPOBHEM po(heCcCUOHATBHBIX,
poecCHOHANBHO-CIIEHUANIN3UPOBAHHBIX KOMIIETEHIIMII B COOTBETCTBUU C TpeOOBaHUSIMU
O®I'OC BO mno cnenuanbHocTH «MHpOpManmonHas 0€30MaCHOCTh aBTOMATHU3UPOBAHHBIX
CUCTEM.

CrienivaabHBIMU HETSIMU JUCITUTUINHBI «BHPTYalbHBIC CETHY SBIISFOTCS:

- I3yUYCHHE aPXUTEKTYPhI U HACTPOEK BUPTYalbHBIX JTOKaNbHbIX ceTeit (VLAN);

- U3YYCHHE CTPYKTYpHI, MPHUHIIMIIOB Pa0OTHI, HACTPOCK BUPTYAIBHBIX YACTHBIX CETH
(VPN) u texnomorwuii Ha ux ocHoBe Site-to-site VPN, FlexVVPN u SSL VPN;

- OCBOCHHE 00JaUHBIX TEXHOJIOTHI BUPTYaIbHbBIX CETEH.

2 MecTo TMCHHMIIMHBI (MO1YJIsI) B CTPYKTYpe 00pa3oBaTe/bHOIl POrpaMMbl

HucuuiuinHa BupryanbHble ceTH BXOJUT B BapUaTUBHYIO 4YacThb Y4eOHOro IjIaHa
00pa30oBaTeIbHOIN IPOrPaMMBI.

Jns  u3ydeHUs  JUCLUIUIMHBI  HEOOXOOUMbI  3HaHUS  (YMEHMs,  BIJIAJICHUsA),
c(OpMHUPOBAHHBIC B PE3YIIbTATE U3YUCHHSI JUCITUTUTUH/ IPAKTUK:

WNudopmaruka

Opranuzanus 9BM 1 BEIYMCTUTEIBHBIX CUCTEM

Ceru u cucteMsbl iepeauu UHPopMauu

besonachocts ceteit OBM

be3onacHOCTb OIepaluOHHBIX CUCTEM

Pazpabotka 1 3KCIuTyaTaIys 3alIMIICHHBIX aBTOMAaTH3NPOBAHHBIX CHCTEM

VYnpasienue nHpopMaMOHHOHN 6€30I1aCHOCTHIO

MogenupoBaHue yrpo3 HHPOPMALMOHHOM 6€3011acCHOCTH

3nanus (YMEHHs, BIAJICHUS), TOJyYCHHbIE NMPH M3YyYCHUU TAHHOW NUCIMILIMHBI OyIyT
HEO0XO0AUMBI JUIsl U3yYSHUS UCHUILINH/TIPAKTHK:

3amura 3JeKTPOHHOT0 JIOKyMEHT0000poTa

Nudopmannonnas 6€30macHOCTh CUCTEM OPTaHU3AIMOHHOTO YITPaBICHUS

MeToabl IPOEKTUPOBAHNUS 3aIUIIEHHBIX PACIPEIeICHHBIX HH)OPMAIIMOHHBIX CHCTEM

[Tpon3BoACTBEHHAS-TIPEIAUTUIOMHAS TIPAKTHKA

Hayuno-uccnenoBarenbckas paboTta

3 Komnerenuun ody4arouierocs, popMmupyembie B pe3y/ibTaTe 0CBOCHUS

AUCHUILINHBI (MOAYJIS1) ¥ IJIAHUPYeEMble Pe3yJIbTAThl 00yueHust

B pesynbraTe OCBOEHMS NUCUUIUIMHBI (MOAyns) «BupTyasibHble ceTn» 00ydaromuiics
JIOJDKEH 0071a/1aTh CIISAYIOUIMMU KOMITETEeHLIUAMU:

CTpyKTypHBIit [Tnanupyemsble pe3ynbTaThl 00ydeHUs
JIEMEHT
KOMIIETEHIINH

[TK-10 crnocoOHOCTBIO0 MPUMEHSTH 3HAHUS B 00JIACTH JIEKTPOHUKU U CXEMOTEXHUKH,
TEXHOJIOTUI, METOJIOB U SI3BIKOB IPOTrPAMMHUPOBAHHUS, TEXHOJIOTHH CBS3U U Mepelaun JaHHBIX
npu pa3paboTKe MPOrPaMMHO-AINIAPATHRIX KOMIIOHEHTOB 3alIHIIEHHBIX aBTOMATH3HPOBAHHBIX
cucteM B chepe mpodeccuoHaTbHON ASSITENFHOCTH




3HaTh

- TunoBkIe CTPYKTYpPhI ¥ NPUHIMIIBI OPTraHU3ALUHA BUPTYAJIBHBIX JOKAIbHBIX
KOMITBIOTEPHBIX CETEH U BUPTYaJIbHBIX YACTHBIX CETEH, a TaAKKe
CHEIHATM3UPOBAHHBIX BUPTYaJIbHBIX CETEH B 00JIAUHBIX CETEBBIX
CTPYKTYpax;

- [IporpammHo-anmnapaTHbie cpecTBa o0ecnedeHrs nHHOPMaMOHHON
0€30MaCHOCTH B BUPTYaJIbHBIX JOKAJIBHBIX KOMIBIOTEPHBIX CETSIX U
BUPTYAJIbHBIX YACTHBIX CETAX, & TAKKE CIIELIMAIU3UPOBAHHBIX BUPTYAIbHBIX
CeTSAX B 00JIAUHBIX CETEBBIX CTPYKTYypax.

Ymers - Co31aBaTh 3alMIICHHBIE BBIYUCIIUTEIbHBIE CETH C IPUMEHEHUEM
BUPTYyaJIU3aLUU;
- [IpyMeHATh TEXHOJIOTUHU U CPEICTBA 3aLIUTHI UH(OPMALUK IS
obecrieyeHus: 6€30MaCHOCTH HH(POPMALIUU B BBIYUCIUTEIBHBIX CETAX.
Buianers - HaBpikamu pa3paboTKy, JOKYMEHTUPOBAHUS BUPTYAIbHBIX JOKaIbHBIX

ceTel M BUPTYaAJIbHBIX YACTHBIX CETEH, a TAK)KE CICIUaTH3UPOBAHHBIX
BHUPTYaJIbHBIX CeTEl B 00JAUHBIX CETEBBIX CTPYKTYpPAX, C YIETOM
TpeOOoBaHUH 10 00ECIICYCHUIO OE30ITaCHOCTH.

[1K-24 ciocobHOCTBIO 00ecreunTh A(hPEeKTHBHOE TPUMEHEHUE HHPOPMAITMOHHO-
TEXHOJIOTHYECKHUX PECYPCOB aBTOMATU3UPOBAHHOW CUCTEMBI C YI€TOM TPEOOBAHMIA
nH(pOpMaIMOHHOM 0€30MMacHOCTH

3HaTh

-MHpopMaIMOHHO-TEXHOJIOTUYECKUE PECYPChl aBTOMATHU3UPOBAHHBIX
CHUCTEM,;

-ba3oBbie paBuIIa MOCTPOEHUS BUPTYaIbHBIX CETEN i 00eCIeUeHUs]

3¢ HEKTUBHOIO IPUMEHEHUS MHPOPMALTMOHHO-TEXHOJIOTHUYECKUX PECYPCOB
aBTOMATH3MPOBAHHOM CUCTEMBI C YI€TOM TPeOOBaHNUN HH(DOPMAITMOHHON
0€30I1aCHOCTH.

YmMmern

-Co3naBaTh BUPTYaJIbHBIE CETH sl oOecrieueHus 3¢ppexTuBHOTO
IPUMEHEHHs HH(POPMALIMOHHO-TEXHOJIOTHYECKUX PECYPCOB
aBTOMATHU3HPOBAHHOW CUCTEMBI C YUETOM TpeOoBaHUI HH(POPMAIIMOHHOM
0C30IMaCHOCTH;

-Kondurypupoats cereBoe 000pyJ0BaHHE B COOTBETCTBUU C MIPOEKTOM
BUPTYaJIbHBIX ceTel /uid obecriedeHns 3PPEeKTUBHOIO MPUMEHEHUS
MH(OPMALMOHHO-TEXHOJIOTUYECKUX PECYPCOB aBTOMATU3UPOBAHHOMN
CHCTEMBI C y4eTOM TpeboBaHUIl MH(OPMAIIMOHHON 6€30aCHOCTH.

Bnanets

-HaBbikamu HacTpoOMKH CETEBOro 000PYAOBaHUS ¢ yUETOM TpeOOBaHUM
MHGOPMALMOHHOM 6e30MacHOCTH U1 A3PHEKTUBHOIO MPUMEHEHUS
MH(POPMAIIMOHHO-TEXHOJIOTHIECKAX PECYPCOB aBTOMATU3HPOBAHHON
CHCTEMBI;

-HaBbikamu pa3BepThIBaHUS BUPTYaIbHBIX CETEH Il 00eCTIeYeHHUS

3¢ PEKTUBHOTO IPUMEHEHUS HHPOPMALTMOHHO-TEXHOJIOTHYECKUX PECYPCOB
aBTOMATH3MPOBAHHOW CUCTEMBI.

[1CK-7.4 criocoOHOCTBIO MPOBOAUTD yAAJEHHOE aAMUHUCTPUPOBAHUE ONEPALIMOHHBIX CUCTEM U
cucteM 0a3 JaHHBIX B pacrpeieIeHHbIX HH(POPMAITMOHHBIX CUCTEMAX

3HaTh

-IlocnenoBaTeIbHOCTD U COZIEPIKAHUE ITANOB TOCTPOCHUS BUPTYaIbHBIX
JIOKQJIbHBIX CETEeH U BUPTYyalIbHBIX YACTHBIX CETEH, a TaKKe
CMELUANTN3UPOBAHHBIX BUPTYAIBHBIX CETEl B 00JaUHBIX CETEBBIX
CTPYKTYpax;

-OCHOBBI YIaJICHHOTO aIMUHUCTPUPOBAHUS BUPTYAIbHBIX JIOKAIBHBIX
ceTell U BUPTYalIbHBIX YACTHBIX CETEH, a TAK)Ke CHEeIMATN3UPOBAHHBIX
BUPTYaJIbHBIX CETEH B 00JaYHBIX CETEBBIX CTPYKTYpaXx.




VYmeTb

- Co3maBarh U aIMUHUCTPUPOBATH BUPTYAJIbHBIE JIOKAJIBHBIE CETH U
BUPTYaJbHbIEC YACTHBIE CETH, a TAK)KE CIELIMATIM3UPOBAHHbBIE BUPTYaJIbHbIE
CETH B 00JIAYHBIX CETEBBIX CTPYKTYpax;

- Peann3oBbIBaTh NOMUTHKY 0€30MAaCHOCTH BUPTYaJIbHOM JIOKATLHON CETH U
BUPTYAJIbHOM YaCTHOM CETH, a TAKXKe CIECHUAIU3UPOBAHHON BUPTYAIbHOMN
CETH B 00JIAYHBIX CETEBBIX CTPYKTYpaXx;

- [Tonb3oBaTbCst mpodeccuoHaNbHBIMU M HECTAaHAAPTHBIMU (B T.4.
COOCTBEHHOM pa3pabOTKM) CETEBBIMH CPEICTBAMH BUPTYAJIbHBIX CETEH IS
oOMeHa TaHHBIMH, B TOM YHUCJIE C UCIOJIb30BAaHUEM II100aIbHOMN
nHbOopMaMOHHOH ceTn HTepHeT.

Bnanets

- HaBbikamu obecriedeHust 0€30macHOCTH HHPOPMAITUH C TOMOIIBIO
CTaHJAPTHBIX CETEBBIX CPEICTB 0OMeHa HH(pOpMAIHEl B BUPTYaIbHBIX
JIOKQJIBHBIX CETSAX U BUPTYATbHBIX YACTHBIX CETAX, a TAKIKE
CTECIUAIM3UPOBAHHBIX BUPTYAIBHBIX CETSAX B 00JIaYHBIX CETEBBIX
CTPYKTypax;

- HaBbikamu dKCIUTyaTanuu ¥ aIMUHUCTPUPOBAHUS (B YaCTH, Kacarolencs
pasrpaHUYCHHUS TOCTYIIA, aBTOPHU3AIUH, ayTCHTU(DUKAIINH U ayUTa),
BUPTYaJIbHBIX JIOKAJILHBIX CETCH U BUPTYAIbHBIX YaCTHBIX CETEH, a TAKXKE
CHCTIMATM3UPOBAHHBIX BUPTYAJIBHBIX CETCH B 00JAUYHBIX CETCBBIX
CTPYKTYpax, C y4eTOM TPpeOOBaHUH 10 00eCIIeYeHU0 NHPOPMAITUOHHON
0€30MaCHOCTH.




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET S 3adyeTHbIX enuuuil 180 akaa. gacoB, B TOM

YUCJIC:

— KoHTakTHas padora — 106,85 akan. yacos:
—aynuropHas — 102 akaj. 9acos;
— BHeaynutopHas — 4,85 akaj. yacos

— caMocTosTenbHas padbora — 37,45 akan. 4acos;

— MOJTOTOBKA K dK3aMeHy — 35,7 akaj. yaca

dopma aTTecTaluy - SK3aMEH

AynutopHast 3 =
o | KoHTaxTHAA pabora E 3 ®dopma TeKyILero
= s X Bu KOHTPOJIS
Pasnen/ Tema 3 (B axaj. uacax) = A . P Kon
S 3 © | caMOCTOATENBFHON |  yCIIEeBaeMOCTH U
JIACIMTUTHHBI 5 £ m . | xomeTeHIUH
@) g £ paboThI TIPOMEKYTOUHOM
ek, 7a0. | mpaxr. R aTTecTALH
3aH. | 3aH. | O &
1. BupryanbHble JOKaJbHBIC
cetn (VLAN).
CamocrosTenpHas
pabora c
11 Turs VLAN, HHTEpHET- [IpakTrueckas
CErMEHTAITHS VLAN. UCTOYHUKAMK U |pabora «IlocTpoeHue K-10
rOJIOCOBBIE VLAN. yueOHo- OJIHOYPOBHEBOU '
4 421 2 . [IK-24,
TTonsarue tpanka. CraHmapt METOAMYECKO JIBC ¢ VLAN Ha [ICK-7.4
802.1q. Taruposanue JUTEPATypOil. 1a60paTOpHOM '
Ethernet. [ToaroroBka k CTEHJIE»
NPaKTUYECKOMY
3aHATHIO
CamocrosTenbHas
padora ¢ [IpakTnueckas
1.2 Hacrpoiika VLAN Ha WHTEpPHET- P pabora
KOMMYyTaTOpax. HUCTOYHHUKAMHU U
Kom (bi,ITr If R GHO- «Opranuzanus TK-10,
YPHp 9 4 421 2 yd . MarucTpajibHOTO TIK-24,
TPaHKOBBIX MOPTOB. [lomck METOAMYECKOI
. o COEIMHEHUSI IPU [CK-7.4
HEHCTIPaBHOCTEH npu JUTEPATYPO. HOMOLLIH TPAHKOBHIX
ucnonszoBanuu VLAN. [Noaroroska k P
MIOPTOBY
MIPaKTHYECKOMY
3aHATHIO
1.3 Mogenn CamMmocrogreabHas
Router-on-a-Stick u paborta ¢
MHOTOYPOBHEBOH WHTEpHET-
KOMM yl;. 15041 HCTO‘{HSK&MI/I u npaKTquCKaﬂ
KOH(b}Ig" LIa .1/151 ebHo- patora TK-10,
MapIr yE?,: uu MEX 4 421 2 MCT}:I HYIEeCKOU «Opranusanus TIK-24,
PIHIPYTH3AI y A o MapIIpyTU3aluu [ICK-7.4
VLAN. ITouck JTUTEPaTypOH.
. mexny VLAN»
HCUCIIPABHOCTCH B nO)IFOTOBKa K
MapIIpyTH3aLuH MEXIY MIPaKTHYECKOMY
VLAN. 3aHSTHIO
Hroro no pazaeny 12 12/61 | 6

2. BupryanbHble YacTHBIE CETH

(VPN). Ceressie

TEXHOJIOT'HH

Site-to-site VPN, FlexVPN nu

SSL  VPN.
HCIIOJIb-30BAHHUEC
AnyConnect VPN.

Hacrpoiika

u

Cisco




2.1 3agaun

VPN-Texnonoruii. 3ammra Camocrosrenyraz
or yrpos s pabora c
WAN-coennaennit u HHTepHeT TK-10,
A . 3/11 UCTOYHUKAMH U YceTHblii onpoc T1K-24,
6€e30MacHOCTh  yJIaIEHHOTO
y4ueOHo- IICK-7.4
JIoCTyTa. OcHoBHbIE N
METOTNYECKOM
KOMITOHEHTBI maTepaTypoii
VPN-TexHomorum.
CamocrosTensHas
pabora ¢
2.2 Tlporokonsl  pabOTHI ncf:r;;ﬁ:ae;;l " [IpakTuueckas
VPN: GRE, PPTP, L2TP, GHo- pabota TIK-10,
PPPoE. 3/11 MeT}(I)q JaecKoi «Pa3BepThIBaHUE U TIK-24,
Koundurypuposanue A . KOH(UTypUpOBaHUE I1CK-7.4
JIUTEPATypPOi.
COCIMHEHHS PPTP-ceprepay
Ilonroroska
MIPaKTHYECKOMY
3aHATHUIO
CamocrosTenpHas
padora ¢ [IpakTnueckas
2.3 IIporoxon ISAKMP. HUHTEpHET- P
pabota «IlocTpoeHne
Texnonorus IPSec, HUCTOYHUKAMU U
VPN-coenuHenus Ha TIK-10,
CormectHas pabora IPSEC yueOHO-
u NAT TpansutHas 311 METOAUYECKOM 6ase npoToxona 1IK-24,
' o IPSEC Ha 0aze [ICK-7.4
nepenaya  HQpoOBaHHOTO JIUTEPATYpPOi.
Tpaduka IMoaroroBka MapripyTH3aTopos
p : CISCO»
IPaKTUIECKOMY
3aHATHIO
CamocrosTenpHas
pabora c
24 Dynamic VPN, HHTEpHET- IMpakTraeckas
KOH(MUTYpHUPOBaHUE HUCTOYHHUKAMH H pabota
® TIK-10,
(GyHKIMH ~ TUHAMHYECKOTO yueOHO- «Koupurypupopanue
3/11 . [IK-24,
VPN-koHIIEHTpaTopa. METOAMYECKOI VPN Ha 6aze [ICK-7.4
Kondwurypuposanue JUTEPATYPOI. MapIIpyTU3aTOpOB '
cepsuca DynDNS. IMonroroska CISCO»
MIPaKTHYECKOMY
3aHATHIO
CamocrosTenbHas
25 Kondurypuposanue paborta ¢
KIIaCCHYECKOTO WHTEpHET- IMpakTHaeckas
TYHHCJIBHOT'O COCOUMHCHMUS HUCTOYHHUKAMHU U pa60Ta
TK-10,
Ut O0BETMHEHUSI O(HUCHBIX yueOHO- «Koupurypupopanue
o « 421 . T1K-24,
cereil. PazBépThIBanue METOIUUECKOH VPN Ha 6aze
o . IICK-7.4
DMVPN Ha ycTpoiicTBax ¢ TUTEPaTypOH. MapIIpyTU3aTOPOB
Cisco 10S. IPSec VPN ¢ IMonroroska CISCO»
ucnoip3oBanueM SDM. MIPaKTHYECKOMY
3aHATHIO
CamocTosTenbHas
2.6 Texmomnoruss FlexVPN. patora ¢
HMHTEPHET- IIpakTnueckas
OCHOBHbBIE IPEUMYILECTBA
WUCTOYHHUKAMH H pabora
" BOSMOIKHOCTH eOHo- «Kondurypuposanune TK-10,
TEXHOJIOTHH FlexVPN.. 3/11 i . [1K-24,
METOAMYECKOI VPN Ha 6aze
IlenTpamu3oBaHHOE o [ICK-7.4
KOH(UTYPHPOBAHHE JIUTEPATYPOi. MapIIpyTU3aTOPOB
IMonroroska CISCO»
Y3JI0B-Y4aCTHUKOB.
MIPaKTHYECKOMY

3aHATHIO




2.7 Texnonorust SSL VPN. CamocrosTenbHas
I'pynmoBsie TIOJIUTHKA paborta ¢
SSL-kmmentoB  Ha  Cisco HHTEPHET-
ASA wu connection profiles. HCTOYHHKAMH U ITpakTiyeckas TK-10
Hacrpoiika SSL VPN Ha 3 31U 2 yueOHO- pabota «Hactpotika MK-2 4’
Cisco ASA. merommueckoir | SSL VPN na CISCO TICK-7 ’4
AyrenTudukanus uepes mutepaTtypoit.Ilon ASA» '
BHemHUi  AAA-cepBep U TOTOBKA K
UCIIOJIb30BaHUE MIPaKTHYECKOMY
nokansHoro/BHentHero CA 3aHATHUIO
CamocrosTenpHas
2.8 Hacrpotiika u pabota ¢
HCIIOJIb30BaHUE Cisco HHTEPHET- Mpakeckas
AnyConnect VPN. HUCTOYHUKAMH U P
MoHuTopHHT paBoTH yaeGHo- paboTa «YnpasieHue I1K-10,
3 321 2 . CISCO ASA mpu [IK-24,
AnyConnect VPN. METOIMYECKOM oo CISCO [ICK-7.4
Hacrpoiika cnenmduyeckux JTUTEPaTypOH. AHSIDM» '
ACTICKTOB paboTh IMoaroToBka K
AnyConnect VPN. MIPAKTHYECKOMY
3aHSITHIO
HWroro no pazneny 25 25/10U| 14
3. OO0navyHple  TEXHOJIOTHH
BUPTYAJIbHBIX CETEH.
3.1 XapaKkTepuCTHKH CaMOZTgZ{TT;JCIBHaH
anmapaTHO-TIPOrPAMMHBIX HI;TG e
wiathopM  BHPTYyaIU3alHuU p
HUCTOYHHUKAMH H
A TOCTPOCHHA eOHo- Kommeroreproe IIK-10,
BUPTYaJIbHBIX CeTeH. 3 3/11 3 MeT};q SUCCKO recTH OBaI:-I e TIK-24,
XapaKTepUCTUKU OOJIauHBIX HHTeHaT oif p I1CK-7.4
MpoBaliepoB IS PaTypoH.
[loaroroska k
MOCTPOCHUST  BUPTYAITBHBIX
nadppactpyKTyp 1aas KOMITBIOTEPHOMY
TECTUPOBAHUIO
CamocrosTenbHas
pabora c
3.2 Tloctpoenune B oOnake HHTEpHET
. HUCTOYHHUKAMHU U
M30JINPOBAHHOMN GHO- KOMIBIOTEDHOE TIK-10,
BUPTYaIbHON TMOJCETH IJIs 3 3/11 3 i . P TIK-24,
METOTHUECKOM TECTUPOBAHUE
CBSI3U MEeXITy TePaTYDOi [ICK-7.4
BHUPTYalbHBIMU MALIUHAMMU. PaTypOlL.
[Noaroroska k
KOMITBIOTEPHOMY
TECTUPOBAHUIO
3.3 Peammzamuu  ciryx0 CaMOZTG?TT;J;bHaﬂ
DNS, WINS, DHCP, NAT e
B BUPTYaJbHOW CETEBOU p
HUCTOYHHUKAMH H
cpene. Cosparme 4eOHO- KommerorepHoe TK-10,
BUPTYAJILHEIX 2 2/n 3 MCT);) HIEeCKO TECTH OBaII){I/Ie [IK-24,
Web-cepBepor B oOmake, HHTeﬂaT o p [ICK-7.4
OanaHcupoBKa CEeTeBOM PATYPOH.
[Moaroroska k
Harpy3kH B OOJake Uit KOMIBIOTCDHOM
BeO-cepeepos (NLB). PHOMY
TECTHPOBAHUIO
CamocTosTenbpHas
pabota ¢
3.4 Peanuzamuu ceTeBOi HHTepHeT
WUCTOYHHUKAMH H
Oe3omacHocTH B OOJlake GHO- KOMIBIOTEDHOE TIK-10,
VMware vShield, Cisco 2 2/11 3 MeT};q - recTH OBaII){He [1K-24,
Adaptive Security nmef)aTypoﬁ p IICK-7.4
Appliance (ASA). ToaroToBKa K
KOMIIBIOTEPHOMY

TECTUPOBAHUIO




CaMocrosTenbpHas

pabota ¢
HUHTEpHET-
35 Co3nanue HUCTOYHHUKAMH H
VPN-cepBepoB TSt eOHo- KommerotepHoe TK-10,
PBCP . 2 211 | 3 i . P TIK-24,
BUPTYaAJbHBIX YaCTHBIX METOTUYECKOM TECTUPOBAHUE
M . IICK-7.4
cereil B obake. JAUTEPATYPOiL.
IMonroroska
KOMITBIOTEPHOMY
TECTUPOBAHUIO
36 O6aunas cpea CamocrosTenpHas
pabota ¢
nmepenayn  JaHHBIX  Data .
Center Bridging (DCB), P
" HUCTOYHHUKAMH H IMpakTHveckas
paclIUpEHHBIA  IIPOTOKOI 6HO- paboTa TIK-10,
xSTP, Merox mepenaun 2 211 | 2,45 i 5 TK-24,
Mmeroguueckoit | «Opranuzanus JIBC
Tpadyka CEeTH XpaHeHUs o I1CK-7.4
. JUTEPATYpPOIl. ¢ VLAN»
manueix Fibre Channel mo MoaroTosKa
CeTH Ethernet. FCoE 5
IIPaKTHYECKOMY
TEXHOJIOTHS
3aHSITHIO
Wroro no pazapery 14 14/61 17,45
4. Dx3ameH
CamocrosTensHas
pabora c
HUHTEpHET- TIK-10,
4.1 TloaroroBKa K 3K3aMeHY HCTOYHHKAMU U TIK-24,
yueOHO- IICK-7.4
METOINYECKON
JIUTEPATypOr
Uroro no pasneny
Hroro 3a cemectp 51 51/221 (37,45 9K3aMeH
HToro no gucLuIinHe 51 51/221 137,45 JK3aMeH IK-10,IK-

24,TICK-7.4




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

Jins  peanusanyM  TPETyCMOTPEHHBIX BHUIOB y4eOHOH pabOTBI B KadecTBe
00pa30BaTeNbHBIX TEXHOJOTMA B MPENOJABAaHUHM JAUCHUIUIUHBI «BUpTyanabHBIE —CETH»
UCTIOJNIB3YIOTCS TPAIUIIMOHHAS U MOYJIbHO-KOMIIETEHTHOCTHASI TEXHOJIOTHH.

Peanuzanus KOMIETEHTHOCTHOTO ITO/IX0/1a PEyCMAaTPUBAET HCIIOJIb30BAaHHUE B YUeOHOM
npouecce AaKTUBHBIX M HWHTEPAKTHBHBIX (OpM MpOBEICHMS 3aHATHH B COYECTAHHU C
BHEAYAUTOPHOW PabOTON C 1EIbi0 (POPMUPOBAHUS M PA3BUTUSA MPOPECCHOHATBHBIX HABBIKOB
oOydJaronuxcs.

IIpu mnpoBexeHun y4eOHBIX 3aHATUH TpemnoAaBaresib O0ECIeYMBAeT pa3BUTHE Yy
00yJarlomMXCs HABBIKOB KOMAaHIHOH pabOThl, MEKINYHOCTHOH KOMMYHUKAIMU, TPHHSATHS
pELICHM, IAEPCKUX KAYeCTB IMOCPEACTBOM IPOBEIECHUS MHTEPAKTUBHBIX JICKIHH, TPYIIIOBBIX
IMCKYCCUH, PpONEBBIX WIp, TPEHWHIOB, AaHaJIM3a CHTyallMid , Yydera OCOOCHHOCTEH
npodecCHOHATBLHOM JesITeIbHOCTH BBIITYCKHUKOB U MMOTpeOHOCTEN paboToaaTerneii.

6 YueOHO-MeTOIMYeCKOE 00ecneyeHue CaMOCTOSITeIbHON padoThl 00y4arouXcst

[To nucuununne «BupTyallbHbIE CETU» NIPEAYCMOTPEHA ayAUTOPHAS U BHEAYIUTOPHAS
caMOCTOsTeNIbHas paboTa 00y4JaroIIMXCs.

AynuropHas caMocTosTelNbHas paboTa OO0y4aroIMXCs MPEANOoNaracT BbINOJIHEHNE
KOHTPOJIbHBIX 33/1a4 Ha MPAKTUYECKHUX 3aHATHSX.

AymuTopHas caMOCTOsTeNbHas paboTa OOy4aromuXcs Ha MPAKTUYECKUX 3aHATHIX
OCYILECTBIISICTCS 1O/ KOHTPOJIEM IMpernojaBareis B BHJE BBINOJHEHHs J1aOOpaTOpPHBIX padoT,
KOTOPBIE OTPEAEIseT MPErno1aBaTelNb sl 00yJaromerocs.

BueaynuropHas camocTosTenbHas pabora oOydyarolIMXCsl OCYHIECTBISETCS B BHUJE
M3YYEHHUS JIUTEPATYPhI 10 COOTBETCTBYIOLEMY pa3/ieily ¢ IpopabOTKONW MaTepuraia; BHIIOJHEHUS
JIOMAIIHUX 3aJaHuM, TOATOTOBKU K ayAMTOPHBIM KOHTPOJIBHBIM paboTaM M BBINOJHEHHUS
JIOMAIITHUX 3a/1aHuM C KOHCYJIbTAllMsIMU IIPETIOAaBaATEs.

Ilpumepnuvie 3a0anua u 6onpocvt no memam:

1. AHTUBHpYCHAas 3alIUTa B BBIYUCIUTEIBHON CETH.

2. TlporpammHoe obecreueHue, MpeHa3HAuUEHHOE Ul MOMCKA M aHalnW3a ys3BUMOCTEH B
cetsix OBM.

3. Buptyanbnbsie uyactHblie cetu (VPN). Buptyanbhbie 3amuiienssie cetu. [TpuHiums
MOCTPOEHHUS, UCIOJIb30BaHUE TexHOoJoruu VPN B KOHTEKCTE MOCTpOeHUs 0e30macHOM
BBIUNCIIUTEIBHOM CETH.

4. becnpoBoanble ceT. OCHOBHBIE IPUHIUIIBI pa0OThI, OCHOBHBIE YA3BUMOCTH M METO]IbI UX

yCTpaHEHHUS.
[Tporoxon VTP. Kakue cymiecTByroT pesxuMbl padboThl ipoTokosia VTP?
Kak nactpouts VTP npotokon Ha kommyTtarope? JloctonHcrsa mporokosna VTP.
Kakue moryT ObITh HeucnipaBHocTu Ipu HacTpoiike VLAN? Kak ux uckars?
Ha3nauenne u npuHUuN paboThl AMHAMHYECKOTO MPOTOKOJ HMHUIMATU3AIMHM TPaHKa
(DTP)
9. OmummTte apxutekTypy Router-on-a-Stick
10. FlexVPN TexHonorus coenunenus ceteir. Haznauenne nmporokona IKEv2
11. PPTP, L2TP, PPPoE coenuHeHus B MX OTIMYHA.
12. HaGop mpoToKosIOB Juisi OOECTedYeHusl 3aIlUThl JAAHHBIX IepeaBaeMbIX MO CETEBOMY

IIPOTOKOJTY B BUPTYyaJIbHBIX YacTHBIX ceTsx(IPSec)

13. CoBmectHas padora [IPSec u NAT. OcHoBHBIE TPOOJIEMBI IPU HACTPOMKE.

14. Mexanusmsl ayrenTudukanus 1ist VPN

15. ESP, AH npoToKoJbl ¥ UX OTJINYHSL.

16. BBITIOJTHUTE HACTPOHKY CETEeBOr0 00OpYAOBaHHS (KOMMYTATop, MaplIpyTH3aTop,

CEXKCETeBOM DHKpaH) JUId TOCTPOCHHUS pa3pabOTAaHHOM TOIOJIOTUM CEeTH CcoOtoaas

TpeOoBaHUS MO 3aluTe UHPOpPMAaLIHH;

NGO



17. 2.Peanu3oBaTh pa3pabOTaHHYIO MOJUTHKY CETeBOW O€30MacHOCTU IMpH HACTpOHKe U
KOH(DUTYpUPOBAHUIO CETEBOTO 000PYAOBaAHUSI.
18. 3. Pa3zpaboTarh JOKyMEHTAIUsi O MEPEBOAE HMCXOAHOTO COCTOSHHUS CETH B TEKyIee B
COOTBETCTBUU C IMOCTABJICHHOH 3a/1aueil
IIpakTuyeckass padora «OpraHuzainuss MarucTpajbHOTO COCAMHEHHUS IPH MOMOIIA
TPAHKOBBIX MTOPTOBY»
BpinosHuTs:
1. ITocTpoeHue ceT U HacTPOMKa Oa30BBIX IMAPAMETPOB YCTPOUCTBA
2. Co3piaHue BUPTYaJIbHBIX JIOKAJIBHBIX CETEW U Ha3HAYEHHE TOPTOB KOMMYTaTOpa
3. [Tognepxka HaznadeHust moptoB VLAN u 6a3bl ganHbix VLAN
4. Kondurypanus TpankoBoro kanaia cranaapta 8§02.1Q mMexny KoMMyTaTopamu
IIpakTuyeckasi padora «Iloctpoenne VPN-coennnenus Ha 6a3e nporokona IPSEC Ha
6aze mapmpyruzatopo CISCO»
BbInonHuTs:
1. ITocTpoenue ceTn M HaCTpOKa 0a30BBIX TAPAMETPOB YCTPOUCTBA
2. Kondurypanuto ASA. Hactpoiika unrepdeiicoB. Hactpoiika nomutuku
3. Hacrpoiiky nnTtepdeiica komanoi cTpoku mapupyruzaropa [0S

7 OueHOYHBIE CPeACTBA /1Jisl IPOBeeHHs POMEKYTOUHOI aTTecTAlMI

a) Ilnanupyemuie pe3ynomamot 00yuenus u oeHOYHbIE CPEOCMEa 01 NPOEEOEeHU
NPOMEINCYMOUHOT ammecmayuu:

M DJIeMeHT

CTpyKTYpHBI
KOMIIETEeHIIH

IInanmpyemble pe3yJbTaThl
o0yueHust

OueHoYHbIE cpeacrea

IK-10 crioco0HOCTHI0 NPUMEHSATH 3HAHUS B 00/1aCTH 3JIeKTPOHUKHU M CXeMOTEeXHUKHU, TEXHOJIOT Ui,
MeTO/10B M SI3bIKOB IIPOrPpaMMUPOBAHUS, TEXHOJIOI Uil CBSI3M U Nlepeayu JaHHbIX NPU pa3padoTke
NMPOrpaMMHO-aNNMAPATHBIX KOMIIOHEHTOB 3allIMIIEHHBIX ABTOMATH3UPOBAHHBIX CHCTEM B cdepe
Nnpo¢ecCHOHAIBHOI [1esITeJIbHOCTH

3HATH

- TwumoBsle
MIPUHIIATIBI

CTPYKTYpHl U
OpraHu3alyu

BUPTYyaJIbHBIX JIOKaJIbHBIX
KOMITbIOTEPHBIX cereit u
BUPTYaJbHBIX YaCTHBIX CETEH, a
TaKkKe  CHENHUATU3UPOBAHHBIX
BUPTYaJbHBIX CETEH B 00JauHBIX
CETEBBIX CTPYKTYpax.

- [IporpammHo-anmapaTHele
CpeacTBa obecrieueHus
WHPOPMALUOHHON
0e30MmacHOCTH B BHPTYAJIbHBIX
JIOKaJIbHBIX KOMITBIOTEPHBIX
CeTAX W BUPTYAJIbHBIX YaCTHBIX
CeTsXx, a TaKxe
CHEeHATN3UPOBAHHBIX
BUPTYaJIbHBIX CETSAX B 00JaUHBIX
CEeTEBBIX CTPYKTYpax

Ilepeuens BOnpoCoB:

1. {ns gero nyx)Hbl VLAN cetn? XapakTepuUCTHKH U
0COOEHHOCTH TaKUX CeTeHl.

2. TpaHkoBOe COEIMHEHHE BBIMOJHSIET KaKylo POJIb U
KaKOH TPOTOKOJN TETUPYeT MaKeThl Uil 3TOro
coeTuHeHNs?

3. Ilporoxon VTP. Kakue cymiecTByrOT pPEKUMBI
paboTsr ipoTokona VIP?

4. Kak nHactpoutrs VTP mporokon Ha xkommyTarope?
Hocrouncrea nporokona VTP.

5. Kakue MoryT ObITh HEHCTIPAaBHOCTH IIPH HACTPOUKE
VLAN? Kax ux uckats?

6. Haznauenvie n mpuHIMI pabOThl TUHAMUYECKOTO
MPOTOKOJ MHUIMaIu3auuu Tpanka (DTP)

7. Onwmmmwmre apxutekrypy Router-on-a-Stick
8. FlexVPN TtexHomoruss CcO€IUHEHUS
Haznauenne nportoxona IKEv2

9. PPTP, L2TP, PPPoE coenuHenus u ux OTINYHS.

10. HaGop mpoTOKOJOB Il OOCCIIECYECHHS 3alUTHI
JAHHBIX TIEPEaBaeMbIX IO CETEBOMY IPOTOKOIY B
BUPTYyaJbHBIX YacTHBIX ceTsx(IPSec)

11. CoBmectnas pabora IPSec m NAT. OcHoBHBbIC
Ipo0GJIEMBI TP HACTPOMKE.

12. Mexanu3mbl ayreHTHQUKAIMS 111 VPN

ceTel.




13. ESP, AH npoTOKOJIbI ¥ UX OTINYHA.
14. JTunamudaeckuid u cratnyeckuii VTI. OcHOBHEIE
HACTPOWKH NIapaMeTpOB.
15. Kak padoraer GRE u NHRP?
16. HazoBuTe ocHOBHEIE 3Talbl HacTpoku SSL VPN
IUIsl YOAJICHHOTO MOJKITIOUCHHUS.
17. HasHauenne u mpuHOUN PabOTHl MEKCETEBOTO
9KpaHa B BUPTYaJbHBIX YaCTHBIX CETIX
Ymeth - CozpgaBatp  3amumieHHbsie | 1. Bremomaute mombop cereBoro 000pymOBaHUS
BBIUUCIUTEIbHBIE  CETEH  C | UCXOHS U3 €ro pabouyMx XapakTEPUCTUK WU HAINYMSA
MPUMEHEHHUEM BUPTYalHM3alli; | CPeACTB oOecreueHuss 0e30macHOCTH WHPOpPMAaLUHN B
- IlpumeHATh TEXHOJOIMHM M | BBIYMCIHUTENIBHBIX CETSIX;
cpencTsa 3ammThl HHGopManuu | 2. Pa3paboTaTh TOMONOTHIO BBIYHCIUTEIHHOW CETH
Ui obecrieueHnss 0e30MacHOCTH | COTJIaCHO — MOCTaBJIGHHOW — 3ajade,  ONpeleTUThb
HHPOpPMAaLTUH B | (pakTOpBl puCKa ¢ TOYKU 3peHHs HH(POPMAIMOHHOM
BBIYUCIIUTEIbHBIX CETSIX. 0e30macHOCTH B pa3pabOTaHHON ceTy;
3. Pazpaboratsb TIOJIUTUKY ayTeHTU(UKAIAN
IIOJIB30BATENEH CHENUANIU3UPOBAHHBIX BHUPTYaJbHBIX
ceTell B 00JaYHBIX CETEBBIX CTPYKTYpax
4. TIlpomsBectu koH(purypupoBanne SSL  mns
BUPTYAJbHBIX JIOKAJIBHBIX CETEM U BUPTYaIbHBIX
YAaCTHBIX CETEH COMIACHO MTOCTABICHHOM 3a/1aue
Baaners |-  HaBbikamm  paspabotku, | 1. BbImoaHMTH HAcTpoiKy ceTeBOro o0OpyIOBaHUS
BHEJIPEHUSA U | (KOMMyTaTop, MapIIpyTH3aTOp, CEXKCETEBON 3SKpaH)
JOKYMEHTHPOBaHUS IUIL TIOCTPOCHUSI pa3pabOTaHHOH TOIMOJIOTUH CETH
BHPTYQJIbHBIX JIOKABHBIX CETeH | coOromas TpeOOBaHMUS MO 3alluTe WH(HOPMAIIH
Y BUPTYaJIbHBIX YaCTHBIX ceTel, | 2.Peanmn3oBaTh pa3paboTaHHYIO TOJIUTHKY CETEBOM
a TaKkKe CIEUUaTN3UPOBAHHBIX | OE30MACHOCTH NPU HACTPOHKE M KOH(PUTYPHUPOBAHUIO
BUPTYaJbHBIX CETEHl B 00JaUHBIX | CETEBOTO 000PYJOBaHUS.
CEeTEBBIX CTPYKTypax, ¢ yderoM | 3. PazpaboraTh JOKyMEHTalMs O IEPEBOAE UCXOTHOTO
TpeOOBaHUI 1O OOECIEYEeHUIO | COCTOSIHUSL CETH B TEKylllee B COOTBETCTBHU C
0e30macHOCTH. [IOCTaBJIEHHOM 3aauei
4. PazpaboraTh AOKYMEHTALWIO O BHEIPEHHUH
CIICLMAJIM3UPOBAHHBIX  BHUPTYAJIBHBIX  CETE B
KOPIIOPATUBHYIO CETh MPEAIIPUATHS
5. PazpaboraTh >XypHajd HacTpOEK Ul 3aJlaHHbIX
BUPTYaJbHBIX JIOKAJBHBIX CE€TE€Hl W BHUPTyaJbHBIX
YHYaCTHBIX CeTeﬁ, a TaKXKe ClICHHAIN3NPOBAHHBIX
BUPTYaJIbHBIX CETEH B 00JaUHBIX CETEBBIX CTPYKTYpax,
¢ yueToM TpeboBaHuii o 00ecTIeueHUI0 Oe301MacHOCTH.
IIK-24  cnocoOHocThI0  Oo0ecmeyuTh  3((dexTHBHOE  NpuUMeHeHHe  MHGOPMAIMOHHO-
TEXHOJIOTHYECKUX PecypcoB aBTOMATH3MPOBAHHON CHCTEeMBbI € Y4eTOM TpeOoBaHMil

HHGOpPMALMOHHOI 0€30ACHOCTH

3HaTh

-MHdopMaiioHHO-TEXHOIOT

HYECKHUE pecypchl
ABTOMATHU3HPOBAHHBIX
CHCTEM

-ba3oBrie MpaBuIIa
HOCTpOGHI/IH BI/IpTya.]'II)HI)IX
cereii miga  oOecmeueHHUs

3¢ PEeKTUBHOTO TPUMEHEHUS
MH(OPMAIIMOHHO-TEXHOJIOTH

YEeCKUX pecypcoB
aBTOMATHU3UPOBAHHOU
CHUCTEMBI C YUE€TOM
TpeboBaHuUi

IIepedyens BOpPOCOB:
1. HMupOopMallMOHHO-TEXHOIOTUYECKUE PECYPCHI
aBTOMATU3UpOBaHHbIX  cucremM. CoctaB U
Ha3HAYEHHUE.
2. VYsa3BUMOCTH HH(OPMALMOHHO-TEXHOJIOTHYECKUX
peCypcoB aBTOMaTU3UPOBAHHBIX CUCTEM
3. M opmManinoHHO-KOMMYHUKAITIOHHBIE TEXHOIOTUU
B MH(POPMAIMOHHO-TEXHOJIOTHYECKHUE PECypChl
aBTOMATHU3MPOBAaHHBIX cucrteM. (OobecredeHne
TpeboBaHMi HHGOPMAITMOHHON O€30MTaCHOCTH.
4. Ilpotokon  3aronmoBka  umeHTH(ukanuum  AH.
ObecnieueHre LENOCTHOCTH — 3alUIIEHHOM YacTu
MaKeTa JaHHBIX
5. Mukancyaupyromui npoTokon 6ezomacHoctu ESP.




nH(pOpPMAITMOHHOM
0e30MmacHOCTH

Pexxum TpaHCTIOpTa M MHKATICYJISIIUN

6. IKE mporokon. OOMEH KIOYaMH MEXIY Yy3JaMHu
VPN

7. Crnoco0 MACHTU(DUKAIMKM Y3714 B BHUPTYaIbHBIX
YaCTHBIX CETAX

8. Opranumzanuss VPN-TyHHens u ero mudpoBaHue

9. Kpunrorpapuueckue KapTbl OOIIEAOCTYIHBIX
uHTEpQEHcoB

10. Opranumszamnus paboTel AuHaMH4Yeckoro VPN
cepBepa

11. TIpumeHeHre BUPTYATU3aIMK B YACTHBIX CETAX JIIS
obecrieueHusT 3arUThl HHPOPMAIUA OTPaHHYECHHOTO
JOCTyTa

12. Kakue IeiCTBUS 110 YMOIYaHHIO OCYIICCTBIISIOTCS
MEKCETEBBIM JKPaHOM B OTHONICHWU Tpaduka JUis
obecrieueHusT 3aUThl HHPOPMAIUA OTPaHHYECHHOTO
nmoctyma?

13. KiroueBble acmeKThl MOCTPOCHUS] Habopa MpaBUII
MEKCETEBOTO SKpaHa

14. Cucrema oOHapyXeHHsS | OPEAOTBPAIICHUS
Bropxenuii IDS/IPS.

15. OcHOBHBIC BapHaHThl OPraHU3alUH BUPTYAIbHBIX
YaCTHBIX CETeH

16. ITpoTokob! (hOPMUPOBAHUS KAHAJIOB JIJISl  3aIUTHI
WHPOPMAIIMK OTPAHUYCHHOTO JIOCTYIA MepeaaBacMon
O CeTH

17. CornacoBaHue nmapaMeTpoB 3allUIICHHBIX KaHAJIOB
U pacrpeieNieHie Kpunrorpaguyeckux Kioue

Ymerb - CosznmaBarh BupTyaibHble | 1.BeimonHuTs KOH(UTYpHPOBaHUE VPN
ceTh  ans  oOecredeHus | KOHIeHTpatopa uia oOecriedyeHHus 3((HEeKTUBHOTO
5(p(EeKTUBHOrO TpHMEHEeHUs | IPUMEHEHH HH()OPMALMOHHO-TEXHOJIOTUYECKUX
UH(OPMAIIMOHHO-TEXHOJIOTH | PECYPCOB  aBTOMaTH3MPOBAHHOM  CHCTEMBI  C
YEeCKUX PECYpCOB | YU€TOM TpeGoBaHuUi MHPOPMALMOHHOM
ABTOMATU3UPOBAHHOMN 0€301acHOCTH
CUCTEMBI C YIETOM 2.0npenenuts HacTpoiiku ACL B cooTBeTCTBHH C
TpeGoBaHHit MOCTABJICHHOM 3a/1aueil I BUPTYaJIbHBIX JIOKAJIbHBIX
MH(OPMALMOHHOI KOMITBIOTEPHBIX CeTeli M BUPTYaIbHBIX HaCTHBIX CeTeH,

TaKKe CHECNUATH3UPOBAHHBIX BUPTYaJIbHBIX CETEHl B

6E30HaACHOCTI a TaKKe CHeNUaT3upoBa pTyan cere

00JIauHBIX CETEBBIX CTPYKTYpPax .
-Kondurypuposars cereBoe

3. Co3pmarh BHUPTYyaJbHYIO CeTh C HIPUMEHEHHUEM
obopynoBaHue B

JTUHAMHYECKOTO VPN cepaepa, YYUTBIBas
COOTBETCTBUHA C IIPOEKTOM o

9 TpeOoBaHUS HHPOPMAIIMOHHOM 0€301acCHOCTH

BUPTYaJIbHBIX — CCTCH  JUIA | 4 Ylpouseectn aHanus3 ceTM  NPOrpaMMHBIMHU
obecneuennst > dexTHBHOTO CKaHEpaMH  CETEBBIX IPOTOKOJIOB M  CETEBBIX
IPUMCHCHHA ySA3BUMOCTEH (Hanpumep, CBOOOTHO
MH(OPMALMOHHO-TEXHOJIOTH | pacmpoctpansiemsie ckarnepst WireShark u Ethereal)
YECKUX pecypcoB | 5. Hactpouts TpOTOKONX OOMEHa KIIOYaMH IS
ABTOMATU3HPOBAHHOMN ycraHoBKH aBTomaruueckoro VPN coennHenust B
CUCTEMBI C y4eToM | BUPTYalbHBIX CETSX obecnieunBaOmuX 3PHEKTUBHOE
TpeGoBaHmii pUMEHEHHE WHPOPMAITOHHO-TEXHOJIOTHUECKIX
MH(OPMALIOHHOI pecypcoB aBTOMaTH3UPOBAHHOM CUCTEMBI C Y4€TOM
0€30MMacHOCTH

Bnagers |- HaBbikamu  HacTpoiiku | 1. BBINOIHMTE HACTpOMKY cHCTEM OOHapy:KEHMS H
CETEBOr0 00OpYJOBaHUS ¢ | MPCAOTBPALICHHUS BTOPKEHUN IPS/IDS JUIS
y4eToM TpeGoBaHuMii | BAPTYATBHBIX JIOKAIbHBIX ceTelf, oOecrevnBaromInX
MH(OPMALHOHHOI a¢hexkTuBHOE MIPUMEHEHUE
6e30MaCHOCTIH TSt MH(OPMAIIMOHHO-TEXHOJIOTHUECKUX pecypcoB




3¢ PEeKTUBHOTO TPUMEHEHUS
MH(POPMALIMOHHO-TEXHOJIOTH

YECKUX pecypcoB
ABTOMAaTU3UPOBAHHOU
CUCTEMBI

-HaBbikamu  pa3BepThIBaHUS
BUPTYaIbHBIX  CETeH I
obecriedeHuss >PPEKTHBHOTO
IPUMEHEHHS
MH(POPMALIMOHHO-TEXHOJIOTH
YEeCKUX PECypCoB
ABTOMAaTU3UPOBAHHOU
CHCTEMBI

ABTOMAaTU3UPOBAHHON CUCTEMBI

2. Hacrpouts Native VLAN BHyTpH BUPTyaJbHOM
JIOKaJbHOM CeTH MJis 3allUTBhl OT aTaK JBOHHOTO
TETUPOBAHMS

3. Co3nath BUPTYaIBHYIO CETh JIJIsi 0OMEHA JTAHHBIMH,
HacTpouTb SPAN H BHITOTHUTHE MOHUTOPUHT TpaguKa
4. Bemonnute HacTpoiiky Site-to-Site GRE tynHemns
JUTS IOKAJTBHBIX CeTel M BUPTYaJIbHBIX YaCTHBIX CETEH,
a TaKke CHEeNNATM3UPOBAHHBIX BHUPTYAIbHBIX CeTEH B
00JIaYHBIX CETEBBIX CTPYKTypax.

5. Cozmath BHPTYaNbHYI0 CETb U  BBIIOIHUTH
o0wvenuHenue HacTpoek IPSec ncmone3ys crypto map.
[IpousBecTn OTIAagKy M MOHHUTOPHHT  IIpolecca
YCTAHOBJICHUS COCTUHEHUSI.

IICK-7.4 cn

0COOHOCTBIO NPOBOAUTH Y/AAJeHHOEe AAMMHHCTPUPOBAHUE ONEPALMOHHBIX CHCTEM M
cHcTeM 0a3 TaHHBIX B pacnpefeJeHHbIX HH(O

MAaIIMOHHBIX CUCTEMAX

3HATh

- ITocnenoBatenbHOCTH u
coJIepyKaHUe ATATOB IIOCTPOCHUS
BHPTYAIbHBIX JIOKAIBHBIX CETeH
U BUPTYAJIbHBIX YaCTHBIX CETEM,
a TaKKe CIeNUATH3UPOBAHHBIX
BHUPTYaAIbHBIX CETEH B O0JIAYHBIX
CETEBBIX CTPYKTYpax.

-OcHOBBI YAAJIEHHOT O
aJIMHUHHACTPHUPOBAHUS

BUPTYAJIBHBIX JIOKAIBHBIX CETEU
U BUPTYaJIbHBIX YaCTHBIX CETEM,
a TaKKe CIeNUATH3UPOBAHHBIX
BHUPTYaAIBHBIX CETEH B O0IAYHBIX
CETEBBIX CTPYKTYpax.

IIepedyens BOpPOCOB:

1. MexcereBas ornepanuonnas cuctema Cisco [0S
2. Komangasie pexxumbl CLI Cisco 10S

2. CucteMa ayTeHTHGUKAIIMY, aBTOPU3ALMH U yueTa
COOBITHH, BCTPOCHHAs B OIEPALMOHHYIO CHCTEMY
Cisco 10S

3. Hactpoiika u ucronszoBanue Cisco AnyConnect
VPN.

4. IlpemocraBineHue yAAJEHHOTO JOCTyma ¢
KCIIONb30BaHUEM IpoTokona SSH

5. JluHum BUpTyanpHbIX TepMUHAIOB VTY 1u1s
YAaJIEHHOTO a/IMUHUCTPATUBHOTO JIOCTYTIA

6. Hacrpoiika hostname u nomMeHHOE UMS IS
yaaneHHoro goctyna SSH

7. I'enepupoBaHue KIOUYEH M CO3JAHUE YUYETHBIX
3anucel nonp3osareneit SSH

8. PasrpanunueHue poJjieili ¢ NOMOLIBIO YPOBHS
IPUBUIIETHIA

9. [IpucBarnBaHre KOMaH]l K YPOBHSAM NPUBUJICTHI
10. Cuctema goctyna Ha ypoBHE poJiei

11. Pe3epBHOE KONMMpPOBAaHWE M BOCCTAaHOBJIECHHE
koHpuryparun Cisco [0S

12. CpenctBa  yNaJleHHOr0O  MOHHUTOPHHIA
BHUPTYQJIbHBIX JIOKAJIBHBIX CETeH W BHUPTYaJIbHBIX
YaCTHBIX CeTel, a TaKXkKe CIennaTu3upOBaHHbBIX
BUPTyaJbHbIX ceTed B  O0OJayHBIX CETEBBIX
CTPYKTYypax.

13. AyreHtudukamus c
RADIUS

14.YVdeT BBINOIHAEMBIX ACUCTBUI yUYETHON 3alHch
BHUPTYQJIbHBIX JIOKAJIBHBIX CETed W BHUPTYAIbHBIX
YACTHBIX CETEeH, a TaKkKe CIeNUaTH3HPOBAHHBIX
BUPTyaJbHBIX ceTed B  OONayHBIX CETEBBIX

CTPYKTypax.

MOMOIIIBIO ~ cepBepa

YMmeTh

- Co3naBath H
aIMUHUCTPHUPOBATH
BUPTYaJIbHBIE JIOKAIBHBIE CETH U
BHPTyaJIbHBIE YaCTHBIC CETH, a
TaKKe CIIeIMaIu3UPOBAHHBIC
BUPTYaJIbHBIE CETH B O0JIAYHBIX
CETEBBIX CTPYKTYpax.
- Peanmn3oBeIBaTH

MIOJINTHUKY

1. BBIMONHWATE TNPOEKTHPOBAHWE  BHUPTYAIbHOMH
JIOKQJbHOM CE€TM M BHUPTYyAJbHOHM YacTHOM ceTH B
COOTBETCTBHH C ITOJUTHKOM O€30MacHOCTH.

2. PaspaboraTh TONHTHKY O€30MAaCHOCTH  JJIS
YIAJeHHOTO  aJIMHUHUCTPUPOBAHUS  BHUPTYyaJbHOU
JIOKaJbHOM CeTH U BHUPTYaJbHOM 4YacTHOM ceTu, a
TaKKe CIENHAIN3UPOBAHHON BUPTYyaJbHOM CceTH B
00JIauHBIX CETEBBIX CTPYKTYpax.




0e3omacHOCTH BHUPTYaJIbHON
JIOKQJIbHOW CETH U BUPTyaIbHOMN
YacTHOM  ceTH, a  TaKxke
CIeLUaIu3UPOBAHHON
BUPTYaJbHOM CETH B 00JauHBIX
CETEBBIX CTPYKTypax.

- Ilonmp3oBaThCsl  CETEBBIMU
CPEICTBaMH BUPTYaJIbHBIX CETEH
Uil oOMEHa [aHHBIMHM, B TOM
yycie C  HCIOJb30BaHHEM
rno0ansHOH  MH(POPMAIIMOHHOM
cetu MHTEpHET.

3. Ucnonb3ys ceTeBble CPENCTBA BUPTYAIbHBIX CETEH
Uil oOMEHa JaHHBIMM, IIPOM3BECTH pE3EPBHOE
KOIMPOBaHUE KOHPUTYpaLUU

4. BBINOTHUTH Y4ET BBINOIHAEMBIX AEMCTBUN yUETHON
3allACH  BHUPTYAJBHBIX  JIOKAIBHBIX  CETeH U
BHPTYaJIbHBIX YACTHBIX CETEH, a TAKKE

Baaaernb

- HaBeikamun  obecrnieueHus
Oe3onacHocTd HMHGOpPMALUU €
MOMOIIBIO CTaHJIAPTHBIX
CEeTEeBBIX  CcpemcTB  oOMeHa
uHpopmanmeir B BUPTYaTbHBIX
JIOKaJIbHBIX ceTsix u
BUPTYaJIbHBIX YaCTHBIX CETAX, a
TaKke  CHEIUAIM3UPOBAHHBIX
BUPTYaJIbHBIX CETSX B 00JaYHBIX
CETEeBBIX CTPYKTypax.

- HaBplkamm sSKcIuTyaTanuu |
aJIMHUHUCTPUPOBaHUs (B 4YacTH,
Kacarouleics  pasrpaHUYeHUs
JoCTyTIa, aBTOPH3ALIUH,
ayTeHTH(QUKAIMU W  ayauTa),
BUPTYaJIbHBIX JIOKAJBHBIX CETei
Y BUPTYQJIbHBIX YaCTHBIX CETEH,
a TaKKe CIeIHAITN3UPOBAHHBIX
BUPTYaJIbHBIX CETEH B 00JaYHBIX
CEeTEBBIX CTPYKTypax, C Y4eTOM
TpeOoOBaHUI MO OOECTIEUESHUIO
WHPOPMAITUOHHON
0e30IacHOCTH;

1. BpIMOAHUTH pa3rpaHUdYEHUE PoJIe ¢ MOMOIIBIO
YpOBHS TPUBUIIETUH M TPUCBOUTH KOMAaHIBl K
YPOBHSM IPUBUIIETUI

2. Hactpouth BupTyanmbHbIH TepmuHan VTY mis
YAaJIEHHOTO a/IMUHUCTPATUBHOTO JIOCTYTIA

3. IIpousBecTn HACTPONKY yJAJIEHHOTO AOCTYIa C
npumeHenueM SSH

4. IlpousBecT HAacTpOMKy ayauTa JEHCTBUU
TMI0JIb30BAaTEN C MOMOIIBIO CTAaHAAPTHBIX CPE/ICTB
00MEHa B BUPTYaJIbHBIX JIOKAIBHBIX CETSIX




8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE 0O0ecnevyeHue TUCIUIIUHBI (MOTYJIs1)

a) OcHoBHas1 IMTEpPaTypa:

1. Cetu ¥ TeIEKOMMYHHKAIIMHY : Y4eOHHMK U mpakTukyM st By30B / K. E. CamyiiioB [u
ap.]; mom penmakuuerr K. E. CamyiinoBa, U. A. lllanumona, JI. C. Kyms6oBa. — Mocksa :
N3narenbcTBO IOpaiir, 2020. — 363 c. — (Bricmiee oOpasoBaHme). —
ISBN 978-5-534-00949-1. — Tekcr : anekrponnsiii // DBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/450234 (marta obpamienus: 12.03.2020).

2. lubpos, M. B. Ceru u Tenexommynukanuud. Mapmpyrtuzamus B IP-cetsix B 2 u.
Yactp 1 : yueOHHK U mpakTHKyM st By30B / M. B. /lubpoB. — Mocksa : M3aarensctBo FOpaiir,
2020. — 333 c.— (Bwicmiee o6pazoBanue). — ISBN 978-5-9916-9956-3. — Tekcr
snekrpounsiii // DBC IOpaiir [caitr]. — URL.: https://urait.ru/bcode/452430 (mara oGparieHus:
12.03.2020).

3. Iu6pos, M. B. Cern u TenekommyHukanuu. Mapmpyrtuzamus B IP-ceTsax B 2 .
Yacts 2 : yueOHMK 1 TIpakTuKyM i1 By30B / M. B. JIlubpoB. — Mockga : 3patensctBo FOpaiiT,
2020. — 351 c.— (Beicmee oOpaszoBanue). — ISBN 978-5-9916-9958-7. — Tekcr
anekTpounsiit // DBC Opaiir [caiit]. — URL: https://urait.ru/bcode/453063 (naTta oOparieHwus:
12.03.2020).

0) JlomostHMTEIbHAS JIATEPATYpA:

1. 3amstuna, O.M. BplUHCIUTENBHBIE CHUCTEMBI, CE€TH U TEIEKOMMYHHUKAIUH.
MonenupoBanue cereil : yueOHoe mocobue st maructpatypel / O. M. 3amsituna. — Mocksa :
W3naTenbeTBo FOpaiir, 2019. — 159 c. — (YHuBepCcUTETHI Poccum). —
ISBN 978-5-534-00335-2. — Tekct : anekrpounsiii // DBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/433938 (marta obpamienus: 12.03.2020).

2. Korenko, B. B. Texnonoruu nHGpOpMamoOHHOTO aHalIM3a MOJIb30BATEILCKOTO YPOBHS
TEICKOMMYHHKAIIMOHHBIX cUCTeM : yueOHoe nocooue / B. B. Korenko ; FOxHbIH (enepabHblit
yHuBepcureT. - PoctoB-Ha-/lony ; Taranpor : WM3marensctBo HOxHOro ¢enepanbHOro
yauBepcureta, 2019. - 194 c. - ISBN 978-5-9275-3176-9. - Tekcr : snekrponnsii. - URL:
https://new.znanium.com/catalog/product/1088143 (mara obparmenus: 26.02.2020)

MAKPOOBBEKTHI:

3. Pa3BepThIBaHKE U HACTPOIiKAa BUPTYaIbHBIX ceTeil ; yueOHoe nmocodue [ s By30B] /
[cocT.: B. B. bapankos, U. . bapankoBa, Y. B. Muxaiunosa, O. b. Kanyruna] ; MI'TVY. -
Maruutoropck : MI'TY, 2019. - 1 snektpon. ont. auck (CD-ROM). - 3ari. ¢ TuTy1. 3KpaHa. -
URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/152
9986/3813.pdf&view=true (mara oOpamenus: 15.10.2019). - Makpooosekr. - ISBN
978-5-9967-1305-9. - Tekcr : anekTpoHHBIH. - CBenenus noctynHsl Takke Ha CD-ROM.

4. CereBas 3amuTa nHpopmauuu. JlabopaTopHslil MpakTHKyM | yueOHOe mocolue [is
By30B] / 1. H. Masuun [u 1p.] ; Marauroropckuii roc. texuuueckuii yH-T um. I'. Y. Hocosga. -
Marnutoropck : MI'TY um. I'. . Hocoga, 2019. - 1 CD-ROM. - 3arn. ¢ tuty:n. skpana. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/153
0260/3824.pdf&view=true (mata oOpamenus: 22.10.2019). - Makpooobekt. - ISBN
978-5-9967-1605-0. - TekcT : anmexTpoHHBIH. - CBeneHus qocTymHbI Takke Ha CD-ROM.

*PEXXUM [TPOCMOTPA MAKPOOBBEKTOB

1. ITepeiit 10 aapecy 3AeKTPOHHOTO KaTasora https://magtu.informsystema.ru

2. [TIpoussectu aBropu3anmto (Jlorun: Yurarens 1 [apons: 111111)

B) MeToanyeckne yKazaHus:

1. MeTOJII/I'-IeCKI/Ie y1<a3aHH51 II0 BBIITOJIHCHUIO HpaKTI/ILIeCKI/IX pa60T 10 OTUCHUIIJIMHE
«Buptyanbubie cetn» (ITpunoxenue 1)

2. MeTOJII/I'-IeCKI/Ie yKaSaHI/ISI I10 BBIIIOJTHCHHUIO BHanJII/ITOpHBIX CaMOCTOSATCIBbHBIX pa60T
no nucturuinae «Bupryansabie ceti» (IIpunoxenue 2)


https://urait.ru/bcode/450234
https://urait.ru/bcode/452430
https://urait.ru/bcode/453063
https://urait.ru/bcode/433938
https://new.znanium.com/catalog/product/1088143
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/

r) [IporpammHoe obecneuenue u UHTepHeT-pecypceb:

IIporpammHoe o0ecnieueHue

Haumenosanue [10

Ne norosopa

Cpok aeicTBus JIULIEH3UN

MS Windows 7

Professional(mms  |[1-1227-18 ot 08.10.2018 11.10.2021

KJIACCOB)

MS Off_lce 2007 Ne 135 o1 17.09.2007 O6eccpouHo

Professional

Kaspersky

Eﬁgpo'”t Security | 1.300-18 or 21.03.2018 28.01.2020

ousHeca-CtaHmapt

7Zip cB000HO pacrpocTtpansemoe [10 OecCpoUHO

MS Office Access

Prof 2007 (s J-1227-18 ot 08.10.2018 11.10.2021

KJIACCOB)

MS Office Access

Prof 2010( s 1-1227-18 ot 08.10.2018 11.10.2021

KJIACCOB)

LibreOffice cB00OIHO pacnpocTtpansiemoe [10 0eCcCpOYHO

MS SQL Server

Management cB0OOIHO pacmpocTtpansiemoe [10 OeccpodHo

Studio

Oracle My SQL

Workbench cB0OOIHO pacnipoctpansemoe [10 0eccpovHO

Community Edition

82?/(:&) igL cB00OoaHO pacnpoctpansiemoe [10 O6eccpouHo

Oracle SQL

Developer Data cB00O0HO pacmpoctpansiemoe [10 O6eccpouHo

Modeler

Adobe Reader cB0001HO pacnpocTtpansemoe [10 0eccpoUHO

MS Windows 10

Professional (s |A-1227-18 ot 08.10.2018 11.10.2021

KJIACCOB)

MS Windows

Server(mis N-1227-18 ot 08.10.2018 11.10.2021

KJIACCOB)

grl)ljp[:loestervice J1-946-14 ot 22.07.2014 Geccpoto

VIP Net Client J1-946-14 ot 22.07.2014 0OECCPOUHO
IIpodeccnonanbHble 0a3bl JaHHBIX M MH(POPMAIMOHHBIE CIPABOYHbIE CHCTEMbI

Hassanue xypca CchlIKa

Mexnynaponnas chnpaBoyHass cucrema «llommpen»|URL:

polpred.com orpacibs «O0pa3oBaHue, HAYKAY http://education.polpred.com/

HanuonansHas WH(POPMAIMOHHO-aHAIUTHYECKAS URL:

cucreMa — POCCUICKMI MHIEKC HAyYHOTO IUTHUPOBAHUS

(PUHII)

https://elibrary.ru/project risc.asp



http://education.polpred.com/
https://elibrary.ru/project_risc.asp

ITouckoBass cucrema Axagemus Google (Google

Scholar) URL.: https://scholar.google.ru/

Nudopmannonnas cucrema - EnuHoe okHO AocTyna K

URL: http://window.edu.ru/
HHGOPMAIMOHHEIM PeCypcaM

denepanbHOE rocyIapCTBEHHOE OroIKETHOE
yupexaenue «Denepanbubiii uHCTUTYT npombinuienHoi|URL: http://www1.fips.ru/
COOCTBEHHOCTH

9 MaTepI/IaJILHO-TeXHI/I‘IGCKOC obecrneyeHue AUCHHUIIIIMHBI (MO)Iy.TIH)

MarepuanbHO-TEXHHUECKOE 00ecIieueHNe JUCIUTUINHBI BKIIIOYACT:

JlekuvoHHas aynutopuss MylbTUMEIUIHBIE CpeACTBAa XpAaHEHMs, Nepefaud |
npezcTaBiIeHus HHQOpMaIu

Jlaboparopus ceTeil m cucTeM mepenadd AaHHBIX. Jlaboparopus OGe3omacHOCTH ceTeit
OBM:

1. YyeOno-nmaboparopusiii creny "KonupoBanue u Moy sius HHGOpMAIK B CHCTEMax
CBs31", KOMILJICKTALIMS [TOJIHAS

2. YueOHo-maboparopHsiii cren "Cructembl ciyTHUKOBOM HaBuranuu" GPS. (2 miT)

3. Kommuiekt Tunosoro yuedbnoro obopynosanus "Cetu cotoBoii cBsizu GSM™

4. Kommiekt TUnoBoro yuyeOHoro obopynoBaHus "TenekoOMMYyHUKAllMOHHBIE JIMHUU
ceszu" TJIC-01

5. Kommiekr tumoBoro ydeOHoro obOopymoBanus "CereBas O0€30MacHOCTh THIIA
SECURITY-3M"(2mrr. cisco u d-link)

6. Kommiekt yueOHOTO 000pynoBanus "becrpoBoiHbIe KOMIIBIOTEPHBIE ceTH DBM"

7. Monyinb yueOHO-T1a00paTOPHBIii [Tl H3y4eHHsT HU3KOYpOBHEro KoHTposuiepa Ethernet

8. CreHa KOMMYHUKAallMOHHOTO OOOPYAOBaHHS CEPBEPOM ISl MOJCITUPOBAHHS
00J1a4HOr 0 cepBUca

9. Komrieke nporpamMmmHo-arnmnapathbiii ViPNet

KomnbrotepHsiit kiace - Ilepconanshbie kommnbrotepsl ¢ [10 u BeixogoM B HTEpHET U
JIOCTYTIOM B AJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

AymuTtopus A7 CaMOCTOSATENIBHOM  pabOThl  YUTaJdbHBIE 3ajbl  OMOJIMOTEKH -
[Tepconanbubie kommbioTepbl ¢ [1O u BeixogoM B MHTEpHET M IOCTYNOM B 3JEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYIO CPEly YHUBEPCUTETA.


https://scholar.google.ru/
http://window.edu.ru/
http://www1.fips.ru/

ITPUJIOKEHUE 1
METOAMYECKNE PEKOMEHIAILINN
I10 TTIPOBEJIEHUIO ITIPAKTUYECKUX 3AHATUN

PekoMenpanuu HampaBleHbl HA OKa3aHUE METOIWYCCKOW TIOMOIIM CTYyJASHTaM MpH
BBIMOJTHEHUH NMPAKTUYECKUX 3aHSITUH.

[IpakTuueckoe 3aHsATHE — 3TO 3aHATHUE, IPOBOJUMOE O] PYKOBOJCTBOM IpENojaBaTelis B
yueOHOM ayauTOpuu (KOMIBIOTEPHOM KJIacCe€ YHUBEPCHUTETA), HANpPaBIEHHOE Ha yriyOieHue
HAyYHO-TEOPETUYECKUX 3HAHUN M MOJy4YeHHE MPAKTHUYECKUX HABBIKOB PEIICHUS THUIOBBIX U
MPUKIIAIHBIX 3a]1a4.

[lenpro MpPaKTUYECKUX 3aHATUH SBISETCS (POPMUPOBAHHME M OTPabOTKA MPAKTUUCCKUX
YMEHHI U HAaBBIKOB, HEOOXOIMMBIX B MTOCIEAYIOMIEH NeATEeThHOCTH 00yJarOIIIXCS.

OCHOBHBIMU 337]a9aMU PAKTHYECKUX 3AHSATHH SIBIISFOTCS:

— yruyOlieHue YpOBHSI OCBOGHMSI OOLIEKYJIbTYPHBIX U MpOodecCHOHATbHBIX
KOMIICTEHITHIA;

— o0oOmieHne, cucreMaTu3alus, yriayOJleHHe, 3aKperyieHHe  MOJYyYeHHBIX
MPAKTUICCKHUX 3HAHUH 10 KOHKPETHBIM TeMaM JUCITUIUINH PA3JINYHBIX [IUKJIOB;

— npuoOpeTeHHe CTYIACHTaMH YMEHUW M HaBBIKOB HCIOJIb30BAaHUS COBPEMEHHBIX
TEOPETUYECKNX 3HAHUN B PEIICHUN KOHKPETHBIX MPAKTHUECKUX 3a7a4;

— pa3BUTHE po(heCcCHOHATTLHOTO MBIIIICHHUS, pohecCHOHATLHOM u
M03HABATEIbHON MOTHBAIIUH.

[lepeuenr TeM mMpakTUYECKUX 3aHATHH ompenenserca pabodeil  mporpamMmon
quciUIUIMHbl. [ImaH mpakTHYecKux 3aHATUH OTBe4aeT OOIedl HAampaBIEHHOCTH JIEKIIMOHHOTO
Kypca M COOTHECEH C HUM B ITOCIIEIOBATEILHOCTH TEM.

CTpyKTypa IpaKTHIECKOTO 3aHSATHS BKIIOYACT CIICTYIOIINE KOMIIOHEHTBI: BCTYITHTEIbHAS
4acTh, OTBETHI HA BOIPOCH OOYYAIONIMXCS;, IMPAKTUYECKas YacTh; 3aKIIOYHTEIHLHOE CIIOBO
npenoaaBarelis. Bo BCTYNUTEbHON YaCTH OOBSBISETCS TeMa TEKYIIETO MPAKTUIECKOTO 3aHSATHS,
CTaBUTCS €ro MMM W 3aJadd, MPOBEPSETCS HCXOJHBIH YpOBEHb TOTOBHOCTH CTYJIEHTOB K
MPAKTUYECKOMY 3aHITHIO (BBITTOIHEHUE TECTOB, KOHTPOIBHBIE BOMPOCHI U T.11.)

Ha mnpakTtuueckoMm 3aHATHM TIpenofaBaTellb MOXET HCIOIb30BaTh pa3zHOOOpa3HbIe
obpasoBarenbHbie TexHosoruu (Metoabl IT, pabora B komanme, case-study, mpoGiemuoe
oOydeHue, y4yeOHbIE AUCKYCCHU U T.I.) IO CBOEMY BBIOOPY ISl AOCTH)KEHHSI KA4eCTBEHHOTO
YpOBHSI OOYy4YEHHS.

IIpaBuia no Texnuke 6€30MaACHOCTH AJIs1 00yYaIOLIUXCS
NP NPOBeIeHUN MPAKTHYECKUX PadoT
Obwue npasuna:

1. Tlpaktuyeckue pabOTHI TPOBOAATCA TOA HaOmoaeHueM mnpenoaasarens. K
BBITIOJTHEHUIO TPAKTHUYECKUX Pa0dOT CTYIEHTHI JTOMYCKAIOTCA TOJIBKO TOCIE MPOCTYIIHBAHUS
WHCTPYKTaXa MO TEXHHUKE OE30MacHOCTH, MpaBHJIaM IOBEICHUS B KOMIIBIOTEPHOM Kjacce U
MPOTUBOIIOKAPHBIM MEpPaM.

2. OOyuyaeMbIii JTOJDKEH CTPOTO BBITIOJHATH TIpaBWIa TEXHUKHA O€30MacHOCTH |
CaHUTAPHO-TUTUEHUYIECKHNE HOPMBI TIPH pabOTe B KOMITBIOTEPHBIX KJIaccaX YHUBEPCUTETA.

IHopsiioK BHINOJTHEHHUS IPAKTHYECKUX PadoT

HpI/I MMOATOTOBKC K BBIIIOJHCHHUIO MPAKTUYCCKHUX pa60T CTYACHT HOJDKCH IIOBTOPHUTH
TCOpCTI/I‘{CCKI/Iﬁ MaTcpuall, HCO6XOHHMLIf/'I JIJIsI BBIIOJIHEHUS 3aJaHUM 110 TeKyIJ.IefI TEMC.



[IpakTuueckasi paboTa BBIMOJIHAETCS KaXKIbIM CTYACHTOM CaMOCTOSITENIbHO, COTJIACHO
VHIUBUIYAIIbHOMY 33JIaHUIO.

CTyneHThl, IPOMYCTUBIIUE 3aHATHS, BBITIOTHSIIOT MPAKTUYSCKUE PaObOThI BO BHEYPOUHOE
BpEMSL.

[Tocne BBIMONMHEHUS KAKIOW MPAKTHUECKON pabOThI CTYJIEHT IEMOHCTPUPYET PE3yNIbTaT
BBITMIOJTHEHUS TPEIo/IaBaTeNio, OTBeYaeT Ha Bompochl. lIlpernopaBarens oreHuBaeT padboTy B
COOTBETCTBUHU C 33/IaHHBIMHU KPUTEPHUSIMH OLEHKU MIPAKTHUYECKUX PadoT.

IIpaBuia odopmiieHus pe3yJbTATOB U OLIEHMBAHUSA NMPAKTUYECKOI padoThI

Pe3ynpTaThl BBINONHEHHOH MNPAaKTUYECKOW pPabOTHl O(GOPMIISIIOTCS B COOTBETCTBUH C
TpeOOBaHUSAMH K BBIIIOJHEHUIO KOHKPETHON pabOTHI.
[IpakTryeckas paboTa cUMTAECTCS BBIOJIHEHHOW, €CJIM CTYAEHT HaOpan 0ajul, KOTOPHIi
COCTaBJISIET ITOJIOBUHY MaKCUMAJIBHOT'O KOJIMUECTBA OalIOB.

Jlist olleHUBaHUS PA0OThI IPUJIATACTCS CIICAYIOIINE KPUTCPHH.
Oyenka «omauyHo» — paboTa BHITIOJHEHA B MIOJIHOM 00beMe U Oe3 3aMevaHHil.
Oyenxa «xopouio» — paboTa BBIIIOJIHEHA MPABUIBHO C YYETOM 2-3 HECYIIECTBEHHBIX OIINOOK
UCTIPABJICHHBIX CAMOCTOSITEIBHO 110 TPEOOBAHHIO MTPETIOIaBaTElIs.
Oyenka «y0oseremeopumenbHoy — padoTa BBITIOIHEHA TPABUIHLHO HE MEHEE YeM Ha IIOJIOBUHY HITH
JIOITyIIIeHa CYIIeCTBEHHAs OMIMOKa.
Oyenka «HeyoosemeopumenbHo» — JOINYIICHBI Be (M 00Jiee) CyIEeCTBEHHBIE OIMOKUA B XOJE
paboThI, KOTOPBIE CTYJACHT HE MOXKET HCHPABHUTH JIAXKE IO TPEOOBAHWIO IPEIOAaBaTess, WA
paboTa He BBINOIHCHA.



ITPHJIOKEHHUE 2

METOJUYECKUE YKA3AHIMA 110 BBIITIOJIHEHWIO BHEAY IUTOPHBIX
CAMOCTOATEJIBHBIX PABOT 110 AMCHUITJIMHE

O01mme moJI0KeHus

Hactosamme wmeroauueckue yka3zaHUsi NpeJHA3HAYeHbl JJIsS OpraHM3alli BHEAyAUTOPHOMN
CaMOCTOSITENIbHOM paboThl CTyAeHTOB Mo aucuuruinHe «HpopmaTnka u uHpOpMaLMOHHBIE
TEXHOJIOTHM» U OKa3aHUs IIOMOIIY B CAMOCTOSATEILHOM U3y4YE€HUU TEOPETUUECKOT0 U pealln3aliu
KOMIIETEHIINI 00y4aeMbIX.

JlaHHbIE METOJMYECKUE YKa3aHUs HE SBJSIOTCS y4€OHBIM MOCOOMEM, MO3TOMY Iepesl HauaaoM
BBIIIOJIHEHUSI CaMOCTOSITENIbHOTO 3a/aHUsl  CIIEeAyeT HW3YyYUThb COOTBETCTBYIOIUE DPa3JIeibl
JEKIMOHHBIX 3aHATUH, MaTepuaJoB OOpa30BaTENBHOIO IOpTajia, pa3felioB OCHOBHOH H
JIONIOJIHUTEIBHON JIUTEpaTypbl, NPEACTaBICHHBIX B MYyHKTEe 8. «Y4eOHO-METOIMYECKOe MU
nH(pOpMaLMOHHOE 00ecrieueHne AUCUUILINHBI (MOLy s )» AanHoM PIT/I.

esan 1 32124 caMOCTOSATEILHOM PadoThI

[lenb caMoCTOATENBHON pabOThl — COACHCTBUE ONTHMAIbHOMY YCBOCHHIO Y4eOHOrO Marepuaia
06y‘~IaIOHH/IMI/IC$I, Pa3sBUTHUEC HX MMO3HaBATCIILHOM AKTUBHOCTH, I'OTOBHOCTH H HOTp€6HOCTI/I B
camMo00pa30BaHUH.

3agauu camocTosATEILHON PadoThI:

— TIOBBIIICHHUE UCXOTHOTO YPOBHS BIIAJICHUS WH(POPMALMOHHBIMH TEXHOJIOTHSIMHU;
— yruiy0OJieHue ¥ cucTeMaTu3alus 3HaHUl;
— IIOCTAHOBKA U PELICHHE CTaHAAPTHBIX 3a7a4 IPpOo(eCcCUOHATbHON e TENbHOCTH;
— pasBuTHe pabOoThI C pa3aIMuHON 0 00bEMY U BUAY HUH(pOpMaLel, yaueOHON 1 HaydHOH
JIUTEPaTypoOH;
— IPaKTHUYECKOE IPUMEHEHHE 3HAaHUM, YMEHMUIA;
— CaMOCTOSITENIbHO HCIOJb30BaHUE CTaHAAPTHBIX MPOTPaAMMHBIX CpPEICTB cOopa,
00paboTKH, XpaHEHMsI U 3aIUThl HH(OpMaLUN
— Ppa3BUTHE HABBIKOB OPraHM3alliU CaMOCTOSITEIBHOIO y4eOHOro Tpyda U KOHTPOJIS 3a
ero 3¢ ¢GeKTUBHOCTBIO.
OcCo0eHHOCTBIO U3yYeHHs AUCHUIUIMHBI «HpOpMaTHKa» SBISETCS OCBOEHUE TEOPETUYECKOTO
MaTepuaga M IOJY4eHHE MPAKTUYECKUX YMEHHH, HalNpaBICHHBIX HAa HCIIOJIb30BAHUE

COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHOJIOTHI.

Buael BHEAyIUTOPHOM caMOCTOSTENBHON pabOThl U GOPMBI KOHTPOJISI U BpeMs Ha BBITIOJIHEHUE
KaKIOr0 BUJA CaMOCTOSITENBHON paboThl yka3aHbl B NMyHKTe 4. «CTpyKTypa U CoJep>KaHue
TUCIUILIAHBL (Moty1ist)» nanHou PIT/I.

IopsiioK BBINOJHEHUS

[Tpu BBITIOJIHEHUU TEKYIEH BHEAYTUTOPHOM CaMOCTOSATENbHON paboThl 00yyaronieMycs cienyeT
MPUAECPKUABATHCS CIIETYIOLIETO MOPSIIKA AEUCTBUN:

1) BHUMATEIBHO M3YYUTH COOTBETCTBYIOIINE TEOPETHUECKUE PA3/ICIbl TUCIIUILIMHBI, MOJIb3YSICh
MaTepuaiamu (JICKIIMOHHBIMH, IPE3EHTAIIMOHHBIMH, ayTH0-BU3yaTbHBIMH):
a) TMPeaoCTaBIsCMBIMH MPEIOAaBaTEIEM Ha JCKIIHOHHBIX 3aHATHIX;
b) npenocraBiseMbIMU MpENOaBaTEIeM B paMKaX JIEKTPOHHBIX 00pa30BaTEIbHBIX KYPCOB;
C) conaepKalUMHUCS B ydeOHHKAx M y4eOHBIX mocoOusx DBC (31eKTpOHHO-OMOINOTEYHBIX

CHUCTEM), DJIEKTPOHHBIX KaTaJOrOB YHUBEPCUTETA U HHTEPHET-PECYPCOB.

2) TlompoOHO pa300paTh THIOBBIE MPUMEPHI PEIICHUS 3a7ad, PACCMOTPEHHBIE B pPaMKax

ayJUTOPHOM KOHTAKTHOM paboTHI C MpernoiaBaTeeM.



3) IIpuMeHUTH MONyYCHHBIC TCOPETHYCCKUE 3HAHMS W TPAKTHYCCKUE HABBIKM K PEIICHHIO
WHIVBUAYAJIBHBIX 3aJaHUM, K MPOXOKICHUIO KOMIIBIOTEPHBIX TECTUPOBAHUN U K PELICHUIO
OJIMMITMAIHBIX 3aJaHUM.

4) Tlpu HeoOXOAMMOCTH, CHOPMHPOBATH IEPEYCHH BONPOCOB, BHI3BABLIMX 3aTPYIHCHUS B
nporecce caMoCTOATeNbHON paboThl. OOCYIUTH BO3HHKIIKME BONPOCHI CO CTYACHTAMH
IpyNIbl, B pPaMKax KOMAaHJHO-IIPOEKTHON paboThl, M ¢ IMpernojaBaresieM, B paMKax
KOHCYJIbTAIIHOHHON TIOMOIIH, PeaTi30BaHHOM 1100 B KOHTAaKTHOU (hopme, 1100 cpercTBaMH
nHpopMaInmoHHO-00pa3oBaTebHOM cpepl BY3a.

Kpurepun onieHKH BHEayAUTOPHBIX CAMOCTOSITEIbHBIX Pa0d0T

KadecTBO BBINONHEHUS BHEAYTUTOPHON CaMOCTOSATEIBHOM PabOThl 00YJarOIUXCsl OLEHHUBAETCS

MOCPEICTBOM TEKYIETO KOHTPOJISI CAMOCTOSTENIbHON paboThl 00yYarOIUXCsl ¢ UCIOIb30BaHUEM

0aJTbHO-PEUTUHTOBOM CUCTEMBI.

B kauectBe (popM TeKymiero KOHTPOJS MO AMCHUIUIMHE HCIIONB3YIOTCA: 3amuTa pedeparta,

UHIUBUYaJIbHBIE JOMAIlHUE 3aJaHusl, ayAUTOPHbIE KOHTPOJbHbIE pabOThI, KOMIIbIOTEPHOE

TECTUPOBAHUE, YUaCTHE B KOHKYPCAX U OJIMMIIAALAX.

MakcumanbHOe KOJIMYECTBO 0asIoB 00y4YaroIMics NOIyqaeT, eCIu:

— BbinoaHsetr /13 B cOOTBETCTBUU CO BCEMU 3as1BJIEHHBIMU TPEOOBaHUSIMU;

— JIaeT NmpaBWIbHBIC (OPMYIUPOBKH, TOYHBIE OTPEICICHNUS, TIOHATHS TEPMUHOB;

— MOXeT 000CHOBATh PALMOHAIBHOCTD PELICHUs TEKYyILIeH 3aauu.;

— 00CTOATENBHO C IOCTATOYHOM MOJIHOTOM U3J1araeT COOTBETCTBYIOILYIO TEOPETUUECKUI
paszen;

— IPaBWJIBHO OTBEYAET Ha JOMOJIHUTEIbHBIE BOIPOCH! IIPENOAaBATENs, UMEIOIINE LENIbIO
BBISICHUTH CTEIIEHb IOHUMAaHUS UM JJAaHHOTO MaTepHaia.

50~85% 0T MakCHUMaJIbHOTO KOJMYECTBA OaJIJIOB 00yYarOIIMiiCs M10JIydaeT, eCIu:

— HemnosHO (He MeHee 70% OT MOJIHOT0), HO MPAaBUJIBHO BBIMOJIHEHO 33JJaHUE;

— IOpU U3JIO0KEHUM ObUIM JONYyLIEHBbl 1-2 HeCyleCTBEHHbIE OIIMOKH, KOTOpbIE OH
MCIPABIISET MOCTIE 3aMeUaHus penogaBaTens;

— JlaeT MpaBUJIbHBIE POPMYIHPOBKH, TOUHbIE ONPEAEICHNUS, IOHATHS TEPMUHOB;

— MOXeT 000CHOBATh CBOW OTBET, IPUBECTH HEOOXOAMMBbIE TPUMEPHI;

— TPAaBWJIBHO OTBEYAET Ha JIOMOJIHUTEIbHBIE BOIPOCHI IIPENIOAABATENS, UMEIOIINE 1IENIbI0
BBISICHUTH CTEIICHb TOHUMaHMsI UM JIaHHOTO MaTepHara.

36~50% OoT MakCUMaJIbHOTO KOJINYecTBa OayioB 00ydJaroLuiics MOay4aeT, eCiu:

— HenoxHo (He MeHee 50% OT MOJIHOTO), HO MPABWJIBHO U3JI0KEHO 3a/1aHUE;

— IIpH M3JI0’)KE€HUM ObLIa JAomylieHa | cyliecTBeHHast OmnoKa;

— 3HAaeT U IOHUMAET OCHOBHBIE TOJIOKEHUS JAaHHOW TEMBI, HO JI0IIyCKA€T HETOYHOCTH B
(bopMynHUpOBKe MOHATUH;

— U3JaraeT BBINOJHEHUE 33JJaHUs] HEIOCTAaTOYHO JIOTUYHO U MIOCTIE0BaTENbHO;

— 3aTpyAHsSETCs IIPU OTBETAX Ha BOIPOCHI MIPernojaBaTes.

35% u MeHee 0T MaKCUMAaJIbHOTO KOJIMYECTBa 0asljIoB 00yJaroImuics MOTydaeT, eCcllu:

— HenoxHo (MeHee 50% OT MOJHOTr0) U3JI0KEHO 3aJaHUE;

— TMpU M3JI0KEHUH OBUIM JIONMYyIIEHBl CyllecTBeHHble omubOku. B "0" Gamnos
IpernoJiaBaTesb BIPaBe OLIEHUTh BHIMOJIHEHHOE 00YyJatolMMces 3aaHne, eClIi OHO He
YIIOBJETBOPSIET TpeOOBAHMSIM, YCTAaHOBJIEHHBIM IIpPENOJIaBaTeleM K JaHHOMY BHIY
paboThI WM HEe OBLIO MPECTABICHO JUISl TPOBEPKH.

CyMMa NOJTy4eHHBIX 0alioB IO BCEM BUJaM 33JJaHUI BHEAYAUTOPHONU CaMOCTOSTELHON pabOThI

COCTaBJIIET PEUTHHTOBBIN MTOKa3aTeb 00yyaromerocs. PeMTHHTOBBIN oKa3aTenb 00yJyaromerocs

BJIMSIET Ha BBICTABJICHHUE UTOTOBOW OLIEHKH 110 pe3yabTaTaM U3y4eHHsI JUCIUIUIMHBI.
[Tokazarenn u KpUTEpUM OLIEHWBAHUS MOJYYEHHBIX 3HAHUU NpEACTaBIEHBI B MyHKTE 7.0)

«O11eHOYHBIE CPENICTBA JIJISl TPOBEICHHS TIPOMEXYTOUHOM arTectamumy ganHoi PIT/I.



