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Jwer axrynamsimn paboneft nporpassie
PaGowan nporpassa fiepecnorpena, oficyxaena u oxobpena anx peamicati 8 2019 - 2020

yueGHoM roy ma sace i xadeapu Busnec-wndopmatinn w TeXHOAO I

PaBovas nporpavsa fiepecmorpena, oficysctenn n oao0pena anm peamiacion » 2021 - 2022
yueGnos rosy ma Jaceantmnn xadeapu Buanec-unpopsanie u MHPOPMALIORIIIX TeXHon0NI




1 Iles1u ocBOCHUS TN CUMILTHHBI (MOYJI51)

Lenp muctumimHbl «MeToAbl M CpelncTBa 3alluThl MHPOpMAIUN» - cHOpMUPOBATH Y
OakalaBpOB KOMITETEHITUH B 001aCTH 00ECTICUEHUS OXPaHBI 3J0POBBS U )KU3HHU 00YJaIONUXCSI TPH
oOpallleHuu ¢ KOMIIBIOTEPHON TEXHUKOW M MPOTrpaMMHBIM 00€Cl€YeHHEM U, B OCOOCHHOCTH, B
o0JacTH TPUMEHEHUsS PA3UYHBIX CETEBBIX TEXHOJOTHHA, a TakKe MPAKTUYCCKHX HABBIKOB
obecrieueHurs 3ammMThl HHGOpPMAIMK B cucTeMax oOpaboTku mHpopmammu. [lonyduts Ga3zoBbie
3HAHWS, YMCHHS W HaBBIKM B OOJACTH METOAOB 3alIUThl WHGOPMAIUU I TOJIEPIKKH
NEeSTeNIbHOCTH O00y4Yalonuxcsi B y4eOHO-BOCIUTATENILHOM IPOLIECCe U BHEYPOUHOU padore; s
co3manus, GOPMUPOBAHUS U AIMUHUCTPUPOBAHUS DJIEKTPOHHBIX 00pa30BATEIBHBIX PECYpCOB C
TpeOyeMbIM YPOBHEM 0€3011aCHOCTH

2 MecTo TUCHUIJIMHBI (MOYJIsI) B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMmbl

Juctumimaa MeTosbl U cpelicTBa 3allUThl HH(GOPMAIIMK BXOJUT B 00S3aTENbYI0 4acTh
y4eOHOro T1aHa 00pa3oBaTEIbHOMN IPOTrPAMMBI.

JUist u3ydeHus AUCIUILTNHBI HEOOXOAMMBI 3HaHMS (YMEHUS, BIIaJICHUs ), CHOOPMUPOBAHHBIE
B pe3y/bTaTe U3y4eHUs TUCIUTUINH/ PAKTUK:

be3onacHOCTh KU3HEIEATEIbHOCTH

3uanus (yMEHUS, BIAJCHUS), TIOTyYCHHbIC MPHU W3YYCHUH IAHHOW TUCIMILTUHBI OyIyT
HEOOXOIUMBI JIJTSl U3YICHUS TUCIUILTAH/TIPAKTHK:

HudopmarninonHast 6€30MacHOCTb B CHCTEME OTKPBITOTO 00pa3oBaHus

3 Komnerenunn ody4arounerocsi, popMupyemMbie B pe3yJbTaTe 0CBOCHUSI

AUCHUILUIMHBI (MOAYJISA) M IIJIAHUPYeEMble Pe3yJabTAThl 00yUeHHu st

B pesynabrare ocBOEHMS AMCUMILIMHBI (Moaynsd) «Meroabl M CpPEACTBAa 3aIIUTHI
uHpopMaUn» 00yJaroUuiics JoIKeH 001aaTh CIeAyIOIUMU KOMIETEHIHSAMMU:

CrpyKTypHBII [Tnanupyemsble pe3ynbTaThl 00ydeHUs
DJIEMEHT
KOMIIETEHIUU
VK-8 - CniocodeH co31aBaTh U NOJ/IeP;KUBATH B IIOBCEIHEBHOI KM3HU U B IPO¢)eCCHOHATBLHOM
AeATeTbHOCTH 0e30MacHbIe YCJIOBHSA KU3HEACATEIbHOCTH /ISl COXPaHEeHHUsI IPUPOIHOM
cpelbl, o0ecrnie4eHns YCTOMYMBOr0 pa3BUTHA 001IeCTBA, B TOM YHCJIe IIPU yIpo3e U
BO3HMKHOBEHHMH YPe3BbIYANHBIX CHTYAallMil U BOEHHbIX KOH(IHKTOB
YK-8.2: Bersaister mpo06ieMsl, CBA3aHHBIE ¢ HAPYIICHUSIMU TEXHUKH O0€30MaCHOCTH Ha pabodeM MecTe; Ipeyiaraet
MEPONPUATHAX 10 IPEAOTBPALLECHUIO YPE3BbIYANHBIX CUTYaLUN
3HaTh —  TPHHLIUIBI paboTHI ¢ HHpOPMAaNKel Ha pa3IHYHBIX pecypcax, C yueToM TpeOoBaHUH
nH(OPMaNMOHHON 6E30IIaCHOCTH;

Ymetsb —  BBISBJITH U XapaKTEePU30BaTh YIPO3bl 3aIIUIIIAEMON HHPOPMAITUH;
Bnaners — HaBBIKAMU aHAIU3a U UICHTU(UKANNN (AKTOPOB, HAPYIIAIOIIUX CTATYC 3alUIIaeMON
nHpOpManny;

VK-8.3: Pa3bscHsieT npaBuiia MoBeICHNs P BOZHUKHOBEHUU YPE3BbIYaHBIX CUTYaLMi MPUPOJHOTO U TEXHOTEHHOTO
MIPOUCXOMKICHNST, OKa3bIBAET NIEPBYIO TIOMOIIb, OTMCHIBAET CIIOCOOBI YUACTHSI B BOCCTAHOBUTEIHHBIX MEPOIIPHSATHSIX

3HaTh —  CYIIHOCTbH M OOIIYIO XapaKTEePUCTUKY MH(POPMAMOHHBIX MPOIECCOB HHHOPMALTUOHHOTO
oOmiecTBa B acriekTe obecrieueHns TpeOOBaHMI COXpaHEHHUS cTaTyca 3alHIiaeMoi
nHpOpManny;

Ymerts —  HacTpauBaTh ONEPAMOHHYIO CUCTEMY M IIPOrpPaMMHBIE CpecTBa 00IIEro Ha3HAYEHUs C

TIO3MIMK TPeOOBAHUH COXPaHEHHs! CTaTyca 3aluiaeMoil nHpopmanumy;

Branets —  HaBBIKAMH MCHOJIE30BAHUS ITPOTPAMMHBIX CPEZCTB 3alUThl HHYOPMALIMH JJIS1 COXPAaHEHUS
€€ cTaryca,




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIX enuHull 144 akaa. 4acoB, B TOM

qyuce:

— KOHTaKTHas pabora
— ayIuTOpHas — /2 aK
— BHeayuTopHas — 4,

— caMoCTOsTeNbHAs paboTa — 32,2 akaJl. 4acoB;

— 76,1 akaz. yacos:
aJl. 9acoB;
1 akaz. yacoB

— MOJTOTOBKA K dK3aMeHy — 35,7 akaj. yaca

®dopma aTTecTaluu - SK3aMEH

AynuropHas 3 s
o | xomraxTHAs pabota E 5 dopma TEKyIIEro
=
= B aKajl. 4acax 5} Bu KOHTPOJIS
Paszen/ Tema 3 (B axaz. yacax) g B A y P Kox
S 3 ©| caMOCTOSTEIBHOM YCIIEBaEMOCTH U
JHACUIHTLIAHBL 3 [ 6 o KOMIIETEHIIHH
@) . . g & paboTer MPOMEKYTOTHOM
mab. |mpaxr. 3
Tex. o EaH 5 g| aTTecTaluu
1. HopMaTHBHO-TIpaBOBBIE OCHOBBI 3alUTHl HH(POPMALIUH
1.1 CyuiHocTh ¥ HOHATHE
UH()OPMAILIIOHHON
0€30IacCHOCTH M 3aIllUTHI
uH(popMaIu
OCHOBHEBIE TTOHSTHS.
3HaueHne KoncnexkrupoBan
o He y4eOHBIX
UH(POPMAITOHHOM M
MaTepuajaoB
0e30IMacHOCTH IS p
CaMoCTOATEIEHOE
cyOBEKTOB HSVaeHHe TectupoBanue
UH()OPMAIIIOHHBIX 4 2 2 qeygﬁoi/i " JIP 1 «Hane:xHOCTh 1 VK-8.2
otHouieHui. [lonsTne wu yHa Hoi JIOCTOBEPHOCTH '
CYLIHOCTb 3QIIUTHI nnTeY[;T o UHPOpMAIIH»
uHpopmarmu. Llemn wu I paryp
OJIFOTOBKA K
KOHIICNTYaJIbHbIE OCHOBBI 6ﬂ
J1a00paTOPHOM
3aIUTHI nHpOpMaIUH. patop y
3aHATHIO
Kpurepuu, ycnosus u
TIPUHIIATIBI OTHECEHUS
uH(popMaIu K
3amumaemort. Hocurenu 7
3aMIUIIaeMoOu
12 [IpaBoBoe
KoHncniexktupoBan
o0OecreueHne - TectupoBanue
. He yueOHBIX
UHPOPMAIIOHHOM MaT}; AT0B BricTymnenne Ha
0e30IacHOCTH M 3aIUTHI P cemuHape 1o JIP2
CaMOoCTOSITEIbHOE
UHpOpMaIH HSVHeHHe «3aKoHOIaTeIbHas 1
Hasnauenue u ctpykrypa v N HOPMaTHBHO-TIPABOBas
ebHO
HOM U
MPaBOBOTO  OOecreueHUst y;a Hoi 0aza oOecrieueHHs
3aIUTHI nHpOpManuu. e};; vp UHPOPMAIIOHHOH
JIATEPaTyPHI
TIpaBoBbIe OCHOBEI 0€30IaCHOCTH
4 4/41 2 TToaroroBka k VK-8.2
3amuTel  “HQOpPMANHUK B A
CEMHHAPCKOMY
OpraHu3anuu. SaHsTHIO 110 JIP 2: Brictymnenue Ha
MesxyHapoiHbIe n npopa6oTKa ' cemuHape 1o JIP3
HalMOHAIbHEIE HAVIHO «Crannmaptel u
CTANIApTLL " METOZ[yI/II{‘IECK()ﬁ crielHGUKalH B
cnenupuKayuu B 001acTH HTeDATYDbL o0macTu
UBb. CoBpemeHHbIE ﬂofna;’i ’ UHPOPMAITOHHOH
CTaHIapThl B  oO0iacTu pe3eHTALHS 0€30MacHOCTI
YIpaBIEHUS puckaMu p




Uroro mo pazneny

| 8 | 6/4u |

| 4 |

2. Knaccudukanus yrpo3 1 METOIOB 3alIUTHL HHPOPMAIHH

2.1 Buapl ¥ WCTOYHHKH
yrpo3 HMH(QOPMAIOHHOM
6e3omacHoOCTH
Vrpossr Koncnextuposan
N ue y4eOHBIX
UH(POPMAIIIOHHOH MATCDHAIOB
0e30MacHOCTH W 3alIHuTHI p
CamocrosTensHoe
uH(popMaIuH. TectupoBanue
H3y4YeHHe
Jecrabunusupyroriee 6 621 42 yae6Hoi 1 JIP 4 «Knaccuduxanus VK-8.2
BO3/ICIICTBHE Ha ' HAVIHOI YTpo3 IpeaIMETHON '
3aIIUIIAEMYIO HI/ITG};)L;TypH obnacT»
HH()OPMAIHIO.
(bop ITogroroBka k
Knaccudpukauus  BHIOB
. nabopaTopHOMY
yrpo3 UH(GOPMALUOHHON SAHSITHIO
6e3omacHoOCTH o
pa3NMYHBIM  I[IPH3HAKaM.
HecankunonnpoBanHbIit
Koncnextuposan
2.2 Knaccudukanus u e %61-2 x
XapaKTepUCTHKA MaTyepHaHOB
OCHOBHBIX ~ METOJIOB H
CpEJICTB 3alHTH A CamocTosTenbHOe TectupoBanue
H3y4YeHHE Occe «MeTopl 3aUTHI
Meronas! 3aIUTHI 4 2 ya . A m VK-8.2
nadopmaru.  CriocoOsI y1ebHoi 1 uiopMaIH
P ) HayqIHOU MPEMETHON 00JIaCTHY
3alIHUTHI nHpOpMaLIUH. JTepaTyphI
Cpencrsa SAIHTBL Hamnmcanwue scce-
uH(OopMaIH
popuan paccyxxaeHus
Hroro no pazaeny 10 | 6/21 6,2
3. YpoBHH 3amuThl HHGOpMAIMK: aIMUHHCTPATUBHBIH, IPOTPAMMHBIN, KpUNITOTPA(QUICCKUN ¥ TEXHUUECKUI
KoncnekrupoBan
. ue y4eOHBIX
3.1 AIMUHHCTPaTUBHBIN MaTyeq HATTOB
ypoBeHb obecnieuenus: b CaMOCT(I))HTEHLHOQ
TTomutuka Ge30macHOCTH. HBVCHIE TectupoBanue
IIporpamma yaeHy Brictynnenue Ha
yueOHOM U
6e3onmacHoctu.  OreHka HAVAHOM cemuHape 1o JIP 5
PHUCKOB u 0a30BbIi HHTey ATVORL «ITonutuka
YPOBEHDL 3QIIMTHL. patyp uH(OpMALOHHON
IloaroroBka k
VipaBieHne IepcoHATIOM. CeMIHADCKOM 0e30MacHOCTH» VK-8.2
duznueckas 3aIMTa. 4 8/61 7 P Y JIP 6 «Aynur ’
3aHsATHIO 110 JIP 4: . YK-8.3
Tonnepxanue bODABOTKA 3aIIUIIEHHOCTH CeTew
paboTocnocobHOCTH. pﬁ;’ . JIP 7 «IlaponbHas
PearupoBanue Ha MeTOZI);I‘IeCK()ﬁ 3aIIUTa ¥ MEHEIKEPhl
HapyLIeHUs pexxuma HTeDATYDbL napousein»
0€30MacHOCTH. aofnaﬁl ’ JIP 8 «MaccoBas
IInanupoBanue pe3eHTALIS pacchUIKa IMHUCEM)
BOCCTAHOBHUTCJIIbHBIX HEHFOTOBK& K
aboT
p nabopaTopHOMY

3aHATHUIO




3.2 IporpamMmHbIe

cpezncrsa 3aIIUThI TectupoBanue
HHpOpMAIIH KoncnekrtupoBan JIP 9 «3amiuta ot
3amuTa  MPOTPaMMHOTO ue y4eOHbIX  |HEeCAaHKIMOHHUPOBAHHOTO
obecrieyeHust oT MaTepuanoB JOCTyTa K
HECAaHKIIMOHHUPOBAHHOTO CamocTosaTenpHOe nH}OpMaLII»
nmocryna. Kpatkuit 0630p H3y4YeHHe JIP 10 «3amrura VK-8.2
CYLIECTBYIOIINX Ha PHIHKE 4 12 4 yueOHOM U nHdopMany B VK 8.3
CpenCTB 3aIIUTHI HaY4HOH JIOKyMEHTaX» '
uH(popMauu oT JIUTEPaTyphl JIP 11 «Y nanenue
HECAaHKIMOHHPOBAHHOTO IoaroToBka K uHpOpMAITHID)
Joctyna. 3agaya 3aluThl nabopaTopHOMY JIP 12
oT BMeIIaTeIbCTBA 3aHSTHUIO «BoccTaHoBeHHE
MOCTOPOHHHUX ~ JIAI[ U JTAHHBIX)
annapaTHbIE CpezcTBa
3.3 Bupycsr u
AQHTUBHPYCHBIE CPEICTBA
Onpenesnenue
KOMITBIOTEPHBIX BHPYCOB. KoncnektupoBan
Knaccupukanus ue y4eOHBIX
KOMITBIOTEPHBIX BHPYCOB. MarepuanoB
TIpuznaku 3apayKeHHUsI. CaMocTosTeNnbHOe VK-8.2
2 1 TectupoBanue
TIpodpunakruka U3y4YeHHE YK-8.3
3apaKeHHUsI. yueOHOM U
IIporpammusie Hay4yHOH
AHTUBHPYCHBIC CPE/ICTBA. JUTEPATyphI
CTpyKTypa aHTUBUPYCHOU
nporpamMMsbl.  TIpHHITHITBL
BbIOOpa CUTHATYPbI
3.4 Kpunrorpagpuueckue
p rpag KoncnexrupoBan
METOJIBI 3aLHTHI
MeToel  KprmTorpadu ue y4eOHbIX TectupoBanue
P p ’ MaTepHaIoB JIP 13 «3amuTa
CpencrtBa
. CamocTosaTenbHOe uHpopmaru ¢
Kpunrorpapuaeckon
n3ydeHue TIOMOIIIBIO
3aIUTHI uHbOpMaIUH. N VK-8.2
4 | 4/41 10 yueOHOM U KpUnrorpadum»
Kpunrorpapuueckue . VK-8.3
Hay4YHOU JIP 14 «3amura
HpCOGpasOBAHHS. JUTEPATyphI nuHbopmaru ¢
Iudposanue u patyp p
IloaroroBka k IIOMOILIBIO
nemudpoBaHue
uncbopmar,  [ugposas 1ab0paTOpHOMY cTeraHorpadum»
P ’ p 3aHATUIO
TIOAITICh
KoncnektupoBan
3.5 TexHuyeckue P
ue yaeOHbIX
cpexacTBa 3aIIUTHI
- MarepuanoB
P CamocTosTenpHoe VK-8.2
WmxenepHast 3aIuTa 4 TectupoBanue
U3ydeHue VK-8.3
00BEKTOB, 3aIUTa .
y4eOHOi u
MHQOpPMAIIMH OT YTEYKH .
Hay9IHOH
M0 TEXHUYECKUM KaHaJIaM
JIUTEPATYPHI
Uroro no pazneny 18 (24/101 22
Wroro 3a cemectp 36 |36/161 32,2 JK3aMeH
Uroro no pucnumiuze 36 |36/161 32,2 JK3aMeH




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

IIpu npoBefeHHMH 3aHATHM M OpraHM3allUM CaMOCTOSATENIbHOW paboThl OakajaaBpoB
UC-TIOJIb3YIOTCSL:

TpaauumoHHble TEXHOJIOrMM OOy4YeHHMs, MpeAroJararmue nepeaadyy HHQOpMaLuu B
ro-TOBOM Buze, (GOopMHpOBaHHE YYEOHBIX YMEHHH TO o00pasly: JeKIUSA-U3JI0KEHHE,
JEKIHA-00BCHEHUE, JIA0OpaTOPHBIC padOTHI, KOHTPOJIbHAS paboTa u JIp.

Hcnonp30Banue TpaguIIMOHHBIX TEXHOJOTHIA 00eCTIeYMBAEeT OPHUEHTUPOBAHUE CTY/IEHTA
B MOTOKE HMH(OpMaIUK, CBSI3aHHOM C pa3IMYHBIMU IOJXOAAMU K ONPENIEICHUIO0 CYIIHOCTH,
CO-JIep)KaHUs, METOJOB, (OPM pPa3BUTHA M CaMOPa3BUTHs JMYHOCTH; CaMOONpEAEICHHE B
BbIOOpE ONTHMAJIbHOIO MYTM H CHOCOOOB JIMYHOCTHO-IPO(PECCHOHATIBHOIO Pa3BUTHS;
CHUCTEMAaTH3allMi0 3HAHW, MOJyYEHHBIX CTyJEHTaMH B Tpolecce ayauTOpPHOH U
camocCTosTeNIbHOW paloThl. JlabopaTopHble 3aHATHS 00ECHEUMBAIOT PAa3BUTHE M 3aKpeIlICHUE
YMEHUH M HaBBIKOB ONpEAETICHUS LeJIel U 3a/1a4 CaMOpa3BUTHS, a TaKKe MPUHATHS Hanbosee
3¢ (EeKTUBHBIX PELICHUH [0 UX PeaT3aLiH.

WuTepakTuBHble (HOpMBI O0Y4EHUS, MPEIANOIaralollie OpPraHMu3alui0 OOydeHUs Kak
IPOAYKTUBHOM TBOPYECKOH JIEATEILHOCTH B PEXKUME B3aUMOICHCTBHSI CTYACHTOB JPYT C IPYroM
U C IIPENo/iaBaTeieM

Hcnonb3oBaHue HMHTEPAKTUBHBIX  OOPa30BaTENIbHBIX  TEXHOJOIMH  CHOCOOCTBYET
MOBBIIIICHUIO WHTEPECa M MOTUBAIMH YYAIINXCS, aKTUBU3AIMHA MBICIIUTEIILHON IESTEIFHOCTH U
TBOPYECKOI'0 IOTEHIMaja CTYIEHTOB, jenaeT Oojee 3()(EeKTUBHBIM YCBOEHHE Marepuana,
MIO3BOJISIET MHIMBUIYAIH3UPOBATh 00y4CHNE U BBECTH SKCTPEHHYIO KOPPEKIIHIO 3HAHHIA.

IIpu mpoBeaeHHH 1a0OPATOPHBIX 3aHATHH HCHOJB3YIOTCA TIpymmoBas pabora,
TEXHOJIOTUSI KOJUIGKTUBHOW TBOPYECKOH JEATEIBHOCTH, TEXHOJIOTHS COTPYAHNYECTBA. JlaHHBIE
TEXHOJIOTUM 00€CHeunBalOT BHICOKMI YPOBEHb YCBOCHUS CTYAEHTaMU 3HAHUM, 3P PekTUBHOE U
YCIIEIIHOE OBJIAZICHWE YMEHHSIMH ¥ HaBbIKAMH B TIPEAMETHOH 001actH, (GOpPMHPYIOT
IIO3HABATEJIbHYIO NOTPEOHOCTh U HEOOXOAMMOCTD JalbHENIIEro caMo0Opa3oBaHusl, IO3BOJISAIOT
AKTHBU3MPOBATh MCCIEIOBATENbCKYIO AEATEIbHOCTh, 00ecneunBatoT 3PPEeKTUBHBIN KOHTPOIb
YCBOCHMS 3HAHU U

6 Y4eOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4aroImmMXcst
[Ipencrasneno B mpunoxxeHuu 1.

7 OneHovHnblie cpeacrea AJisl MIPOBEICHUSA HpOMe)KyTO‘IHOﬁ aTrrecranmumn
Hpe,[[CTaBJ'IeHLI B ITPUIIOKCHUHN 2.

8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE OOecnevyeHue TUCIUIITHHbBI (MOYJIs1)

a) OcHOBHas JIUTEpaTypa:

1. OpranuzanmoHHoe W TpaBoBoe obecreueHne WH(POPMAIMOHHON 0e30MacHOCTH
y4eOHUK 1 mpakTukyMm jais By3oB / T. A. Ilomskosa, A. A. Ctpensios, C. I'. UyOykosa, B. A.
HuecoB ; mon pemakumeit T. A. IlonskoBoi, A. A. CtpensuoBa. — Mocksa : M3aaTenbCTBO
FOpaiit, 2020. — 325 c¢. — (Bsicmiee o6pazoBanue). — ISBN 978-5-534-03600-8. — Tekcr :
snextpounsiit // DBC FOpaiit [caiit]. — URL.: https://urait.ru/bcode/450371

2. Cranmaptel  MHQOpPMAlMOHHOW  Oe3omacHoCTH. 3amuTa H  00paboTka
KOH(HICHIIMATBHBIX JTOKyMeHTOB: y4eb. mocooue / FO.H. CerueB. — Mocksa : UTHO®PA-M,
2019.—- 223 c. — (Beicuiee oOpa3oBaHue: bakanaspuar). —
www.dx.doi.org/10.12737/textbook_5cc15bb22f5345.11209330. — TekcT : ANEKTPOHHBIA. —
URL: https://new.znanium.com/cataloa/document?id=342244

0) lonoJiHMTE ILHASA JIUTEpaTypa:

1. Yepnona, E. B. MndopmarmonHas 6e30macHOCTb yesloBeka . ydyeOHoe rmocobue s
By30B / E. B. UepnoBa. — 2-¢ u3j., ucnp. u gorn. — Mocksa . U3garensctBo FOpaiit, 2020. —
243 c. — (Bricuree oopazoBanue). — ISBN 978-5-534-12774-4. — Tekcr



: anexkrponHslii // DBC KOpaiit [caiiT]. — URL: https://urait.ru/bcode/449350

2. 3ammra nnpopmarnuu : yued. mocodue / A.IL. XKyk, E.II. XKyk, O.M. Jlenemkun, A.H.
TumomnkuH. — 3-¢ usn. — Mocksa : PUOP: UHOPA-M, 2019. — 400 c. — (Bricuiee oOpa3oBaHue).
— DOI: https://doi.org/10.12737/1759-3 —  Tekcer : onekrponnsni. —  URL:
https://new.znanium.com/catalog/product/1018901

3. Kopab6enpaukos, C. M. Ilpecrymienuss B chepe uHGOpMAIMOHHON OE30MACHOCTH !
yuebHoe nmocooue s By30B / C. M. KopabenbaukoB. — MockBa : M3natensctBo FOpaiit, 2020.
— 111 ¢. — (Beicmiee obpazoBanue). — ISBN 978-5-534-12769-0. — Tekcr : 31eKTpOHHBIH //
3BC lOpaiir [caiit]. — URL: https://urait.ru/bcode/448295

B) MeTonuyeckue ykazaHus:

1. Meroauueckue yKazaHUs 10 BBIIOJHEHUIO JlabopaTtopHOW paboTel «HanexHocTs u
JIOCTOBEpHOCTh MH(pOpMarun» njs OakanaBpoB HampasieHus 38.03.05 busnec-uHpoOpMarTHKa,
09.03.03  «llpukmagHas  wHpopmatuka», 44.03.05  «llemarormdeckoe oOpazoBaHuE
(Mudopmaruka u skoHOMHKA)». — Marautoropck: M31-B0 MarHuTOropck. roc. TeXH. yH-Ta UM.
I''1. Hocosa, 2020. — 12 c.

2. Metoanueckue yka3aHUs IO BBIMOJIHEHHIO JTaOOPAaTOPHBIX PadOT MO AUCIMILINHE
«Metoapl M cpencTBa 3amuThl MHGoOpManmMu» Juis  OakanaBpoB HampasieHus 44.03.05
«[lenarorunueckoe ob6pazoBanue (MHpopmaThka M SKOHOMHKA)». — Marauroropck: M3a-Bo
Marnuroropck. roc. Texs. yu-ta um. I'.11. Hocosa, 2020. — 30 c.

r) [Iporpammuoe obecneuenue u UHTepHer-pecypcebi:

IIporpammHoe o0ecnieueHue

Haumenosanwue 10 Ne norosopa Cpok aeicTBus JTUIIEH3UN
MS Windows 7
Professional (st N-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)
MS Office 2007 Ne 135 o 17.09.2007 SeccpoaHo
Professional
FAR Manager cB00OoHO pacmnpoctpansiemoe [10 6eccpouHo
7Zip cB000THO pactpocTpansiemoe 110 0eCcCpoOvHO
MS Windows 10
Professional (st N-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)
MS Office 2003 Ne 135 ot 17.09.2007 GeccpotHo

Professional

IIpodeccnonasibubie 0a3bl JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHBIE CHCTEMBbI
HasBanue xypca CchlUIKa
Nadpopmanmonnas cucrema - EamHOe OKHO JocTyma K -
(opwmar A octy URL.: http://window.edu.ru/
HHGOOPMAIMOHHEIM PecypcaMm

HannonaneHas MH(OPMALIMOHHO-aHAIUTUYECKAs URL:

cucremMa — Pocculickuii MHAEKC Hay4HOTO ILIUTHPOBAHUS h al; . .
ttps://elibrary.ru/project_risc.as

(PIHL) P y-Tuproject risc.asp

ITouckosas cucrema Akagemust Google (Google Scholar) [URL: https://scholar.google.ru/

9 MaTepHaJbHO-TEXHHYECKOE 00ecTedeHne TUCIUTLITHHBI (MOILYJIs1)

MaTepI/IaJIBHO-TeXHI/I‘-IeCKOG obecrneucHUe JUCIUIIIIMHBI BKJIIFOYACT:



Y4eOHble ~ ayaUTOPUM  JJIE  TMPOBEACHUS  3aHATHUH  JIGKIIMOHHOTO  THUIMA!
crienuaau3upoBaHHas (yaeOHas) MeOenb (CTOMbI, CTYJIbS, TOCKA ayIUTOPHAs ), MYJIbTUMEIUHHOE
obopymoBanue (IPOEKTOpP, KOMITBIOTEp, dKpaH) IJs Mpe3eHTAlMH Y4eOHOro Marepuala IIo
JTUCIUILINHE;

Y4eOHble ayIuTOpUM MJIsI TPOBEIACHHS JIA0OPATOPHBIX 3aHITHH, TPYIMIOBBIX U
WHAUBUAYAIbHBIX KOHCYJbTAIMM, TEKYIIEro KOHTPOJIS U TPOMEKYTOYHOM AaTTeCTalluu:
crienuanu3upoBanHas (yueOHas) MeOeb (CTONBI, CTYNbs, JOCKa ayIUTOPHAs), EPCOHAIbHBIC
KOMIIBIOTEPBl OObEIMHEHHBIE B JIOKANbHbIE CEeTH C BbIxoaoM B Internet m ¢ moctymom B
AIIEKTPOHHYI0  HMH(OPMAIMOHHO-00pa30BaTEIbHYI0 CPELy YHHBEPCHTETa, OCHAIECHHBIC
COBPEMEHHBIMH TPOrPaMMHO-METOINYECKUMU KOMITJIEKCAaMU

Ayautopun ISl CAaMOCTOSITENTEHOW pa0OThl (KOMITBIOTEPHBIC KIIACCHI; YUTAIBHBIE 3aJTbl
OMOIMOTEKH): Crenuain3upoBanHas (ydeOHas) MeOenb (CTOJbI, CTYJbs, AOCKA ayAMTOpHAas),
MEePCOHATBHBIE KOMITBIOTEPHI 00BhEIMHEHHBIC B IOKAJIBHBIE CETH ¢ BbIXoa0M B Internet Internet u
C JIOCTYIOM B DJIEKTPOHHYIO HH(POPMAIMOHHO-00Pa30BaTEIbHYI0 Cpely YHUBEPCUTETA,
OCHAIIIEHHBIC COBPEMEHHBIMU IMPOTPAMMHO-METONICCKIHMH KOMIUICKCAMH

[Tomemenne s XpaHeHUs U MPO(UIAKTHYECKOrOo OOCTYXKUBaHUS Y4eOHOTO
00opynoBaHus: MeOeIb (CTONBI, CTYNbS, CTEIUIAKHU ISl XpaHSHUsT y9eOHO-HATIIATHBIX TOCOOui 1
yu4e0HO-METOINYECKOM JOKYMEHTAIINH ), IEPCOHATbHBIE KOMITBIOTEPHI.



IIpunoxenne 1

6 YueOHO-MeTOAHYECKOe o0ecneYeHrne CaMOCTOATEIbHOI padoThl 00y4aloIUXCH

[To mucruruinae «MeTOIbI M CPEeICTBA 3aTUTHI HHPOPMAITUN MTPEIYCMOTPEHA
ayIUTOpHAs U BHEAYAUTOPHAsl CaMOCTOsTeNIbHAsi paboTa OakanaBpoB.

AynuropHas caMOCTOsITeNbHAs paboTa 0akagaBpOB MIPEAINONATAET PELICHUE U
o(opMIIEHHE COTJIACHO 33JaHHBIM TPEOOBAHUAM 3a/laHui TabopaTopHbIX paboT. TpeboBanus k
oopmnenuto Haxoaarcs B CMK-O-CMI'TY-42-09 KypcoBoii ipoekT (pabora): CTpyKTypa,
coJiep;kaHue, 00IIKe MpaBuiia BBIMOTHEHUS U OOPMIICHHUS.

BueayauropHas camocTosiTenbHast padoTa CTYAEHTOB OCYILECTBISAETCS B BUAE U3YUEHUS
yueOHOI 1 HAyYHOU JIUTEPaTypPhI [0 COOTBETCTBYIOLIEMY pa3zeny ¢ mpopaboTKoi Marepuana,
ydacTue B IUCTaHIMOHHOM Kypce win uzydennn MOOK, npeiokeHHOM IIpernoaaBaTeieM 1
BBITMIOJTHEHUS IOMAIIIHUX 3a/1aHui (OArOTOBKA K JIAOOpaTOPHBIM paboTaM) ¢ KOHCYIbTAllUSIMU
npernoaaBaress.

BOl'lpOCbl AJIA CAaMOCTOATEIBHOI0 U3YYCHHUSA

1. [TpoBenuTe CpaBHHUTENBHBIN aHAIN3 JOKTPUH W KoHuenmwii rocymnapcts CIIA,
I'epmanuu, @pannuu, SMOHUM U JPYTUX Pa3BUTHIX CTPaH B OOJIACTH OOCCIICUCHUS PA3BUTHS
UHPOPMALMOHHBIX TexHonorud (koHuenuuu Kimarona-I'opa, bannremana B Epore,
Oxwunapckas xapTust «I 1o0anpHOe MHPOPMAITMOHHOE OOIIECTBO» U T.1I.)

2. W3yunte COBOKYMHOCTh O(UIIMATBHBIX B3IJISAIOB HA LIETH, 33Ja4U, MPUHIUIBI U
OCHOBHBIE HampaBeHus obecrieueHus HHPopMaIMoHHOI 6e3omacHocT Poccuiickoit denepanuu
B «JlokTpuHEe WH(POPMAIIMOHHON 0€30MacHOCTH POCCUUCKON (emepanuny», yTBEpKIeHHOW 9
ceHTsaops 2000 r. No  [Ip-1895.

3. Ilo3HakoMBTECH €O CTaThIMM OCHOBHOro 3akoHa Poccuiickon ®enepanum —
Koucturynueit  (mpunsitoir 12 nmexabps 1993  roma), 3aTparuBarollUMH  BOMIPOCHI
uHpopmanroHHoi 6e3omacHocTu (cTathu 23, 24, 29, 41, 42).

4, PaccMmoTpuTe ompeneneHuss BCeX BaXXHEWIIMX KOMIIOHEHTOB WH(pOPMAalMOHHOM
JeSITeIbHOCTH M HANpaBJICHUS PA3BUTUS 3aKOHOJATENIbCTBA B 00JaCTH HMH(OPMAIIMOHHOU
6e3omacHOCTH B 3aKkoHe «O0 mHpopmanuu, nHGOpMATH3aUKA U 3aniuTe uHbopmamumy» ot 20
despanst 1995 rona Homep 24-D3 (mpunsat ['ocynapcrenHoit Jlymoit 25 suBaps 1995 rona).

5. W3yunte oCHOBHbIE HOPMATUBHBIE AKThI, PETJIAMEHTHPYIOIINE OXPaHbl 0OBEKTOB C
IIOMOLIBI0 HOPM aBTOPCKOrO IpaBa B 3akoHax «O IpaBOBOM OXpaHE MNporpamm s
AJIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH U 0a3 JaHHBIX», «O MpaBOBOW OXpaHE TOMOJOTUU
MHTErpalIbHBIX MUKpocXxeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IPaBax».

6. Kak onpenenensl nmoHsTHs OaHKOBCKas, KOMMepYeckas U ciykeOHas TaliHa B
I'paxxnanckoM konekce Poccuniickoit denepanun.

1. Kak oTpaxkeHbl BOMpPOCHI NMPaBOBOrO pexuma HHGOPMAlMU C OTPaHUYEHHBIM
JIOCTYIIOM B 3aKOHAX O TOCYJaPCTBEHHON U KOMMEPUYECKOM TailHax, B TPaXKIaHCKOM Kojiekce PO B
cratbe 139 «CnyxebHast 1 KOMMepUecKas TaitHay.

8. Kakue cBeeHHs He OTHOCATCS K KOMMEPUYECKOM TalHe.

9. Kak ompenensiercs moHsTHE U coAep)aHUEe KOHPUACHIIMATHHON WH(OpPMAIIUU B
Vkaze [Ipesunenta PO «O06 yrBepxkaeHUN NIEpEeUHs CBEACHUN KOH(PUICHIIMATHFHOTO XapaKTepay.

10.  Jlaiite xapakTepuCTHKY CIEAYIOMMX (OPM 3aIIUTH HHOOPMALUK: TTATEHTOBAHHE,
aBTOpPCKOE TpaBo, ToBapHbIe 3HaKU («llaTeHTHBIN 3akoH PD», «O TOBapHBIX 3HAKaX, 3HAKAX
00CITy>)KMBaHUSI 1 HAMMEHOBAHUH MECT IMPOUCXOXKICHUS TOBAPOBY).

11. Paccmorpure BONPOCHI JIMIEH3UPOBAHHMS B OOIACTH 3allUTHl MH()OPMALUH B
3aKkoHe «O JTUIEH3UPOBAHUM OTAEIBbHBIX BUIOB JAedaTenbHOCTH» OT 8 aBrycta 2001 roga Homep
128-®3 (ITpunst ['ocymapcreennoi Jymoit 13 uronst 2001 roma).

12.  Kakumu rocygapcTBEHHBIMH NPaBOBLIMU JOKYMEHTAMH ONpPEAENIAIOTCs AeHCTBIS
10 3anuTe HHGOPMAITUH OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.

13. Onpenenure pomp u Mecto DefepalbHOi COyxkObl MO TEXHHUYECKOMY U
skcnoptHoMy  koHTpoo  (DPCTOK, www.fstec.ru), sBiusromeiics MNpaBOMPEEMHUKOM


http://dvabop.narod.ru/docum/xartia/xrt.htm

I'ocymapctBenHoi TexHHueckod komuccuu Ipu  Ilpesunenre Poccuiickoin @Penepanuu
(www.infotecs.ru/gtc/)

14. KakoBbl OCHOBHBIE HANpaBIEHHS JEATEILHOCTH {enepasbHOro areHTCTBa
paBUTENILCTBEHHON cBsi3su U mHpopmarmu (PATICHU — www.fagci.ru) B rocymapcTBeHHOM
cCHCTEME 3aIUThl HHPOPMAIUH.

15. KaxoBel ocHOBHbIE HanpaBieHus gaestenbHoctH «CoBeTa BeszomacHoCTH
Poccniickoit denepanum».

16.  3nauenue 3axona «O0 y4acTuy B MEKIYHAPOIHOM HHPOPMALOHHOM OOMEHE» OT
4 wronsa 1996 rona Homep 85-D3 (mpunsaT ["'ocymapcrBerHoi ymoii 5 utons 1996 roxa) B amoxy
I00ATEHBIX KOMMYHUKAITHH.

17.  PaccmoTpuTE 3aKOHOIPOEKTHI U CYIIECTBYIONIYIO HOPMATHBHO-TIPABOBYIO 6a3y 110
BOIIPOCAM JJIEKTPOHHOTO OM3Heca M JoKyMeHTooOopora. Kakum o0pazom obecriednBaroTCs
IIPaBOBBbIC YCJIOBHMsI HCIIOJIb30BAHUS IEKTPOHHOM LU(POBOM MOAMUCH B 3IEKTPOHHBIX
JIOKYMEHTaX COrjacHO 3akoHy «O0 3nexTpoHHON nudposoil noanucu» Ne 1-O3 (mpussromy
['ocynapctBennoit J{ymoii 13 gexabps 2001 roga).

18.  Tlosmaxombrech co crathsamu Kojekca 06 aqMMHUCTPATHBHBIX IPABOHAPYIICHUSIX
1o mpobiaemMaM IpaBOHAPYIICHUH B obnacTu cBsizu U nHpopmanmu (I'masa 13).

109. Wzyuute cratbu YronoBHoro kogekca Poccuiickoii ®denepauuu (pepakius ot 14
mapta 2002 roja) mpeaycMaTpUBAIONIME YTOJOBHYIO OTBETCTBEHHOCTh 33 KOMITBIOTEPHBIE
IIPECTYIUICHUS.

I'naBa 28 «[Ipectymienus B cdepe KOMIBIOTEPHON HH(POPMAIIUNY», TPU CTATHU:

cTaThs 272. HempaBoMepHBIi 1OCTYI K KOMIBIOTEPHON HH(POpMAIUY;

ctatbs 273. Co3naHue, UCIIOIb30BaHUE U PACIPOCTPAHEHUE BPEJOHOCHBIX MPOTrpamMM JUIst
9BM;

ctatbs 274. Hapymenue npasui sxciutyatauuu 9BM, cuctempl OBM uinu ux certu.

20.  TlosnaxompbTech co crathsamu YK P® moj melcTBHE KOTOPHIX MOTYT MONAiaTh
IPOTHBOIPABHBIE JIESIHUS, COBEPILIEHHBIE C UCIOIb30BaHUEM KOMIIbIOTEpa W/nin ceTH. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

21. Tlpuseaure npuMepbl cyneOHONW INPAKTUKM B  paccMaTrpuBaeMoill  cdepe.
Hcnonb3yiiTe MaTepualibl EpUOANYECKOl neyatu, myoaukanuu B IHTepHeT.

22.  Cpnenaiite 0630p MEXIyHApOIHOrO HHPOPMALMOHHOTO 3aKoHoAaTenbcTa (CIIA,
I'epmanun, BenukoOpuranuu, @panuuu, SAnoHun) B 006JaCTH 3aIUThl HHOOPMALIUH.

23. PaccMoTpuTe NpaBOBOE pEryaMpoBaHHME ceTH MHTepHeT B cTpaHax EBpoIsl,
CIIA, Poccun.

24.  TlosnakombTech ¢ mporpamMmoii «JnmekTpoHHas Poccusi». KakoBbl pe3ynbTarhl
peanu3ayy JaHHOM MporpamMmabl?

25.0H6H0‘IHBIC CTaHAAPThI U TCXHUYCCKUC CHCI_[I/I(l)I/IKaI_[I/II/I. OCHOBHBIE TTIOHSITHS.

26.Cranmapt MunmucrepctBa o6oponsl  CIIIA  «KpuTepuu OLEHKH JIOBEPEHHBIX
KomrbloTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpankeBasi KHUTa») Kak OIIEHOYHBIN cTaHmapT. Mcrtopus co3manus u
tekyuii cratyc. Ilomutuka Oe3omacHocTH coryacHO «OpamkeBoil  kHure». Kitaccsl
0e30macHOCTH WH(POPMAIMOHHBIX CHCTEM IO CTETeHW aoBepusi OezomacHocTH («OpaHkeBas
KHUTa»).

27.KpaCHa51 KkHUTa. IHTEpnperanys KpuTeprueB OLEHKN HAIEKHOCTH CUCTEM JUIS CETEM.
Trusted Network Interpretation. 1993. (NCSC-tg-005).

28.Po3oBas xHura. VIHTEpIpeTanus CUCTEMBI YIIPABJICHUs HAIEKHON 0a30H JaHHBIX B
KPUTEPUAX OLEHKM HAJEKHBIX KOMIBIOTEPHBIX CHUCTEM MUHHCTEpCTBA OOOPOHBI W3 dYHCIa
KPHUTEPUEB OIICHKU HAJCKHBIX KOMITbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).


http://www.infotecs.ru/gtc/
http://www.fagci.ru/

29.MudopmanronHas 6€30MacHOCTh paclpeieieHHbIX cucTeM. Pexomenpamuu X.800
«ApXHUTEKTYypa 0€30MaCHOCTH JJIsl B3AUMOCHCTBUS OTKPBITHIX CUCTEM).

30.Cnenndukanus Internet-coodimecrsa RFC 1510 «CereBoii cepBuc ayTeHTHPUKALUHI
Kerberos (V5)» [Kerb].

31.Tocynapcreennsie crangaptsl. TOCT P UICO/MDK 15408-2002. MudopmanuoHHast
TeXHOJIOTUS. MeTobl M cpeacTBa obecnieueHust Oe3omacHocTH. Kputepuu oneHKH 6€301macHOCTH
MH(OPMALIMOHHBIX TEXHOJOTUH (B PYCCKOS3BIYHON JUTEpaType OOBIYHO, HO HE COBCEM BEpHO,
umenyeMsbIil «O0mme kputepun» -OK). OcHoBHBIE TOHATHS U uaeH. (MexayHapoaHbIH CTaHIapT
ISO/IEC 15408).

32.TOCT P MCO/MDK 15408 — «Bpenenue u obmas Mmoaenb». OOWMiA MOAX0H K
dbopmupoBaHHIO TPEOOBAHUI U OIIeHKE 0€30MacHOCTH ((PYHKIIMOHATIBHBIC U IOBEPHS), OCHOBHBIE
KOHCTPYKIIMU (TIpoduiIb 3allUThl, 3aJaHue MO Oe30MacHOCTH) MpEeACTaBICHUsS TpeOOBaHUI
0e30MacHOCTH B MHTEpecax MmoTpeduTenei, pa3paboTUUKOB U OLICHIIUKOB MPOJYKTOB U CUCTEM
UT. TpeboBanus Oe3omnacHoctu o0bekTa oueHku (OO) mo meronosniorun OOUIMX KPUTEPUEB
OTIPEeeIIAIOTCS UCXO/I U3 1ieieil 0e30MacHOCTH, KOTOphIe, B CBOIO OUepelb, OCHOBBIBAIOTCS Ha
aHanmu3e HazHaueHuss OO W YCIOBUI Cpeipl €ro HCIOJIb30BaHHS (Yrpo3, MPEAIoOKEHHIA,
MOJIUTUKU OE30MaCHOCTH).

33.'OCT P UCO/MDK 15408-2 — «DyHKIHOHAIbHbIE TPEOOBAHHUS GE30IIACHOCTHY.
Knaccudukanus ¢yHKIMOHATBHBIX TpeOoBaHUi Oe3omacHocTH «O0mux kpurepuesy. Kiacchr
(byHKIIMOHAIBHBIX TPeOOBAaHUI, OMMCHIBAIOIIUE dJIEMEHTApHbBIE CEpBUCHI Oe3omacHoCcTH. Kiacchr
(GYHKIMOHATBHBIX TPEOOBAHUI, OMMCHIBAIOIIIE TPOU3BOIHBIE CEPBUCHI OE30MTACHOCTH.

34.3amuTa JaHHBIX 10J1b30BaTeNs. 3amuTa GyHKIUHA 6€30I1aCHOCTH 00BEKTA OLIEHKH.

35.Knacchl pyHKIMOHATLHBIX TpeOOBaHUii, Urparolye HHYPACTPYKTYPHYIO POJIb.

36.'OCT P UICO/MDK 15408-3 — «TpeboBanus n0BepHs K 6e30macHOCTH». OCHOBHBIE
MOHSTHS U KIaccu(pUKanus TpeOoBaHM [oBeprs OE30MaCHOCTH.

37.0uenka npoduneil 3amMTH ¥ 3a1aHuii no GesonacHoctH. TpeGoBaHMs NoBepus K
aTamy pa3paboTku. TpeOoBaHMs K 3Taly MOJMYYEHHUs, MPEACTABICHUS M aHAU3a Pe3yJbTaToOB
pa3pabotku. TpeGoBaHus K OCTaBKE M IKCILUTyaTalluy, MOJAEPIKKa JOBEPHS

38.0ueHounble ypoBHU 10BepHs 6€30MacHOCTH B «OOIIMX KPUTEPHUAX).

39.1podumy  3ammThl, paspaboTaHHble Ha ocHOBe «OOmMUX KpuTepues». OOIMe
TpeboBaHUs K cepBUcaM Oe3omacHOCTH. buomerpuueckast naeHTUUKALMS U ayTeHTU(DUKALUS.

40.BpuTanckuii craagapr BS 7799 «YnpasneHue MHPOPMALUOHHON 0€30MacHOCTBIO.
[Tpaktnueckue npasuiay» (Code of practice for information security management) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBiaeHuss WH)OpMaAIMOHHOM O€30MacHOCTHIO -
cneunduKanus ¢ pyKoBOACTBOM IO Hcmoib3oBaHio» (Information security management systems
- Specification with guidance for use) [BS7799-2] mis npakTH4eCKOTO CO3AaHUs U MOAACPKAHUS
pexxumMa MH(OPMAIIMOHHONW O€30MaCHOCTH € IMOMOIIBIO PEryJISTOPOB aJIMUHUCTPATUBHOIO U
poLeAypHOro ypoBHEH. Perynstopel 0e30macHOCTH U peanu3yeMble UMU Lieiu. YeTbipexdazHas
MO/IeJIb TIpoliecca YIpaBieHuss HHPOPMALIMOHHOM 6€30M1aCHOCTBIO.

41.Crangapr ISO/IEC 17799:2002 «Ynpapienne WHPOPMALMOHHOH 0G€30IIaCHOCTBIO —
HNHupopMalinoHHbIE TEXHOJIOTUNY.

42.Denepanbupiii  cranmapt CIIA FIPS 140-2 "Tpe6GoBanusi 0€30MacHOCTH JIst
kpuntorpaduueckux moayineit" (Security Requirements for Cryptographic Modules) [FIPS140].

43.TpeboBanus K TPOM3BOJLHOMY (IMCKPENMOHHOMY) YIPAaBJIEHHIO JIOCTYIIOM.
PykoBomsimuit - nokyment [l'ocrexkomuccuu Poccum  «be3omnacHocTh  MH(OpPMAIMOHHBIX
texHojoruil. Konrponupyemsiit noctym. Ipoduns 3amute» (113 KI).

44 Tpe6oBanus K TNPUHYIMTENBHOMY (MAaHIATHOMY)  YIPABIEHHIO  JOCTYIIOM.
PykoBomsmuit - mokymenT ['octexxomuccuu Poccum  «beszomacHocTs  MH(DOPMAIMOHHBIX
texHosoruil. Metrounas 3ammuTta. [Ipoduns 3amumten (113 M3).

45.PoneBoe ynpapieHne J0CTYHOM.



46.MesxceTeBoe >KpaHMpoBaHue. PykoBopsmue JI0OKyMeHTHI I'ocTexkomuccun Poccun
(Knaccudukamuss aBTromatu3upoBaHHbIX cucTeM (AC) 10 ypOBHIO 3alllMIIEHHOCTH OT
HecankunonuposanHoro gocryna (HC), Knaccudukanus MexxceTeBbIX SJKPaHOB).

47.CuctemMbl  aKTMBHOTO — ay{uTa. AHOHMMH3aTOPBL. BBINIYCK W yIpaBJeHHE
cepTuduKaTaMu. AHAJIN3 3aIUIIEHHOCTH.

48.Tlpodunm 3amuTel, paspaboTaHHble Ha OCHOBE «OOIIMX KpUTEpUEB». YacTHBIE
TpeOOBaHUS K KOMOMHALMAM W MPUIOKEHUAM CepBHCOB Oe3onmacHocTH. OrnepalnuoHHbIe
CUCTEMBI.

49.Yactuple TpeGOBaHMsA K KOMOMHAIMAM M IPUIOKEHHSIM CEPBMCOB 0E30IMACHOCTH.
CucreMmsl ynpaBieHus 6a3aMu JaHHBIX.

50.Yactueie TpeGoBaHHMs K KOMOMHALMAM W NPHIOKEHUSIM CEPBUCOB OE30TACHOCTH.
BuptyaneHble uacTHble ceTH. BupTyanbHsble okanbHble ceTd. CMapT-KapThl.

51.TapmMonusupoBanHble KpuTepHU EBpOneicKux cTpaH.

52.Texunueckas cneundukanus «O600IEHHbII TPUKIATHON IPOrpaMMHBIH HHTEpdeiic
cyx0b1 6e3omacHocti» (Generic Security Service Application Program Interface, GSS-API)
[GSS-API].

53.0cHOBHBIC TOHATUS U WICH pexomennanuii cemeiicta X.500. X.501 "Cayx6a
nupekropuit: momenu" [XS501] m X.511 "CnyxOa aupekTopuii: aOCTpaKTHOE OIpEACIICHUE
ceppuca" [X511].

54.Kapkac cepruukaTtoB OTKpBHITBIX Kimrodued. X.509 "Cimyx6a QUpEKTOpHIt: KapKachl
ceptudukaToB OTKphITHIX Kitouerd u arpuOyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

55.Kapkac cepruduxaros arpubyros. [IpocTtas u cuibHas ayTeHTU(GUKALHS.

56.Cnenudukanuu Internet-coobmecta IPsec. ApXUTEKTypa CpeACTB 0€30IacHOCTH
IP-ypoBHsL.

57.Cneunduxanuu Internet-coobmectna IPsec KoHTEKCTBI 6€301MaCHOCTH U YIIPABICHHE
KITFOYaMH.

58.11poTokosbHbIE KOHTEKCTHI U HOJIUTHKA GE30MaCHOCTH.

59.06ecneuenne ayrentnunoctn IP-maketoB. OGecneueHne KOH(PUIEHIHATBLHOCTH
CEeTeBOro Tpaduka.

60.0cHoBHbIe uaen u nouaTus npotokona TLS. [Iporokon nepenaun 3amuceii. [TpoTokon
YCTAaHOBJICHUSI COCIMHEHUN U aCCOLMUPOBAHHBbIE NMPOTOKOJIbL. IIpumenenue nporokosa HTTP
Han TLS.

61.0606mennbIli MPUKIATHON NPOrpaMMHBIN MHTepQeiic CcaykObl 6e30MacHOCTH.
OCHOBHBIE TOHSTHS.

62.06001meHHEbIi NPUKIAJHOM HporpaMMHBEIN uMHTepdeiic caykObl 0e30MacHOCTH
OyHkiuu  ans  paboTel ¢ ynoctoBepeHUsMH. Co3laHHMe M YHHUUYTOXEHHE KOHTEKCTOB
6e3omacHocTH. 3amuTa coodienuii. Jlornka paboTsl mosb3oBarenei naTepderica 6e30MacHOCTH.

63.CtpykTypa 1 conepxanue nokymenTa «IlomuTuka nHGOPMAMOHHON G€30MacHOCTH
OpraHu3aLUuN».

64.Cnyx6a unpopManuoHHON Ge3omacHocTH opramsamuu. CocTa, IeNd M 3a1aud
CI1y>K0bI THPOPMALIMOHHOM 0€3011acCHOCTH OpraHU3allly.

65.Posb crangapToB U TpeGoBaHuii 1Mo MH(GOPMAIMOHHON GE30IMACHOCTH TIPEANPHATHS
B (hopmupoBanuu «lloauTrky MHPOPMAITMOHHON 0€30aCHOCTH OpraHU3alM».

66.IIpuHIUIBI pacnpeneaeHus TOTHOMOYMIA.

67/.1lpouenypsl ¥ MeToasl HMH(POPMALMOHHONW GE30MACHOCTH OPraHM3alMH  Kak
cocrapistone «[lonmutuku nHGOpMaOHHON 6€30MaCHOCTH OpTraHU3aALUI.

68.IIpodumu 3amuTHL.

69.06s3anH0CTH COTPYTHUKOB MO 0OecredeHn o HHPOPMALMOHHOM 6E30MaCHOCTH.



70.H0p;11101< YCTaHOBJICHHUS PEeXMMa KOH(HUACHIUATbHOCTH uH(popmanmu. llepedeHb
CBEJICHU, OTHOCUMBIX K KOHPHUACHIIMAIHHOM HH(POPMAITUY U HE TTOAJICIKAITNX 3aCCKPECUNBAHUIO.

71.TpeGoBanus, mpeabsBiseMble K IPETEHACHTaM Ha paboTy ¢ KOH(MMICHIHAILHOM
uH(pOpManreil 1 K MpeTeHIeHTaM Ha JIOJDKHOCTD CITYKOY HH(POPMAIIOHHOM 6€30MacHOCTH.

72.Tlopsamok  obOecredeHns COXPAHHOCTH KOH(UAECHIMAILHOW MHPOPMALMU [pPU
MMOCTOAHHOM WJIM BPEMCHHOM IIPCKpAICHUHN IMOJIB30BATCIIEM OOCTYIIA K KOH(bI/II[eHI_[I/IaJIbHOMy
MH()OPMAIIMOHHOMY PECYPCY.

73.0pranu3anyoHHbIe Mephl M0 OOECHEUCHHI0 M IIOANEPkKaHHI0 HMH(OPMAILMOHHOIM
0€30MaCHOCTH B TIEPUO]] YPE3BBIYANHBIX CHTYaIHIA.

74.Bunpl undopManuy opraHu3alyy, Mo UIEKAIINE 3aIHUTE.

75.PernamenTanys JIeHCTBHI BCeX KATErOpUM COTPYAHMKOB, JOIYIIEHHBIX K paboTe C
MH(OPMALMOHHBIMU CUCTEMaMHU.

76.CucreMa  OpraHM3alMOHHO-PACTIOPSAAMTEIbHBIX JOKYMEHTOB  YUPEKICHHS IO
BOIIpOcaM oOecrieueHusT HHPOPMAITMOHHON 0€30ITacHOCTH.

77 .Tlonutrka 6€300aCHOCTH YIPEKICHHUS.
78.IIporpamma 6€30MaCHOCTH YUPEXKACHUS.

Acce «MeToabl 3alIUTHI HH(POPMAIIUY NIPEAMETHOH 00J1aCTH»
Onummre METObI 3alIUThl HH()OPMALIUU, KOTOPhIEe HEOOXOIUMO MPUMEHUTh Ha BaIlleH
MIPEAMETHOM 00JIaCTH U3 J1A0OpaTOPHOM paboThI 3



Ipuio:xkenne 2

OueHouHbIe CPeACTBA /IJIsl MPOBeIeHUs MPOMEKYTOUYHON aTTeCTALNH
a) I[lnanupyemble pe3yiabTaThbl O00y4YeHHMSl M OIIEHOYHbIEe CpeACTBAa /ISl TPOBeJAeHHS
NMPOMEKYTOYHOM aTTeCTaAlluM:

Kon
HHIAKATOpa

I/IHILI/IKaTop JOCTHKCHU S
KOMIICTCHIINH

O1eHOYHBIC cpe€acTaa

VK-8 — CnocobeHn co31aBaTh U NOJAEPKUBATH B NOBCETHEBHOM KU3HU U B
npo¢ecCHOHAIBLHOM 1eATeJLHOCTH 0e30NacHbIe YCI0BHSA KU3HeAeATeJIbHOCTH /151
cOXpaHeHHs] IPUPOIHOI Cpe/ibl, 00ecredeHusl YCTOMYHUBOTO0 PA3BUTHSA 00111eCTBA, B TOM YHCJIe
NPH YIrpo3e ¥ BOSHUKHOBEHHUM YPe3BbIYANHBIX CUTYalMii 1 BOEHHbIX KOHQIHUKTOB

VK-8.2

BoisiBnsier  mpoGuiemsl,
CBSI3aHHBIC c
HApYIICHUSIMU  TEXHHUKU
Oe3onacHoCTH Ha
pabouem MECTE;
npeaaraeT
MEPOTIPUATHSIX o
IPEIOTBPALICHUIO

Ype3BbIYAHbBIX CUTYALIUH

IIpumepHbIe BADHAHTHI TECTOBBIX 3alaHMIA.

1. Yo Takoe 6e300aCHOCTh JaHHBIX?

a. 2TO COCTOSIHHUE XPaHHMBIX, 00padaThIBAEMBIX U
nepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
UX CIy4ailHOe WM TMpelIHaMEpPEeHHOE IMOIyYCHHE,
M3MEHEHUE WIH YHUUTOXKEHUE

b. aT0 cocrosiHHEe XpaHUMBIX, 00pabaTHIBACMBIX H
nepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
UX CIy4ailHOe UCKaXKECHHE

C. 3TO COCTOSHUE XPAaHMMbIX, 00pabaThIBAEMbIX U
nepesaBaeMbIX JIaHHBIX, MPH KOTOPOM HEBO3MOXKHO
UX TpeJHAMEPEHHOE IOIY4YeHHE, W3MEHEHHE WIIU
YHUUTOKEHUE

d. cocrosHMe  3aIIMIICHHOCTH  HAIMOHAJIBHBIX
untepecoB P® Bo Bcex cdepax dYemoBeuecKon
JeSITEIIbBHOCTH

2. Yro sBisieTcs 1EeNbio 3alIUTh HHPOpMAaIHH?
3amuTa nHpOpMaIuu OT YTEUKU

JKEJIaeMblil pe3ynbTaT 3aluliuThl HPOPMAITUU
3amuTa UH(pOpMaIuK OT yTpaThl
MpeA0TBpaLIEHUE yYTpaThl u
KOH(bHI[eHuHaJILHOH uHdopmaruu

3. YKaxxuTe HEKOPPEKTHOE OINPEACIICHUE HAPYILIUTENS
Ub:

a. (u3MYeCcKoe JHII0, CIy4YalHO WIIH MIPeTHAMEPEHHO
coBepuIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABIIIETCS HapylleHUue O0e30MacHOCTH HWH(OpMaIun
pu ee 00pabOTKe TEXHUYECKUMH CPEACTBAMHU

b. ¢usnyeckoe WK OPUIUYECKOE JHUIO, CIydYaitHO
coBepuIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABIIIETCS HapylleHUue O0e30MacHOCTH HH(OpMaIun
pu ee 00pabOTKe TEXHUYECKUMH CPEACTBAMHU

C. 3TO JUIO, NPEANPUHSBILIEE MONBITKY BHIIOTHEHUS
3ampelnieHHbIX orepanui  (IeicTBUi) 10 omuoKe,
HE3HAHUIO WJIA OCO3HAHHO CO 3JIbIM YyMBICIOM (U3
KOPBICTHBIX HHTEPECOB) WK O€3 TAKOBOTO (Pajy UTPbI
WU YIOBOJIbCTBUS, C LEIbIO CaMOYTBEPXKICHUS U
T.I.) W UCHOJB3ylOUlee [UIsi D3TOr0 pPas3IUuyHbIe
BO3MO>KHOCTH, METOJIbI M CPEJICTBA

4. Yto Takoe 3amnuiraemas nHbopmarus?

oo ol

YTE€UKHU




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

a. mobas nadopmarus, kotopas nossisercs B CMU
b. uHpoOpMmanus, KOTOpas TMOMJICKUT 3allUTE B
COOTBETCTBUU c TpeOOBaHUSIMU MIPABOBBIX
JOKYMEHTOB M  00s3aTeIbHO  OTHOCHTCS K
roCyJ1apCTBEHHOM TaiiHe

C. uH(popManus, ABJISIIOLIASICS IIPEAMETOM
COOCTBEHHOCTH M  MOJUIeXKalias  3alure B
COOTBETCTBUU c TpeOOBaHUAMU IIPaBOBBIX

JOKYMEHTOB HJIM TPeOOBaHHUSAMH, YCTAaHABIMBACMBIMH
COOCTBEHHUKOM MH(OpMAIIH

IlepeyeHsb BONPOCOB /15 MOATOTOBKH K IK3aMeHY
[ToHsATHE U CYIIHOCTD 3aLUTHI HH(OPMALIHH.
OOBeKTHI 3aIUTHI HH(OPMALIHH.

CpencTBa 3amuThl HHGOpMAIUH.

Metop! 3amuTsl HHGOPMAIIH.

OCHOBHBIE MTOHATUS AAMUHUCTPATUBHOTO YPOBHS
MH(}OpPMaLMOHHON 0€30M1acCHOCTU

6. Ilonutuka 6e3omacHOCTH

7. Tlporpamma 6e30macHOCTH

8. Wnentudukanus u ayreHTUPUKALUS

9. VYmnpaBieHue 10CTyIIoM

10. PoneBoe ympaBieHue JOCTYIIOM

11. [IpoTrokonupoBaHue U ayIUT

12. Iudposanue

13. DxpanupoBaHue

14. Knaccugukaius MeKCeTeBbIX IKPaHOB

15. AHanu3 3anMIIeHHOCTH

16. HocTynHOCTb

17. Otka30ycTOWYMBOCTD U 30HA pUCKA

18. Kpunrorpadus

19. BpenoHoCHBIE TPOrPaMMEBI ¥ CITIOCOOBI 3aITUTHI OT
HUX

20. TToapaznencHust TEXHUYCCKOH 3aITUTHI
uHpOpMaLnH.

21. MecTo 1 poib anmapaTHO-IIPOTPAMMHBIX CPEICTB
3aIIUTHI.

22. TpeOoBaHUS  PYKOBOJAIIMX  JIOKYMEHTOB K
cpeacTBaM 3aIUTHI UHpOpMAaLIUU oT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

23. O6HapyKeHHe CEeTEeBOM aTaKu.

24. CriocoObl  oOecrieueHust Oe30macHO pabOTHI B

agrwNpE

Nurepner.
25. IpuHIIMTIBL GYHKIIMOHUPOBAHUS OpaHIMAay3POB.
26. Ilepeuenn UH(POPMALIMOHHBIX pecypcos,

MOJTeXKAIUX 3aIIHTE.
27. OcHOBBI Oe30macHOCTH Web-pecypcoB.

28. CriocoObl  3amuThl  (aiIoB OT MOCTOPOHHETO
JIOCTYyTIA.

29. DproHOMHUYECKHEe U HOPMATUBHBIE TPEOOBAHUS K




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

opraHu3zaiy pabouero Mecra rmoJib30BaTels

30. BpenonocHoe mporpaMMHOE 0OecTieueHHeE.

31. [Tyt MIPOHUKHOBEHUS BpPEJIOHOCHOTO
MPOrPaMMHOTO O0ECTICUCHUSI.

32. CriocoOmI 3aIUTHI oT
POrPaMMHOTO O0eCTIeUeHUs

BpPCIOHOCHOT'O

IIpakTHyeckoe 3a1aHue

[TpoBecTr ayquT 3alIUIIECHHOCTH CETH

BoccranoButh ynaneHHy0 HHPOPMALIUIO

Y nanuth HHPOPMALIUIO C 3aJaHHBIMU ITapaMeTpaMu
3ammTuTh HMHGOPMAIHMIO: TApoJib, KpunTorpadus,
crera”Horpadus

Paccrpiika CO00IIeHUH C
KOH(HICHIIMATHLHOCTH ajpecara
Pa3zpaboraTte Mojenbp HapymuTens IS 3aJaHHOU
OpraHu3aIu

COXpaHEHHEM

KoMmnuiexcHoe 3a1anue
OOecnieunTh 3amUTy WHPOPMAIMU JOKYMEHTOB
pa3IMYHOr0 THUMA  (IOCTYIHOCTh, IEIIOCTHOCTD,
KOH(UACHIIMATBHOCTS) OT  BBIABJICHHBIX  YIPO3
MPEeIMETHOM 00JIaCTH

VK-8.3

Paznsacuser
ITOBEJICHHS
BO3HUKHOBEHHUH
YpE3BbIYANHBIX CUTYALIUI
MIPUPOTHOTO u
TEXHOT€HHOT'O
MIPOUCX0XKICHUS,
OKa3bIBacT
ITOMOIIIb, OITICHIBACT
CIocoObl  y4yacTHst B
BOCCTaHOBUTEIIBHBIX
MEPOIPUSITHUSIX

npaBuiIa
npu

HEPBYIO

IIpuMepHbIe BADHAHTHI TECTOBBIX 3aaHMI.

1. Yo Takoe 6e300aCHOCTh JaHHBIX?

€. 2TO COCTOSIHME XpaHMMBIX, 00padaThIBAEMbIX U
MepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
UX CIIy4ailHOE WM IMpeIHaMEpeHHOe IOIy4YeHHE,
M3MEHEHUE WIH YHUUTOKEHUE

f. 3TO cocrosiHME XpaHHMBIX, 00padaThIBAEMBIX H
MepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
UX CIIy4allHO€ HCKaKCHUE

g. 9TO COCTOSHHE XPaHHMMBIX, 00padaThIBa€MbIX U
NepeaBaeMbIX JIaHHBIX, NIPH KOTOPOM HEBO3MOXKHO
UX TpPEeJHAMEPEHHOE IIOIY4YeHHE, W3MEHEHHE WIIU
YHUYTOXEHUE

h. cocrosHMe  3alIMIIEHHOCTH  HAIMOHAIBHBIX
uatepecoB P® Bo Bcex cdepax uyenoBeueckoi
JESATEIIBHOCTH

2. UTto sABNISIETCS ENBIO 3alTUTHI HHpOpMaIUu?

€. 3ammra HH(HOPMAIIUU OT YTEUKU

f. Kemaemblil pe3ynbTaT 3alUThl HHHOPMAITUH

g. 3amwura HHPOPMAIUHU OT YTPATHI

h. mpenorsparienue yTpaThbl u
KOH(UICHINATBHOM HH(DOpMaLIUU

3. Ykaxkute HEKOPPEKTHOE ONPEACIICHHE HapyILNUTENSA
Ub:

d. ¢wusmueckoe IO, CIYIaARHO WK PEAHAMEPEHHO
COBEpUIAIOIIEEe JIEHCTBUSA, CIEICTBUEM KOTOPBIX
SBJSICTCSl HApyIICHHE Oe30MacHOCTH HWHGOPMAIH
npu ee 00paboTKe TEXHUYECKUMHU CPEACTBAMHU

€. (¢u3nyYecKoe WM IOPUINYECKOE JIMIO, CIY4YailHO

YTEUKH




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

coBeplIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
SBIISICTCA HapylIeHHe O0e30MacHOCTH HUH(POpMaLuu
pu ee 00pabOTKe TEXHUYECKUMH CPEACTBAMHU

f. 3TO nMII0, MPEATPHUHSBIICE MOMBITKY BBIMOJTHECHUS
3amnpelieHHbIX orepanui (IeicTBUH) 1Mo omuoKe,
HE3HAHWIO WJIM OCO3HAHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX HHTEPECOB) WM 6€3 TAKOBOTO (Paiu UTPbI
WIH YIOBOJCTBUS, C IENbI0 CAMOYTBEPKICHUS U
T.I.) W UCHOJB3yIOUlee JUIsi DJTOr0  pPas3IuyHbIe
BO3MO>XHOCTH, METOJIbI M CPEJICTBA

4. Yto Takoe 3amnuiraemas nHbopmarus?

d. sro0as mHpopmanus, kotopas nosisisercss B CMU
€. uHdopmaius, KOTopas MOAJNEKHUT 3alluTe B
COOTBETCTBUU c TpeOOBaHUSIMU MIPABOBBIX
JOKYMEHTOB U  00s3aTeIbHO  OTHOCHTCS K
roCyAapCTBEHHOU TaliHe

f. uHpopMmarms, SBIIAIOILASCS peIMEeTOM
COOCTBEHHOCTH W  TOJJIeXamias  3aluTe B
COOTBETCTBUU c TpeOOBaHUSIMU MIPABOBBIX
JIOKYMEHTOB WJIH TPEOOBAHUSMU, YCTAaHABIHMBACMBIMHU
coOCTBEeHHUKOM MH(pOpMaIuu

IlepevyeHs BONPOCOB AJ151 MOATOTOBKHU K IK3aMeHY
33. lNonsarue nHGOpMAITMOHHON 6€30IaCHOCTH.

34. OCHOBHBIE  COCTaBIAOIINE WHGOPMAITMOHHON
0e301macHOCTH

35. BaxxHOCTH u CJIOXHOCTh po0IeMbI
MH(}OpPMaLlMOHHON 06€30MacHOCTH

36. 3aKOHO/ATENBHBIA  YpOBEHb HH(POPMALMOHHOM
0e30MmacHOCTH

37. O630p POCCUICKOT0 3aKOHOAATENIBCTBA B 00JIACTH
MH(}OpPMaLMOHHON 06€30MacHOCTH

38. IIpaBoBbIe aKThl o011ero Ha3HA4YeHMUs,
3aTparuBaroIINe BOTIPOCHI WHGOPMAITMOHHON
0e3onacHoCTH

39. lNonsarne nHGOPMAITMOHHON 6€30IaCHOCTH.
40. OCHOBHBIE  COCTaBIAIOIINE WHPOPMAITMOHHON
0e30macHOCTH

41. OcHOBHBIE OTpeieIeHus U KpUTEPUH
KJIacCU(UKALUU YyIpo3

42. Haubonee pacnpocTpaHEHHbIE yIpo3bl
JOCTYITHOCTH

43. BpenoHocHOe IporpaMMHoOe o0ecrieyeHue

44. OCcHOBHBIE YyTPO3BI IETOCTHOCTH

45. OcHOBHBIE YTPO3bl KOH(UACHIUATEHOCTH

46. YipaBneHHe puCKaMu

47. OCHOBHBIE KJIACChI MEp MPOLIEAYPHOTO YPOBHS
48. YrpaBieHue epcoHaIoM

49, dusznueckag 3ammra

50. IMoxnep>kanune paboTOCIIOCOOHOCTH




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

51. PearupoBanue Ha HapyIIEeHUS pexuma
0e301acHOCTH

52. OCHOBHBIC TIOHATHUSI MPOTPAMMHO-TEXHHYECKOTO
ypOBHS HHGOPMAITMOHHOHN 06€30MacHOCTH

53. OcoOEHHOCTH COBPEMEHHBIX HH(POPMAIMOHHBIX
CUCTEM,  CYIIECTBEHHBIE C  TOYKH  3pPCHUS
0e301macHOCTH

IpakTnyeckoe 3a1anue

CdopmupoBaTh maposib ¢ 3aJaHHBIMH KPUTEPHUSIMHU
YCTOMYUBOCTH

PaccunraTh yCTOMYUBOCTD NTAPOJIS

[TpuMeHsATh  CHEUMATU3UPOBAHHOE  IPOrPaMMHOE
oOecrieyeHne JUIsi COXpaHEHHsI CTaTyca HH(OpMAaIIH:
XpaHeHue  Mmapojed,  yaajleHue  MHpOpMauH,
COKpBITHE HH(OpMAIIH

KoMmmiekcHoe 3aganue
ObecneunTh 3amUTy HWHPOPMAMK JOKYMEHTOB
Pa3IMYHOTO TUIA C 3aJaHHBIMHU YCJIOBUSMH




0) Ilopsinok mpoBedeHHs] NPOMEKYTOYHOH AaTTeCTallUM, TMOKa3aTeJM M KPUTEePpHH
OLICHUBAHMUS:

[IpomexxyTounast arrTecTamusi MO JUCHUIIUHE «MeTonbl W CpeACcTBa  3alllUThl
uH(pOpMallMN» BKJIIOYAET TEOPETHUUECKHUE BOMPOCHI, O3BOJIAIONINE OLIEHUTh YPOBEHb YCBOCHHS
00yJarmUMUCs 3HaHUH, U TIPAKTHYECKUE 3aaHMsI, BBISBIISIIONINE CTENCHh CHOPMHUPOBAHHOCTH
YMEHHH U BIaJICHUN, IPOBOAUTCS B (hOopMe IK3aMEeHa.

DK3aMeH M0 JIaHHOHM JMCUUIUIMHE MPOBOJIUTCS B YCTHOW (DOpMe MO dK3aMEHAIIMOHHBIM
ousietaM, KaKIbld M3 KOTOPBIX BKJIIOYAET JBa TEOPETHUECKHUX BOIPOCA U OJHO MPAKTUUYECKOE
3a1aHKeE.

Iloka3aTesn M KpUTEPUH OLIEHMBAHUSA IK3aMeEHA:

«OTIUYHO» — OlLIEHKA 3HAHMI OakanaBpa, KOTOPBIA CBOOOIHO BIaICeT:

1) NOHATUHHO-TEPMHUHOJOTHYECKONH 0a30i AMCUMIUVIMHBI M 3HAET 3HAYeHHe Haubosee
4aCTO UCMOJIb3yEeMBIX a00peBHATYp;

2) 4eTKO yBSI3BIBAET TEOPETUUYECKOE IMO3HAHNE AUCHHUIUIMHBI C pealbHON MPaKTUKOM;

3) 3HaKOM C IIUPOKUM KPYrOM JIMTEPATYPHBIX HCTOYHUKOB, 3HAET, TJ€ HX JOCTaTh,
XOpOIIIO pa30upaeTcsi B HCTOPUU CTAHOBIICHUS IMCIUIUIMHEI, B OIICHKE €€ TEKYILEro COCTOSIHUS U
MEPCIIEKTUB €€ PA3BUTHS;

4) MOJHOCTBIO BIIaIEET MaTEPUaIOM MIPAKTUUYECKOTO 3a/I1aHus, YETKO U apTyMEHTUPOBAHO
3alIUIIACT €r0 MOJIOKHUTEIbHBIE pPe3yJIbTaThl, OOOCHOBAaHO KOMMEHTHUPYET H OOBSCHSET
JOMYLIEHHBIE HEJ0YETHI.

«Xopomo» - OLICHKA 3HAHUU OakamnaBpa, KOTOPBII BJIAJICET
MOHITUHHO-TEPMUHOJIOTHYECKON 02301 TUCIUILIMHBI, MOXKET yBSI3aTh TEOPETUUECKOE MO3HAHUE
JACLIMIUIMHBI C pEAIbHOM MpakTUKOW. Briageer maTepuanoMm MPaKTUYECKOro 3aJaHus, OKa3al
CIIOCOOHOCTH K 00BSICHEHHIO CMBICIIA OCHOBHBIX MOJIOKEHHIA;

«Y IOBIIETBOPUTEIILHOY — OLICHKA 3HAaHUM OaKaiaBpa, KOTOPBIN B OOJIbIIIEH YaCTH BIAJICET,
C HeOONBIIMMHU H3bSHAMH, TMOHATUHHO-TEPMHUHOJIOTHYECKONH 0a30il AMCUMILIUHBI, HUMEET
MPEACTABICHHE O BHYTPEHHEW JIOTUKE JUCIUIUIMHBI, TPEICTABICHHOW B BHUAEC Y4eOHOU
nporpammel, Biasieer, Ho HEYBEpEHHO, MaTEPHAIOM TPAKTUYECKOTO 3aaHMS.

«HeynoBneTBopuTeNbHO» — OLIEHKa 3HAaHMM OakanaBpa, KOTOpBIA HE BIaJeeT
MOHITUHHO-TEPMUHOIOTUYECKON 0a30¥ TUCITUTUIMHBI U MAaTEPUATIOM MTPAKTHYECKOTO 3aJaHusl.



Hpnaoxenne 3

JlecKpUNITOPHI HHAUKATOPOB J0CTHKEHHSI (POPMUPOBAHUS KOMIIETEHIUM

CTpyKTypHBIi
JIEMEHT
KOMIIETeHIIUU

[Inanupyemsie pe3ynbTaTbl 00y4eHUs

VK-8 - Cnoco0eH c0o31aBaTh U MOIEPKUBATH B MIOBCEAHEBHOM KU3HHU U B PO eCcCHOHATBLHOI
AeATeJIbHOCTH 0e30NacHbIe YCI0BHSA KU3HeAeATeJIbHOCTH JIs1 COXPAHEHUs NPUPOTHOI
cpeabl, 00ecne4YeHUus1 yCTOMYHUBOI0 PAa3BUTHSA 0011eCTBA, B TOM YHCJIE IPH YIPO3e U
BO3HMKHOBEHHMH YPe3BbIYANHBIX CUTYallMii U BOEHHbIX KOH(JIMKTOB

YK-8.2: BrisBiseT mpo0ieMsbl, CBI3aHHbBIE C HAPYIICHUSIMH TEXHUKH 0€30IIacHOCTH Ha pabodeM MecTe;
npeyIaracT MePONPUATUSIX IO MPEOTBPAIICHUIO YPE3BBIYANHBIX CUTYAITUI

3HaTh — mpuHOUOBL paboThl ¢ HWHQOpMamMeld Ha pa3IUYHBIX pecypcax, C y4eToM
TpeOoBaHUi MHOOPMAITMOHHOM OE301TaCHOCTH;

Ymethb —  BBIABJIATH M XapaKTePU30BaTh Yrpo3bl 3aluNiacMol HHHOpMAIINK;

Bnaners — HaBbIKAMM aHAIM3a W HICHTU(PHUKAIMK (DAKTOPOB, HAPYIIAIOIIUX CTaTyC

3ammiaeMon HHopMamy;

VK-8.3: Pa3pscHsieT nmpaBuiia MOBEICHUS IPU BOZHUKHOBEHUH YPE3BBIYAMHBIX CUTYalUi IPUPOIHOTO U
TEXHOTCHHOT'O [IPOUCXOKICHUS; OKA3bIBACT IIEPBYIO IIOMOIIIb, OIMCHIBAET CIIOCOOBI yJacTHs B
BOCCTAHOBUTCIIbHBIX MCPOTIIPUATHUAX

3Hath — CYIHOCTh ¥  OONIYI0  XapaKTePUCTUKY HWH(POPMALMOHHBIX  IPOIECCOB
WHPOPMALIMOHHOTO o0lIecTBA B acrekTe olecredeHus TpeOOBaHW COXpaHEHHs
cTaryca 3aluiaemMoil nHpopManumy;

Ymets — HacTpauBaTh OINEPAlMOHHYIO CHCTEMY W MPOrpaMMHBIE CpEICTBA OOILETo
Ha3HAYCHMS C MO3UIMY TPeOOBAHMHI COXpaHEHMs CTAaTyca 3allUIacMoi nHOpMaInH;

Brnanets — HaBbIKAMM HCIOJb30BAaHUS NPOTPaMMHBIX CPEIACTB 3aILUTHl WHPOPMALUHN IS

COXpAaHCHUI €€ CTaTycCa,




