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PaGouas nporpamma coctapiena Ha ocHoBe ®I'OC BO 1o HampasJIeHHIO MOArOTOBKH
46.03.02 JOKYMEHTOBEJIEHUE U APXVBOBEJIEHUE (yposens GakanaBpuara) (mpuka3s
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JIuer akTyasm3anuu padogeii nporpaMmabl

Pa6ouas nporpamMma IepecMoTpeHa, obcyxiena u onobpena Just peamsanun B 2020 - 2021
yue6GHOM rojy Ha 3acenanuy kapeaps! Ilenaroruyeckoro 006pazoBaHus U JOKYMEHTOBE/ICHHS

Ne 1
C.C. Bennkanosa

e B
[Tporokon oT 003 c ( ,%%
3as. xadenpoii Z

[ /Y

v ¥
PaGouast mporpamMma IepecMoTpena, obcyskieHa u ogobpena juist peamsaruu B 2021 - 2022
yueGHOM roj1y Ha 3acenanuy kadenpsr Ilenarornyeckoro obpasoBanus ¥ JOKYMEHTOBEICHHS

IIpoTokomor 20 r. No
3as. kadepoit C.C. Benukanosa

’ 4

PaGouas mporpamMma IepecMOTpeHa, o6cykieHa n onobpena juis peanusanuy B 2022 - 2023
yueGHOM rojy Ha 3aceanuu Kadeapsl Ilegarornueckoro 06pazoBaHus H JOKYMECHTOBE/ICHHSA

Ilpotoxon ot _ 20 1. Ne
3as. kadenpoit C.C. Benukanosa

PaGouast mporpamMMa epecMOoTpera, obcyskiena i onobpeHa uts peamusanun B 2023 - 2024
yueGuoM rojty Ha 3acenanun Kadenps: [lenarornyeckoro o6pazoBaHus U JJOKYMEHTOBEACHUS

IIpotokom ot 20 r: Nei
3as. xadenpoi C.C. Bemmkanopa

PaGouas mporpamMma nepecMoTpena, o6cykaena i ogobpena /uis peausanuu B 2024 - 2025
yueGHOM roay Ha 3acenanuu Kadenpsr Ilenarornyeckoro o6pa3soBaHus U 10KYMEHTOBEICHHS

ITporokom ot ___ 20 1. Ne
3as. xadenpoi C.C. Benukanona




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Iesnp kypca: copMHpPOBATE y CTYJEHTOB TEOPETUYECKUE 3HAHUS 110 OCHOBAaM 3allUThI
uHOpMAaLUU TIpU OOPAIIEHUU C KOMIBIOTEPHOW TEXHUKOW U IPOTPaMMHBIM 00ECTICYCHHEM U, B
0COOEHHOCTH, B 00J1aCTH IPUMEHEHUS PA3IMUHBIX CETEBBIX TEXHOJIOTHUI, @ TAKXKE MPAKTUYECKUX
HaBBIKOB 00ecrieueHus 3alUThl THPOPMALIMHU B cCUCTEeMax 00padoTKu HH(OpMAITHH.

2 MecTo TMCUHMIIMHBI (MO1YJIsI) B CTPYKTYpe 00pa30oBaTe/bHOil IPOrpaMMbl

HucuuruinHa OOpaboOTKM M 3aliuTa JOKYMEHTUPOBAaHHOM HH(pOpMAalMU BXOAUT B
BapHUaTUBHYIO YacTh y4eOHOT0 I1aHa 00pa3oBaTeIbHON IPOrPaMMBI.

Jns  n3ydeHUs  QUCLUIUIMHBI ~ HEOOXOOUMbI  3HaHUS  (YMEHMs,  BIJIAJICHUsA),
c(OpMHUPOBAHHBIC B PE3Y/IbTATE U3YUCHHS JUCIUTUTUH/ IPAKTUK:

OCHOBBI TOKYMEHTOBEACHUS

OCHOBBI apXUBOBE/ICHUS

HNudopmartuka

JIoKyMEHTaIIMOHHOE 00ecieueHre apXUBHOTO Jieyia U nH(OpMAIIMOHHOH cepbl B PD

JIOKyMEHTOBEICHHE

MonenrpoBaHue CUCTEM JOKYMEHTAIMU OpraHu3auu

WudopmanroHHbIe TEXHOIOTHH B JOKYMEHTOBEICHUH H apXUBHOM JIeJIe

3HaHus (YMEHHUs, BIaJIeHHs), OJIyYEeHHbIE MIPU U3YYEHUHU AAHHOW TUCLUIUIMHBI OyayT
HEOOXOAUMBI ISl U3yUCHUS TUCIUTLTIH/TIPAKTHK:

[Ipown3BoicTBEHHAs — IPEIUIUIOMHAs [TPaKTUKa

IToaroToBka K cjaue u caaya rocyapcTBEHHOT0 IK3aMeHa

[TonroToBka K 3aIIUTe U 3aIIMTA BBITYCKHON KBATM(UKAITMOHHON paboThI

Me:x1yHapoIHbIE CTaHAAPThI YIPABIICHUS TOKYMEHTAMH

JIOKYyMEHTBI M IOKYMEHTOO00POT B OyXTaJITepCKOM yueTe

JIOKyMEHTUpOBaHUE 1A TEIIbHOCTH HErOCYJapCTBEHHBIX OpraHU3alui

JIOKyMEHTAllMOHHOE ~ OOeclieueHUe yIpaBJIEeHUS Ha MPEeINpUsATHAX  pa3IMyHBIX
OpraHU3alMOHHO-TIPABOBBIX (POpPM

Jlenonpon3BoACTBO MYHUIIMTIAIBHBIX YUPEXKACHUN

I'ocynapcTBeHHbBIE, MyHUIIMIIAJIbHBIE U BEJOMCTBEHHBIE apXUBBI

Opranu3zanys padoThl ¢ 00palleHUsIMU TPak1aH

3 Komnerenuun odyuarouierocs, popMupyemMbie B pe3yJibTaTe 0CBOEHUS

AUCHHUILUIMHBI (MOYJI5) ¥ IVIAHUPYEMBbIe Pe3y1bTAThl 00y4YeHH s

B pesymbrate ocBoeHHs JucHMIUIMHBI  (Momyis) «OOpaboTkM M 3ammTa
JOKYMEHTUPOBAaHHONH  HMH(OpManuu» 0o0ydaroluiics JObKeH 00JazaTh — CIeIyHOLUMU
KOMIIETEHIUSIMHU:

CrpyKTypHBII [Tnanupyemsble pe3ynbTaThl 00ydeHUs
JIEMEHT
KOMIIETEHIINH
OK-10 CIIOCOOHOCTBIO K UCIIOJIb30BAHUIO OCHOBHBIX METO/I0B, CIIOCOOOB U CPECTB

MOJIy4YEHUs1, XpaHEHUs, epepaboTKu HHPOpMaLIUU




3HaTh

[TpuHIMBL OpraHn3anuy 1 QyHKINOHUPOBAHUS KOMITBIOTEPHBIX CHCTEM.
OcHOBHBIE IPOTPaMMHBIE CPEACTBA ISl pabOTHI C JOKYMEHTUPOBAHHON
nHpopMaIue.

[TpuHIUTIBI 1 TEXHUYECKHUE CPEACTBA XPaHEHUs], 00pabOTKH U Tiepeadun
uHpopmarmy B [IK 1 KOMIIBIOTEPHBIX CETSAX B acreKTe 00ecTIeueH s
MH(GOPMAIIMOHHOM 0€30MacHOCTH U 3alIUThI HH(POPMALIHH.

YmMmern

PaboTath ¢ onepanuoHHON CUCTEMOW U POTPaMMHBIMH CPeJl-CTBAMHU
o0111ero Ha3HAYEeHMSL.

HactpauBatp onepannoHHYIO CUCTEMY M IPOrPaMMHBIE CPEJICTBA OOIIETo
Ha3HA4YEHUs C O3ULUU TpeOOBaHUH MH(POPMALIMOHHOM 6€30M1acHOCTH U
3alIUThl HH(OPMAIHU

AHaM3MpOBaTh SIBHBIE U CKPBITHIE YTPO3bI 3alllUIIaeMON HHPOP-MaLUU

Bnaners

OCHOBHBIMHU METOJIaMH, CIOCOOAMH U CPEACTBAMU MOJTYUYEHUS, XPAHEHUS,
nepepaboTKu HHPOPMALIUH.

HaBbikamu oGecrieyeHus 3auThl HH(GOPMALMU IITATHBIMU CPEICTBAMU
ONEPalMOHHON CHUCTEMBI.

HaBpikaMu nosydeHus, XpaHeHHUsl U YHUUTOKEHUs HH(OPMAIMU C YYETOM
TpeboBaHuil HH(HOPMAITMOHHON 0€30IacCHOCTH.

OIIK-2

BIaACHHUCM 0a30BBIMH 3HAHHUSIMH B 00J1aCTH I/IH(l)OpMaI_II/IOHHLIX TEXHOJIOTHI

3HaTh

bazoBbie moustus B odmactu UT.

CymHOCTH 1 00IIYI0 XapaKTEPUCTUKY HHPOPMAITMOHHBIX MPOIIEC-COB
MH(GOPMAIIMOHHOTO 00IIECTBA B acTieKTe HHPOPMAIIMOHHOW OE30MTaCHOCTH.
CoBpeMEeHHOE COCTOSIHUE YPOBHS U HAIIPABICHUN pa3BUTHUS MTPO- TPAMMHBIX
CpencTB B 00nacTu odecrieueHus nHPpOopMamoHHON 0€30MacHOCTH U
3aIuThl HHGOPMAIUH.

YMmern

CamocTosATeNbHO OPUEHTHPOBATHCS B COBPEMEHHBIX HH(OpMAI-OHHbBIX
TEXHOJIOTHIX MPO(EeCCUOHATLHOW 00JIaCTH.

[TpumeHsTH ¢ TpodecCHOHATBHOM 1eATEFHOCTH COBPEMEHHBIE CPENICTBA
UKT.

ObecneunBaTh 3alUTY HHGOPMALIMU BO BpeMsi pabOThI C COBPE- MEHHBIMU
cpeactBamu KT

BrnaneTs

Hassikamu ucnosp3oBanus coppemeHHbix UKT.

[Tpuntunamu pabotsl cinyx6 MHTepHeT 1 cOopa mpodeccuo-HaabHON
nH(popMaLnH.

bazoBeiMU nipuemMaMu pa3MelieHus HHPOPMALIUU B OTKPBITOM J10-CTYTIE C
nomo1bio coBpeMeHHbIX KT.

OIIK-4

BJIAICHUEM HaBbIKaMU M CIIOJIb30BaHUSA KOMHI)IOTepHOI\/'I TEXHUKHU U

UH(POPMALIMOHHBIX TEXHOJIOTUH B IIOMCKE UCTOYHUKOB U JINTEPATYPhI, HCIIOJIb30BAaHUH MPABOBBIX
0a3 JaHHBIX, COCTaBJICHUH OMOIMOTrpaduuecKiX U apXUBHBIX 0030pOB

3HaTh

OcHOBHbIE IOHATHS U OTIPeIeTIeHHs B 001acTH o0ecrieueHus
MH(POPMAIIMOHHOM 0€301MacHOCTH U 3alUThI HH(OPMAIIHH.
Krnaccudukanum Bpe1oHOCHBIX TPOrpaMm

Crioco6b1 3amuTsl HH(GOPMAIMK B aBTOMAaTH3UPOBAHHBIX CHCTEMaX
00pabOTKN AaHHBIX, TJI00ANBHBIX U JOKAJIBHBIX CETSIX, 3alIUTHI OT
BPEJOHOCHBIX IIPOrPaMM

YmMmern

CoxpaHaTs HHPOPMAITUIO OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
HactpauBath 1 ucnonbs3oBaTh crienimain3npoBaHHoe antusupycnoe I10.
Hcnonp30BaTh METO/BI U CPEACTBA 3AIIUTHI HHPOpMALUU




Bnaners [TpodeccnoHaNbHBIM S3IKOM IPEIMETHON 00JIaCTH 3HAHUSI.
HaBpikamu 3amuThl 1 60pbOBI C BPETOHOCHBIMU IMPOTPAMMAaMH.
Hapblkamy IpUMEHEHHs IPOrPaMMHBIX CPECTB 3aIUThl HHPOPMALK B
KOMITIBIOTCPHBIX CCTAX

OIIK-6 CIIOCOOHOCTBIO pelIaTh CTaHJAPTHBIE 3a/1a4u IPO(GECCUOHAIBHOM JESITEIbHOCTH Ha

OCHOBE MH(GOPMAIIMOHHON U OMOIMOTrpaduiecKoi KyJbTyphl C IPUMEHEHUEM
WH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHUH M C YU€TOM OCHOBHBIX TpeOOBaHUI
nH(pOpMaIMOHHOM 0€30MMacCHOCTH

3HaTh

OcCHOBHBIE TIOJI0KEHUS TOCY1APCTBEHHON NOJIUTUKH 00eCTIeUeHUs
MH(POPMAIIMOHHOHN 0€30MacCHOCTH U 3alIUThI HH(POPMALIHH.

Hopmbl HHPOpMALIMOHHON ITUKH U IIpaBa.

[Tpuniuns! paboThl ¢ HH(pOPMAIHEH Ha Pa3IMYHBIX PECcypcax, ¢ y4eTOM
TpeboBaHMi HTHHOPMAITMOHHONW OE30MTaCHOCTH.

YmeTh

[TpuMeHsTh Ha IPAKTUKE COOTBETCTBYIOIIME TPEOOBAHUS U HOPMBI
obecrieyeHrss THPOPMALIMOHHOM O€30MaCHOCTH 1 3aIIUTHI HHPOPMALIUH.
Co0Oroath mpaBa MHTEIUICKTYAJIbHOM COOCTBEHHOCTH Ha MH(OPMAIIHIO.
OdopmIATs pe3yabTaThl UCCIEAOBAHUA U BECTH TEKYIYIO Pa0OTy C y4eTOM
TpeboBaHMi 1 HOPM obecrieueHrss HHPOPMaIMOHHOM 6€30IMacHOCTH U
3alIUThl HH()OPMAITHH.

Brnaners

OCHOBHBIMH METOJIaMH HCCIIEJIOBAHUS B 00JIACTH WH(POPMAIIMOHHOM
0€30MacHOCTH ¥ MPAKTUYECKUMU YMEHUSMH U HABBIKAMHU HX
UCTIOJIb30BAHUSL.

OOumMMH TpUHIMIaMU COOJTI0IeHUs TpeOOBaHUH HH(OPMAIIMOHHON STUKU
Y TIpaBa.

Criocobamu coBepIIEHCTBOBaHUS MPOPECCHOHATBHBIX 3HAHUM U YMEHHH
MTyTeM HCIOJIb30BaHMs BO3MOKHOCTEH MH()OPMAIIMOHHON CPEJIbI, C YIETOM
TpeOOBaHUI rocy1apcTBEHHBIX HOPMATUBHBIX aKTOB U MH()OPMAIIMOHHON
STHKH U TIpaBa

[TK-6 ciocoGHOCThIO aHATU3UPOBATh CUTYAIIMIO HA PhIHKE HH(GOPMAIIMOHHBIX IPOJYKTOB U
YCIIYT, 1aBaTh SKCIIEPTHYIO OLIEHKY COBPEMEHHBIM CHCTEMaM 3JIEKTPOHHOT'O JOKYMEHTO000pOoTa
Y BEICHUS JIEKTPOHHOTO apX1Ba

3HaTh

OcHOBHbIE TOHATHS OUCHBIX HHPOPMALMOHHBIX TEXHOIOTUH.
OcobenHoctu obecnieueHus 3amuThl nHpopManuu B opucHbix UT.
Cdepsl npumMeHeHus: METOJI0B 0OecreueH s 3aluThl HHPOPMALIUH B
odpucHbeix UT.

VYmMmern

JleMoHCTpUpOBaTh HaBbIKU paboThl B opucHbIX UT.

XapakTepu30BaTh OCHOBHBIE CIIOCOOBI 3aIIUTHI HH(POPMALIUU B OQUCHBIX
UT.

[TpuMeHsATh HaBBIKM HACTPOMKH OCHOBHBIX aCHEKTOB 00ECTIEUSHMS 3aLTUThI
nH(popMaluY MTATHBEIMU cpecTBaMu opucHbIX UT.

Bnanetn

HaBbikom 00bsicHeHUS1 HE00X0IMMOCTH HacTpoiku opucHbIx UT ¢ mozunun
obecrieyeHrs: THPOPMALIMOHHON O€3011aCHOCTH

HaBbikoMm BbIjiesIeHNs OCHOBHBIX CIIOCOOOB 3alIUThl HH(GOpMaIUU B
oducusix UT.

HaBrsikom HacTpoiiku 3ammuTsl nHGOpMaiuu B oducHbix UT.

[1K-14 BnaneHremM HaBBIKAMHU HCIIOIB30BaHUSI KOMITBIOTEPHON TEXHUKH ¥ MH(POPMAIIMOHHBIX
TEXHOJIOTUH B JOKYMCHTAIlUOHHOM OGCCHC‘-ICHI/II/I YIIPABJICHUA U apXHUBHOM [ICJIC




3HaTh

[TpyuHIMIIB KCTIOIB30BAaHHUS KOMITBIOTEPHOH TEXHHUKH B
JAOKYMCHTAIlMOHHOM obecrieueHnn YIIPABJICHHUA U apXUBHOM JICJIC.
[Mpuanmne! ucnons3oBanust UT B 1oKyMeHTalIMOHHOM 00eCIeueHUN
yIIpaBJICHUS U APXUBHOM JIEJIE.

[TpuHnmne obecneyennss HHGOPMAMOHHOI 0€30MaCHOCTH U 3aIUTHI
nH(pOpMaIKU B TIpoLiecce.

YmeTh Paborats ¢ nHpOpMaIei B TOKaIbHBIX CETAX.
Paborats ¢ nuadopmarmei B rmo0aIbHBIX CETAX.
Ob6ecneunBaTh HHOOPMAITMOHHYIO 0€30MACHOCTH U 3aIIUTY HH(GOPMAITUHU B
rpoiiecce padoThl.

Bnanets bazoBeiMu ipriemamu paboThI ¢ TpodecCuoHaNbHON HHPOPMAITUEH.

Crniocobamu obecrieueHust 3anThl THPOPMALIUH B ITpoIiecce paboThI C
npodeccuoHaIbHON HH(pOpMaIueH.

HopMmatuBHo-1ipaBoBoii nHopManmel B 001acTu 00eCrieYeHHs 3aUThI
npodeccuoHaIbHON HH(pOpMAIUH.

ITK-15 crmocoOHOCTBIO COBCPUICHCTBOBATD TECXHOJIOTHHU JOKYMCHTAIIUMOHHOI'O obecrieyeHus
YHpaBJICHUA U apXHUBHOT'O J€JIa Ha 0a3e UCIOIL30BaHU CpCaACTB aBTOMATHU3allun

3HaTh

TexHOMOTMM JOKYMEHTAIIHOHHOTO 00ECTIEYEeHNUs YIIPABICHHUS U apXUBHOTO
nerna Ha 0a3e UCTOIb30BAHUS CPEICTB aBTOMATH3AIIHH.

Crioco0b1 obecnieueHust 3auUThl HHPOPMAIH ¢ TIOMOIIBIO CPEJICTB
aBTOMATH3AIIHH.

Cdepst mpumeHeHHsI CITOCOO0B 0OecIedeHUS HHPOPMAITOHHOM
0€30MaCHOCTH Ha YPOBHE TEXHOJIOTUH TOKYMEHTAIIMOHHOTO 00eCICUeHHSI
yIIpaBJICHUS M apXUBHOTO Jiea Ha 0a3e MCIOIb30BaHMsI CPEJICTB
aBTOMaTH3allHH.

VYmMmern

[IpuMeHsTh B cTaHAAPTHBIX pa0OUMX CUTYALUSIX CIOCOObI 0OecreueHus
MH(POPMAIMOHHOM 0€30MacHOCTH B CPEJCTBAX aBTOMATHU3ALINH.
XapakTepr3oBaTh criocoObl odecrieueHus: HH(OPMaIMOHHON 0€3011acHOCTH
B TEXHOJIOTHSIX JTOKYMEHTAIIMOHHOTO 00ecIieYeHus YIpaBIeHNs U
apXMBHOTO JieNa Ha 06a3e HCIOIb30BaHHS CPE/ICTB aBTOMATH3AIHH.
KoppekTHO HCIos1b30BaTh CPeICTBA 3alUTh MH(OPMAIK B CPEICTBAX
aBTOMaTHU3alluu TEXHOJIOTHI AOKYMCHTAIITUOHHOT'O obecrneueHust
yTIpaBJIEHUS U ApXUBHOTO Jieja

Bnanets

HaBbikoM GopMynHpoBaHusi OCHOBHBIX TPeOOBaHHUH HH(MOPMAIIMOHHOM
0€30MMacHOCTH K CpeAICTBaM aBTOMAaTH3allUU TEXHOJIOTUN
JOKYMEHTAIIMOHHOTO 00EeCTIeYeHUs yIIPaBIEHHs U apXUBHOT'O JIea.
HaBbikom 00bsICHEHHSI OCHOBHBIX CPEJICTB U METOJIOB OOeCTIeueHUs
MH(pOPMAIMOHHOM 6€30MacHOCTH B IpoIiecce paboThl C TEXHOIOTHUSMHU.
HaBbikom nmpuMeHeHust CpeCcTB U METO0B o0ecnieueHrs HHPOPMAITHOHHOM
6€30MacHOCTH B Ipoliecce paboThl C TEXHOJIOTHUSIMU

[1K-17 BragenremM MeTo1aMu 3aIUThl HHGOPMAITIH

3HaTh

HopmartuBHO-TepMuHOIOrHUecKas 0a3a B 00JIaCTH 3aLUThI
nH(}OpPMaLIMOHHON O€30MacCHOCTH.

Kputepuu otTHeceHust nHGOPMAIMU K 3aIHUIIAEMOIA.
Mertoapl ¥ cpencTBa 3aniuThl HHPOPMAIIUH.




YmeTb OpHeHTHPOBAThCS B IPOrPAMMHOM 00ECIICYCHHH, HEOOXOAUMOM IS
o0ecreyeHus 3auThl HHPOPMAIIHH.

Ormpenensath BUA KOHPHUICHIIMAIBHOH HH)OPMALIHH.

[TpuMeHsTh Ha IPAKTUKE OCHOBHBIE CLIOCOOBI 3aIIUTH HH(OpMaIy Ha
Pa3IMYHBIX HOCHTEIISIX.

Brnaners HopmaTtuBHO-TepMHHOIOTHYECKOI 0a30i B 001aCTH 3aIUTH HH(POPMAIHH.
OCHOBHBIMHU METOAaMU 3allIUThI I/IH(bOpMaL[I/II/I Ha Pa3jIMYHbIX HOCUTCIIAX.
OCHOBHBIMU METOJIAMH TTIOCTPOCHHUSI CUCTEMBI 3aIIUTHI
JOKYMEHTUPOBAaHHON MH(OpMAIHK B PO eCCHOHATEHON 00JIaCTH.




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIsA)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIX enuHull 144 akaa. 4acoB, B TOM

qyuce:

— KOHTaKTHas pabora — 8,6 akaj. yacos:

— aynuTopHas — 6 akaJi. 4acos;

— BHeayIuTOpHas — 2,6 akaJi. 4acoB

— caMocTosTenbHast pabora — 126,7 akas. 4acos;
— IMOATOTOBKA K 3K3aMeHy — 8,7 akajl. yaca

dopma aTTecTaluu - SK3aMEH

AynutopHast s
o | xouTaxTHas pabora E 3 dopma TEKyIIEero
=
5 B aKaJl. Jacax 2] Bun KOHTPOJIS
Pasnen/ Tema 3 (B axaj. uacax) = . p Kon
S 3 © | caMOCTOATENFHOH | yCIIeBa€MOCTH H
JUCLIATUINHBI 5 £ . | kommeTeHIHN
@) g £ paboThI MIPOMEKYTOUHOMN
mab. | mpakT. [ =& aTTeCTaluu
Jlek. s < 11,
3aH. | 3aH. | U &
1. OcHOBHBIE TOHATHUS TEOPUH
UH(POPMAIOHHOHN 0€30MaCHOCTH
CamocrosTenpHOe
u3y4yeHHe yueOHon
W Hay4HOU o
1.1 Hcropusi craHOBICHHS i YCTHBIN onpoc
. JUTEPATYpPbI
Teopur MH()OPMAIIMOHHON 0,5/0,51 11 TIPaKTUIECKHE
Brinonnenue
6€30MacHOCTH. paboThI
MPAaKTHYECKUX U
TEOPETHYECKUX
3aaHuil
CamocrosTenpHOE
1.2 OcHOBHBIC TEPMHHBI U U3y4YeHHE Y4eOHOI
oIpeeNeHHs TPaBOBBIX U Hay4YHOU N
nofmfnﬁ B I:)6nacm JuTe Y;T bI YCTHBIH OTIPOC
5 10,5/0,51 11 patyp MPAaKTUIECKUE
MH()OPMALIIOHHBIX Brimonaenne AGOTLI
OTHOWICHUH W  3aIIUTHI MPAaKTHYECKUX U p
uHOopMaH TEOPETHYECKUX
3a1aHuil
CamocrosTenpHOE
U3y4YCHHE YUeOHOI
1.3 OcHOBHBIC MPHUHIUITBI yi y .
7 HayYHOU .
MOCTPOCHHUS cucTeM YCTHBIH OTIPOC
JUTEPATYPbI
3aIUTEI Konuemnius 0,5/0,51 11 MpaKTHYECKUe
o Brinonnenue
KOMILJICKCHOM 3alIHUTHI paboThl
uH(opMaK HHPOPMAIIUU MPAKTHICCKHX 1
p p TEOPETHYECKUX
3a1aHuil
Wroro no pazneny 1,5/1,51 33
2.
MubopmannoHHO-TEXHUYECKas




21 I'ocynapcrBeHHas CamocrosTensHoe
MOJIUTHKA n3ydeHune yuyeOHoH
UH()OPMAIIIOHHOMN U Hay4HOHU .
opmart i YCTHBII OIIpOC
6e3onacHoctu. Konnennus JUTEPATYPhI
12 MPaKTHYECKHE
KOMIUIEKCHOTO Brmonnenne
paboThI
obecrieyeHus MPAKTHICCKUX U
MH()OPMAITIOHHON TEOPETHYECKUX
Oe3omacHoCTH 3aJaHu’
CamocrosTenpHOe
n3ydeHue yueOHon
2.2 Tloctpoenue cucreM U Hay4HOHU N
3aIIUTHI oT YIPO3BI JIUTEPATYPhI YCTHEIH OTpOc
12 Patyp MPaKTHYECKHE
HapyIIeHHs Brmonnenne AGOTLI
KOH(UIICHITUATBHOCTH MPAKTHICCKUX U p
TEOPETHYECKUX
3a1aHui
CamocrosTenpHOe
u3ydyeHHe yueOHon
Y Hay4HOU o
2.3 Yrpo3st i YCTHBIH OIpPOC
. JIUTEPATYPhI
HHPOPMAITOHHOM 0,5/0,51 12 MPAKTUIECKUE
Brimonnenne
6e30MacHOCTH paboThI
MPAKTHIECKUX U
TEOPETHYECKUX
3aaHui
CamocrosTenpHOe
u3ydyeHue yueOHon
2.4 TloctpoeHue cucTeM ¥ HAyYHON o
3al0UThI oT 03bI JIUTCPATYPHI YCTHBIM OTIPOC
" yrp 221 | 16 pParyp MPAaKTUIECKUE
HapyIIeHHs Beimonaenne AGOTLI
KOH(UICHINATLHOCTH NIPAKTUYECKUX U p
TEOPETHYECKUX
3aaHuil
CamocrosTenpHOe
U3y4YeHHe y4eOHOI
2.5 Tlocrpoenne cucrem Y yaes
1 HayIHOU .
3ALIUTHI oT YIpO3bI YCTHBIN OIIPOC
JUTEPATyPhI
HapyIIeHHs  LEJIOCTHOCTH 221 | 16,7 TIPaKTUIECKHE
Brinonnenue
uHpopmMaluM M OTKasza paboThI
MPakKTUICCKUX U
JOCTyTIA
TEOPETHYECKUX
3a1aHuil
Wroro no pazneny 0,5/0,51 4/41 | 68,7
3. Dk3ameH
CamocrosTenpHOE
U3y4eHHe yaeOHon
W Hay4HOU
JIUTEPATypPhI DK3aMeH B yCTHOM
3.1 oaroToBka K SK3aMeHY 25 Beinonnenne bopme
WHIUBHAYAIHHOT Ipoekr
0 MPOEKTa Mo
3aIuTe
HHPOPMAIIH
Hroro mo pasaeny 25
Uroro 3a cemectp 221 4/41 |126,7 SK3aMeH
Hroro no aucumruinye 221 4/411 |126,7 SK3aMeH




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

Jnist peanu3aiiy mpeayCMOTPEHHBIX BUIOB YUCOHOH pabOThI HCIIOIB3YIOTCS Pa3IUYHbIC
00pa3oBaTesibHbIE TEXHOJIOTHH.

TpaguumoHnHsie  00pa3oBaTeNIbHBIC TEXHOJIOTHM — JIaDOpaTopHbIe PabOTHI, C
MPAKTUYECKUMH 3a7a9aMu 13 Mpo(dhecCHOHABLHOM 001aCTH.

Jlns opraHu3aliil COBMECTHOHM JICATENBHOCTH CTYJCHTOB HCIIONB3YETCS MPOCKTHAs
texHosorusi. Kakmass koMaHaa pa3pabaTbiBacT TBOPYCCKHI TMPOEKT, BCE OCYIISCTBISACTCS B
paMKax pPaMOYHOTO 3aJaHHs, MOJYHUHSSACH JIOTUKE U MHTEpecaM YYaCTHHUKOB IPOCKTa, JKaHPY
KOHEYHOTO pe3yibTara (ra3era, (GuiabM, Mpa3aHuK, U3/1aHue, SKCKYPCHUs U T.11.).

[Ipu BBIMONHEHUN JA0OPATOPHBIX W WHAWBUAYAIBHBIX 3aJaHUN WCIIOJIb30BaNCh
HHTCPAKTUBHBIC TCXHOJIOTHUU TAKHE KaK: CCMHUHApP-AUCKYCCHA, MO3IOBOH IITYpPM, BBIIIOJIHCHUC
71a00paTOPHBIX HCCIIEIOBATEILCKUX PA0OT.

B xome mpoBemeHus 3aHATHA ~MPEIyCMaTPUBACTCS  UCIOJB30BaHUE  CPEICTB
BBIYUCIIUTEIIb-HON TEXHUKH MTPH BBITOJTHCHUH 3aIaHHH.

6 YueOHO-MeTOAUUECKOE 00eciedeHre CAMOCTOSITeJIbHOI PadoThl 00y4aOIIMXCS
[TpencraBneno B mpuioxeHun 1.

7 OueHOYHBIE CPeACTBA Jisl IPOBeeHHs POMEKYTOUHOI aTTecTAlMI
[IpencraBieHsl B IPUIIOKEHUH 2.

8 YueOHo-MeTOAMYecKOEe H HH(POPMALIMOHHOE 0O0ecnedeHrue TUCIUIIHMHBI (MOTYJIs1)

a) OcHoBHas UTEpaTYypAa:

1. Boctpernosa, E.B. OcHoBbI nH(OpMalinoHHON Oe30macHOCTH © ydeOHoe mocodue ams
cryaentoB By30B / E.B. Bocrperoa.— Exarepun0Oypr : M3a-Bo Ypai. yu-ta, 2019.— 204 ¢ —
Pexxum nocryma: http://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-8 2019.pdf -
3aroyIoBOK € 3KpaHa

2. HecrepoB, C. A. UHdopmanmonHass 0€30MacHOCTh : YU4EOHHK W TMPAKTHUKYM ISt
akagemudeckoro Oakanaspuara / C. A. HecrepoB. — Mocksa : U3aarensctBo FOpaiit, 2019. —

321 C. — Pexum JOCTYyTIA:
https://biblio-online.ru/viewer/informacionnaya-bezopasnost-434171#page/l - 3aromoBok ¢
9KpaHa

0) lonmotHuTEIBHAS TUTEPaTypa:

1.JIocs, A. b. Kpunrorpapuueckre MeToAbl 3alIMTHl MHPOPMAIMH ISl U3y4arOIINX
KOM-TIBFOTEPHYIO 0€30MacHOCTh | y4eOHHK /s akajemudeckoro OakanaBpuata / A. b. Jloce, A.
1O. Hecrepenko, M. U. PoxkoB. — 2-e u3n., ucnp. — Mocksa : UznarensctBo FOpaiit, 2019. —
473 c. — Pexum JOCTyTa:
https://biblio-online.ru/viewer/kriptograficheskie-metody-zaschity-informacii-dlya-izuchayuschi
h-kompyuternuyu-bezopasnost-447581#page/l - 3aroioBOK C 3KpaHa

2. Yepnosa E.B. MudopmannonHasi 6€30macHOCTb : y4e0. mocodue i COuoiaoros /
E.B. UepHoBa. — Maruutoropck : Mal'V, 2016. —116 c.

B) MeToanyeckne yKazaHus:

1. YycaButuna I'.H., Yepnora E.B. Meroanueckue peKoMeHIANMUH JIJIsi CTYIAEHTOB IO
u3ydeHuro auciuinabl «MHpopmannonnas Oe3onacHOCThy: yueb. mocooue / E.B. UepHona,
I'.H. YycaButuna. — Marauroropck : Mal'Vy, 2013. - 73 c.

2. Metoaunueckue yka3aHus 10 BBIIOJIHEHHUIO Ja00paTOPHbIX paboT MO JUCHUTUIHHE


http://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-8_2019.pdf
https://biblio-online.ru/viewer/informacionnaya-bezopasnost-434171#page/1
https://biblio-online.ru/viewer/kriptograficheskie-metody-zaschity-informacii-dlya-izuchayuschih-kompyuternuyu-bezopasnost-447581#page/1
https://biblio-online.ru/viewer/kriptograficheskie-metody-zaschity-informacii-dlya-izuchayuschih-kompyuternuyu-bezopasnost-447581#page/1

«npopmanonHast 0e30mMacHOCTh» Ui OOyYalOMIMXCSl TYMAaHUTAPHBIX CIEIHATBbHOCTeH. —
MarauTtoropck: u3a-so Marautoropck.roc.texa.yH-ta uM. [.1. Hocoga, 2016. — 62 c.

r) [Iporpammuoe odecnneuenne u UHTEepHeT-pecypcehl:

IIporpammHoe o0ecnieueHue

Haumenoanue [10 Ne norosopa Cpok aeicTBus JIULIEH3UN
MS Windows 7
Professional (st J1-1227-18 o1 08.10.2018 11.10.2021
KJIACCOB)
MS Office 2007 Ne 135 o 17.09.2007 GeccpoHo
Professional
7Zip cB000JTHO pacrpoctpansemoe [10 0ECCPOYHO

IIpodeccnonanbubie 0a3bl JAHHBIX U HHGOPMAIMOHHbIE CIIPABOYHbIE CUCTEMbI
HazBsanue kypca Cchblika
Nudopmanmonnas cucrema - EgmHoe OKHO 1ocTyma K URL: http://window.edu.ru/
nH(}OPMaLMOHHBIM pecypcam
®DenepalibHOE TOCYAAPCTBEHHOE OIOHKETHOE YUpEKIIEHUE
«DenepanbHbIi UHCTUTYT npomsiniennoi| URL: http://www1.fips.ru/
COOCTBEHHOCTH)
9 MartepuajibHO-TeXHHYeCKoe ofecnevyeHne TUCIUTLITHHBI (MOTY 1)

MarepuanbHO-TEXHHUECKOE 00ecTieueHNe JUCIUTUINHBI BKITFOUAET:

VYdeOHbIe ayJUTOPUN JUIS TPOBEINCHHS JWCTAHIMOHHBIX 3aHATHH JICKIMOHHOTO THIIA:
CTOJI KOMIIBIOTEPHBIN, CTOJI MUCBbMEHHBIN, CTYN O(QHUCHBIN, TOKyMeHT-Kamepa Epson, ucrounuk
oecniepedoiinoro murtanus POWERCOMIMD-1500AP , kamepa BBICOKOTO pa3pelieHus,
KOMIbBIOTEp MepCOHANBHBIN (TUIO), mpoekTop ViewSonicPJID7526W, criikepdoH HACTOIBHBIH
Calisto-620 Plantronics, Be0-kamepa LogiteachC920, cucrema akycThyeckas HaCTOJbHAs,
crepeorapHuTypa (MUKpPOGOH C IyMOIOIaBlIeHHEM), dKpaH HacTeHHbii Digis Optimal-C MW
DSOC-11032*2.

VYueOHbIE ayAWTOPHM Ui TIPOBEACHUS TPAKTUYECKUX 3aHATHH, TPYNIOBBIX W
WHIIMBHIyIbHBIX KOHCYJIBTAIM, TEKYIIEro KOHTPOJIS M IMPOMEKYTOYHON aTTECTAIUH: CTOJ
KOMITBIOTEPHBI, CTOJ THCBMEHHBIH, CTya O(HCHBIN, JOKyMEeHT-kamepa EpPSON, ucTouHHK
oecriepedoiinoro mutanus POWERCOMIMD-1500AP |, kamepa BBICOKOTO pa3perieHus,
KOMITBIOTEp TepCOHalbHbIH (THIIO), ipoekTop ViewSonicPJD7526W, cnimkepdoH HACTONBHBIN
Calisto-620 Plantronics, Be6-kamepa LogiteachC920, cucrema akycThyeckas HaCTOJbHAs,
cTepeorapHuTypa (MUKpOQGOH ¢ HIyMOIOAaBiIeHHEM), dkpaH HacteHHbIi Digis Optimal-C MW
DSOC-11032*2.

[TomemeHuns 1t CaMOCTOATENFHON pabOThI 00YUYAIOIIUXCS: TEPCOHAIBHBIE KOMITBIOTEPBI
¢ makerom MS Office, BeixomomM B UMHTepHET W C JOCTYIIOM B 3JEKTPOHHYIO
MH()OPMAIIMOHHO-00Pa30BATENBHYIO CPEAY YHUBEPCHTETA.

[Momemenne i  XpaHeHHs ©  MPODUIAKTHYECKOTO OOCITYKHBAaHUS — y4eOHOTrO
000py/IOBaHUS: CTEJUIAXKH JJIsl XpaHEHHsT y4eOHO-HATJISAHBIX TOCOOH U y4eOHO-METOJMYECKOi
JIOKYMEHTAIHH.


http://window.edu.ru/
http://www1.fips.ru/

[Tpunoxenue 1
YueOHO-MeToanYecKoe of0ecmeueHue CaMOCTOATEJAbHONH PpPadoThI
CTYy/IECHTOB

AynuropHas caMoCTOsITeNIbHas paboTa CTy/IeHTOB Ha JaHHOM Kypce He IPelyCMOTpEeHa.
BreayauropHasi camocTosiTelIbHAsE pad0Ta CTYICHTOB OCYIIECTBISIETCS B BHJIC U3yUCHUS

JIEKIIMOHHOT'O Kypca M JIUTEPaTyphl 10 COOTBETCTBYIOIIEMY pa3iely ¢ MpopaboTKON mMarepuana
(BBIIIOJIHEHUE TECTOB U MPAKTUYECKUX 3a/1aHUN).

1.

[Tpumep mpakTHUECKUX 3aJaHUI [0 KYPCY:

NudopmannonHas 6e30nacHOCTb

Nab6opaTtopHas pa6oTta «PaboTta c 6pay3epom»

OTBETUTbL Ha creaytoLme Bonpockl. OTBETbI NPOAEMOHCTPUPOBaTL NpenofaBaTernto B Buae
CKPUHLLOTOB MN Pa3BePHYTOro TEKCTOBOIO OMUCaHWSI:

No ok owNRE

o

9.

10.

11.
12.

Kak ycTaHOBUTL CTpaHuLy, C KOTOPOM ByAEeT NPOUCXOANTL HavanbHas 3arpyska?

Kak 3abnokvnpoBaTtb peknamy, oTobpaxaemMyo BO BCMbIBAOLLNX OKHaX?

Kak no3BonuTe OTAenbHbIM pecypcam NCMOoNb30BaHWE BCMIbIBAIOLLMX OKOH?

Kak coctaBuUTb CNUCOK CalTOB, AOCTYM K KOTOPbIM 3a6110KMpOBaH?

Kak ounctutb kaw 6paysepa? [ns 4yero aTo HyXHO genaTb?

YUto Takoe channbl «cookiey, AN Yero OHU HYXHbIl, B YeM UX ONacHOCTb?

UTo Takoe «pexuMM WHKOTHUTO» («MpuUBaTHLIN pexnm»)? Ons yero oH HyxeH? Kak ero
BKMOUYNTL?

Yrto Takoe «nnarnH»? [1na yero oH HyxxeH? Kak yCTaHOBUTb U yaanuTb niarmH?

'oe xpaHaTca naponu B Ballem niobumom 6paysepe? Kak nonyyuntb K HUM JocTyn?
HacTtponTe cuHxpoHusaumto ans Bawero bpaysepa. UTto ato Takoe? [ns Yero HeobxoaMmMmo
MCNoNb30BaTb CUHXPOHM3ALNIO?

HacTtponTe nprnopuTeTHbIE MOUCKOBLIE CUCTEMbI B Opay3epe.

MomeHsnTe odopmneHne Gpaysepa No Ballemy BKYCY.

NlabopaTtopHasa paboTta «HacTtponka npaB goctyna

B onepauuoHHon cucteme Windows»

OtBeThl npoaoemMOHCTpUpoOBaThb npenogasaTtesito B BUae CKPpUHLLOTOB UJTU Ppa3BEPHYTOIo TeKCTOBOIO
onncaHuA.

3apaHue 1 «Co3naHue yuyeTHOM 3anucu nonb3oBaTens»

ok wbdrE

6.

Cospanite y4eTHYH0 3anuchb A5s CBOEro nornb3oBaTens.

Tun y4eTHOM 3anMcK — € OrpaHUYEHHBIMU BO3MOXHOCTSIMMU.

Bbibepute nsobpaxeHne ans CBOeN y4eTHOM 3anucu.

YcTaHoBuUTE naporsib.

YctaHoBuTe napameTp «TpebosaTb HaxaTue knasuw Ctri+Alt+Delete» («Knaccmyeckoe okHO
BBOAAY).

OTkNtOUMTE YHETHYI 3anucb «OCTb» (ECNN OHa ecTb).

3apaHue 2 «YcTaHOBNEHMe nNapons ansi 3KpaHHOW 3acTaBKU»

Pa6ounin cton (npaBas kHonka mbiwmn) ® CeorcTea ® 3acraBka

1.
2.

Bbibepute 3acTtaBky U3 NpeafioXKeHHbIX.
Mpn HEOOXOAMMOCTN HaCTPONTE NapameTpbl MO BaLleMy BKYCY.



3. YcTaHoBuTE riaxok «3alwuTa naponemy.
4. TlposepbTe. Ecnn naponb Ha 3acTtaBky He paboTaeT, nogymanTte, NoYemMy 3TO MOXET ObiTb
(noackaska — yyeTHas 3anucb Nonb3oBaTens).

3apaHue 3 «JIMyHble Nanku NoNb3oBaTeNA»

Bongnte B cuctemy noa CBOen y4eTHOM 3anucbto. BeibepuTe nanky, 4OCTyN K KOTOPOW Bbl XOTUTE
orpaHnuunTb. LLlenkHuTe Ha Hew NpaBoKn KHOMNKOW MbILLKX, B MeHIO BbibepuTe CorictBa ® Bknagka
HocTtyn. YctaHoBuTe dhnaxok « OTMEHMTb OOLLMIA AOCTYM K 3TOWN Nanke».

Nla6opaTtopHas paboTta «3awmTta MHchopMaL MM B TEKCTOBOM pefaKkTtope»
3apaHue 1

CamMoCToSATENBHO 03HAKOMUTLCS C BO3MOXHOCTAMM HACTPOMKM 3aLLMThl MHADOPMAaLMM B TEKCTOBOM
pegakTope.

3apaHue 2

HacTpouTb cneaytouime cnocobbl 3alUumTbl AOKYMEHTA:!

1. [HokymeHT ®amunusa_Doc1 npwu oTKpbITUM TPpeOyeT naponb Ha AOCTYN K dhawny, MoaMdukaums
(hanna 3anpeLleHa (M3MeHeHNEe TEKCTa HEBO3MOXHO).

2. HokymeHT ®amunns_Doc2 oTKpbIBaeTCs TOMbKO AN YTEHUS.

3. OokymeHT ®amunua_Doc3 npu OTKpbITUM TpebyeT naponb Ha JocTyn K danny wu
pefakTMpoBaHue (2 pasHblx napons).

JNTabopaTopHasa pa6oTa «3awmTa AaHHbLIX C MOMOLLLIO apXUBUPOBaHUSA»

- CospanTe Ha paboyem gucke nanky «Pamunusi». CkonupyiTe B Hee cainbl crieqyoLwero
TmMna *.doc, *.xls, *.jpg.

- 3aapxmBupyiTe narnky ¢ naposieMm ¢ NOMOLLbIO No6oN Nporpammbl-apxmeaTtopa. Mms
apxuBa AOMKHO ObiTe Buaa «Pamunusy.

- MpoaeMoHCTpupyiiTe pesynbTaTbl NpenogasaTento.

2. 3amurta uHdopmanun

NabopaTtopHas paboTta «3awmTta NM4YHON MH(popMaLMK NPU NONbL30BaHUM
cepBucamu Google»

OtBeThI npoaoemMOHCTpUpoOBaTh npenogaBsaTtesito B BAe CKPUHLLOTOB UIN pa3BEPHYTOIro TEKCTOBOIO
onncaHuA:

1. TlpocMoTpuTE UCTOPUIO MOMCKOBbLIX 3anpocoB. OTKMOYMTE COXPaHEHNE NCTOPUN.

2. [lpocmoTpuTE NCTOPUIO 3arpy>KEHHbIX Up.

3. TlpocmMoTpuTE UCTOPUIO MECTOMONOXeHW. ogymanTe, kakMMm OOpa3oM MOXHO OTMEHATb
COXpaHeHne UCTOpMK, He UCNOoNb3ysa ee OTKYeHne. MNonpobynTe npogenatb 3TU AEUCTBUS.
[MpoBepbTe pe3ynbTaTt B TEYEHNE HECKOSBbKUX OHEN.

4. OunctuTe gaHHble B HacTpoukax peknambl. OTkounte cepeuc Google Analytics.

5. TlpocmoTpuTe AaHHble O KOHTakTax — BCE M KOHTakTbl BaM Heobxoaummbl? HacTtpoiite
CBEAEHNSI O KOHTAKTax.

6. [puBsxuTe CBOM akkayHT K HOMepy TenedoHa, akTMBU3MPYWTE nepegadvy MHgpopmauuun o
noao3puTenbHbIX 4eNCTBUAX. [JNsi YEero aTo HY>XHO?

7. TpoBepbTe CMMCOK YCTPOMNCTB, C KOTOPbIX NPOUCXOANNO0 NOAKMIOYEHME K akkayHTy. [nga yero
3TO HY>XHO? YTO MOXHO caenaTb C HE3HAKOMbIM YCTPONCTBOM?



8. [lpoBepbTe HACTPOMKM OOCTYyMNa K akkayHTy. [lpocMoTpuTe CNUCOK MPUMOXKEHUA, CalToB U
YCTPOWCTB, CBA3aHHbLIX C BalMMm akkayHToM Google. Y6eamtecb, 4TO BCE OHM HALEXHbI, U
yaanite HeHyxHble. He 3abblBanTe ouuwiaTb AaHHbIA CMNUCOK MOCRe ydaneHus urp u
npunoxeHnn. [ins yero Heob6xoamMmo 3To AenaTtb?

9. 3anpeTtunte HENPOBEPEHHbLIM MPUMOXKEHNSIM OOCTYN K aKKayHTY.

10. MNpoBepbTe pe3epBHLIN agpec 3NEKTPOHHOM NoYThl. [nsa Yyero oH Heobxogmum?

11. YTo Takoe «AByxaTanHas aBTopu3aums 1 onis 4ero oHa Heobxoauman?

12. HactponTe coxpaHeHue AaHHbIX akkayHTa.

JlabopaTopHas pabota «KAHTUBMPYCHasA NnporpamMmma
3apgaHue 1

CamocCTOsITENBHO NMO3HAKOMUTLCS C BO3MOXHOCTSIMU aHTUBMPYCHOW NPOrpamMmbl, YCTaHOBIEHHOWN Ha
KoMmnbtoTepe. M3yunTb cneaytoume nyHKTbI:

1. 3anyck nporpammebl.
2. OCHOBHOE OKHO Nporpammbl.
3. OKHO nomMoLLu.
3apaHue 2
N3yuntb ocoGeHHOCTU:
1. MNpoBepka komMnbloTepa (MOSTHOCTLIO).
2. 3anyck NpoBepKU NOAKIHYAEMOro HoCUTenNs.
- no TpeboBaHWIO NoNb3oBaTens;
- aBTOMaTUYECKMIA 3amnyCK Npu NOAKMHYEHNM.
3. KoHTponb 3a KOHTEHTOM:
- LUNMOHCKNE NPOrpaMmsi;
- «3apaxéHHble» cauThl;
- oMLInHr-aTaku n np.
NabopatopHas paboTa «3awmta Hcpopmauum B coumarnbHbIX CETAX»

PaccmoTpute 0COOEHHOCTM 3aLMTbl MHOPMaLMK B Hamboree pacnpoCTpPaHEHHbIX COLMarnbHbIX
ceTsax (B koHTakTe, OgHoknaccHuku, Mon mup, ®encbyk n ap.)

OTtBeTUTb Ha cnenywuime BonpocChbl, AOKa3aTb OTBET CKPUHLLOTaMU:

1. JocTynHOCTb co3aaHns «(henkoBbIX» aHKeT (HeHacToswme nms, hamunnsg, nnbo ncnonb3osaHne
OaHHbIX N3BECTHbIX Ntoaen)

2. [JoCcTynHOCTb 3aKpbITUS MHDOPMaLUUK NpK perucTpauun (gata poxaeHusi, oopasoBaTenbHble
3aBefeHuns n np.)

3. Bbl 06Hapy»xumnn B coumanbHOM CeTU Ball «KMoH». Bawwm gencrema? (onmcatb CO CCbIIKamu U
CKpWHLLIOTaMW)

4. Bbl 0OHapyXunu, Yto HEKUIN YenoBeK NULLIET BaM HEraTUBHbIE M arpeccuBHble coobLeHus. Balum
aenctena? (nokasaTb CKPUHLLIOTI)

5. meeTe N1 Bbl BO3MOXHOCTb CO34aHus onpeaeneHHbIX CNIMCKOB ApYy3en, C pasfMyHbIMU YPOBHAMMU
Jorycka K Bawlen uHpopmauun?

6. Bbl pasmecTunu B CBOEM akkayHTe UHopmMauuio KoHpraeHumansHoro xapakrepa. Kakum
00pa3oM Bbl MOXETE OrpaHNYnUTbL OOCTYN OCTalnbHbIX K 3TOM nHdopMaumm? (NokasaTb CKPUHLLOTbI)
OTBeTUTb Ha BoMNpocC Ans:



e doTorpaduu;

e ®oToanbboma;

e Bwupgeosanucy;

e TekcToBOW 3anucu.

7. Kakne 0encTBust 1 TEKCTbI B MPUNOXKEHUN OOMKHbI 3aCTaBUTb Bac HACTOPOXUTLCA? YUTo MOXeT, a
Yero He MOXET NPOCUTb OT Bac NPUMOXeHne?
8. Kakne gencteusi Bbl 4OMMKHbI MPeanpuHATL, NOfy4YMB NogodHoe coobLeHne?

51 8o0bwe-mo c npockbboli k mebe) Kak-mo daxe HeyGobHO cripawiugams, ecriu 4ecmHo) Y mebs
ecmb pybneli nImbcom MHe Ha ModeM 3aKuHymb Hado?) A mo 3aKOHYUIIUCKL Ha HeM OeHbeu. A [
omdam 4yyms rnoaxel)

9. Kakvm 06pa3om Bbl MOXETE BOCCTaHOBUTL YTpaYeHHbIN naposb?

10. OxapakTepuaynTe B LESIOM BO3MOXHOCTU 3aLLMThbl JIMYHOW MHCpOpMaL MK B BbIOpaHHOM Bamu
couuanbHoOu ceTu.



OIIeHO‘IHbIe cpeacrea 1Jid mMpoBeacHua HpOMe}I(yTO‘IHOﬁ aTrecranmnu

a) [lnanupyembie pe3yJbTAThl 00yUYeHHS U OLlEHOYHbIE CPeACTBA ISl POBEACHUS NMPOMEKYTOUHON aTTecTAluM:

CTpyKTypHBI
! 271eMeHT [Tnanupyemble pe3yabTaThl 0
KOMIIETEHIIU o0y4YeHHS HEHOHHRIC Cpectha
u
OK-10 cnocoOHOCTBIO K MCIIOJIb30BaHNIO OCHOBHBIX METOJIOB, CIIOCOOOB U CPEJICTB MOJyUEHUs, XpaHEHMUs], TepepadOoTKU nH(pOopMauu

3HaTh [lpuHIMOBl  OpraHM3alud U
Egﬁﬁg}iﬁgﬁgg&iﬁ:ﬁl\d- 1. Kakue HOBbIE BO3MOJKHOCTH M HOBbIE po0JeMbl BileUeT 3a co00i CTpeMHUTEIbHOE pa3BUTHE
OCHOBHLLC HpOrpaMMHBIC WH(POPMAIIMOHHOM Ccpeibl OOUTaHUs?
cpectBa  ana  paboThl ¢ 2. Kakue HOBbIE BOBMOXKHOCTH JIJIs UEJIOBEKa BO3HUKAIOT B PIH(bOpMEIE.II/IOHHOM oOmiectne?
J1OKYMEHTHPOBAHHO] 3. OcHOBHbIEC HaNPABJICHUS PA3BUTHS MHPOPMALMOHHBIX TEXHOJIOTUH. }
S T— 4. OcHoBHbIE HH(OPMAIIMOHHBIE TPOOIEMBI 06CCHC‘ICHI/I§ HallMOHAJIbHON 6€30IaCHOCTH.
TTpHHIMIS W TeXHHUECKHE 5. KakoBbl 0OCHOBHBIE 11€7TH 1 OOBEKTHI I/IH(bopMevluHovHHOH 0€30MMacCHOCTH CTpaHBbI.

6. OcHOBHBbIE LIeJIM U METO/Ibl HH(POPMALIMOHHOM BOMHBI.
CpeCTBa XpaHEeHUs1, 00pabOTKU U 7. VHdOpMALHOHHOE OpyIKHE
ngd iiigfeg:&);iﬁii?i I;CII;I;(T? 8. OmnbIThl BeZieHNs: HHPOPMALIMOHHBIX BOWH. }
. 9. Cuenapuu Oynymux HHGOPMAIIMOHHBIX BOWH.

obOecrieueHnss MH(OPMALIMOHHON
0e301acHOCTH U 3aLUTHI
nH(pOpMaLINH.

YMmersb: PaboTath ¢ oneparnrioHHOR 1 IlporpammHast cuctema 3aiuThl HH(GOPMAIMK OTBEYAET 3a:
CHUCTEMOH M POrPAMMHBIMH a) CoxpaHHOCTH BCcel BBeIEHHON B MH(POPMALIMOHHYIO CUCTEMY
CpeACTBaMU OOIIEr0 Ha3HAUCHHUS. uHpopMaIuu.
HacrtpauBath onepanrioHHyO 0) Peannuzaumio 3a1aHHOI MOJUTUKHU 0€30MIACHOCTH.
CHCTEMY U IPOTrpaMMHBIE B) KoppekTHoe noBeieH1e NoIb30BaTENEH.
cpencTBa o0IIero Ha3HAYCHUS ¢
MO3HULIMU TpeOOBaHUN 2 AyrenTtudukanus 3To:
MH(pOpPMallMOHHON 06€30MacCHOCTH a) [loaTBep:kaeHue 3asiBJICHHOT0 HIeHTHQUKATOPA.
¥ 3aIIUTHl THPOPMALIUU 6) Ilpouecc BBoJa TekcTa 06€3 0TOOpaskeHUs Ha HKpaHe.
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1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

AHanu3upoBaTh SBHBIE U
CKpPBIThIE YTPO3bl 3aIIUIIAEMOM
uH(pOopMaLIUH.

B) BBOo1 cBeneHMit IMYHOTO XapakTepa.

3 [NonmuTHka 6€30MacHOCTH 3TO:
a) [IpaBuiia onpeneseHusi pa3speliéHHbIX U 3allPeléHHBIX ONepanuii B
MH(POPMAIIMOHHOH CHUCTEME.
0) [IpaBuiia moBeeHUs MOJIb30BATENCH.
B) MHcTpykuus aedcTBUIl  aAMHMHHCTpAaTopa IO OOECHeYeHHI0 HMH(POpPMaIOHHON
0€30MMacHOCTH.

4 MonuTOp 6€30MacHOCTH ITO:
a) JInuHbI TEpMUHAJI CUCTEMHOI'O a/IMUHHUCTPATOpA.
0) COBOKYNHOCTB pe3HAEeHTHBIX MPOrPaMM, PeaIM3YIOLIUX MOJUTHKY O€30MaCHOCTH.
B) [Iporpamma KOHTpOJISI JAHHBIX ayAWTA.

5 JluckpenoHHas MOJIUTHKA JIOCTyNa!

a) Onpenensier npaBa J0CTyNa HICHTHPHIHPOBAHHBIX CYy0ObEKTOB K 00beKTaM

HA OCHOBe 32/JaHHBIX BHEIIHUX NPaBUJI (MATPHULBI J0CTYIIA).

6) Omnpexnensier mpaBa JocTyna CyObEKTOB K OOBEKTaM WJIM pa3pemaer WH(OpMaIMOHHbIE
IIOTOKH MCKIY 00BEKTAMH Ha OCHOBE U3MEHSIEMBIX METOK ImpaB JOCTyIla UJIN KOH(bI/I)IGHHI/IaJ'IBHOCTI/I.

B) SIBisiercst anroputMoM (OPMHUPOBAHUS MATPHUIIBI TOCTYTIA.

r) ColIepXUT HHCTPYKLHUIO JUIsi CUCTEMHOIO aJMHHHCTpaTopa IO MPEJOCTABICHUIO IpaB
JIOCTYTIa Pa3INYHbIM M0JIb30BATEISIM.

Bnazets:

OCHOBHBIMU METOIaMH,
cmocodbaMM M CpeICTBaMH
MOJTy9YeHUS, XpaHEeHHS,
nepepaboTKU HHPOPMALIUH.

Konmponvnas paboma
3awwmTa MHpopmaumm ¢ NoMoL b0 KpunTorpacum




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Hasrikamu obecnieueHust 3alIUThI

uHpOpMaLUU LITaTHBIMU
cpeacrsamu ONEePaLlMOHHON
CUCTEMBI.

HaBbikaMu mory4eHusl, XpaHCHHUSI
U YHUYTOXXEHUS HHPOpMAIUHU C
y4E€TOM TpeboBaHuU
uH(pOpMaITMOHHOM
0€30MacHOCTH.

1. Llenb paboThbl

Llenbto paboTbl SIBNSETCH MWCCNegoBaHWe 3aliuTbl MHGOPMauuM C MNPUMEHEHVWEM MNPOCTENLIMX
MPVUHLMMOB KpUnTorpacuu.

2. TeopeTnyeckKasl HacTb
2.1 lnbpbl 3ameHbI

CywHocTb WngpoBaHMa MeTodoM 3aMeHbl 3aknyaeTca B criegywowem [2]. TycTb wudpytoted
COO0OLEHNA Ha PYCCKOM si3blKe M 3aMeHe MoAanexuT kaxaasa bykea aTux coobuieHun. Toroa, Oykse A
NCXoQHoro andaBuTa CONOCTaBNSAETCA HEKOTOPOE MHOXECTBO CMMBOSIOB (LundposameH) My, B — Mg, ...,
A — M;. lndposameHbl BbIGpatoTca Takum obpasom, 4Tobbl nobele asa mHoxecTBa (M, u M,, i # j) He
cogepxanu oguHakoBbix anemeHtToB (M N M, =@ ).

Tabnuua, npuBeaeHHas Ha puc.1, ABNSETCA KNoYoM LWngpa 3aMmeHbl. 3Has ee, MOXXHO OCYLLECTBUTL Kak
WwnpoBaHue, Tak U paclumgppoBaHue.

Puc.1. Tabnuua wndposameH

Mpn wundpoBaHmm kKaxgas Oykea A OTKPbITOrO COObLWEeHNs 3aMeHsieTcss nbbiM  CMMBOSIOM U3
MHoxecTBa M,. Ecniv B cOOBLLEHMM COOEPXUTCSA HECKOMBKO OYKB A, TO Kaxdas U3 HUX 3aMEHSeTCs Ha



https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/literatura
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nto6or cumeon n3 M,. 3a cyeT 3Toro ¢ NOMOLLBIO OAHOTO KIoYa MOXHO NOMYyYUTb pasfuyHble BapuaHTbl
LundbporpamMmbl 4 OQHOMO U TOTO XKe OTKPbITOrO COOBLLEHUS.

Tak kak mHoxecTBa M,, Mg, ..., M; nonapHo He nepecekatoTcs, TO MO KaXgoMy CUMBOSY LMdporpaMmbl
MOXXHO OZHO3HA4YHO OnpeaennTb, KAKOMY MHOXECTBY OH NPUHAANEXMUT, U, CriefoBaTernbHO, Kakylo GyKBy
OTKPbITOrO COO6LLEeHMs1 OH 3ameHsieT. [1oaToMy paclumgppoBaHMe BO3MOXHO U OTKPbITOE coobLlieHue
onpeaensieTcsl eAMHCTBEHHbIM 06pa3oM.

MeToq 3ameHbl YacTo peanu3yeTcs MHOrMMU Monb3oBaTensamMu npu pabote Ha KomnbloTepe. Ecnn no
3a6bIBYMBOCTY HE NEPEKIIOYNTL Ha KnaBuaType Habop CMMBOIIOB C MATUHULbI HA KUPUNNWLY, TO BMECTO
OykB pycckoro andasuta npu BBOAE TeKkcTa OyAyT neyataTbca OykBbl NnaTtuHckoro andasuTa
(«LWmMdpo3aMeHbI»).

LLncbpbl 3amMeHbI MOXXHO pa3genvTb Ha creayoLme noaKnaccebl:

- wuncpbl OAHO3HAYHOM 3aMeHbl (MOHoandgaBuUTHbIe, MPOCTble MNOACTAHOBOYHbIE). KonmyecTtso
LWMdpo3aMeH OIS Kaxaoro cMMBosa ncxogHoro andasuTa paeHo 1 (| M, | = 1 ans ogHoro cumeona);

- nonurpaMMHbie Wndpbl. AHanNorMyeH npeabigylwemMy 3a UCKIYEHUEM TOro, 4To Liundpo3amMeHe
COOTBETCTBYET cpa3sy 6510k cMMBOMOB UcxogHoro coobueHns (| M | = 1 gns 6noka cumeonos);

- omocpoHnYeckue wundpbl (OAHO3BYYHbIE, MHOMO3HAYHOM 3ameHbl). KonvyecTBo wndpo3ameH ans
OTAenbHbIX CUMBOJIOB MCXogHOro andasuta 6onbwe 1 (| M; | = 1 gna ogHoro cumsona);

- nonuandaBuTHble WK pPbI (MHOroandaesnTHble). COCTOMT M3 HECKONbKMX LINGPOB OOHO3HAYHOW
3aMeHbl. Bbibop BapuaHTa andgasuTta Ans 3awmdpoBaHnUsa 04HOr0 CUMBOMA 3aBUCUT OT OCOBEHHOCTEN
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mMeToaa wudposanus (| M; | > 1 ana ogHoro cumeona).

Ona 3anucu mncxogHblX M 3alWM@POBAHHBIX COOOLLEHWUIA UCMONb3YTCA CTPOro OnpeAeneHHble
andgasuThl. Mo andaBuToM B JaHHOM cryvyae NoHMMaeTcs Habop CMMBOJIOB, CryXalluuin Ansa 3anucu
coobuweHnin. AndaBntbl ANs 3anmMcyM UCXOOHbIX U 3alIM@POBAHHLIX COOBLLEHMIA MOTYT OTiMYaTbhbCs.
CumBonbl oboux andaeBuToB MOryT ObiTb MpeacTaBneHbl GykBamu, KX COYETAHUAMMW, 4YUCNamu,
pUCYHKaMK 1 7.n. B kayecTBe Npumepa MOXHO NPUBECTM NIIALIYLLMX YEMOBEYKOB U3 pacckasa A. KoHaH

Honna ( ) M PYKOMUCb PYHMYECKOrO NUCbMa ) n3 pomara X. BepHa «[lyTewwectsue kK
LEeHTpY 3emnm».

2.2. Wndpbl 04gHO3HAYHOW 3aMEeHbI.

MakcumarnbHOe KOoNnMM4yecTBO Kitouden ans nioboro wudpa 3Toro Buaa He npesblwaeT n!, roen —
KOnmn4ecTBO CUMBOMOB B andasuTe. C yBenuueHnem 4Yncna n 3HavyeHune n! pactet oveHb 6bicTpo (1! =1,
5! = 120, 10! = 3628800, 15! = 1307674368000). MNpwu OGonbwwux N ANss NPUONNKEHHOrO
Bbl4MCIEHNS N! MOXHO BOCMNONb30BaTbcs doopmynon CTupnuHra

(1)

Wndp Llesapsa. JanHbin wndp 6ein npuagymaHd Naem KOnvem Llesapem n ucnonb3osancsa MM B CBOEW
nepenncke (1 Bek A0 H.3.). [pMMEHNTENBHO K PYCCKOMY $3blKy CyTb €ro COCTOUT B CregyloLleM.
BobinucbiBaeTca ncxogHoi andaeut (A, B, ..., ), 3aTeM nog HUM BbINMCLIBAETCS TOT XXe andaBuT, HO C
LMKNMYecKnm casuroM Ha 3 OyKBbl BIEBO.
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Puc.2. Tabnuua wundgposameH ansa wndpa Llesaps

Mpu 3awmndcposke Byksa A 3ameHsieTca 6ykson I, B - Ha [ v T. a. Tak, Hanpumep, UCxogHoe coobLueHne
«ABPAMOB» nocne wwndpoBaHma ©OyaeT Boirnagets «OYITICE». [Monyyatenb coobieHus
«FAYTTICE» nweTt aTn ByKBbl B HMXKHEWN CTPOKE M No OykBam Haj HUMW BOCCTaHaBMMBAET MCXOOHOE
coobueHne «KABPAMOB».

Krntoyom B windppe Llesapsa aBnaeTca BennunHa caBura HkHen cTpoku andasuta. KonmyecTBo kroyen
Ona Bcex mogmdukaumn gaHHoro wudpa npMMEHUTENBHO K andaBuTy PYCCKOro sidblka paBHO 33.
Bo3aMOXHbI pa3nuyHble Moandukaumm wundpa Llesaps, B 4aCTHOCTU NO3YyHroBbIv Wndp.

No3syHroBbin wudp. s gaHHoro wudgpa noctpoeHme Tabnuubl Wngpo3amMmeH OCHOBAHO Ha f03yHre
(krtoue) — nerko 3anomMmHaeMoM crioBe. BTopasi cTpoka Tabnuupl Wwndpo3aMeH 3anofiHAEeTCs cHavyana
CMNOBOM-N03YHroM (Npunyem NoBTOpSoLLMECH OyKBbI OTOpACcLIBAOTCA), @ 3aTeM OCTanbHbIMU BykBamu, He
BOLIEAlIME B CMOBO-NO3YHr, B andasBuTHOM mnopsigke. Hanmpumep, ecnv BbIOpaHO CNOBO-MO3YHr
«OJAONHAY», To Tabnuua nmeet crnegyrowmn sug,.

Puc.3. Tabnuua wndposameH ans no3yHroBoro wndpa

Mpu wundpoBaHmum ncxogHoro coobuieHmns « ABPAMOB» no npuBeaeHHOMY BhILLE KIOYY LWdporpamma




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

oyget Bbirnagetb «OAMNOKMWy.

B kayectBe nosyHra pekomeHayeTcs BblbupaTb bpasdy, B KOTOPOW COAEpXaTbCA KOHEeYHble OykBbl
andasuta. B obuwem cnydae, KONUMYECTBO BapMaHTOB HWKHEW CTPOKU (MPUMEHMUTENBHO K PYCCKOMY
A3bIKy) coctasnset 33! (= 10%).

MonubuaHckuin kBagpart. LLUndp n3obpeteH rpeveckum rocyaapCTBEHHbIM AeATeNneMm, NonkoBoALEM U
ncropmkom Monumbuem (Il Bek go H.3.). NpUMEHNTENBHO K pycckomy andaBuTy CyTb LWIMEGPOBaHUSA
3akniovanach B criegytolleM. B kBagpaT 6x6 BbiNMChIBaOTCS OYKBbI.

Puc.4. Tabnuua wndposameH ansa nonnbuaHckoro keagpaTta

Lindppyemasa OykBa 3ameHsIeTCSa Ha KOOpAMHaThl KBagpaTta (CTpoka-cTonbeL), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnn ucxogHoe coobweHmne « AbBPAMOB», To wndporpamma — «11 12 36 11 32 34 13». B
OpeBHen [peuun cooblieHns nepefaBanmCb C MOMOLLBID OMNTMYECKOro Tenerpada (C MOMOLLbH
dakeno). [Ona kaxgon OykBbl coolueHMs B Hadane nogHMMarnocb KONMM4YecTBO (Pakesos,
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COOTBETCTBYIOLLIEE HOMEPY CTPOKN 6yKBbI, a 3aTtemM HoMepy cton6ua.

Wndpyrowan cuctema Tpucemyca (Tputemus). B 1508 r. abbat ns NepmanHumn NoraHH Tpucemyc
Hanucan nevaTtHyto paboTy No KPUNTONOrMmM NoA4 HasBaHuem «llonurpadumsay. B aTon kKHUre oH BnepBble
cMcTemMaTM4eckn onucan npumeHeHne Wndpyowmnx Tabnuy, 3anofnHeHHbIX andgaBnToM B CIy4anHOM
nopsake. [na nonyyeHns Takoro wndgpa 3ameHbl 06bI4HO UCNonNb3oBanuck Tabnuua ansa 3anncu Gyks
andasu1Ta 1 KNOYeBOe CroBo (unu cpasa). B Tabnmuy cHayana BNMcbIBanNoch Nno CTpokam KIoyeBoe
CrnoBo, npuyeM noBTopsomMecs OykBbl OTOpacbiBanucb. 3arteM 3Ta Tabnuua [ononHanacb He
BOoleAwMMK B Hee BykBamu andasuta no nopsigky. Ha puc.6 msobpaxeHa Tabnuua € KA4YeBbIM
cnosoM «JAONHA».

Puc.5. Tabnuua wundgpposameH ana wndpa Tpucemyca

Kaxxgas 6ykBa OTKpbITOro coobLeHms 3ameHsaeTca OyKBOM, pacnofioXXeHHON Nog Hel B TOM e cTonbue.
Ecnu GykBa HaxoguTCsa B NOCNeAHEN CTPOKe Tabnuubl, TO AN ee WudgpoBaHMa 6epyT camyto BEPXHIOK
BykBy cton6ua. Hanpumep, ncxoaHoe coobuieHne «ABPAMOBY, 3awmdposarHoe — « MABUXLLK».
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2.3. MNonurpaMmmHbIe WKgpbI.
MonurpaMmmHbie WndpbI 3aMeHbl - LINGpPLI, KOTopble WKMdPYIT cpasdy rpynnbl (611ok1) CMMBOMOB.

Wudp Playfair (aHrn. «4ectHasa urpa»). bbin n3obpeteH B 1854 r. Yapns3om YUTCTOHOM, HO Ha3BaH
nmeHem nopga JlaiioHa lNMneiidepa, KOTOPLIN BHEAPWUN OAHHbLIA WNEP B rOCyaapCTBEHHbIE CrYXObI
BenukobputaHmn. OH wucnonb3oBancs adHrmuyaHamyn B [lepBor  mupoBonm BouvHe.  Ludop
npeaycmaTpuBaeT LWW@POBaHNe nap cuMBonoB (burpamm). Takum obpasom, 3ToT wWwudp OGonee
YCTOMUUB K B3MIOMY MO CPaBHEHWUIO C LIMEPOM MPOCTOM 3aMeHbl, TaK Kak 3aTpyAHSIeTCA 4aCTOTHbIN
aHanu3. OH MOXeT ObITb NPOBEAEH, HO He ANsi 26 BO3MOXHbIX CUMBOSIOB (NTAaTUHCKWIA andasuT), a ons 26
X 26 = 676 BO3MOXHbIX Burpamm. AHanm3 4actoTbl BUrpaMm BO3MOXEH, HO SIBMSIETCS 3HAYUTENBHO
bonee TpyaHbIM 1 TpebyeT HaMmHOro 6onbluero ob6bema 3almMdpPoOBaAHHOIO TEKCTA.

Onsa wndpoBaHus coobLueHns Heobxoaumo pa3dbuTs ero Ha GurpaMmel (rpynnbl U3 ABYX CUMBOJIORB), MPU
3TOM, ecnu B Gurpamme BCTPETATCA ABa OAMHAKOBLIX CMMBOSA, TO MeXay HUMu fobaBnseTcs 3apaHee
OroBOPEHHbI BCNoMoraTeNnbHbIA CMMBON (B opurnHane — X, ans pycckoro andasuta - A). Hanpumep,
«3awwmndpoBaHHOe COODOLLIEHNE» CTAHOBMTCS «3a WKW (p oB aH HO ec oA 06 we Hu edd». Ond
chopMmpoBaHMs KNoYeBoW Tabnuubl BbibMpaeTcs MO3yHr U Jarnee OHa 3anofHseTcs No npasunam
wndppytoen cuctemol Tpucemyca. Hanpumep, nosyHr «AONHA»
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Puc.6. Kniouesasa Tabnuua ans wndpa Playfair

3atem, pyKOBOACTBYSICb CreaylolwyMu npaBuiiaMu, BbINOSHAETCA 3alungpoBbIBAHME Map CUMBOJIOB
MCXOQHOro TeKcTa:

1. Ecnn cumBonbl GUrpaMmbl MCXOOHOTO TEKCTa BCTPEYATCA B OOHOW CTPOKE, TO 3TU CUMBOIbI
3aMeLLalTCs Ha CUMMBOJIbI, pacriofioXkeHHble B Gnvkanwmx ctonbuax crpaBa OT COOTBETCTBYHLLMX
cumBornoB. Ecnv cumBon siBNseTca nocneaHMm B CTPOKE, TO OH 3aMEeHSIETCA Ha NepBbI CUMBOI 3TOW Xe
CTPOKM.

2. Ecnu cumBonbl Gurpammbl MICXOOQHOTO TEKCTa BCTpeYatoTcs B 04HOM cTonbue, To oHM npeobpasytoTcs
B CUMBOJbI TOTO e cTonbua, HaxoaaWwMMUCa HeNoCPeACTBEHHO nod HUMK. Ecnu cumBson sBnseTtcs
HIDKHMM B CTONGLE, TO OH 3aMeHSIeTCA Ha NepBbIil CUMBOI 3TOTO e cTonobua.

3. Ecnn cumBonsl 6|/|rpa|v||v|b| MCXOOHOIo TeKCTa HaxoaATCA B pa3HbIX CTOJ'I6LI,aX N pa3HbIX CTPOKax, TO
OHU 3aMEHAKTCA Ha CMMBOIJIbl, HaxoadAlWmneca B TexX Xe CTpoKax, HO COOTBETCTByKWLIMe OpyrmmMm yrinam
npAMOYroJibHUKa.




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Mpumep windpoBaHus.

- Burpamma «3a» bopmMupyeT NPAMOYrONIbHUK — 3aMEHAETCS Ha «XKO»;
- Burpamma «Wwm» HaxogATCcsa B OOHOM CTOSbLE — 3aMEHSIETCA Ha «He;
- burpamma «pp» HaxoOdATCA B OOHON CTPOKE — 3aMEHAETCH Ha «XCY;

- burpamma «oB» PopMUPYET NPAMOYTOSNIBHUK — 3aMEHSIETCH Ha «IDKY;
- Burpamma «aH» HaxoAsTCA B O4HON CTPOKE — 3aMeHseTCs Ha «b6ay;

- Burpamma «Ho» hopMUpPyeT NPSAMOYIOSIbHUK — 3aMEHSAETCS Ha «aMy;
- Burpamma «ec» hopMUpyeT NPSIMOYrONbHUK — 3aMEHSETCH Ha «IT»;

- burpamma «osi» popMmpyeT NPAMOYTrOSNIbHUK — 3aMEHSAETCH Ha «Kay;

- Burpamma «o6» chbopMMpyeT NPSAMOYTONIbHUK — 3aMEHSIETCS Ha «May;
- burpamma «uwe» hopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCST Ha KLUEY;
- Burpamma «Hu» PopMUPYET NPAMOYTONbHUK — 3aMEHSETCS Ha «aH»;

- burpamma «esi» hbopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCS Ha «TU».




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

LLngporpamma — «kb toe xc mx 6a am IT Ka na Lé aH rmx.

Ona  pacwmngpoBkM  HEOOXOOUMO  UCMONb30BaTb  MHBEPCUKD  3TUX
cumBornbl A (nnn X), eCnun OHWM He HECYT CMbICNa B UCXOAHOM COOOLLEHUN.

3. MpaKkTnyeckasa 4yacTb

3awwmdpyrte cBOK hamMuUnNuio C MOMOLLBIO CReayoLLmMX LN POoB:
- Wndppa Lesaps;

- NNO3YHroBoro wugpa;

- nonmMburaHcKoro KBagpaTa;

- Wudpytowen cnctemsl Tpucemyca;

- wudppa Playfair;

npaewun,  OTKMAObIBas

Mpn odopmneHnn otyeTa HeobxoauMO NpMBECTM WUCxodHoe coobueHne (damunuio), Tabnuuy
wndposameH, knwod (ecnm Tabnuua wWndpo3aMeH He SABNSAETCA KAYOM) U 3awmdpoBaHHOE

coobLeHue.

OIIK-2 BnageHrem 0a30BBIMU 3HAHUSIMU B 00JIACTH WH(GOPMAIIMOHHBIX TEXHOJIOT U

3HaTh

| bazoBble nousiTs B obnactu UT. |

1. Haubonee xapakTepHble Oyayniue 4epTbl HHGOPMAIIMOHHOTO 00pa3a >KU3HH.




CTpyKTypHBI

1 DJIIEMEHT IInanupyemsble pe3ysbTaThl
OneHouHble CpeaCcTBa
KOMIIETEHIIH o0yueHus
"

CymHocTh 1 0011yI0 2. CymHocTb npo6aemMbl HH)OPMAIIMOHHOTO HEPAaBEHCTBA.
XapaKTePUCTUKY 3. HudopmanmonHas cBo0o01a IMYHOCTH U CPEICTBA MACCOBOM MH(OpMaIUH.
MH(}OPMaLIMOHHBIX MTPOLIECCOB 4. WNudopmarnmonHas cBodoaa B HHPOPMAITMOHHOM OOIIIECTBE.
UH(POPMALIMOHHOTO 001IecTBa B 5. OcCHOBHbIE IPEIOCHIIKY JUIsl UH()OPMAIIMOHHBIX IPECTYIUICHUH.
acrekTe HHPOPMALMOHHOM 6. OcHOBHBIEC BUIbI IPECTYIUICHUH B HHTEIUICKTYaJIbHOU cdepe.
0€30I1aCHOCTH. 7. OCHOBHbIE BUJIbl KOMITBIOTEPHBIX MPECTYIICHUH.
CoBpemennoe cocrosinue ypoBas | 8. Kak onpenenensl moHaTusi 0aHKOBCKas, KOMMEpUYECKasi M CiIy)keOHas TaifHa B [ paknaHcKoM
Y HaIlpaBJICHUN pa3BUTHS konekce Poccuiickoit @enepanuu.
IIPOrPaMMHBIX CPEJCTB B 9. Kak oTpaxeHbl BOIPOCHI MPABOBOTO peXHMa WH(GOPMAIMKA C OTPAHUYCHHBIM JIOCTYIIOM B
oOactu obecnieueHust 3aKOHaX O IOCYAApCTBEHHOM M KOMMepYecKo# TailHax, B IpakJjaHCKoM Kojekce PO B cratbe
MH(pOpPMaLlMOHHON 06€3011aCHOCTH 139 «Cny:xebHast 1 KOMMepUecKasi TaitHay.
U 3aIIUTHl HHPOPMAIUH. 10. Kakue cBeqieHHsI He OTHOCATCS K KOMMEpUECKOi TaitHe?

11. Kak ompezensieTcsi TOHATHE M COJAEpKaHHE KOH(UIEHIUATbHON HuHGoOpMaluu B YKasze

IIpe3unenta PO «O0 yTBepKIeHUN TIepeuHs CBeIeHNH KOH(PUAESHIIMATLHOIO XapaKTepay.
12. Ctpyktypa u coaepxanue pokymeHta «llomutuka wH(pOpMaMOHHON 0€30mMacHOCTH
OpraHU3aLn».
YMmerTs: CamMocTosATeNbHO 1 MangaTHas OJIUTUKA 10CTYyTIA:

OPHUEHTUPOBATHCS B a) OmnpenenseT npasa A0CTYyNa UACHTUPUIMPOBAHHBIX CYOBEKTOB K 00bEKTaM

COBPEMEHHBIX HH()OPMAITHOHHBIX
TEXHOJIOTUAX
npodeccuoHanbHOM 00IacTH.

IIpumeHnATH c
npodeccuoHaNBHOM
JeSITeTbHOCTH COBpPEMEHHBIC
cpenctea UKT.

ObecneunBaTh 3aLUTY
uH(OpMaLUU BO BpeMs paboThI ¢

Ha OCHOBE 33J]aHHBIX BHEITHUX MPaBWI (MATPHUIILI JOCTYTIA).

0) Onmnpeneasier mnpaBa jJocTyna Ccy0beKTOB K o00beKTaM WM pa3peniaer
UHGoOpMALIMOHHBbIE OTOKH MeXIY 00beKTAMH HAa OCHOBE M3MEHSIeMbIX METOK NPAaB J0CTyNa
Cy0ObeKTOB M METOK KOH(PHAEHIIHAILHOCTH 00bEKTOB.

B) SIBnsieTcs anropuTMOM (POPMHUPOBAHKS MATPHUIIBI JOCTYIIA.

r) Comep>XUT WHCTPYKIUIO JUIsI CHCTEMHOTO aJIMHUHHCTpATOpa MO TMPEIOCTABICHHUIO TpaB
JIOCTYTIA Pa3IuYHbIM MOJIb30BATEISAM.

2 KoMIbIOTEpHBIM BUPYCOM Ha3bIBAETCS:




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

COBPEMEHHBIMU CpelcTBaMHu
HKT.

a) Ilporpamma, ciocoOHasi BHeAPATHCS B Ipyrue NporpamMmmai, €
BO3MOKHOCTBI0 CAMOBOCIIPOM3BO/JCTBA.
0) Bun 6axrepuil, pa3pymaronmii MUKpOCXEMBI.
3. B) [Ipouecc paspyuenus uHGopMauu Ha HEUCIPABHOM KECTKOM JIUCKE.

4.

3 Yro 34€Ch HC OTHOCUTCA K aHTUBHUPYCHBIM IIPpOTpaMMaM:
a) Dr. Web
0) AVP
B) Norton DiskDoktor

4 B cucteme ctangaptoB «OO0IIMe KpuTeprm» TpeOOBaHMs HE 00BEAUHSIOTCS B:
a) Knaccer
0) CemeiicTBa
B) I'pynnsbi

5 B nokymenrax ['ocTexxomMHucCuM 1Mo/ MOKa3aTeIsIMU 3alUIEHHOCTH
MTOHUMAETCS:
a) DKcIepTHas OLEHKA CUCTEMBI 3aIlUThl MHPOPMAIIUH 110 MATHOATIIbHON
HIKase.
0) Ilepeyens rpynnsl TpedoBanmnii, HeOOXOAUMBIX J1JIsl BBINIOJHEHHS B HHPOPMALMOHHBIX

cucTeMAax 3aJJaHHOI0 KJiacca 3alMIIEHHOCTH.

B) BpCMCHHLIC XapPaKTCPUCTUKU PCAKIHUU CHCTCMbI 0C30IMacCHOCTH Ha 06Hapy)KCHI/IC

HCCaAaHKIIUOHUPOBAHHOI'O JOCTYyIIA.

Bnanets:

Haspikamu ucnons3oBanust
coBpeMeHHbIx MKT.

Konmponvnas paboma




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

[TpuniunamMu paboThI CITyKO
WNuTtepHet s coopa
npodeCCHOHAILHON
uHpopmanuu.

ba3oBeiMU nipreMamMu
pa3Merienust ”HQpOopMaIiK B
OTKPBITOM JIOCTYIIE C TOMOIIBIO
coBpeMeHHbIX MKT.

3awwmTa MHopMaLum ¢ NOMoLWbI0 KpunTorpacum
1. Uenb paboTbl

Llensio paboTbl siIBNSieTCs UccnegoBaHve 3aliuTbl MHGOPMaUMU C NPUMEHEHWeM MPOCTEeMLWnX
MPUHLMMNOB KpUnTorpadguu.

2. TeopeTnyecKasl HacTb
2.1 lndbpbl 3ameHbI

CywHocTb WncpoBaHUA MEeTOAOM 3aMeHbl 3aknyaetcs B cnegywowem [2]. lMycte wudpytotea
COO0OLEHNA Ha PYCCKOM si3blke M 3aMeHe MoAanexuT kaxaasa OykBa aTmx cooblieHui. Torga, Oykee A
NCXOAHOro andaBsmTa CONOCTaBnseTCA HEKOTOPOE MHOXECTBO CUMBOMOB (Lwndpo3ameH) My, B — M, ...,
A — M;.. LLUndposameHbl BbiIbMpatoTcs Takum obpasom, YTobbl nobble Asa MHoxecTBa (M, u M,, i # j) He
cofepanu ognHakoBbix anemeHToB (M, N M, =@ ).

Tabnuua, npuBeaeHHas Ha puc.1, ABNSETCa KNoYoM LWngpa 3aMmeHbl. 3Has ee, MOXXHO OCYLLIECTBUTL Kak
WwnpoBaHue, Tak U paclungppoBaHue.

Puc.1. Tabnuua wndposameH

Mpn wundppoBaHmm kKaxgas Oykea A OTKPbLITOTO COo0bLEHNs 3aMeHsieTcss NbbiM  CMMBOJIOM U3



https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/literatura

CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

MHOXecTBa Ma. Ecnn B coobLLEeHMN COOEPXKUTCA HECKOMNbKO OYkB A, TO Kaxadasi U3 HUX 3aMeHsIeTcs Ha
no6Goi cumBon 13 M,. 3a c4eT 3TOro ¢ NOMOLLBI OAHOMO KIoYa MOXHO MOMYYUTb pas3nnyHble BapuaHTbI
LMdpporpaMMbl AnNst OAHOTO U TOTO e OTKPbITOro COOBLLIEHNS.

Tak kak MHOXecTBa M, Mg, ..., M; nonapHo He nepecekaroTcd, TO MO KaKAOMY CMMBOMY LWIMporpaMmmbl
MOXHO OIHO3HAYHO ONpeaennTb, KAKOMY MHOXECTBY OH MPUHAANEXUT, U, CrefoBaTenbHO, Kakyto BykBy
OTKPbITOrO coobLleHnst OH 3ameHseT. [MoaTomy paclumMdpoBaHue BO3MOXHO M OTKpbITOe COoobLLeHne
onpegenseTcd eqUHCTBEHHBIM 06pa3oMm.

MeToa 3ameHbl YacTo peanusyeTcs MHOTMMU Mofb3oBaTensamu npu pabote Ha komnbioTepe. Ecnn no
3a6bIBUMBOCTU HE NEPEKIIOYNTL Ha KNaBnaType Habop CMMBOIOB C NaTUHMULbI HA KUPUNNWLY, TO BMECTO
OGykB pycckoro andasuta npu BBOAEe Tekcta OyayT nevataTbcs OykBbl NaTtuHCKOro andgasuTa
(«wmncpposameHbi»).

LLndbpbl 3amMeHbI MOXHO pasgenvTb Ha creaylolime noaknacchbl:

- wndpbl OAHO3HAYHOW 3aMeHbl (MOHOaNMaBUTHbIE, MPOCTble MNOACTAHOBOYHbLIE). Konuyectso
Lundbpo3amMeH A Kaxaoro cuMBoria ncxogHoro andasuta pasHo 1 (| M, | = 1 ans ogHoro cumBona);

- nonurpamMmmMHble WKUdpbl. AHanorMyeH npeablgylieMy 3a UCKIYEHWEM TOro, YTo Ludpo3ameHe
COOTBETCTBYET cpa3sy 6ok cMMBOOB McxoaHoro coobueHus (| M | = 1 gns 6rnoka cumBOMOB);

- omodpoHnveckme wndpbl (OAHO3BYYHbIE, MHOIFO3Ha4YHON 3ameHbl). KonnyecTBo wndposameH ans
OTAeNbHbIX CMMBONOB McxoaHoro andasuta 6onbwe 1 (| M | 2 1 gns ogHoro cMMmBeona);

- nonunandgaBuTHble WKUgpbl (MHoroandaesuTHble). COCTOUT U3 HECKONBbKUX LUMGPOB OOHO3HAYHON




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

3ameHbl. Bblibop BapunaHTa andasuta ans 3awmndpoBaHMs OAHOrO CMMBOMA 3aBUCUT OT 0COBEHHOCTEN
meToaa wudpposarus (| Mi | > 1 ana ogHoro cumsona).

Ona 3anucu mncxogHbIX U 3aWM@POBAHHBIX COOOLLEHWUA UCNONb3YKTCA CTPOro OnpeAeneHHbIe
andgasuTbl. NMoag and)aBUTOM B JaHHOM crlyvyae NoHMMaeTcsl Habop CMMBOIIOB, CIy)Xalluin Ans 3anucu
coobLieHnin. Andasutbl ONst 3aNMCU UCXOOHbLIX U 3aWMdPOBaHHbLIX COOOLEHUI MOTryT OTIM4YaTbCs.
CumBonbl 0boux andaeBuToB MOryT ObiTb MpeactaBneHbl OyKBamKu, MX COYETAHUSAMW, 4YUCNaMu,
PUCYHKaMU 1 T. B kayecTBe npvmepa MOXHO NPUBECTM NMIALLYLLNMX YENOBEYKOB 13 pacckasa A. KoHaH

Oownna ( ) N PYKOMUCb PYHUYECKOro NMcbMa (| ) 3 pomana XK. BepHa «[yTewectaue k
LeHTpy 3emnuy.

2.2. lincbpbl o4gHO3HAYHON 3aMEHbI.

MakcumanbHOe KonmMyecTBO Kntoden ans noboro wudpa 3TOro Buaa He npesblwaet n!, raen —
KONnmM4ecTBO CMMBOJIOB B andasuTe. C yBenUMYeHNEM Yncna N 3HavyeHne n! pacteTt oveHb 6bicTpo (1! =1,
51 = 120, 10! = 3628800, 15! = 1307674368000). lNpwu 6Gonbwnx N AN NPUBAUKEHHOrO
BblYMCEHNS N! MOXHO BOCMNONb30BaTbCcA hopmynon CTupnuvHra

(1)

Wudp Lesapsa. JaHHbin wndp 6ein npugymad Maem KOnvem Llesapem n ucnonssosancsa MM B CBOeW
nepenucke (1 Bek A0 H.3.). [PUMEHUTENBHO K PYCCKOMY $3blKy CYTb €ro COCTOUT B CIiedyHLLEM.
BbinucoiBaeTtcs ncxogHbin andasut (A, B, ..., A), 3aTem nog HUM BbINMCbIBAETCSA TOT Xe andaBuT, HO C




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

LMKITMYECKNM CcABMIOM Ha 3 6yKBbI BIEBO.

Puc.2. Tabnuua wundgposameH ansa wndpa Llesaps

Mpu 3awmndpoBke OykBa A 3ameHsieTcs 6ykson I, B - Ha [ v T. g. Tak, Hanpumep, NCXo4HOe coobLleHne
«ABPAMOB» nocne wwncppoBaHma ©Oyanet Boirnagets «TOYITICE». [Monyyatene coobLieHus
«FAYTTICE» nweTt 3Tn GyKBbl B HKHEWN CTPOKE M Mo OykBam Haj HUMW BOCCTaHaBIIMBAET MCXOOHOE
coobueHne «KABPAMOB».

Krnitoyom B windppe Llesapsa aBnaeTca BennunHa caBura HkHen cTpoku andasuta. KonmyecTBo kroyen
Ona Bcex mogmdukaumin gaHHoro wudpa npMMEHUTENBHO K andaBuTy PYCCKOro sidblka paBHO 33.
Bo3MOXHbI pa3nuyHble Moaudukaumm wndpa Llesapsi, B 4aCTHOCTU NO3YHIroBbIN LWMAP.

No3syHroBbin wudp. s gaHHoro wudgpa noctpoeHme Tabnuubl Wngpo3amMmeH OCHOBAHO Ha f03yHre
(krtode) — nerko 3anomMmHaeMoM crioBe. BTopasi cTpoka Tabnuupl Wwndpo3aMeH 3anofiHAEeTCs cHavana
CINOBOM-I03yHrOM (Npuvyem NoBTopstoLLMecs OykBbl OTOpacLIBaOTCA), @ 3aTeM OCTanbHbIMU ByKBamu, He
BowealwMe B CNOBO-NO3yHr, B andgasuTHOM nopsake. Hanpumep, ecnv BbIGpaHO CrioBO-NO3YHr
«OJAONHAY», To Tabnuua nmeet crnegyrowmn sug,.




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
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[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Puc.3. Tabnuua wndposameH ans no3yHroBoro wndpa

Mpu wmdpoBaHum ncxogHoro coobuieHns « ABPAMOB» no npvBeAeHHOMY BhILLIE KITHOYY Lndporpamma
oyaet BoirnageTs «OAMNOAKMNy.

B kayectBe nosyHra pekomeHayeTcs BblGupaTb hpasdy, B KOTOPOW COAEpXaTbCA KOHEeYHble OykBbl
andgasuta. B obuwem cnyvae, KONUMYECTBO BapuaHTOB HWKHEW CTPOKM (MPUMEHUTENBHO K PYCCKOMY
A3bIKy) coctasnset 33! (= 10%).

MonubuaHckuin kBagpar. LLndp n3obpeteH rpeveckum rocyaapCTBEHHLIM AeATENEM, NOSKOBOALIEM U
ncropukom lNonubuem (lll Bek Ao H.3.). NpumeHUTENbHO K pycckoMy andasBuTy CyTb LWKpoBaHus
3akntovanach B crniegytolleM. B kBagpaT 6x6 BbINMCbIBaOTCA OYKBbI.

Puc.4. Tabnuua wndposameH ans nonnbunaHckoro keagpaTa

Lndppyeman 6ykBa 3ameHsieTCs Ha KOopAuHaTbl KBagpaTa (CTpoka-ctonbeL), B KOTOPOM OHa 3anucaHa.




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Hanpumep, ecnn ucxogHoe coobuieHne « ABPAMOB», To windporpamma — «11 12 36 11 32 34 13». B
[peHen [peunn cooblieHns nepegaBanncb C MOMOLLBIO ONTUYEcKoro Ttenerpada (C MomoLlbto
dakenoB). [Ons kaxgoh OykBbl COOOWEHWss B Hayane noAHMMarnocb KONM4yecTBO (haKernos,
COOTBETCTBYHOLLIEE HOMEPY CTPOKM BYKBbI, @ 3aTeM HOMepy cTonbua.

Wudpyrowan cuctema Tpucemyca (Tputemus). B 1508 r. abbat ns NepmanHumn NoranH Tpucemyc
Hanucan nevaTHyo paboTy no kpunTonorun nog HassaHnem «lMonurpadusi». B 31O KHUre oH BnepBble
CUCTEMATMYECKN onucan npuMeHeHue WMGPYOLWKMX Tabnumu, 3anonHEHHbIX andaBMToM B CryYanHOM
nopsigke. [ns nony4yeHus Takoro wwudgpa 3ameHbl 06bIYHO Mcnonb3oBanucek Tabnuua ans 3anucu 6yks
andasu1Ta n Kn4eBoe crnoso (unu ¢pasa). B Tabnuuy cHayana BNMcbIBanoch No CTpokam KryeBoe
CrnoBoO, Mpuyem noBTopsiomecss OykBbl OTOpackiBanuchk. 3atem 3Ta Tabnuua OOMOoNHsnacb He
BoweawmmMm B Hee OykBamu andasuTa no nopsgky. Ha puc.6 mnsobpaxeHa Tabnuua C KM4YeBbIM
crnosom «JAONHAY.

Puc.5. Tabnuua wndposameH ans wudpa Tpucemyca

Kaxxgas GykBa OTKpPbITOro CoobLLEHUS 3amMeHsIeTcs OYKBOW, PacnonoXXEHHOW MO HEWN B TOM e CTonbLe.
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[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Ecnu 6ykBa HaxoauTcs B NocreaHeln CTpoke Tabnuubl, To ANs ee WndpoBaHus 6epyT camyto BEPXHIOH
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awndposaHHoe — « INBUXLLK».

2.3. NMonurpammHblie wundgpbl.
MonurpammHbie Wndpbl 3aMeHbl - LINGpPbI, KOTopble WKdPYT cpasdy rpynnbl (6r1ok1) CMMBOMOB.

Wndp Playfair (aHrn. «MectHasa urpa»). bbin n3obpeteH B 1854 r. Yapnb3oM YUTCTOHOM, HO Ha3BaH
umeHem noppaa JlanoHa lNMnendepa, KOTOPLIN BHEAPUN OaHHbIA LWNGP B rOCYyAAapPCTBEHHbIE CryXObl
BenukobputaHmn. OH wncnomnb3oBancst adHrmuyaHamyn B [lepBoi  mupoBon  BoWHe.  Ludp
npeaycmaTpmBaeT LWM@poOBaHNe nap cumBonoB (burpamm). Takum obpasom, aToT wndp OGonee
YCTONYMB K B3MIOMYy MO CPaBHEHWUIO C LWIMEPOM MPOCTON 3aMeHbl, TaK Kak 3aTPYAHSETCS 4YacTOTHbIN
aHanu3. OH MOXeT ObITb NPOBEAEH, HO He Ansi 26 BO3MOXHbIX CUMBOSOB (NaTUHCKMIA andasuT), a Ansa 26
X 26 = 676 BO3MOXHbIX OurpaMmm. AHanma 4actoTbl OBUrpaMm BO3MOXEH, HO SIBMSIETCA 3HAYUTENbHO
bonee TpyaHbIM 1M TpebyeT HaMHoro 6onbluero obbemMa 3almMdpPoOBaHHOIO TEKCTA.

Onsa wndpoBaHusa coobLueHms Heobxoaumo pa3buTe ero Ha Gurpammel (rpynnbl U3 ABYX CUMBOMOB), NPU
3TOM, ecrnu B burpaMmme BCTPETATCS ABa OAMHAKOBLIX CMMBOMA, TO MeXAy HUMK gobaenseTcs 3apaHee
OroOBOPEHHBLIN BCOMOraTenbHbli CMMBON (B opuriHane — X, ansa pycckoro andgasuta - A). Hanpumep,
«3awmncpoBaHHOEe COOGLLIEHNE» CTAHOBUTCS «3a WKW (p OB aH HO ec oA o6 we Hu edd». Ong
hOpPMUPOBaAHNA KMOYEBOW Tabnuubl BbIOMpaeTCa NMO3YHr M Jarnee OHa 3anofiHAeTCs Mo npaBunam
wndppyrowen cuctemol Tpucemyca. Hanpumep, nosyHr « JAONHA»
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Puc.6. Kniouesasa Tabnuua ans wndpa Playfair

3atem, pyKOBOACTBYSICb CreayrWwyMU NpaBuiiaMu, BbIMOSHSAETCS 3alndpoBbIBAHUE Map CHUMBOJIOB
MCXOQHOro TeKcTa:

1. Ecnn cumBonbl GUrpaMmbl MCXOOHOTO TEKCTa BCTPEYalTCs B OOHOW CTPOKE, TO 3TU CUMBOJbI
3aMeLLalTCs Ha CUMMBOJIbI, pacriofioXkeHHble B Gnvkanwmx ctonbuax crpaBa OT COOTBETCTBYHLLMX
cumBonoB. Ecnv cumeon siBnseTca nocneaHUm B CTPOKE, TO OH 3aMEHSIETCA Ha NepBbI CUMBOI 3TOW Xe
CTPOKM.

2. Ecnu cumBonbl Gurpammbl MICXOAQHOTO TEKCTa BCTpeYatoTcs B 04HOM cTonbue, To oHM npeobpasyoTcs
B CUMBOJbI TOTO e cTonbua, HaxoaaWwMMUCa HeNoCPeACTBEHHO nod HUMK. Ecnu cumBson sBnseTtcs
HIXKHMM B CTONGLE, TO OH 3aMEHSIeTCA Ha NepBblii CUMBOI 3TOrO Xe cTonbua.

3. Ecnn cumBonsl 6|/|rpa|v||v|b| MCXOOHOIo TeKCTa HaxoaAaATCA B pPa3HbIX CTOJ'I6LI,aX N pa3HbIX CTpOKax, TO
OHU 3aMEHAKTCA Ha CMMBOIJIbl, HaxoadAlWmneca B TexX Xe CTpoKax, HO COOTBETCTByKWLIMe OpyrmmMm yrinam
npAMOYroJibHUKa.
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Mpumep windpoBaHus.

- Burpamma «3a» bopmMupyeT NPAMOYrONbHUK — 3aMEHAETCS Ha «XKO»;
- Burpamma «Wwm» HaxogATCcsa B OOHOM CTOSbLE — 3aMEHSIETCA Ha «He;
- burpamma «pp» HaxoOdATCA B OOHON CTPOKE — 3aMEHAETCH Ha «XCY;

- burpamma «oB» PopMUPYET NPAMOYTOSNIBHUK — 3aMEHSIETCH Ha «IDKY;
- Burpamma «aH» HaxoAsTCA B O4HOWN CTPOKE — 3aMeHseTCH Ha «b6ax;

- Burpamma «Ho» hopMUpyeT NPSMOYTOSIbHUK — 3aMEHSAETCS Ha «aMy;
- Burpamma «ec» hopMUpyeT NPSIMOYrONbHUK — 3aMEHSETCH Ha «IT»;

- burpamma «osi» popMmpyeT NPAMOYTrOSNIbHUK — 3aMEHSAETCH Ha «Kay;

- Burpamma «ob6» chopMmMpyeT NPSAMOYTONbHUK — 3aMEHSIETCS Ha «May;
- burpamma «ue» hbopMmnpyeT NPSAMOYTONbHUK — 3aMEHSIETCSI Ha KLUEY;
- Burpamma «Hu» PopMUPYET NPAMOYTONbHUK — 3aMEHSETCS Ha «aH»;

- burpamma «esi» hbopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCS Ha «TU».
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Lndgporpamma — «kb toe xc mx 6a am It ka na LWé aH rmy.

Ona  pacwmngpoBkM  HEOOXOOUMO  UCMONb30BaTb  MHBEPCUID  3TUX
cumBornbl A (nnn X), eCnun OHWM He HECYT CMbICNa B UCXOAHOM COOOLLEHUN.

3. MpaKkTnyeckasa 4yacTb

3awwmdpyrte cBOK hamMuUnNuio C MOMOLLBIO CReayoLLmMX LN POoB:
- Wndppa Lesaps;

- NNO3YHroBoro wugpa;

- nonmMburaHcKoro KBagpaTa;

- Wudpytowen cnctemsl Tpucemyca;

- wudppa Playfair;

npaBun, OTKMAbIBas

Mpn odopmneHnn otyeTa HeobxoauMO NpMBECTM WUCxodHoe coobueHne (damunuio), Tabnuuy
wndposameH, knwod (ecnm Tabnuua wWndpo3aMeH He SABNSAETCA KAYOM) U 3awmdpoBaHHOE

coobLleHune.

OIIK-4 BnasieHueM HaBBbIKaAMU UCIIOJIb30BAHUS KOMITBIOTEPHON TEXHUKH U MH(POPMALIMOHHBIX TEXHOJIOTHI B TOMCKE UICTOYHUKOB U JIUTEPATYPHI,
MCII0JIb30BaHMHU MPABOBBIX 0a3 JAHHBIX, COCTABICHUH OMOIMorpaduuecKiX U apXUBHBIX 0030pOB

3HaTh

| OCHOBHBIE HOHSATHUS

1. Cnyx6a nndopmanmonHoil 6e3omacHocTi opranu3anuu. CocTaB, LEIN U 3aJa4d CIYKOBbI




CTpyKTypHBI

1 BJIEMEHT [Imanupyembie pe3yJIbTaThl
OneHouHble CpeaCcTBa
KOMIIETEHIIH oOyueHus
"
oTpesieIIeHuUs B obnactu nH(OPMAIIMOHHON 0E30MaCHOCTH OpraHU3aIUH.
obOecnieuenus uHpopmanuoHHOW [ 2. Ponb cranmaptoB u TpebGoBaHuii 1O HMH(POpPMALMOHHONW O€30MaCHOCTU MPEANPUSATUS B
0e301acHOCTH U 3aIUTHI ¢dopmupoBanuu «llomuTnky HHPOPMATMOHHOHN OE30ITACHOCTH OPTraHU3AIUN.
uH(pOpMaLIUH. 3. IlpuHuunel pacupeeneHus TOJTHOMOYHIA.
Knaccugpukamun  BpemoHocHsix | 4. Ilponemypsl M MeTonpl WHGOPMAIIMOHHON 0€30IMacHOCTH OpraHM3alMd KaK COCTABIISIOLIHNE
nporpamMmm «[Tonutuku nHPOPMAITMOHHON 6E€30MACHOCTH OPraHU3ALUN».
Crioco6s1 3amutsl wHGOpMarmu | 5. [Ipodwnm 3ammTe.
B aBTOMATHU3UPOBaHHBIX | 6. OO05M3aHHOCTU COTPYIHUKOB MO 0OECIIEYCHUIO HHPOPMAIIMOHHON 0€301aCHOCTH.
cucreMax oOpabOTKM mJaHHBIX,| 7. Ilopsmok ycTaHOBIEHHs pexuMa KOHGHUACHIHATbHOCTH nH(popMarmu. Ilepedens cBeneHuil,
[JI00ANBHBIX U JIOKAIBHBIX CETSX, OTHOCUMBIX K KOH(PHUACHIIMATHHON HHPOPMAIIUU U HE TIOJIJISKAIINX 3aCEKPEUUBAHUIO.
3aIUTHI oT BpenoHOCHBIX [ 8. TpeOoBanus, NPEIbSBIISIEMbIE K NpeTeHICHTaM Ha paboty c
nporpaMm KOHQHUIEHIIMATbHOH  MHpOpManuell W K TMpeTeHJeHTaM Ha JOJDKHOCTh  CIIYyKOy
MH(}OPMALIMOHHON OE€30MMaCHOCTH.
9. Tlopsnok obecriedeHns: COXPaHHOCTH KOH(DUICHINANBHON HHPOPMALIUU ITPU ITOCTOSHHOM HJIH
BPEMEHHOM  TIPEKpalleHWH  TIOJb30BaTelieM  JOCTylma K  KOH(HUICHIHAILHOMY
MH(POPMALIMOHHOMY pecypcy.
10. Opranu3anuoOHHBIC MEPHI TI0 0OECTICUSHUTO | IO ICPKAHUIO HH(OPMAITMOHHON 0€301TacCHOCTH
B IIEpUO/JT UpE3BbIYAMHBIX CUTYaLIUH.
11. Bunel uaopmanu opraHu3aum, noajexaliye 3amre.
12. PernamenTtanus JeWCTBUH BceX KaTeropuil COTPYAHMKOB, JOMYIIEHHBIX K paboTe ¢
WH(POPMAIIMOHHBIMH CUCTEMaMH.
13. Cuctema oOpraHu3allMOHHO-PACTIOPATUTEIBHBIX JTOKYMEHTOB YUPEXKICHHUS I10 BOIPOCAM
obecrieueHrst ”HPOPMAITMOHHON OE30TaCHOCTH.
YMers: CoxpansiTe HMHpOpPMAIMIO  OT 1 KayectBo cuctembl ”HGOPMAITMOHHON 0€30MacCHOCTH MOKET ObITh OLIEHEHO:
HECaHKIIMOHUPOBAHHOTO a) 3aIyCcKOM CIeUaIbHOM TECTOBOW MPOTPaMMBI.
JIOCTyTIA. 0) Ha ocHOBe 3KCIIEPTHOI0 aHAJIM3a PA3JIMYHBIX MoKa3aTeel 3G PeKTUBHOCTH.

HaCTpaI/IBaTL 1N HUCIOJb30BaThb

B) KonnuectBoM PCAIM30BAHHBIX 3alIIUTHBIX (bYHKHHﬁ, JACKIIAPUPOBAHHBIX B TOKYMCHTAIINH.




CTpyKTypHBI

1 DJIIEMEHT IInanupyemsble pe3ysbTaThl
OneHouHble CpeaCcTBa
KOMIIETEHIIH oOyueHus
u
CHenualIn3upOBaHHOE
antuBupycHoe 110. 2 Kakoe yTBepKeHHE BEPHO:
Hcnonp3oBath METO/IbI u a) [locnenHue Bepcun aHTUBUPYCHBIX IPOTPaMM U PETYIIIPHOE OOHOBJIEHHE

Cpe/CTBa 3alIUuThl HHPOPMAIIUH.

OC rapaHTUpyIOT 3alIUTY OT BUPYCOB.

0) OC ¢ rpaMOTHO peaIM30BAHHOW CHCTEMON 3aIMTHI OT HECAHKIIMOHHPOBAHHOIO
AOCTYMNA JIy4llle 3alMIIeHa 0T BUPYCHBIX aTaK.

B) 3alIUTy OT BUPYCOB rapaHTUPYET UCIOJIb30BaHUE TOJIBKO JUIIEH3MOHHOTO MPOTrPaMMHOI0
oOecrieyeHus.

3 bpannmayasp 370!
a) Mcrounuk Gecriepe0oifHOTO MUTaHMUS.
0) MeskcereBoi GuiabTp.
B) [Iporpamma npocmotpa Web-crpanui.

4 TludpoBast mOANKCH ITO:
a) KirroueBoe cnoBo mian Habop 1udp B KOHIIE DJIEKTPOHHOTO JOKYMEHTA,
M3BECTHOE TOJIBKO OTIPABUTENIO U MOIYYaTEeIIoO.
0) Lludbposoe npeacrapnenHue rpadguueckoro n300pakeHus MepCOHATBLHON MOAMKCH YeTOBeKa.
B) Pe3yabTaT npuMeHeHusi cnenuajbHOil (QYHKUMH K COAEPKHUMOMY [OKyYMEHTa ¢
KJIIOYOM, HM3BECTHBIM TOJbKO OTHPABUTENI0, U KOTOPbIH MOKHO NPOBEPUTH € MOMOIIbIO
KJII0YA, U3BECTHOI'0 BCeM MOJIyqaTesIsiM.

5 BupryanpHblii 3aIUIIEHHBIN KaHAJI CTPOUTCS:
a) Ilyrém mudppanun uapopMannu, Npoxoasiieil Yepe3 OTKPbIThbIE
rJ100aJbHbIE CETH.
6) [lna mepenaun BUIEO M ayAuo MHGOpPMAIMK B MPUBUIETHPOBAHHOM, 3AIUIIEHHOM OT
3a/IepKEK U MPEPBIBAHUI pEKUME.
B) J1s MMUTaIMM WCHOJIB30BAHUS CUCTEMBl 3alIUTHl MH(OpMAIMM C [EJNbI0O BBECTH B




CTpyKTypHBI

1 DJIIEMEHT IInanupyemsble pe3ysbTaThl
OneHouHble CpeaCcTBa
KOMIIETCHIIU o0yueHus
u
320y /IeHHE BO3MOKHOT'O 3JI0YMBIIUIEHHHKA.
Bnaners: [TpodeccrnonanbHbIM SI3BIKOM Konmponvnas paboma

MPEAMETHOM 00J1acT 3HAHUSI.
HaBplkamu 3amuThl © O0pBHOBI C
BPEIOHOCHBIMH IPOTPAMMAaMH.
Haseikamu PUMEHEHUS
MPOTPaMMHBIX CPEACTB 3alTUTHI
uH(OPMALMd B KOMITBIOTEPHBIX
CeTsX.

3awwmTa MHcopmaumm ¢ nomoLbLo Kpuntorpacum
1. Llenb paboThbl

Llenbto paboTbl SIBNSETCH MWCCNegoBaHWe 3aliuTbl MHGOPMauuM C MNPUMEHEHVWEM MNPOCTENLIMX
MPVUHLMMOB KpUnTorpacuu.

2. TeopeTnyeckas 4acTb
2.1 lndbpbl 3ameHbI

CywHocTb WwungpoBaHMs MeTodoM 3aMeHbl 3aknyaeTca B crniegytowem [2]. Tyctb wudpytoted
COO0OLEHNA Ha PYCCKOM si3blKe M 3aMeHe MoAanexuT kaxaasa bykea aTux coobuieHun. Torga, Oykse A
NCXoQHoro andaBuTa CONOCTaBNSAETCA HEKOTOPOE MHOXECTBO CMMBOSIOB (LundposameH) My, B — Mg, ...,
A — M;. lndposameHbl BbIGpatoTca Takum obpas3om, 4Tobbl nobele asa mHoxecTBa (M, u M,, i # j) He
copgepxanu oguHakoBbix anemeHtoB (M N M, =3 ).

Tabnuua, npuBeaeHHas Ha puc.1, ABNSETCS KNoYoM Wndgpa 3ameHbl. 3Has ee, MOXXHO OCYLLIECTBUTL Kak
WwnppoBaHue, Tak U paclumdppoBaHue.



https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/literatura
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Puc.1. Tabnuua wndposameH

Mpn wudpoBaHum kaxaasi Oyksa A OTKPbITOrO COOOLLEHMSI 3aMeHsieTcs MobbiM  CMMBOSIOM U3
MHOXecTBa Ma. Ecnn B coobLueHMn coaepknTcs HeCKomnbko OykB A, TO Kaxaasi U3 HUX 3aMeHsIeTcs Ha
nto6oii cumBon 13 M,. 3a c4HeT 3TOro C MOMOLLBHO OAHOIO KitoYa MOXHO MOMYYMTb PasfnvyHble BapuaHTbl
LWndporpaMmbl Anst OQHOMO M TOTO XKe OTKPLITOTO COOBLLEHMS.

Tak kak mHoxecTBa M,, Mg, ..., M; nonapHo He nepecekatTcsl, TO MO KaXgoMy CUMBOSY LMdporpaMmbl
MOXXHO OHO3HA4YHO OnpeaenvTb, KAKOMY MHOXECTBY OH NPUHAANEXWT, U, CriefoBaTernbHO, Kakylo GyKBy
OTKPbITOrO CO06LLeHMs1 OH 3ameHsieT. [1oaToMy paclumgppoBaHMe BO3MOXHO U OTKPbITOE CoobLieHne
onpenenseTcs eAUHCTBEHHBIM 0O6pa3oMm.

MeToq 3ameHbl YacTo peanu3yeTcss MHOrMMU Morib3oBaTensamMu npu pabote Ha KoMmnbioTepe. Ecnn no
3abbIBUMBOCTM HE NEPEKNIOYNTL Ha KnasunaType Habop CMMBONOB C NAaTUHMLBI HA KUPUNAMLY, TO BMECTO
OykB pycckoro andasuta npu BBOAE TeKkcTa OyAyT neyataTbca OykBbl NaTtuHckoro andasuTa
(«LwmMdpo3aMeHbI»).

LWndpbl 3aMeHbl MOXHO pa3fenvTb Ha criedyoLne noaKnaccebl:

- wundcgpbl OAHO3HAYHOM 3aMeHbl (MOHoandgaBuUTHbIE, MNPOCTble MNOACTAHOBOYHbIE). KomnmyecTtso
Wndpo3aMeH ANns Kaxaoro cMMBona mcxogHoro andasuta paesHo 1 (| Mi | = 1 ansa ogHoro cumsona);
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- nonurpaMMHble Wudpbl. AHanorMyeH npeabiayLlleMy 3a WCKIYEHWEM TOro, YTo LWmndposameHe
COOTBETCTBYET cpa3sy 6510k cMMBOIIOB McxoaHoro coobieHus (| M | = 1 gnst 6rioka CMMBOMOB);

- oMmochoHn4yeckme wndpbl (OAHO3BYHHbIE, MHOrO3HA4YHOW 3ameHbl). KonmyecTBO Wndpo3aMmeH ans
OTAenbHbIX CUMBOIIOB MCXOAHOro andasuta G6onblwe 1 (| M; | = 1 ana ogHoro cumsona);

- nonuandaBuTHble WKUgpbl (MHoroandaesuTHble). COCTOUT U3 HECKOMNbKUX LUMGPOB OOHO3HAYHON
3aMeHbl. Bbibop BapunaHTa andgasuTta Ans 3awmndpoBaHUsa 0OQHOr0 CUMBOMA 3aBUCUT OT 0COBEHHOCTEN
meTtoAa wudposanus (| M | > 1 ana ogHoro cumeona).

Ona 3anucu mncxogHbIX M 3aWIM@POBAHHBIX COOOLLEHWMIA UCNONb3YKTCA CTPOro OnpeAeneHHble
andgasuTbl. NMoag and)aBUTOM B JaHHOM crlyvae NoHMMaeTcsl Habop CMMBOIIOB, CIy)Xalluii Ans 3anuncu
coobuweHnin. AncaBntbl ANs 3anMcyM UCXOOHbIX U 3alM@POBaAHHbIX COOOLLEHMI MOryT OTAMYaThbCs.
CumBonbl oboux andaBuToB MOryT ObiTb MpeactaBneHbl OykBamu, MX COYETAHUSAMWU, 4YUCNaAMW,
pUCYHKamu 1 7.1 B kayecTBe npvmepa MOXHO NPUBECTM NMISALLYLLNX YENOBEYKOB 13 pacckasa A. KoHaH

Hovina ( ) N PYKONNCb PYHUYECKOro N1cbma ( ) n3 pomaHa K. BepHa «[lyTewecTtsue K
LeHTpy 3emnuy.

2.2. Wndpbl 0AHO3HAYHOW 3aMEeHbI.

MakcumanbHoe KONMM4YecTBO Kntouven ansa noboro wudgpa aToro BuOa He MpeBblaeT n!, rgen —
KonmnyecTso cCMMBOMOB B andgasuTe. C yBenuyeHnem yncna n 3HavyeHune n! pacrtet oveHb 6bicTpo (1! =1,
51 = 120, 10! = 3628800, 15! = 1307674368000). [lNpwu 6Gonbwux N ANs NPUBAWMKEHHOrO
BblYMCIEHNS N! MOXHO BOCMNONb30BaTbCA hopmynon CTupnuvHra
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(1)

Wundp Lesapsa. daHHbin wndp 6bin npuaymad Maem KOnunem Llesapem n ncnonb3oBancst M B CBOEN
nepenncke (1 Bek A0 H.3.). NMpUMEHNTENBHO K PYCCKOMY $3blKy CYTb €ro COCTOUT B CreyloLeM.
BobinucbiBaeTca ncxogHeiv andasut (A, B, ..., £), 3aTeM nog HUM BbINUCLIBAETCS TOT Xe andasuT, HO C
LMKITMYECKNM caBmMrom Ha 3 OykBbl BMNEBO.

Puc.2. Tabnuua wndposameH ans wudpa Liesaps

Mpu 3awmndpoBke bykea A 3ameHsieTcs 6ykson I', B - Ha [ v T. O. Tak, Hanpumep, NCXo4Hoe coodLleHne
«ABPAMOB» nocne wwncppoBaHma ©Oyaet Boirnagets «OYITICE». [Monyyatene coobLieHus
«FAYTTICE» nweTt 3Tn GyKBbl B HMKHEWN CTPOKE M Mo OykBam Haj HUMW BOCCTaHaBIIMBAET MCXOOHOE
coobueHne «KABPAMOB».

Krnitouom B wWindppe Llesapsa aBnaeTca BennunHa caBura HkHen cTpoku andasuta. KonmyecTBo Kroyen
ana Bcex moamdukaumMi AaHHOro wmndpa NpUMEHUTENbHO K andaBuTy pyccKkoro sisbika paBHO 33.
Bo3MOXHbI pa3nuyHble Moaudukaumm wundpa Llesapsi, B 4aCTHOCTU NO3YHroBbIv LWNAP.

NosyHroBbin wudp. [lns gaHHoro wudpa noctpoeHne Tabnumubl Wndpo3aMmeH OCHOBAHO Ha NO3YHre
(krtode) — nerko 3anomMmHaeMom crnoee. BTopasi cTpoka Tabnuupl Wwndpo3ameH 3anonHAETCs CHavana
CNOBOM-JI03YHIOM (NpyyemM nNoBTOpsoLLMecs OyKBbl OTOpackiBalOTCA), a 3aTeM ocTanbHbIMU OyKBamMu, He
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BOWeAWMe B CIOBO-NIO3yHr, B andaBuTHOM nopsake. Hanpumep, ecnv BbIGpaHO CriOBO-NO3YHr
«dAONHAY, To Tabnuua nmeeT crneayowmn BUA.

Puc.3. Tabnuua wndgposameH ans no3yHroBoro wudpa

Mpu wmdpoBaHum ncxogHoro coobuieHns « ABPAMOB» no npvBeAeHHOMY BbILLIE KITHOYY LLndporpamma
oyaet BoirnageTs «OAMOAKMNy.

B kayecTBe nosyHra pekomeHayeTcsl BbiOMpaTb hpa3sy, B KOTOPOW COAEpXKaTbCA KOHEYHble OyKBbI
andgasuTa. B obliem criyyae, KONMYeCTBO BapUaHTOB HWKHEW CTPOKU (MPUMEHUTENBHO K PYCCKOMY
A3blKy) coctasnset 33! (= 10%).

MonubuaHckuin kBagpar. LLndp n3obpeteH rpeveckum rocyaapCTBEHHbIM AeATENeM, NOMKOBOALIEM U
nctopmkom Monumbuem (Il Bek go H.3.). NpUMEHNTENBHO K pycckomy andaBuTy CyTb LWIMEGPOBaHUSA
3akntoyanaco B criegyowem. B ksagpaTt 6x6 BbinucbiBatoTCs OYKBbI.
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Puc.4. Tabnuua wndgposameH ansa nonmbuaHckoro kBagparta

LLindppyemas OykBa 3aMmeHsieTCs Ha KoopauHaThl KBagpaTta (CTpoka-cTonbel), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnu ncxogHoe coobueHne « ABPAMOBY, To windporpamma — «11 12 36 11 32 34 13». B
OpeBHen [peuumn cooblueHUs nepegaBaniMCb C MOMOLLBI ONTUYeckoro Tenerpada (C MOMOLbHO
dakenos). [Ons kaxgoh OykBbl COOOLWEHWss B Hayane noAHMMAanochb KOnmMyecTBo (hakenos,
COOTBETCTBYIOLLEEe HOMepY CTPOKM ByKBbI, @ 3aTeM HoMmepy cTonbua.

Wundpyrowan cuctema Tpucemyca (Tputemus). B 1508 r. ab6at n3 NepmaHumn NoraHH Tpucemyc
Hanucan nevaTtHyro paboTy No KpUNToNorMn No4 HassaHuem «lonurpadcmay. B aTon kKHMre oH BnepBble
cMcTemMaTMYeckn onucan npuMeHeHne Wndpyowmnx Tabnuy, 3anonHeHHbIX angaBnToM B CIy4anHOM
nopsgke. [na nonyyeHnst Takoro wudpa 3ameHbl 06bI4HO UCNOoNb3oBanMck Tabnuua ans 3anncu Oyks
andaBuTa n Kn4YeBoe cnoeo (unu dpasa). B Tabnvuy cHavyana BNUCbIBanNoCb NO CTPOKaM KITloMeBOE
CrnoBo, npuyeM noBTopsoWmMecs OykBbl OTOpacbiBanucb. 3arteM 3Ta Tabnuua [onorfHanacb He
BowedwumMmn B Hee OykBamm andaeuta no nopsgky. Ha puc.6 nsobpaxeHa Ttabnuua C Kno4YeBbIM
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cnosom «JAONHAY.

Puc.5. Tabnuua wundgpposameH ansa wndpa Tpucemyca

Kaxxgas GykBa OTKpPbITOro CoobLLEHNS 3aMeHsieTCst BYKBOW, pacnosioXXeHHOW Nog Hel B TOM e cTonbue.
Ecnun GykBa HaxoauTcs B MOCneaHern CTpoke Tabnuupbl, TO ANs ee WndpoBaHus 6epyT camyto BEPXHIOK
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awwndposaHHoe — « MWBUXLLK».

2.3. NonurpammHbie W pbI.
MonurpaMmmHbie WnPbI 3aMeHbl - LN pbI, KOTopble WKdPYT cpasdy rpynnbl (6110kM) CMMBOMOB.

Wundp Playfair (aHrn. «4YectHasa urpa»). boin n3obpeteH B 1854 r. Yapnb3om YUTCTOHOM, HO Ha3BaH
nmeHem nopga JlaioHa lMnerdepa, KOTOPLIN BHEAPWUN OaHHbIA WNEP B rOCYyAAPCTBEHHbIE CryXObI
BenukobputaHun. OH wucnonb3oBancs adHrnmMyaHamu B [lepBor  muposon  BowHe. Ludp
npeaycmaTpmBaeT LWW@pPOBaHNe nap cumBonoB (burpamm). Takum obpasom, 9TOT wWwudp OGonee
YCTOWYMB K B3M1OMY MO CPaBHEHWMIO C LUMGPOM NMPOCTON 3aMeHbl, Tak Kak 3aTPyAHSIETCS YacTOTHbIV
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aHanu3. OH MOXeT ObITb NPOBEAEH, HO He ANsi 26 BO3MOXHbLIX CUMBOJSIOB (NTAaTUHCKMIA andasuT), a onsa 26
X 26 = 676 BO3MOXHbIX Ourpamm. AHanu3 4acToTbl OMrpaMm BO3MOXEH, HO SIBMSIETCS 3HAYUTENBbHO
bonee TpyaHbIM 1 TpebyeT HaMHOro 6onbluero o6bema 3almMdpoOBaHHOIO TEKCTA.

Onsa wndpoBaHusa coobLueHms Heobxoaumo pa3buTs ero Ha GurpaMmel (rpynnbl U3 ABYX CUMBOJIOB), NPU
3TOM, ecnu B Gurpamme BCTPETATCA ABa OAMHAKOBLIX CMMBOSA, TO Mexay HuUMm obaBnseTtcs 3apaHee
OroBOPEHHbI BCNoMoraTesNbHbIM CMMBON (B opurnHane — X, ans pycckoro andasuta - A). Hanpumep,
«3awmndpoBaHHOe COOOLLIEHNE» CTAHOBUTCS «3a WKW (p 0B aH HO ec oA 06 we Hu ed». Ond
hopMupoBaHMs KnoyeBor Tabnuupl BbibMpaeTcs NO3yHr M ganee oHa 3anofHAeTCs Mo npaBunam
wndppytowwen cuctemol Tpucemyca. Hanpumep, nosyHr «OAONHA»

Pwuc.6. Kntouesas Tabnuua ans wndpa Playfair

3aTem, PYKOBOACTBYACH cneayrwowmMmmn npasuinamMmun, BbINOJTHAETCA SaUJVI(prBbIBaHI/Ie nap CMMBOJIOB
MCXOOHOIo TeKCcTa:

1. Ecnn cumBon.l 6VIFpaMMbI MCXOOHOIo TEeKCTa BCTpe4arTCd B OAHON CTpOKe, TO 3TN CUMBOIJIbI
3aMeLlarTcd Ha CUMMBOIJIbI, PacnoJiIoXXEeHHbIE B onmkanwmx cronoduax cnpaBa OT COOTBETCTBYHOLLUX
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cumBornoB. Ecnv cumeon aBnsieTca NocneaHUm B CTPOKE, TO OH 3aMEHSIEeTCS Ha NepBblIii CUMBOI 3TOM e
CTPOKM.

2. Ecnun cumBonbl Gurpammbl ICXOOHOMO TEKCTa BCTPeYarTCsl B 04HOM cTonbue, To OHM npeobpasytoTcs
B CMMBOIbI TOTO e CTOsIbUa, HaxodaWwmumMmcs HenocpeacTBeHHO nog HumMu. Ecnu cumBon saensieTcs
HWXHMM B CTONOLE, TO OH 3aMeEHSIETCS Ha NEPBbI CUMBOJT 3TOrO Xe cTonbua.

3. Ecnu cumBonbl GurpaMmmbl MICXOAHOIO TEKCTA HaXOAATCA B pasHbIX CTonbuax U pasHbiX CTPOKax, TO
OHWN 3aMEHAINTCA Ha CMMBOJIbI, HAXOOSALMECH B TEX e CTPOKax, HO COOTBETCTBYHOLUME APYrMM yrnam
NPSIMOYTofbHUKA.

Mpumep windpoBaHus.

- Burpamma «3a» popMUpPYET NPSIMOYrONbHUK — 3aMEHSIETCS Ha «XKO»;

- BurpaMmma «Wwn» HaxoOATCcsa B OAHOM CTONbLE — 3aMEHSIETCSA Ha «Hoey;

- Burpamma «p» Haxo4ATCsA B OOHOM CTPOKE — 3aMEHSAETCS Ha «XC»;

- Burpamma «oB» POPMUPYET NPAMOYTOSIbHUK — 3aMEHSIETCS Ha « K]

- BurpaMmma «aH» HaxoAsiTCA B OHOWN CTPOKe — 3aMeHsIeTCs Ha «bax;

- Burpamma «Ho» hopMUPYET NPSIMOYrONIbHUK — 3aMEHSIETCS Ha «amy;
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- Burpamma «ec» hopMmpyeT NPSIMOYrONbHUK — 3aMEHSETCH Ha «IT»;

- Burpamma «osi» PopMUpyeT NPAMOYIONbHUK — 3aMEHAETCS Ha «Kay;
- Burpamma «ob6» chbopMmpyeT NPSAMOYTONbHUK — 3aMEHSIETCS Ha «May;
- burpamma «wwe» opMmnpyeT NPAMOYIONbHUK — 3aMEHSIETCS Ha «LLEY;
- burpamma «HU» PopMUpPyET NPAMOYTrONbHUK — 3aMEHSAETCH Ha «aHy;
- Burpamma «es» opmMupyeT NPAMOYrofNIbHUK — 3aMEHAETCS Ha «Tn».
LLngporpamma — «kb toe xc mx 6a am IT Ka na LWé aH rmy.

Ona  pacwungpoBKM  HEOOXOOUMO  UCMONb30BaTb  MHBEPCUIO  3TUX  MpaBwfl,
cumBornbl A (nnn X), eCnu OHX He HeCyT CMbICIa B UICXOAHOM COOOLLEHUN.

3. MpakTnyeckasn 4Yactb

3awmndpyrite CBOK hamununio C MOMOLLBIO CReayoLLmMX LWNPOoB:
- wndpa Lesaps;

- NO3yHroBoro wudpa;

- nonmbunaHckoro KBagpara,

OTKMAbIBaA
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- WudpyroLen cuctemsl Tpucemyca;
- wudppa Playfair;
Mpn odopmneHnn otdyeTa HeobGXoOMMO NPUBECTM MCXoAHOoe coobleHne (dhamunuio), Tabnuuy

wndposamMeH, knod (ecnm Tabnuua wWudpo3aMeH He SBNSETCA KAYoM) U 3awmdpoBaHHOE
coobLeHue.

OIIK-6 cnocoOHOCTBIO pemaTh CTaHJapTHBIE 33aui MPO(HECCHOHATLHON IESTETLHOCTH Ha OCHOBE HH()OPMAIIMOHHON 1 OHOIHoTpadrueckoi
KYJIBTYPHI C TPUMEHEHHUEM MH()OPMaIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH M C YYETOM OCHOBHBIX TpeOOBaHHH HH()OPMAIIMOHHOI 0€30MacCHOCTH

3HaTh OCHOBHBIE TIOJOKEHUS 1. Tlonutnka 6€30MaCHOCTH YUPEKICHUS.
rOCyJapCTBEHHOH TTOJUTUKA 2. TIporpamma 0e30MaCHOCTH YUPEKACHUS.
oOecrieyeHnss UHPOPMALIMOHHOM 3. Cnoco0bl pacpocTpaHeHuUs! MPOrPAMMHOI0 00ECTIEYEHHUS.
0€30MaCHOCTH 1 3aIIUTHI 4. Ba3oBble METOIbI HEUTPATU3AIMH CUCTEM 3aIIUTHI OT HECAHKIIMOHUPOBAHHOT'O KOTTMPOBAHUSI.
UHpOpMaLUH. 5. TexHuyeckas 3alMTa OT HECAHKIIMOHUPOBAHHOTO KOITUPOBAHMSL.
Hopwmbl nHpOpMaIMoHHOM 3THKH 6. TpeGoBaHus MokapHO# 0€30MaCHOCTH K 00bEeKTaM HH(OpMaTH3AIHH.
Y TIpaBa. 7. Cnoco0»l obecrieueHus 6e3onacHoil padbotsl B IHTepHET.
[TpuHIAIBL paboTHI c| 8. AIMHHHCTPATOPHI IITATHBIX U TOTIOJHUTEIBHBIX CPEICTB 3alUTHI.
uHpopmanueil Ha paszauuHbiX | 9. OOHapyXeHue ceTeBOW aTakH.
pecypcax, ¢ yaerom tpeboBanuii | 10. [IpuHIMTEI QyHKIMOHUPOBAaHUS OpaHIMAaydPOB.
uH(MOPMAIIMOHHON 11. CriocoObI 3amuThI (aiiyioB OT MOCTOPOHHETO TOCTYIIA.
0€30MaCHOCTH.

YMmerb: [TpumeHATH Ha MIPaKTHKE 1 IlporpammHast cuctema 3aiuThl HH(GOPMAIMK OTBEYAET 3a:
COOTBETCTBYIOLIME TpeOoBauus U | a) Coxpannocmsb ceil 66€0EHHOU 8 UHPOPMAYUOHHYIO CUCTNEM)Y
HOPMBI obecrieueHus | ungpopmayuu.

nH(}OpMallMOHHON 0€30MacHOCTH

0) Peasmzanmio 3ajaHHON MOJUTUKH 0€30MACHOCTH.
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U 3aI0UTHl HHPOPMAITUH.

CoOumronathb npaBa
WHTEJUIEKTYyAJIbHON

COOCTBEHHOCTH Ha MH(GOPMAIIHIO.
Odopmnsath pe3yabTaThl

UCCIICIOBAaHHUI M BECTH TEKYIIYIO
paboty ¢ ydyeroM TpeOOBaHHI U
HOPM obecrieueHus
MH(pOpPMaLlMOHHON 0€30MacHOCTH
Y 3aI0UTHl HTHPOPMAITUH.

B) KoppekTHoe noBeieH1e 110s1b30BaTemei.

2 Ayrentudukanus 3To:
a) [loaTBep:xaeHNne 3asiBJIEHHOT0 HAeHTH(UKATOPA.
0) Ilpouecc BBosa TekcTa 6€3 0TOOpakeHUs Ha DKpaHe.
B) BBOA CBeneHMii IMYHOTO XapakTepa.

3 [Monutrka 6€30MaCHOCTH 3TO:
a) [IpaBuia onpeneseHus: pa3speliéHHbIX M 3allpelléHHBIX ONepaluil B
MH(OPMALIMOHHOW CUCTEME.
0) [IpaBuiia noBeneHus MOJIb30BATENEH.
B) MHcrpykuus neificTBuii  aAMHUHHUCTpaTopa
0€30MacHOCTH.

no oOecrieyeHUI0O HH(OPMAIIMOHHOMN

4 MonuTop 6€30MacHOCTH ITO:
a) JIn4HbII TepMUHAII CUCTEMHOTO aJIMHHHUCTPATOPA.
0) COBOKYNHOCTDH Pe3UI€HTHBIX MPOrPaMM, PeaTu3yI0IIUX NOJUTUHKY OC30TTaCHOCTH.
B) [Iporpamma KOHTpOJIS JTaHHBIX ayAHTA.

5 JIMcKpeloHHast MOJUTHKA JJOCTYMa!

a) OnpeaensieT NpaBa 10cTyNa HIEHTH(UIUPOBAHHBIX CY0bEeKTOB K 00beKTaM

HA OCHOBE 32/JaHHBIX BHEIIHHUX NPaBUJ (MATPULBI JOCTYIA).

0) OmnpenensieT mpaBa IOCTyNMma CyOBEKTOB K OOBEKTaAM WJIM pasperiaet MHGOPMAIHOHHBIC
MIOTOKHU MEX]Ty 00bEKTaMHU Ha OCHOBE U3MEHSAEMBIX METOK IpaB JOCTYIa WM KOH(DUICHIMAIBHOCTH.

B) SBnsieTcs anropuTMoM (GOpMHUPOBAHUS MATPHUIIBI JOCTYIIA.

r) ComepXUT MHCTPYKLHUIO Ui CHUCTEMHOTO aJMHHHUCTpATOpa IO IMPEIO0CTABICHUIO IpaB
JOCTYTIA Pa3TMIHBIM TT0JTH30BATEIISIM.




CTpyKTypHBI

1 DJIIEMEHT IInanupyemsble pe3ysbTaThl OLEHOUHBIE CPEACTBA
KOMIIETEHIIH oOyueHus p
u
Bnaners: OcCHOBHBIMU METOIaMU Koumponvnan paooma
HCCIICAOBAHHA B o0mactu 3awwmTa MHcopmaumm ¢ nomoLbIo Kpuntorpacpum

nH(pOpMaIMOHHON 0€30MMacHOCTH
U TPAKTUYCCKHUMH YMEHUSMHU W
HaBBIKAMH MX MCIIOJIb30BAHMS.

OO6mumu IIPUHIUIIAMHA
COOIIOIEHUSA TpeOOBaHMI
MH(POPMALIMOHHONW  3TUKU U
npasa.

CriocobamMu COBEPIIICHCTBOBAHUS
npoeCCUOHATBHBIX 3HAHUH U
YMEHMM IyTeM HCII0JIb30BAHUS
BO3MOXHOCTEN
MH(OPMALlMOHHOM  cpeabl, ¢
y4ETOM TpeOoBaHU
TOCYJapCTBEHHBIX HOPMAaTHUBHBIX
aKTOB U MH(POPMALMOHHON ITUKH
U TIpaBa

1. Llenb paboThbl

Llenbto paboTbl SIBNSETCH WCCNegoBaHWe 3aliuTbl MHGOPMauuuM C MNPUMEHEHVWEM MNPOCTENLIMX
MPUHLMMOB KpUnTorpacuu.

2. TeopeTnyeckKasl HacTb
2.1 lndbpbl 3ameHbI

CywHocTb WwngpoBaHMa MeTodoM 3aMeHbl 3aknoyaeTcs B creaywoowem [2]. Tyctb wudpytoted
COO0OLLEHNA Ha PYCCKOM si3blKe M 3aMeHe MoAanexuT kaxaasa bykea aTux coobuieHun. Torga, Gykse A
NCXogHoro andaeuTa CONOCTaBNAETCA HEKOTOPOE MHOXECTBO CMMBOSOB (wndposameH) My, B — Ms, ...,
A — M;. lndposameHbl BbIGpatoTca Takum obpasom, 4ToObl nobele asa mHoxecTBa (M, u M,, i # j) He
cogepxanu oguHakoBbix anemeHtoB (M N M, =@ ).

Tabnuua, npuBeaeHHas Ha puc.1, ABNSeTCs KNo4Yom Wwndpa 3ameHbl. 3Has ee, MOXHO OCYLLECTBUTL Kak
WwnppoBaHue, Tak U paclumgpoBaHue.



https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/literatura
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Puc.1. Tabnuua wndposameH

Mpn wudpoBaHum kaxaasi Oyksa A OTKPbITOrO COOOLLEHMSI 3aMeHsieTcs MobbiM  CMMBOSIOM U3
MHOXecTBa Ma. Ecnn B coobLueHn coaepXmnTcst Heckonbko OykB A, TO kaxaasi U3 HMX 3aMeHsieTcs Ha
nto6oii cumBon 13 M,. 3a c4HeT 3TOro C MOMOLLBHO OAHOIO KiltoYa MOXHO MOMYYMTb PasfvyHble BapuaHTbl
LWndporpaMmbl Ansi OQHOMO M TOTO XKe OTKPLITOrO COOBLLEHMS.

Tak kak MHOXecTBa My, M, ..., My nonapHo He nepecekatoTcd, TO MO KaKAOMY CUMBONY LUMPOrpaMmmbl
MOXHO OZIHO3HAYHO ONpeaennTb, KAKOMY MHOXECTBY OH MPUHAANEXUT, U, CrefoBaTenbHO, Kakyto BykBy
OTKPbITOrO coobLleHnst OH 3ameHseT. [MoaTomy paclumMdpoBaHue BO3MOXHO M OTKpbITOe CoobLLeHne
onpegenseTcs eqUHCTBEHHBIM 0O6pa3oMm.

MeToq 3ameHbl YacTo peanuayeTcss MHOrMMU MOSib3oBaTensaMu npu paboTe Ha komnboTepe. Ecnv no
3abbIBUMBOCTM HE NEPEKNIOYNTL Ha KnasmnaType Habop CMMBONOB C NAaTUHMLBI HA KUPUNAMLY, TO BMECTO
OykB pycckoro andaBuTa npu BBOAE TeKkcTa OyayT neyataTbcAa OykBbl NATMHCKOro andasuTta
(«LWKMdpo3aMeHbI»).

LLncbpbl 3amMeHbI MOXXHO pasfenvTb Ha creayouime noaKnaccebl:

- wudpbl O0QHO3HA4YHOM 3aMeHbl (MOHOangaBnUTHbIE, MNPOCTble MNOACTAHOBOYHbIE). KonuuecTBo
Wndpo3aMeH 4118 Kaxaoro cuMmBosia ncxogHoro andaeuta pasHo 1 (| M | = 1 gnsa ogHoro cumeona);

- nonurpaMmMHbie WnUdpbl. AHaNorMyeH npeabigyweMy 3a UCKIIOYEHMEM TOro, YTo LWndpo3ameHe
COOTBETCTBYET cpa3sy 6510k cMMBOMOB UcxogHoro coobueHns (| M | = 1 gns 6noka cumeonos);

- omocpoHn4eckue wundpbl (OQHO3BYYHbIE, MHOMO3HAYHOM 3ameHbl). KonvyecTBo Windpo3aMeH ans
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OTAEeNbHbIX CUMBOMOB UCXOAHOrO andasmTa 6onbwe 1 (| M, | =2 1 gns ogHoro cumeona);

- nonuandaBuTHble WKUdpPbI (MHOroandasnTHble). COCTOUT M3 HECKONbKMX LWNGPOB OOHO3HAYHOWN
3ameHbl. Beibop BapunaHTa andasuTa Ans sawmngpoBaHnsa 0gHOro CMMBOMa 3aBUCUT OT 0COBeHHOCTeN
meToda wudposanus (| M; | > 1 ana ogHoro cumeona).

[Ons 3anucmM uMcxogHbIX U 3aLUMPPOBAHHBLIX COOOLLEHMIA MCMOMb3YOTCA CTPOro onpedeneHHble
andgasuTbl. NMoag andaBUTOM B JaHHOM crlyvae NoHMMaeTcsl Habop CMMBOIIOB, CIyXXalluin Ans 3anucu
coobuweHnin. Ancasntbl AN 3annMcyM UCXOOHbIX U 3alUM@POBAHHbBIX COOOLLEHUI MOryT OTnMYaThbCs.
CumBonbl 0boux andaBuToB MOryT ObiTb MpeactaBneHbl GyKBamu, MX COYETAHUAMW, 4YUCNaAMW,
PUCYHKaMM 1 T.1. B kayecTBe npvmepa MOXHO NPUBECTM NMISALLYLLNX YENOBEYKOB 13 pacckasa A. KoHaH

Hovina ( ) 1 PYKONNCb PYHUYECKOro N1cbma ( ) n3 pomaHa K. BepHa «[lyTewecTtsue K
LeHTpy 3emnuy.

2.2. Wincbpbl 0gHO3HAYHOM 3aMEeHbI.

MakcumarnbHOe KOonMmM4yecTBO Kitouden ans nioboro wudpa 3Toro Buaa He npeBblwaeT n!, roen —
KONnmn4ecTBO CUMBOMOB B andasuTe. C yBenuueHnem 4yncna n 3HavyeHune n! pactet oveHb 6bicTpo (1! =1,
5! = 120, 10! = 3628800, 15! = 1307674368000). [lpn 6Gonbwux n gns npUBAMKEHHOrO
BblYMCIEHNSI N! MOXHO BOCMNONb30oBaTbcsA dhopmynon CTUpnvHra

(1)

Wudp Lesapsa. JanHbin wndp 6ein nppgymad Maem KOnvem Llesapem n ncnonb3oBancsa MM B CBOEW
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nepenucke (1 BeK A0 H.3.). NMPUMEHUTENBHO K PYCCKOMY $3blKy CYTb €r0 COCTOWUT B CIledyHLLEM.
BbinucbiBaeTcst ucxogHbin andasut (A, B, ..., A1), 3aTem nog HAM BbINMCbIBAETCA TOT Xe andaBuT, HO C
LMKITMYECKNM caBmMroMm Ha 3 OykBbl BMNEBO.

Puc.2. Tabnuua wundgposameH ansa wudpa Llesaps

Mpu 3awmndpoBke OykBa A 3ameHsieTcs 6ykson I, B - Ha [ v T. g. Tak, Hanpumep, NCXo4Hoe coodLleHne
«ABPAMOB» nocne wwncppoBaHma ©Oyaet Boirnagets «OYITICE». [Monyyatene coobLieHus
«FAYTTICE» nweTt 3Tn GyKBbl B HKHEWN CTPOKE M Mo OykBaM Hag HUMW BOCCTaHaBIIMBAET MCXOOHOE
coobueHne «KABPAMOB».

Kritovom B windppe Llesapsa aBnaeTca BennunHa casura HWKHen CTpoku andasuta. KonvyecTtso knoven
Ona Bcex mogmdukaumin gaHHoro wudpa npMMEHUTENBHO K andaBuTy PYCCKOro sidblka paBHO 33.
Bo3aMOXHbI pa3nuyHble Moandukaumm wndpa Llesapsi, B 4aCTHOCTN NO3YyHroBbIv Wndp.

JNosyHroBbin wudp. s gaHHoro wudgpa noctpoeHme Tabnmubl Wngpo3ameH OCHOBAHO Ha NO3yHre
(kntoye) — nerko 3anomMmHaeMoM crioee. BTopasi cTpoka Tabnuupl Wwndpo3aMeH 3anofHAeTCs cHavana
CINOBOM-I03yHrOM (Npuv4yem NoBTopsitoLLMecs OyKBbl OTOpachIBAOTCA), @ 3aTeM OCTanbHbIMK BykBamu, He
Bowealwmre B CINOBO-NO3yHr, B andaBuTHOM nopsiake. Hanpumep, ecnv BbiOpaHO CrOBO-NO3YHr
«OJAONHAY», To Tabnuua nmeeT crnegyrowmn sug,.
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Puc.3. Tabnuua wndposameH ans no3yHroBoro wndpa

Mpu wndpoBaHum ncxogHoro coobieHnss kK ABPAMOB» no npvBeaeHHOMY BhILLIE KITHOYY LWndporpamma
oyaet BoirnageTs «OAMNOAKMNy.

B kayectBe nosyHra pekomeHayeTcs BblbupaTb bpasdy, B KOTOPOW COAEpXaTbCA KOHEeYHble OykBbl
andgasuta. B obuwem cnyvae, KONNMYECTBO BapvaHTOB HWKHEW CTPOKM (MPUMEHUTENBHO K PYCCKOMY
A3bIKy) coctasnset 33! (= 10%).

MonubuaHckni kBagpar. LLndp n3obpeteH rpeveckum rocyaapCcTBeHHbIM AesiTenem, NoikoBoaLeM m
ncropukom lNonubuem (lll Bek Ao H.3.). NpumeHUTENBHO K pycckoMy andasuTy CyTb LWMpoBaHus
3akntovanach B crnegytolleM. B kBagpaT 6x6 BbINMCbIBAOTCA OYKBbI.
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Puc.4. Tabnuua wngposameH ang nonmbuaHckoro kBagparta

LLindppyemas OykBa 3aMmeHsieTCa Ha KOopAuMHaThl KBagpaTta (CTpoka-cTonbeLl), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnu ncxogHoe coobweHne «ABPAMOB», To windporpamma — «11 12 36 11 32 34 13». B
OpeBHen [peunn cooblueHUs nepegaBanMCb C MOMOLLBID OMNTMYEcKoro Tenerpada (C MOMOLLbH
dakenos). [Ons kaxgoh OykBbl COOOLEHWSs B Hayane noAHMMAanocb KOonmMyecTBo (hakenos,
COOTBETCTBYIOLLEEe HOMepPY CTPOKM ByKBbI, @ 3aTeM HoMepy cTonbua.

Wudpyrowan cucrema Tpucemyca (Tputemus). B 1508 r. abbat n3 NepmaHmm NoranH Tpucemyc
Hanucan nevaTHyo paboTy no kpunTonorum nog HassaHuem «lMonurpadusi». B 310N KHUre oH Bnepsble
CcUCTEMATMYECKM onucan NpUMeHeHue LWMGPYLWKMX Tabnumu, 3anonHEHHbIX andaBMToM B Cly4YanHOM
nopsigke. [ns nonyyeHus Takoro wwudgpa 3ameHbl 06bIYHO Mcnonb3oBanuck Tabnuua anst 3anncu 6yks
andasu1Ta n KnN4eBoe crnoeo (unu ¢pasa). B Tabnuuy cHayana BNucbIBanochb No CTpOKam KrYeBoe
CrnoBO, Mpuyem noBTopsiomecss OykBbl OTOpackiBanuchk. 3atem 3Ta Tabnuua OOMOoNHsnacb He
BoweawmmMm B Hee BykBamu andasuTa no nopsigky. Ha puc.6 nsobpaxeHa Ttabnuua c KNOYEBbIM
crnosom «JAONHAY.
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Puc.5. Tabnuua wndposameH ansa wudpa Tpucemyca

Kaxxgas 6ykBa OTKpbITOro coobLLeHns 3ameHsieTcsl OyKBOWM, pacnosioXXeHHOW MO HEW B TOM ke cTonbue.
Ecnu 6ykBa HaxoauTcsa B nocrneaHen cTpoke Tabnuvupl, To Ans ee WwWndposaHus 6epyT camyto BEPXHIOH
Byksy ctonbua. Hanpumep, ncxoaHoe coobuieHne «ABPAMOB», salundposarHoe — « MABUXLLK».

2.3. NMonurpammHblie wundgpbl.
MonurpaMmmHblie WKdPbI 3aMeHbl - WNdpbI, KOTopble WKdPYT cpasdy rpynnbl (6r1okM) CMMBOMOB.

Wudp Playfair (aHrn. «4ectHasa urpa»). bbin n3obpeteH B 1854 r. Yapns3om YUTCTOHOM, HO Ha3BaH
nmeHem nopga JlaiioHa lMnelidepa, KOTOpLIN BHEAPWUIT AaHHbIA WNGP B rocygapCTBEHHbIE CRYXObI
BenukobputaHmn. OH wncnonb3oBancs adHrmuyaHamyn B [lepBor  mupoBon  BouvHe.  Ludop
npegycmaTpuBaeT LWM@pPOBaHNe nap cuMBonoB (burpamm). Takum obpasom, 3ToT wWwudp OGonee
YCTOMYUB K B3MIOMY MO CPaBHEHWUIO C LUMCPOM NPOCTOM 3aMeEHbl, TaK Kak 3aTpyOHSETCA YaCTOTHbIN
aHanua. OH MOXeT ObITb NPOBEAEH, HO He Ansi 26 BO3MOXHbIX CUMBOSOB (NTAaTUHCKWIA andasuT), a ons 26
X 26 = 676 BO3MOXHbIX Burpamm. AHanm3 4actoTbl BUrpaMm BO3MOXEH, HO SIBMSIETCS 3HAYUTENBbHO
bonee TpyaHbIM 1 TpebyeT HaMmHOro 6onbluero o6bema 3almMdpoOBaHHOIO TEKCTA.

Ons wudpposaHmsa coobLieHns Heobxoammo pa3buTb ero Ha GurpaMmmbl (rpynnbl U3 ABYX CUMBOSIOB), MPU
3aTOM, ecnu B Burpamme BCTPETATCA ABa OAMHAKOBLIX CMMBONA, TO MexXay HUMu gobasnseTcs 3apaHee
OroBOPEHHBLIN BCOMOraTenbHbI CMMBON (B opuriHane — X, ansa pycckoro andgasuTta - A). Hanpumep,
«3awmncpoBaHHOEe COOGLLIEHNE» CTAHOBUTCS «3a WKW (p OB aH HO ec oA o6 we Hu edd». Ond
hopmMmpoBaHMsA KnoyeBor Tabnuubl BbibMpaeTcsa MO3yHr U garnee OHa 3anofHseTcs No npasunam
wndppyrowwen cuctemol Tpucemyca. Hanpumep, nosyHr «JAOVNHA»
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Puc.6. Kniouesasa Tabnuua ans wndpa Playfair

3atem, pyKOBOACTBYSICb CreayrWwyMU NpaBuiiaMu, BbIMOSHSAETCS 3alndpoBbIBAHUE Map CHUMBOJIOB
MCXOQHOro TeKcTa:

1. Ecnu cumBonbl GUrpaMmMbl MCXOOHOTO TEKCTa BCTPEYalTCA B OOHOW CTPOKE, TO 3TU CUMBOIbI
3aMeLLalTCs Ha CUMMBOJIbI, pacriofioXkeHHble B Gnvkanwmx ctonbuax crpaBa OT COOTBETCTBYHLLMX
cumBonoB. Ecnv cumeon siBnseTca nocneaHUm B CTPOKE, TO OH 3aMEHSIETCA Ha NepBbI CUMBOI 3TOW Xe
CTPOKM.

2. Ecnu cumBonbl Gurpammbl MICXOAQHOTO TEKCTa BCTpeYyatoTcs B 04HOM cTonbue, To OHM Npeobpa3syoTcs
B CUMBOJbI TOTO e cTonbua, HaxoaaWwMMUCa HeNoCPeACTBEHHO nod HUMK. Ecnu cumBson sBnseTtcs
HIXKHMM B CTONGLE, TO OH 3aMEHSIeTCA Ha NepBblii CUMBOI 3TOrO Xe cTonbua.

3. Ecnn cumBonsl 6|/|rpa|v||v|b| MCXOOHOIo TeKCTa HaxoaATCA B pa3HbIX CTOJ'I6LI,aX N pa3HbIX CTPOKax, TO
OHU 3aMEHAKTCA Ha CMMBOIJIbl, HaxoadAlWmneca B TexX Xe CTpoKax, HO COOTBETCTByKWLIMe OpyrmmMm yrinam
npAMOYroJibHUKa.
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Mpumep windpoBaHus.

- Burpamma «3a» bopmMupyeT NPAMOYrONbHUK — 3aMEHAETCS Ha «XKO»;
- BurpaMma «Wwm» HaxoOATCcsa B OOHOM CTONOLE — 3aMEHAETCS Ha «Hoey;
- burpamma «pp» HaxoOdATCA B OOHON CTPOKE — 3aMEHAETCH Ha «XCY;

- burpamma «oB» PopMUPYET NPAMOYTOSNIBHUK — 3aMEHSIETCH Ha «IDKY;
- Burpamma «aH» HaxoAsTCA B O4HOWN CTPOKE — 3aMeHseTCH Ha «b6ax;

- Burpamma «HO» POPMUPYET NPSAMOYTONbHUK — 3aMEHSETCSA HA «am;
- Burpamma «ec» hopMUpyeT NPSIMOYrONbHUK — 3aMEHSETCH Ha «IT»;

- burpamma «osi» popMmpyeT NPAMOYTrOSNIbHUK — 3aMEHSAETCH Ha «Kay;

- Burpamma «ob6» chopMmMpyeT NPSAMOYTONbHUK — 3aMEHSIETCS Ha «May;
- burpamma «uwe» hopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCST Ha KLUEY;
- Burpamma «Hu» PopMUPYET NPAMOYTONbHUK — 3aMEHSETCS Ha «aH»;

- burpamma «esi» hbopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCS Ha «TU».
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Lndgporpamma — «kb toe xc mx 6a am It ka na LWé aH rmy.

Ona  pacwmngpoBkM  HEOOXOOUMO  UCMONb30BaTb  MHBEPCUKD  3TUX
cumBornbl A (nnn X), eCnmn OHXM He HECYT CMbICNa B UCXOAHOM COOOLLEHUN.

3. MpaKkTnyeckasa 4yacTb

3awwmdpyrte cBOK hamMuUnNuio C MOMOLLBIO CReayoLLmMX LN POoB:
- Wndppa Lesaps;

- NNO3YHroBoro wugpa;

- nonmMburaHcKoro KBagpaTa;

- Wudpytowen cnctemsl Tpucemyca;

- wudppa Playfair;

npaewun,  OTKMAObIBas

Mpn odopmneHmn otyeTa HeobXxoAuUMO NpMBECTM UCxodHoe coobuieHne (damunuio), Tabnuuy
wndposameH, knwod (ecnm Tabnuua wWndpo3aMeH He SABNSAETCA KAYOM) U 3awmdpoBaHHOE

coobLleHune.

ITIK-6 crmocoOHOCTHIO AHAIIM3UPOBATH CUTYAIIUIO HA PBIHKC HH(bOpMElI.[PIOHHBIX MMPOAYKTOB U YCJIYT, AaBaTh 3KCICPTHYIO OLICHKY COBPCMCHHBIM
CUCTCMaM JJICKTPOHHOTI'O )IOKYMGHTOO60p0Ta W BCACHUA DJICKTPOHHOT'O apXHBa

3HaTh

| OCHOBHBIE OHSATHS O(UCHBIX

1. Bri6op maponeit. Xpanenue naposeil. [lepenaua naposis o ceru.
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UH(POPMALMOHHBIX TEXHOJIOTUH. 2. Cucrembl OTpaXCHHUS aTaK.

OcobenHoctu obecrneyeHus 3. Permamenranus npouecca aBTOpH3aliu

3aIUTh HHQOpPMAINH B 4. 3amuTa OT CEeTEeBBIX aTaK M IIMMHOHAXKA.

odpucHbix UT. 5. Cnoco0sl obecnieueHus 6e3omacHoi padoThl B IHTEpHET.

Cdepbl mpUMEHEHHS] METO/IOB 6. ABTOpCKOE MpaBo

o0ecreyeHus 3aluThl 7. JluueH3upoBaHUE U NATEHTOBAHUE

uH(popmanuu B opucuHbix UT. 8. IIpaBo pacnopspkeHUs, IPaBO BIIAACHUS, IPABO MOIH30BAHUS.
9. HopmaruBHO-npaBOBasi OCHOBA MEp IO 3aIUTE aBTOPCKUX IPaB
10. DTrueckue HOPMBI ITpH padboTe ¢ HHPopManuen
11. Hetuxker
12. 3akon «O06 uHpopMannu, HHHOPMAITMOHHBIX TEXHOJOTHIX M O 3aIIUTe WHPOPMALIAN
13. 3akoH «O cpencTBax MaccoBOi HHPOPMALIUN)
14. 3akon «O pexnamey
15. 3akon «O6 obecnieueHUH AOCTyNa K MHPOPMALIMH O ACATEIbHOCTH IOCY1apCTBEHHBIX OPraHOB

Y OPTaHOB MECTHOTO CaMOYTIPABICHUS
16. 3akon «O06 oOecrnieueHHM A0OCTyNa K MH(OPMAIMU O JEATEIBHOCTH CYIAOB B POCCHHUCKOMN
dbeneparum»
17. 3akon «O 3amuTe aeteit oT HHGOPMAaIUK, TPUIUHSIONIEH Bpel MX 3J0POBbIO U PA3BUTHION
YMmeTs: JleMOHCTpHpOBATh HABBIKU 1 ManpgaTHast MOJIMTUKA 10CTYyTA:

pabotsl B opucHbix UT.
XapakTepu30BaTh OCHOBHBIE
crocoObl 3alUTHl HHOPMAIUU B
oducusix UT.

IIpuMeHATHh HaBBIKM HACTPOMKH
OCHOBHBIX aCIIEKTOB
o0ecIieYeHns 3alUThI
UH(OPMALIUHU IITATHBIMU

a) Onpenenser mpaBa A0CTyna HACHTUPUIIUPOBAHHBIX CYOBEKTOB K 00bEKTaM

Ha OCHOBE 33JJaHHBIX BHEIIHUX MPpaBUi (MATPULLI JOCTYyTA).

0) Onmnpeneasier mnpaBa JocTyna Ccy0beKTOB K O00beKTaM WJM pa3pemiaer
UH(oOpMALMOHHBbIE OTOKH MeXIY 00beKTAMH HAa OCHOBE M3MEHSIeMbIX METOK NPAaB J0CTyNa
Cy0ObeKTOB M METOK KOH(PHAEHIIHAILHOCTH 00bEKTOB.

B) SIBnsieTcs anropuTMOM (GOPMHUPOBAHHS MATPHIIBI JOCTYIIA.

r) Comep>XUT WHCTPYKIUIO ISl CHCTEMHOTO aJMHUHUCTPATOpa IO MPEJOCTABICHUIO IPaB
JIOCTYTIA Pa3JIUYHBIM MOJIb30BATEIISIM.
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cpeactBamu opucHbix UT.

2 KoMIbIOTEpHBIM BUPYCOM Ha3bIBAETCA:
a) Ilporpamma, ciocoOHasi BHeAPATHCS B Ipyrue NporpamMmmsi, ¢
BO3MOKHOCTBI0 CAMOBOCIIPOM3BO/JCTBA.
0) Bun OakTepuii, pa3pymarnmii MUKPOCXEMBI.
5. B) [Ipouecc paspyuenust uHGopMaIK Ha HEUCIIPAaBHOM >KECTKOM JIHCKeE.

3 B nokymenTtax ['oCcTeXKOMHCCHH 11O/ TOKA3aTEISIMU 3aIHIEHHOCTH

IIOHUMAETCS:

a) DKCIepTHas OLIEHKAa CUCTEMBI 3allluThl HH(OpMaLUK N0 NATHOAIIILHON

HIKaJe.

0) Ilepeuens rpynnsl TpedoBaHmnii, HeOOXOAUMBIX /1JIsl BHINIOJIHEHHS B HHPOPMALMOHHBIX
CHCTEeMaX 3a1aHHOI0 KJIacca 3alMINEHHOCTH.

B) BpemeHHble XapakTEpUCTUKH pPEAKIMH CUCTEMbl O€30MacCHOCTH Ha OOHapyKeHHe
HECaHKLIMOHUPOBAHHOTO JJOCTYTIA.

4 KauecTBO cucTeMbl HH(POPMAITMOHHON O€30MTaCHOCTH MOKET OBITh OLIEHEHO:
a) 3amycKoM CHelHalbHON TECTOBOM MPOrpaMMBbI.
0) Ha ocHOBe 3KCIIEPTHOI0 aHAJIM3a Pa3INYHbIX NOKa3aTeaeil 3PpGpeKTHBHOCTH.
B) KonnuecTBoM peann30BaHHBIX 3alIUTHBIX (YHKIINH, T1EKIapPUPOBAHHBIX B IOKYMEHTALINH.

5 Kakoe yTBepxkaeHue BepHO:
a) [ocneqHue Bepcuu aHTUBUPYCHBIX MPOTPAMM H PETYISIPHOE OOHOBJICHHE
OC rapa"TupyroT 3alIUTy OT BUPYCOB.
0) OC ¢ rpaMOTHO peaiM30BAHHONH CHCTEMON 3aIMTHI OT HECAHKIMOHHMPOBAHHOIO
AOCTYNA JIyYllie 3al{IIEeHa OT BUPYCHBIX aTaK.

B) 3alIUTy OT BUPYCOB rapaHTUPYET UCIOIb30BAHUE TOIHKO JUIIEH3HOHHOTO MPOTPAMMHOTO
obecrieueHus.
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Brnanets: HaBbikom 00bsICHEHUS Konumponvnas paboma

HEO0OXOIMMOCTH HACTPOIKHU
odpucueix UT ¢ mozuniuu
obecrieueHuss ”HPOPMAITMOHHON
0e30MacHOCTH

HaBbikoM BbIZieNIEHHsT OCHOBHBIX
CHoco0O0B 3amUThl HH(pOPMAIIH
B opucHbIX UT.

HaBbplkOM HAaCTpOMKM 3aIMTHI
uHpopmanuu B opucHbix UT.

3awumTta nHchopmaLmm ¢ NOMoLbIO Kpuntorpadgpumn
1. Llenb paboThbl

Llenbto paboTbl SIBASIETCH WCCNegoBaHWe 3aliuTbl MHGOPMauuuM C MNPUMEHEHVWEM MNPOCTENLINX
MPUHLMMOB KpuUnTorpacgumu.

2. TeopeTnyeckas 4YacTb
2.1 lWUundpbl 3aMeHbI

CywHocTb WwngpoBaHMa MeTodoM 3aMeHbl 3aknyaeTca B crneaywoowem [2]. TMyctb wudpytoted
COoO0OLLEHNA Ha PYCCKOM S3blKe M 3aMeHe MoAanexuT kaxaasa bykea aTux coobuieHun. Torga, Gykse A
NCXOOHOro andaBuTa CONOCTaBNSAETCA HEKOTOPOE MHOXECTBO CMMBOOB (WwngposameH) My, B — Mg, ...,
A — M;. lndposameHbl BbIGMpatoTca Takum obpas3om, 4Toobl nobele asa mHoxecTBa (M, u M,, i # j) He
cogepxanu oguHakoBbix anemeHtToB (M N M, =3 ).

Tabnuua, npuBeaeHHas Ha puc.1, ABNsieTCs KNoYoM Wngpa 3aMmeHbl. 3Has ee, MOXXHO OCYLLECTBUTL Kak
WwmncpoBaHue, Tak U paclumdpoBaHue.

Puc.1. Tabnuua wndposameH
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Mpn wudpoBaHum kaxaasi Oyksa A OTKPbITOrO COOOLIEHMSI 3aMeHsieTcss MobbiM  CUMBOSIOM U3
MHOXecTBa Ma. Ecnn B coobLueHn coaepXXnTcst HeCKonbKo BykB A, TO Kaxaas U3 HMX 3aMeHSIETCS Ha
nto6oii cumBon 13 M,. 3a c4YeT 3TOro C MOMOLLBHO OAHOIO KitoYa MOXHO MOMYYMTb PasfnvyHble BapuaHTbI
LWndporpaMmbl Anst OQHOMO M TOTO XKe OTKPLITOrO COOBLLEHMS.

Tak kak mHoxecTBa M,, Mg, ..., M; nonapHo He nepecekatoTcs, TO N0 KaXaoMy CMMBOSY LUMdporpaMmbl
MOXXHO OHO3HA4YHO OnpeaenvTb, KAKOMY MHOXECTBY OH NPUHAANEXWT, U, CrieaoBaTernbHO, Kakylo GyKBy
OTKPLITOrO coobLIeHMsa OH 3ameHseT. [MoaToMy pacluMdpoBaHMe BO3MOXHO U OTKPbITOE COO0ObLLeHNe
onpenenseTcs eAUHCTBEHHBIM 06pa3oMm.

MeToq 3ameHbl YacTo peanuayeTcss MHOrMMU MoNb3oBaTensamMu npu paboTe Ha komnbioTepe. Ecnv no
3abbIBUMBOCTM HE NEPEKNIOYNTL Ha KnasmnaType Habop CMMBONOB C NAaTUHMLBI HA KUPUNAMLY, TO BMECTO
OykB pycckoro andasuTa npu BBOAE TeKkcTa OyayT neyataTbed OykBbl NATMHCKOro andasuTta
(«LWKMdpo3aMeHbI»).

LLncbpbl 3amMeHbI MOXXHO pasgenvTb Ha creayolime noaKnaccebl:

- wuncpbl OAHO3HAYHOM 3aMeHbl (MOHoandgaBuUTHbIe, MPOCTble MNOACTAHOBOYHbIE). KonumyecTtso
Wndpo3amMeH AN Kaxaoro cMMBona ucxogHoro andgasuta paesHo 1 (| Mi | = 1 ansa ogHoro cumsona);

- nonurpaMMHbie WnUdpbl. AHaNorMyeH npeabigylweMy 3a UCKIYEHUMEM TOro, YTo LWndpo3aMeHe
COOTBETCTBYET cpa3sy 6510k cMMBOMOB UcxogHoro coobueHus (| M | = 1 gns 6noka cumeonos);

- omocpoHMYeckue wundpbl (OAHO3BYYHbIE, MHOMO3HAYHOM 3ameHbl). KonvyecTBo Wwndpo3ameH ans
OTAenbHbIX CUMBOIIOB MCX0AHOro andasuta 6onbwe 1 (| M; | = 1 ana ogHoro cumsona);
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- nonnandaBuTHble WKUgpbI (MHoroandgaeuTHble). COCTOUT U3 HECKONbKUX LIMGPOB OOHO3HAYHOMN
3aMeHbl. Beibop BapunaHTa andgasuTta Ans 3awmndpoBaHUa 04HOrO CMMBOMA 3aBUCUT OT OCOBEHHOCTEN
meToda wudposanus (| M; | > 1 ana ogHoro cumeona).

Ona 3anucu mncxogHblX M 3aWMEPOBaHHLIX COOOLLEHWUA MCMONb3YTCS CTPOro OnpenerneHHble
andgasuThl. Mo andaBuToM B JaHHOM cryvyae NoHMMaeTcs Habop CMMBOJIOB, CryXalluuin Ansa 3anucu
coobuweHnin. AndaBntbl ANs 3anMcyM UCXOOHbLIX U 3alM@POBAHHbLIX COOBOLLEHUI MOryT OTNMYaTbCs.
CumBonbl oboux andaeBuToB MOryT ObiTb MpeacTaBneHbl GykBamu, KX COYETAHUAMMU, 4YUCNaMW,
pUCYHKaMK 1 7.n. B kayecTBe Npumepa MOXHO NPUBECTM MIIALIYLLMX YEMOBEYKOB U3 pacckasa A. KoHaH

Honna ( ) M PYKOMUCb PYHMYECKOrO NUCbMa ) n3 pomara X. BepHa «[lyTewwectsue kK
LeHTpy 3emnm».

2.2. Wndpbl 04gHO3HAYHOW 3aMEHbI.

MakcumarnbHOe KOonmMyecTBO Kitouden ans nioboro wudpa 3Toro Buaa He npeBblwaeTt n!, roen —
KOnn4ecTBo CUMBOMOB B andasuTe. C yBenuueHnem 4yncna n 3HavyeHune n! pactet oveHb 6bicTpo (1! =1,
5! = 120, 10! = 3628800, 15! = 1307674368000). MNpu OGonbwnx N ANss NPUONUKEHHOrO
Bbl4MCIEHNS N! MOXHO BOCMNOMb30oBaTbcs dopmynon CTupnuHra

(1)

Wndp Llesapsa. JanHbin wndp 6ein nppagymaHd Maem Onvem Llesapem n ucnonb3osancs MM B CBOEW
nepenucke (1 Bek A0 H.3.). [MpMMEHNTENBHO K PYCCKOMY $3blKy CyTb €ro COCTOMT B CriedyloLleM.
BobinuckiBaeTca ncxogHeii andgasut (A, B, ..., ), 3aTeM nog HUM BbINMCLIBAETCS TOT XXe and)aBuT, HO C
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LMKITMYECKNM CcABMIOM Ha 3 6yKBbI BIEBO.

Puc.2. Tabnuua wundgposameH ansa wndpa Llesaps

Mpu 3awmndpoBke OykBa A 3ameHsieTcs 6ykson I, B - Ha [ v T. g. Tak, Hanpumep, NCXoAHoe coodLleHne
«ABPAMOB» nocne wwncppoBaHma ©Oyanet Boirnagets «TOYITICE». [Monyyatene coobLieHus
«FAYTTICE» nweTt 3Tn GyKBbl B HKHEWN CTPOKE M Mo OykBam Haj HUMW BOCCTaHaBIIMBAET MCXOOHOE
coobueHne «KABPAMOB».

Kritovom B windppe Llesapsa aBnaeTca BennunHa caBura HWKHen CTpoku andpasuta. KonvyecTtso knoven
Ona Bcex mogmdukaumin gaHHoro wudpa npMMEHUTENBHO K andaBuTy PYCCKOro sidblka paBHO 33.
Bo3MOXHbI pa3nuyHble Moandukaumm wndpa Llesaps, B 4aCTHOCTN NO3YyHroBbIv Wndp.

No3syHroBbin wudp. s gaHHoro wudgpa noctpoeHme Tabnumubl LWngpo3ameH OCHOBAHO Ha NO3yHre
(krtode) — nerko 3anomMmHaeMoM crioBe. BTopasi cTpoka Tabnuupl Wwndpo3aMeH 3anofiHAEeTCs cHavana
CINOBOM-I03yHrOM (Npu4yem NoBTopsitoLLMecs OyKkBbl OTOpacbIBAOTCA), @ 3aTeM OCTanbHbIMK BykBamu, He
BOLleALne B CriOBO-NO3yHr, B andaBuTHOM nopsiake. Hanpumep, ecnu BbIOpaHO CriOBO-f103YHT
«OJAONHAY», To Tabnuua nmeet crnegyrowmn sug,.
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Puc.3. Tabnuua wndposameH ans no3yHroBoro wndpa

Mpu wndpoBaHum ncxogHoro coobueHnss kK ABPAMOB» no npvBeaeHHOMY BhILLIE KITHOYY LWndporpamma
oyaet BoirnageTs «OAMNOAKMNy.

B kayectBe nosyHra pekomeHayeTcs BblbupaTb bpasy, B KOTOPOW COAEepXaTbCA KOHEeYHble OyKBbl
andgasuta. B obuwem cnyvae, KONUMYECTBO BapuaHTOB HWKHEW CTPOKM (MPUMEHUTENBHO K PYCCKOMY
A3bIKy) coctasnset 33! (= 10%).

MonubuaHcknin kBagpar. LLndp n3obpeteH rpeveckum rocyaapCTBEHHLIM AesiTENEM, NOIKOBOALEM U
ncropukom lNonubuem (lll Bek Ao H.3.). NpumeHUTENbHO K pycckoMy andasBuTy CyTb LWKpoBaHus
3akntovanach B crniegytolleM. B kBagpaT 6x6 BbINMCbIBaOTCA OYKBbI.

Puc.4. Tabnuua wndposameH ans nonnbunaHckoro keagpaTa

Lndppyemasn 6ykBa 3ameHsieTCsl Ha koopAMHaTbl KBagpaTa (CTpoka-ctonbel), B KOTOPOM OHa 3anucaHa.




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Hanpumep, ecnn ucxogHoe coobuieHne « ABPAMOB», To windporpamma — «11 12 36 11 32 34 13». B
[peBHen [peunn coobuieHns nepedaBanncb C MOMOLLbIO onTuveckoro Tenerpadga (C MOMOLLbLHO
akenoB). [Ons kaxgoh OykBbl COOOWEHMS B Hadane nogHMMarocb Konm4yectBo bakerslos,
COOTBETCTBYHOLLIEE HOMEPY CTPOKM BYKBbI, @ 3aTeM HOMepy cTonbua.

Wudpyrowan cucrema Tpucemyca (Tputemus). B 1508 r. abbat ns NepmaHmm NoranH Tpucemyc
Hanucan nevaTHyo paboTy no kpunTonorun nog HassaHnem «lMonurpadusi». B aTol kHUre oH Bnepsble
CUCTEMATMYECKN onucan npuMeHeHue WMGPYOLWKMX Tabnumu, 3anonHEHHbIX andaBMToM B CryYanHOM
nopsigke. [ns nonyyeHus Takoro wudgpa 3ameHbl 06bIYHO Mcnonb3oBanuck Tabnuua anst 3anncu 6yks
andgasu1Ta 1 Kn4eBoe crnoso (unu ¢dpasa). B Tabnuuy cHayana BNMCbIBanNochk No CTpokam KroyeBoe
CrnoBoO, Mpuyem noBTopsiomecss OykBbl OTOpackiBanuchk. 3atem 3Ta Tabnuua OOMOoNHsnacb He
BoweawmmMm B Hee BykBamu andasuTa no nopsiaky. Ha puc.6 nsobpaxeHa Ttabnuua c KNOYEBbIM
crnosom «JAONHAY.

Puc.5. Tabnuua wndpposameH ansa wudpa Tpucemyca

Kaxxgas GykBa OTKpPbITOro CoobLLEHUS 3amMeHsIeTcs OYKBOW, PacnonoXXEHHOW MO HEWN B TOM e CTonbLe.




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Ecnu BykBa HaxoauTcs B nocrieaHei cTpoke Tabnumupl, To Ans ee wndpoBaHus 6epyT camyto BEPXHIOH
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awndgposaHHoe — « INBUXLLK».

2.3. NMonurpammHblie wundgpbl.
MonurpammHbie Wndpbl 3aMeHbl - LINGpPbI, KOTopble WKdPYT cpasdy rpynnbl (6r1ok1) CMMBOMOB.

Wndp Playfair (aHrn. «MectHasa urpa»). bbin n3obpeteH B 1854 r. Yapnb3omM YWUTCTOHOM, HO Ha3BaH
umeHem noppaa JlanoHa lNMnendepa, KOTOpPbIN BHEAPUN AaHHbIA WNGP B rocygapCTBEHHbIE CMYXObI
BenukobputaHmn. OH wncnomnb3oBancst adHrmuyaHamyn B [lepBoi  mupoBon  BoWHe.  Ludp
npeaycmaTpmBaeT LWMdpoBaHNe nap cumBonoB (burpamm). Takum obpasom, aToT wWmdp 6Gonee
YCTONYMB K B3FIOMYy MO CPaBHEHWIO C LWMGPOM MPOCTON 3aMeHbl, TaK Kak 3aTpyaHAETCH 4acTOTHbIN
aHanu3. OH MOXeT ObITb NPOBEAEH, HO He Ansi 26 BO3MOXHbIX CUMBOSOB (NaTUHCKMIA andasuT), a Ansa 26
X 26 = 676 BO3MOXHbIX OurpaMmm. AHanm3 4actoTbl OBUrpaMm BO3MOXEH, HO SIBNSIETCS 3HAYUTESIbHO
bornee TpyaHbIM 1 TpebyeT HaMHOro 6onbluero o6beMa 3alnMdpPOBaAHHOIO TEKCTA.

Onsa wndpoBaHusa coobLueHms Heobxoaumo pa3buTe ero Ha Gurpammel (rpynnbl U3 ABYX CUMBOMOB), NPU
3TOM, ecrnu B burpaMmme BCTPETATCS ABa OAMHAKOBBLIX CMMBOMA, TO MeXAy HUMu JobaBnsieTcs 3apaHee
OroBOPEHHBLIN BCOMOraTenbHbI CMMBON (B opuriHane — X, ansa pycckoro andgaeuta - A). Hanpumep,
«3awmncpoBaHHOEe COOGLLIEHNE» CTAHOBUTCS «3a WKW (p OB aH HO ec oA o6 we Hu edd». Ong
POpPMUPOBaAHMA KMOYEBOW Tabnuubl BbIOMpPaAeTCa NMO3YHr M Janee OHa 3anofiHsaeTca Mo npasuiam
wndppyroen cuctemol Tpucemyca. Hanpumep, nosyHr «JAONHA»




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Puc.6. Kniouesasa Tabnuua ans wndpa Playfair

3atem, pyKOBOACTBYSICb CreayrWwyMU NpaBuiiaMu, BbIMOSHSAETCS 3alndpoBbIBAHUE Map CHUMBOJIOB
MCXOQHOro TeKcTa:

1. Ecnn cumBonbl GUrpaMmbl MCXOOHOTO TEKCTa BCTPEYATCA B OOHOW CTPOKE, TO 3TU CUMBOIbI
3aMeLLalTCs Ha CUMMBOJIbI, pacriofioXXeHHble B Gnmkanwmnx cronbuax cnpaBa OT COOTBETCTBYHLLMX
cumBonoB. Ecnv cumeon siBnseTca nocneaHUm B CTPOKE, TO OH 3aMEHSIETCA Ha NepBbI CUMBOI 3TOW Xe
CTPOKM.

2. Ecnu cumBonbl Gurpammbl MICXOAQHOTO TEKCTa BCTpeYyatoTcs B 04HOM cTonbue, To oHM npeobpa3syoTcs
B CUMBOJbI TOTO e cTonbua, HaxoaaWwMMUCa HeNoCPeACTBEHHO nod HUMK. Ecnu cumBson sBnseTtcs
HIXKHMM B CTONGLE, TO OH 3aMEHSIeTCA Ha NepBblii CUMBOI 3TOrO Xe cTonbua.

3. Ecnn cumBonsl 6|/|rpa|v||v|b| MCXOOHOIo TeKCTa HaxoaATCA B pa3HbIX CTOJ'I6LI,aX N pa3HbIX CTPOKax, TO
OHU 3aMEHAKTCA Ha CMMBOIJIbl, HaxoadAlWmneca B TexX Xe CTpoKax, HO COOTBETCTByKWLIMe OpyrmmMm yrinam
npAMOYroJibHUKa.




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Mpumep windpoBaHus.

- Burpamma «3a» bopmMupyeT NPAMOYrONbHUK — 3aMEHAETCS Ha «XKO»;
- Burpamma «Wwm» HaxogATCcsa B OOHOM CTOSbLE — 3aMEHSIETCA Ha «He;
- burpamma «pp» HaxoOdATCA B OOHON CTPOKE — 3aMEHAETCH Ha «XCY;

- burpamma «oB» PopMUPYET NPAMOYTOSNIBHUK — 3aMEHSIETCH Ha «IDKY;
- Burpamma «aH» HaxoAsTCA B O4HOWN CTPOKE — 3aMeHseTCH Ha «b6ax;

- Burpamma «Ho» hopMUpPyeT NPSAMOYIOSIbHUK — 3aMEHSAETCS Ha «aMy;
- Burpamma «ec» hopMUpyeT NPSIMOYrONbHUK — 3aMEHSETCH Ha «IT»;

- burpamma «osi» popMmpyeT NPAMOYTrOSNIbHUK — 3aMEHSAETCH Ha «Kay;

- Burpamma «ob6» chopMmMpyeT NPSAMOYTONbHUK — 3aMEHSIETCS Ha «May;
- burpamma «uwe» hopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCST Ha KLUEY;
- Burpamma «Huy» opMUPYET NPAMOYTONIbHUK — 3aMEHSIETCS Ha «aH»;

- burpamma «esi» hbopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCS Ha «TU».




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Lndgporpamma — «kb toe xc mx 6a am It ka na LWé aH rmy.

Ona  pacwmngpoBkM  HEOOXOOUMO  UCMONb30BaTb  MHBEPCUKD  3TUX
cumBornbl A (nnn X), ecnun OHW He HeCyT CMbICNa B UICXOAHOM COOOLLEHUN.

3. MpaKkTnyeckasa 4yacTb

3awwmdpyrte cBOK hamMuUnNuio C MOMOLLBIO CReayoLLmMX LN POoB:
- Wndppa Lesaps;

- NNO3YHroBoro wugpa;

- nonmMburaHcKoro KBagpaTa;

- Wudpytowen cnctemsl Tpucemyca;

- wudppa Playfair;

npaewun,

OTKMAblBas

Mpn odopmneHnn otyeTa HeobOXoOUMO MpPMBECTM WCXoAHOe coobuieHne (dhamunuio), Tabnuuy
wndposameH, knwod (ecnm Tabnuua wWndpo3aMeH He SABNSAETCA KAYOM) U 3awmdpoBaHHOE

coobLleHune.

[1K-14 BnageHreM HaBBIKAMHU UCIIOJIb30BAHUS KOMIIBIOTEPHOW TEXHUKU U MH(POPMALMOHHBIX TEXHOJIOTUH B JOKYMEHTAIIMOHHOM O0eclie4eHun
YOPaBJICHUS U apXUBHOM JIENIE

3HaTh

| HpI/IHHI/IHBI HUCITIOJIB30BaHUA

1. PaccmotpuTe BONpOCH JIMIIEH3MPOBaHUS B 00JacTW 3amUThl MHGOpManuu B 3akoHe «O




CTpyKTypHBI

1 DJIIEMEHT [Imanupyembie pe3yJIbTaThl
OneHouHble CpeaCcTBa
KOMIIETEHIIH oOyueHus
"
KOMITBIOTEPHOU TEXHUKH B JUIIEH3UPOBAaHUU OTIEIbHBIX BUIOB JAearenbHocTU» OT § aBrycra 2001 roxa nHomep 128-D3
JIOKYMEHTAllHOHHOM (ITpunst 'ocynapctennoi ymoii 13 urons 2001 roga).
oOecrieyeHHH  ynpaBieHHs ®| 2. 3aKOHOJATEIbHBIC MPUHIUIBI KaAPOBOK 3aIIUTH HHPOPMALMOHHOW OE30MaCHOCTH.
apXUBHOM JIeJIe. 3. Opranuzanus KOHQUASHIUATHHOTO AeTOMPOU3BOICTBA.
[Tpuntuns! ucnions3oBanust UT B| 4. Bo3MokHBIE MPUUMHBI YTEUKH WH(GOPMAIMK NPH HAPYIICHUH TIEPCOHAIIOM TPaBUII pabOTHI C
JIOKYMEHTAIlMOHHOM KOoH(UIEHIMaTBbHON nHpOpMaLIUeH.
obOecrieyennn  ynpasieHus wu| 5. TpeOoBaHus, TmpenbsBISeMble K MpEeTeHACHTAM Ha padoTy ¢ KOH(QUACHIUAIBHON
aApXUBHOM JIeJIe. nHpopMalnren U K IpeTeHASHTaM Ha JI0JDKHOCTD B CIYX)0y HHGOPMAIMOHHON 0€3011aCHOCTH.
[TpuHLIMIIBI obecrieuenus | 6. KaapoBas mnonutuka mnpennpustvs. Bo3MoKHBIE HCTOYHHKH TOIMOJHEHHUS MPEATNPHUITHS
nH(pOpMaIMOHHON 0€30MMacHOCTH KaJpaMu JyIs paboThl ¢ KOHPUACHIIMAIBHONW HH(pOpMaInei.
u 3ammtel  uHbopMmammm B| 7. Ilopsmok opraHu3anyu M NMPOBEACHUS KOHKYPCOB Ha 3aMEIICHHs BAaKaHTHBIX IOJDKHOCTEH,
IpoLecce. CBSI3aHHBIX ¢ 6€30MaCHOCTHIO UH(OPMAIIHH.
8. MeToapl TpPOBEpKH KaHIWAATOB Ha paboTy. OTpakeHHe BOMPOCOB HWHPOPMALMOHHOM
0€30MaCHOCTH B TPY/JIOBBIX U KOJUIEKTUBHBIX JI0TOBOPAX.
YMmers: PaGotare ¢ wuHpOpManueil B 1 IlporpammHast cucteMa 3aiuThl HH(GOPMAIMK OTBEYAET 3a:

JIOKAJIBHBIX CETSX.
PaGotare ¢ wuHpOpManueil B
IJ1I00AJIbHBIX CETSIX.
ObecneunBaTh
MH(OPMAaLIOHHYIO
0€301acHOCTH u 3aIUTy
uH(popMalun B rporecce
paboTHI.

a) CoxpaHHOCTb BCel BBEIEHHOM B MH(POPMALIMOHHYIO CUCTEMY
uHpopMaluu.

0) Peasmzaumio 3ajaHHOM MOJMTUKHU 0€30MTACHOCTH.

B) KoppekTHoe moBefieH1e moyib30BaTeiei.

2 Ayrentudukanus 3To:
a) IloaTBep:xaeHune 3asiBJIEHHOT0 MaeHTH(UKATOPA.
6) IIpouecc BBoja TekcTa O6e3 0TOOpakeHUs Ha HKPaHE.
B) BBOX cBeneHMIT TMYHOTO XapaKTepa.

3 [NonmuTHka 6€30MacHOCTH ITO:
a) IlpaBusa onpenesieHns pa3pelIéHHbIX U 3aNPeEHHBIX ONlepaluil B




CTpyKTypHBI

1 DJIIEMEHT IInanupyemsble pe3ysbTaThl
OneHouHble CpeaCcTBa
KOMIIETEHIIH o0yueHus
"
MH(POPMAIIMOHHOH CHUCTEME.
0) [IpaBuiia moBeCHUS MOJIH30BATEIICH.
B) MHcTpykums JedcTBUE  aAMMHHCTpaTtopa 1o oOecnedyeHuto MHGOPMalMOHHON
0€30MMacHOCTH.
4 MonuTop 6€30MacHOCTH ITO:
a) JInuHbI TEpMUHAJI CUCTEMHOI'O 3/IMUHUCTPATOpA.
0) COBOKYNHOCTB pe3HAeHTHBIX IPOIPaMM, PeaJIM3YIOLIUX MOJUTHKY O€30I1aCHOCTH.
B) [Iporpamma KOHTpOJIS JaHHBIX ayAMTA.
5 JluckpenoHHas MOJIUTHKA JIOCTyHA!
a) Onpenensier npaBa J0CTyNa HICHTHPHIHPOBAHHBIX CYy0ObEKTOB K 00beKTaM
HA OCHOBe 32/IaHHBIX BHEIIHUX NPaBWJI (MATPHULBI J0CTYIA).
6) Omnpexnensier mpaBa JocTyna CyObEKTOB K OOBEKTaM MJIM paspemaeT WHGOpMalMOHHbIE
MTOTOKH MEX]ly 00BEKTaMU Ha OCHOBE M3MEHSIEMbIX METOK ITpaB JOCTYIA WIH KOH(UIECHIIMATBbHOCTH.
B) SIBisiercs anroputMoM (OPMHUPOBAHUS MATPHUIIBI TOCTYTIA.
r) ColIepXUT HMHCTPYKLHUIO JUIsi CUCTEMHOIO aJMHHHCTpaTopa IO MPEAOCTABJICHUIO IpaB
JIOCTYTIa Pa3INYHbIM I10JIb30BaTEISIM.
Bnanets: bazoBbiMu mpuemamu paboThl ¢ Konumponvnasa paboma

npodeccuoHaNBHOM
uH(popManuei.

Crniocobamu o0ecrieyeHus
3AINATHI nHpopManuu B
npoiiecce paboThI c
npodeCCHOHATBEHON

uHpopManuen.

3awmTa nHdopmMaLmm ¢ NoMoLbI0 Kpuntorpacpumn
1. lenb paboTbl

Llenbio paboTbl sIBNSieTCA WUCCnegoBaHve 3aliuTbl
NPUHLMMNOB KpunTorpaguu.

WHopMaLMM C NPUMEHEHMEM NPOCTENLINX




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

HopmaTtuBHO-1ipaBoBOM

nHpopmanuen B obsactu
oOecrnieueHus 3aIIUTHI
npodeccuoHanbHOM
uH(pOopMaLIUH.

2. TeopeTuMyeckas YacTtb
2.1 lnbpbl 3ameHbI

CywHoCcTb WncpoBaHUA MeTOAOM 3aMeHbl 3aknodaetcs B cnegywowem [2]. lMycTe wudpytoTtea
COO0OLEHNA Ha PYCCKOM Si3blke M 3aMeHe MoAanexuT kaxaasa Oykea aTux cooblieHun. Torga, 6ykee A
NCXOAHOro andasmTa CONocTaBnseTca HEKOTOPOE MHOXECTBO CUMBOMOB (Lwndpo3ameH) My, B — M, ...,
A — M;. LLndposameHbl BbiIbMpatoTca TakumMm obpasom, YTobbl nobble asa MmHoxecTtBa (M, u M,, i # j) He
cofepxanu ognHakoBbix arnemeHToB (M, N M, =@ ).

Tabnuua, npuBeaeHHas Ha puc.1, ABNSeTCa KNoYoM LWngpa 3aMmeHbl. 3Has ee, MOXXHO OCYLLIECTBUTL Kak
LWwnpoBaHue, Tak U paclumdpoBaHume.

Puc.1. Tabnuua wndposameH

Mpn wundpoBaHmm kaxgas OykBa A OTKPbITOrO COObLWEeHNs 3aMeHsieTcss nbbiM  CMMBOSIOM U3
MHoxecTBa M,. Ecniv B cOOOLLEHMM COOEPXKUTCS HECKOMBKO OYKB A, TO Kaxdas U3 HUX 3aMeHSIeTCs Ha
no6on cumBon 13 M,. 3a c4eT 3TOro C MOMOLLBI OAHOTO KIoYa MOXHO NOMYYUTb Pa3nnyHble BapyUaHThbI
WndpporpaMMbl Anst OOHOTO U TOFO e OTKPbITOro COOBLLEHNS.

Tak kak MHOXecTBa Ma, M, ..., M; nonapHo He nepecekatoTcs, TO MO KaXA0My CUMBOSY LUMPOrpaMMbl
MOXXHO OJHO3HA4YHO OnpeaenvTb, KAKOMY MHOXECTBY OH NMPUHAAIEXMUT, 1, CriefoBaTernbHO, Kakyto GYKBY



https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/literatura

CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

OTKPBITOrO COOBLIEHNA OH 3amMeHsieT. Mo3aToMy paclunMdpoBaHne BO3MOXHO U OTKPbITOEe CoobLieHne
onpenenseTcs eqUHCTBEHHBIM 0GPa3oM.

MeToq 3ameHbl YacTo peanuayeTcs MHOrMMU Monb3oBaTensamMu npu pabote Ha KomnbioTepe. Ecnn no
3a6bIBYMBOCTY HE NEPEKIIOYNTL Ha KnaBuaType Habop CMMBOIOB C MAaTUHWLbI Ha KUPUNNULY, TO BMECTO
OykB pycckoro andasuTa npu BBOAE TeKkcTa OyAyT neyataTbca OykBbl NaTtuHCKoOro andasuta
(«LWMdpO3aMeHbI»).

LLndbpbl 3amMeHbI MOXXHO pa3genvTb Ha creaylolme nogkKnacchbl:

- wndpbl OAHO3HAYHOW 3aMeHbl (MOHOANMaBUTHbIE, MPOCTble MNOACTAHOBOYHLIE). Konunyectso
LunMdbpo3amMeH A Kaxaoro cuMBoria ncxogHoro andasuta pasHo 1 (| M | = 1 ans ogHoro cumBeona);

- NoNurpaMMHble Wudpbl. AHanNorMyeH npeabiayLlleMy 3a WUCKIOYEHWEM TOro, YTO LndposameHe
COOTBETCTBYET cpa3sy 6ok cMMBOIIOB McxogHoro coobueHus (| M | = 1 ans 6rnoka cMMBOSOB);

- omodoHnyeckmne wndpbl (OAHO3BYYHbIE, MHOTO3HAYHOW 3ameHbl). KonnyecTBo wndposameH ans
OTOeNbHbIX CMMBOJOB McxoaHoro andasuta 6onbwe 1 (| M | =2 1 gns ogHoro cMMmBona);

- nonnandaBuTHble WKUgpbI (MHoroangasuTHble). COCTOUT U3 HECKONBbKUX LINMGPOB OOHO3HAYHOMN
3ameHbl. Boibop BapmaHTa andasuTta 4nsa 3awmndpoBaHms OgHOro CMMBOMA 3aBUCUT OT 0COBEHHOCTEN
meTtoAa wudposanus (| M | > 1 ana ogHoro cumsona).

Ona 3anucu mncxogHbIX M 3aWM@POBAHHBIX COOOLLEHWUIA MCNONb3YKTCA CTPOro onpeaeneHHble
andasuTbl. [Nog andaBuTOoM B faHHOM crydae noHnmaeTcs Habop CMMBOJIOB, CriyXallmi Anst 3anmMcu
coobuweHnin. AncaBntbl Ans 3annMcyM UCXOOHbLIX U 3alMGPOBAHHBIX COOBLLEHUI MOryT OTNMYaThCs.




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

CvmBonbl 06oux andgaBuTOB MOryT ObiTb nNpeacTaBreHbl GyKBaMu, UX COYETaAHUSIMU, YUCTaMK,
puycyHKaMu 1 T.Mn. B kayecTBe npumepa MOXHO NPUBECTM NNALLYLLIMX YENOBEYKOB M3 pacckasa A. KoHaH

Oownna ( ) N PYKOMUCb PYHUYECKOro NMcbMa (| ) 3 pomana XK. BepHa «[yTewectaue k
LeHTpy 3emnuy.

2.2. Wndpbl 04gHO3HAYHOW 3aMEHbI.

MakcumanbHOe KonmMyecTBO Kntoden ang noboro wwudgpa 3TOoro BuMaa He npesBblwaeT n!, raen —
KONM4ecTBO CMMBOJIOB B andasuTe. C yBenNUYEHNEM Yncna N 3HA4YeHUe n! pacTeT oveHb bbicTpo (1! =1,
51 = 120, 10! = 3628800, 15! = 1307674368000). [lNpwu 6Gonbwnx N AN NPUBAUKEHHOrO
BblYMCIEHNS N! MOXHO BOCNONb30BaTbCcsA hopmynon CTupnuHra

r

(1)

Wudp Liesapsa. JaHHbin wndp 6ein npuagymaHd Naem KOnvem Llesapem n ucnonb3osancsa MM B CBOEW
nepenncke (1 Bek A0 H.3.). NpMMEHNTENBHO K PYCCKOMY $3blKy CyTb €ro COCTOMT B CredyHLLEM.
BobinucbiBaeTca ncxogHoivi andasut (A, B, ..., £), 3aTeM nog HUM BbINMCLIBAETCS TOT e andg)aBuT, HO C
LUKNNYecKnm casuroM Ha 3 OyKBbl BIEBO.

Puc.2. Tabnuua wndpposameH ans wudpa Liesaps




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

Mpu 3awmdpoBke OykBa A 3ameHsieTcs 6ykson I, B - Ha [ v T. g. Tak, Hanpumep, NCXo4Hoe coodLleHne
«ABPAMOB» nocne wwndppoBaHma ©Oypet Boirnagets «OYITICE». [Monyyatens coobLieHus
«FAYTTICE» nweTt 3Tn GyKBbl B HKHEWN CTPOKE M Mo OykBaM Haj HUMW BOCCTaHaBIIMBAET MCXOOHOE
coobleHne «KABPAMOB».

Kritoyom B windppe Llesapsa aBnsaeTca BennunHa caBura HkHen cTpoku andasuta. KonmyecTBo kroyen
ana Bcex mogmdukaumin gaHHoro wudpa NpMMEHUTENBHO K andaBuTy PYCCKOro sidblka paBHO 33.
Bo3MOXHbI pa3nuyHble Moandukaumm wndpa Llesaps, B 4aCTHOCTN NO3YyHroBbIv Wndp.

No3syHroBbin wudp. s gaHHoro wudpa nocTpoeHme Tabnumubl Wndpo3amMeH OCHOBAHO Ha J103yHre
(kntoue) — nerko 3anomMuHaeMom crnoBe. BTopasi cTpoka Tabnuupl Wwndpo3ameH 3anonHAeTCs cHavyana
CMOBOM-JI03YHIOM (NpuyemM noBTopsitoLLmecs OykBbl OTOpackIBalOTCS), @ 3aTeM ocTarbHbIMU GyKBamMu, He
BOowleAlMe B CIOBO-NO3yHr, B andasBuTHOM nopsake. Hanpumep, ecnv BbIGpaHO CroBO-NO3YyHr
«OJAONHAY, To Tabnuua nveeT cneayoLwmn BUA.

Puc.3. Tabnuua wngposameH anga no3yHrosoro wudpa

Mpu wudpoBaHmum ncxogHoro coobueHmns « ABPAMOB» no npuBeaeHHOMY BbliLLE KoYy LWndporpamma
oyaet Boirnagetb «OAMNOKMWy.

B kauecTBe nosyHra pekomeHayeTcsl BblOvpaTb pa3dy, B KOTOPOW coAaepXaTbCA KOHeYHble OykBbl
andgasuTta. B obuwem cnyyae, KONMYECTBO BapUaHTOB HWKHEW CTPOKU (MPUMEHUTENBHO K PYCCKOMY
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A3blky) coctaBsnseT 33! (= 10%).

MonubuaHcknin kBagpar. LLndp n3obpeteH rpeveckum rocyaapCTBeHHbIM AesTeNem, NoikoBoALEM U
nctopukom Monubuem (Il Bek Ao H.3.). NpUMEHNTENBHO K pycckomy andaBuTy CyTb LIMGPOBaHUA
3akniovanach B crniegytolleM. B kBagpaT 6x6 BbINMCbIBaOTCA OyKBbI.

Puc.4. Tabnuua wngposameH ana nonmbuaHckoro kBagparta

Lngppyemasa OykBa 3aMmeHseTCA Ha KOOpAMHaThl KBagpaTta (CTpoka-cTonbeL), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnn ucxogHoe coobweHmne « AbBPAMOB», To wndporpamma — «11 12 36 11 32 34 13». B
OpeBHen [peuun coobllieHns nepefaBanmMCb C MOMOLLBID OMNTMYECKOro Tenerpada (C MOMOLLbBH
dakenos). [Ona kaxgon ©OykBbl cooOleHMss B Havane nogHMManocb KonmnyecTtBo (bakesios,
COOTBETCTBYHOLLIEE HOMEPY CTPOKM BYKBbI, @ 3aTeM Homepy cTonbua.

Wudpyrowan cucrema Tpucemyca (Tputemus). B 1508 r. abbat ns NepmaHmm NoranH Tpucemyc
Hanucan nevaTHyo paboTy nNo kpunTonorum nof HaseaHuem «lMonvrpadusi». B 3TON KHUre oH BnepBble
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cMcTemMaTM4eckn onucan npumeHeHne Wwndpyowmx Tabnuy, 3anonHeHHbIX angaBnTomM B Cry4anHoOM
nopsake. [na nonyyeHust Takoro wudgpa 3ameHbl 06bI4HO UCNONbL30BanMch Tabnuua ang 3anucu 6yks
andasunTa n KN4eBoe croBo (unu cgpasa). B Tabnuuy cHayana BNMCbIBanNochb No CTpokam KroyeBoe
CrnoBo, npuyeM noBTopsiomMecs OykBbl OTOpacbiBanucb. 3arteM 3Ta Tabnuua [ononHanacb He

BOLlEAWMMM B Hee GykBamu andasuta no nopsaky. Ha puc.6 usobpaxeHa Tabnuua c KoYeBbiM
cnosoM «JAONHA».

Puc.5. Tabnuua wundgposameH anga wncpa Tpucemyca
Kaxxgas 6ykBa OTKpbITOro coobLLeHns 3ameHsieTcst OyKBORM, pacnosnoXXeHHOW Mo HeW B TOM ke cTonbue.
Ecnu GykBa HaxoguTcsa B nocrnegHen cTpoke Tabnuubl, To Ans ee wndgposaHmsa 6epyT camyro BEPXHIOH

6ykBy cton6bua. Hanpumep, ncxoaHoe coobuieHne «ABPAMOBY, 3awumdposarHoe — « MABUXLLK».

2.3. NonurpaMmmHbie WU pbI.

MonurpammHble Wndpbl 3aMeHbl - W pbI, KOTopble WNgpPYT cpady rpynnbl (6510KM) CMMBOMOB.
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Wndp Playfair (aHrn. «MectHasa urpa»). bbin n3obpeteH B 1854 r. Yapnb3om YUTCTOHOM, HO Ha3BaH
umeHem noppaa JlarioHa lNMneridepa, KOTOPbIN BHEAPUN AaHHbIA LWUNMP B rocygapCTBEHHbIE CRYXObI
BenukobputaHmn. OH wncnomnb3oBancst aHrmuyaHamyn B [lepBoi  mupoBon  BoWHe.  Ludp
npeaycmaTpmBaeT LWMdppoBaHWe nap cumBonoB (burpamm). Takum obpasom, aToT Wwndp 6Gonee
YCTONYMB K B3FIOMY MO CPaBHEHWUIO C LWUMPPOM MPOCTON 3aMeHbl, TaK Kak 3aTpPyAHAETCHA 4aCTOTHbIN
aHanu3. OH MOXeT ObITb NPOBEAEH, HO He Ansi 26 BO3MOXHbIX CUMBOSOB (NaTUHCKMI andasuT), a Ansa 26
X 26 = 676 BO3MOXHbIX OurpamMmm. AHanm3 4actoTbl OUrpaMm BO3MOXEH, HO SIBNSIETCS 3HAYUTESbHO
bonee TpyaHbIM 1 TpebyeT HaMHoro 6onbluero ob6bemMa 3almMdpPOBaHHOIO TEKCTA.

Onsa wndpposaHua coobLueHms Heobxoaumo pa3buTe ero Ha Gurpammel (rpynnbl U3 ABYX CUMBOMOB), NPU
3TOM, ecrniu B burpaMmme BCTPETATCS ABa OAMHAKOBBLIX CMMBOMA, TO MeXAy HUMu JobaBnsieTcs 3apaHee
OroBOPEHHBLIN BCOMOraTenbHbIA CMMBON (B opuriHane — X, ans pycckoro andgasuTta - A). Hanpumep,
«3awungpoBaHHoe COOOLLEHNE» CTAHOBUTCA «3a WK (p OB aH HO ec oA o6 we Hu edA». Onsa
POpMMPOBaAHMA KMOYEBOW Tabnuubl BbIOMpPaeTCca NMO3YHr M Janee OHa 3anofiHsaeTcs Mo npasuiam
wndppyrowen cuctemol Tpucemyca. Hanpumep, nosyHr «JAOUNHA»

Puc.6. KntoueBas tabnuua ons wudppa Playfair
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3aTtewm, PYKOBOACTBYACH crnegyrwnmn npasuiiamMun, BbINOJNMHAETCA 3aLLIVI('*)pOBbIBaHVIe nap CMMBOJIOB
MNCXOOHOIo TeKCTa:

1. Ecnn cumBonbl GurpaMmMbl MCXOOHONO TEKCTa BCTPEeYalTcs B OAHOW CTPOKE, TO 3TU CUMBOINbI
3aMeLalTcsl Ha CUMBOIbI, PacrofiokKeHHble B Onvkanwmx ctonbuax crpaBa OT COOTBETCTBYHLLUMX
cMMBOIOB. Ecniv cuMBon siBNsSieTCs NOCNeAHUM B CTPOKE, TO OH 3aMEHSIETCS Ha NePBbIA CUMBOI 3TOW e
CTPOKMN.

2. Ecnu cumBonbl GurpaMmbl ICXOAHOMO TEKCTa BCTPeYalTCcs B OAHOM CTONOLE, TO OHM NpeobpasyoTes
B CMMBOIbI TOTO e CTOsI0Ua, HaxodaWwuMmncs HenocpeacTBeHHO nog HumMu. Ecnu cumBon saensieTcs
HWXHMM B CTONOLE, TO OH 3aMeHSIeTCSl Ha NePBbLI CUMBOJT 3TOrO Xe cTonbua.

3. Ecnu cumBonbl GurpaMmbl UCXOAHOTO TeKCTa HaXOoAATCs B pasHbIX cTonbuax U pasHbiX CTpoKax, To
OHWN 3aMEHSII0TCA Ha CMMBOJSIbI, HAXOOSLLMECS B TEX XK€ CTPOKax, HO COOTBETCTBYHOLUME APYIMM yriam
NPSIMOYToJibHMKA.

Mpumep wndpoBaHus.

- Burpamma «3a» popMUPYET NPSIMOYrONbHUK — 3aMEHSIETCS Ha «XKO»;

- Burpamma «LKny» HaxXoA4AaTCsl B OQHOM CTONOLE — 3aMEHSETCS Ha «loey;

- Burpamma «p» HaxoasTCs B OOHON CTPOKE — 3aMEHSIETCH Ha «XC»;

- Burpamma «oB» (HOPMMUPYET NPSMOYFOSIbHUK — 3aMEHSIETCS Ha «IKY;
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- Burpamma «aH» HaxoAsTCA B O4HOWN CTPOKe — 3aMeHsAeTCH Ha «6ay;

- Burpamma «Ho» OPMUPYET NPAMOYTONbHUK — 3aMEHSAETCSA Ha «amy;
- burpamma «ec» opMupyeT NPsIMOYrONbHUK — 3aMEHSETCS Ha «IT»;

- burpamma «osi» popMmpyeT NPAMOYroNIbHUK — 3aMEHAETCH Ha «Kay;
- Burpamma «ob6» chbopMmpyeT NPSAMOYTONbHUK — 3aMEHSIETCS Ha «May;
- Burpamma «Lie» opMUpYeT NPAMOYTONbHUK — 3aMEHSIETCSA Ha «LUEY;
- Burpamma «HU» opMUPYET NPAMOYTONBHUK — 3aMEHSAETCS Ha «aH»;
- burpamma «est» hopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCS Ha «TU».
LLindporpamma — «x0 toe xc ik 6a aM IT Ka na LWé aH rm».

Ona  pacwungpoBkM  HeobXoouUMO  UCMOMNb30BaTb  MHBEPCUKD  3TUX  NpaBun,
cumBornbl A (nnn X), eCnu OHW He HeCyT CMbICNa B UCXOAHOM COOOLLEHUN.

3. MpakKkTnyeckasa 4yacTb

3awwumdpyrte CBOKO hamMuUnNuio ¢ MOMOLLLIO CReayoLLmMX LWNgpPoB:

- Wwudpa Lesaps;

OTKMAablBas
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- TO3YHroBoro wmapa;
- nonnbuaHckoro KBagpara;
- WndppytoLen cuctemsl Tpucemyca;

- Wwudpa Playfair;

Mpn odopmneHnn otyeTa HeoOGXOOMMO MPUBECTM MCXOAHOe cooblleHne (dhamunuio), Tabnuuy
wndposamMeH, kod (ecnm Tabnuua wWndpo3aMeH He SABNSETCA KAYOoM) U 3awmdpoBaHHOE

coobLeHue.

[IK-15 crmocoOHOCTBIO COBEPIIEHCTBOBATH TEXHOJOTHU JOKYMEHTAI[MOHHOTO OOECIeUEHUsl YIPAaBJICHUS W apXWBHOTO Jefa Ha 0ase
HCII0JIb30BAaHMS CPEACTB aBTOMATU3ALUN

3HaTh

TexHonorun
JIOKYMEHTAI[UOHHOTO
oOecrieueHus ynpaBiaeHus 1
apXUBHOTO Jieia Ha 0aze
UCTIOJIB30BaHUS CPEJICTB
aBTOMaTH3alHH.

CrniocoObl obecrieyeHus 3aUThI
UH(POPMALIUHU C TOMOIIBIO
CpEeICTB aBTOMAaTHU3AINH.
Cdepsl npumeHeHus crnocoooB
oOecnieyeHus HH(HOPMALIMOHHON
0€3011aCHOCTH Ha YPOBHE

1. DOproHomuueckue M HOpPMaTHBHbIE TpeOOBaHUS K OpraHu3anuu padodero mecta

IIOJIB30BaTCIIA.

3amura OT mjiaruara.

NOUTRWN

Opranu3zanys aHTUBUPYCHOU 3alLUTHI.

Opranu3zanys napoJbHOMN 3alIUTHI.

WNHcTpykuus 1o opraHu3anuy MapoIbHON 3alUTHI.
OO6111e moIXoAbI K MOCTPOSHUIO MAPOJIBHBIX CUCTEM.

JlaiiTe XapaKTEepUCTHKY CIeIyIOIUX (GOpM 3alUThl HTHPOPMALMHU: ATEHTOBAHUE, aBTOPCKOE
npaBo, ToBapHble 3HakM («[laTeHTHBI 3axkoH POy,

«O TOBApPHBIX 3HAKaX, 3HaKax

O6CJIY)KI/IBaHI/I$I U HAMMCHOBAHUU MECT IPOUCXOKIACHU A TOBapOB»).
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KOMIIETEHIIN oOy4eHus
Hu

TEXHOJOTHI
JIOKYMEHTAIlUOHHOTO
oOecrieueHus ynpaBiaeHUs U
apXHMBHOTO Jiesia Ha Oa3e
WCIIOJIb30BAHUS CPEACTB
aBTOMAaTH3allMH.

VYMerTh: [IpumeHsTh B CTaHIaPTHBIX 1 [IporpammHas cucreMa 3aluThl HHOOPMAIIUU OTBEYAET 3a:

pabounx CUTYaIUSIX CIIOCOOBI
oOecrieyeHnst ”HPOPMALTMOHHOM
0€30MacHOCTH B CPEJICTBaX
aBTOMAaTHU3AI[1H.
XapakTepu3oBarthb CITOCOOBI
obOecrieueHnss HMH(OPMALIMOHHON
0e30MMacCHOCTH B  TEXHOJIOTHSIX
JIOKYMEHTAIMOHHOTO
ofOecrieueHHs  YOpaBlI€HUS U
apXuMBHOTO Jlena Ha  0Oase
HCIIOJIb30BaHUS CpenCTB
aBTOMAaTHU3AI[1H.

KoppektHo HCIIOJIb30BaTh
CpencTBa 3alMThl HH(DOpMAIUHU B
CpeacTBax aBTOMAaTHU3aIUU
TEXHOJIOTHH
JOKYMEHTAIMOHHOTO
o0ecrieueHUs  YOpaBlIeHUs U
ApXUBHOTO JIeTa

a) Coxpannocms 6cetl 66e0EHHOU 8 UHDOPMAYUOHHYIO CUCTNEMY
unghopmayuu.

0) Peasin3anuio 3a]aHHOI MOJIMTHKHU 0€30MACHOCTH.

B) KoppekTHoe noBeaeHue 1moyib30BaTeiei.

2 Ayrentudukanus 3To:
a) [loaTBep:kaeHue 3asiBJICHHOT0 MAeHTHGUKATOPA.
6) IIpouecc BBoa TekcTa 6€3 0TOOpakeHUs Ha SKpaHe.
B) BBOJ cBeneHmit mMuHOrO XapakTepa.

3 [Monutrka 6€30MacHOCTH 3TO:
a) [IpaBuia onpenesneHus: pa3spelIEHHbIX U 3alPelIEHHBIX oNepanuii B
MH(GOPMAIMOHHOH cucTeMe.
6) [IpaBuiia noBeneHus MOJIb30BaTENEH.
B) MHcrpykuus neficTBMi  aAMHUHHUCTpaTopa
0€301MacHOCTH.

0 00EeCHeUYeHUIO

4 MonuTop 6€30MacHOCTH ITO:
a) JIn4HbII TepMUHAII CUCTEMHOTO a/IMUHHUCTPATOPA.

UH(POPMALIMOHHOM

0) COBOKYNHOCTb pe3UuIeHTHbIX MPOrpamMMm, peaju3yIuX NoJUTHKY 0€30MTacHOCTH.

B) [Iporpamma KOHTpOJISI JAHHBIX ay/UTA.
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5 JlMcKpeloHHast MOJUTHKA JOCTYIa!

a) Onpeaensier NpaBa 10cTyNa HICHTH(PUIHPOBAHHBIX CY0ObEKTOB K 00beKTaM

HA OCHOBE 32JaHHbIX BHELIHHUX NPaBHJI (MATPHLbI J0CTYIA).

6) OmnpenensieT mpaBa JI0OCTyna CyOBEKTOB K OOBEKTaM WJIM pasperiaet MHGOpPMaIlHOHHbBIC
IIOTOKU MEX]ly 00bEKTaMHU Ha OCHOBE U3MEHAEMBIX METOK IpaB JOCTYIa WX KOH()UIEHIMAIBHOCTH.

B) SIBnsieTcst anropuTMoM (POPMHUPOBAHUS MATPHUIIBI AOCTYIIA.

r) ComepXUT MHCTPYKLHUIO Ui CHUCTEMHOrO aJMHHMCTpaTopa IO HPEAOCTABICHHUIO INpaB
JIOCTYTIa Pa3INYHbIM I10JIb30BATEISM.

Bnaners:

Konmponvnas paboma
3awmra nHcpopmaLmm ¢ nomMoLLbIo KpunTorpacdum

1. Llenb paboThbl

Llenbto paboTbl SIBASETCH MWCCNefoBaHWe 3aliuTbl MHOPMauuM C MNpUMEHEHVWEM MPOCTEeNLInX
MPUHLMMNOB KpUnTorpaduu.

2. TeopeTnyeckas 4acTb

2.1 lndbpbl 3ameHbI

CywHocTb WwngpoBaHMa MeToAOM 3aMeHbl 3aknyaeTca B criegytowem [2]. TycTb wundpytoted
COO0OLLEHMA Ha PYCCKOM Si3blKe M 3aMeHe NoanexvT kaxpas byksa aTmx cooblieHun. Torga, Oykse A

NCXOOHOro andaBuTa CONOCTaBNSAETCA HEKOTOPOE MHOXECTBO CMMBOSIOB (LundposameH) My, B — Ms, ...,
A — M;. LLndposameHbl BbIGMpaoTca Takum obpasom, 4Tobbl Nntobele asa mHoxecTBa (M, u M, i # j) He
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copepXanu ognHakoBbix anemeHTos (M, N M, =@ ).

Tabnuua, npuBeaeHHas Ha puc.1, ABNSIeTCs KNoYoM Wngpa 3aMmeHbl. 3Has ee, MOXXHO OCYLLECTBUTbL Kak
wmncppoBaHue, Tak U paclumdpoBaHume.

Puc.1. Tabnuua wndposameH

Mpu wudpoBaHum kaxgasi OykBa A OTKPbITOrO COOOLLEHMSI 3aMeHsieTcs JobbiM  CUMBOSIOM U3
MHOXxecTBa Ma. Ecnn B coobLueHn coaepXXnTcst Heckomnbko OykB A, TO Kaxaasi U3 HUX 3aMeHsieTcs Ha
nto6oii cumBon 13 M,. 3a c4YeT 3TOro C MOMOLLBH0 OAHOIO KrtoYa MOXHO MONYYMTb PasfvyHble BapuaHTbl
LWnporpaMmbl Anst OQHOMO M TOTO XKe OTKPLITOTO COOBLLEHMS.

Tak kak mHoxecTBa M,, Mg, ..., M; nonapHo He nepecekatoTcs, TO N0 KaXaoMy CMMBOSY LUMdporpaMmbl
MOXXHO OHO3HA4YHO ONpeaenvTb, KAKOMY MHOXECTBY OH NPUHAANEXWT, U, CriefoBaTernbHO, Kakylo GyKBy
OTKPbITOrO CO06LLeHMs1 OH 3ameHsieT. [Mo3aToMy paclumdpoBaHMe BO3MOXHO UM OTKpbITOE CoobLleHNe
onpenenseTcs eAUHCTBEHHBIM 06pa3oMm.

MeToa 3ameHbl YacTo peanusyeTcs MHOTMMU Mofb3oBaTenamu npu paboTte Ha komnbioTepe. Ecnn no
3ab6bIBUMBOCTU HE NEPEKIIOYNTL Ha KNaBmnaType Habop CMMBOIOB C NaTUHMULbI HA KUPUNNWLY, TO BMECTO
OykB pycckoro andgasuTta npu BBOAEe Tekcta OyayT nevaTatbCa OyKBbl NaTUHCKOro andasuTa
(«WwmncpposameHbl»).
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LLndbpbl 3amMeHbl MOXXHO pa3genvTb Ha creayolme noaKnaccehbl:

- wuncpbl OAHO3HAYHOM 3aMeHbl (MOHoandgaBuUTHbIE, MNPOCTble MNOACTAHOBOYHbIE). KonmyecTtso
Wndpo3aMeH 4118 Kaxaoro cMMBosa ncxogHoro andasuta paesHo 1 (| M | = 1 gns ogHoro cumeona);

- nonurpaMmmMHble Wudpbl. AHanNorMiyeH npeabiayLleMy 3a WUCKIOYEHWEM TOro, YTO Lndpo3ameHe
COOTBETCTBYET cpa3sy 6510k cMMBOIIOB McxogHoro coobuenus (| M | = 1 anst 6rioka cCMMBOMOB);

- oMmochoHn4yeckme wWndpbl (0OAHO3BYYHbIE, MHOrO3Ha4YHOW 3ameHbl). KonmyecTBo Wndpo3ameH Ang
OTAenbHbIX CUMBOJIOB MCXOAHOro andasuta 6onblwe 1 (| M; | = 1 ana ogHoro cumsona);

- nonuandaBuTHblie WK pPbI (MHOroandasnTHble). COCTOMT M3 HECKONbKMX LWINGPOB OAHO3HAYHOW
3ameHbl. Boibop BapunaHTa andasuTa Ans sawmgpoBaHns 04HOro CUMBONA 3aBUCUT OT ocobeHHoCTeN
meToda wudposanus (| M; | > 1 ana ogHoro cumeona).

Ona 3anucu mncxogHbIX M 3aWIM@PPOBAHHBIX COOOLLEHWMIA UCNONb3YKTCA CTPOro OnpeAeneHHbIe
andgasuTbl. Moag and)aBUTOM B JaHHOM crly4ae NoHMMaeTcsl Habop CMMBOIIOB, CIy)Xalluii Ans 3anucu
coobuweHnin. Ancasntbl ANs 3anMcyM UCXOOHbIX U 3alUMEPOBAHHBIX COOBOLLEHUI MOryT OTnMYaThbCs.
CumBonbl oboux andaeBuToB MOryT ObiTb MpeactaBneHbl OykBamu, MX COYETAHUSAMW, 4YUCNaAMW,
prUCyHKamm v T.1. B kavecTBe npumMepa MOXHO NPUBECTU NNALWYLLIMX YeNoBEYKOB 13 pacckasa A. KoHaH

Honna ) N PYKOMUCb PYHUYECKOro NMcbma ( ) 3 pomaHa XK. BepHa «[yTewectaue k
LeHTpYy 3emnuy.

2.2. Wndpbl 04gHO3HAYHOW 3aMEHbI.

MakcnmanbHoe KONMM4YecTBO Krouen ans noboro Lumcbpa 3TOr0 BMAa He npesbllwaet n!, roen —
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KONM4ecTBO CMMBOJIOB B andasuTe. C yBenUMUeHNEM Yncna N 3HavyeHne n! pactet oveHb ObicTpo (1! =1,
5! = 120, 10! = 3628800, 15! = 1307674368000). [Mpu OGonbwux n gns MNPUBAMKEHHOrO
BblYMCEHNS N! MOXHO BOCMNONb30BaThbCcA oopmynon CTupnuHra

(1)

Wndp Lesapsa. JaHHbin wndp 6bin npuaymad Maem KOnvem Llesapem v ucnonb3oBasncs MM B CBOEW
nepenucke (1 Bek A0 H.3.). [pUMEHUTENBHO K PYCCKOMY $3blKYy CYTb €ro COCTOUT B CReAyloLlem.
BbinucoiBaeTtcs ncxogHbin andasut (A, B, ..., A1), 3aTem nog HAM BbINMCbIBAETCS TOT Xe and)asBuT, HO C
LUMKNNYecKnm camnroM Ha 3 OykBbl BIEBO.

Puc.2. Tabnuua wndpposameH ans wudpa Liesaps

Mpu 3awmndpoBke bykBa A 3ameHsieTcs 6ykson I', B - Ha [ v T. g. Tak, Hanpumep, UCXogHoe coodLleHne
«ABPAMOB» nocne wwndppoBaHma ©Oyanet Boirnagets «OYITICE». [Monyyatene coobLieHus
«FOYTTICE» nwet atn OyKBbl B HMXKHEW CTPOKE U no OykBam Hag HUMKM BOCCTaHaBNMBAET UCXOAHOE
coobueHne «<ABPAMOB».

Knitouom B wndppe Llesapsa aBnaeTca BennynHa caBura HkHen cTpokun andasuta. KonmyecTtBo kroyen
Ana Bcex mogmdukaumin gaHHoro wudpa npuMEHUTENbHO K andaBuTy PYCCKOro ssblka paBHO 33.
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Bo3MoxHbI pasnuyHble Mmoangukaumm windgpa Liesapsi, B 4aCcTHOCTU NO3YHroBbIN LLNAIP.

No3syHroBbin wudp. s gaHHoro wudpa noctpoeHme Tabnumubl Wndpo3amMeH OCHOBAHO Ha Jf103yHre
(kntoye) — nerko 3anomMnHaeMom crnoBe. BTopasi cTpoka Tabnuupl Wwndpo3ameH 3anonHAeTCs cHavana
CMOBOM-JI03YHIOM (NpryemM NoBTopstoLLmecs OyKBbl OTOpackiBalTCA), a 3aTemM ocTanbHbIMK OyKkBamm, He
BolwlealMe B CNOBO-NO3yHr, B andasBuTHOM nopsgke. Hanpumep, ecnv BbIGpaHO CroBO-NO3YHr
«0AOWNHAY», To Tabnuua nmeeT crnegyrowmun Bug,.

Puc.3. Tabnuua wndposameH ans no3yHroBoro wudpa

Mpu wudpoBaHmum ncxogHoro coobueHmns « ABPAMOB» no npMBeAeHHOMY BhILLE KoYy LWMdporpaMmma
oynet BoirnageTs «OAMNOAKMNy.

B kayectBe nosyHra pekomeHayeTcs BblbupaTb pasdy, B KOTOPOW COAEpXaTbCA KOHEeYHble OykBbl
andasuta. B obuwem cnyvae, KONNMYECTBO BapvaHTOB HWKHEW CTPOKM (MPUMEHUTENBHO K PYCCKOMY
A3bIKy) coctasnset 33! (= 10%).

MonubuaHckum kBagpar. LLndp n3obpeteH rpeveckum rocyaapCTBEHHbIM AeATENeM, NOMKOBOALIEM U
nctopukom Monubuem (Il Bek go H.3.). NpuMeHUTENLHO K pycckomy andasuTy CyTb LIMGPOBaHUSA
3aknodanach B cnegyroilem. B ksagpat 6x6 BobinucbiBatoTcs OyKBbI.
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Puc.4. Tabnuua wngposameH ana nonmbuaHckoro kBagparta

LLindppyemas OykBa 3aMmeHsieTCs Ha KoopauHaThl KBagpaTta (CTpoka-cTonbel), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnu ncxogHoe coobueHne « ABPAMOBY, To windporpamma — «11 12 36 11 32 34 13». B
OpeBHen [peuumn cooblueHUs nepegaBanMCb C MOMOLLBIO OMNTUYEcKoro Tenerpadga (C MOMOLLbH
dakenos). [Ons kaxgoh OykBbl COOOLWEHWss B Hayane noAHMMAanochb KOnmMyecTBo (hakenos,
COOTBETCTBYIOLLEEe HOMepY CTPOKM ByKBbI, @ 3aTeM HoMmepy cTonbua.

Wudpyrowan cuctema Tpucemyca (Tputemus). B 1508 r. ab6at ns NepmanHum MoranH Tpucemyc
Hanucan nevaTtHyto paboTy No KpUNTONorMm NoA4 HassaHuem «lonurpadmsay. B aTon kKHUre oH BnepBble
cMcTemMaTMYeckn onucan npuMeHeHne Wndpyowmnx Tabnuy, 3anonHeHHbIX angaBnToM B CIy4anHOM
nopsgke. [na nonyyeHust Takoro wudpa 3ameHbl 00bIMHO MCMoNb3oBanNuch Tabnuua ana 3anucu Oyks
andaBuTa n Kn4YeBoe cnoeo (unu dpasa). B Tabnvuy cHavyana BNUCbIBanNoCb NO CTPOKaM KITloMeBOE
CrnoBo, npuyeM noBTopsoWmMecs OykBbl OTOpacbiBanucb. 3arteM 3Ta Tabnuua [onorfHanacb He
Bowedwumn B Hee bBykBamm andaBuTta no nopsgky. Ha puc.6 msobpakeHa Ttabnuua c KYeBbiM
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cnosom «JAONHAY.

Puc.5. Tabnuua wundgpposameH ansa wndpa Tpucemyca

Kaxxgas GykBa OTKpPbITOro CoobLLEHNS 3aMeHsieTCst BYKBOW, pacnosioXXeHHOW Nog Hel B TOM e cTonbue.
Ecnu GykBa HaxoauTcs B NocneaHern cTpoke Tabnuubl, To Ans ee wndpoBaHus 6epyT camyto BEPXHIOH
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awwndposaHHoe — « MWBUXLLK».

2.3. NonurpammHbie W pbI.
MonurpaMmmHbie WnPbI 3aMeHbl - LN pbI, KOTopble WKdPYT cpasdy rpynnbl (6110kM) CMMBOMOB.

Wundp Playfair (aHrn. «4YectHasa urpa»). bbin n3obpeteH B 1854 r. Yapnb3om YUTCTOHOM, HO Ha3BaH
nmeHem nopga JlaioHa lMnerdepa, KOTOPLIN BHEAPWUN OaHHbIA WNEP B rOCYyAAPCTBEHHbIE CryXObI
BenukobputaHun. OH wucnonb3oBancs adHrnmMyaHamu B [lepBor  muposon  BowHe. Ludp
npeaycmaTpmBaeT LWW@pOBaHNe nap cumBonoB (burpamm). Takum obpasom, 3TOT wudp Gonee
YCTOWYMB K B3M1OMY MO CPaBHEHWMIO C LUMGPOM NMPOCTON 3aMeHbl, Tak Kak 3aTPyAHSIETCS YacTOTHbIV
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aHanu3. OH MOXeT ObITb NPOBEAEH, HO He ANsi 26 BO3MOXHbLIX CUMBOJSIOB (NTAaTUHCKMIA andasuT), a onsa 26
X 26 = 676 BO3MOXHbIX Ourpamm. AHanu3 4acToTbl OMrpaMm BO3MOXEH, HO SIBMISIETCA 3HAYMTENbHO
bonee TpyaHbIM 1 TpebyeT HaMHOro 6onbluero o6bema 3almMdpoOBaHHOIO TEKCTA.

Onsa wndpoBaHusa coobLueHms Heobxoaumo pa3buTs ero Ha GurpaMmel (rpynnbl U3 ABYX CUMBOJIOB), NPU
3TOM, ecnu B Gurpamme BCTPETATCA ABa OOUHAKOBbLIX CUMBOSIA, TO MeXay HUMK 4obaBnsaeTcs 3apaHee
OroBOPEHHbI BCNoMoraTesNbHbIM CMMBON (B opurnHane — X, ans pycckoro andasuta - A). Hanpumep,
«3awmndpoBaHHOe COOOLLIEHNE» CTAHOBUTCS «3a WKW (p 0B aH HO ec oA 06 we Hu ed». Ond
hopMmpoBaHMs KnoyeBor Tabnuupl BbibMpaeTcs MO3yHr U Janee OHa 3anofHsAeTcs No npaBuniam
wndppytowwen cuctemol Tpucemyca. Hanpumep, nosyHr «OAONHA»

Pwuc.6. Kntouesas Tabnuua ans wndpa Playfair

3aTem, PYKOBOACTBYACH cneayrwowmMmmn npasuinamMmun, BbINOJTHAETCA SaUJVI(prBbIBaHI/Ie nap CMMBOJIOB
MCXOOHOIo TeKCcTa:

1. Ecnn cumBonbl 6VIFpaMMbI MCXOOHOIo TEeKCTa BCTpeyarTCcA B OAHoON CTpOKe, TO 3T CUMMBOIbI
3aMeLlarTcd Ha CUMMBOIJIbI, PacnoJiIoXXEeHHbIE B onmkanwmx cronoduax cnpaBa OT COOTBETCTBYHOLLUX
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cumBornoB. Ecnn cumBeon aBnsieTca NocnegHUM B CTPOKE, TO OH 3aMeHSIeTCS Ha NepBbiii CUMBOI 3TOW Xe
CTPOKM.

2. Ecnu cumBonbl GurpaMmmbl ICXOAHOMO TEKCTA BCTPEYaloTCa B OAHOM CTonbLue, TO OHM Nnpeobpa3syroTca
B CMMBOIbI TOTO e CTOsIbUa, HaxodaWwmumMmcs HenocpeacTBeHHO nog HumMu. Ecnu cumBon saensieTcs
HWXHMM B CTONOLE, TO OH 3aMEHSIETCS Ha NEPBbLIA CUMBOJT 3TOrO Xe cTonbua.

3. Ecnu cumBonbl GurpamMmmbl MICXOAHOIO TEKCTa HaXOAATCS B pasHbIX CToNbUax M pasHbIX CTPOKax, TO
OHWN 3aMEHAINTCA Ha CMMBOJIbI, HAXOOSALMECH B TEX e CTPOKax, HO COOTBETCTBYHOLUME APYrMM yrnam
NPSIMOYTofbHUKA.

Mpumep windpoBaHus.

- Burpamma «3a» popMUPYET NPSMOYrONbHUK — 3aMEHSIETCS Ha «XKO»;

- Burpamma «Wn» HaxoOATCcsa B OAHOM CTONbLE — 3aMEHSIETCA Ha «Hoey;

- Burpamma «p» Haxo4ATCsA B OOHOM CTPOKE — 3aMEHSAETCS Ha «XC»;

- Burpamma «oB» POPMUPYET NPAMOYTOSIbHUK — 3aMEHSIETCS Ha « K]

- BurpaMmma «aH» HaxoAsiTCA B OHOWN CTPOKe — 3aMeHsIeTCs Ha «bax;

- Burpamma «Ho» hopMUpyET NPSIMOYTONIbHUK — 3aMEHSIETCH Ha «amy;
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- Burpamma «ec» hopMmpyeT NPSIMOYrONbHUK — 3aMEHSETCH Ha «IT»;

- Burpamma «osi» PopMUpyeT NPAMOYIONbHUK — 3aMEHAETCS Ha «Kay;
- Burpamma «ob6» chopMmpyeT NPSAMOYTONbHUK — 3aMEHSIETCS Ha «May;
- burpamma «we» opMmpyeT NPSAMOYTONbHUK — 3aMEHSIETCS Ha «LLEY;
- burpamma «HU» PopMUpPyET NPAMOYTrONbHUK — 3aMEHSAETCH Ha «aHy;
- Burpamma «es» opmMupyeT NPAMOYrofNIbHUK — 3aMEHAETCS Ha «Tn».
LLndgporpamma — «kb toe xc mx 6a am It ka na LWé aH rmy.

Ona  pacwungpoBkM  HEOOXOOUMO  UCMONb30BaTb  MHBEPCUKD  3TUX  MpaBun,
cumBornbl A (nnn X), eCnu OHX He HeCyT CMbICIa B UICXOAHOM COOOLLEHUN.

3. MpakTnyeckasn 4Yactb

3awmndpyrite CBOK hamununio C MOMOLLBIO CReayoLLmMX LWNPOoB:
- wndpa Lesaps;

- NO3yHroBoro wudpa;

- nonmbunaHckoro KBagpara,

OTKMAblBas
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u
- WudpyroLer cuctemsl Tpucemyca;
- wudppa Playfair;
Mpn odopmneHun otyeTa HeoOXOAMMO NPUBECTM UCXOOHOE coobLeHne (damunuio), Tadnuuy
wndposamMeH, knod (ecnm Tabnuua wWudpo3aMeH He SBNSETCA KAYoM) U 3awmdpoBaHHOE
coobLeHue.
[1K-17 BnagenremM MeTo1aMu 3alUThl HH(DOpMAIUU
3HaTh HopMaTtuBHO-TEPMUHOIOTHYECKA 1. Tekymas paboTa C mepcoOHANOM, IOMYIIEHHBIM K KOH(HICHIIMATbHON WHGOpMAIUH.

4 ©0aza B 00JacCTH 3alllUTHI
UH(POPMALIMOHHOM
0€30I1aCHOCTH.

Kpurepun OTHECEHHUs
MH(pOpMaIlUKU K 3alIUIIAaeMOM.
Metoabl U cpeacTBa  3alMTHI
uH(pOpMaLNH.

2.

ok w

JlucuuniuHapHas OTBETCTBEHHOCTb. Mepbl OOIIPEHHS U HaKa3aHUsl.
[Topsimok 3aBepiieHus TeKyled paboThl ¢ COTPYAHUKAMU, BIACIOIUMH KOH(UACHIUAIbHON
nH(popManyen Ipyu UX yBOJIbHEHUU.
OO0s3aHHOCTH COTPYIHUKOB 110 0O€CIIeYeHUI0 HHPOPMAITMOHHON O€30MaCHOCTH.
3ammTa OT HHCanaepa.
OOmme cBeneHUs O KOMITBIOTEPHBIX BHpycaX. OmnpeeneHHe KOMIIBIOTEPHBIX BHPYCOB.
Knaccudukanms KoMIbIOTEpHBIX BUPYCOB MO Cpeie OOMTaHUs, TOpaKaeMOl OmepariuoHHON
cucTeMe, 0COOEHHOCTSIM allrOpUTMa paboThl, ECTPYKTUBHBIM BO3MOYKHOCTSIM.
WcTounuku pacpocTpanenus, rpynmsl pucka. [locnencTsus neicTBuil BUpyCOB, TPUMEPHI (CO
CCbUIKAMH Ha HCTOYHHMKH HH(popMaiuu). Mcnonb30BaHHS KOMIBIOTEPHBIX BHUPYCOB IS
OpraHM3aliy KaHAJIOB YTEUKH M HECAHKIIMOHUPOBAHHOTO TOCTYNa K MHPOPMAIIIH.
[TpunHiunsl  (GYHKIMOHUPOBAHUS KOMITBIOTEPHBIX BHUpPYcOB. HepesuaeHnTHble daiinoBble
Bupychl. IlpuHuMnbl 3apakeHuss NakeTHHIX (QaiioB. DopmMaT W MNPUHIUIBI 3apaKEeHUS
COM-nporpamm. ®opmar n npunuunsl 3apaxenuss EXE-nporpamm.
Pe3unentHeie koMmMmblOTEpHbIE BHpPYChl. CTpyKTypa (¢aillioBOoro pe3uaeHTHOro BHpYcCa.
Crtpyktypbl 3arpy3o4yHoro gaumckersl 1 MBR jkecTtkoro nucka. 3arpy3o4Hble BHPYCHI.
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10.
11.
12.
13.

14.
15.

16.

17.

18.

19.

20.

21.

JKu3HEHHBIM MK U cpefa OOMTaHMsI KOMIBIOTEPHBIX BUPYCOB. CHMIITOMBI 3apa)K€HHUsI U
BbI3bIBaeMble BUpycamu 3 dexTsl. [loBTOpHOE 3apakenue. [Ipumepsl.

[Tonmumopdusle u crenc-supycol. CereBble Bupychl. Kpunrosupycsl. [Ipumepsi.
Bupycsi-makpocs! 1iist Microsoft Word u Microsoft Excel. [Ipumepsr.

Bupycsi-uepsu. [Ipusnaku 3apaxenus. [Ipodwmnakruka 3apaxenus. [Ipumeps.
[IporpamMHble  aHTUBHpYCHBIE  cpeincTBa.  OmpexaeneHus u oOlKME  NPUHLMUIIBI
GbyHKIMOHMpOBaHUSL (aroB, JETEKTOPOB, PEBU30pPOB, BaKIUH, CcTOpoxei. CTpykrypa
aHTUBUPYCHOM MporpaMMsl. IIpuHIMIIBI BBIOOPA CUTHATYpPbl KOMIIBIOTEPHOTO BUpYCA.

O030p OTEYECTBEHHBIX U 3apyOEKHBIX aHTHBHPYCHBIX MpoaykToB (eTrust Antivirus u ap.).
JlelicTBuUs pu OOHAPYKEHUU U CLIOCOOBI YCTPaHEHUS! BUPYCOB

3aKoHOIaTeNbHbIC IPUHIIMITBEI OPTaHU3AMOHHON 3alIUTHI HH(OPMAIIMOHHON 0€30IacHOCTH.
[Topsimok ycTaHOBIEHHS pekuMa KoH(uAeHImansHocTH HHpopMaruu. [lepedyens cBeneHuil,
OTHOCUMBIX K KOHPHUAECHINATbHON HHPOPMAIIUU U HE TOJUIEKAIINX 3aCEKPEUUBAHHUIO.
Pernamenranus JeiicTBUH BceX KaTeropuil COTPYJHHMKOB, JOMYIIEHHBIX K pabore ¢
MH(OPMALIMOHHBIMU CUCTEMaMHU.

Opranuzanus KOHQUISHIUATBHOTO JIEIOIPOU3BO/ICTBA.

[Topsanox obecrieueHns: COXpaHHOCTU KOH(PHIEHIMAIBbHON HH(DOPMALIUK TIPU TOCTOSITHHOM UJTU
BPEMEHHOM  TpEKpallleHMH  [OJIb30BaTellieM  JOCTyna K  KOH(QHIEHIHAIbHOMY
HH(POPMAIIUOHHOMY PECYPCY.

Bo3MoskHbIE TPUUUHBI YTEUKU WH(GOPMAIUU NTPH HAPYLIEHUH TEPCOHAIOM MpaBUl paboThI ¢
KOH(pHUACHITMAITBHON HH(pOpMaIneH.

OpraHu3anroHHbIE MEPHI 110 00ECTIEYSHHIO U TIOJIEP’KaHUI0 HHPOPMALIMOHHOM 6€301acHOCTH
B [IEpUOJ YPE3BBIYAHBIX CUTYyAIUH.

MeponpusTyst 0 3alMTe OT HECAHKLIMOHUPOBAaHHOrO AocTymna. Kakne MeToab! o3BOJISIIOT ©
HauOOJbIIeH TOYHOCTHIO OMNPEAETUTh COCTOSHHE HMHGPOPMAIMOHHON  0e30macHOCTH
yupexIeHusn?
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YMmeTs: OpueHTupoBarhCsl B 1 ManyiaTHast IOJIUTHKA TOCTYIIA!

MIPOrpaMMHOM OOECIICYEHHUH,
HEOOXOIMMOM ISl 00ecTICUeHUS
3aIUTHl HTHPOPMAITIH.
Ornpenensts BUJ
KOH(pHICHIIMATIbHON
uH(pOpMaLIUH.

[IpuMeHATh Ha MPAKTHKE
OCHOBHBIE CITOCOOBI 3aIHUThI
nH(pOpMaIUK Ha Pa3TMIHBIX
HOCHUTEIISX.

a) OmpenenseT npasa A0CTYyNa UACHTUPUIIMPOBAHHBIX CYOBEKTOB K 00bEKTaM

Ha OCHOBE 33JJaHHbIX BHELIHUX MPaBUJI (MaTPULbI 1OCTYIIA).

0) Omnpeneasier mnpaBa JgocTyna Ccy0beKTOB K O00beKTaM WJIM paspemiaer
HHopMAIMOHHBbIE TOTOKH MeXKIY 00beKTAMH Ha OCHOBE M3MEHsIeMbIX METOK NMPaB JA0CTyNa
Ccy0beKTOB M METOK KOH(PHACHIIHAIBHOCTH 00bEKTOB.

B) SIBisiercst anropuTMOM (POPMHUPOBAHUS MATPHUIIBI TOCTYIIA.

r) CoIepXuUT WHCTPYKUHUIO IJIsi CUCTEMHOTO aJMHHHCTpaTopa MO MPEAOCTABICHUIO TMPaB
JOCTYTIA Pa3TUYHBIM MOJIb30BATEIISIM.

2 KoMIbIOTEpHBIM BHPYCOM Ha3bIBACTCS:
a) Ilporpamma, ciocoOHast BHEAPATHCH B IPyIrue NporpaMmsli, ¢
BO3MO’KHOCTBIO CAMOBOCIPOU3BO/CTBA.
6) Bun G6axTepuil, paspymaronmi MUKPOCXEMBI.

6. B) IIponecc paspyiienus nHpopMauy Ha HEUCIIPABHOM KECTKOM JHCKE.
7.
3 Yto 3/1eCh HE OTHOCUTCS K aHTUBHPYCHBIM IIPOTPaMMaM:
a) Dr. Web
6) AVP

B) Norton DiskDoktor

4 B cucteme cranaapToB «O0mmue Kpurepun» TpeOoBaHus HE 00BEIUHSIOTCS B:
a) Kiaccwr
0) CemeiicTBa
B) I'pynnbi

5 B nokymenTtax ['ocTexxoMuccnuu moj| moka3zaTeasiMy 3aiuIEHHOCTH
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u
TMOHUMAETCA:
a) DKcnepTHas OLIEHKAa CUCTEMBI 3alllUThl HH()OpPMAaLIUU MO NATHOAIIILHON
IKare.
0) Ilepeuens rpynnbl TpeGOBaAHMIA, HEOOXOAUMBIX /IVISl BHINIOJIHEHHUS B HH(POPMALIMOHHBIX
CHCTeMaX 32/IaHHOI0 KJacca 3alUIIEHHOCTH.
B) BpemeHHble XapakTEpUCTUKU PEAKIMH CUCTEMbI O€30MacCHOCTH Ha OOHapyKeHHe
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.
Brnanets: HopmaTuBHO-TEpMUHOIOTUYECKO Konmponsnaa paboma

i1 023011 B 007aCTH 3aIIUTHI
UHpOpMaLUH.

OCHOBHBIMH METO/IaMH 3aIIUTHI
uH(pOpMaIIMK Ha PA3TUYHBIX
HOCHUTEIISIX.

OCHOBHBIMH METO/IaMHU
MIOCTPOCHHSI CUCTEMBI 3aITUTHI
JIOKYMEHTHPOBAaHHOM
uH(popMaluu B
npodeccuoHanbHOM 00IacTH.

3awwmTa MHcopmaumm ¢ nomoLbIo Kpuntorpacpum
1. Llenb paboThbl

Llenbto paGoTbl SIBASETCS MWCCnegoBaHWe 3aluTbl MHGOPMauuuM C MNpUMEHEeHMEM MpPOCTEeNLmnX
MPUHLMMOB KpuUnTorpaguu.

2. TeopeTnyeckas 4acTb
2.1 lnbpbl 3ameHbI

CywHocTb WwngpoBaHMa MeToAOM 3aMeHbl 3aknyaeTca B crniegywowem [2]. TycTb wundpytoted
COo0OLEHMA Ha PYCCKOM si3blke M 3aMeHe MoAnexuT kaxaasa bykea aTux coobuieHun. Torga, Gykse A
NCXOOHOro andaBuTa CONOCTaBNSAETCA HEKOTOPOE MHOXECTBO CMMBOSIOB (LundposameH) My, B —Ms, ...,
A — M;. lndposameHbl BbIGMpatoTca Takum obpas3om, 4Tobbl nobele asa mHoxecTBa (M, u M, i # j) He
cogepxanu oguHakoBbix anemeHtoB (M N M, =3 ).
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Tabnuua, npuBeaeHHas Ha puc.1, ABNSeTCs KNoYoM Wndgpa 3ameHbl. 3Has ee, MOXXHO OCYLLIECTBUTbL Kak
WndppoBaHue, Tak 1 paclundpoBaHme.

Puc.1. Tabnuua wndposameH

Mpy wndppoBaHMn kaxaas OykBa A OTKPbITOro coOOLLUEeHNUs 3aMeHsieTcsl NiobbiM  CMMBOSIOM 13
MHoxecTBa M,. Ecnin B coobLLeHN coaepxuTcst Heckorbko BykB A, TO Kaaas U3 HUX 3aMeHsIeTca Ha
nto6on cumon n3 M,. 3a cyeT 3TOro ¢ NOMOLLBIO OAHOTO KIo4a MOXHO NONYyYUTb pasfuyHble BapuaHTbl
LundbporpamMmbl 4N OAHOMO U TOFO XKe OTKPbITOrO COOBLLEHMS.

Tak kak mHoxxecTBa M,, Mg, ..., M; nonapHo He nepecekatoTcs, TO N0 KaxaoMy CUMBOSY LUMdporpaMmbl
MOXXHO OJHO3HA4YHO OnpeaennTb, KAKOMY MHOXECTBY OH NPUHAANEXWT, U, CriefoBaTernbHO, Kakylo GyKBy
OTKPbITOrO CO06LLEeHMs1 OH 3ameHsieT. [Mo3aToMy paclumMdpoBaHMe BO3MOXHO U OTKPbITOE coobLieHve
onpenenseTcs eAUHCTBEHHBIM 0O6pa3oMm.

MeToa 3ameHbl YacTo peanusyeTcs MHOTMMU Monb3oBaTensamu npu paboTte Ha komnbioTepe. Ecnn no
3ab6bIBUMBOCTU HE NEPEKIIOYNTL Ha KNaBmnaType Habop CMMBOIOB C NaTUHMULbI HA KUPUNNWLY, TO BMECTO
OykB pycckoro andgasuTa npu BBOAe Tekcta OyayT nevaTtatbcA OykBbl NaTtUHCKOro andgasuTa
(«wmndpposameHbi»).

LUVI(bpr 3aMeHbl MOXHO pa3fesrnintb Ha cnefyue nogaknaccbl:




CTpyKTypHBI
1 BJIEMEHT

KOMIICTCHII U
n

[Tnanupyemblie pe3ynbTaThl
oOy4eHus

OneHouHble CpeaCcTBa

- WwKcpbl OAHO3HAYHOM 3aMeHbl (MOHoandaBuTHbIE, NPOCTble MoAcTaHOBOYHbIE). KonmyecTBo
Wndpo3aMeH 4118 Kaxaoro cMMBosia ncxogHoro andaemTa paeHo 1 (| M | = 1 gnsa ogHoro cumeona);

- nofIMrpaMMHble WUdpbl. AHaNorM4YeH npeabiayLwemMy 3a UCKMIOYEHUEM TOro, YTo Wwudpo3ameHe
COOTBETCTBYET cpa3sy 6ok cMMBOIIOB UcxoaHoro coobileHus (| M | = 1 ans 6noka cumBonoB);

- oMmochoHn4yeckme wmndpbl (OAHO3BYHHbIE, MHOrO3HA4YHOW 3ameHbl). KonnmyecTBO Wnpo3ameH ans
OTAenbHbIX CUMBOJIOB MCXOAHOro andasuta 6onblwe 1 (| M; | = 1 ana ogHoro cumsona);

- nonuandaBuTHble WKUdpPbI (MHOroandaesnTHble). COCTOUT M3 HECKONbKMX LWNGPOB OOHO3HAYHOWN
3ameHbl. Beibop BapunaHTa andasuTa Ansg 3awmdpoBaHns O4HOr0 CMMBOMA 3aBUCUT OT 0COBeHHOCTEW
meToda wudposanus (| M; | > 1 ana ogHoro cumeona).

Ona 3anucu mncxogHblX M 3alIM@POBAHHLIX COOOLWIEHWUA UCMONb3YTCA CTPOro OnpeAeneHHble
andgasuThl. Mo andaBUTOM B JaHHOM crydyae NoHMMaeTcs Habop CMMBOJIOB, CryXalluin Ans 3anucu
coobuweHnin. AndaBntbl ANs 3anuMcyM UCXOOHbIX U 3allM@POBAHHbLIX COOBOLLEHUIA MOryT OTnMYaTbCs.
CumBonbl oboux andaeBuToB MOryT ObiTb MpeactaBneHbl GykBamu, MX COYETAHUAMMW, 4YUCNaMu,
PUCYHKaMM 1 T.11. B kauecTBe npumepa MOXHO NPUBECTU NISILLYLLNX YeroBeYKoB M3 pacckasa A. KoHaH

Honna (
LUeHTpy 3emnuy.

) M PYKOMUCb PYHMUYECKOrO NUCbMA ) n3 pomaHa X. BepHa «[lyTewwectue kK

2.2. Wndpbl 0gHO3HAYHOW 3aMEHbI.

MakcumanbHoOe KonmuyecTBo Knoder ana noboro wudpa 3Toro Buaa He npeBbiwaeT n!, rge n —
KONn4ecTBO CUMBOMOB B andasuTe. C yBenmyeHnem Yncrna n 3HavyeHune n! pactet oveHb ObicTpo (1! =1,
5! = 120, 10! = 3628800, 15! = 1307674368000). [lpn 6Gonbwux n gns NpUBIMKEHHOTO
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BbIYMCMEHNSA N! MOXHO BOCMONb3oBaTheA dhopmyrnort CTupnuHra

(1)

Wndp Lesapsa. JaHHbin wndp 6bin npuaymad Maem KOnvem Llesapem n ucnonb3osarsncs MM B CBOEW
nepenucke (1 Bek A0 H.3.). [pUMEHUTENBHO K PYCCKOMY S3blKYy CYTb €ro COCTOUT B CReAyloLlem.
BbinucoiBaeTcs ncxogHbin andasut (A, b, ..., A1), 3aTem nog HAM BbINMCbIBAETCA TOT e andasuT, HO C
LUUKINYECKNM caBUroM Ha 3 OyKBbI BIEBO.

Puc.2. Tabnuua wndposameH ansa wudpa Liesaps

Mpu 3awmndpoBke bykBa A 3ameHsieTcs 6ykson I, B - Ha [ v T. O. Tak, Hanpumep, UCXogHoe coodLleHne
«ABPAMOB» nocne wwncppoBaHma ©Oyaet Boirnagets «OYITICE». [Monyyatene coobLieHus
«FAYTTICE» nweTt 3Tn GykBbl B HMKHEN CTPOKe M Mo OykBam Hag HMMW BOCCTaHaBNMBaeT MCXOOHOE
coobueHne «<ABPAMOB».

Knitouom B wndppe Llesapsa aBnaeTca BennyunHa caBura HkHen cTpokun andasuta. KonmyecTBo kroyen
ana Bcex mMoaudukaumin gaHHoro wudpa npMMEHUTENbHO K andaBuTy PYCCKOro sdblka paBHO 33.

Bo3MOXHbI pasnuyHble Moaugukaumm wndpa Liesapsi, B 4aCTHOCTU NO3YHroBbIv LLNAIP.

JNlosyHroBbin wudp. ns gaHHoro wudpa noctpoeHne Tabnumubl Wndpo3aMmeH OCHOBAHO Ha NNO3YHre
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(krtoye) — nerko 3anomMmHaeMoM crioee. BTopasi cTpoka Tabnuupl Wwndpo3aMeH 3anofiHAETCS CHavana
CINOBOM-N0O3yHroM (Npu4yem noBTopsitoLLMecs OykBbl OTOpackIBatOTCs), a 3aTeM ocTanbHbIMK BykBamu, He
BowealWwmre B CIOBO-NIO3yHr, B andaBuTHOM nopsake. Hanpumep, ecnv BbIOpaHO CrOBO-STO3YHr
«OdAONHAY, To Tabnuua nMmeeT crneayowmun BUA.

Puc.3. Tabnuua wndgposameH ans no3yHroBoro wudpa

Mpu wndpoBaHum ncxogHoro coobieHnss «kABPAMOB» no npvBeaeHHOMY BhILLIE KITHOYY Lndporpamma
oyaet BoirnageTs «OAMNOAKMNy.

B kayecTBe nosyHra pekomeHayeTcsl BbiOMpaTb hpa3dy, B KOTOPOW COAEpXKaTbCA KOHEYHble OyKBbI
andgasuTta. B obuem criyyae, KONM4eCTBO BapMaHTOB HWXKHEW CTPOKU (MPUMEHUTENbHO K PYCCKOMY
A3blKy) coctasnset 33! (= 10%).

MonubuaHckuin kBagpar. LLUndp n3obpeteH rpeveckum rocyaapCTBEHHbIM AeATeNeM, NOnKOBOALEM U
nctopmkom Monumbuem (Il Bek go H.3.). NpUMEHNTENBHO K pycckomy andaBuTy CyTb LWIMEGPOBaHUSA
3aknodanach B cnegyroilem. B ksagpat 6x6 BbinucbiBatoTcst OYKBbI.
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Puc.4. Tabnuua wngposameH ana nonmbuaHckoro kBagparta

LLindppyemas OykBa 3aMmeHsieTCs Ha KoopauHaThl KBagpaTta (CTpoka-cTonbel), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnu ncxogHoe coobueHne « ABPAMOBY, To windporpamma — «11 12 36 11 32 34 13». B
OpeBHen [peuun cooblueHUs nepegaBanMCb C MOMOLLBI OMNTMYEcKoro Tenerpada (C MOMOLLbBH
dakenos). [Ons kaxgoh OykBbl COOOLWEHWss B Hayane noAHMMAanochb KOnmMyecTBo (hakenos,
COOTBETCTBYIOLLEEe HOMepY CTPOKM ByKBbI, @ 3aTeM HoMmepy cTonbua.

Wudpyrowan cuctema Tpucemyca (Tputemus). B 1508 r. ab6at n3 Nepmanumn MoraHH Tpucemyc
Hanucan nevaTtHyto paboTy No KpUNTONorMm NoA4 HassaHuem «lonurpadmsay. B aTon kKHUre oH BnepBble
cMcTemMaTMYeckn onucan npuMeHeHne Wndpyowmnx Tabnuy, 3anonHeHHbIX angaBnToM B CIy4anHOM
nopsgke. [na nonyyeHnst Takoro wmndgpa 3ameHbl 06bIMHO UCnoNb3oBanuck Tabnuua ansa 3anncu Gyks
andaBuTa n Kn4YeBoe cnoeo (unu dpasa). B Tabnvuy cHavyana BNUCbIBanNoCb NO CTPOKaM KITloMeBOE
CrnoBo, npuyeM noBTopsoWmMecs OykBbl OTOpacbiBanucb. 3arteM 3Ta Tabnuua [onorfHanacb He
BowedwumMn B Hee OBykBamu andaeuTta no nopsgky. Ha puc.6 naobpaxeHa Ttabnuua C KIHYEBbIM
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cnosom «JAONHAY.

Puc.5. Tabnuua wundgpposameH ansa wndpa Tpucemyca

Kaxxgas GykBa OTKpPbITOro CoobLLEHNS 3aMeHsieTCst BYKBOW, pacnosioXXeHHOW Nog Hel B TOM e cTonbue.
Ecnun GykBa HaxoauTcs B MOCNeaHern CTpoke Tabnuubl, TO Ans ee WndpoBaHus 6epyT camyto BEPXHIO0
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awwndposaHHoe — « MWBUXLLK».

2.3. NonurpammHbie W pbI.
MonurpaMmmHbie WnPbI 3aMeHbl - LN pbI, KOTopble WKdPYT cpasdy rpynnbl (6110kM) CMMBOMOB.

Wundp Playfair (aHrn. «4YectHasa urpa»). boin n3obpeteH B 1854 r. Yapnb3om YUTCTOHOM, HO Ha3BaH
nmeHem nopga JlaioHa lMnerdepa, KOTOPLIN BHEAPWUN OaHHbIA WNEP B rOCYyAAPCTBEHHbIE CryXObI
BenukobputaHun. OH wucnonb3oBancs adHrnmMyaHamu B [lepBor  muposon  BowHe. Ludp
npeaycmaTpmBaeT LWW@POBaHNE nap cuMmBonoB (burpamm). Takum obpasom, 3T0T wWwudp 6Gonee
YCTOWYMB K B3M1OMY MO CPaBHEHWMIO C LUMGPOM NMPOCTON 3aMeHbl, Tak Kak 3aTPyAHSIETCS YacTOTHbIV
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aHanu3. OH MOXeT ObITb NPOBEAEH, HO He ANsi 26 BO3MOXHbLIX CUMBOJSIOB (NTAaTUHCKMIA andasuT), a onsa 26
X 26 = 676 BO3MOXHbIX Ourpamm. AHanu3 4acToTbl OMrpaMm BO3MOXEH, HO SBMSIETCA 3HAYMTENBbHO
bonee TpyaHbIM 1 TpebyeT HaMHOro 6onbluero o6bema 3almMdpoOBaHHOIO TEKCTA.

Onsa wndpoBaHusa coobLueHms Heobxoaumo pa3buTs ero Ha GurpaMmel (rpynnbl U3 ABYX CUMBOJIOB), NPU
3TOM, ecnu B Gurpamme BCTPETATCA ABa OAUHAKOBbLIX CMMBOSIA, TO MeXay HUMM fobaBnsaeTcs 3apaHee
OroBOPEHHbI BCNoMoraTesNbHbIM CMMBON (B opurnHane — X, ans pycckoro andasuta - A). Hanpumep,
«3awmndpoBaHHOe COOOLLIEHNE» CTAHOBUTCS «3a WKW (p 0B aH HO ec oA 06 we Hu ed». Ond
chopMmpoBaHMs KNOYeBoOW Tabnuubl BbIbMpaeTcs MO3yHr U Jaree OHa 3anorfiHseTcs No npasunam
wndppytowwen cuctemol Tpucemyca. Hanpumep, nosyHr «OAONHA»

Pwuc.6. Kntouesas Tabnuua ans wndpa Playfair

3aTem, PYKOBOACTBYACH cneayrwowmMmmn npasuinamMmun, BbINOJTHAETCA SaUJVI(prBbIBaHI/Ie nap CMMBOJIOB
MCXOOHOIo TeKCcTa:

1. Ecnn cumBon.l 6VIFpaMMbI MCXOOHOIo TEeKCTa BCTpeyarTCA B OoAHoN CTpOKe, TO 3T CUMMBOIbI
3aMeLlarTcd Ha CUMMBOIJIbI, PacnoJiIoXXEeHHbIE B onmkanwmx cronoduax cnpaBa OT COOTBETCTBYHOLLUX
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cumBornoB. Ecnv cumBeon aBnsieTca NocnegHUM B CTPOKE, TO OH 3aMeHSIeTCS Ha NepBbiil CUMBOI 3TOW Xe
CTPOKM.

2. Ecnu cumBonbl GurpaMmmbl ICXOAHOMO TEKCTA BCTPEYaloTCa B OAHOM CTonbLue, TO OHM Nnpeobpa3syroTca
B CMMBOIbI TOTO e CTOsIbUa, HaxodaWwmumMmcs HenocpeacTBeHHO nog HumMu. Ecnu cumBon saensieTcs
HWXHMM B CTONOLE, TO OH 3aMEHSIETCS Ha NEPBbLIA CUMBOJ 3TOrO e cTonbua.

3. Ecnu cumBonbl GurpamMmmbl MICXOAHOIO TEKCTa HaXOAATCS B pasHbIX CToNbUax M pasHbIX CTPOKax, TO
OHWN 3aMEHAINTCA Ha CMMBOJIbI, HAXOOSALMECH B TEX e CTPOKax, HO COOTBETCTBYHOLUME APYrMM yrnam
NPSIMOYTofbHUKA.

Mpumep windpoBaHus.

- Burpamma «3a» popMUPYET NPSMOYrONbHUK — 3aMEHSIETCS Ha «XKO»;

- Burpamma «Wn» HaxoOATCcsa B OAHOM CTONbLE — 3aMEHSIETCA Ha «Hoey;

- Burpamma «p» Haxo4ATCsA B OOHOM CTPOKE — 3aMEHSAETCS Ha «XC»;

- Burpamma «oB» POPMUPYET NPAMOYTOSIbHUK — 3aMEHSIETCS Ha « K]

- Burpamma «aH» HaxoasiTCs B OHOWN CTPOKe — 3aMeHsIeTCs Ha «bax;

- Burpamma «Ho» hopMUpyET NPSIMOYTONIbHUK — 3aMEHSIETCH Ha «amy;
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- Burpamma «ec» hopMmpyeT NPSIMOYrONbHUK — 3aMEHSETCH Ha «IT»;

- Burpamma «osi» PopMUpyeT NPAMOYIONbHUK — 3aMEHAETCS Ha «Kay;
- Burpamma «ob6» chbopMmMpyeT NPSAMOYTOSNIbHUK — 3aMEHSIETCS Ha «May;
- burpamma «we» opMmpyeT NPSAMOYTONbHUK — 3aMEHSIETCS Ha «LLEY;
- burpamma «HU» PopMUpPyET NPAMOYTrONbHUK — 3aMEHSAETCH Ha «aHy;
- Burpamma «es» opmMupyeT NPAMOYrofNIbHUK — 3aMEHAETCS Ha «Tn».
LLngpporpamma — «kb toe xc mx 6a am IT ka na LWeé aH rmy.

Ona  pacwungpoBkM  HEOOXOOUMO  UCMONb30BaTb  MHBEPCUKD  3TUX  MpaBun,
cumBornbl A (nnn X), eCnu OHX He HeCyT CMbICIa B UICXOAHOM COOOLLEHUN.

3. MpakTnyeckasn 4Yactb

3awmndpyrite CBOK hamununio C MOMOLLBIO CReayoLLmMX LWNPOoB:
- wndpa Lesaps;

- NO3yHroBoro wudpa;

- nonmbunaHckoro KBagpara,

OTKMAblBas
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- WudpyroLer cuctemsl Tpucemyca;
- wudppa Playfair;
Mpn odopmneHnn otdyeTa HeobGXoOMMO NPUBECTM MCXoAHOoe coobleHne (dhamunuio), Tabnuuy

wndposamMeH, knod (ecnm Tabnuua wWudpo3aMeH He SBNSETCA KAYoM) U 3awmdpoBaHHOE
coobLleHue.




0) Ilopsaaok mpoBeleHUs] MPOMEKYTOYHON aTTeCTALMH, MOKA3aTeJIH U KPUTEPHH
OlleHUBAHMS:
[TpomexyTodHas aTTecTanus MPOBOIUTCS B popMe dK3aMeHa.
[Ipy moaroroBke K SK3aMeHY 0co0Oe BHHMaHHUE CjelyeT OOpaTUTh Ha CIIEAYIOILIue
MOMEHTHI:
1. Perynspuoe mnpoureHue (He MeHbIIE TPEX pa3) U OCMBICIEHHE TEOPETHUECKOTO
MaTepuania;
2. BrplnonHeHUe MPaKTUYECKUX 3aJaHUi C OMOPOM HA TEOPETHUYECKUM KOMMEHTApUl U
00pas3iibl;
3. TlocrosiHHY!0O M A00OpOCOBECTHYIO pabOTy Ha MPAKTHUUECKUX 3aHATUAX, a TaKKe
CaMOCTOSITENIbHYIO padoTy.
Kputepun oueHku (B COOTBETCTBHM € (OPMUPYEMBIMH KOMIIETCHIMSIMH U
MJIAHUPYEMBIMU PE3yJIbTaTaMH O0yUEHHUS ):

— HAa OLEHKY «OTJIMYHO» — CTYJCHT JIOJKEH MOKa3aTh BHICOKUI YPOBEHb 3HAHUI HE
TOJILKO Ha YpPOBHE BOCIPOWM3BEACHWS W OOBSICHCHHS WH(OpMANHUHA, HO W
UHTEIJICKTYyadbHbIE HABBIKA pEIIeHUs MpodlieM U 3a]ad, HaXOXKJIACHUS
VHUKQIBHBIX OTBETOB K TIpOoOJieMaM, OLEGHKH W BBIHECCHHS] KPHTHYCCKUX
CYXKJICHUH;

— Ha OLIEHKY «XOPOLI0» — CTYJICHT JIODKCH MOKa3aTh 3HAHUSI HE TOJBKO Ha YPOBHE
BOCTIPOM3BEICHUS U 00BICHEHUSI MH(OPMAILIMU, HO ¥ MHTEIUICKTYaIbHbIC HaBBIKU
pelieHus mpodieM U 3aja4u, HaX0XKIEHUSI YHUKAIBbHBIX OTBETOB K IIpodiieMam;

— Ha OIICHKY «YyJIOBJIETBOPHUTEJbHO» — CTYACHT JOJDKEH IOKa3aTh 3HAHUS Ha
YPOBHE BOCHPOHW3BEICHUS H OOBSCHEHHS HWH(POPMAIUH, WHTCIUICKTYalbHBIC
HABBIKU PELICHHS MPOCTHIX 3a/1aY;

— Ha OIIEHKY «HEeY/0BJIETBOPUTEIbHO» — CTYJICHT HE MOXET MOKa3aTh 3HAHUS Ha
YPOBHE BOCIPOM3BEACHHUS M OOBSCHEHUS HMH(POpPMAllUMU, HE MOXKET IOKa3aTh
MHTEJUIEKTYaJIbHbIE HABBIKM PELIEHUS POCTHIX 3a/1a4.



