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1 Iles1u ocBOEHUSI I CHUTLTHHBI (MOLYJI51)

Lenp ocBoenust aucuumumHbl «MHpopManmonHas 6e30macHOCTE» - cPOpPMHUPOBATH Y
0akajaBpOB KOMIICTCHIIMM B 00JIACTH METOJIOB M CpPEICTB obecrieueHuss WHOOPMAIMOHHON
0€30MIaCHOCTH B OpPTaHU3AIMsIX M Ha MPEANPUATUSAX PA3IUYHBIX cep NeATeTbHOCTH U GopM
COOCTBEHHOCTH, OCHOBBIBASICh Ha HOPMATHBHO-IIPABOBBIX JOKYMEHTAaX, MEXIYHApOAHBIX H
OTEUECTBEHHBIX CTaHIApTaX B 00JACTH HMH()OPMAIMOHHBIX CHUCTEM W TEXHOJIOTHUH, HA OCHOBE
nH(pOpMaITMOHHOM u ounbnuorpaduueckoi KYJIbTYpbI c MIPUMEHECHHUEM
WH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTHH W ¢ Y4eTOM OCHOBHBIX TpPEeOOBaHMIA
rnHGOPMALIMOHHON 0€30IIaCHOCTH

2 MecTo THCHUIIMHBI (MOYJIAA) B CTPYKTYpPe 00pa30oBaTe/IbHOI MporpaMMal

Juctunuaa MuadopmarnmonHas 6€30macHOCTh BXOAUT B 00sA3aTEIIBHYIO YaCTh y4eOHOTO
T1aHa 00pa30BaTeIHLHON MPOTPAMMBL.

JUis  u3ydeHus ~ JAWCHUIUIMHBI  HEOOXOAWMBI  3HAHUS  (YMCHHS,  BJIAJICHUSA),
c(hopMUpOBaHHBIC B pE3YJIbTaTE U3yUCHUS JUCITUTUIHH/ TPAKTHK:

be3omacHOCTE xu3HENEATEILHOCTH

WNudopmaruka

NudpopManinoHHbIE CHCTEMBI U TEXHOJIOTUN

3HaHus (YMEHHUs, BIAJEHUS), MOTYYCHHbIE IPU U3yYECHUHN AAHHON AUCLUILUIMHBI OyIyT
HEOOXOIUMBI JIJISl U3YYCHHSI JUCIIUILTNH/TIPAKTHK:

MeTtoasl Hay4uHBIX UccienoBanuii B cpepe MKT

[Ipou3BoaCcTBEHHAS - TEXHOJOTHYECKAs (TPOCKTHO-TEXHOJIOTHYECKas ) MPAKTHKA

[ToaroroBka K caye v craya rocyAapCTBEHHOI 0 3K3aMEHa

3 Komnerenuun odyuarouierocs, popMupyemMbie B pe3y/ibTaTe 0CBOEHUS

AUCHMILIMHBI (MOAYJIS) U IVIAHUPYeMbIe pPe3y/IbTaThbl 00y4eHHUs

B pesynbrare ocBoeHust aucuuiuiMHbl (Monyns) «MH@opmanroHHas 0€30IacHOCThY
oOyyaroImuiics JoKeH 001a1aTh CIeAYOIIUMU KOMIETEHIIUSIMHU:

KO,[[ HHJUKATOpa I/IHI[I/IKaTOp JOCTHIXXCHHA KOMIICTCHIIMH

YK-8 Cnocoben co3maBarh ¥ MOJIEPKUBATH B I[OBCEJAHEBHOW JKU3HH U B NPOPECCHOHAILHOM
JeSITeTbHOCTH OE€30IAaCHBIC YCIOBUS KU3HEJESITEIBHOCTH JUI COXPAHEHUS TPUPOJHOW CpEbl,
oOecrieyeHns] YCTOMYMBOTO pa3BUTUS OONIECTBA, B TOM 4YHCIE MpPU Yrpo3e W BO3HUKHOBEHHHU
Ype3BBIYANHBIX CUTYaLid 1 BOGHHBIX KOH(IMKTOB

YK-8.1 AHanusupyeT U UIeHTUUIUPYET PaKTOPbI ONACHOTO U BPEIHOTO BIUSHUS
3JIEMEHTOB Cpe/ibl OOMTaHUS (TEXHUYECKUX CPEJCTB, TEXHOJIOTMYECKHX
IIPOLIECCOB, MAaTEpPHUANIOB, 3JaHUM W  COOPYXKEHUH, MPUPOIHBIX H
COLIMAJILHBIX SBJICHUN)

YK-8.2 BrisBnsier npoOiemsl, CBsI3aHHBIE ¢ HAPYLUICHUSIMU TEXHUKU 0€30MacHOCTU
Ha paboueM MecTe; IMpeylaraeT MEpONPHUIATHAX 10 IPelOoTBPAILECHHIO
Upe3BRIYAMHBIX CUTYAITHH

VK-8.3 PaspscHder mnpaBuwia mNOBEAEHUS NPHU BO3HUKHOBEHUM YpE3BBIYANHBIX
CUTyallMl TIPUPOAHOIO M TEXHOICHHOIO IIPOUCXOXKIEHHUS; OKa3bIBAET
MEPBYIO TMOMOIIb, OMHMCHIBAET CHOCOOBI Y4acTHs B BOCCTAHOBHUTEIBHBIX

MEPOIPUITHIX
OIIK-3 CriocobeH pemath CTaHIapTHBIE 337aud MPO(ECCHOHANBHON EeSTETbHOCTH Ha OCHOBE
uH(pOpMaLOHHON u oubnuorpaduyeckoit KYJIbTYpbI c MIPUMEHEHHUEM

WH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHH W ¢ Y4eTOM OCHOBHBIX TpeOOBaHHMIA
nHbOPMAITMOHHON 0€30ITaCHOCTH,

OIIK-3.1 Hcnonp3yeT mNpUHIMIBL, METOAbl M CpeACTBa HWH(GOPMALMOHHON U
oubnuorpaduyeckoit KyabTypbl [ PpEIICHHs CTaHJApTHBIX 3ajad
npo¢ecCHOHAbHON JeSTEIIBHOCTH c HCIOJIb30BaHUE

HHOOPMAIMOHHO-KOMMYHUKAIMOHHBIX TEXHOIOTHIA

OIIK-3.2 Pemaer cranmaptHbie 3a1auu mpodhecCuOHATBHOM AeTEThHOCTH C




[yaerom ocHOBHBIX TpeGoBaHMIl HHDOPMALHOHHOI 6E30IACHOCTH




4. CTpyKTypa, 00b€éM U cotepkaHNe TUCHUIINHBI (MOLYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTAaBIsieT 3 3a4eTHBIX enuuuil 108 akax. gacoB, B ToM

YUCIIC:

— KOHTaKkTHas padorta — 51,95 akan. gacos:
—ayauTopHas — 51 akaJ. 4acos;

— BHeaynutopHas — 0,95 akaz. yacos

— caMocTosTenbHas pabora — 56,05 akan. 4acos;

®dopma aTTecTalluM - 3a4ET C OLEHKOM

HecankunonnpoBanHbIil
JOCTYI K MH(MOPMaIUN

AynuTopHas 5 o
KOHTakTHast |& &
6 E 8 Bux
=y T
& pabora SIS ®dopma TeKyIero KOHTPOIS Kon
Paznen/ Tema 8| (B akan. wacax) | & E|camocTosTensH
g 3 o . YCIIEBAEMOCTH U KOMIIETEHI
FHCTITLTHIRL 3 5 g on MIPOMEKYTOYHOH aTTECTAIIU un
O nmpak
Jle | mad. I; g \:% paboTE!
. <
K. | 3aH. e
san. |©
1. HopMaTiBHO-TIpaBOBbIE OCHOBBI HH(OPMAIIMOHHOM O€30MaCHOCTH | 3aIlUTHl HH(QOpMaIuu
Koncnexrupos
aH e y4eOHbIX
MaTepuaaoB
Camocrosrenb
1.1 1.1 CymHOCTh ¥ TIOHSTHE HOE U3y4YCHUE TectupoBanue
UH()OPMAILTIOHHON 2 2 4 yueOHOIl u JIP 1 «HanexxHOCTb U OIIK-3.2
0e3omacHOCTH Hay4JHOI JIOCTOBEPHOCTH HH(POPMALIUI»
JUTEPATYpPbI
IToaroroska k
1a00paTOpHOM
y 3aHATHIO
1.2 1.2 Yrpo3sl
HMH(pOPMAITMOHHOM 6
(opman Koncnexrupos
6e30macHOCTH
. aH ue y4eOHbIX
Yrpo3sl nH(opMaOHHON
MaTepuaaoB
0e30macHOCTH M 3aIUTHI
uopMmarH CamocTosTeb
I[eCTZf%I/IHI/ISI/I' e HOE€ U3y4YEeHHE TectupoBanue VK-8.1,
N pyIo 2 2 4 yuebHOI JIP 2 «Knaccudukanus yrpo3z | YK-8.2,
BO3JCHCTBUE Ha 3alIUIIACMYIO . <
Hay4YyHOU NpeAMETHOH 00s1acThy OIlK-3.2
uHpopmaruo. Knaccudukars
BUJIOB 03 HHPOPMAITMOHHOH JTCPATYPEL
yrp p ITogroroBka k
0€30MacHOCTH 10 Pa3THYHBIM
nabopaTopHOM
MPU3HAKAM.
Y 3aHSATHIO




1.3 1.3 TIlIpaBoBble OCHOBBI

KoHncnektupos
aH ue y4eOHbIX

MaTepuaaoB
obecriedeHust  0€30MaCHOCTH
N Camocrosrens TectupoBanue
MH()OPMAIIOHHBIX TEXHOJIOTHH
Hoe u3y4eHue | BeicTyrienue Ha ceMuHape 1o
HasnaueHne W CTpyKTypa o
yueOHOI u JIP 3 «3akoHoaTenbHas u
MPaBOBOTO obecrnieyeHust .
HAY4HOI HOPMATHUBHO-IIpaBOBas 6a3a
3aIIUTHI nH(opMaIHH.
JUTEPATYPbI obecrieyeHus
[TpaBOBBIE OCHOBBHI ~ 3aIIUTEI N
[onroroska MHPOPMALMOHHON
uH(OpMaIM¥ B OpraHU3alUU. 2 4 6 OIIK-3.2
CEMHHApCKOMY 0e30macHOCTI
MexnyHnaponnsie u
3aasTuto 1o JIP| Beictynnenne Ha cemuHape 1o
HAMOHAJIBHBIE CTAHIAPTHI U
3u4: JIP 4 «Cranpaptsl u
cnenudukauu B oonactu UB.
popaboTKa crienuuKauy B 00J1acTh
CoBpeMeHHBIE CTaHIApTHl B N
Hay4YHO- MHPOPMALMOHHON
o0JlacTH yNpaBleHUs] PHCKAMH .
. METOIMYECKOM 0e30macHOCTI»
UH()OPMAIIOHHON HTCDATYORL
6e3omacHoOCTH PaTYPHI,
JOKJIAJ 1
TIpe3eHTalus
HUroro no pazaeny 6 8 14
2. AIMMHHCTPATUBHBIA U NIPOLEAYPHBIH ypOBHU HH(POPMAIIMOHHON 0€30aCHOCTH
Koncnexrupos
aH e y4eOHbIX
MaTepuaaoB
Camocrosrenp
HOE H3y4YeHHUe
. 4eOHOH U
2.1 A IMUHHCTpaTUBHBII y o
HayJHOU TectupoBanmue
ypoBeHb obecnieuenust b
auTepatypsl | BeicTymuieHre Ha ceMUHApe 1o
TTonuTuka 0e301acHOCTH. VK-8.3,
2 2 4 | IMoaroToBka Kk JIP 5 «IlonuTHka
TIporpamma 0e30macHOCTH. . OIlK-3.2
. CEMHHApPCKOMY UH(OPMAIIMOHHOM
OneHka pUCKOB U 0a30BBIi
S —— 3aHsTHIO 110 JIP 0e30MacHOCTI»
yp 5: mpopaboTka
Hay4JHO-
METOINYECKON
JATEPaTypBHI,
JIOKJIAJ U
MIpe3eHTaNus
Koncnexrupon
2.2 Knaccel Mep MpoIielypHOTO p
aH ue y9eOHBIX
YpOBHS
MaTEPHasIOB TectupoBanue
Yripasenme TICPCOHATIOM. Camocrosrens | JIP 6 «Ayaur 3aluIneHHOCTH
Ousnueckast 3alIuTa. ¥ o VK-8.1,
HOE U3y4YCHUE ceTen»
Tonnepxarne 2 | 6/21 8 eOHOM 1 JIP 7 «IlaposbHast 3amura u YR-8.2,
paotocriocodoCTH. y:a YHOU MeﬂezmI:e bl TTapoJeii» YK-8.3,
PearupoBaHre Ha HapyIICHUS Y P P OIlK-3.2
JIUTEPATYpPHI JIP 8 «MaccoBas pacchlika
pexuMa 6€30MacHOCTH.
ITogroroBka k ITHUCEM»
IInanupoBanue
nabopaTopHOM
BOCCTaHOBHUTEIBHBIX padoT
Y 3aHSATHIO
Uroro no pazneny 4 | 821 12
3. IIporpaMMHO-TEXHUYECKHE MEPhI 00eCTIeUeHNUs 3aIUThHl HH(POPMAIHU
3.1 TIIporpamMmHBIE CcpeAcTBa
3aIIUTH HHPOPMALUH Koncnektrpos
3a111111HTa bop nuor aMMHOTO aH ue e6}};1x Tecrupoanue
porp i JIP 9 «3ammra ot
obecrieyeHus oT MaTepuanoB
HECaHKLIIMOHUPOBAHHOTO
HECAHKIUOHUPOBAHHOTO Camocrosrenb
. JOCTYTIa K HH(POPMALIUI»
nocryna.  Kparkuit  0030p HOE U3Y4YCHHE VK-8.1,
o JIP 10 «3amura nHdopManuy B
CYLIECTBYIOIIMX HA  PBHIHKE 2 8 4 yueOHOI YK-8.2,
CPEICTB 3alIUThl WHPOPMAITUH Hay4HOMH AOKYMCHTaX) OIIK-3.2
P p i JIP 11 «VY nanenue '
oT HECAHKIIMOHUPOBAHHOTO JUTEPATYPbI
JIOoCcTyma. 3afava 3amuThl OT IMoaroToBka k uropMani
yra. JIP 12 «BoccraHoBneHue
BMEIIATeNbCTBA TOCTOPOHHUX 1a00paTOpPHOM AHHBIX»
JHI ¥ anmnapatHble CpelcTBa Y 3aHATHIO

ayTeHTU(UKAILIMT




3.2 Bupycel U aHTHBHUPYCHBIC

CaMocTosTenb
HOE U3y4YeHUe

cpezncrsa yueOHOIt n
Omnpenenenne KOMITBIOTEPHBIX HAy4HOU
BHUPYCOB. Knaccudukanus JIUTEPATYPHI
Py ¢ patyp TectupoBanue
KOMITBIOTEPHBIX BUPYCOB. [onroroska x
BricTynnenne Ha ceMHHape Mo
Hpusnaxi 3aPANCHHA. 2/41 g |Sonmmapcromy JIP 13 «CoBpeMeHHbIC VK-82,
IpodunakTuxa 3apaKeHHUSL. 3aHsTHIo 1o JIP P OIIK-3.2
. BPEIOHOCHBIE IIPOTPAMMBI JUIS
ITporpaMMHBIE AaHTHBUPYCHBIE 13: o
ITK 1 MOOUIBHBIX YCTPOHCTBY
CpelcTBa. CrpykTypa npopaboTKa
AQHTHBUPYCHOM  NpOrpamMMbl. Hay4HO-
[TpuHiMIEL BEIOOpPa CUTHATYPHI METOIUUECKOH
KOMITBIOTEPHOTO BHpYyca JIATEPaTypBHl,
JOKJIal 1
Koncnekxtupos
3.3 Kpunrorpapudeckue p
aH ue y4eOHbIX
METO/BI 3aIUThI
MaTepHaioB
Metoabt Kpunrorpaduu.
N Camocrosrens TectupoBanue
CpenctBa Kpunrorpadu4eckoi
Hoe uzyuenue |JIP 14 «3amuta undopmarmu c
3aLIUTHI “HPOPMALIUH. o
2 4 8 yueOHO# u MTOMOIIBIO KPHUIITOTpapHM) OIlK-3.2
Kpunrorpaduueckue .
Hay4yHOU JIP 15 «3amuTa napopmanuu ¢
peoOpa3oBaHusl.
JUTEPATYPHI MIOMOIIIBIO CTeraHOrpahum»
[Iudposanue u
[loaroroska k
npemmppoBanre UHGOPMAIHH.
nabopaTopHOM
Iudposast moamucs.
Y 3aHATHIO
Koncnexrupos
aH ue y4eOHbBIX
MaTepuaIoB
3.4 TexHuueckue CpencTBa P
32U Thl UHPOPMALIUT Camocrosrem,
S P samua HOE U3yYeHHE TectupoBanue VK-8.3,
p 1 |2/41 6 yueOHO# u JIP 16 «ABTopu3anus Ha OIIK-3.2
00BEKTOB, 3alIUTa N
HaY4HOU BeO-pecypce»
MHQOPMAIIIH OT YTEYKH II0
JUTEPATYPHI
TEXHUYECKUM KaHaIaM
[loaroroska k
nabopaTopHOM
Y 3aHSATHIO
3.5
MHdpopManmOHHO-TICHXOJIOTHY
eckasi 0€30I1acHOCTb Koncnektrpos
Ilonsarue aH ue y4eOHbIX
UH(OPMAIIOHHO-TICUXO0JIOTHYE MaTepuaaoB
CKOH 6e3omacHOCTH. CamocTosTenb
TectupoBanue
Hcrounuku HOE H3y4YeHHUe
o JIP 17 VK-8.3,
MH()OPMAITIOHHO-TICUXOJIOTHYE 2 2 4,05| yueOHOI 1
. . «Uudopmanmonno-ncuxonorna| OITK-3.2
CKOTO BO3JEHCTBUA Ha Hay4JHOI
€CKUE MaHUITYJISIIH
YeJIoBeKa. Buabt JUTEPATYpPbI
UH()OPMAIIOHHO-TICUXO0JIOTHYE IMoaroToBka k
ckux  BosaewcrBui.  HJIII. nabopaTopHOM
Cexrbl. ITupamunsl. Paccbuiku. Y 3aHATHIO
3ammra JIMYHOCTH oT
MH()OPMAIIOHHO-TICUXOJIOTHYE
Hroro no pasaeny 7 |18/81 30,0
34/10 56,0
HWroro 3a cemectp 17 3a0
)4 5
34/10 56,0 .
HWroro no aucuuninune 17 " 5 3a4eT C OLEHKOHI




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

[Ipn mpoBeneHWM 3aHATHNA W OpPraHU3ANMH CAMOCTOSATENIbHOW paboThl OakaaBpoOB
UCTIOJb3YIOTCS:

TpaauumoHHBIE TEXHOJOTMHM OOYYEHHs, MPEAIoJiaralouife nepeaadyy HHPOpPMaluu B
rOTOBOM BHuJE, (opMupoBaHHE Yy4eOHBIX yMEHUH 10 00pa3sly: JeKUUsA-U3JI0KEHHE,
TEeKIUA-00BsICHEHHE, JIA0OpaTOpPHBIE pabOThI, KOHTPOJIbHAS paboTa u Jp.

Hcnonb30BaHue TpaJuLMOHHBIX TEXHOJOTHH o0ecreuyrBaeT OPUEHTUPOBAHUE CTY/IEHTA
B MOTOKE HMH(OpMAIMK, CBSI3aHHON C Pa3IMYHBIMHU IMOJXOAAMU K ONPENEICHUIO CYIIHOCTH,
CO-ZIep)KaHus, METOJOB, ()OPM pPa3BUTHS U CaMOPa3BUTHs JIMYHOCTH; CaMOOIpEAEICHHUE B
BHIOOpE ONTHMAJIBHOIO TYTH H CHOCOOOB JIMYHOCTHO-TIPO(PECCHOHATBHOIO Pa3BUTHS;
CHUCTEMaTH3allul0  3HAHWM, I[IOJy4YEHHbIX CTyJEHTaMH B Ipolecce ayIuTOpHOH U
camocTosiTennbHONW paboThl. JlabopaTopHble 3aHATHS O0ECHEYMBAIOT PA3BUTHE M 3aKpEIICHUE
YMEHUH M HaBBIKOB ONpEAETICHUs LiesIel U 3a/1ad caMOpa3BUTHS, a TaKKe NPUHATHS Hanbosee
3 PEKTUBHBIX PEIICHUH M0 X PeaTn3altu.

WnuTepakTuBHble (HOpMBI O0y4eHUs, HPEINONaraloliie OpPraHU3alUIl OOy4eHHUs Kak
IPOAYKTUBHON TBOPUECKOM IEATEIHHOCTH B PEKUME B3aUMOJIEHCTBUS CTYAEHTOB JIPYT C IPyTrOM
U C [IperoiaBaTesieM

Hcnonp30BaHne HMHTEPAKTUBHBIX ~ 00pa30BaTENIbHBIX TEXHOJOTHMH  CHOCOOCTBYET
HOBBIIIEHUIO HHTEPECa M MOTUBALMM YYALIUXCS, aKTUBU3ALMH MBICIUTEILHON JIeSTEIbHOCTH U
TBOPYECKOTO MOTEHIMAja CTYIEHTOB, Aenaer Oojee 3()(eKTHBHBIM YCBOEHHE Marepuania,
HO3BOJISIET MHAUBUYAIU3UPOBATh 00y4eHHE U BBECTU SKCTPEHHYIO KOPPEKIIMIO 3HAHUH.

[Ipu npoBeneHUM 1a0OPATOPHBIX 3aHSATUH MCIONB3YIOTCS TpyImoBas padora,
TEXHOJIOTUS] KOJUIEKTUBHOW TBOPYECKOM JAEATEIIbHOCTH, TEXHOJIOIUs COTpyAHUYECTBa. JlaHHBIE
TEXHOJIOTUM 00€CIeUnBaIOT BHICOKHI YPOBEHb YCBOCHUS CTYIEHTaMHU 3HAHUH, d3PPEeKTHBHOE U
yCIIEIIHOE OBJIAZICHHWE YMEHMSMHM M HaBblKaMH B IpeAMETHOH 00jacTd, (OpMHUPYIOT
MO3HABATENBHYIO OTPEOHOCTh U HEOOXOAMMOCTD JaTbHEHIIET0 caMo0Opa30BaHMUs, TO3BOJISIOT
aKTUBU3UPOBATh HCCIIEIOBATENIBLCKYIO JI€ATENBbHOCTh, 00ecneunBarT 3QPEKTUBHBIN KOHTPOJb

v
YTATMAATITIO ATTATITITY

6 Y4eOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4arommMxcst
IIpencrasneno B npuiioxeHuu 1.

7 OneHOYHBIE CPeACTBA AJIsl IPOBeeHHs IPOMEKYTOYHOM aTTecCTALMH
[IpencraBneHbl B IPUIIOKEHIH 2.

8 YueOHo-MeTOAMYecKOe H HH(POPMALIMOHHOE ObecnevyeHue TUCIUITHHBI (MO1YJIs1)

a) OcHoBHas1 IMTEpPaTypa:

1. OpranuzainoHHoe W TMpaBoBoe oOecreyeHne MHPOPMAIMOHHON 0e30MacHOCTH
y4eOHUK 1 mpakTukyMm jist By30B / T. A. Tlonskosa, A. A. Ctpensiios, C. I'. UyOykosa, B. A.
Huecos ; nmon penakumeit T. A. Ilonskosoit, A. A. CtpenbioBa. — Mocksa : W3narenscTBo
FOpaiit, 2020. — 325 ¢. — (Bsicmee oOpaszoBanue). — ISBN 978-5-534-03600-8. — Tekcr :
anekTponHsi // OBC FOpaiir [caiit]. — URL: https://urait.ru/bcode/450371

2.  Crapmaptel  WHQOpPMAaIMOHHOW  Oe3omacHOCTH. 3amuTa ©  00paboTka
KOH(UICHIIMATBHBIX JOKyMeHTOB: y4eO. mocodue / FO.H. CrrueB. — MockBa : UTHOPA-M,
2019.— 223 c. (Beicmiee obOpazoBanue: bakanaspwuar). —
www.dx.doi.org/10.12737/textbook_5cc15bb22f5345.11209330. — Tekct : SIEKTPOHHBIA. —
URL: https://new.znanium.com/catalog/document?id=342244

0) lonoJiHMTE ILHASA JIUTEpaTypa:
1. Yepnosa E.B. UndopmannonHas 06e30MacHOCTh yelloBeKa . yueOHoe mocodue uis
By30B / E. B. UepHoBa. — 2-¢ u3a., ucmp. u gor. — MockBa : U3matenscto FOpaiit, 2020.


https://urait.ru/bcode/450371
https://new.znanium.com/catalog/document?id=342244

— 243 ¢. — (Beicmiee obopazoBanue). — ISBN 978-5-534-12774-4. — Texcr : 31neKTpOHHBIH //
OBC IOpaiir [caiit]. — URL.: https://urait.ru/bcode/449350

2. NadopmanmonHast 6€30MacHOCTh U 3amuTa nHpopmMarm : yued. mocooue / bapanosa
E.K., bab6am A.B. — 4-e u3na., nepepad. u gomn. — Mocksa : PUOP : UH®PA-M, 2019. — 322 ¢c. —
(Beiciee obpazoBanue). — Ww.dx.doi.org/10.12737/11380. — Tekcrt : anekrponnsii. — URL:
https://new.znanium.com/catalog/document?id=336219

3. Kopa6enpaukos, C. M. [lpecryruienus B chepe nHGOpMAIUOHHONW OE30MACHOCTH :
yuebHoe nmocobue s By30B / C. M. KopabenbaukoB. — Mocksa : M3natensctBo FOpaiir, 2020.
— 111 c. — (Bsicuiee obpazoBanue). — ISBN 978-5-534-12769-0. — Tekct : amekTpoHHbIi //
3BC IOpaiir [caiir]. — URL: https://urait.ru/bcode/448295

4. mxeHepHbIi )KypHAJI: HayKa U MHHOBaLuH - http://engjournal.ru/

B) MeTonuyeckue ykazaHus:

1. Meroauueckue yKa3zaHUS IO BBITIOJIHEHUIO JIabopaTopHOW paboThl «HamexHOCTh U
JIOCTOBEpHOCTh MH(popMmarun» mjisi 6akanaBpoB HampasieHus 38.03.05 busnec-undopmaruka,
09.03.03  «llpukmagHas  wHpopMatuka», 44.03.05  «Ilemarormdeckoe oOpazoBaHuE
(Mudopmarnka u skoHOMHKA)». — Marautoropck: M3a-80 MarHuToropck. roc. TeXH. yH-Ta UM.
I''1. Hocosa, 2020. — 12 c.

2. Ilpaktukym mno wuHbopManmoHHON Oe3omacHocTH 11 OakanaBpoB [lpuknagHoi
undopmaruku / E.B. UepHoBa. — DiektpoH. TekcroBbie naH. (1,29 MO). — MaruuToropcek :
®OI'BOY BO «MI'TY um. I''H. HocoBay, 2019. — Cucrem. TpeboBanus : IBMPC, nro6oii, 601ce
IGHz ; 512 M6 RAM ; 10 M6 HDD ; M S WindowsXP u Bsie ; AdobeReader 8.0 u Boie ; CD/
DVD-ROM nuckoBof ; MbIIIIb. — 3aril. ¢ TUTYJ. SKpaHa

r) [Iporpammuoe obecneuenue u UnTepuer-pecypcebi:

IIporpamMmmHoe oGecrieueHue

Haumenosanue ITO Ne norosopa CpoKk JIeHCTBYSI JIUIIEH3UH
MS Windows 7

Professional(mna  [1-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)

MS Office 2007 |\ 135 1 17.00.2007 Gecepoaro
Professional

7Zip cB000HO pacrpocTpansemoe [10 OECCPOYHO
MS Windows XP

Professional(mns  [1-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)

MS Office 2003 |\ 135 1 17.00.2007 GeccpotHO
Professional

Bbpayzep Mozilla

Firefox cB00OTHO pactpoctpansemoe [10 0eccpovHO
FAR Manager cB00OAHO pactpocTpansemoe [10 0eccpoyHO

IIpodeccnonanbHble 0a3bl JaHHBIX M MH(POPMAIMOHHBIE CIPABOYHbIE CHCTEMbI
HasBanwne xypca CchlnKa

ITouckosas cucrema Akanemus Google (Google Scholar) [URL: https://scholar.google.ru/

Nudopmanmonnas cucrema - EnquHoe okHO gocTyna K
HHGOPMAIIMOHHBIM pecypcam
Hamnuonanbuas nH(GOPMaIMOHHO-aHATUTUIECKAs

cucrtema — Pocculickuii HHIEKC HaAyYHOTO LIMTUPOBAHUS
(PUHIT)

URL.: http://window.edu.ru/

URL.:
https://elibrary.ru/project_risc.asp



https://urait.ru/bcode/449350
https://new.znanium.com/catalog/document?id=336219
https://urait.ru/bcode/448295
http://engjournal.ru/

Poccuiickas T'ocymapcTBeHHas OuOIMOTEKA.
Katanoru
MexnyHapoaHas HAayKOMETpHYECKast
pebeparuBHas u nojHoTekcToBas 0asza manubix |http://webofscience.com
nayunbix n3ganuii « Web of sciencey
YHuuBepcuterckas WHGOPMAIIMOHHAS CHCTEMa
POCCHU

9 MaTepuajibHO-TeXHHYECKOe o0ecnevyeHne TUCIHILTHHBI (MOIYJIs1)

https://www.rsl.ru/ru/4readers/catalogues/

https://uisrussia.msu.ru

MarepuanbHO-TEXHHUECKOE 00eCIIeUeHUE JUCIUTUINHBI BKITFOUACT:

Y4eOHble ayJUTOPUN [T IPOBEACHHS 3aHATHIA JIEKIIMOHHOTO THTIA

Ilepconanpubiii KoMIbIOTEp (Wiau HOYTOYK) ¢ makerom MS Office ¢ Beixogom B
WuTepHeT W C JOCTYIIOM B DJIIEKTPOHHYIO HH(DOPMAIMOHHO-00PA30BATEIBHYIO CpEay
YHHUBEPCHTETA.

MynbTUMEIUMIHBIA IPOEKTOP, IKPaH.

MybTHMEAHITHBIC TIPE3EHTALINH K JICKIIUSAM, y4eOHO-HATIISTHBIE TIOCOOUS

VYdueOHble ayaUTOPUM IS TMPOBEACHUSA JITAOOPATOPHBIX 3aHSATHH, TPYMIOBBIX U
UHIUBUIYATbHBIX KOHCYJIbTAIMH, TEKYIIEr0 KOHTPOJIA M IPOMEKYTOYHOH aTTeCTaluu
[epconanbubie KoMITbIOTEPHI ¢ Taketom MSOffice, oneparronnoit cucremoit MS Windows 7
wi MS Windows 10 u BeixogoMm B MHTEpHET

Tpebyemoe [10, npueaenHoe B Tabmuie «JIMIIEH3MOHHOE TPOTPAMMHOE 00ECIICUCHHE)

AyIUTOpHH JUISE CAMOCTOSITEIILHOM pabOThI: KOMITBIOTEPHBIC KIIACCHI; YATAIBHBIC 3aJIbI
OnbIMoTeKH

Ilepconanpubie KoMmbioTephl ¢ makerom MS Office, omeparnumonnoii cucremoit MS
Windows 7, BeixomoM B MHTepHer W ¢ JOCTYIIOM B  JJIGKTPOHHYIO
UH(POPMAIIMOHHO-00Pa30BaTEIbHYIO CPEly YHUBEPCUTETA

AymaTtopus UIs  XpaHEHHUST M MPO(UIAKTUYECKOTO OOCITY)KUBaHHS  Y4eOHOTO
ob6opynoBanus Ne 086

Mebenp uis  XpaHeHHs U 0OOCHyXuUBaHUS 000pyaoBaHus  (IIKagbl, CTOJIBI),
y4eOHO-METOIMUECKUEe MaTepHalibl, CTEJUIAXH ISl XpaHEHUs y4eOHO-HarsIHBIX MOCOOuH H
y4e0HO-METOINYECKON JOKYMEHTAIIUH



Ipuioxkenne 1

Y4eOHO-MeTOoANYEeCKOe o0ecTieYeHrne CAMOCTOSITeIbHOI padoThl 00y4yaromuxcs

[To mucuumumne «adpopmanmonHas 6€30MacHOCTh)» MPEIYCMOTPEHA ayAUTOPHAS U
BHEAYAUTOPHAs CaMOCTOsITEeIbHAs paboTa OaKkaIaBpoB.

AynuTopHas caMocTosITeNIbHas paboTa OakanaBpoB MpEIIoNaraeT pemenue 1 oGpopmieHue
COTJIACHO 33JaHHBIM TPEOOBAHUAM 3a/laHH J1a0opaTopHbIX padboT. TpedoBaHus K 0HOPMIICHUIO
Haxozarcs B CMK-O-CMI'TY-42-09 KypcoBoii mpoekT (paboTa): CTpyKTypa, CoAepKaHue,
o01I1e TpaBuIIa BEIMOJHEHHS U 0(pOpMIICHUSI.

BueaynutopHas camocTosiTenibHas paboTa CTYACHTOB OCYIIECTBIISIETCS. B BU/IC U3yUCHHS
y4eOHOI U HAyYHOH JTUTEpaTyphl IO COOTBETCTBYIOIIEMY pa3zeiy ¢ MpopaboTKOi Marepuania,
ydacTue B IUCTaHIMOHHOM Kypce win uzydenun MOOK, npeniokeHHOM IIpernoaaBaTeieM 1
BBITMIOJTHEHUS! IOMAILIHUX 3a/1aHui (IOAr0TOBKA K JIaOOpaTOPHBIM padoTaM) ¢ KOHCYIbTAUSIMHU
npernoaaBarers.

BOl'lpOCbl AJIA CAaMOCTOATEIBHOI'O U3YUYCHUS

1. [IpoBenuTe CpaBHUTENBHBIN aHANW3 JOKTPUH U KoHuenuuil rocynapcts CIIA,
['epmanun, @panuuu, ANOHUM U JPYTUX Pa3BUTHIX CTPaH B OOJIACTH OOECTeUeHUs! pa3BUTHS
MH(pOPMaLMOHHBIX TexHojorui (xoHuenuuu Knuntona-I'opa, bannremana B EBporme,
OxunaBckas xapTust «l mo0anbHoe HHGOPMAITMOHHOE O0IIECTBO» U T.1I.)

2. N3yunTe COBOKYMHOCTh O(PUIIMATBHBIX B3TJIAIOB Ha €M, 33Ja4H, MPUHIIUIIBI U
OCHOBHBIE HarpaBieHus obecnieueHus HHPopMamoHHoi 6e3omacHocT Poccuiickoit deaepanuu
B «JlokTpuHe WH)OpMAIIMOHHON 0E€30MacCHOCTH POCCHUUCKON Qeaepanuny, YTBEPKICHHOU 9
ceHta6psa 2000 r. Ne  TIp-1895.

3. ITo3HakoMBTECH €O CTaThIMM OCHOBHOrO 3akoHa Poccuiickon ®enepanum —
Koncturynueit  (mpunsitonr 12 nexabps 1993  ronma), 3aTparuBarOUIMMH  BOIIPOCHI
uH(popMalnoOHHOHK Oe3omacHocTH (cTathu 23, 24, 29, 41, 42).

4, PaccmotpuTe ompezneneHus BceX Ba)KHEHIIMX KOMIIOHEHTOB HMH(OpMallMOHHOMN
NeSITeIbHOCTH M HANpaBJICHUS PA3BUTUS 3aKOHOJATENIbCTBA B 00JaCTH HMH(DOPMAIMOHHON
6e3omacHocTH B 3akoHe «O0 mMHpopManuu, nHoOpMaTU3aluu U 3auuTe HHpopManuu» ot 20
despans 1995 rona Homep 24-D3 (mpunsat ['ocynapcrBenHoit Jlymoit 25 suBaps 1995 rona).

5. N3yunte OCHOBHbIE HOPMATHBHbBIE AKThI, pErJIaMEHTHPYIOIINE OXPAHBI 0OBEKTOB C
MOMOIIbI0 HOPM aBTOPCKOrO IMpaBa B 3akoHax «O mpaBOBOM OXpaHE MporpamMm JUIs
AJIEKTPOHHO-BBIYMCIUTEIbHBIX MallMH U 0a3 JaHHbIX», «O NpaBOBOH OXpaHE TOIMOJIOTUU
MHTETPAIbHBIX MUKpocXeM» U «O0 aBTOPCKOM MpaBe U CMEXKHBIX MPaBax».

6. Kak ompenenensl moHsTHS OaHKOBCKas, KOMMepYecKas U clykeOHas TaiiHa B
I'paxxmanckom koaekce Pocculickoit denepanuu.
1. Kak oTpakeHbl BOMPOCHI MPaBOBOTO pexuMa HWHGOPMAIUU C OTPaHHYECHHBIM

JIOCTYIIOM B 3aKOHAaX O TOCYJapCTBEHHON M KOMMEPUYECKOH TaliHaX, B TpaKAaHCKOM Kojiekce PO B
ctatbe 139 «CnyxeOHast 1 KoMMepUecKas TaliHay.

8. Kakue cBeieHus1 He OTHOCATCS K KOMMEPUYECKOH TaliHe.

Q. Kak omnpenensiercs noHsitue U copepkaHue KoH(pUIEeHITMAIbHON MHGOpMauu B
Vkasze [Ipesunenta PO «O0 yrBepxkieHnN nepeyHs CBeACHUN KOHPUACHIINAILHOTO XapaKTepay.

10.  [aiite xapakTepHCTHKY CIEAYIOIMX (OPM 3alIUTh HHGOPMAIMH: TATEHTOBAHHUE,
aBTOpPCKOE TpaBo, ToBapHbie 3HAKU («IlatenTHBIN 3ak0oH Pdy», «O TOBapHBIX 3HaKaX, 3HAKaX
00CITy’)KMBaHUs U HAUMEHOBAHUU MECT IIPOHCXOXKICHUS TOBAPOBY).

11.  PaccmoTpute BOIpOCHI JHIEH3MPOBaHHA B O0JACTH 3alMTHl MH)OPMAlLUM B
3aKkoHe «O JTUIEH3UPOBAHUM OTACIBbHBIX BUIOB JAedaTelbHOCTH» OT 8 aBrycta 2001 roga Homep
128-®3 (Tlpunst I'ocymapctBennoit Jlymoit 13 utons 2001 rozga).


http://dvabop.narod.ru/docum/xartia/xrt.htm

12.  Kakumu rocynapcTBeHHBIMHU IIPAaBOBBIMH JOKYMEHTAMHU ONPEENSIOTCS AeHCTBUS
10 3aIrTe HHPOPMAIUU OT HECAHKI[MOHUPOBAHHOTO JIOCTYTIA.

13. Onpepenure pons u Mmecro denepanbHON ClIyXObl 110 TEXHHYECKOMY U
skcnoptHomMy  koHTpoo  (PCTOK, www.fstec.ru), sBisromieiics MpaBOPEEMHUKOM
l'ocynapctBenHoit TexHudeckod komuccuu npu Ilpesupente Poccuiickoit  ®Denepanuu
(www.infotecs.ru/gtc/)

14. KakoBbl OCHOBHBIC HaIpaBjeHUs JAeATeNbHOCTH @enepalbHOr0 areHTCTBa
NPaBUTENILCTBEHHON cBsisn U uHpopmanmu (PATICU — www.fagci.ru) B rocymaapcTBeHHOM
CUCTEMeE 3allUThl UH()OPMALIUH.

15. KakoBbl ocHOBHBIE HamnpaBineHus gesrensHoctH «Coera BesomacHocTu
Poccniickoit denepanum».
16.  3nauenue 3akona «O6 yqacTHH B MEXKITyHAPOIHOM HH()OPMALIHOHHOM OOMEHEN OT

4 nronst 1996 rona Homep 85-D3 (npunar 'ocynapcreennoit Jlymoii 5 utons 1996 roga) B anoxy
17100a1bHBIX KOMMYHHUKAIIUH.

17.  PaccMoTpuTe 3aKOHONMPOEKTHI M CYHIECTBYIOLIYIO HOPMATHBHO-IIPABOBYIO 6a3y M0
BOIIPOCaM DJIEKTPOHHOTO OM3Heca W JoKyMeHTooOopora. Kakum oOpa3zoMm obecnednBaroTCs
IPaBOBbIE YCJIOBHMSI HCIIOJIb30BAHUS AJIEKTPOHHOM LU(GPOBOM MOAMUCH B 3IEKTPOHHBIX
JOKYMEHTaX coriacHo 3akoHy «O0 siexTpoHHOHN nudposoil nognucn» Ne 1-d3 (mpuHsTOMY
['ocynapctennoit J{ymoii 13 gexabps 2001 roga).

18.  TIlosnakombTech co cTaThamu Kojekca 06 aIMUHMCTPATUBHBIX PABOHAPYIIEHUAX
o npoOsemMaM MpaBoHAPYIIECHHUH B 00acT cBsi3u U uHpopmaruu (I'nasa 13).

19.  Usyuure crateu YrosnosHoro kojekca Poccuiickoii ®@enepanuu (penakuus ot 14
mapra 2002 ronma) mpeaycMaTpHUBAIOLIUME YIOJOBHYIO OTBETCTBEHHOCTh 3a KOMIIbIOTEpPHbBIE
IPECTYIUICHUSI.

I'naBa 28 «[Ipectynnenus B cdepe KOMIBIOTEPHON HH(OPMALIUKUY, TPU CTAThU:

cTaThs 272. HenpaBoMepHBIil 10CTYI K KOMIIBIOTEPHON MH(POpMALUY;

ctatbs 273. Co3gaHue, UCIIOIb30BaHUE U PACIPOCTPAHEHHE BPEIOHOCHBIX MIPOTPAMM IS
OBM;

cratbs 274. Hapymenne npasui skciutyatanuu 9BM, cucremel OBM nin ux ceru.

20.  TlosnakombTech co crathamMu YK P® mon aeiicTBHe KOTOPBHIX MOTYT IOHAIATh
IPOTUBONPABHBIE I€IHUS, COBEPLICHHbIE C UCIIOJIb30BaHUEM KOMIIbIOTEpa U/uiu ceTu. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

21. Tlpuemute mnpuMepbl CyneOHOM TPakTMKM B paccMaTpuBaeMoli cgepe.
Hcnonp3yiiTe MaTepralibl IEpUOJUYECKON NeyaTu, myonukanuu B IHTepHeT.

22.  Cnrenaiite 0630p MeX1yHapOIHOTO HH(OPMAIIMOHHOTO 3aKkoHoaaTebcTBa (CIIIA,
['epmanun, Benukobpuranuu, @pannuu, SAnonun) B 006JaCTH 3alIUTH HHOOPMALIUH.

23.  PaccMmoTpuTe NpaBOBOE pEryiaupoBaHue ceTd MHTepHeT B cTpaHax EBpormsbl,
CIIA, Poccun.

24.  TlosnakombTech C mporpamMmoil «JyekTpoHHas Poccus». KakoBbl pe3ynbTarhl
peanu3alyy JaHHOW MporpaMMsbl?

25.OneHouHbIe CTAaHAAPTHI U TeXHUUYeCKHe crenudukanun. OCHOBHBIE OHATHS.

26.Cranmapr  Munncrepcta o6oponsl CIIA «KpuTepuu OLEHKH JOBEPEHHBIX
KommnbloTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHUTa») KaK OICHOYHBIN cTaHmapT. Mctopus co3manus u
tekymii cratyc. Ilomutuka Oe3omacHoctn cornacHo «OpamkeBoil kHure». Kiaccel
0e30macHOCTH HMH(OPMALIMOHHBIX CHCTEM IO CTeNeHH JoBepus Oe3omacHocTH («OpaH)keBas
KHUTa»).

27 .KpacHas xaura. MHTepnpeTanus KpuTepres OLleHKH HaJekKHOCTH CHCTEM JUIs CETeil.
Trusted Network Interpretation. 1993. (NCSC-tg-005).


http://www.infotecs.ru/gtc/
http://www.fagci.ru/

28.Po30Bas kuura. VIHTepnpeTanys cUCTEMbl YIpPaBJIeHHUS HalekKHOH 6a30ii JaHHBIX B
KPUTEPUAX OLCHKM HAJEKHBIX KOMIBIOTEPHBIX CHUCTeM MUHHCTEpCTBA OOOPOHBI W3 dYHCIa
KPHUTEPUEB OIICHKU HAJCKHBIX KOMIbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).

29.I/IHq)opMauI/IOHHa}I 0e30macHOCTh pacmpeiesieHHbIX cucteM. Pekomenmamuu X.800
«ApXHUTEKTypa 0€30MaCHOCTH JJIsi B3aUMOICHCTBUS OTKPBITHIX CUCTEM).

30.Cnenuduxanus Internet-coobmectsa RFC 1510 «CeTeBoii cepBHC ayTeHTU(GHKALMH
Kerberos (V5)» [Kerb].

31.Tocynapcrennsie crangaptsl. TOCT P UICO/MDBK 15408-2002. MudopmanoHHas
TeXHOJOorus. MeTo/Ibl 1 cpelicTBa obecnieueHus 6e30macHoCTH. Kpurepun orieHKr 6€301macHOCTH
MH(OPMALIMOHHBIX TEXHOJOTUH (B PYCCKOS3BIYHON JUTEpaType OOBIYHO, HO HE COBCEM BEpPHO,
umenyeMsbIit «Oomme kputepun» -OK). OcHoBHBIE TOHATHS U uaeH. (MeXayHapoaHbINH CTaHIapT
ISO/IEC 15408).

32.TOCT P UCO/MDK 15408 — «Bpesenue u obumas Mozaenb». OOmmil momxox K
dbopMupoBaHuio TpeboBaHUM U OlleHKe 6e30macHOCTH ((DYHKIIMOHATLHBIC U IOBEPHsI), OCHOBHBIE
KOHCTPYKIIUU (TIpoWiIb 3aIlMTHI, 3aJaHHe IO Oe30MacCHOCTH) MPEICTABJICHUS TPeOOBaHUI
0e30MacHOCTH B MHTEpecax MmorpeduTeneil, pa3paboTYMKOB U OLICHIUKOB MPOAYKTOB U CUCTEM
UT. TpeboBanus Oe3onacHoctu o0bekTa oueHku (OO) mo meromosorun OOHIMX KpUTEPHUEB
OTIPECIIAIOTCA UCXO/IS U3 LieJieil 6e30MacHOCTH, KOTOphIe, B CBOIO Ouepellb, OCHOBBIBAIOTCS HA
aHanmu3e HazHaueHuss OO W YCIOBUI Cpedpl €ro HCIOJIb30BaHHS (Yrpo3, MPEAIoOKEHHIA,
MOJIUTUKU OE30MaCHOCTH).

33.'OCT P UCO/MDK 15408-2 — «DyHKIMOHATbHbIE TPeOOBAHUS GE30MACHOCTHY.
Knaccudukanus ¢yHKIIMOHATBHBIX TpeboBaHuii OezomacHocTh «OO0mux kputepueny. Kimacchr
(byHKIIMOHAIBHBIX TPeOOBaHMI, OMMCHIBAIOIIUE AJIEMEHTApHbBIE CepBUCHI Oe3omacHoCcTH. Kiacchl
(GYHKIMOHATBHBIX TPEOOBAHHM, ONMCHIBAIOIINE TPONU3BOIHBIC CEPBUCH OE30MTACHOCTH.

34.3amuTa naHHEIX MONb30BaTeNs. 3amura GyHKIK 6€30MaCHOCTH 00BEKTA OLIEHKH.

35.Knacchl pyHKIMOHANBHBIX TPEOOBAHMIA, HTPAONIUE HHPPACTPYKTYPHYIO POIIb.
36.OCT P UICO/MDK 15408-3 — «TpeGoBanus noBepus k 6e30nacHOCTHY. OCHOBHBIE
MOHSTHS U KIacCU(pUKaIus TpeOoBaHM ToBepus OE30MACHOCTH.

37.0uenka nmpoduieii 3amuThl U 3agaHuil M0 GezomacHocTH. TpeOoBaHUs NOBEpHUs K
sTamy pa3paboTku. TpeOoBaHMS K 3Taly MOJYYECHHS, MPEJICTABICHUS U aHAIM3a PE3yIbTaTOB
pa3paboTku. TpeOoBaHUs K TOCTABKE U IKCILTyaTaI[iH, MOJJIEPKKA T0BEPHUs

38. Onenounsie ypoBHH J0BEpHs 6€30MaCHOCTH B «OOIIMX KPHTEPHIX.

39.Ilpodunu 3amuThel, pazpaboTaHHble Ha OcHOBe «OOmMX KpuTepuesy. OOmme
TpeOoBaHUs K cepBrcaM Oe3onmacHOCTH. bruoMerpuueckas HACHTUPHUKALUSA U ayTeHTU(PUKALMS.

40.bpuranckuii crangapr BS 7799 «Ynpapienue MHGOPMAIMOHHON 0€30MaCHOCTBIO.
[Tpaktuueckue npasunay (Code of practice for information security management) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBieHUss WHOOPMAIMOHHONW O€30MaCHOCTBIO -
cneunduKanus ¢ pyKoBOACTBOM MO ucnoib3oBaHuio» (Information security management systems
- Specification with guidance for use) [BS7799-2] mist npakTH4eCKOTO CO3MaHUs U MOAACPKAHUS
pexxumMa MH(OPMAIIMOHHON 0€30MacHOCTH € TOMOIIBIO PEryIATOPOB aJIMHUHHCTPATUBHOTO U
MpOLEAYPHOTro ypoBHEH. PerynsTopsl 6€30MacHOCTH U peanu3yeMble MU 1enH. YeTblpexpazHas
MOJIeJb TIpoliecca YIpaBieHUs HHPOPMALIMOHHON 6e3011acHOCTHIO.

41.Cranpapr ISO/IEC 17799:2002 «Ynpasnenue HHGOPMALMOHHON 6€30MaCHOCTBIO —
WNHdopMannoHHbIE TEXHOIOTHI.

42. ®enepaneupii  crangapr CIIA FIPS 140-2 "TpeGoBanmst 6€301acHOCTH  IJis
kpuntorpaduyeckux moayneit” (Security Requirements for Cryptographic Modules) [FIPS140].

43.TpeboBanuss K NPOU3BOIBHOMY (JIMCKPEMOHHOMY) YIPABICHHIO JOCTYHOM.
PyxoBomsmumit  moxkyment ['octexkomuccuum Poccunm «besomacHocTh  HMH(pOpMaMOHHBIX
texnonoruil. Konrponupyemsriii noctyn. [Ipoduns 3ammren (113 KJT).

44.TpeboBanuss K NPUHYAUTENBHOMY (MaHIATHOMY) YHPABJIEHUIO  JOCTYIIOM.
PykoBomsmuit - mokymenT ['octexkomuccuu Poccum «beszomacHOCTs  WH(DOpPMAIMOHHBIX
texHosoruil. Merounas 3ammuTta. [Ipoduns 3amuten (113 M3).



45.PoneBoe ynpasieHue JOCTYIIOM.

46.MexcereBoe dKpaHMpOBaHHE. PykoBojsiiue JOKYMeHTHI 'octexkomuccun Poccun
(Knaccudukamuss aBromatu3upoBaHHbIX cucTeM (AC) 10 ypOBHIO 3allUIIEHHOCTH OT
HecankuuronuposanHoro gocryna (HC), Knaccudukanms MexxceTeBbIX SJKPaHOB).

47.CucteMpl aKTMBHOTO —ayauMTa. AHOHMMHU3ATOPbl. BBIIyCK M yIpaBleHHE
cepTuduKaTaMu. AHAJIN3 3aIUIIEHHOCTH.

48.Tlpodunu 3ammThHl, pazpaboTaHHbIE Ha OCHOBE «OOIMX KpUTEpHEB». YacTHbIE
TpeOOBaHUS K KOMOMHALMSIM M MPHIOKEHUSM CEepBUCOB Oe3zomacHOCTH. OnepalroHHbIE
CHCTEMBI.

49.Yactuple TpeGoBaHUA K KOMOMHALMAM U NPHJIOKEHHAM CEPBHMCOB 0€30IaCHOCTH.
CucreMmsbl ynpaBieHus 6a3aMu JaHHBIX.

50.Yacruple Tpe6oBaHMs K KOMOMHALMAM M HPMIIOKEHHAM CEPBMCOB 0€30IaCHOCTH.
BupTtyanbHble yacTHble ceTu. BupryanbHble TokanbHble ceTh. CMapT-KapThl.

51.TapmonusupoBannbie Kputepur EBponeiickux cTpaH.

52.Texnunueckas cnenuduxanus «OG0OMEHHbIH TPUKIAAHON TPOrpaMMHBII HHTEpdeiic
ciyx0b1 0e3onmacuocTn» (Generic Security Service Application Program Interface, GSS-API)
[GSS-API].

53.0cHoBHBIE MOHATHS M Mjed pekoMeHaamuii cemeiictBa X.500. X.501 "Cmyx6a
mupektopuii: moxenu" [XS501] m X.511 "Cnyx0a DupeKTopuii: aOCTpaKTHOE ONpeeIICHUE
ceppuca" [X511].

54.Kapkac cepTu(uKaTOB OTKPHITHIX Kirodeil. X.509 "Cmyx6a IupeKTOpHii: KapKachl
ceptudukaToB OTKpBITHIX Kitodeld u atpudyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

55.Kapkac ceprudukaros arpuOyToB. [IpocTas u cuibHas ayTeHTH(UKALIHUSL.

56.Cneunduxanun Internet-coobmecrsa IPsec. ApXuTeKTypa CpeacTB 0e30MaCHOCTH
IP-ypoBHsL.

57.Cnenuduxamun Internet-coodmectsa IPsec KoHTeKcTh 6€30IaCHOCTH M YIIPaBIEHUE
KITFOYaMH.

58.ITpoToKoNIbHBIE KOHTEKCTHI U TIOITUTHKA GE30MaCHOCTH.

59.06ecneuenne ayrentuanoctu IP-maketoB. OGecredeHne KOH(HIECHIMATLHOCTH
CEeTeBOTro Tpaduka.

60. Ocuosusle uyen u nonstus nporokona TLS. Ipotokon nepenaun 3amuceit. [Ipotokon
YCTaHOBJICHUSI COCIMHEHUN U acCOUMMpPOBaHHbIE NPOTOKOBbL. [Ipumenenne mporokosma HTTP
Han TLS.

61.06006meHHbIi TPUKIAAHONW MPOrpaMMHBIH  HHTEpdEc CcIykObl 6E30MaCHOCTH.
OCHOBHBIE TOHSTHS.

62.0060061eHHbI  MPUKIATHON IIPOrpaMMHBIA HHTepdeiic ciyk0bl 6e30macHOCTH
OyHKuu A8 paboTel ¢ ynocroBepeHusMH. Co3laHHMe M YHHUUYTOXEHHE KOHTEKCTOB
6e3omacHocTH. 3amuTa cooduienuii. Jlornka padboTsl mosp30BaTenel naTepderica 0e30MacHOCTH.

63.Crpykrypa u conepxanue gokymenta «[loauTrka MHGOPMAIMOHHOM GE30MaCHOCTH
OpraHu3aLUuN».

64.Cnyx6a nadopmanmoHHOl Oe3omacHocTH opranuszanuu. CocTaB, HeId U 3a1a49d
CIIy>KOBI HTHPOPMAILIMOHHON O€30MaCHOCTH OpraHU3aIUH.

65.Ponp cranmapToB n TpeGoOBaHU 110 HHPOPMALMOHHON GE30MaCHOCTH HPEATPHUSITHS
B popmupoBanuu «Ilomutrku nH(pOpMaIIMOHHON 0€30MaCHOCTH OpraHU3aIN».

66. [TpuHIUIIE! pacrpe/ieeHns TOJTHOMOYMIA.

67/.1Ipouenypsl ©u MeToAbl HMH(OPMALMOHHON OE€30MACHOCTH OPraHW3allMH  Kak
coctaisitone «[lonutukn MHPOPMAMOHHON OE30MTACHOCTH OPraHU3ALIUI.

68. Ipodunu 3amuTeL

69. 06s13aHHOCTH COTPYAHHKOB 110 0OECTIEUEHNI0 HHPOPMAITMOHHOMN 6€30MaCHOCTH.

70.Tlopsnok ycTaHOBIEHHS pexMMa KOH(MAEHIHATLHOCTH HMH(popManuu. IlepeueHnb
CBE/ICHUI, OTHOCUMBIX K KOH(PHICHIIMATHHON HH(POPMALIUY 1 HE TIOJIeKAIUX 3aCCKPEUMBAHUIO.



71.Tpe6GoBanus, npexbsABIseMble K NPETEHIEHTaM Ha paboTy ¢ KOH(UIEHIMATbHOM
nH(popMaren 1 K MpeTeHAeHTaM Ha JI0JDKHOCTD CTY)KO0y HH(POPMAIIMOHHON 0€301acHOCTH.

72.Topsnok obecrieueHnsl COXPAHHOCTH KOH(QMACHIMAILHOH HMH(OPMALUKM [pH
MOCTOSTHHOM WJIM BPEMEHHOM MPEKPALICHUU II0JIb30BaTeNIeM JOCTYyIa K KOH(UICHINATbHOMY
UH(POPMALIMOHHOMY pecypcy.

73.0pranu3aluoHHble Mephl 10 OOECIEYEHUI0 M MOJIEPKAHAI0 HHPOPMALHMOHHOMN
0€30I1aCHOCTH B IEPUOJT YPE3BBIYANHBIX CUTYALIUH.

74.Bunpl nHpOpMaLMU OPraHU3aLUH, TTOIEKAIME 3aIIUTE.

75.Pernamenranus NeicTBUN BCEX KATErOpHil COTPYAHUKOB, JOIYHICHHBIX K paboTe C
UH(POPMALMOHHBIMU CUCTEMaMH.

76.CuctemMa  OpraHM3alMOHHO-PACHOPAJUTENLHBIX JOKYMEHTOB — YUPEXKIEHHS 110
BOIIpocaM obecrieyeHuss HHPOPMalMOHHONW 6€30aCHOCTH.

7’7 .TlonmuTnKa GE30MaCHOCTH YUPEKICHHUS.

78.TIporpamMmma 6€30MaCHOCTH YUPEKICHHUS.



Ipuio:xkenne 2

OueHoYHBbIE CpPeICTBA /15 NPOBeIeHNUs] IPOMEKYTOUHOH aTTecTAlNU

a) Ilnannpyembie pe3yabTaThl 00y4eHHUs] H OLICHOYHBIE CPEACTBA 1JIsl IPOBEAeHHU

MPOMEKYTOYHOM aTTeCTALMU:

Kon
WHAWKATOPa

Nuaukatop A0CTHXKEHUS
KOMIIETCHIINH

O1eHOYHBIC CPeICTBa

YK-8 — CnocoGeH co31aBaTh M NOJJIeP:KMBATH B MIOBCEHEBHOM JKU3HU U B NPO(ecCHOHATbHOIM
AeATeJbHOCTH 0e30MacHbIe YCJIOBUS KU3HeAeSITeJILHOCTH [1JIs1 COXpPaHeHUs] MPUPOIHOM cpebl,
o0ecrneyeHHsl yCTOIYMBOr0 Ppa3BUTHS 001ECTBA, B TOM YHUCJIe IPH YIPo3e U BOSHUKHOBEHUHU

Ype3BbIYANHBIX CUTYallUH M BOEHHbIX KOH(IUKTOB

VK-8.1

AHanuzupyet u
uAeHTHPHUIUPYET
(akTOpel  OMAcHOTO |
BpEIHOTO BIIMSHUS
3JIEMEHTOB cpeabl
oOutaHust  (TEXHUUYECKHX
CPEICTB, TEXHOJIOTHUECKUX
NPOLIECCOB, MAaTEpHajoB,
30aHUA W COOPYXKECHUH,
NPUPOAHBIX U COLMATIBHBIX
SIBJICHHIA)

IIpumMepHble BApDMAHTHI TECTOBBIX 3a/IaHUIA.
1. TpeboBanus «O0UUX KPUTEPUEBY TPYIIUPYIOTCS B!
a.Kmaccer
b. TToxkaccet
C. I'pynmel
d. [oarpymmsrl

IlepeyeHb BONPOCOB /A5l MOATOTOBKH K 3a4eTy €
OLICHKOM

1. Tonsarue nHPOPMALMOHHON OE30MACHOCTH.

2. OCHOBHBIE COCTaBISIONTNE WH(OPMAITHOHHOM
Oe3omacHoOCTH

3. BaxxHOCTB H CIIOKHOCTH MPOOIEMBI
WHPOPMAIMOHHOH 0€30MaCHOCTH

4. 3akoHOmAaTeNbHBIN YpPOBEHb HH(POPMALIMOHHOM
6e3omacHOCTH

5. O030p pocCcHIiCKOro 3aKOHOIATEILCTBA B 00JIACTH
WH(POPMAITMOHHOW 0€301TacHOCTH

6. IIpaBoBbIE aKThI OOLIETO HA3HAYCHUS,
3aTparuBalore BOIPOCk HHYOPMAIMOHHON
Oe3omacHOCTH

7. O630p 3apyOexHOro 3aKOHOIATEIbCTBA B 00IACTH
WHPOPMAIMOHHOH 0€30MaCHOCTH

8. OuenouHble CTaHJIaPThI u
CrieT(pUKAIIHL.

TEXHUYCCKHEC

IIpakTH4yeckoe 3aganne
IIpoBecT ayauT 3alUIIEHHOCTH CETH

Hactpouts paznudnbie CrIocOOBI aBTOPHU3AIIUN Ha
BeO-pecypce ¢ y4eTOM MOCTaBJICHHBIX 3a1a4

KommiekcHoe 3aganne

ObecneunTs 3aUTy HHPOPMALTUH JOKYMEHTOB
Pa3IMYHOrO TUMA (JIOCTYIMHOCTD, LENOCTHOCTD,
KOH(QHICHIIMATLHOCTb ) OT BBISIBJICHHBIX YTPO3 MPEIMETHOM
oOnactu

YK-8.2

BeisBisier poOJIeMBI,
CBSI3aHHBIC c
HAPYLICHUSAMH  TCXHUKH
Oe3omacHOCTH Ha pabouem

IIpumMepHBIe BADHAHTHI TECTOBBIX 3aJaHUHH.
1. Ykaxute HEKOpPEKTHOE onpenencHue Hapymmrens Vb:

a. (1)I/I3I/I‘16CKOG JIMIIO, cnyqaﬁHo Hin MpeAHaAaMCPCHHO
COBCpHIAIOIICC ﬂeﬁCTBHH, CJICACTBUCM KOTOPBIX




Kon
WHIUKATOpa

WNuaukaTop TOCTHKCHHS
KOMIIETEHILINT

OneHouHBbIE CpeCTBa

MECTE; npeayaraeT
MEPOMPUATHIX o
MPE0TBPAICHUIO
Ype3BbIYaWHBIX CUTYyallUN

ABJISIETCSl HApYIIeHUe 0e30MacHOCTH HH(popMan
npu ee 00pabOTKE TEXHUUIECKUMH CPEACTBAMH

b. ¢usmueckoe WK IOPUIMIECKOE JTUIIO, CITyIaiHO
COBepIIaloIIee ICHCTBUS, CIEICTBUEM KOTOPBIX
ABJISIETCSl HApYIIeHHe 0e30MacHOCTH HH(popMayn
P e¢ 00pabOTKE TEXHUUSCKUMH CPEICTBAMH

C. 3TO JINIO, IPEAMPUHSBIIEE TONBITKY BHITOTHEHUS
3alpeIeHHBIX OTepaluil (IeCcTBHI) IO OMIHOKeE,
HE3HaHWIO WJIA OCO3HAHHO CO 3ITBIM YMBICIIOM (U3
KOPBICTHBIX HHTEPECORB) WK O6€3 TaKOBOTO (paau
UTPBI WK YAOBOJILCTBUS, C IENIBIO
CaMOYTBEPKACHUS U T.I1.) U UCHOIB3YIOMIEe IS
3TOTO PA3NAYHBIE BO3SMOXKXHOCTH, METOJIBI U
cpeJcTBa

IlepeyeHb BOIPOCOB A5l IOATOTOBKH K 3a4eTy €
OLIEHKOM

9. OcHoOBHEIE oTIpe/ieIeHUs "
KJIACCU(UKAIMH yTPO3

10. Haubonee pacrpocTpaHeHHbIE YTPO3bI JOCTYITHOCTH

11. BpemoHocHOE IporpaMMHOE OOecTieueHIe

12.OcHOBHBIE YTPO3bI ETOCTHOCTH

13.OcHOBHBIC YTpO3bl KOHDUICHIIMATHLHOCTH

14. Vinentudukaus u ayTeHTUGUKALIAST

15. YnpaBneHnne 10CTynom

16.Poneroe ynpasieHue JO0CTYIOM

17.1IpoTokonupoBaHUE U ayAUT

18.llIudposanue

19. DxpanupoBanue

20.Knaccudukarms MeKCETEBbIX 3KPAHOB

21. AHanu3 3alUIIEHHOCTH

22. JlocTymmHOCTB

23.OTKa30yCTOHYMBOCTD ¥ 30HA PHCKa

24 Kpunrorpadus

25. BpenoHocHOE ITporpaMMHOE 0OecTIeueHHe.

26.11yT MPOHUKHOBEHHSI BPEIOHOCHOTO TPOrPAMMHOTO
obecrieueHusl.

27.Crioco0bl 3alUTHl OT BPEIOHOCHOTO MPOrPaMMHOTO
obecrieyeHust

KpUTEpHUU

IIpakTH4eckoe 3axanne

Pa3zpaboTaTs MOJIENh YyTpo3 0€30MaCHOCTH U HAPYIITUTEIIS
JUTSI TIPEIMETHON 00JIacTH

KommiekcHoe 3aganne

Pa3zpaboTaTh mporpamMmmy 0€30IMaCHOCTH JIJISl IPEIMETHOM
obnactu

YK-8.3

Pasbsacuser ImpaBuJia
IMMOBCACHUS ITPU
BO3HUKHOBCHHUH

IIpuMepHBIe BAPHAHTBI TECTOBBIX 3aJaHUI.
2. Yro sIBIIsSIETCS 1ETBIO 3alIUThI HHQOpMaIuu?
a. 3ammTa HH()OPMAITNH OT YTCUKH




Kon
WHIUKATOpa

WNuaukaTop TOCTHKCHHS
KOMIIETEHILINT

OneHouHBbIE CpeCTBa

Ype3BBIYANHBIX CUTYalluN
MPUPOTHOTO U
TEXHOT'€HHOI'O
MIPOUCXOXKICHUS;
OKa3bIBaCT MEPBYIO
[MOMOIIIb, OIIUCHIBAET
CIIOCOOBI y9acTus B
BOCCTAaHOBUTECIIBHBIX
MEPOTIPUATHIX

b. skemaempblii pe3ynbTar 3aIIUTH HHHOPMAIIHN

3ammTa HHQOPMAaLUHU OT YTPaThl

d. TpenoTBpalleHUE YTPAThl H YTEUKU
KOH(UISHINANbHOW HH(opMamn

o

IlepeyeHb BOIPOCOB AJ1sl IOATOTOBKH K 3a4eTy €
OLICHKOM

28.0OCHOBHBIC TIOHSTHS aJMUHHCTPATUBHOTO YPOBHS
WHPOPMAaIMOHHON 0€30MaCHOCTH
29.TTonuTHKa 6€30MaCHOCTH
30.I1Iporpamma Ge30macHOCTH
31.CuHXpoHM3aUsl  TPOTPaMMBI
YKM3HEHHBIM LIUKJIOM CHCTEM

0€30IIacCHOCTH €

IIpakTH4yeckoe 3aganune
BoccranoBuTh ynaneHHy0 HH(GOpMaLKIo
VY nanurte HH(bopMauM}o C 3aJaHHBIMU ITapaMeTpaMu

ITpoTHBOCTOSATH PacHPOCTPAHEHHBIM CIIOCO0aM
WHPOPMAITUOHHOTO MaHUITYIMPOBAHUS

KommiekcHoe 3aganne

[TpuMeHsTh CrIenUaTU3UPOBAHHOE TIPOTPAMMHOE
obecrieyeHre U COXpaHeHUs] KOH(PUIESHIIHATbHOCTH
nH(popMaMK: XpaHEeHHe MapoJiei, yaajJeHne HHpOpMaIny,
COKpBITHE HHPOPMAITUH

OIIK-3 — criocoGeH pemiaTh CTaHIAPTHBIE 321241 MPOdecCHOHAILHOI IeITeILHOCTH HA OCHOBE

uHGpopManMOHHOH 1 OuOJIMOrpaduUYecKo KyJbTYpPbl ¢ IPUMEHEeHHEM

HHG(OPMALMOHHO-KOMMYHMKALMOHHBIX TEXHOJIOTHHA M € Y4eTOM OCHOBHBIX TPeOOBaHMA
HH(POPMALHMOHHOM 0e30I1aCHOCTH;

OIIK-3.1: Mcnonb3yeT NPUHLHUIIBI, METOABI U CpeACTBa HHGOPMALMOHHON 1 Oubimorpadudeckon
KyJIbTYPBI JUISl PEIICHUS CTAHAAPTHBIX 3a/1a4 MPOPECCHOHAIBHON JIESITEIFHOCTH C UCIIOIb30BaHUE
WHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH

3HaTh HE IpoBepAeTCS

YmeTsb HE NpoBepAeTC

Bunaners HE IIpoBepsieTcs

OIIK-3.2 Pemaer cranaaptaele | [IpuMepHbIe BADHAHTHI TECTOBBIX 3aJaHMIA.
3a1a4u 1. Yro Takoe 3amumaemas nHGopManms?
podeCCHOHATTEHOM
JESTETBHOCTH C  y4eTOM a. mobas napopmarus, koTopas nossisercss B CMU
OCHOBHBIX Tpe6GoBaHHii b. wunHpoOpmanus, KOTOpask MOUICKHUT 3aIIUTE B
HH(GOPMAIIHOHHOM COOTBETCTBHH C TPEOOBAHMSIMHU MPABOBBIX
6e30MaCHOCTH JIOKyMEHTOB 1 00513aT€IHHO OTHOCUTCS K

roCy/lapCTBEHHOM TaliHe

C. wuH(OpMaNWys, SIBIAIOMIASCS IPEIMETOM
COOCTBEHHOCTH U TOAJIEKAILAs 3alUTE B
COOTBETCTBHH C TPEOOBaHUSIMU PABOBBIX
JIOKYMEHTOB WJIH TPEOOBaHUSIMH,




Kon
WHIUKATOpa

WNuaukaTop TOCTHKCHHS
KOMIIETEHILINT

OneHouHBbIE CpeCTBa

YCTaHaBIIUBAEMBIMU COOCTBEHHUKOM HH()OpMAIIUU
2. Uto Takoe 0€3011aCHOCTh JaHHBIX?

a. 9JTO COCTOSHHUE XPAaHUMBIX, 00padaThIBAEMBIX 1
MepeIaBaeMbIX JIAHHBIX, TPH KOTOPOM
HEBO3MOXXHO HX CITy4ailHOE WM TpeHaAMEPEHHOE
MIOJTyYeHUe, N3MEHEHUE HITH YHIUUTOKEHHNE

b. sT0 cocTosHIE XpaHNMBIX, 00pabaTHIBAEMBIX U
MepelaBaeMbIX JIAHHBIX, TPH KOTOPOM
HEBO3MOJKHO WX CIy4YailHOE HCKaKEHUE

C. 9TO COCTOSHUE XPAaHUMBIX, 00padaThIBAEMBIX U
MepelaBaeMbIX JIAHHBIX, TPH KOTOPOM
HEBO3MOXXHO HX MPETHAMEPEHHOE MTOJIyUCHUE,
M3MEHEHHUE WITN YHUUTO)XKEHNE

d. cocrosHHe 3aIUIIEHHOCTH HAIIMOHATBHBIX
unTepecoB PD Bo Beex cepax yenmopeueckoit
JeSITeTbHOCTH

IlepeyeHb BONPOCOB IS MOATOTOBKH K 324eTy C
OLICHKOM

32.Tlonsitne nHMOPMAMOHHON 6€30TTaCHOCTH.

33.OcHOBHEIE COCTaBJISIONINE WH(POPMAITMIOHHOM
6e3omacHoOCTH

34. BaxxHOCTh u CJI0)KHOCTh po0IeMBbI
WH(POPMAITMOHHON 0€301MacHOCTH

35.TloapazneneHnst TEXHUYECKON 3alUTH HH()OPMAaIINH.

36.MecTo W poJb ammapaTHO-MPOTPAMMHBIX CPEICTB
3aIIUTHIL.

37. TpeOoBaHus PyKOBOSIIMX JJOKYMEHTOB K CPEJICTBaM
3alUThl  MHOOPMAIMM  OT  HECAHKIMOHHPOBAHHOT'O
JOCTYyTIA.

38. O0HapyxeHre ceTeBON aTaku.

39.Cnoco0bl  obecrieveHust Oe3omacHoil paboThl B

Nurepuer.
40. [TpuanuEl QyHKIIMOHUPOBAHUS OpaHAMAay3POB.
41.TlepeueHn MHGOPMAITMOHHBIX peCypcoB,

MOJUIEKAIIHX 3alIHTE.
42.OcHOBBI 0€301TaCHOCTH Web-PEeCcypcoB.
43.Cnoco0s! 3a1UThI (paiiIoB OT IOCTOPOHHETO IOCTYTIA.
44.3proHoMUYecKHe W HOPMATUBHBIE TpPEOOBaHUS K
opraHuzalyy pabovero MecTa Mmojib30BaTels

IIpakTH4eckoe 3axanne

CdopmupoBaTh TapOITh C 33 TaHHBIMU KPUTSPUSIMH
YCTOMYUBOCTH

PaccuuraTh ycTOMYMBOCTD APOJIS

3amuTuTh HHPOPMALIUIO: IAPOJIb, KpUNTOrpadus,
creranorpadus

Paccrpuika cooOmieHuit ¢ coxpaHeHHeM
KOH(QHJICHIIMAILHOCTH aJipecaTa

KomiuiexkcHoe 3ag1anue

[Tomo6path komIuTekc Mep it obecrieuenus Ub




Kon
WHIUKATOpa

WNuaukaTop TOCTHKCHHS
KOMIIETEHILINT

OneHouHBbIE CpeCTBa

MpeIMETHON 00JIacTH




0) Ilopsnok mpoBeaeHUS MPOMEKYTOUYHOM ATTECTAIUN, IOKA3ATEJIN U KPUTEPHH
OLlCHUBAHMUSL:

[Tpomexyrounast arrectanuss 1o aucuuiuimHe «MHPOpMaoHHas 0€30MacHOCThY
BKJIIOUAET TEOPETUYECKUE BOMIPOCHI, MTO3BOJISIONINE OLICHUTh YPOBEHb YCBOCHUS 00YUaIOUTUMUCS
3HAaHWA, W TPAKTUYCCKUE 3aJaHMs, BBISABISIONIAE CTENEHb CHOPMUPOBAHHOCTH YMEHUU U
BJIQJICHUHN, IPOBOAUTCS B (hOpMe 3a4eTa C OLIEHKOM.

3aueT MO NMAaHHOW MUCIUIUIMHE MPOBOIUTCS B YCTHOH (hOpMe IO 3a4eTHBIM OuWiieram,
KQKJIbII U3 KOTOPBIX BKIIFOUAET OIMH TEOPETUYECKUI BOIIPOC U OJHO MPAKTUUYECKOE 3a/IaHUE.

Iloka3aTeiu U KpUTEPUH OLIEHMBAHUSA 324eTa C OLIEHKOM:

«OTIUYHO» — OLIEHKA 3HAHUN CTYJE€HTa, KOTOPBI CBOOOHO BIIa/ICET:

1) NOHATUHHO-TEPMHUHOJIIOTUYECKON 0a30M IUCHUILIMHBI M 3HACT 3HAa4YeHUE Hauboee
4acTO UCIIOJIb3YEMBIX a00peBUATYP;

2) 4eTKO YBSI3BIBAET TEOPETHUECKOE MO3HAHUE NUCIUILIUHBI C PEaTbHON MPaKTUKOM;

3) 3HAKOM C UIMPOKUM KPYroM JHUTEPaTypHBIX HCTOYHHMKOB, 3HAET, € WX JOCTaTh,
XOpOILIO pa30upaeTcsi B UCTOPUN CTAHOBJICHUS TUCLUIUIMHBI, B OLIEHKE €€ TEKYIIEro COCTOSHUS U
MEPCIEKTUB €€ Pa3BUTUS;

4) MOJNHOCTBIO BIa/IEET MAaTEPUAIOM IPAKTUUECKOIO 3aJaHusl, YETKO U apI'yMEHTUPOBAHO
3alUIIAEeT €€ TOJOXKUTEIbHbIE pe3ylbTaThl, OOOCHOBAHO KOMMEHTHPYET U OOBSACHSET
JOTYIIIEHHBIE HEJOYETHI.

«Xopo1o» — OILICHKA 3HaHUI CTYyJICHTA, KOTOPbIA BIIAJICET
MOHSATUHHO-TEPMHUHOJIOTUYECKON 0a30i AUCIUIUIMHBI, MOXKET YBS3aTh TEOPETHUUECKOE TTO3HAHUE
JTUCIUIUIMHBI C peallbHOM MpakTHKOW. Brageer marepuanoM MpakTUYECKOMl paboThI, MoKaszal
CIIOCOOHOCTH K OOBICHECHHIO CMEICIA OCHOBHEBIX ITOJIOXKCHUI;

«Y IOBJIETBOPUTEIHLHOY — OLIEHKA 3HAHUM CTY/IEHTa, KOTOPHIA B OOJBIIIEH YacTH BIaJeeT,
C HEOONBIIMMHU U3BbSHAMHU, TOHATUMHO-TEPMHUHOJIIOTHYECKON 0a30i UCHUUIUIMHBI, HMEET
MpEJCTaBICHUEe O BHYTPEHHEW JIOTMKE IUCIHUIUIMHBL, TPEACTaBICHHOW B BHAE Yy4eOHOMU
nporpaMmel, Biageer, Ho HeyBEpeHHO, MaTepHaIOM NMPAKTUYECKOTO 3a/1aHU.

«HeynoBneTBOpUTENbHO» — OLIEHKA 3HAaHUM CTYJEHTa, KOTOpPbI HE BIAJEeT
MOHSATUHHO-TEPMHUHOJIOTUYECKON 0a30¥ AUCIUIUIMHBI U MAaTEPHAIIOM MTPAKTUYECKOTO 3a/TaHHUS.



IIpunoxenne 4

JlecKpUNITOPHI HHAUKATOPOB 0CTHKEHUSI (POPMUPOBAHUS KOMIIETEHIUM

CTpyKTypHBIi
JIEMEHT
KOMIIETeHIIUU

[Inanupyemsie pe3ynbTaTbl 00y4eHUs

YK-8 — Cnoco0en co3naBaTh 1 NOAE€PKUBATH B MIOBCETHEBHOI KU3HU U B NPO¢)eCcCHOHATBHOMT

AeATeJbHOCTH 0e30MacHbIe YCJIOBUS KU3HeeSITeJILHOCTH /1JIs1 COXpPaHeHUs] MPUPOIHON cpebl,

o0ecrevyeHust yCTOﬁ‘IHBOFO Pa3sBUTUA Oﬁll.leCTBa, B TOM YHUCJI€ IPA YI'P03€ H BOBHUKHOBCHHUHU

4Ype3BbIYAHHBIX CUTYALMii 1 BOEHHBIX KOH(UIMKTOB

YK-8.1: Ananmzupyet v uieHTHQUIUPYET GAKTOPhI OTIACHOTO M BPEIHOTO BIHSIHUS 3JIECMEHTOB CPEJIbI
oOuTaHusl (TEXHUYECKUX CPEACTB, TEXHOJOTHYCCKHUX MPOIIECCOB, MATEPUAJIOB, 3JJaHUN U COOPYKEHUH,

MIPUPOIHBIX M COIMATFHBIX SBICHUH )

3HaTh — OCHOBHBIC HOPMATHBHBIC TIPABOBbIE JOKYMEHTHI B 00J1acTH HH(POPMALIMOHHON
0e30IacHOCTH;

Ymethb — TMPOBOJAUTH KaTANOTH3AIUI0 KPUTHYHBIX HH()OPMAIMOHHBIX PECypCOB, BHIOUPAThH
KOHTPMEPHI 1 OIICHUBATh UX 3()()EeKTUBHOCTD;

Brnaners — HaBBIKAMH NPUMEHEHHS CPEICTB aJIMHHUCTPATHBHOTO M MPOIETYPHOTO YpOBHEH

3a1uThl THPOPMAIIHH;

YK-8.2: BrrsiBiisier mpo6iieMbl, CBsI3aHHBIE C HAPYIICHUSIMH TEXHUKH 0€30MTaCHOCTH Ha pabodeM MeCTe;
IIpeJIaracT MEPONPHUITHSIX 110 MPEAOTBPALICHUIO YPE3BbIYAHBIX CUTYALMUN

3HaThL — KPUTHUYCCKH BAXHBIC BUJbI JCATCIbHOCTU NPCANPUATHUS,

Ymers —  JIOKYMEHTJIbHO (DUKCHpPOBATh BO3JCHCTBHSI, KOTOPBHIC CIIOCOOHBI BJIMSTH Ha
HOPMAaJIbHBIN X0/ OM3HEC-TIPOIIECCOB;

Bnaners — METOJaMH aHaJIM3a CII0CO00B HapyIIeHUs] HH(POPMAIIMOHHOHN 0€301acHOCTH;

VK-8.3: PazpsacHseT MpaBuiia NOBEAECHYSI TP BOSHUKHOBEHUH UPE3BBIYAHBIX CUTYaLUil IPUPOIHOTO U

TEXHOICHHOI'O MMPOUCXOXKACHHUS; OKA3bIBACT IIEPBYIO TIOMOIb, OTUCHIBACT CIIOCOOBI y4dacTtusd B

BOCCTAHOBUTCJIbHBIX MEPOIIPUATHAX

3HaTh — MeTOJbl Pa3pabOTKH CLIEHAPHEB pearupoBaHus HA KPUTUUECKYIO CUTYalLuIo B cepe
UKT,;

Ymertb — HaxOAWTh OPraHM3allMOHHbIE PELICHNs] B HECTAHIAPTHBIX CUTYAISIX;

Brnanets — HaBBIKAMHU BOCCTaHOBJIEHHS paboTocnocodHoctu cuctem u UT npu

BO3HMKHOBEHUU YPE3BbIYANHBIX CUTYALIHH;

OIIK-3 - crioco0eH pemaTh CTaHAAPTHBIE 321241 NPodecCHOHAILHOI 1eITeIbHOCTH HA OCHOBE
uHGpopManMOHHOH 1 OuOJIMOorpaduYecKoi KyJbTYpPbl ¢ IPUMEHEeHHEM
HHG(OPMALMOHHO-KOMMYHMKALMOHHBIX TEXHOJIOTHHA M € Y4eTOM OCHOBHBIX TPeOOBaHMA

HH(pOpMaHOHHON (€30MACHOCTH;

OIIK-3.1: Mcnonb3yeT NPUHIUIIBI, METOBI U CpeICTBA NHPOPMAIIMOHHON 1 OnOImorpadudeckom
KYJIBTYPBI U PELIEHUs CTAaHIAPTHBIX 331a4 MPO(eCcCHOHANBHON AEATENFHOCTH C HCIIOJIb30BaHUE
MH(POPMAMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHIl

3HaTh - He dpopmupyeTcs
Y™meTs - He hopmupyeTcs
Bragets - He hopmupyeTcs

OIIK-3.2: Pemraer ctangapTHbie 3a1a9u MPO(heCCHOHATHHON NEATENHPHOCTH C YIETOM OCHOBHBIX
TpeOoBaHM MH(OPMAITMOHHOM 0€301TaCHOCTH

3HaTh - Tpe60BaHI/I$I K 3aluTe I/IH(l)OpMaL[I/II/I OIpEACJICHHOIO THUIIA, CITIOCOOBI 3alllUThI
I/IH(i)OpMaI_II/II/I B aBTOMATU3UPOBAHHBIX CHUCTEMaAX O6pa6OTKI/I JaHHBbIX, r100albHBIX H
JIOKAJIBHBIX CCTAX,

Vmern - HOZ[6I/IpaTI> 1 UCIIOJIB30BaTh METOAbI M CPEACTBA 3allIUThI I/IH(I)OpMaI_II/II/I

BJ'IEII[CTB — HaBbIKaMH1 IMPUMCHCHUA CPCACTB aAMHUHUCTPATHBHOI'O U NPOLCAYPHOIO ypOBHCfI

3aIUTHl THPOPMAIIHH;







