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JIHCT ARTY ATTHEAIHHE padotie i IPorpaMMbI

Pa6ouag mporpamMa mepecMoTpeHa, o6cy:kIeHa H oqo6pena g peanmzanua & 2020 - 2021
yaeGHOM roay Ha 3acenaHHH Kadenpel HMubopMmaTHKH H HHDOpMaNHOHHOH 6e30MacHOCTH

IIpotokom oT 1 centabpa2020r. Neol
3ae. xadempoii ~ZeAe5  TI. bapaHKoBa

PaGouas mporpamMa mepecMoTpena, o0cy:kaeHa H oqobpena mqid peamHzanaa s 2021 - 2022
yue6HOM roxy Ha zacenaHud Kadeaper IudbopMmaTHKH H HHOOPMAITHOHHOH Ge20MacHOCTH

IlpotokomoT 20 . Ne
3ae. kadempoi .. Bapaukoea

PaGouad mporpamma mepecMoTpena, o0cyiEIeHa H oqoGpena i peanmzanuu & 2022 - 2023
yaeGHOM roay Ha 3acefaHHH Kadeaprel IHudbopMaTHKH H HHbOPMAHOHHOH 6230NacHOCTH

IlporokomoT 20 . Ne
3ae. xadempoii 11.11. Bapaukora

PaGo9as mporpaMma rmepecMoTpeHa, obcy:kIeHa H oqobpena nua pearnsanuda s 2023 - 2024
yae6HOM roay Ha sacegaHuu Kadeapel IMudbopMaTHKH H HHDOPMAIHOHHOH 6230IIaCHOCTH

Ilpotokomor 20 . Ne
3ae. xadepoi nn. BapaHKOBal

PaGogas mporpaMma mepecMoTpeHa, obcy:kaeHa H oqo0Opena nusa peamnsauna s 2024 - 2025
yae6HOM roay Ha sacegaHuu Kadeapel IMudbopMaTHKH H HHDOPMAIHOHHOH 6230IIaCHOCTH

Ilporokom ot 20 . Ne
3ae. xadegpoii .M. Bapaukoea




1 Iles1u ocBOEHUS TN CHMILTHHBI (MOYJI51)

Lensamu ocBoeHus AucHUILIMHBI «be3omacHOCTe ceredi DBM» SBIISIOTCS OBJIAICHHUE
CTyIECHTaMH  HEOOXOJMMBIM U  JOCTATOYHBIM  YpOBHEM  OOIIenpOoQecCHOHANbHbIX,
npoeCCHOHATBHBIX KOMIETEHIIMH B cooTBeTcTBUUM ¢ TpeboBanmsimu PI'OC BO 1o
cnenuanbHocT «MHpopManonHas 6€30MacCHOCTh ABTOMATHU3UPOBAHHBIX CUCTEM.

HensiMu ocBoeHMs qucHUIITUHBI (Moayist) «be3zonacHocTs ceteit DBMy sBisitoTCS:

1. OOyuenue oOydYarOmMXCsS OpPraHU3alUM 3aIIUTHl CETEBBIX YCTPOICTB U KaHAJIOB
nepenayn nHGOpMau, OOHAPYKEHUST M TIPEIOTBPALICHIS HECAHKIIMOHUPOBAHHOTO JIOCTYIA K
uHpopmaruu B cetssx DBM.

2. O0y4eHne 0oOydyaroNIMXCsl MPUHIMIIAM TTOCTPOSHUSI CHUCTEM 3alllUThl UHPOPMALUU B
JIOKaJIbHBIX BRIUUCIUTENBHBIX ceTsX (JIBC) u meTonam ananu3a Hage:kHOCTH 3ammThl JIBC

2 MecTO TUCHUILTUHBI (MOYJIs1) B CTPYKTYpe 00pa30BaTe/ibHOI NPOrpaMMbl

Hucuunnuna be3omacHocts cereit OBM BxomuT B 0a30Byr0 4acTh Y4eOHOro IUIaHa
00pa3oBaTeNbHOI TPOrPaMMBI.

Jns  wW3ydeHWs  JUCHUIUIMHBI ~ HEOOXOMWMBI  3HaHUS  (YMEHHs,  BIIAQJCHUSA),
c(hOpMHUPOBAHHBIE B Pe3yJIbTATE U3yUEHUS TUCIUILINH/ PAKTUK:

HNudopmartuka

Ceru u cucteMsbl iepegauu UHPoOpMauu

OcHoBBI HH(POPMAITMOHHOM O€30MACHOCTH

Opranuzanys 9BM u BEIYUCIUTETBHBIX CUCTEM

3nanus (YMEHHs, BIAJICHUS), TOTyYCHHbIE NMPH M3yYCHUU TAHHOM NUCIMILIMHBI OyIyT
HEOOXOUMBI 7151 U3YUCHUS] JUCIUILITUH/TIPAKTHK:

Nudopmanronnas 6€30MacHOCTh pacnpeaeeHHbIX HH()OPMAIIMOHHBIX CUCTEM

Kpunrorpaduuecknue MeToas! 3aliUThl THHOPMALTUU

PazpaboTka 1 SKCIUTyaTalys 3alUIIeHHbIX aBTOMAaTU3UPOBAHHBIX CUCTEM

TectupoBanue cucTeM 3aUTHl HHPOPMAIIMK aBTOMATU3UPOBAHHBIX CUCTEM

3ammTa IeKTPOHHOTO JOKYMEHTO000poTa

ITpon3BoACTBEHHAA-NIPAKTUKA MO IMOJYYEHHUIO NMPO(ECCHOHAIBHBIX YMEHHH M OIbITa
PO eCCHOHAIBHON CSITEIbHOCTH

Bupryansnsie cetn

3ammra HHGOPMAIIMOHHO-TEXHOJIOTMUECKUX PECYPCOB aBTOMAaTU3UPOBAHHBIX CHCTEM

MeTobl TPOSKTHPOBAHNUS CUCTEM 3AIIUTHI PACTIPEICICHHBIX HH(POPMAIIMOHHBIX CHCTEM

HayLIHO'I/ICCJ'Ie,I[OBaTCJ'ILCKaH pa60Ta
HpOI/ISBOI[CTBeHHaSI-HpeI[I[I/IHJ'IOMHaSI IMpaKTHUKa

3 Komnerenuun odyuarouierocs, popMupyemMbie B pe3yJibTaTe 0CBOEHUS

AUCHUILUINHBI (MOAYJI5) ¥ IJIAHUPYEMBbIe Pe3yJ1bTAThI 00y4eHH s

B pesynbrare ocBoeHus auctumuiuHel (Momynsi) «besomacHocTh cereii DBM»
oOydJaronuiics 10KeH 00J1a1aTh CICYIOIIMMU KOMIIETCHITUSIMHU:

CrpyKTypHBIH [Tnanupyemble pe3yabTaThl 00yUeHHS
JJIEMEHT
KOMIIETCHIINHU

[TK-23 criocobHOCThIO (hOpMUPOBATh KOMILIEKC Mep (TIpaBuiia, MPOLEAYpPhl, METOAbI) IS
3amuTHl THGOPMAITMN OTPAHMYEHHOTO TOCTYTIA




3HaTh

- XapakTepHbl€ YA3BUMOCTH, IPUCYIIME KaHaIaMu CBsi3H ceTell DBM npu
nepeaaye nHHOpMaIMK IO HUM;

- OCHOBHBIE IPUHLMIIBI METOAUK IPOTUBOAEHCTBUS NIEPEXBATYy U
HECAaHKIIMOHMUPOBAHHOMY CheMy MH(OpMAIIMH IPH €€ Iepeiade Mo KaHajam
cBs3u cereit OBM;

- Knnaccu¢ukanuio u ocHOBHBIE IPUHIHIIEI JIeiicTBUsS 00opyaoBanus u 110,
IIPEHA3HAYEHHOTO JUIsl OpraHU3alliy 3alIMIIEHHBIX KaHAJIOB IIepeJadn
uHpOpMaLUH.

YMeTs

— [IpumeHsTH 1EHCTBYIONIYI0 HOpMATUBHYIO 0a3y mpu obecreyeHUu
Oe3omacHocTu cereit DOBM;

— OmnpenensaTe OCHOBHBIC YTPo3bl 0€30MMacHOCTH B ceTax DBM;

— KonTponuposaTs 6e30Tka3HOE ()YHKITMOHUPOBAHKUE CPEJICTB 3aLTUTHI
nHpopMmanuu B cetax DBM;

— OCYHIECTBIIATH MOI00p HHCTPYMEHTAIBHBIX M MPOTPAMMHEIX CPEJICTB
TECTUPOBAHUSI CUCTEM 3alUThI ceTeid DBM;

— Pa3pabaTpiBaTh KOMIUIEKC OPraHU3aMOHHBIX H TEXHHYECKUX
MEpONPUSITHI 1711 TPEAOTBPALIEHUS HECAHKIIMOHUPOBAHHOI'O JJOCTYIA K
3anumaemMoil naopmarmu B cetax DBM.

Bnaners

— MeToukaMu Onpe/esieHus U MOUCKA YSI3BUMOCTEH CUCTEM 3aIIUThI
nHpopmanuu B cetsix OBM;

— HaBbikaMu HacTpOMKH MIPOTOKOJIOB O€30IMACHOCTH Ha COBPEMEHHOM
CeTeBOM 000pY/0OBaHUU;

— [Ipuemamu ornpeesieHus ¥ KiacCU(UKaIIUU CETEBbIX aTak;

— MeTtonoiiorueii cocTaBiaeHMS IMOJUTHK CETEBOI 0E€30IIaCHOCTH.

OIIK-8

CIIOCOOHOCTBIO K OCBOEHHIO HOBBIX 00pa31l0B IPOrpaMMHBIX, TEXHUYECKUX CPEJCTB

¥ MTHPOPMAITMOHHBIX TEXHOJIOTHIA

3HaTh

— HopmatuBHbIe U TpaBOBbIE aKThI B 00J1aCTH 3aILUThI HHPOPMALIUT
nepeaaBaeMoii B ceTsix OBM;

— CoBpeMeHHbIE TEXHOJIOTUHU obecriedeHust HH(PpOpMaMOHHON
0e30macHOCTH B ceTssXx OBM;

— OcCHOBHBIE KpUNTOTpauyecKre METObI, AATOPUTMBI, IPOTOKOJBI,
UCIOJIb3YEMbIE I 3aluThl HH(popManuu B ceTsx OBM.

VYmMmern

- [Ipon3BOIUTH aHAIIN3 BEIYUCIUTEILHON CETH U CETEBOT0 000PYyI0BaHHUS Ha
MpeAMET HAJIUYUS U3BECTHBIX YSI3BUMOCTEN;

- BeimonuATh mog6op HE0OXO0AUMOTO CETEBOr0 000PyAOBaHMUS,
MPOrPaMMHBIX U allapaTHBIX CPEACTB 00ECTIeUeHHUs CETeBOU
0e301acCHOCTH;

- BBIMoNHATE yCTaHOBKY M HACTPOUKY CPEJCTB 3alTUThl HHPOPMAIUU TPU
JKCIUTyaTalliy UX B COBPEMEHHOU BBIYMCIIUTEIILHON CETH;

- Pa3pabaTpiBaTh 1 peaqn3oBaTh MOJUTHKY CETEBOW 0€30MaCHOCTH MPHU
HACTPOWKEe U KOH(DUTYPUPOBAHUU CETEBOTO 0OOPYIOBAHHS.

Bnanets

- HaBbikamu paboThl ¢ COBpEMEHHBIMU MPOTPAMMHBIMU CKaHEPaMHU CETEBBIX
MPOTOKOJIOB U CETEBBIX YA3BUMOCTEMN;

- HaBblkaMu permieHus 3a1a4 1o MOMCKY HEMCIIPABHOCTEM BBIYMCIUTEIBHBIX
CETEH C LIeJIbIO BBISIBJICHUS YA3BUMOCTEN BBIYMCIUTEIIBHBIX CETEN U
HEHTpamu3anuu 0OHAPYKEHHBIX YSI3BUMOCTEH;

- HaBbikamu MoBBIIIEHUST YPOBHS 3alIUIIEHHOCTH BBIYUCIUTEIIBHBIX CETEN 1
ONTUMMU3AINH UX PAOOTHI.




4. CTpyKTypa, 00bEéM U coaep:KkaHue TUCHUIIMHBI (MOAYJISA)
OO0mas TpyI0€MKOCTh JUCIUIIIMHBI COCTABIISIET / 3a4€THBIX €IWHUIl 252 akaja. 4acoB, B TOM

YUCJIC:

— KOHTaKTHas paborta — 127 akaj. 4acosB:
— aynutopHas — 122 akaj. 4acos;
— BHEAyJUTOPHAs — 5 aKaJI. 4acoB
— caMocTosTenbHas padora — 89,3 aka. 4yacos;
— MOJTOTOBKA K dK3aMeHy — 35,7 akaj. yaca

<DopMa aTTeCTaluu - 3a4€T, 9K3aMCH

Pasznen/ tema
JIHACLUATIIINHEL

Cemectp

AynuropHas
KOHTaKTHas pabora
(B akaj. yacax)

Jlek.

11a0.
3aH.

IIPAKT.

3aH.

CamocrosrenbHas

paboTta cTymeHTa

Bun
CaMOCTOSITEIILHOM
paboThI

®dopma TeKyILero
KOHTPOJIS
YCIIEBaEMOCTH U
MPOMEKYTOUHON
aTTeCTallul

Kon
KOMIIETEHIIMH

1. OCHOBHEBIE
Oe3onacHoctuceTeii OBM

TIOHATUSA

1.1 besomacHoCcTh cereit
OBM - ucropus Bormpoca,
COBPEMEHHOE COCTOSIHUE,
TEH/ICHIIUU

2/11

ITouck
IOIOIHUATEILHOMN
UH(}OPMAIUU 10
3aaHHON TEME
(pabota ¢
oubnuorpagpuiec
KM
MarepuagaM,
CIIPAaBOYHUKAMHU,
KaTaJoTaMH,
CIIOBapsIMH,
SHIUKJIONETUSAMH

)

VYerHblii onpoc

[1K-23, OIIK-8

1.2 OcHOBHbIE
ys3BUMOCTH ceteid DBM un
ux HCIIOJIb30BaHNE
HapylMTeIeM

2/11

ITouck
JIOTIOJTHUTENIEHOM
UH(OPMAIHH T10

3aJlaHHOM Teme
(pabota ¢
6ubmuorpaduuec
KUM
MaTrepuagami,
CIIPaBOYHHKAMH,
KaTaJoTaMH,
CIIOBApSIMH,
SHUUKIONETUSIMHU

)

VYerHbli onpoc

I1K-23, OIIK-8




TTouck
JIOTIOJTHUTEIIbHOM
nHdopManuy 1o

3aJJaHHON TeME

6 (pabora ¢ Jlab6opaTopHas
noorpaduyec
1.3 TlaponbHas 3ammura M pabota «IlaposbHast
aJIMHHUCTPATHBHOTO u 21U MaTepHaTaMH, 3alIMTa KOHCOJIBHOTO T1K-23, OIIK-8
KOHCOJIGHOTO BXOJIOB Ha TIOJKITIOUSHHUS
CIPaBOYHHUKAMH,
ceTeBoe 000pyAOBaHUE CETEBOr0
KaTaJoraMH,
000pyIOBaHUS»
CJIOBapsMH,
SHIUKIIOTICTUSIMHU
), [llogroroBka k
MIPaKTHYECKOMY
3aHATHUIO
ITouck
JIOTIOJTHUTEIbHON
“HPOPMAIIUH T10 JlaGopatopHast
3aJIJaHHOH Teme pabota
(pabota ¢ «3aluIIeHHbIC 1
6ubnuorpagpuiec He3alUIICHHbIC
1.4 3ammra ygaNeHHOTO KHUM TEepMUHAIIbHBIC
MOJKIIIOYEHHSI K CETEBOMY 2/11 MaTepHagamH, MIPOTOKOJIBI — TIK-23, OIIK-8
000pyIOBaHHIO CIPaBOYHHKAMH, | MepexBaT Mapoist
KaTaJoramMH, HE3aIUIIEHHOTO
CIIOBapsIMH, NPOTOKOJIA MPH
SHIUKIIONETUSIMH | TTOMOIIH CETEBOTO
), IloaroroBka k CKaHepay
MIPaKTHYECKOMY
3aHATHIO
HWroro no pazneny 8/41
2. Monenb 6e30macHOCTH UL
JIOKaJbHOM  BBIYMCIATEIBHOMN
CeTH
ITouck
JIOTIOJTHUTENLHOM
UH(OPMAIHH 10
3aJJaHHOH TeMe
2.1 IlpuHiun «oOGOpOoHBI B (pabora ¢
nIyOuHY» Kak 0a30BbIi oubnuorpagpudec
TIPUHIIATT pu 2 KHUM VYerusiii onpoc  [TIK-23, OIIK-8
OpTaHU3alnN 3aIIUTHI MarepuagaM,
ceTH CIPaBOYHHKAMH,
KaTaJoTaMH,
CIIOBapsIMH,
SHIUKIIOTIE TUSIMHU
)
ITouck
JIOTIOJTHUTENBHOM
UH(OPMAIHH 110
3aJJaHHON TeME
(pabora ¢ JlaGopaTopHas
29 CervenTHpoBaHHe o6ubnuorpaguaec pabora
JIBC KaK cH0c06 KUM «/cnonp3oBanue
2 MaTepHaIaMu, nporokona ARP B |TTK-23, OITK-8
TOBBIIICHHUS .
CIIpaBOYHUKAMH, | CCTMCHTUPOBAaHHOU U
0e30MacHOCTH CETH -
KaTaJoraMH, |HECErMEHTHPOBAHHOMN
CJIOBapsIMH, JIBC»
SHIUKIIOTIE TUSIMHU
), [loaroroBka K
MPaKTUYECKOMY

3aHATHIO




2.3 MoHUTOpUHT
COCTOSTHUSI TPAHCIOPTHOM
MIOJICHCTEMBI Kak
CPEICTBO KOHTPOJIS 3a
COCTOSIHUEM CeTeBOU
0e30macHOCTH

ITouck
JIOTIOJTHUTEJIbHOU
nHdopManuy 1o

3aJJaHHON TeMe
(pabora ¢
oubnuorpagpuiec
KUM
MaTepHaIaMu,
CIPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,
SHUUKJIONETUSAMH
) , [loaroroBka
MIPAKTHYECKOMY
3aHATHUIO

Jlab6opaTopHas
pabora
«MoOHUTOpPHUHT
OTKPBITBIX
TCP-coenunenuii B
OC Windows»

I1K-23, OIIK-8

Hroro no pasaeny

3. OOGHapyxeHHe

HCfITpaJ'IPI?:aLIPIﬂ CCTCBbIX aTakK

u

3.1 Tlomarume «ceTeBOM
aTakn» - HUCTOPHS,
KIaccupHUKaIms,
COBPEMEHHBIH TMOIX0MI K
BOIIPOCY

2/11

TTouck
JOIOIHUATEILHOMN
UH(pOPMAIUH T10
3aaHHON TEME
(pabota ¢
oubnuorpagpuiec
KUM
MaTepHaIaMu,
CIPaBOYHHKAMU,
KaTaJloramu,
CIIOBapsIMH,
SHIUKIIONETUIMHA
), IOATOTOBKA K
KOMITBIOTEPHOMY
TECTHPOBAHHIO

KowmmerotepHoe
TECTHPOBaHHE

I1K-23, OIIK-8

3.2 ®a3kl ceTeBOM aTaku

2/11

Tlouck
JIOTIOJTHUTEIILHOM
UHPOPMALIUH T10

3aJIaHHOM TeMe
(pabota ¢
6ubnuorpaduuec
KHM
MaTepHaIaMu,
CIPaBOYHHKAMH,
KaTaJoramu,
CIIOBapsMH,
SHIUKIONEIUIMHU
), TIOATOTOBKA K
KOMITBIOTEPHOMY
TECTHPOBAHHIO

KommnerorepHoe
TECTHPOBaHHE

[1K-23, OIIK-8




3.3 Meroauku
OOHapyKEeHUS CETEBBIX
aTak

2/11

ITouck
JIOTIOJTHUTEJIbHOU
nHdopManuy 1o

3aJJaHHON TeMe
(pabora ¢
oubnuorpagpuiec
KUM
MaTepHaIaMu,
CIPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,
SHUUKJIONETUSAMH
), IOATOTOBKA K
KOMITBIOTEPHOMY
TECTUPOBAHUIO

KomnerotrepHoe
TECTHUPOBaHHE

I1K-23, OIIK-8

3.4  OcHOBHBIE  MEpBI
IpOTUBOAEHCTBUA
CETEBBIM aTakawm;
CHCTEMBl OOHApyXXeHHs U
MpeIOTBPAICHAST
BTOP>KEHUM

2/11

ITouck
JIOTIOJTHUTEIbHON
“HPOPMAIIUH T10

3a/1aHHOM TeMe
(pabota ¢
6ubnuorpagpuiec
KHUM
Marepuanam,
CIPaBOYHHKAMH,
KaTaJoraMH,
CIIOBapsIMH,
SHIUKIIONECIUIMH
), IOATOTOBKA K
KOMITBIOTEPHOMY
TECTUPOBAHUIO

KowmmerotepHoe
TECTHPOBaHHE

[1K-23, OIIK-8

Hroro no pazneny

8/41

4. TexHonorun 0€30IACHOCTH
JIOKQJIbHBIX ~ BBIYMCIIMTEIBHBIX

ceTen

4.1 TexHonorus
BHUPTYAIbHBIX JIBC
(VLAN)

4/21

ITouck
JIOTIOJTHUTEJIbHON
UH(OPMAIHH 10

3aJJaHHOU TeMe
(pabota ¢
oubnuorpagpuiec
KHUM
MaTepHaIaMy,
CIPaBOYHHMKAMU,
KaTaJoramMH,
CIIOBapsMH,
SHIUKJIONETUSAMH
), [loaroroBka
NPaKTUYECKOMY
3aHATHIO

3amura
nabopatopHoi
paboThI
«Opraamanus JIBC
¢ VLAN»

I1K-23, OIIK-8




4.2  TexHomorus
Security

Port

4/21

ITouck
JIOTIOJTHUTEJIbHOU
nHdopManuy 1o

3aJJaHHON TeMe
(pabora ¢
oubnuorpagpuiec
KUM
MaTepHaIaMu,
CIPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,
SHUUKJIONETUSAMH
) , [loaroroBka
MIPAKTHYECKOMY
3aHATHUIO

3amura
nabopaTopHO
paboThI
«Hcnonp3oBanue
TexHoJioruu Port
Security»

I1K-23, OIIK-8

4.3 TexHOJIOTHS CIIMCKOB
koHTpoist foctymna (ACL)

4/21

ITouck
JIOTIOJTHUTEIbHON
“HPOPMAIIUH T10

3a/1aHHOM TeMe
(pabota ¢
6ubnuorpaduuec
KUM
Marepuanam,
CIPaBOYHHKAMH,
KaTaJoraMH,
CIIOBapsIMH,
SHIUKIIOTIE TUSIMHU
), IloaroroBka k
MIPaKTHYECKOMY
3aHSITHIO

3armura
nabopaTopHO
paboThI
«Hcnonp3oBanue
TexHosiorun ACL»

[1K-23, OIIK-8

Hroro no pazneny

12/611

5. TTonroroska
TPOMEKYTOYHON aTTECTAIHK

K

5.1 ITogroroBka

MPOMEKYTOUHOM
aTTecTaluu

K

ITouck
JIOTIOJTHUTEJIbHON
UH(OPMAIHH T10
3aJJaHHOU TeMe
(pabota ¢
oubnuorpagpuiec
KHUM
MaTepHaIaMu,
CIPaBOYHHMKAMU,
KaTaJoramMH,
CIIOBapsMH,
SHIUKJIONEIUSAMH

)

3auer

I1K-23, OIIK-8

Wroro no pazneny

Wroro 3a cemectp

18

36/141

17

3a4éT

6. Meroabl KOHTpONS ceTel

OBM




6.1 Anamms
Tpaduka

CETEBOT'O

421

ITouck
JIOTIOJTHUTEJIbHOU
nHdopManuy 1o

3aJJaHHON TeMe
(pabora ¢
oubnuorpagpuiec
KUM
Marepuanam,
CIPaBOYHHUKAMH,
KaTaJoraMH,
CJIOBapsMH,
SHUUKJIONETUSAMH
) , MOATOTOBKA K
MIPAKTHYECKOMY
3aHATHUIO

IIpakTuaeckas
pabota «AHanu3
ceTeBoro Tpadukxa
3alIMIIEHHBIX ceTel
3BM»

I1K-23, OIIK-8

6.2 TIlepexsmar
COOOIIECHUT

CCTCBBIX

421

ITouck
JIOTIOJTHUTEIbHON
“HPOPMAIIUH T10

3a/1aHHOM TeMe
(pabota ¢
6ubnuorpaduuec
KHUM
Marepuanam,
CIPaBOYHHKAMH,
KaTaJoraMH,
CIIOBapsIMH,
SHIUKIIONECIUIMH
) , MOATOTOBKA K
MIPaKTHIECKOMY
3aHSITHIO

IIpakTuueckas
pabota «AHanu3
ceTeBoro Tpadukxa
3alIUIICHHBIX CeTCH
3BM»

[1K-23, OIIK-8

6.3 Hcnons3oBanne
3alIUIIEHHBIX TIPOTOKOJIOB
I 3alIUTHl  CETEBOTO
Tpaduka

ITouck
JIOTIOJTHUTENLHOM
UH(OPMAIHH 10

3aJJaHHOU TeMe
(pabota ¢
oubnuorpagpudec
KAM
MarepuagaM,
CIPaBOYHHUKAMH,
KaTaJoTaMH,
CIIOBapsIMH,
SHIUKIIOTIE TUSIMHU
) , MOATOTOBKA K
MIPaKTHYECKOMY
3aHATHIO

IIpakTnueckas
pabora «AHanu3
CEeTeBOro Tpaduka
3aIIUIICHHBIX CceTel
OBM»

I1K-23, OIIK-8

Wroro no pazneny

12

12/411

12

7. Be3onacHocth

OeCrpOBOIHBIX CeTEH

7.1 VYerpoiicTBo u
Pa3HOBUIHOCTH
OecrpoBOIHBIX ceTer

421

ITounck
JIOTIOJTHUTEIHHON
“HPOPMALIUH T10

3aJJaHHON TemMe
(pabora c
oubnuorpagpuiec
KUM
MaTepHaIaMu,
CIPaBOYHHUKAMU,
KaTaJIoTaMH,
CIIOBapsMH,
SHUMKJIONEIUSAMHU

)

YcTHBI onpoc

I1K-23, OIIK-8




7.2 ITpoGnema
Oe3omacHoCTH B
0eCIPOBOTHBIX CETSIX

421

ITouck
JIOTIOJTHUTEJIbHOU
nHdopManuy 1o

3aJJaHHON TeMe
(pabora ¢
oubnuorpagpuiec
KUM
MaTepHaIaMu,
CIPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,
SHUUKJIONETUSAMH
) , MOATOTOBKA K
MIPAKTHYECKOMY
3aHATHUIO

IIpaxkTnyeckas
pabora
«Opranuzanus
3aIIUTE
OecripoBOJHBIX
ceTei»

I1K-23, OIIK-8

Hroro no pasaeny

8/41

8. 3amuiieHHple CETH

8.1 ITousTue
3aIlIHUIICHHON CeTH

421

ITouck
JIOIOIHUATEILHOMN
UH(pOPMAIUH 10
3aaHHON TEME
(pabota c
oubnuorpagpuiec
KAM
Marepuagam,
CIPaBOYHHUKAMH,
KaTaJOTaMH,
CIIOBapsIMH,
SHIUKIIOTIETUSIMHU

)

VYerHsli onpoc

[1K-23, OIIK-8

8.2 TexHomorus
BUPTYyaJbHOU
YaCTHON/3aIUIEHHON
ceTu (VPN).
Knaccudpumkarust cerei
VPN

421

TTouck
JIOIOIHUATEILHOMI
UH(OPMAIHH 10
3aJJaHHOU TeMe
(pabota ¢
oubnuorpagpudec
KUM
MaTepHaIaMH,
CIPaBOYHHKAMH,
KaTajJoramu,
CIIOBapsIMH,
SHIMKJIONEIUSIMU

)

YerHslii onpoc

[IK-23, OIIK-8

8.3 PasnoBuaHoCcTH
TexHoyoruii VPN

421

TTouck
JIOTIOJHUTEIbHOI
UH(OPMAIHH T10

3aJlaHHON Teme
(pabora c
oubnuorpagpuiec
KHM
MaTepHaIaMu,
CIPAaBOYHHKAMH,
KaTajoramu,
CJIOBapsIMH,
SHIUKIONETUIMHU
) , MOATOTOBKA K
NPaKTUYECKOMY
3aHSITHIO

IIpakTnueckas
pabora
«Opranmzanust VPN»

[IK-23, OIIK-8




8.4

mubpoBaHus,
MpUMEHSIeMBIe
opranuzanuu VPN

ANTOpUTMBI

pIAIb: ¢

33

ITouck
JIOTIOJTHUTEJIbHOU
nHdopManuy 1o

3aJJaHHON TeMe
(pabora ¢
oubnuorpagpuiec
KUM
MaTepHaIaMu,
CIPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,
SHUUKJIONETUSAMH
) , MOATOTOBKA K
MIPAKTHYECKOMY
3aHATHUIO

IIpakTudeckas
pabota

«Opraamanus VPN

I1K-23, OIIK-8

Hroro no pasaeny

14

14/61

13,3

9. IloaroroBka K MTOTOBOM

aTTcCTallun "

KypCcOBOI

9.1 IloaroToBKa KypcoBoii

paboThI

26

ITouck
JIOTIOJTHUTEIbHON
UHPOPMAIIUH T10

3aaHHON TEME
(pabota ¢
oubnuorpagpuiec
KAM
Marepuagam,
CIPaBOYHHUKAMH,
KaTaJOTaMH,
CIIOBapsIMH,
SHIUKIIOTIETUSIMHU
), BBITIOJIHEHHE
KypCOBO# paboTsI

3amuTa KypcoBoit
padoThI

I1K-23, OIIK-8

9.2

ITonroroBska
HWTOTOBOM aTTECTAIUU

K

15

TTouck
JIOTIOJTHUTEIbHON
UHPOPMALIUH T10

3a/1aHHOM TeMe
(pabota ¢
6ubmuorpaduuec
KUM
MaTepHaIaMu,
CIIPaBOYHHKAMH,
KaTaJoramMH,
CIIOBapsIMH,
SHIUKJIONEIUSAMH

)

DK3aMeH

I1K-23, OIIK-8

Wroro no pazneny

41

Uroro 3a cemectp

34

34/141

72,3

OK3aMCH

HToro no gucLUIINHE

52

36/141

34/141

89,3

3a4er, 3K3aMeH

[1K-23,0I1K-8




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

JUia  peanu3zauuu  NPEeAyCMOTPEHHBIX BHUJOB Yy4eOHOHl paboThl B KauecTBe
00pa3oBaTeNbHBIX TEXHOJIOTUH B MpPENOJaBaHUM TUCHUILTUHBI «be3omacHocTh cereii DBM»
HCIIOJIB3YIOTCS TPAAULIUOHHASA U MOAYJIbHO-KOMIIETEHTHOCTHAS! TEXHOJIOTHH.

Peanuzanus KOMIETEHTHOCTHOTO ITO/IX0/1a IPEyCMAaTPUBAET HCIIOJIb30BAaHHUE B YUEOHOM
IpoLecCe AaKTHUBHBIX M HHTEPAKTHUBHBIX (OpM TNPOBEACHHS 3aHATHH B COYETAHUU C
BHEAYAUTOPHOW PabOTON C LEIbi0 (POPMUPOBAHUS M PA3BUTUS MPOPECCHOHATBHBIX HABBIKOB
oOydJaronuxcs.

[Ipu mpoBexeHun Yy4eOHBIX 3aHATUH TNpenoAaBaresib O0ECIeYMBaeT pa3BUTHE Y
00y4aromuxcsi HaBBIKOB KOMaHAHON paOOThl, MEXKINYHOCTHOM KOMMYHUKAIUM, NPUHSATHS
pelIeHuH, IUAEPCKUX KaueCTB OCPEACTBOM IPOBEACHUSI MHTEPAKTUBHBIX JIEKLIMHA, TPYIIIOBBIX
JTUCKYCCHM, PpOJIEBBIX WIp, TPEHUHIOB, aHajW3a CHUTYyallMil, y4yeTa OCOOEHHOCTEH
npodecCHOHATBLHOM JesITeTbHOCTH BBIITYCKHUKOB U MOTpeOHOCTEN paboToaaTerneil.

6 YueOHO-MeTOIMYeCKOE 00ecneyeHue CaMOCTOSITeIbHON padoThl 00y4arouXcst
[lo mucuumumue «be3omacHocTh cered OBM» mnpeaycMoTrpeHa ayauTopHas |

BHEAYyJAUTOPHAs CaMOCTOsITeNIbHAst paboTa 00yJaroImuxcs.

AymuTopHas camocTosTeNlbHas pabora oOydaroluMXcs MpearoiaraeT BbIIOJHEHUE
KOHTPOJIbHBIX 33J]a4 Ha MPAKTUYECKUX 3aHATHSX.

AymuTopHasi caMoCTOsTeNbHas paboTa OOydJaromMXCs Ha MPAKTHYECKUX 3aHATHIX
OCYILECTBIISICTCS 1O/ KOHTPOJIEM TPENoJaBaTeisi B BHE BBINOJHEHHS J1aOOpaTOPHBIX padoT,
KOTOpBIE ONPEEIIAET IpernoaaBaTesb A 00y4aroerocs.

BreaynutopHass camocTosiTeNbHas padoTa OOy4YaroIIMXCs OCYHIECTBISIETCS B BHJE
U3y4YEHHsI JIUTEPATYPhI IO COOTBETCTBYIOLIEMY pa3zielly ¢ IpopadOTKOI MaTepuaia; BHIIIOIHEHUS
JIOMAIIHUX 3aJaHuM, TOATOTOBKU K ayAMTOPHBIM KOHTPOJIbHBIM paboTaM M BBIIOJHEHUS
JIOMAIIIHUX 33JJaHUH C KOHCYJIbTALUAMU MPENOAaBaTENs.

Ilpumepnuie 3a0anusn u 6onpocsvl NO memam:

1. Ienu u 3amgaum 3amuThl THOOPMAITUU B BEIYUCIUTEIBHBIX CETAX.

2. PasBurie TexHomoruii obecrnedenns 6e30macHOCTH ceTeil DBM, dBOMIONMS MOAXOI0B K
obecneueHnio 0€30IMaCHOCTH.

3. Yrpo3sl uHGOpMaAIIMOHHOM 0€30MaCHOCTH B COBPEMEHHBIX BBIUMCIUTEIbHBIX CETAX.

4. Buppl BEIUMCIUTEIBHBIX CETEH C XapaKTEPUCTUKOW OCHOBHBIX MPUHIIUIIOB TOCTPOCHUS.

5. TloHsATre 1enocTHOCTH MH(POPMAIMN B BBIYUCIUTENBHBIX CeTaX. [IpHunHbI HapylieHus
[EIOCTHOCTH UH(POPMAITUH, UX TIOCIEICTBUS U METOABI IPEIOTBPAIICHHUS.

6. CereBas ysA3BUMOCTh — IIOHSTHE, BHIBI YSI3BUMOCTEH, WX KIACCHU(DUKAIUSI, METOMIBI
YCTpaHEHHS.

7. CemuypoBHEBas dTAJIOHHAS MOJIEIb MEKCETEBOT0 B3auMo ieicTBus (Moaenb OSI). Haiite
KpPaTKyI0 XapaKTePUCTUKY 3aJ1ad Ka)K0TO YPOBHS MOJICIIH.

8. Kiaccuukanusi COBpeMEHHOTO CETEBOTO 00OPY/IOBAHUS ¢ XapaKTEPUCTUKON KaXI0TO U3
KJIaCCOB.

9. CeteBoii MPOTOKON — MOHITHE, HA3HAYCHHE, KIACCHU(UKAIUS C MPUBI3KOM K YPOBHSIM
monenu OSIl. Ilepeuncnute u3BecTHble Bam ySI3BUMOCTH COBPEMEHHBIX CETEBBIX
MPOTOKOJIOB.

10. TIpotokonn TCP/IP kak 0a30BbIi MPOTOKOJ COBPEMEHHBIX BBIYMCIUTEIBHBIX CETCH.
[Tporokosnsl cteka mpotokosnoB TCP/IP ¢ kpaTkoii XapakTepUCTUKOW OCHOBHBIX.



11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

22.

23.

24,

[Mpuntuner  paGoter  IP-cereit.  MapmipyTusanus, OpraHu3aiusi  MEXCETEBOTO
B3aUMO/ICUCTBUS, - OCHOBHBIC IIPUHIIUIIBI U TEXHOJIOTHUH.

['mobanpHBIE BBIYUCIUTENBHBIE CETH — WCTOPHSI, TEXHOJIOTHH, 0a30BbIC MPHHIIMITBI
MIOCTPOCHUSI, OCHOBHBIC CEPBUCHL. VIcIonbp30BaHME T7T00aTbHBIX BEIYUCIUTEIBHBIX CETCH B
KOHTEKCTE CETEBOM 0€30IMacHOCTH.

TexHonOrMM MOCTPOCHUS] 3ALIUILIECHHOW JIOKAJIBHOM  BBIYMCIUTEIBHONM CETH —
CTPYKTYPUPOBAHUE CETH, HCIONb30BaHue TexHoimorun VLAN, CHuckoB KOHTpOJIA
JIoCTyna u T.1.

CereBas ataka. Kitaccudukanus, MeTo bl mpoBeaeHus, (ha3bl CETEBON aTaKH.
[Tepeuncnure n3BecTHbIe BaM MeTOBI ceTeBBIX aTtak. ONEHUTE BOZMOXKHBIN yIIepo Juis
KaXJI0M U3 HUX U MPEJIOKUTE U3BECTHBIE METOIbI POTUBOACHCTBUSI.

Mapmpyrusanus tpaduka B |IP-ceTsix. Hasnauenue, OCHOBHBIC alTOPUTMBI M IPUHITUIIBL.
Hcnonp30BaHre TPUHIIAIIOB MApIIPYTH3AIUU 3JIOYMBIIUICHHUKOM (TIOMEHa CYyOBEeKTa
Wi 00beKTa MaplIPYTU3allMK, HaBsI3bIBAaHUE JIOKHOTO MapIIpyTa) M  METOJbI
MpeOTBPAICHUS TAKUX JECUCTBUM.

MesxcereBble 3KpaHbl — Ha3HAuY€HUE, NPUHIMN JACHCTBUS, KiaccuuKaius,
XapaKTEPUCTHUKH.
[TocTpoeHue 3alMIIEHHON BBIYUCIUTENBHOM CETH MO MPUHLMITY «0OOpPOHA B IIIyOHHY» -

0a30BbI€ OHATHS, OCHOBHBIE CTPYKTYPHBIC 30HBI U AJIEMEHTHI CETH.

Cucrtembl oOHapyKeHHsI BTOp)KeHHH. CHCTEeMBI MPeIoTBpaleHusi BTOpKeHH. ba3oBbie
MPUHIUITIBI pa0OTHl U OCHOBHBIE XapaKTEPUCTHKHU.

AHTHUBUPYCHAs 3allIUTA B BBIYUCIUTEIBHON CETH.

[TporpammHuoe oOecrieuenue, npeaHa3HAYEHHOE Ui TIOMCKAa U aHajiu3a YS3BHUMOCTEH B
ceTax OBM.

Buptyansasie uyactHeie cetu (VPN). BupryaneHbie 3amumieHHbie ceTd. [IpuHIHIBL
MOCTPOCHHUS, UCTONb30BaHUe TexHoJoruu VPN B KOHTEKCTe MOCTpoeHus 0e30macHoi
BBIYMCIIMTEIILHOM CETH.

becnipoBoanbie ceTr. OCHOBHBIE MPUHIIMITHI pA0OTHI, OCHOBHBIE YSI3BUMOCTH U METOJIBI UX
YCTpaHEHHSI.

Hcnonp3oBanne TeXHONIOTHH MHGPOBAHUS U KPpUTITOTpadruecKoi 3aiuThl HHPOpMauu
B oOecIieueHrHu 0e30ImacHoCTH ceTeir DBM.

JlaboparopHas padora «IlaposbHasi 3aIIMTAa KOHCOJILHOTO MOAKJIIOYEHHUS CETEBOI0

000opyoBaHUS»

CxoHdurypupyiiTe mnaposib, KOTOPHIM HYXHO OydeT BBOAWTH MPU MOJKIIOYEHUH K

YCTPOMCTBY yepe3 KoHcoub. [IpoBecTn aHanu3 napoJbHOM 3aIUThI

IIpakTuyeckasi padora «Opranu3anusi 3alUTHI 0eCIPOBOIHBIX ceTei»
M3yunts cnemuduky 3amad obecrmedeHus Oe3omacHoctd cetn Wi-Fi, cranmapTsi,

IIPOTOKOJIBI M CPEJCTBA ayTeHTU(UKAIMK 1 MIHU(paAH, BBIIOIHUTh HACTPOWKY CETH Ha pa3HbIe

YPOBHH 0€30I1aCHOCTH.

N3yuuth cpenctBa obecriedeHust OezomacHocTH, mojaep:kuBaemble Wi-Fi aganrepom.

CpaBHMTbH MeTOABI ayTeHTUUKAMK U muppauun WEP.

Boimonnaute HacTpoiiku B cetn Wi-Fi Ha BapuaHThI:
- OTKpbITasi ayTeHTU(UKALKS,
- ayTeHTU(DHUKAIUS ¢ OOITUM KITFOUOM,
- ayreHTuduxamnus no MAC-aapecy,
- cokpeitue SSID.



7 OneHOYHBIE CPeACTBA AJIsl IPOBeICHHS POMEKYTOYHOM aTTeCTAMHI

a) Ilnanupyemuoie pezyibmamot 00yueHuUs u OyeHOUHblEe CPEOCmea 0151 NPOBEOeHU

npomeafcymoqnoﬁ ammecmauuu.

CTpyKTYpHBIii
JJIeMEHT
KOMIETEeHIUU

IL1anupyemsle
pe3yabTarThl
o0y4eHust

OueHouHBbIE CpeCcTBA

OIIK-8

CMOCOOHOCTh K OCBOEHHIO HOBBIX O00pa3dl0B NPOrPaMMHBIX, TEXHUYECKHUX CPEACTB H
MH(OPMALMOHHBIX TEXHOJIOT Uit

3HaThL

— Hopmarusaele u

MPaBOBBIE  aKTHl B
o0acTu 3alUThI
uHpopmanuu

nepeaBaeMoi B CeTsIX
OBM;

- CoBpemeHHbIE
TEXHOJIOTHH
obecreueHust
WH(OPMAMOHHON
0€30IMacCHOCTH B CETSX
9BM;

— OcHOBHBIE
Kpuntorpaduueckue
METOJIbI, AJITOPUTMBI,
MIPOTOKOJIBI,

JUTST
3alUThl “HPOpMaLUU
B ceTax OBM.

HCIIOJIB3YEMbIC

IIepedyens BOIPOCOB:
1. Kiaccudunupyiite yrpo3sl 0€30MMacHOCTH B COBPEMEHHBIX
BBIUMCIUTENbHBIX ceTsXx. Kakue yrpos3bl 0e30MacHOCTH B
COBPEMEHHBIX BBIUYMCIUTENIBHBIX CETAX SBISAIOTCS aKTyalbHbIMU
Ha CeroAHsmHuN AeHb? Kakue yrpos3sl 0€30mMacHOCTH ceTel
OBM Oynyrt, Ha Bam B3risia, akTyanbHbIMU 3aBTpa?

2. Kakwe TenmeHMM ©  MOIXOABI K  OOECIIEYCHHIO
6e3onacHoctu cereit DBM Brl 3Haete? OxapakTtepusyiiTe ux.

3. JlaiitTe ompeneneHHe TOHATHH «YSI3BUMOCTH CETCBOTO
000pyI0BaHUS» U «YA3BUMOCTb BBIYMCIUTEIbHON ceTh». Kakue
BUIbl  ysa3BuMmocted Bam  wu3BectHni? Ilepeunciure u
0XapaKTepU3yuTe ux.

4. Kakum 00pa3oM OCYIIECTBISETCS IMOUCK U YCTpPaHEHHE
ySI3BUMOCTEH ceTeBOro 000OpYNOBaHMS W BBIUYMCIUTEIBHON
Kakue mnporpammusie u

cetu? aIrrapaTHbIC

UCTIONB3YIOTCS JUIsl TOMCKA YS3BUMOCTEH?

cpeacTBa

5. HasoBurte coBpeMeHHBIE NpPOrpaMMHBIE U alapaTHbIE
CPEJICTBa, YTpO3bI

0€30IaCHOCTHU BBIYMCIUTEIIFHOM CETH.

MO3BOJISIOIIINE HEUTPAJIN30BATH
6. Knaccupunupyiite coBpeMeHHbIE TEXHOJIOTHH 00eCTIeUeHHS
6e3omacHoctu ceteit OBM — HazHaueHue, 001acTh IPUMEHEHUS,
IIPUHLIMI JEMCTBUS, TOCTOMHCTBA U HEJJOCTATKH.

7. JaiiTe ompezneneHHe IOHATHIO «ceTeBas aTakay. Kakwue
Pa3HOBUAHOCTH ceTeBbIX aTak Bwl 3Haete? Kakum oOpazom
MIPOM3BOJIUTCS OOHApYKEHNE U HEUTpalIn3allusl CEeTEBbIX aTak?
8. HazoBute u3BecTHBIe Bam cucTeMbl 0OHApYKEHUS CETEBBIX
o0nacTb

atak?  Kiaccupuuupyiite  ux

NPUMEHEHHUS, TPUHIIUIT ACHCTBHS).

(Ha3HaueHwue,

9. Yro, ma Bam B3mIgn, BKIOYAET B ceOS  MOHATHE
«KOMIUIEKCHBIN MOAXOM K 00€eCIIeYEHHTO CEeTeBOM
0e3omacHoCTU»?

10. [aiiTe ompeneneHus] MOHATUAM «0a30Basi MOJENb YIPO3» H
«MOJIETh HAPYIIUTENS» T ceTr DBM.




CTpyKTYpHBIii
JJIeMEHT
KOMIETEeHIHU

ILnanupyemsle
pe3yabTarThl
o0yueHust

OueHouHbIE cpeCcTBa

- [IponsBoauTH
aHanu3
BBEIYHUCIIUTEILHOU CETU

1. HpOI/IBBeCTI/I aHaJn3 BBIYUCIIMTEIILHOM CCTH nu CE€TCBOI'0

O60pyI[OBaHI/ISI Ha OpeaAMCT HAJINYUSA U3BECTHBIX yﬂ3BHMOCTCI>i.
2. Pa3pa60TaTL IJIaH HeﬁTpa.HHSaLIHH BBISIBJICHHBIX YHSBHMOCTeﬁ
BBIYHCIMTEILHOM CETH U CETEBOIO O60pyaOBaHI/I$1.

u CETEBOro
060pyIOBaHHS Ha | 3 BemomHMTE MOZGOpP HEOOXOAMMOTO CETEBOTO  00OpPYIOBAaHHS,
npeamer Hammgms | TPOTPAMMHBIX M aNNApaTHBIX  CPEACTB  OOECICYEHHMs — CETCBOM
0e30macHOCTH.
W3BECTHBIX 5 .
Ny 4. TlpousBecTH HACTPOWKY MpPOTOKOJIOB  OOCCIIEUCHUS]  CETEBOM
ySI3BUMOCTEM;
0e30MacHOCTH Ha CETEBOM 00OPY/IOBaHHUH.
- Bemonusate moabop .
5. BBINONHSTH YCTAHOBKY M HACTPOMKY CPEACTB 3alllUTHl HHPOPMAIHH
HEe00X0aUMOr0O N .
IIpU 3KCILTyaTallu X B COBPEMCHHOU BBIYUCIIUTCILHOU CETH.
CETEBOro y
6. Paspaborath MOMMTHKY OE€30MACHOCTH BBIYHCIHTEIBHOW CETH Kak
o0opyoBaHus, 6 6 "
VMeTh: KOMILICKCHYIO METOAMKY O0ecredeHus] 0e30MacHOCTH U HEHTpatnu3anuu
HPOrpaMMHBIX M | y93BUMOCTEN BHIYMCIUTENBHON CETH.
allllapaTHBIX  CPEICTB | 7. Peanu3oBarh pa3paOOTaHHYIO MOJHUTHKY CETEBOM O€30IAaCHOCTH NPH
o0ecrieyeHus CeTeBOM HACTPOHKe M KOH(PUTYPUPOBAHUN CETEBOTO 00OPYAOBAHNSI.
0€e30I1aCHOCTH;
- BrimonssaTe
YCTaHOBKY u
HaCTPOWKY  CpEICTB
3alUThl “THOpMaLUU
MPU AKCIUTyaTaluyd UX
B COBPEMEHHOM
BBIYMCIIUTEIIBHON
CeTH;
- PaspabarbiBate
peanu3oBaTh
MIOJINTUKY CeTeBON
0€30MacHOCTH npu
HACTpOMKE 51
KOH(UTYpUpPOBAaHUU
CETEBOro
000pyIOBaHUS.
- HaBoikamu pa6otsl ¢ | [Ipy momoru ckaHepoB CETEBBIX MPOTOKOJOB U CETEBBIX YA3BUMOCTEH
COBPEMEHHBIMU NPOU3BECTH 00CIICIOBAHNE BHIYUCIUTEIILHON CETH U ONPE/ICIIUTD:
IPOrpaMMHBIMU e Kakum o0pa3oMm opraHW30oBaH IOCTYIl B TJIOOATBHBIE CETH W3
CKaHEpaMH  CETEBBIX AaHHOM CETH,
Baager | mporoxonos u e (CucreMHOEe IIpOrpaMMHOE o0ecreueHue, NpPUMEHseMoe [Uls
b CETEBBIX obecrieueHUs] (YHKIIMOHUPOBAHHS CETEBBIX Y3JIOB (OIEpAIlMOHHBIC
YSI3BUMOCTEM; CHCTEMBI);

- HaBpikamMu PCHICHUA

3aaad 1o IOUCKY

e Mojenu u ceTeBbIe aipeca akTUBHOT'O CETEBOTO 000pYI0BaHUS B
CTPYKTYPE BBIUUCIUTEIHHOU CETH;

e  (CxeMmsl MapHIpyTHU3ALUN CETEBOTO TpaduKa;




ceTed M ONMTUMHU3AIUH
UX pabOTHI.

=

E - § TLianupyemble

E‘ % & pe3yJbTaThl Ouenounsble cpeacTea

g 8 g o0yueHust
HEHUCIIPaBHOCTEH e lcnonb3yemble CETEBbIE IPOTOKOJIB;
BBIMHCIIUTCIIbHBIX ®  OTKpBITBIE CETEBBIE OPTHI;
cerei c LCJIbIO e Hanuuue WIM  OTCYTCTBHE  YCTpOICTB MEXCETEBOTO
BBISBJICHUS SKPaHUPOBAHMsA, CHUCTEM OOHApyKEHHs BTOPXKEHHH, CETEeBBIX
YSI3BEMOCTEH AQHTHBUPYCOB U IPYTUX CPEICTB 0OECIIEUEHNs CETEBOM O€30MMacHOCTH;
BBIYMCIIUTEIBHBIX e Hannuue mim OTCYTCTBME aKTMBHBIX F'OCTEBBIX YUYETHBIX 3aIUCEH
cereit u Y aJIMMHUCTPATUBHBIX YUYETHBIX 3aIIUCEH C IAPOJIEM I10 YMOTYAHHUIO HA
HeliTpaTH3aIun CeTeBOM 000py10BaHNY;
OOHAPYKEHHBIX e Hajnyne WM OTCYTCTBUE H3BECTHBIX YSA3BUMOCTEH CETEBOIO
YSI3BUMOCTEI; 000pyI0BaHKs ¥ IPOrPaMMHOTO OOECIIEYEHNS Ha y3JIaX CETH.
. Hapemxamy | [I0 pe3yiabraram  OOCIEIOBaHHMs — CHENaTh  3aKIIOYCHHE O
NOBBIEHAsT  ypoBHs | ACCTATOUHOCTH MM HEAOCTATOYHOCTH MCp, NPMHUMACMBIX s
3AIIAIIEHHOCTH obecrieueHys 6€30IaCHOCTH BEIYUCIUTENLHOMN CETH.
BBIYMCIIUTEIBHBIX

IIK-23 -

croco0HOCThI0 (popMHPOBATH KOMILIEKC Mep (IpaBWiia, NpouHeaypbl, METOAbI) AJS 3aLUMThI
HH(OPMALIMHA OTPAHHYEHHOI0 10CTYNA

3HaThL

- XapakTepHble
YSI3BUMOCTH,
NpUCYIIME KaHaJlaMu
cBsA3u cerelt OBM npu
nepepaye
uH(pOpMaIIUU TI0 HUM;
- OcHoBHBIE
MPUHIUIIBI  METOIUK
MPOTUBOJICUCTBUS
nepexBaTy "
HECaHKI[MOHUPOBAHHO
My
uHpOpPMALIUU TIpU ee
nepegade Mo KaHauaam
cBs3u ceteil OBM;

- Knaccuduxamuio u

CheMY

OCHOBHBIC TIPHHIIUAIIBI
JICCTBUS
obopynoBanus u I10,
MpeTHa3HAYECHHOTO
TUIS OpraHu3aIyu
3aIUIIIEHHBIX
KaHaJIOB nepeaavn

uHpOpMaLInH.

Ilepedyens BOIPOCOB:

1. XapakrepHble  YS3BUMOCTH, MpHUCYIIHE KAHAIAMH  CBSI3U

(IpOBOZHBIE 3NEKTPUUYECKHE,
BOJIOKOHHO-ONTHYECKHE, OECIIPOBOIHBIE) MTPH Tiepeiade HHPOpMAIH

pasauyHOW (DU3MUYECKOW TPHUPOJIBI

10 HUM.

2. Mertopl iepexBaTa MHPOPMALIUK [IPH [IEPEIAUE €€ M0 PAZTHIHBIM
KaHaJIaM CBSI3U.

3. OCHOBHBIE MPHHIIUIIBI JEUCTBHSA METOIUK IO TPOTHBOAEHCTBUIO
nepexBaTy W HECAHKIIMOHUPOBAHHOMY CheMy WH(pOpPMAaIUHU MpH €e
nepegade o KaHajaaM CBA3H.

4. Meroxsl  3ammThl  wHbOpMarmu  (KpunrTorpaduueckue  u
HEKpUnTorpaguyeckue) Ipu ee mepeaade M0 HE3aLMIICHHBIM
KaHaJlaM CBS3M (KaHajaM CBSI3M OOLIETO MOJIb30BAHUS).

5. Kiaccudukarus 1 0CHOBHbIE IPUHIIUIIBI ACHCTBHUSI 000PY10BaHHSI
Y TIPOTPaMMHOT0 00ecreueH s, IpeAHA3HAaueHHOTO I OpraHu3alin
3alMIICHHBIX KAHAJIOB Mepeadd HHPOPMAaIIH.

6. TIpuHUMIIBI TIPUMEHEHHUS CPEICTB KPUNTOrPa(hUUIECKON 3aIMUThI

uapopmarun (CK3W) npu nepenave nHGOpMAIMHY 110 KAHAIAM CBSI3H.




YMmerthb

0€30I1aCHOCTH B CETAX
OBM;

—  KoHTponupoBath
0e30TKa3zHOoe
(yHKIIMOHUPOBAHUE
CpelCTB
uHpopManuu B CETIX
9BM;

— Ocyl1ecTBIsTh
moa0op

3alllUThI

MHCTPYMEHTAJIBHBIX U
POrpPaMMHBIX
CPEICTB
TECTUPOBAHUS CHUCTEM
3alIUThI ceTeit OBM;
- PazpabaTbiBaTh
KOMILIEKC
OpPraHM3alMOHHBIX M
TEXHUUYECKUX
MEPOIPUATHN JUIs
MPEIOTBPALLICHUS
HECaHKI[MOHUPOBAHHO
ro JoCTyTa K
3aIIMIIAaeMON
uHpopMaun B
ceTsax OBM.

=

E - § ILianupyemble

E‘ % £ pe3yJabTarThl OueHovHbIe cpeacTBa

g 8 g o0yueHust
— [Tpumensats | 1. CaMOCTOSATENbHO THATHOCTHPOBATH HEHUCIPABHOCTH WITH AHOMAIIHIO
JICUCTBYIOLIYIO pabotsl ceth OBM munM kaHama CBA3M C LEIbIO CBOEBPEMEHHOM
HOPMATUBHYIO  0a3y | /MarHOCTHKH CETEeBOU aTaku U ONEPATUBHOTO €l TPOTUBOICUCTBHUS.
npu obecreyenyu | 2- Cremarh CaMOCTOATEIbHOE 3aKIIOYCHHE O BO3MOXKHOCTH WU
Ge30MacHOCTH  ceTeii | HEBO3MOXHOCTH HECAHKIHOHMPOBAHHOIO JOCTYMa K nH(pOpMaIUU TpU
SBM: JTAHHOM HEMCIPABHOCTH CETH M3 CETEH OOIIETo IMOIh30BaHUS.
_ OnpesessTs 3. TpemIokuTh KOMIUIEKC MEp MO YCTPAaHEHHIO HEHUCIIPABHOCTH H
OCHOBHDIC yIPO3BI MPEIOTBPAIICHNI0 HECAaHKIIMOHUPOBAHHOTO JOCTyMma K HWH(OpMaIluu B

cett OBM co cTopoHBI ceTeit 00111ero moIb30BaHHs.

4. Paspaborarh  KOMIUIEKC 0e30TKa3HOTO

¢dhyHKIIOHUpOBaHM ceTeit DOBM

Mep AAf  KOHTpOJIS

Baager

— MeTtoankamu
OnpeeIeHUs u
MIOMCKA ySI3BHUMOCTEH
CUCTEM 3aIlUTHI
uH(pOpMallUU B CETAX
9BM;

— Hapikamu

1. TIpousBecTu MPOBEPKY OpraHU3alMU CUCTEMBI 3aIUThI HH()OPMAIIUH
BBIYHMCIUTEIBHON CETH HAa COOTBETCTBUE OPraHU3allMOHHO-TEXHUYECKUM
TpeOOBaHUSIM 10 3alUTe MH(OPMAIIUH.

2. HMcnonb30BaTh W3BECTHBIE METOAWKH IS ONPEACIEHUS HAIM9us
YA3BUMOCTEM BBIYUCIUTENBHON CETH U UX XapaKTepa.

3. TlpousBectn ¢unpTpanuro TpaduKa BBYUCIMTENLHON CETH C
MTOMOIIEI0  CBOOOJTHO
WireShark wmu Ethereal

pacupocTpaHsIeMbIX —IPOTrpaMM-aHAIN3aTOPOB




CTpyKTYpHBIii

ILnanupyemsle

pe3yJbTaThl OueHoYHBIE CPEICTBA
o0yueHust

JJIEMEHT
KOMIIETCHIINH

HaCTPOUKH 4. OnpenenuTh XapakTepHbIC NPHU3HAKA CETCBOW aTaKd Ha OCHOBE
IPOTOKOJIOB aHaJIM3a CETEBOro Tpaduka
0e301macHOCTH Ha
COBPEMEHHOM
CETEBOM
000py/I0BaHUU;

— [Tpuemamu
onpeeIeHUs H
Kiaccuukanum
CETEBBIX aTaK;

— Mertogonoruei
COCTABJIEHHUS ITOJIUTHK
CETeBOM
0€30I1aCHOCTH.

0) Ilopaook nposedenusn npomexdcymouHoll ammecmayuu, NOKA3amenu u Kpumepuu
OUeHUBaHUA:

[IpomexxyTouHast arrecTanus IO JUCHMIUIMHE BKIIOYAET TEOPETUUYECKHUE BOIPOCHI,
MO3BOJIAIOIINE OLIEHUTh YPOBEHb YCBOEHHUS OOY4YalOIIMMUCS 3HAHUHM, U MPAKTUYECKUE 3aJaHus,
BBISIBIISIOLINE CTENEHb C(OOPMUPOBAHHOCTH YMEHMI U BJaJIeHHUH, TPOBOIUTCS B OpME 3aueTa U
HK3aMEHa.

Kpumepuu oyenku onsa nonyuenus zauema

«3a4TeH0» — OoOydarouuiics TOKa3bIBaeT CpeAHUH YpOBeHb C(HOPMUPOBAHHOCTH
KOMITETEHIIHH.

«He 324TeHO0» — Pe3yJIbTaT 00yueHHsI He IOCTUTHYT, CTYJIEHT HE MOXKET [T0Ka3aTh 3HAHUS Ha
YpOBHE BOCIPOU3BENEHUS U O0BSICHEHHS] HH(POPMAIIUHU, HE MOXKET MOKa3aTh UHTEIIEKTyalbHbIE
HaBBIKM PELIEHUS NMPOCTBIX 3a7ad, HE MOYKET NOKa3aTh 3HAHMSA HAa YPOBHE BOCIIPOM3BEICHUS U
00BsICHEHUS! HTHPOPMAIIUH.

Ilokazamenu u Kpumepuu oUeHUBAHUA IKIAMEHA:

— Ha OLEHKY «OTJHYHO» (5 6ayioB) — o0yJaromuiicss JEMOHCTPUPYET BBHICOKHI YpOBEHb
c(OPMHPOBAHHOCTH KOMIIETEHIMH, BCECTOPOHHEE, CHCTEMAaTUYEeCKOe WU TIIIyOOKOe 3HaHue
yueOHOro Marepuaja, CBOOOJHO BBIMOJHSET MPAKTUYECKHE 3a/aHus, CBOOOJIHO ONEpUpYyeT
3HAHUSIMH, YMEHUSIMH, TTPUMEHSET UX B CUTYAIHsIX MOBBIIIEHHON CIOKHOCTH.

— Ha OIIEHKY «Xxopomo» (4 Oamia) — oOyJaroniuiics IEMOHCTPUPYET CPEIHUNM YPOBEHB
c(OPMHPOBAHHOCTH KOMIIETEHLIMH: OCHOBHBIE 3HAHMS, YMEHHS OCBOEHBI, HO JOIYCKAIOTCS
HE3HAYNTENbHBIC OMIMOKH, HETOYHOCTH, 3aTPyTHEHHS TIPY aHATUTUIECKHAX OTIePAITHIX, IEPEHOCE
3HaHWI U YMEHU Ha HOBbIE, HECTAH/IAPTHBIC CUTYAI[HH.

— Ha OICHKY «YyIOBJIETBOPUTEJbHO» (3 Oamra) — oOOydYarOmIMiics EMOHCTPUPYET
MIOPOTOBEIA YPOBEHb C(HOPMHUPOBAHHOCTH KOMIIETCHIIMH: B XOZE KOHTPOJILHBIX MEPOIPHITHN
JIOMYCKAIOTCS OLIMOKM, TPOSIBISETCS OTCYTCTBHE OTICNBHBIX 3HAHWM, YMEHHH, HAaBBIKOB,
00yJaromuiCsl WCTIBITHIBACT 3HAYUTEIbHBIC 3aTPyIHEHHsS TNPH OINEPUPOBAHUM 3HAHUAMH U




YMCHUSMHU IIPU UX TCPCHOCC HA HOBBIC CUTYAILIUH.

— Ha OIIEHKY «HEeY/0BJIEeTBOPUTEILHOY (2 O6aia) — 00yJaromuics JEMOHCTPUPYET 3SHAHUS
He Oonee 20% TEOpeTHUECKOTO MaTepuana, JOMYCKaeT CYIIECTBEHHBIC OIIMOKH, HE MOXKET
M0Ka3aTh MHTEJUICKTYaJIbHbIC HABBIKU PEIICHUS MPOCTHIX 3a]1a4.

— Ha OLICHKY «HEYAOBJIETBOPUTEJIbHO» (1 Oamn) — oOyuaromuiics He MOXKET MOKa3aTh
3HAaHUS Ha YPOBHE BOCIPOM3BEACHUS M OOBSCHCHUS WHPOPMALMU, HE MOXKET IOKa3aTh
HHTCJUICKTYAJIbHBIC HABBIKW PCIICHUA ITPOCTHIX 3aad.



8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE 0O0ecnevyeHue TUCIUIIUHBI (MOTYJIs1)
a) OcHoBHas1 IMTEpPaTypa:
1. Cetn ¥ TeIEKOMMYHHKAIMHK : y4eOHUK U mpakTukyM it By3oB / K. E. Camyiinos [u

ap.]; mox penakuuein K. E. Camyiinosa, W. A. lllanumona, 1. C. Kymns6oBa. — Mocksa :
N3narenbcTBO IOpaiir, 2020. — 363 c. — (Beicmiee oOpa3oBaHmue). —
ISBN 978-5-534-00949-1. — Tekcr : oanekrponusii // DBC IOpaiitr [caiit]. — URL:

https://urait.ru/bcode/450234 (marta obpamienus: 31.08.2020).

2. lubpos, M. B. Certu u renekoMMmyHukanuu. Mapmpyru3zamus B IP-cetsx B 2 4. Yactb
1: y4eOHuk W mpaktukym it By30oB/ M. B. JlubpoB. — Mocksa ;. M3smarensctBo IOpaiir,
2020. — 333 c.— (Beicmee o6OpaszoBanue). — ISBN 978-5-9916-9956-3. — Teker
snexkrponnsiii // OBC FOpaiit [caiit]. — URL.: https://urait.ru/bcode/452430 (mara obparieHus:
31.08.2020).

3. Iubpos, M. B. Ceru u TenekommyHukanuu. Mapmpyru3zanus B IP-cetsx B 2 4. YacThb
2. y4eOHUK W mpakTukyMm s By3oB/ M. B. JIlubpoB. — Mocksa : UznarensctBo IOpaiir,
2020. — 351 c.— (Beicmee oOpazoBanue). — ISBN 978-5-9916-9958-7. — Tekcr
anextpouHbiit // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/453063 (mata oOpaieHus:
31.08.2020).

0) JlomostHMTEIbHAS JIATEPATYpa:

1. 3amstuna, O.M. BbluuciauTeNnbHBIE CHUCTEMBI, CETH M TEJIEKOMMYHUKAIIUH.
MonenupoBanue cereii : yueOHoe mocodue aust maructparypst / O. M. 3amstiuHa. — Mockaa :
W3naTenbeTBo HOpaiir, 2019. — 159 c. — (YHHUBEpCUTETHI Poccun). —
ISBN 978-5-534-00335-2. — Tekct : anekrponubii // DBC IOpaiir [caiit]. — URL:
https://urait.ru/bcode/433938 (marta obpamienus: 31.08.2020).

2. Kotenko, B. B. TexHonoruu nH(GOpMaMOHHOTO aHAJIN3a MOJIb30BaTEIbCKOI'O YPOBHS
TEJICKOMMYHHKAIIMOHHBIX CHCTEM : yueOHoe mocobue / B. B. Korenko ; KOxHbIi (enepanbHblii
yHuBepcureT. - Pocros-Ha-/lony ; Tarampor : MW3natensctBo HOxHOro ¢enepanbHoro
yauBepcureta, 2019. - 194 c. - ISBN 978-5-9275-3176-9. - Tekcr : snmexkrponHsiii. - URL:
https://new.znanium.com/catalog/product/1088143 (mara obpamenus: 31.08.2020)

MAKPOOBBEKTHI:

3. Pa3BepThiBaHME M HACTPOIKa BUPTYaJbHBIX ceTell : yueOHoe nocodue [amst By30B] /[cocT.: B.
B. bapankos, U. . bapankosa, Y. B. Muxaiinosa, O. b. Kanyruna] ; MI'TY. - Marautoropck :
MI'TY, 2019. - 1 snekrpon. ont. auck (CD-ROM). - 3arn. ¢ Turyn. skpana. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/152
9986/3813.pdf&view=true (mara oobpamenus: 31.08.2020). - MakpoobsekT. - ISBN
978-5-9967-1305-9. - Tekcr : anekTpoHHBIH. - CBenenus noctynHsl Takke Ha CD-ROM.

4. CereBas 3amuTa nHpopmanuu. JlabopatopHblil IPakTUKYM : yuyeOHOe rmocodue [
By30B] / 1. H. Ma3uun [u ngp.] ; Marauroropckuii roc. Texandeckuii yH-T um. I'. . Hocoga. -
Marnutoropck : MI'TY um. I'. 1. Hocoga, 2019. - 1 CD-ROM. - 3aru. ¢ tutyn. skpana. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/153
0260/3824.pdf&view=true (mata oOpamenus: 31.08.2020). - Makpooowsekt. - ISBN
978-5-9967-1605-0. - TekcT : anmekTpoHHBIH. - CBefeHus qocTymHbI Takke Ha CD-ROM.

*PEXXKMM [TPOCMOTPA MAKPOOBBEKTOB

1. ITepeiit 1o aapecy 3AeKTPOHHOTO KaTasora https://magtu.informsystema.ru

2. [Tpoussectu aBropu3anmto (Jlorun: Yuratens 1 [Mapons: 111111)

3. AKTHBH3HPOBATH THIIEPCCHUTKY MAaKPOOOHEKTA



https://urait.ru/bcode/450234
https://urait.ru/bcode/452430
https://urait.ru/bcode/453063
https://urait.ru/bcode/433938
https://new.znanium.com/catalog/product/1088143
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/

B) MeToauveckne yKazaHus:

1. Meroaudeckue yKa3aHHsS 1O BBIMOJIHCHHUIO MPAKTUYECKHX PabOT MO JUCIMILUIMHE
«bezomacHocTb cereit DBMy (ITpunoxenue 1)

2. Meroandeckue yKa3aHHUs IO BBIMOJTHEHHUIO J1a0OPATOPHBIX PAOOT MO AMCIUIUIMHE
«bezomacHocTb cereit DBMy (IIpunoxenue 2)

3. MeTonnueckue yka3aHUs 10 BBIIIOJHCHUIO BHEAYIUTOPHBIX CAMOCTOSTEIBHBIX pabOT
no puciuuinie «bezonacHocts cereit 9BM»y (Tlpunoxenue 3)

r) [Iporpammuoe odecnneuenne u UHTEepHeT-pecypcebl:

IIporpammHoe o0ecnieuenmne

Haumenosanue 110 Ne norosopa CpoK JeiCTBYS JINICH3UH
MS Windows 7

Professional(mms  [[1-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)

MS Office 2007 |\, 135 41 17.09.2007 GecepouHo
Professional

7Zip cB000JIHO pactpoctpansemoe [10 0ECCPOUHO
LibreOffice cB000HO pacnpocTpansemoe 10 0eCcCpPOUHO
Adobe Reader cB000IHO pacupocTpansemoe [10 0eccpouHO
MS Windows 10

Professional (s 1-1227-18 ot 08.10.2018 11.10.2021
KJI4CCOB)

MS Windows

Server(mus 1-1227-18 ot 08.10.2018 11.10.2021
KJIaCCOB)

Eﬁg;ip Mozilla cB0OOHO pacnpocTpansemoe 10 6eccpovHO
Linux Calculate cB00O1HO pacmpoctpansemoe [10 OeccpouHo
FAR Manager cB0OOAHO pactpocTpansemoe [10 O6eccpouHo




¢BOOOIHO
pacmpocTpaHseMoe

bpaysep
Yandex

0eccpovHO

IIpodeccnonanbHbie 0a3bl JAHHBIX U HHPOPMALMOHHbIE CIIPABOYHbIE CUCTEMbI

Hassanue xypca

CchUIKa

DneKTpoHHas 0a3a
nepuonveckux m3januii  East

https://dlib.eastview.com/

Harmwmonanbuasa
MH(POPMAIMOHHO-aHATUTHYECKA
s CHCTeMa Poccuiickuii

URL: https://elibrary.ru/project risc.asp

IlouckoBas cucrema AxaaeMus
Google (Google Scholar)

URL: https://scholar.google.ru/

Nudopmanmonnas cucrema
EamHoe OKHO JocTtyna K

"|URL: http://window.edu.ru/

denepanbHOE TOCYyIAPCTBEHHOE
010DKETHOE yUpexACHUE
«DenepanbHbII HHCTUTYT

URL: http://www1.fips.ru/

Wudopmannonnas cucrema
bank JIAHHBIX yrpo3

“|https://bdu.fstec.ru/

Wudopmanmonnas cucrema -
HopmaTuBHBIE TpaBOBBIE aKTHI,
OpraHU3aLOHHO-PACIOPSTUTET
bHBIC JTOKYMEHTBI,
HOPMATHUBHBIC M MCTOAMYCCKHUC

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-i
nformatsii

ApXUB  Hay4yHBIX >KYpHaJOB
«HanmmonanbHbIN
DJIEKTPOHHO-UH(OPMAIHOHHBIN

https://archive.neicon.ru/xmlui/

MexnynaponHas pedepaTuBHas
U TIOJTHOTEKCTOBAsl CIpaBOYHAs
0a3a JAaHHBIX HAYYHBIX M3JAHUM

https://www.nature.com/siteindex

MexnyHaponHas pedepaTuBHas
0a3a [JaHHBIX [0 YHCTOW WH

http://zbmath.org/

MexnyHapoiHas 0aza
CIIPAaBOYHBIX HM3JAHMHA 1O BCEM

http://www.springer.com/references

Mexnynapoanas 6a3a Hay4dHBIX

http://materials.springer.com/

MaTCpHaioB B 06J'IaCTI/I

Mexaynaponnas KOJLICKIIHA http://www.springerprotocols.com/
HAaY4YHBIX MIPOTOKOJIOB 0

Mexynaponnas Gasa http:/link.springer.com/
ITOJTHOTCKCTOBBIX JKYpHaAJI0B

MexayHaposHas pedepaTuBHas
U _TIOJHOTEKCTOBAas CIPaBOYHAs

http://scopus.com

MexnyHapoaHas
HAayKOMETpHUYECKast

pedepaTUBHAs u

http://webofscience.com

YHI/IBCpCI/ITeTCKa}I

nHGOPMAITMOHHAS cucTeMa

https://uisrussia.msu.ru

denepanbHbI
00pa3oBaTeNbHBIA  MOPTAT

http://ecsocman.hse.ru/

DNEeKTPOHHBIE pecypchl
oudomoreku MITY wum. [.U.

http://magtu.ru:8085/marcweb?2/Default.asp

Poccuiickas  I'ocynapcTBeHHast
o6ubnuoreka. Karangoru

https://www.rsl.ru/ru/4readers/catalogues/



https://dlib.eastview.com/
https://elibrary.ru/project_risc.asp
https://scholar.google.ru/
http://window.edu.ru/
http://www1.fips.ru/
https://bdu.fstec.ru/
https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-informatsii
https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-informatsii
https://archive.neicon.ru/xmlui/
https://www.nature.com/siteindex
http://zbmath.org/
http://www.springer.com/references
http://materials.springer.com/
http://www.springerprotocols.com/
http://link.springer.com/
http://scopus.com/
http://webofscience.com/
https://uisrussia.msu.ru/
http://ecsocman.hse.ru/
http://magtu.ru:8085/marcweb2/Default.asp
https://www.rsl.ru/ru/4readers/catalogues/

9 MaTepuajibHO-TeXHHYeCKOe o0ecreyeHue TUCIUIIUHBI (MOTYJIs1)

MatepuanbHO-TeXHUUYECKOE 00ecreueHre IUCIUIUIMHBI BKITIOYAET:

Jlexumonnas aymurtopust (ayn. 2124, ayn. 226, aya. 365, ayn. 388 u T.0.)-
MynbTUMEANITHBIE CPEJICTBA XPAHCHHUS, TIEPEIavy U IPEICTaBICHUS HH()OpMAIIUN

JlaGoparopus ceteit u cucreM nepefaun uHopmanuu. Jlaboparopus 0e30macHOCTH
ceteit OBM:

1. YyebHno-nabopatopubiii crena "KomupoBanue u Moaymsaius HHPOpPMAIUA B
CHCTEMaX CBSI3U", KOMIIJIEKTAIIHS ITOJIHAS

2. VYyebHno-nabopatopuslii crera "Cucrempl ciyTHUKOBOW HaBuranuu' GPS

3. KommekT TunoBoro yue6Horo obopynosanus "Ceru cotoBoii cBszu GSM"

4. KommiekT TunoBoro yueOHoro o6opyaoanus "TeneKOMMyHUKAIIMOHHbBIE JIMHUU
ces3u" TJIC-01

5. Kommiekt TumoBoro yuebHoro obopymoBanusi "CereBas 0€30MaCHOCTh THIIA
SECURITY-3M"

6. KommuiekT yuebHOro o6opynoBanus "becrnpoBoanbie KOMIbIOTepHBIE ceTi DBM"

7. Monynb yueOHO-1a00paTOPHBIN ISl W3Y4YEHHUsS HU3KOYPOBHEIO KOHTpOJLIEpa
Ethernet

8. CreHi KOMMYHUKAalIMOHHOTO OOOPYAOBaHHS CEPBEPOM Ui MOJACITHPOBAHUS

o0JavHoTrO cepBuca

Kommnbrorepusiit knacc (aya. 372, ayn. 245, ayn. 247, ayn. 144, aya. 142 u 1.1.) -
[Tepconanbubie kommbioTepbl ¢ [1O u BrixomoM B VHTEpHET U JOCTYNOM B JIIEKTPOHHYIO
UH()OPMaAIIMOHHO-00PA30BATEIBHYIO CPE/ly YHUBEPCUTETA.

Aynuropus Al CaMOCTOATEIbHONW padOThl YUTallbHBIE 3aibl OubnnoTeku, ayn 132a -
[lepconanbubie kommbioTepbl ¢ 1O u BpIXxonOM B MHTEpHET M JOCTYNOM B 3JIEKTPOHHYIO
nH(}OPMaLMOHHO-00pa30BaTENbHYIO CPEAY YHUBEPCUTETA.



IMPUJIOKEHUE 1
METOAUYECKHNE YKA3AHUA
[1O BBIHIOJIHEHUIO [TPAKTUYECKUX PABOT

PekoMenganuu HarmpaBJieHbl Ha OKa3aHUE METOJMYECKON MOMOINM OO0ydYaromuMCs Tpu
BBIMIOJTHEHUH NMPAKTUYECKUX 3aHSITUH.

[IpakTrueckoe 3aHsATHE — ATO 3aHATUE, TPOBOAUMOE 0] PYKOBOACTBOM IperogaBaTeis B
yueOHOI ayTuTOpuH (KOMITBIOTEPHOM KJIACCE YHUBEPCUTETA WM yUeOHO! Creraln3upOBaHHOM
nabopaTopun YHHBEPCUTETA), HANIPABICHHOE HA yriyOJICHHE HAyYHO-TEOPETUUYECKUX 3HAHUH U
MOJIy4YeHHUE MPAKTUYECKUX HABBIKOB PEILICHUS TUIIOBBIX U MPUKIIAHBIX 33a4.

[lenpro MpPaKTUYECKUX 3aHATUH SBISIETCS (POPMUPOBAHHME M OTPAbOTKA MPAKTUYSCKUX
YMEHHM U HaBBIKOB, HEOOXOAUMBIX B MOCIIEAYIONIEH AeATeIbHOCTH 00YyYaOIUXCS.

OCHOBHBIMU 337]a9aMU IPAKTHYECKUX 3aHSATHH SIBIISTFOTCSI:

— yriyOlieHue YpOBHS OCBOCGHHSI OOLIEKYJIBTYPHBIX U MPOGEeCCHOHATBHBIX
KOMIICTCHITUH;

— 0000menne, cucreMarH3amus, yriyOJeHue, 3aKpelUIeHHe  MOJTYYEeHHBIX
MPAKTUIECKUX 3HAHUH 10 KOHKPETHBIM TeMaM JUCITUIUINH PA3JINYHBIX [IUKIIOB;

— npuobpeTeHre 00yJaroIUMUCS YMEHHUH U HABBIKOB UCIIOJIb30BAHUS COBPEMEHHBIX
TEOPETUYECKUX 3HAHUN B PELICHUN KOHKPETHBIX MPAaKTUYECKUX 3a7a4;

— pa3BUTHE po(hecCHOHATLHOTO MBIIICHHUS, pohecCHOHATLHOM u
[M03HABATEIbHON MOTUBALINY.

[lepeuenr TeM MpaKTUYECKUX 3aHATHH  ompenensercs pabodeil mporpamMmoit
JUCUUIITMHBL. [MaH mpakTUYecKux 3aHSATUN OTBe4aeT OOIIed HANpaBICHHOCTH JIEKIIMOHHOTO
Kypca U COOTHECEH C HUM B TOCJIEI0BATEIIbHOCTH TEM.

CtpyKTypa mpakTUYECKOTr0 3aHATHUS BKJIFOYAET CIICAYIONINE KOMIIOHEHTHI: BCTYIIUTEIIbHAS
YacTh; OTBEThl Ha BOMPOCHI OOYYAIOMIMXCS; IMPAKTUYECKas YacTh; 3aKIIOYUTEIBHOE CIOBO
npernoaaBarelis. Bo BCTyUTEIbHON YaCTH OOBSBIISCTCS TEMa TEKYIIETO MPAKTUYECKOTO 3aHITHS,
CTaBUTCS €ro LN WU 3a/1ayd, MPOBEPSAETCS MUCXOAHBIA YPOBEHb MOTOBHOCTU OOYYAIOIIUXCS K
MPaKTUYECKOMY 3aHATHIO (BBIMOJHEHUE TECTOB, KOHTPOJIbHBIE BOMPOCHI U T.11.)

Ha mnpakThueckoM 3aHATUM TIperiojaBaTelb MOXET HCIOIb30BaTh pPa3HOOOpa3HbIC
obOpasoBarenbHble TexHojoruu (metonbl IT, paGota B komanzae, case-study, mpoOiiemMHOE
oOydeHue, y4yeOHbIE AUCKYCCHU U T.I.) IO CBOEMY BBIOOpY IJISl AOCTH)KCHHSI KA4€CTBEHHOTO
YpOBHSI O0yUeHUS.

IIpaBuiia no TexHuke H€30MACHOCTH ISl 00yYAKOIIMXCS
MPH NPOBeIeHNH NMPAKTHYECKHX PadoT
Obwue npasuna:

1. TIlpaktuyeckue paboOTHl MPOBOAATCA TOA HaOmojgeHueM mpenoaasarens. K
BBITTOJIHEHUIO TIPAKTHYECKUX paboT 0Oydarommecs JOMyCKalTCs TOIBKO MOCTe MPOCITYIINBaHUS
MHCTPYKTaka MO0 TEXHHUKE O€30MacHOCTH, MpaBWJIaM TOBEJEHUS, MPOTUBOMOKAPHBIM MepaM B
KOMITBIOTEPHOM KJIACCe U CHEIUAIM3UPOBAHHBIX JJAOOPATOPHSIX.

2. OOydaeMblil JOKEH CTPOTO BBINONHITH TMpaBUia TEXHUKH O€30MacHOCTH H
CaHUTAPHO-TUTHCHWYECKUE HOPMBI NPU  paboTe B  KOMIBIOTEPHBIX  Klaccax |
CIEIMAIM3UPOBAHHBIX TAOOPATOPUSIX YHUBEPCUTETA.

IHopsiioK BHINOJIHEHHUS IPAKTHYECKUX PadoT

[Tpu MOArOTOBKE K BHIMOJIHEHHUIO TPAKTUYECKUX pab0T 00yJaromuiics JOIKEH MOBTOPUTh
TEOPETUUECKHI MaTepHal, HEOOXOAUMBIH JIJIs1 BBIOJIHEHUS 3aJaHUIl 110 TeKYIEel TeMe.

[IpakTryeckas paboTa BBIMOIHAETCS KaXIbIM 00YJarOIUMCS CAMOCTOSITEIILHO, COITIACHO
WHJVBHIyAIbHOMY 33JIaHHUIO.

OOyuaromyecsi, MPOMYCTUBIIME 3aHATHS, BBIIOMHAIOT IPaKTHYECKHE pPaOOTHI BO
BHEYPOUYHOE BpEMS.

ITocne BBINOJIHEHUS KaXJIOM MPaKTUYECKOH pPabOThl OOy4aroMIMHCS JAEMOHCTPUPYET
pe3yJIbTaT BBINOJIHEHHs IPENOAaBaTelllo, OTBeYaeT Ha Bompocel. IIpenonaBaTens ouneHHMBaeT



paboTy B COOTBETCTBUU C 3aJJaHHBIMH KPUTEPUSMH OILICHKH MTPAKTUYECKUX paboT.

IIpaBuia odopmiieHust pe3yJbTATOB U OLIEHMBAHUS MPAKTHYECKOH PadoThI

Pe3ynbTaThl BBIMOJHEHHOH NPAKTUYECKOH pabOThl OQOPMIISIOTCS B COOTBETCTBUH C
TpeOOBAaHUAMMU K BBIIIOJHEHUIO KOHKPETHOM pabOThI.
[TpakTnueckas paboTa cuyMTaeTCsl BBIIOJIHEHHOH, eciau oOydaromuiics HaOpan OGai,
KOTOPBII COCTaBIIsIET NOJOBUHY MAaKCUMAJILHOTO KOJIMYECTBA OalIoB.

J1J1s orieHMBaHKS paOOThI IPHIIAraeTCs CIACIYIONINEe KPUTCPHH.
Oyenxa «omauyHo» — padoTa BHITIOJHEHA B IIOJTHOM 00BheMe U O3 3aMeYaHHMiA.
Oyenxa «xopowoy — paboTa BBITOJIHEHA MTPABMIIBHO C y4ETOM 2-3 HECYIIECTBEHHBIX OIIMOOK,
MCIIPABIIEHHBIX CAMOCTOSITEIILHO 110 TPEOOBAHUIO MTPETIOaBATEIS.
Oyenxa «yoosiemsopumenvhoy — padoTa BHIIOJHEHA MPAaBUIBHO HE MEHEE YeM Ha ITOJIOBUHY WITH
JOITYIIIeHA CYIECTBEHHAs OLITUOKA.
Oyenxa «HeyOosiemeopumenbHoy — NOMYIIEHbI ABE (U 0oJjiee) CYIIECTBEHHbBIE OLUIMOKH B XOe
paboThI, KOTOPBIE OOYYAOIIUKCS HE MOXET HCIPABUThH JAXKe 1O TPEOOBAHUIO MPEIOoaBaTes,
WK paboTa HE BBIIOJHCHA.



IMPUJIO)KEHUE 2
METOAUYECKHNE YKA3AHUA
[10 BBIITOJIHEHMIO JIABOPATOPHBIX PABOT

PexomeHnganu HampaBiieHbl Ha OKa3aHHE METOAMYECKOW MOMOLIM OOydJaromMMcsl Mpu
BBIMIOJTHEHUH JTa00PATOPHBIX 3aHATUH.

JIaGopaTopHoe 3aHsTHE — 3TO 3aHATHE, TPOBOJIUMOE IO/ PYKOBOJCTBOM IIPETIOAABATEINS B
yueOHOI ayTuTOpuH (KOMITBIOTEPHOM KJIACCE YHUBEPCUTETA WM yUeOHO! Creraln3upOBaHHOM
nabopaTopun YHHBEPCUTETA), HANIPABICHHOE HA yriyOJICHHE HAyYHO-TEOPETUUYECKUX 3HAHUH U
MOJTy4yeHUE J1aOOPaTOPHBIX HABBIKOB PEILICHUS THUIIOBBIX U MPUKIIAIHBIX 3a/1a4.

Lenbto 1abOpaTOpHBIX 3aHATHN SBIsETCS (POPMHpPOBAHME M OTpabOTKa J1a0OpPaTOPHBIX
YMEHHM U HaBBIKOB, HEOOXOAUMBIX B MOCIIEAYIONIEH AeATeIbHOCTH 00YyYaOIUXCS.

OCHOBHBIMU 33/1a4aMU JTAOOPATOPHBIX 3aHATUHN SBJISIOTCS:

— yriyOlieHue YpOBHS OCBOCGHHSI OOLIEKYJIBTYPHBIX U MPOGEeCCHOHATBHBIX
KOMIICTCHITUH;

— o0oOmeHune, cUcTeMaTU3alvs, yIIyOJICHHWe, 3aKpeIICHHEe  TOTYyYCHHBIX
71a00paTOPHBIX 3HAHHUH 10 KOHKPETHBIM TEMaM JUCIHUILIIH Pa3InYHbIX [IUKIIOB;

— npuobpeTeHre 00yJaroIUMUCS YMEHHUH U HABBIKOB UCIIOJIb30BAHUS COBPEMEHHBIX
TEOPETUYECKUX 3HAHUN B PEIICHUU KOHKPETHBIX MPUKIIATHBIX 3a7aY;

— pa3BUTHE po(hecCHOHATLHOTO MBIIICHHUS, pohecCHOHATLHOM u
[M03HABATEIbHON MOTUBALINY.

[lepeuens TeM 1abopaTOpHBIX pabOT ompenensercs padoyeil mporpaMMoil TUCITUTINHEI.
[Iman 5mabGopaTOpHBIX 3aHATUH OTBEYaeT OOIIEH HAmpaBICHHOCTH JIEKIMOHHOTO Kypca |
COOTHECEH C HUM B TIOCJIEIOBATEIBHOCTH TEM.

CtpykTypa 1a00paTopHOTOo 3aHATHS BKIIOYAET CIECIYIONIIEe KOMIIOHEHTHI: BCTYUTEIbHAS
YacTh; OTBEThl Ha BOMPOCHI OOYYAIOMIMXCS; IMPAKTUYECKas YacTh; 3aKIIOYUTEIBHOE CIOBO
npernoaBareins. Bo BCTynuTenbHON 4acTu OOBSBISETCS TeMa TEKyIIeH JIabopaToOpHOH paboTHI,
CTaBUTCS €€ LIeTH U 3a7a4d, MPOBOJUTHCS UHCTPYKTAXK MO TEXHUKE 0€30MaCHOCTH BBITIOTHEHUS
paboThl, MPOBEPSIETCS HCXOTHBIN YPOBEHb TOTOBHOCTH OOYyYalOImMUXCs K JabopaTopHO# padoTte
(BBITIOJIHEHUE TECTOB, KOHTPOJIBHBIE BOMIPOCHI U T.I1.), BBIIAETCS MOPSIOK U YCTIOBHS BBITIOJIHEHUS
nabopaTopHON pabOTHI.

Ha naGopatopHoM 3aHSTHH TMpemnojaBaTellb MOXET HCIOIb30BaTh pPa3zHOOOpa3HbIe
obOpasoBarenbHble TexHoJoruu (metonbl IT, paGota B komanzae, case-study, mpoOiiemMHOE
oOyuyeHue, yyeOHble JUCKYCCHM U T.II.) TIO CBOEMY BBIOOpPY JUISl TOCTH)KEHHUS KadeCTBEHHOTO
YpOBHSI O0yUeHUS.

IIpaBuia no Texuuke 6€30MACHOCTH AJI 00y4aAIOIIUXCS
NPH NPOBEJCHNH JIA00PATOPHBIX padoT
Obwue npasuna:

1. JlaGoparopHble paOOTBI MpPOBOJMATCS MOJ HaOmogeHHeM mnpenoaasatens. K
BBITIOJTHEHUIO JIAOOPATOPHBIX pabOT 00yUaronrecs JOMyCKatTCs TOJIbKO MOCe MPOCTyIIUBAHUS
MHCTPYKTaXka MO TEXHHMKe OE30MacHOCTH, MpaBHJIaM IMOBEJIEHHs, MPOTUBOMOXKAPHBIM MEpaM B
KOMITBIOTEPHOM KJIaCCe U CHEUAIN3HUPOBAHHBIX JJAOOPATOPUSIX.

2. OOy4aeMblii [OJDKEH CTPOrO BBIMOMHATH IpaBHJa TEXHUKH O€30MacHOCTH U
CaHUTApHO-TUTMEHWYECKWE HOpPMBI TNpU  paboTe B  KOMIBIOTEPHBIX  KJjlaccax H
CHELMATU3UPOBAHHBIX Ta0OPATOPHUSIX YHUBEPCUTETA.

IMopsinok BbINOJIHEHH S JJA00OPATOPHBIX PadoT

IIpy mnoAroToBKE K BBIMOJHEHHUIO JIAOOPATOPHBIX pPAadOT oOydaromuiics TOJHKEH
MOBTOPUTh TEOPETUYECKUN MaTepuai, HEOOXOAUMBIN NSl BBINOIHEHUS 33JaHUN M0 TeKyleh
TEME.

JlaGoparopHasi paboTa BBIITOJIHSAETCS KaXXAbIM 00yUYaIOLIUMCS CAMOCTOSITENIbHO, COTTIAaCHO
UH/IMBUYaJIbHOMY 3a/1aHUIO.

OOyuaromuecs, TPOIYCTUBIINE 3aHITHS, BBINONHIIOT JabopaTopHbie pabOTHI BO



BHEYPOUYHOE BPEMHI.

[Tocne BBIMOMHEHUS KaXaA0W Ja0OpaTOpHOW pabOThI OOYYAIOIIMICS JEMOHCTPUPYET
pe3ysbTaT BHIMOJIHEHHS MPENOAaBaTeNio B BUIE OTYETa M0 JabOpaTOPHON paboTe M OTBEYALT HA
Borpockl. [IpenogaBaresns olleHUBaeT pabOTy B COOTBETCTBUH C 3aIaHHBIMU KPUTEPUSMH OIICHKU
1ab0paTOPHBIX padoT.

IpaBuia ogopmiieHus pe3yJbTATOB U OLIEHMBAHMS JIA00PATOPHOIi padoThI

Pe3ynbTaThl BBITOJHEHHOH J1aOOpaTOpHOW pPAabOTBI OQOPMIISIOTCS B COOTBETCTBHH C
TpeOOBaHUSAMH K BHIITOJHEHUIO KOHKPETHOH PaOOTHI.
[IpakTuyeckas paboTa cUMTAETCA BBIOJHEHHOH, ecnu oOyuarommiics HaOpan Oa,
KOTOPBIN COCTaBIISICT MOJIOBUHY MaKCUMAJIBHOTO KOJIMYECTBA OAIIOB.

J1J1s o1leHMBaHKS paOOThI IPUIIATAIOTCS CICAYIONNE KPUTCPHUH.
Oyenxa «omauyHo» — paboTa BHITIOJHEHA B IOJIHOM 00beMe U 0€3 3aMEYaHHIA.
Oyenxa «xopouwioy» — paboTa BBHIIIOJIHEHA MPABUIIBHO C y4€TOM 2-3 HECYIIECTBEHHBIX OMIMOOK,
WCIIPABIICHHBIX CAMOCTOSITEIILHO 110 TPEOOBAHUIO MTPETIOaBATEIIS.
Oyenxa «yoosiremsopumenvro» — padoTa BBIIOJIHEHA IPAaBUIHLHO HE MEHEE YeM Ha IMOJIOBUHY WU
JIOITYIIICHA CYIIECTBEHHAs OITUOKA.
Oyenxa «HeyOdosiemeopumenbHoy — NOMYIIEHbI ABE (U 0oJiee) CYIIECTBEHHbBIE OLIMOKH B XOe
paboThI, KOTOPBIE OOYYAOIINKCS HE MOXET HCIPABUThH JAaXKe 1O TPEOOBAHUIO MPEIO1aBaTes,
WK paboTa HE BBIIIOJHCHA.



IMPUJIO)KEHUE 3

METOJUYECKHUE YKA3AHIA 110 BBIITIOJIHEHWIO BHEAY/IUTOPHBIX
CAMOCTOATEJIBHBIX PABOT

O01mme moJoKeHus

Hacrosmme meroanuyeckue ykazaHUs INpeAHA3HAUYEHBbI Ui OpraHU3allMd BHEAyAUTOPHOMN
CaMOCTOSITENILHON PabOThl OOYYAIOIIMXCS M OKa3aHHS MOMOIIM B CAMOCTOATEIHLHOM H3yUYeHUU
TEOPETUYECKOI0 U peaan3alui KOMIETeHINH 00y4aeMbIX.

JlaHHBIC METOAMYCCKHE YKA3aHUs HE SIBIIIOTCS YUeOHBIM IIOCOOMEM, II03TOMY Mepel HadalioM
BBITIOJTHEHHSI CaMOCTOSITEIBHOTO 3aJaHHsl CJIEIyeT W3Y4UTh COOTBETCTBYIOIIUE pa3/eIibl
JICKIIMOHHBIX 3aHATHH, MaTepualioB 00pa30BaTEIIBHOIO IOpTaja, pa3/iejOB OCHOBHOW H
JOTIOTHUTEIIFHOW JIUTEPaTyphl, MPEACTABICHHBIX B MyHKTE 8. «Y4eOHO-METOIUYEeCKOe U
nH(popManMoOHHOE 00eCTIeYeHUE TUCIMIUIMHBI (Mo TyIis)» ganHou PITJI.

esn 1 32124 CAMOCTOSITEILHOMH PadOThHI

Llenb camMOCTOATENLHOM pabOTBl — COJACHCTBHE ONTHMAJIbHOMY YCBOCHHIO Yy4eOHOTO
MaTepraiga OOYYaIONUMUCS, pPA3BUTHE WX I[I03HABATEIIBHOH aKTHBHOCTH, TOTOBHOCTH U
MOTPeOHOCTH B caMOOOpa30BaHKH.

3amauu caMoOCTOSATEILHOM padoThI:

— TOBBILIEHUE UCXOIHOT'O YPOBHS BIIaJIeHUs HH(POPMALMOHHBIMU TEXHOJIOTHSIMU;
— yrayOsieHue U cucTeMaTH3alys 3HaHui;
— TIOCTaHOBKA M PEIICHHE CTAHJAPTHBIX 3a/1a4 TPOpeCcCCHOHATBHOMN e TeIbHOCTH;
— pasBuTHe pabOTHI C pa3IMYHON 0 00BEMY U BUAY HH(MOpMAIHel, yaeOHON 1 HAyIHOH
JUTEPaTypou;
— IpaKTHUYECKOe MPUMEHEHHUE 3HAaHUM, yMEHMUI;
— CaMOCTOSITEIbHO HCIIOJIb30BAaHUE CTAaHAAPTHBIX IPOTPAMMHBIX CpEACTB cOOpa,
00pabOTKH, XpaHEHUS U 3alUThl HH(OpMALIUN
— Ppa3BUTHE HABBIKOB OPTaHM3AIUU CAMOCTOSTEIFHOTO y4eOHOTO Tpyda W KOHTPOJS 3a
ero 3(peKTUBHOCTBIO.
Bupl BHeayTUTOPHOM caMOoCTOSATENbHON paboThI M (POPMBI KOHTPOJISL ¥ BpEMsI Ha BHITIOJTHEHHE
KaXJIOTO BUJA CAMOCTOSTEIHLHON paboThl yka3zaHbl B MyHKTe 4. «CTpyKTypa U COJAEpKaHUE
JUCHUILIMHBD JaHHOoM PIT/I.

IHopsiaok BHINOJIHEHHUS

[Ipy BBHIMOTHEHMM TEKYIIEH BHEAyIUTOPHON CaMOCTOSTENHFHON pPabOThl 00ydaromeMycs
CIEAyeT NPUAECPKUBATHCS CIEAYIOIIEr0 MOPAIKA JEHCTBUI:

1) BHHMMATENBHO U3YYHTh COOTBETCTBYIOILIHE TCOPETHUSCKHE PA3CIIbl AUCIUILIHHBI, TIOJIB3YSICh

MatepHragamMy (JIEKLIMOHHBIMHU, MPE3€HTAlMOHHBIMHU, ayAHO-BU3yaIbHBIMH):

d) MpeIOoCTaBISIEMBIMH MPEOABATEIIEM HA JICKIIMOHHBIX 3aHSATHSIX;

b) mpenocraBnsieMbIMU MperoaBaTeIeM B paMKax dJIEKTPOHHBIX 00pa30BaTEIbHBIX KYPCOB;

C) conepKalUMHUCS B yueOHHMKAX M yueOHBIX mocoOusx IDBC (3/eKTpOHHO-OMOINOTEYHBIX
CHCTEM), DJIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA U HHTEPHET-PECYPCOB.

2) TloapobHO pa300paTh THIIOBBIE MPHUMEpPHI PEIICHHS 3a]ad, PACCMOTPEHHBIE B paMKax
ayJMTOPHOM KOHTAKTHOM paboThI ¢ IpenojaBaTeseM.

3) IlpuMeHUTH MONyYCHHBIC TEOPETHYCCKUE 3HAHMUSA W TPAKTHYCCKUE HABBIKU K PEIICHHUIO
VHAVBUAYAJIBHBIX 3a/laHUH, K IPOXO0XKIEHUIO0 KOMIIBIOTEPHBIX TECTUPOBAHUM.

4) Tlpu HeoOXOmUMOCTH, CHOPMHUPOBATH TEPEUCHb BOIMPOCOB, BBI3BABIIMX 3aTPYIHCHUS B
npolecce caMoCTOATENbHOM paboTsl. OOCYAUTh BO3HMKILIKE BOIPOCH C OOYYaIOMIMMUCS
Ipynnbl, B paMKax KOMAaHJIHO-TIPOEKTHOW paboThl, M C TMpenojaBaTesieM, B paMKax
KOHCYJIbTAIIMOHHON TTOMOIIH, peaTi30BaHHOM 100 B KOHTAKTHOU (hopme, 1100 cpeicTBaMH
nH(popMalnoHHO-00pa3oBaTenbHOM cpebl BY 3a.



KpuTepun onieHKH BHeayAUTOPHBIX CAMOCTOAITEIbHBIX padoT
KadyecTBO  BBIOMHEHHS BHEAYIUTOPHOH CaMOCTOSITENBHOW  pabOThl  O0ydaromuxcs
OLIEHUBAETCA IOCPEICTBOM TEKYIIEro KOHTPOJS CAMOCTOSITEIbHONH paboThl O0ydaromuxcs ¢
UCTIOJIb30BaHUEM OAJUTBHO-PEHTUHTOBOM CUCTEMBI.

B kauectBe q)OpM TCKYIICTO KOHTPOJI 1O AUCHUIUIMHE HCIIOJIB3YHOTCA: MHAWBUAYAJIbHLIC
3agaHus, ayJUTOPHBIC KOHTPOJIBHBIC pa6OTBI, KOMIIBIOTEPHOE TECTUPOBAHUC.

MaxkcuMalibHO€ KOJIMYECTBO 0ajIIoB 06yqafom1/11710${ ImoJIy4dact, €CJIn:

— BBINOJHSCT WHAMBHIYyalbHbIC 3aJlaHUS B COOTBETCTBHUH CO BCEMH 3asBICHHBIMHU
TpeOOBaHUSIMU;
—  JIaeT NMpaBHIbHBIC (OPMYITHPOBKH, TOYHBIC ONPEACIICHHS, TIOHSATHS TEPMUHOB;
— MOXeET 000CHOBATh PAIMOHAIBHOCTD PEUICHHUs TEKYIIeH 3a1a4i.;
—  00CTOSITETIHHO C IOCTATOYHOH IMOJIHOTOM M3JIaraeT COOTBETCTBYIOIIYIO TEOPETUUCCKUI
pazern,
— TPaBWIBLHO OTBEYACT Ha JIOTIOJHUTEIHHBIC BOIPOCHI IPEIIOAABATENS, HMCIOIINE [EThI0
BBIAICHUTDL CTCIICHb TIOHUMAHUA UM JaHHOI'O MaTCpuraia.
50~85% OoT MakCHUMaIbHOTO KOJMYECTBA OAIIJIOB 00YYAIONIMIACS MOTydaeT, eCIlu:

— HemnoJsHo (He MeHee 70% OT MOJIHOT0), HO MPaBUWJIBHO BBINOJIHEHO 33JJaHUE;

— IpU U3JI0KEHHH OBUIM JOMYIICHBI 1-2 HECYIIECTBEHHbIE OINMOKH, KOTOpBIE OH
UCIIPABIISIET TIOCIIE 3aMEYaHUsI IIPENo/IaBaTeNs;

— JIaeT NpaBUJIbHBIE (OPMYIUPOBKH, TOUHBIC OIPE/ICICHHS, TOHATUS TEPMUHOB;

— MOXeT 00OCHOBAaTh CBOM OTBET, IPUBECTH HEOOXOAUMBIE IPUMEPHI;

— IpaBWJIBHO OTBEYAET Ha JIOIOJHUTEIBHBIC BOIPOCHI IPETIOIaBaTeNsl, HIMEIOIINE LENIBI0
BBIICHUTB CTEIICHb IIOHUMaHHUs UM JJaHHOTO MaTepHaa.

36~50% OT MakCUMaJIbHOTO KOJIMYECTBA 0aJIJIOB 00yYarOIIMIiCs M0Iy4aeT, eCIlu:

HenoyHo (He MeHee 50% OT MOJIHOTO), HO MPABUIIBHO U3JI0KEHO 33/1aHHUE;
IIPU U3JI0KEHUU ObLIa omyIleHa | cyliecTBeHHas omnoKa;
3HACT U ITIOHUMACT OCHOBHBIC ITOJTOXCEHUA )IaHHOI\/JI TEMBbI, HO JOIMYCKA€T HETOYHOCTHU B
(bopMynHUpOBKe MOHATHUH;
— H3JIaraeT BBHIOJHEHHE 33/IaHUs HEIOCTATOYHO JIOTHYHO U TIOCIIEI0BATENBHO;
— 3aTpyJHSETCS IPU OTBETaX Ha BOIPOCHI MPETOAaBATEIS.
35% u MeHee OT MaKCUMaJIbHOTO KOJIMYECTBA 0aJIJIOB 00yJaroIMiics MMOIy4aeT, €Cllu:

— HenoaHo (MeHee 50% OT MOJIHOTr0) U3JI0KEHO 3a/1aHueE;

— TpU H3N0KEHUM ObUIM JOMNYIIEHBl cyllecTBeHHble owmubku. B "0" Oamios
IpernojaBaTelib BIPaBe OLIEHUTH BHIMOJIHEHHOE 00yJarolMMCs 3aJlaHue, €CIM OHO He
YJIOBJIETBOPSIET TPeOOBAHUSAM, YCTAHOBJIEHHBIM MpPENOJABaTeNieM K JIaHHOMY BHUIY
paboThI UM HE OBLIIO MPEICTaBICHO AJI TPOBEPKHU.

CymMMa mojdy4eHHBIX OaUIOB MO BCEM BHUJAaM 3a/laHUil BHEAYAMTOPHOM CaMOCTOSITENbHOU
paboThl COCTaBISIET PEUTHHTOBBIM TOKa3zaTelb oOydaromerocs. PeWTHHroBbIN TOKa3aTelNb
o0yyaromerocsi BJIMSET Ha BbBICTABJICHHWE HTOTOBOW OIIGHKM 10 pe3yiabTaTaM H3y4eHHs
JTUCIUTUIAHBI.

[Toxazarenu M KpUTEpUU OICHUBAHHS MOJYYEHHBIX 3HAHUN TMpEeACTaBIE€Hbl B MyHKTE 7.0)
«O1eHOYHbIE CpeACTBa Il POBEAECHUS TPOMEXYTOUHOH arrecTanun» AaHHou PIT/I.



