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JIHCT ARTY ATTHEAIHHE padotie i IPorpaMMbI
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1 Iles1u ocBOEHUS TN CHMILTHHBI (MOYJI51)

HenssMu oCBOEHUSI JUCHUIUIMHBI «BUpTyalibHBIE CETHU»  SIBJISIOTCS  OBJIAJICHUE
CTyJIEHTaMU HE00XOIUMBIM u JIOCTaTOYHBIM YPOBHEM npohecCuOHATBHBIX,
po(hecCHOHATTLHO-CIICITUATM3UPOBAHHBIX KOMIIETEHIIMI B COOTBETCTBHH C TpPEeOOBAHHSIMH
OI'OC BO mno crnemuansHOocTH «HH(DOpManmonHas 0€30MacHOCTh aBTOMATH3MPOBAHHBIX
CHUCTEM).

CreunanbHBIMU LETSMU JUCIHUILIMHBL «BUpTyanbHbIe CETHY SBIISIOTCS:

- U3y4YCHHUE aPXUTEKTYPhI U HACTPOCK BUPTYaIbHBIX JIOKaNbHbIX ceTeit (VLAN);

- W3Y4YEHHE CTPYKTYphl, MPHUHIMIIOB PabOThI, HACTPOEK BUPTYAIbHBIX YACTHBIX CETH
(VPN) u Texnomoruii Ha ux ocHoBe Site-to-site VPN, FlexVVPN u SSL VPN;

- OCBOEHUE 00JIAYHBIX TEXHOJIOTUI BUPTYaJIbHBIX CETEH.

2 MecTo THCHHUIIMHBI (MOYJIAA) B CTPYKTYpPe 00pa30oBaTe/IbHOI MporpaMMsl

JucuuiuinHa BuprTyanbHble ceTH BXOJUT B BapUaTUBHYIO 4YacTh Y4eOHOro IjIaHa
00pa3oBaTesIbHOI IPOrPaMMBI.

Jns  u3ydeHUs  JUCLUIUIMHBI ~ HEOOXOOUMbI  3HaHUS  (YMEHMs,  BIJIAQJICHUsA),
c(OpMHUPOBAHHBIC B PE3YIIBTATE U3YUCHHSI JUCITUTUTNH/ IPAKTUK:

Opranuzanys 9BM U BEIUNCIUTEIBHBIX CUCTEM

WNudopmaruka

CetH u cucTeMsl nepeiauu HHGopMauu

TexHOI0rns NOCTPOSHUS 3aLIUIICHHBIX PACIIPENAEIECHHBIX TPHIIOKEHUN

[TporpammHO-anmapaTHbIE CpEACTBA OOeceueHnsI HH()OPMAIIMOHHOK 0€30MacHOCTH

WNudopmanronHas 0e301acHOCTh paclpeieleHHbIX HH(POPMAIMOHHBIX CUCTEM

PazpaboTka 1 3KCIuTyaTaIys 3alMIICHHBIX aBTOMAaTH3UPOBAHHBIX CHCTEM

Kpunrorpaduueckue MeToab! 3alIUThl THPOPMALIUU

3HaHus (YMEHHUs, BIaJIeHHs), IOJIYYEeHHbIE MIPU U3YYEHUU AAHHOW TUCLUIUIMHBEI OyayT
HEOOXOUMBI 17151 U3YUEHUSI AUCIUIIIINH/TIPAKTUK:

IIpon3BoacTBEHHAA-TIPEAAUILIOMHAS IPAKTHKA

Hayuno-uccnenosarenbckas pabota

[ToaroroBka K 3aIyTe U 3alUTa BBITYCKHOMN KBaJIM(DUKAIIMOHHOW pabOThI

IToaroroska k caade U ca4ya rocy1apCTBEHHOIO HK3aMeHa

3 Komnerenuun ody4aromierocs, popMupyembie B pe3y/ibTaTe 0CBOCHUS

AUCHUILINHBI (MOAYJIS) ¥ IJIAHUPYeEMble Pe3yJIbTAThl 00yUeHu s

B pesynbraTe OCBOEHMS NUCUUIUIMHBI (MOAyns) «BupTyasibHble ceTn» 00ydaromuiics
JIOJDKEH 0071a/1aTh CIIEAYIOUIMMU KOMITETEHIIUAMU:

CTpyKTypHBIit [Tnanupyemsble pe3ynbTaThl 00y4eHUs
JIEMEHT
KOMIIETEHIIMH

[TK-10 crnocoOHOCTBIO0 MPUMEHSTH 3HAHUS B 00JIACTH JIEKTPOHUKU U CXEMOTEXHUKH,
TEXHOJIOTUI, METOJIOB U SI3BIKOB IIPOTPAMMHUPOBAHMS, TEXHOJIOTHH CBS3U U Mepelaun JaHHBIX
npu pa3paboTKe MPOrpPaMMHO-AIMIAPATHRIX KOMITIOHEHTOB 3allIMIIIEHHBIX aBTOMATH3HPOBAHHBIX
cucteM B chepe mpodeccuoHaTbHON AeSITENFHOCTH




3HaTh

- TunoBkIe CTPYKTYpPhI ¥ IPUHLIUIIBI OPraHU3ALUHA BUPTYAIBbHBIX JTOKAIbHBIX
KOMITBIOTEPHBIX CETEN U BUPTYaJIbHBIX YACTHBIX CETEH, a TaKkKe
CHEIHATM3UPOBAHHBIX BUPTYaJIbHBIX CETEH B 00JIAUHBIX CETEBBIX
CTPYKTYpax;

- [IporpammHo-anmnapaTHsie cpecTBa odecneueHns nHHOpPMaMOHHON
0€30MMaCHOCTH B BUPTYaJIbHBIX JIOKATHHBIX KOMITBIOTEPHBIX CETSIX U
BUPTYaAJIbHBIX YACTHBIX CETAX, & TAKKE CIIELIMAIIU3UPOBAHHBIX BUPTYaIbHBIX
CeTsAX B 00JIAUYHBIX CETEBBIX CTPYKTYypax.

Ymers - Co31aBaTh 3alMIICHHBIE BBIYUCIIUTEIbHBIE CETH C IPUMEHEHUEM
BUPTYyaJIU3aLUU;
- [IpyMeHATh TEXHOJIIOTUHU U CPEICTBA 3aLIUTHI HH(OPMALUK 11
obecriedeHus: 6€30MaCHOCTH HH(POPMALIUY B BBIYUCIUTEIBHBIX CETAX.
Buianers - HaBpikamu pa3paboTKu, JOKYMEHTUPOBAHUS BUPTYAIbHBIX JIOKATBHBIX

ceTel M BUPTYaJIbHBIX YACTHBIX CETEH, a TAK)Ke CICIMaTH3HPOBAHHBIX
BHUPTYaIbHBIX CeTEH B 00JIAUHBIX CETEBBIX CTPYKTYpPAX, C YICTOM
TpeOOBaHUH 10 00ECIICYCHUIO OE30ITaCHOCTH.

I1K-24 ciocob6HOCTBIO 00eceunTh (D PEeKTHBHOE TPUMEHEHHE HHPOPMAITMOHHO-
TEXHOJIOTHYECKHUX PECYPCOB aBTOMATU3MPOBAHHOW CUCTEMBI C YIETOM TpeOOBaHM I
nH(pOpMaIMOHHOM 0€30MMacHOCTH

3HaTh

-MHpopMaIMOHHO-TEXHOJIOTUYECKUE PECYPChl aBTOMATHU3UPOBAHHBIX
CHUCTEM,;

-ba3oBbie mpaBumIIa MOCTPOECHUS BUPTYaIbHBIX CETel AJis o0ecneueHus

3¢ GEKTUBHOIO IPUMEHEHUS MHPOPMALTMOHHO-TEXHOJIOTHUYECKUX PECYPCOB
aBTOMATH3MPOBAHHOM CUCTEMBI C y4eTOM TpeOoBaHM HHPOPMALTMOHHOM
0€30I1aCHOCTH.

YmMmern

-Co3naBaTh BUPTYAJIbHBIE CETH ISl oOecriedeHus 3pPpeKTuBHOTO
IPUMEHEHHs HH(POPMALIMOHHO-TEXHOJIOTHYECKUX PECYPCOB
aBTOMATHU3HPOBAHHOW CUCTEMBI C YUETOM TpeOOBaHUM HH(OPMALIMOHHON
0C30IMacHOCTH;

-Kondurypuposats cereBoe 000py10BaHNE B COOTBETCTBHH C TIPOSKTOM
BUPTYaJIbHBIX ceTeil /i o0ecniedeHus 3pPeKTUBHOIO MPUMEHEHUS
MH(POPMAIIMOHHO-TEXHOJIOTUIECKUX PECYPCOB aBTOMATU3HPOBAHHON
CHCTEMBI C y4eTOM TpeOoBaHUIl MH(OPMAIIMOHHON 0€30MaCHOCTH.

Bnanets

-HaBbixamu HacTpoMKH ceTeBOro 000pyJ0BaHUS C yUeTOM TpeOOBaHUIA
MHGOPMALMOHHOM 6e30MacHOCTH U1 3PHEKTUBHOIO IPUMEHEHUS
MH(POPMAIIMOHHO-TEXHOJIOTHIECKUX PECYPCOB aBTOMATU3HPOBAHHON
CHCTEMBI;

-HaBbikamu pa3BepThIBaHNS BUPTYaJIBHBIX CETEH 111 0OECTICUeHNUS

3¢ HEKTUBHOTO MPUMEHEHUS HHPOPMALTMOHHO-TEXHOJIOTHUYECKUX PECYPCOB
aBTOMATH3MPOBAHHOW CUCTEMBI.

[1CK-7.4 criocoOHOCTBIO MPOBOAUTH YAAJEHHOE aAMUHUCTPHUPOBAHUE ONIEPALIMOHHBIX CUCTEM U
cucteM 0a3 JaHHBIX B pacrpeeeHHbIX HHPOPMAITMOHHBIX CUCTEMAX

3HaTh

-IlocnenoBaTeIbHOCTD U COJIEPIKAHUE ATANOB OCTPOCHUS BUPTYaIbHBIX
JIOKQJIbHBIX CETEeH U BUPTYaIbHBIX YACTHBIX CETEH, a TaKKe
CMELUANTN3UPOBAHHBIX BUPTYAIBHBIX CETE B 00JaUHBIX CETEBBIX
CTPYKTYypax,

-OCHOBBI YJaJICHHOTO aIMUHUCTPUPOBAHUS BUPTYAIbHBIX JIOKATbHBIX
CeTel U BUPTYalIbHBIX YACTHBIX CETEH, a TAK)KE CHEeMATTU3UPOBAHHBIX
BUPTYaJIbHBIX CE€TeH B 00JaYHBIX CETEBBIX CTPYKTYpPAX.




VYmeTb

- Co3maBath U aIMUHHUCTPUPOBATH BUPTYaAJIbHBIE JIOKAJIBHBIE CETH U
BUPTYaJbHbIEC YACTHBIE CETH, a TAK)KE CIELMATIN3UPOBAHHBIE BUPTYaAJIbHbIE
CETH B 00JIAYHBIX CETEBBIX CTPYKTYpaX;

- Peann3oBbIBaTh NOMUTHKY 0€30MaCHOCTH BUPTYaJIbHOMN JIOKAIBHOW CETH U
BUPTYAJIbHOM YaCTHOM CETH, a TAK)Ke CIECHUAIU3UPOBAHHON BUPTYAIbHOM
CETH B 00JIAYHBIX CETEBBIX CTPYKTYpaX;

- [Tonb3oBaTbCst mpodeccuOHANBHBIMU M HECTAaHAAPTHBIMU (B T.4.
COOCTBEHHOM Pa3pabOTKH) CETEBBIMH CPEJICTBAMH BUPTYaAJIbHBIX CETEH IS
oOMeHa TaHHBIMH, B TOM YHUCJIE C UCTIOJIb30BAaHUEM II100aIbHOMN
nHbopMaMOHHON ceTn HTepHeT.

Bnanets

- HaBbikamu obecriedeHust 0€30macHOCTH HHPOPMAITUH C TOMOIIBIO
CTaHJAPTHBIX CETEBBIX CPEACTB 0OOMeHa HH(pOpMAIHel B BUPTYaIbHBIX
JIOKQJIBHBIX CETSIX U BUPTYAIbHBIX YACTHBIX CETAX, a TAKKE
CTECIUAIM3UPOBAHHBIX BUPTYAIBHBIX CETSAX B 00JIaYHBIX CETEBBIX
CTPYKTypax;

- HaBbikamu dKCIUTyaTanuy ¥ aJIMAHUCTPUPOBAHUS (B YaCTH, KaCAIOIICHCS
pasrpaHUYeHUS TOCTYIIA, AaBTOPHU3AINH, ayTCHTU(DHUKAIINK U ayIUTa),
BUPTYaJIbHBIX JIOKAJIBHBIX CETEH U BUPTYAIbHBIX YACTHBIX CETCH, a TAKKE
CHCIIMATM3UPOBAHHBIX BUPTYATBHBIX CETCH B 00JIAYHBIX CETEBBIX
CTPYKTYpax, C y4eTOM TPeOOBaHUH 10 00eCIIeUeHU0 NHPOPMAITMOHHON
0€30MaCHOCTH.




4. CTpyKTypa, 00bEéM U coaep:KkaHue TUCHUIIMHBI (MOAYJISA)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTAaBIsieT 3 3a4eTHBIX enuuuil 108 akaa. gacoB, B TOM

YUCJIC:

— KOHTaKkTHas padora — 73,9 akaj. 4acos:
— ayIUTOpHas — 72 aKaJ. 4acos;

— BHeaynuTopHas — 1,9 akan. yacoB

— caMocTosTenbHas padora — 34,1 aka. 4yacos;

®dopma aTTecTaluy - 3a4€T C OLEHKOMN

AynutopHast ) s
o | KOHTaKTHas pabora E 3 ®dopma TeKyILero
= g X Bu KOHTPOJIS
Paznen/ Tema 3 (B axaz. Hacax) E B A . P Kon
S 3 ©|caMOCTOSATENIFHOM |  yCcIIeBaeMOCTH U
JIACIMTUTHHBI 5 [ . | kommereHIMM
O 2 £ paboThI TIPOMEKYTOUHOM
Tex. mab. | MpaKT. z S aTTecTalyy
3aH. | 3aH. (O &
1. BupryambHble JIOKaJdbHbIC
cerr (VLAN).
CamocrosrenpHast
pabora c
11 Turs VLAN, HWHTEpPHET- [IpakTnueckas
CErMEHTAITHS VLAN. UCTOYHUKaMK U |pabora «IlocTpoeHue ITK-10
rOJIOCOBBIE VLAN. yueOHo- OJIHOYPOBHEBOU '
2 2/21 2 . [1K-24,
Ionstue Tpanka. CraHmapT METOIUYECKOH JIBC ¢ VLAN na MICK-7.4
802.1q. Taruposanue JIUTEPATypOil. 71a60paTOpHOM '
Ethernet. IToaroroBka k CTEHIIE»
MPaKTUYECKOMY
3aHATHIO
CamocrosiTenbHas
paora ¢ [IpakTnueckas
1.2 Hacrpoiika VLAN Ha HWHTEPHET- P pabota
KOMMYTAaTopax. HUCTOYHHUKAMH H
Kom (bi,ITr If R GHO- «Opranuzanus [K-10,
YPHp 9 2 2/21 2 ya . MarucTpajbHOTO I1K-24,
TPaHKOBBIX MOpTOB. [lomck METOANYECKOM
. . COEJIMHEHUs ITPU TICK-7.4
HEHCTIPaBHOCTEH pu JUTEPATYPO. HOMOLLIH TPAHKOBBIX
ucnonszoBanuu VLAN. IToaroroBka k P
MIOPTOBY
MIPaKTHYECKOMY
3aHATHIO
1.3 Mogenn CamocrosTeabHas
Router-on-a-Stick " pabora ¢
MHOTOYPOBHEBOH WHTEPHET-
KOMM YF; 1707 HCTquEKaMH u Tpaxriaccras
KOH(b}Ig" LIa .1/151 eOHo- padora IR-10,
MapIr yE?,: uu MeX 2 221 2 MCT}:)II NYEeCKON «Opranusanus IK-24,
PIHIPYTH3AI y A o MapIIpyTU3aluu TICK-7.4
VLAN. ITouck JTUTEePaTypOH.
. mexny VLAN»
HEHCIPABHOCTEH B IMonroroBka k
MapIIpyTH3aLuH MEXKITY MIPaKTHYECKOMY
VLAN. 3aHSTHIO
Hroro no pazaeny 6 6/611 6

2. BupryanpHble 4YacTHBIE CETH

(VPN). Ceresbie

TEXHOJIOT'HH

Site-to-site VPN, FlexVPN nu

SSL  VPN.
HCIIOJIb-30BAHHUEC
AnyConnect VPN.

Hactpoiika

u

Cisco




2.1 Bamaun

VPN-texnonoruii. 3ammra Camoctosrenpias
or ——— [ pabora ¢
WAN-coennaennit u VIHTCPHET IR-10,
A . 2/11 HUCTOYHUKAMU U VYerHBI onpoc I1K-24,
6e30MacHOCTb  YAAIEHHOTO
yueOHo- TICK-7.4
JIoCTyTa. OcHoBHbIE .
METOIUYECKO
KOMITOHEHTBI SHTepaTypoii
VPN-TexHomorum.
CamocrosrenbHas
pabota c
WHTEPHET-
[IpakTnueckas
2.2 TIporokonsl  pabOThI HUCTOYHUKAMH U aGora ITK-10
VPN: GRE, PPTP, L2TP, yae6HO- p ’
2/11 . «Pa3BepThIBaHUE U T1K-24,
PPPoE. Kondurypuposanue METOIMYECKOM
. KOH(UTypUpOBaHUE IICK-7.4
COC/TMHEHUS JIUTEPATYpPOil.
PPTP-ceprepay
IToxroroBka k
MIPaKTHYECKOMY
3aHATHUIO
CamocrosrenpHast
padora ¢ [IpakTnueckas
2.3 TIIportokon ISAKMP. HWHTEpPHET- P
pabota «IlocTpoeHue
Texnonorus IPSec, HUCTOYHUKAMU U
VPN-coenuHenus Ha [K-10,
CormectHast pabota IPSEC yueOHO-
" NAT TpansutHas 2/1u METOIMYECKOI base npotokoa IK-24,
' . IPSEC Ha 0aze TICK-7.4
nepenada  MIM(PPOBAHHOTO JIUTEPATYPOi.
Tpaduka TToaroroBska k MapIIpyTH3aTopoB
p : CISCO»
NPaKTUIECKOMY
3aHATHIO
CamocrosrenpHast
pabora c
24 Dynamic VPN, HWHTEpPHET- [IpakTnueckas
KOH(MUTYpHUPOBaHUE HUCTOYHHUKAMH H pabota
® I1K-10,
(GYyHKIMH — JTMHAMHYECKOTO yueOHO- «Koupurypupopanue
2/11 N [1K-24,
VPN-koHIIEHTpaTopa. METOANYECKOM VPN Ha 6aze MICK-7.4
Kondwurypuposanue JUTEPATYPO. MapIIpyTU3aTOPOB '
cepsuca DynDNS. IonroroBka k CISCO»
MIPaKTHYECKOMY
3aHATHIO
CamocrosiTenbpHas
25 Kondurypuposanue pabora ¢
KIIaCCHYECKOTO WHTEPHET- IMpakTHueckas
TYHHCJIBHOT'O COCOUHCHUSA HUCTOYHHUKAMHU U pa60Ta
IK-10,
Ut 00BeTMHEHHsT O(UCHBIX yueOHO- «Kondurypuposanne
o N 2/21 . I1K-24,
cereil. PazséprhIBanue METOJUYECKOH VPN Ha 6aze
. . IICK-7.4
DMVPN Ha ycTtpoiicTBax ¢ TUTEPaTypOH. MapuIpyTU3aTOPOB
Cisco 10S. IPSec VPN ¢ IonroroBka k CISCO»
ucnoip3oBanueM SDM. MIPaKTHYECKOMY
3aHATHIO
CamocrosrenbHast
2.6 Texuomorus FlexVPN. paora ¢
HUHTEPHET- IIpakTnueckas
OCHOBHBIE IPEUMYILECTBA U
WUCTOYHHUKAMH H pabota
BO3MOXXHOCTH  T€XHOJIOTHH qeBHO- R L— IK-10,
FlexVPN.. 211 Y N TTK-24,
METOANYECKOM VPN Ha 6aze
IlenTpamu3oBaHHOE o IICK-7.4
KOH(UTYPHPOBAHHE JUTEPATYPOi. MapIIpyTU3aTOPOB
IMonroroBka k CISCO»
Y3JI0B-Y4aCTHUKOB.
MIPaKTHYECKOMY

3aHATHIO




2.7 Texnonorust SSL VPN. CamocTosiTenbHas
I'pynmoBsie TIOJTUTHKA paboTta ¢
SSL-xmmentoB  Ha  Cisco HHTEPHET-
ASA wu connection profiles. HCTOYHHKAMH U ITpakriyeckas TK-10
Hacrpoiika SSL VPN Ha 5 21U 5 yueOHo- pabota «Hactpotika TK-2 4’
Cisco ASA. meroaunueckoil | SSL VPN ma CISCO TCK-7 '4
AyrenTudukanus uepes nmutepatypoi.Ilon ASA» '
BHemHU  AAA-cepBep TOTOBKa K
UCIIOJIb30BaHUE MIPaKTHYECKOMY
nokansHoro/BHentHero CA 3aHATUIO
CamocrosrenpHast
2.8 Hacrpotiika u pabota ¢
HCIIOJIb30BaHUE Cisco HHTEPHET- Mpakeckas
AnyConnect VPN. HUCTOYHUKAMH U P
MoHuTopHHT paBoTH yaeGHo- paboTa «YnpaBieHue ITK-10,
2 2/21 2 N CISCO ASA mpu [1K-24,
AnyConnect VPN. METOAUYECKOH oo CISCO [ICK-7.4
Hactpoiika crienuduueckux JTUTEPaATYPOH. AHSIDM» '
ACTICKTOB paboTh IoaroToBka K
AnyConnect VPN. MIPAKTHIECKOMY
3aHSITHIO
HWroro no pazneny 16 16/101| 16
3. OOnavyHple  TEXHOJOTHH
BUPTYAJIbHBIX CETEH.
3.1 XapaKkTepuCTHKH CaMO(;T(S(ZITT;JC]LHaH
anmapaTHO-TIPOrPAMMHBIX I/IIiITe et
wiathopM  BUPTYaTH3aLHN p
HUCTOYHHUKAMH H
A TIOCTPOCHITA eOHO- Kommeroreproe IIK-10,
BUPTYaJIbHBIX ceTeil. 2 3/11 | 2,1 ya N P [1K-24,
Xa 6 METOMYECKON TECTUPOBAHUE [ICK-7 4
PaAKTEPUCTUKH OOJIAYHBIX JTepaTypoli .
MpoBaliepoB IS §
IloaroroBka k
MOCTPOCHUSI  BHPTYalbHBIX
nacppactpyKryp 1aas KOMITBIOTEPHOMY
TECTUPOBAHUIO
CamocrosiTenbHas
pabora c
3.2 Tloctpoenue B oOnake HHTepHeT
. HUCTOYHHUKAMHU U
M30JINPOBAHHOMN GHo- KOMIBIOTEDHOE I1K-10,
BUPTYaIbHON MOJCETH MAJIs 4 3/11 2 i . P [1K-24,
METOMIECKON TECTUPOBaHUE
CBSI3U MEeXITy TePaTYDOi TICK-7.4
BHUPTYalbHBIMU MALIUHAMMU. PaTypOLL.
IToaroroBka k
KOMITBIOTEPHOMY
TECTUPOBAHUIO
3.3 Peammzaumm  ciayx0 CaMo‘;%zﬂ;eszaﬂ
DNS, WINS, DHCP, NAT & .
BUPTYaJbHOU CeTeBoi p
HUCTOYHHUKAMH H
cpene. Cosnarme 4eOHO- KommerotrepHoe IK-10,
BUPTYAJILHEIX 2 2/n 2 MeT};) MIECKON TECTH OBaII){I/Ie 1K-24,
Web-cepepoB B oGnake, J'II/ITGHaT oif p TICK-7.4
OanaHcupoBKa CEeTeBOM PATYPOH.
IToaroroBka k
Harpy3kn B o0nake Ui COMIBIOTCDHOM
BeO-cepeepos (NLB). pHoMy
TECTHPOBAHUIO
CamocTosTenbHast
pabora ¢
3.4 Peammzanun ceTeBOH HHTCpHET"
WUCTOYHHUKAMH H
OesomacHocTH B OOnake 46O KOMIBIOTEDHO I1K-10,
VMware vShield, Cisco 2 2/11 2 MET}:) HeCKOI recTH OBaII){He I1K-24,
Adaptive Security HI/ITC?)aTypOﬁ p ICK-7.4
Appliance (ASA). ToxroTosxa K
KOMITBIOTEPHOMY

TECTUPOBAHUIO




CaMocrosTenbHas

pabota ¢
HHTEPHET-

35 Coznanne HUCTOYHHUKAMH H IK-10
VPN-cepBepoB VISt 5 21U 5 yueOHo- ) Kommnbrotreproe TK-24.
BUPTYaAJbHBIX YaCTHBIX METOIUYECKOM TECTUPOBAHUE [ICK-7 4
cerell B oOaxe. JUTEPaTypOil. '

IToxroroBka k

KOMITBIOTEPHOMY

TECTUPOBAHUIO

36 O6aunas cpea CamocrosrenpHast
pabota ¢
nepenaun  jgaHHeix  Data e
Center Bridging (DCB), P
> HUCTOYHHUKAMH H IMpakTuveckas

PaACIIMPEHHBIH  MPOTOKOJI 6HO- paboTa ITK-10,
xSTP, wMeron mepenayu 2 2/11 2 ya . I1K-24,

Meronuueckoil | «Opranuzanus JIBC
Tpadyka CETH XpaHEHUs HTEDATVDOM ¢ VLAN IICK-7.4
manueix Fibre Channel mo o rI:)To};Izca K
CeTH Ethernet. FCoE 5

MIPaKTHIECKOMY
TEXHOJIOTHS

3aHSITHIO

Wroro no pasneny 14 14/611 | 12,1
HWroro 3a cemectp 36 36/2211 | 34,1 320
Hroro no aucnumnnuae 36 36/2211| 34,1 3a4eT ¢ OLIEHKOHN IK-10,IK-

24,TICK-7.4




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

JIns  peanusany  TPETyCMOTPEHHBIX BHUIOB y4eOHOH pabOTBl B KadecTBe
00pa3oBaTeNbHBIX TEXHOJOI'MH B NpPENOJaBaHUHM JUCHUIUIMHBI «BuUpTyanbHble ceTh»
UCTIOJNIB3YIOTCS TPAIUIIMOHHAS X MOYJIbHO-KOMIICTEHTHOCTHASI TEXHOJIOTHH.

Peanu3anus KOMIETEHTHOCTHOTO TIOAX0a MPEIyCMaTPUBACT MCIIOIb30BAHKHE B y4COHOM
npolecce AaKTUBHBIX M HWHTEPAKTHBHBIX (OpM MpOBEICHMS 3aHATHH B COYECTAHHU C
BHEAYIUTOPHOU pabOTOi C LENbI0 POPMUPOBAHUS U Pa3BUTHS MPO(ECCHOHAIBLHBIX HABBIKOB
oOydJaronuxcs.

[lpu mnpoBeneHNH y4eOHBIX 3aHATUI IpeNoJaBaTellb OOECIICYMBACT PAa3BUTUE Y
00yJaromMXCsl HAaBBIKOB KOMAaHIHOH pabOThl, MEKINYHOCTHOH KOMMYHUKAIMU, MPHHSATHS
PCLICHUH, JINIEPCKUX KAYECTB MOCPEICTBOM MPOBEICHHUS MHTEPAKTHBHBIX JICKIUH, TPYIIIOBBIX
IMCKYCCUH, PpONEBBIX WIp, TPEHWHIOB, AaHaJIM3a CHTyallMid , Yydera OCOOCHHOCTEH
npodecCHOHATBLHOM JesITeTbHOCTH BBIITYCKHUKOB U MOTpeOHOCTEN paboToaaTerneil.

6 YueOHO-MeTOIMYeCKOE 00ecneyeHue CaMOCTOSITeIbHON padoThl 00y4arouXcst

[To nucnunuune «BupTyallbHbIE CETU» NIPEAYCMOTPEHA AYAUTOPHAS U BHEAYIUTOPHAs
caMOoCTOsTeNIbHas paboTa 00ydJaroLIMXCs.

AynuropHas caMocTosiTelIbHas paboTa OO0y4aromMXcs MPEANonaraeT BbINOJIHEHNE
KOHTPOJIbHBIX 33J]a4 Ha MPAKTUYECKUX 3aHATHSX.

AynuropHas caMocTosTeldbHas padoTa oOy4aromuxcs Ha MPAKTUYECKUX 3aHATHUSIX
OCYILECTBIISICTCS 1O/ KOHTPOJIEM IMpernojaBareis B BHJE BBINOJHEHHUs J1aOOpaTOpHBIX padoT,
KOTOpBIE ONPEEIIAET IpenoaaBareib A 00y4aroerocs.

BaeaynuropHas camocTosTeNnbHas paboTa oOy4yaroIIMXCsl OCYIIECTBISIETCS B BHJE
U3yUYEHHsI TUTEPATYPHI IO COOTBETCTBYIOLIEMY pa3zielly ¢ MpopadOTKOI MaTepraia; BHIIOTHEHHUS
JIOMAIIHUX 3aJaHuM, TOATOTOBKU K ayAMTOPHBIM KOHTPOJIbHBIM paboTaM M BBIIOJHEHUS
JIOMAIITHUX 3a/IaHUuM C KOHCYJIbTAllMsIMU IIPETIOAaBaTEs.

Ilpumepnuvie 3a0anua u 6onpocel no memam:

1. AHTUBHpYCHAas 3alIUTa B BBIYUCIUTEIbHON CETH.

2. IlporpammHoe oOecrieueHue, MpegHa3HaAu€HHOE Ul TMOMCKA W aHalK3a YS3BMMOCTEH B
cetsix OBM.

3. Buptyanbnbeie uyactablie cetu (VPN). Buprtyanbhble 3amuiienssle cetu. [Tpuniums
MOCTPOEHHUS, UCIOJIb30BaHUE TexHOoJoruu VPN B KOHTEKCTE MOCTpOeHus 6e30macHOM
BBIUNCIIUTEIBHOMN CETH.

4. becnpoBoanblie ceT. OCHOBHBIE IPUHIUIIBI pa0OThI, OCHOBHBIE YA3BUMOCTH M METO]IbI UX

yCTpaHEHHUS.
[Tporoxon VTP. Kakue cymiecTBytoT pexuMbl padboThl mpotokosna VTP?
Kak nactpouts VTP npotokon Ha kommyrarope? JloctonHcrBa npotokona VTP.
Kakue moryT ObITh HeucnipaBHocTH Ipu HacTpoiike VLAN? Kak ux nckarp?
Ha3nauenne u npuHIun paboThl JAMHAMHYECKOTO MPOTOKOJN HMHUIMAIM3ALMU TPaHKa
(DTP)
9. OmmmmTte apxurekTypy Router-on-a-Stick
10. FlexVPN TexHonorus coenunenus ceteir. Haznauenne nmporokosna IKEv2
11. PPTP, L2TP, PPPOE coenuHeHNs 1 UX OTINYHA.
12. HaGop mpoToKoJIOB Ui OOECTedYeHusl 3aIIUThl JAHHBIX IepelaBaeéMbIX MO CETEBOMY

IIPOTOKOJTY B BUPTYaJIbHBIX YacTHBIX ceTsx(IPSec)

13. CoBmectnas padora [PSec u NAT. OcHoBHBIE MPOOIEMBI IPH HACTPOUKE.

14. Mexanusmsl ayreHTudukanus 1ist VPN

15. ESP, AH npoTOKOJIbI U MX OTJIHYHSL.

16. BBITIOJTHUTE HACTPOHKY CETEeBOro 00OpyAOBaHHS (KOMMYTaTOp, MaplIpyTH3aTop,

CeXKCETeBOM DHKpaH) JUId TOCTPOCHHUS pa3pabOTAaHHOM TOIOJIOTUM CETH CcoOoaas

TpeOoBaHUS MO 3a1uTe UHpOpMALINY;

NGO



17. 2.PeannzoBaTh pa3pabOTaHHYIO MOJHUTHUKY CETeBOW O€30MacHOCTH IMPH HACTPOUKE H
KOH(DHUTYpUPOBAHUIO CETEBOTO 000PYAOBAHUSI.
18. 3. Pa3zpaboTare JOKyMEHTAIUsi O MEPEBOAE HMCXOAHOTO COCTOSHHUSI CETH B TEKyIlee B
COOTBETCTBUU C IOCTABJICHHOM 3a1aueit
IIpakTnyeckas padora «OpraHu3anuss MarucCTpaJbHOIO COEIMHEHUS MpPU IOMOIIU
TPAHKOBBIX MIOPTOBY»
BrinosHuTs:
1. ITocTpoenue ceTu U HacTPOIKa Oa30BBIX MAPAMETPOB YCTPOUCTBA
2. Co3piaHue BUPTYaJIbHBIX JIOKAJIBHBIX CETEW U Ha3HAYEHHE [TOPTOB KOMMYTaTOpa
3. [Tognepxka HaznadeHust moptoB VLAN u 6a3bl qanasix VLAN
4. Kondurypauus TpaHkoBoro kanaia crangapta 8§02.1Q mMexay KoMMyTaTopamu
IIpakTuyeckasi padora «Iloctpoenne VPN-coennnenus Ha 6a3e nporokona IPSEC Ha
6a3ze mapmpyruzatopo CISCO»
BoInonHuTs:
1. IlocTpoenue ceTu 1 HaCTpOKa 6a30BBIX APAMETPOB YCTPOHCTBA
2. Kondurypanuto ASA. Hactpoiika unrepdeiicoB. Hactpoiika nomutuku
3. Hacrpoiiky nnTepdeiica komanoii cTpoku Mapupyrtuzaropa [0S

7 OueHOYHBIE CPeACTBA /1Jisl IPOBeeHHs POMEKYTOUHOI aTTecTAlMI

a) Ilnanupyemuie pe3ynomamot 00yuenus u o4eHOUHbIE CPEOCHEa 01 NPOEEOCHUA
NPOMEINCYMOUHOT ammecmayuu:

M DJIeMeHT

CTpyKTYpHBI
KOMIIETEeHIIH

IInanmpyemble pe3yJbTaThl
o0yueHust

OueHoYHbIE cpeacrea

IK-10 crioco0HOCTHI0 NPUMEHSATH 3HAHUS B 00/1aCTH 3JIeKTPOHUKHU M CXeMOTEeXHUKHU, TEXHOJIOT Ui,
MeTO/10B H SI3bIKOB IPOrPaMMMPOBAHMS, TEXHOJIOTHI CBSI3M U NepeJayM JaHHbIX NPU pa3paldoTke
NMPOrpaMMHO-aNMAPATHLIX KOMIIOHEHTOB 3alIMIIEHHBIX ABTOMATH3HPOBAHHBIX cHCTeM B cepe
Nnpo¢ecCHOHAIBHOI [1esITeJIbHOCTH

3HATH

- TwumoBsle
MIPUHIIATIBI

CTPYKTYpHl U
OpraHu3alyu

BUPTYyaJIbHBIX JIOKaJIbHBIX
KOMITbIOTEPHBIX cereit u
BUPTYaJbHBIX YaCTHBIX CETEH, a
TaKkKe  CHENHUATU3UPOBAHHBIX
BUPTYaJbHBIX CETEH B 00JauHBIX
CETEBBIX CTPYKTYpax.

- [IporpammHo-anmapaTHele
CpeacTBa obecrieueHus
WHPOPMALUOHHON
0e30MmacHOCTH B BHPTYAJIbHBIX
JIOKaJIbHBIX KOMITBIOTEPHBIX
CeTAX W BUPTYAJIbHBIX YaCTHBIX
CeTsXx, a TaKxe
CHEeHATN3UPOBAHHBIX
BUPTYaJIbHBIX CETSAX B 00JaUHBIX
CEeTEBBIX CTPYKTYpax

Ilepeuens BONpoCoOB:

1. {ns gero nyx)Hbl VLAN cetn? XapakTepuUCTHKH U
0COOEHHOCTH TAKHX CETEH.

2. TpaHkoBOe COEIMHEHHE BBIMOJHSIET KaKylo POJIb U
KaKOH TPOTOKOJN TETUPYeT MaKeThl Uil 3TOro
coeTuHeHNs?

3. Ilporoxon VTP. Kakue cymecTByIOT pEKUMBI
paboTsr ipoTokona VIP?

4. Kak nHactpouts VTP mporokon Ha xommyTtarope?
Hocrouncrea nporokona VTP.

5. Kakue MoryT ObITh HEHCTIPAaBHOCTH IIPH HACTPOUKE
VLAN? Kax ux uckats?

6. Haznauenvie n mpuHIMI pabOThl TUHAMUYECKOTO
MPOTOKOJ MHUIMaIu3auuu Tpanka (DTP)

7. Onwmmmwmre apxutekrypy Router-on-a-Stick
8. FlexVPN TexHOmOrus COEIUHEHUS
Haznauenne nportoxona IKEv2

9. PPTP, L2TP, PPPoE coenuHenus u ux OTINYHS.

10. HaGop mpoTOKOJOB Il OOCCIIECYECHHS 3alUTHI
JAHHBIX TIEPEIaBaeMbIX IO CETEBOMY MPOTOKOIY B
BUPTYyaJbHBIX YacTHBIX ceTsx(IPSec)

11. CoBmectnas pabora IPSec u NAT. OcHoBHBIC
Ipo0GJIEMBI TP HACTPOMKE.

12. Mexanu3mbl ayteHTHuKamms s VPN

ceTel.




13. ESP, AH npoTOKOJIbI ¥ UX OTINYHA.
14. JTunamudaeckuid u cratnyeckuii VTI. OcHOBHEIE
HACTPOWKH MapaMeTPOB.
15. Kak padoraer GRE u NHRP?
16. HazoBuTe ocHOBHEIE 3Tamnbl HacTpoku SSL VPN
IUIsl YOAJICHHOTO MOJKITIOUCHHUS.
17. HasHauenne u mpuHOUN PabOTHl MEKCETEBOTO
9KpaHa B BUPTYaJbHbBIX YaCTHBIX CETSX
Ymeth - CozpgaBatp  3amumieHHbsie | 1. Bremomaute mombop cereBoro 000pymOBaHUS
BBIUUCIUTEIbHBIE  CETEH  C | UCXOHS U3 €ro pabouyMx XapakTEPUCTUK WU HAINYMSA
MPUMEHEHUEM BUPTYalHM3alli; | CPeACTB obecreueHus 0e30macHOCTH WHPOPMALUHN B
- IlpumeHATh TEXHOJOIMHM M | BBIYMCIHUTENIBHBIX CETSIX;
cpencTsa 3ammThl HHGOopManuu | 2. Pa3paboTaTh TOMONOTHIO BBIYHCIUTEIHHONW CETH
Ui obecriedueHnst 0e30MacHOCTH | COTJIaCHO — MOCTaBJIGHHOW — 3ajade,  ONpeleTUThb
HHPOpPMAaLTUH B | (pakTOpBl puCKa ¢ TOYKU 3peHHs HH(POPMAIMOHHOM
BBIYUCIIUTEIbHBIX CETSIX. 0e30macHOCTH B pa3pabOTaHHON ceTy;
3. Pazpaboratsb TIOJIUTUKY ayTeHTU(UKAH
IIOJIB30BATENEH CHENUANIU3UPOBAHHBIX BHUPTYaJbHBIX
ceTell B 00JaYHBIX CETEBBIX CTPYKTYpax
4. TIlpomsBectn koH(purypupoBanne SSL  ams
BUPTYAJbHBIX JIOKAJIBHBIX CETEM U BUPTYaIbHBIX
YAaCTHBIX CETEH COMIACHO MTOCTABICHHOM 3a/1aue
Baaners |-  HaBbikamm  paspabotku, | 1. BbImoaHMTH HAcTpoiKy ceTeBOro o0OpyIOBaHUS
BHEJIPEHUSA U | (KOMMyTaTop, MapIIpyTH3aTOp, CEXKCETEBON 3SKpaH)
JIOKYMEHTHPOBaHHUS IUIL TIOCTPOCHUSI pa3pabOTaHHOH TOIMOJIOTUH CETH
BUPTYaJbHBIX JOKAIBHBIX CeTeil | cobmoaas TpeOoBaHMS O 3aIUTe HHPOPMALIH;
Y BUPTYaJIbHBIX YaCTHBIX ceTel, | 2.Peanmn3oBaTh pa3paboTaHHYIO TOJIUTHKY CETEBOM
a TaKkKe CIENUaTU3UPOBAHHBIX | OE30MACHOCTH TPU HACTPOMKE M KOH(PUTYPHUPOBAHUIO
BUPTYaJbHBIX CETEHl B 00JaUHBIX | CETEBOTO 000PYJOBaHUS.
CEeTEBBIX CTPYKTypax, ¢ yderoM | 3. PazpaboraTh JOKyMEHTalMs O IEPEBOAE UCXOTHOTO
TpeOOBaHUI 1O OOECIEYEeHUIO | COCTOSIHUSL CETH B TEKylllee B COOTBETCTBHU C
0e30macHOCTH. IIOCTaBJIEHHOM 3a1auei
4. PazpaboraTh AOKYMEHTALWIO O BHEIPEHHUH
CIICLMAJIM3UPOBAHHBIX  BHUPTYAJIBHBIX  CETE B
KOPIIOPATUBHYIO CETh MPEAIIPUATHS
5. PazpaboraTh >XypHajd HacTpOEK JUIl 3aJaHHBIX
BUPTYaJbHBIX JIOKAJBHBIX CE€TE€Hl W BHUPTyaJbHBIX
YHYaCTHBIX CeTeﬁ, a TaKXKe ClICHHAIN3NPOBAHHBIX
BUPTYaJIbHBIX CETEH B 00JAUHBIX CETEBBIX CTPYKTYpax,
¢ yueToM TpeboBaHuii o 00ecTIeueHUI0 Oe301MacHOCTH.
IIK-24  cnocoOHocThI0  O0ecmeyuTh  3((dexTHBHOE  NpUMeHeHHe  MHGOPMANMOHHO-
TEXHOJIOTHYECKUX PecypcoB aBTOMATH3MPOBAHHON CHCTEeMBbI € Y4eTOM TpeOoBaHMil

HHGOpPMALMOHHOI 0€30aCHOCTH

3HaTh

-MHdopMaiioHHO-TEXHOIOT

HYECKHUE pecypchl
ABTOMATU3HPOBAHHBIX
CHCTEM

-ba3oBrie MpaBuIIa
HOCTpO@HI/IH BHpTyaHBHBIX
cereii miga  oOecmeueHus

3¢ PEeKTUBHOTO TPUMEHEHUS
MH(OPMAIIMOHHO-TEXHOJIOTH

YEeCKUX pecypcoB
aBTOMATHU3UPOBAHHOU
CHUCTEMBI C YU4E€TOM
TpeboBaHui

IIepedyens BOpPOCOB:
1. MupopMallMOHHO-TEXHOIOTUYECKUE PECYPCHI
aBTOMATU3UpOBaHHbIX  cucreM. CoctaB U
Ha3HAYEHHUE.
2. VYsa3BUMOCTH HH(OPMALMOHHO-TEXHOJIOTHYECKUX
peCypcoB aBTOMaTU3UPOBAHHBIX CUCTEM
3. M opmMainoHHO-KOMMYHUKAITMOHHBIE TEXHOIOTUU
B WH(POPMAIMOHHO-TEXHOJIOTHYECKHUE PECypChl
AaBTOMATHU3MPOBAaHHBIX cucteM. (ObecreyeHne
TpeboBaHMil HHGOPMAITMOHHON OE30MTaCHOCTH.
4. Ilpotokon  3aronmoBka  umeHTH(ukanuum  AH.
ObecnieueHre LENOCTHOCTH — 3alUIIEHHOM YacTu
MaKeTa JaHHBIX
5. MHKancymupyomui mpoTokon 0e3omacHocTi ESP.




nH(pOpPMAITMOHHOM
0e30MmacHOCTH

Pexxum TpaHCTIOpTa M MHKATICYJISIIUN

6. IKE mporokon. OOMEH KIOYaMH MEXIY Yy3JaMHu
VPN

7. Crnoco0 MACHTU(DUKAIMKM Y3714 B BHUPTYaIbHBIX
YaCTHBIX CETAX

8. Opranmzaruss VPN-TyHHens u ero mudpoBaHue

9. Kpunrorpaduueckue KapThl OOIIEAOCTYITHBIX
uHTEpQEHcoB

10. Opranuszanus paboThl AuHaMu4Yeckoro VPN
cepBepa

11. TIpumeHeHre BUPTYATH3AIMH B YACTHBIX CETAX JIIS
obecrieueHusT 3arUThl HHPOPMAIUA OTPaHHYECHHOTO
JOCTyTa

12. Kakue IeiCTBUS 110 YMOIYaHHIO OCYIICCTBIISIOTCS
MEKCETEBBIM JKPaHOM B OTHONICHWU Tpaduka JUis
obecrieueHusT 3aUThl HHPOPMAIUA OTPaHHYECHHOTO
nmoctyma?

13. KiroueBble acneKThl MOCTPOCHUS] HAbopa MpaBHII
MEKCETEBOTO SKpaHa

14. Cucrema oOHapyXeHHsS | TPEAOTBPAIICHUS
Bropxenuii IDS/IPS.

15. OcHOBHBIC BapHaHThl OPraHU3alUH BUPTYAIbHBIX
YaCTHBIX CETeH

16. ITpoTokob! (HOPMUPOBAHUS KAHAJIOB JIJISl  3aIMTHI
WHPOPMAIIMK OTPAHUYCHHOTO JIOCTYIA MepeaaBacMon
O CeTH

17. CorytacoBaHue mapaMeTpoB 3alUIICHHBIX KaHAJIOB
U pacrpeieNieHie Kpunrorpaguyeckux Kioue

Ymerb - CosznmaBarh BupTyaibHble | 1.BeimonHuTs KOH(UTYpHPOBaHUE VPN
ceTh  ans  oOecredeHus | KOHIeHTpatopa uia oOecrniedyeHHus 3((HEKTUBHOTO
5(p(EeKTUBHOrO TpHMEHEeHUs | IPUMEHEHH HH()OPMALMOHHO-TEXHOJIOTUYECKUX
UH(OPMAIIMOHHO-TEXHOJIOTH | PECYPCOB  aBTOMaTH3MPOBAHHOM  CHCTEMBI  C
YEeCKUX pecypcoB | Y4eTOM TpeGoBaHuU UHPOPMALMOHHON
ABTOMATU3UPOBAHHOMN 0€301acHOCTH
CUCTEMBI C YIETOM 2.0npenenuts HacTpoiiku ACL B cooTBeTCTBHH C
TpeGoBaHHuii MOCTABJICHHOM 3a/1aueil I BUPTYaJIbHBIX JIOKAJIbHBIX
MHOPMALMOHHOI KOMITBIOTEPHBIX CeTeli M BUPTYaIbHBIX HaCTHBIX CeTeH,

TaKKe CHECNUATH3UPOBAHHBIX BUPTYaJIbHBIX CETEHl B

6E30HaACHOCTI a TaKKe CHeNUaT3upoBa pTyan cere

00JIauHBIX CETEBBIX CTPYKTYpPax .
-Kondurypuposars cereBoe

3. Co3pmarh BHUPTYyaJbHYIO CeTh C HIPUMEHEHHUEM
obopynoBaHue B

JTUHAMHYECKOTO VPN cepaepa, YUYUTBIBas
COOTBETCTBUH C IPOEKTOM o

9 TpeOoBaHUS HHPOPMAIIMOHHOM 0€301acCHOCTH

BUPTYaJIbHBIX — CCTCH  JUIA | 4 Ylpoussecrn aHanus3 ceTM  NPOrpaMMHBIMHU
obecrieuenus > dekTuBHOTO CKaHEpPaMH  CETEBBIX IPOTOKOJIOB M  CETEBBIX
IPUMCHCHHA ySA3BUMOCTEH (Hanpumep, CBOOOTHO
MH(OPMALMOHHO-TEXHOJIOTH | pacmpoctpansiemsie ckanepst WireShark u Ethereal)
YECKUX pecypcoB | 5. Hactpouts TpOTOKONX OOMEHa KIIOYaMH IS
ABTOMATU3HPOBAHHOMN ycraHoBKH aBTomaruueckoro VPN coennHenust B
CUCTEMBI C y4eToM | BUPTYalbHBIX CETSX obecnieunBaOmuX 3PHEKTUBHOE
TpeGoBaHHuil pUMEHEHHE WHPOPMAITOHHO-TEXHOJIOTHUECKIX
MH(OPMALIOHHOI pecypcoB aBTOMaTH3UPOBAHHOM CUCTEMBI C Y4€TOM
0€30MMacHOCTH

Bnagers |- HaBbikamu  HacTpoiiku | 1. BBINOIHMTE HACTPOMKY cHCTEM OOHapyXEHMS H
CETEBOr0 000pYJOBaHUS ¢ | MPEAOTBPALICHHUS BTOPKEHUN IPS/IDS JUIS
yaeToM TpeGoBaHMii | BAPTYATBHBIX JIOKAIbHBIX ceTelf, oOecrevnBaromInX
MH(OPMALHOHHOI a¢hexkTuBHOE MIPUMEHEHUE
66300aCHOCTH TSt MH(OPMAIIMOHHO-TEXHOJIOTHUECKUX pecypcoB




3¢ PeKTUBHOTO TPUMEHEHUS
MH(POPMALIMOHHO-TEXHOJIOTH

YECKUX pecypcoB
ABTOMAaTU3UPOBAHHOU
CUCTEMBI

-HaBbikamu  pa3BepThIBaHUS
BUPTYaIbHBIX  CeTeH I
obecriedeHuss >PPEKTHBHOTO
IPUMEHEHHS
MH(POPMALIMOHHO-TEXHOJIOTH
YEeCKUX PECypCoB
ABTOMAaTU3UPOBAHHOU
CHCTEMBI

ABTOMAaTU3UPOBAHHON CUCTEMBI

2. Hacrpouts Native VLAN BHyTpH BUPTyaJdbHOI
JIOKaJbHOM CeTH MJis 3allUTBhl OT aTaK JBOHHOTO
TETUPOBAHMS

3. Co3nath BUPTYaABHYIO CETh JIIsl OOMEHA TAaHHBIMU,
HacTpouTb SPAN H BHITOTHUTHE MOHUTOPUHT TpaguKa
4. Bemonnute HacTpoiiky Site-to-Site GRE tynHemns
JUTS IOKAJTBHBIX CeTel M BUPTYaJIbHBIX YaCTHBIX CETEH,
a TaKKe CIEeNNATM3UPOBAHHBIX BHPTYAJIbHBIX CeTeil B
00JIaYHBIX CETEBBIX CTPYKTypax.

5. Cozmath BHPTYalbHYIO CE€Tb U  BBIIOIHUTH
o0wvenuHenue HacTpoek IPSec ncmone3ys crypto map.
[IpousBecTn OTIAagKy M MOHHUTOPHHT  IIpolecca
YCTAHOBJICHUS COCTUHEHUSI.

IICK-7.4 cn

0COOHOCTBIO NPOBOAUTL YAAJEeHHOE AAMMHHCTPUPOBAHUE ONEPALMOHHBIX CHCTEM M
cHcTeM 0a3 TaHHBIX B pacnpeesJeHHbIX HH(O

MAaIIMOHHBIX CUCTEMAX

3HATh

- ITocnenoBatenbHOCTH u
coJIepyKaHUe ATATOB IIOCTPOCHUS
BHPTYAIbHBIX JIOKAIBHBIX CETeH
U BUPTYAJIbHBIX YaCTHBIX CETEM,
a TaKKe CIeNUATH3UPOBAHHBIX
BHUPTYaAIbHBIX CETEH B O0JIAYHBIX
CETEBBIX CTPYKTYpax.

-OcHOBBI YAAJIEHHOT O
aJIMHUHHACTPHUPOBAHUS

BUPTYAJIBHBIX JIOKAIBHBIX CETEU
U BUPTYaJIbHBIX YaCTHBIX CETEM,
a TaKKe CIeNUATH3UPOBAHHBIX
BHUPTYaAIBHBIX CETEH B O0IAYHBIX
CETEBBIX CTPYKTYpax.

IIepedyens BOpPOCOB:

1. MexcereBas ornepanuonHas cuctema Cisco [0S
2. Komangasie pexxumbl CLI Cisco 10S

2. CucteMa ayTeHTH(UKAIWH, aBTOPU3ALMH U yYeTa
COOBITHH, BCTPOCHHAs B OIEPALMOHHYIO CHCTEMY
Cisco 10S

3. Hactpoiika u ucronszoBanue Cisco AnyConnect
VPN.

4. IlpemocraBineHue yAAJEHHOTO JOCTyma ¢
HCIONb30BaHuEM npoTokona SSH

5. JluHum BUpTyanpHbIX TepMUHAIOB VTY 1u1s
YAaJIEHHOTO a/IMUHUCTPATUBHOTO JIOCTYTIA

6. Hacrpoiika hostname u nomMeHHOE UMS IS
yaaneHHoro goctyna SSH

7. I'enepupoBaHue KIOUYEH M CO3JAHUE YUYETHBIX
3anucel nonp3osareneit SSH

8. PasrpanunueHue poJjieili ¢ NOMOUIBIO YPOBHS
IPUBUIIETHIA

9. [IpucBavBaHne KOMaH]l K YPOBHSAM NPUBUJICTHIA
10. Cuctema goctyna Ha ypoBHE poJiei

11. Pe3epBHOE KONMMpPOBAaHWE M BOCCTAaHOBJIECHHE
koHpuryparun Cisco [0S

12. CpenctBa  yNaJleHHOr0O  MOHHUTOPHHIA
BHUPTYQJIbHBIX JIOKAJIBHBIX CETeH W BHUPTYaJIbHBIX
YaCTHBIX CeTeHl, a TaKXkKe CIeNnaTu3UPOBaHHbBIX
BUPTyaJbHbIX ceTed B OONAayHBIX CETEBBIX
CTPYKTYypax.

13. AyreHtudukamus c
RADIUS

14.YVdeT BBINOIHAEMBIX ACUCTBUI yUYETHON 3alHch
BHUPTYQJIbHBIX JIOKAJIBHBIX CETed W BHUPTYAIbHBIX
YaCTHBIX CETeH, a TaKkKe CIeNUaTH3UPOBAHHBIX
BUPTyaJbHBIX ceTed B  OONayHBIX CETEBBIX

CTPYKTypax.

MOMOIIIBIO ~ cepBepa

YMmeTh

- Co3naBath H
aIMUHUCTPHUPOBATH
BUPTYaJIbHBIE JIOKAIBHBIE CETH U
BHPTyaJIbHBIE YaCTHBIC CETH, a
TaKKe CIIeIMaIu3UPOBAHHBIC
BUPTYaJIbHBIE CETH B O0JIAYHBIX
CETEBBIX CTPYKTYpax.
- Peanmn3oBeIBaTH

MIOJINTHUKY

1. BBIMONHWATE TNPOEKTHPOBAHWE  BHUPTYAIbHOMH
JIOKQJbHOM CE€TM M BHUPTYyAJbHOHM YacTHOM ceTH B
COOTBETCTBHH C ITOJUTHKOM O€30MacHOCTH.

2. PaspaboraTh TONHTHKY O€30MAaCHOCTH  JJIS
YIAJeHHOTO  aJIMHUHUCTPUPOBAHUS  BHUPTYyaJbHOU
JIOKaJbHOM CEeTH U BHUPTYalbHOM 4YacTHOM ceTH, a
TaKKe CIENHAIN3UPOBAHHON BUPTYyaJbHOM CceTH B
00JIauHBIX CETEBBIX CTPYKTYpax.




0e3omacHOCTH BUpTyanbHOH | 3. Mcnonb3ys ceTeBble CpeACcTBa BUPTYaJIbHBIX CETeH
JIOKAJIbHOH CeTU U BUPTyaJbHOHN | [uld OOMEHa JaHHBIMH, IIPOM3BECTH PpE3EPBHOE
YacTHOM  CeTH, a  Takxke | KOMMpOBaHHE KOH(pUTrypauu

CIIeLIMAIN3UPOBAHHON 4. BBIOTHUTE yUYET BHITOTHAEMBIX JEHCTBUN yUEeTHOM
BHPTYaJIbHON CETH B OOJIAYHBIX | 3alUCH  BUPTYAJIBHBIX  JIOKaJbHBIX  CceTed |
CETEBbIX CTPYKTypax. BUPTYaJIbHBIX YACTHBIX CETEH, a TAKKE

- Ilomp3oBaTbcsi  CETEBBIMH
CpeAcTBaMH BUPTYaJbHBIX CEeTei
s oOMeHa TaHHBIMH, B TOM
yuciae € HCMOJb30BaHUEM
rio0ansHOH  MH(POPMAIOHHOM
cetu MHTEpHET.

Baapgers |- HaBeikamm — oOecriedeHus 1. BpIMOAHUTH pa3rpaHUdYEHUE PoJIe ¢ MOMOIIBIO
Oe3onacHocTd HMHGOpPMALUU € YpOBHS TPUBUIIETUH M TPUCBOUTH KOMAaHIBl K
MTOMOIIBIO CTaHJIapPTHBIX YPOBHSIM MPUBUIICTHI
CETEBBIX CpenCTB obmeHa 2. Hactpouth BuUpTyanbHBIH TepmuHan VTY mis
uHpOpMaLed B BUPTYAIbHBIX YIAJIIEHHOI'0 aAMUHUCTPATUBHOI'O JOCTYIIa
JIOKQJIbHBIX CeTsX u 3. Ilpou3BecTH HACTPOUKY YIAJICHHOTO JOCTYIa C
BUPTYaJIbHBIX YACTHBIX CETSIX, a npumeHenueM SSH
TaKKe  CHEUUATU3UPOBAHHBIX 4. IlpousBecT HAacTpOMKy ayauTa JEHCTBUU
BUPTYAJIBHBIX CCTAX B O6JIEI‘-IHI:IX IMOJIb30BaTeIA C MOMOIIBIO CTAHAAPTHBIX CPEACTB
CETEBBIX CTPYKTypax. oOMeHa B BUPTYaIbHBIX JIOKABHBIX CETIX

- HaBplkamm sSKcIuTyaTanuu |
aJIMUHUCTPUPOBaHHA (B 4YacTH,
Kacarouleics  pasrpaHUYeHUs
JoCTyTIa, aBTOPH3ALIUH,
ayTeHTU(QUKAIMA ¥ ayJauTa),
BUPTYaJbHBIX JOKAIBHBIX CETEH
Y BUPTYQJIbHBIX YaCTHBIX CETEH,
a TaKKe CIeIHAIN3UPOBAHHBIX
BUPTYaJbHBIX CETEH B 00JIaUHBIX
CEeTEBBIX CTPYKTypax, C Y4eTOM
TpeOOBaHMA IO OOECIICYCHUIO
WHPOPMAITUOHHON
0e30IacHOCTH;

0) Ilopsinok mpoBeeHUs] MPOMEKYTOYHOW aTTECTAIMU, MOKA3aTeJId W KPUTEPUH
OlleHUBAHMUS:

IMoka3aTeu U KPUTEPUH OLEHMBAHUSI 32U€Ta C OLIEHKOM:

— Ha OLEHKY «OTJIUYHO» (5 0amnoB) — oOydarouuiicss JOKEH MOKa3aTh BEICOKHI YpOBEHb
3HAaHUM HE TOJBKO HAa YPOBHE BOCIPOU3BEACHUS M OOBSICHEHMsS HHPOpMAIUH, HO U
MHTEJJICKTyadbHbIe HABBIKM PEIICHUs] MpoOJIeM U 3a/lad, HaXOXKJIEHUS YHUKAJIbHBIX OTBETOB K
npo0sieMaM, OLIEHKH U BBIHECEHUS KPUTHYECKUX CYXKIACHUI;

— Ha OLIEHKY «Xxopouioy» (4 6amna) — oOydaromuiics TOMKEeH MoKa3aTh CPEAHUI YpOBEHb
3HaHMW HE TOJIbKO Ha YpOBHE BOCHpPOM3BEIEHUS U O0ObACHEHUs HHpoOpManuu, HO U
MHTEJJIEKTyalbHbIe HABBIKK PELICHUS MPoOIeM U 3a/1a4;

— Ha OIICHKY «Y/AOBJIETBOPUTEIbHO» (3 Oama) — oOy4aromuics TOJDKEH I0Ka3aTh
MOPOTOBBINM YPOBEHb 3HAHHI Ha YPOBHE BOCIIPOU3BENICHUS U 00BICHEHUSI MH(OPMAIIUN, HABBIKU
PEUICHUA TUIIOBBIX 3a71a4;

— Ha OLIEHKY «HEeY/AOBJIETBOPUTENbHO» (2 Oaina)— oO0ydarouiuiicss He MOXET MOKasaThb
3HaHWA Ha YPOBHC BOCIIPOU3BCACHHUA U 00bBSICHEHNS I/IH(i)OpMaHI/II/I, HE€ MOXCT IIOKAa3aTh HAaBbIKN
pellleHus TUTIOBBIX 3a/1a4.

— Ha OIIEHKY «HeYyIOBJIETBOPUTEJabHO» (1 Oamr) — oOydaromuiics He MOXKET IMOKa3aTh
3HaHMS Ha YpPOBHE BOCIPOU3BEACHHS U OOBSCHEHUS HWHPOpPMAIMM, HE MOXKET I0Ka3aTh
HHTCJUICKTYAJIbHBIC HABBIKW PCIICHUA ITPOCTHIX 3a1a4.



8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE 0O0ecnevyeHue TUCIUIIUHBI (MOTYJIs1)
a) OcHoBHas1 IMTEpPaTypa:
1. Cetu ¥ TeIEKOMMYHHMKAIIMHY © Y4eOHHMK U mpakTukyM 11t By3oB / K. E. Camyiinos [u

ap.]; mon penmakuuedt K. E. Camyitnosa, U. A. lanumona, [I. C. Kyns6oBa. — Mocksa :
N3narenbcTBO IOpaiir, 2020. — 363 c. — (Bricmiee oOpasoBaHue). —
ISBN 978-5-534-00949-1. — Tekctr : anekrponnsii // DBC IOpaiit [caiit]. — URL:

https://urait.ru/bcode/450234 (marta obpamienus: 31.08.2020).

2. lubpos, M. B. Cern u tenexkommyHukanuud. Mapmpyrtuzamus B IP-cetsix B 2 u.
Yactp 1 : yueOHUK U mpakTHKyM 1711 By30B / M. B. JTu6pos. — Mocksa : M3aarensctBo KOpaiir,
2020. — 333 c.— (Bwicmiee o6OpazoBanue). — ISBN 978-5-9916-9956-3. — Tekcr
snekrpounsiii // DBC IOpaiir [caitr]. — URL.: https://urait.ru/bcode/452430 (mara obparieHus:
31.08.2020).

3. Iu6pos, M. B. Ceru u TenekommyHukanuu. Mapmpyruzamus B IP-cetsx B 2 4.
Yactsp 2 : yueOHHK U TIpakTUKyM 1711 By30B / M. B. JTubpoB. — Mockga : U3narensctBo FOpaiiT,
2020. — 351 c.— (Bwicmiee oOpazoBanme). — ISBN 978-5-9916-9958-7. — Teker
anextpouHbii // DBC Opaiir [caiit]. — URL: https://urait.ru/bcode/453063 (mata oOpareHus:
31.08.2020).

0) JlomostHMTEIbHAS JIATEPATYpa:

1. 3amstuna, O.M. BplUHUCIUTENBHBIE CHCTEMBI, CETH M TEIEKOMMYHUKAIIUH.
MopenupoBanue ceteii : yuebHoe mocobue maas marucrparypsl / O. M. 3amstuna. — MockBa :
W3naTenbeTBo FOpaiir, 2019. — 159 ¢c. — (YHHBEpCUTETHI Poccun). —
ISBN 978-5-534-00335-2. — Tekct : anekrpounsiii // DBC HOpaiit [caiit]. — URL:
https://urait.ru/bcode/433938 (marta obpamienus: 31.08.2020).

2. Korenko, B. B. Texnonoruu nHGOpMAIIMOHHOTO aHAIKM3a MOJIb30BATEILCKOTO YPOBHS
TEJICKOMMYHHKAIIMOHHBIX cUCTeM : yueOHoe nocobue / B. B. Kotenko ; FOxHbIi enepanbHblii
yauBepcuteT. - PoctoB-nHa-Jlony ; Taranpor : W3nmatenbctBo HOxkHoro denepanbHOro
yauBepcureta, 2019. - 194 c. - ISBN 978-5-9275-3176-9. - Tekcr : snekrponnsii. - URL:
https://new.znanium.com/catalog/product/1088143 (mara obpamenus: 31.08.2020)

MAKPOOBBEKTHI:

3. Pa3BepThIBaHKE U HACTPOIiKa BUPTYaIbHBIX ceTeil ;| yueOHoe nocodue [ s By30B] /



https://urait.ru/bcode/450234
https://urait.ru/bcode/452430
https://urait.ru/bcode/453063
https://urait.ru/bcode/433938
https://new.znanium.com/catalog/product/1088143

[coct.: B. B. bapankos, 1. W. bapankosa, Y. B. Muxainosa, O. b. Kanyruna] ; MI'TY. -
Marnutoropck : MI'TY, 2019. - 1 snekrpon. onr. auck (CD-ROM). - 3ari. ¢ TUTyII. 3KpaHa. -
URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529
986/3813.pdf&view=true (mata oOpamenus: 31.08.2020). - Makpooobekr. - ISBN
978-5-9967-1305-9. - Tekcr : anexkTpoHHBIU. - CBeneHus AocTynHbI Takke Ha CD-ROM.

4. CereBas 3amuta uHGOpMaruu. JJabopaTopHbI MPAKTHKYM : ydeOHOE mocooue [Iis
By30B] / /1. H. Ma3uus [u ap.] ; Marauroropckuii roc. rexundeckuii yu-T um. I'. 1. Hocosga. -
Marnutoropck : MI'TY um. I'. K. Hocoga, 2019. - 1 CD-ROM. - 3arn. ¢ tutyn. skpana. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530
260/3824.pdf&view=true (mata oOpamenus: 31.08.2020). - Makpooobekr. - ISBN
978-5-9967-1605-0. - Tekcr : anexkTpoHHBIU. - CBeneHus AocTynHbI Takke Ha CD-ROM.

*PEXUM [TIPOCMOTPA MAKPOOBBEKTOB

1. IepeiiTu 0 agpecy 3ACKTPOHHOr0 Karayora https://magtu.informsystema.ru

2. [Tpoussectu aBropu3anmto (Jlorun: Yurarens 1 [apons: 111111)

3. AKTUBU3HUPOBATH THIIEPCCHUIKY MAaKPOOOBEKTa

B) MeToauyeckue ykasaHus:

1. Meroauueckue yKa3aHHs IO BBINOJIHEHUIO MPAKTUUYECKUX paboT MO AUCLUIUIMHE
«Bupryanbusie cetn» (ITpunoxenue 1)

2. Meroauueckue yka3aHUs 110 BBINOJIHEHUIO BHEAYTUTOPHBIX CAMOCTOSITEIbHBIX PadOT
no qucuuruinae «Buptyansheie cetu» (IIpunoxenue 2)

r) [Iporpammuoe obecneuenue u UHTepuer-pecypcebi:

IIporpammHoe o0ecnieueHue

Haumenosanue I10 Ne norosopa Cpox aeicTBus IUIICH3UN
MS Windows 7
Professional (st J1-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)
MS Office 2007 Ne 135 o 17.09.2007 SecepoaHo
Professional
7Zip cB000THO pacrpoctpansemoe [10 0ECCPOYHO
MS Office Access Prof
2007015 Knaccos) J1-1227-18 ot 08.10.2018 11.10.2021
MS Office Access Prof |1 1957_18 or 08.10.2018 11.10.2021
2010( s k1accoB)
LibreOffice cB000,1HO pacpocTpansemoe [10 0eccpouHO
MS SQL Server
Management Studio cB00OTHO pacnpocTpansemoe [10 0eccpodHo
Oracle My SQL
Workbench Community [cBo6oano pactipoctpansiemoe 1O 6eccpouHo
Edition
Oracle SQL Developer |cBoGoaHO pacnpoctpansiemoe [1O 0eccpouHo



https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/

Oracle SQL
CBOOOJHO pAaCIpOCTPaAHIEMOE

Developer Data o 6eccpoyHO
Modeler

Adobe Reader |cBoGomHO pacmpocTpaHseMoe 0eccpoUHO
MS Windows 10

Professional J1-1227-18 o1 08.10.2018 11.10.2021
(151 KI1accoB)

MS Windows

Server(muist J1-1227-18 o1 08.10.2018 11.10.2021
KJ1aCCOB)

Linux Calculate |cBoOomHO pacmpocTpaHseMoe 0eccpoyHO
FAR Manager [cBoOogHO pacmpocTpaHseMoe 0OCCCPOUHO

IIpodeccnonanbHbie 0a3bl JaHHBIX U HHPOPMALMOHHbIE CIIPABOYHbIE CUCTEMbI

Hassanue xkypca

CchUIKa

DnekTpoHHas 0a3a TMEPUOAWYECKUX W3IaHUI
East View Information Services, OO0 «MUBUC»

https://dlib.eastview.com/

Hanuonanpaas
WH(pOpPMAITMOHHO-aHAJIMTHYECKAsE ~CHUCTEMa
Poccuiickuii MHACKC HAYYHOI'O ITMTHPOBAHHMS

URL: https://elibrary.ru/project risc.asp

[Touckosas cuctema Axanemus Google (Google
Scholar)

URL: https://scholar.google.ru/

Nudopmanmonnas cucrtema - EnmHOE OKHO
JIOCTyNa K HH(OOPMALIMOHHBIM pecypcaM

URL: http://window.edu.ru/

denepanbHOE TOCYIAPCTBEHHOE OFOKETHOE

YUPEIKICHUE «DenepanbHbIT urctutyT|URL: http://www1.fips.ru/
POMBIILICHHON COOCTBEHHOCTH
Poccuiickass T'ocymapcTBeHHass OuOIHOTEKA.

Karamoru

https://www.rsl.ru/ru/4readers/catalogues/

DneKTpoHHBIE pecypchl ondmoreku MI'TY um.
I'.1. HocoBa

http://magtu.ru:8085/marcweb2/Default.asp

@denepanbHblil  00pa3oBaTEeNbHBIA  MOpTA
OxoHomuka. Counosiorus. MeHeKMEHT

~ |http://ecsocman.hse.ru/

YHuBepcurerckas HMH(OpMalMOHHAs cHUCTEMaA
POCCHA

https://uisrussia.msu.ru

MexnyHaponHas HayKOMETpHUYECKast
pedepaTuBHas ¥ MOJHOTEKCTOBas Oasa JaHHBIX
HayuHbIX n3ganuil «Web of sciencey

http://webofscience.com

MexnyHaponHas pedepaTtuBHas u
NIOJTHOTEKCTOBAasl _ ClipaBoYHas 0a3a  JIaHHBIX

http://scopus.com

MC)K,HYHapOI[HaSI 63321 IIOJTHOTEKCTOBBIX
ypHamos Springer Journals

http://link.springer.com/

MexyHnapoaHas KOJUIEKITHS HaY4YHBIX
MIPOTOKOJIOB II0 Pa3JIMYHBIM OTpacC/IsIM 3HAHUI

http://www.springerprotocols.com/

MexnyHapoaHas 06a3a HaydHBIX MaT€pUAIOB B
oOsacTy (U3MYSCKUX HAyK W WHKHHUPHHTA

http://materials.springer.com/

Me)KIIYHapOILHa}I 68.33. CIIpaBOYHBIX I/I3,Z[8.HI/II71 110
BCEM oTpacisM 3Hanuii SpringerReference

http://www.springer.com/references

MexnayHnaponnas pedeparuBHas 0aza JTaHHBIX
0 YWCTOM W TNPUKIAJHOM  MaTeMaTUKe

http://zbmath.org/

MexnyHapoaHas pedepatuBHas u
MOJTHOTEKCTOBAsE CIpaBoyHas 0asza JaHHBIX
HayYHBIX M3AaHui «Springer Naturey

https://www.nature.com/siteindex



https://dlib.eastview.com/
https://elibrary.ru/project_risc.asp
https://scholar.google.ru/
http://window.edu.ru/
http://www1.fips.ru/
https://www.rsl.ru/ru/4readers/catalogues/
http://magtu.ru:8085/marcweb2/Default.asp
http://ecsocman.hse.ru/
https://uisrussia.msu.ru/
http://webofscience.com/
http://scopus.com/
http://link.springer.com/
http://www.springerprotocols.com/
http://materials.springer.com/
http://www.springer.com/references
http://zbmath.org/
https://www.nature.com/siteindex

ApXUB HAy4yHBIX JKYpHaJOB
«HarmoHanbHbIi https://archive.neicon.ru/xmlui/
AJICKTPOHHO-UH(OPMAITMOHHBINA
Nudopmanmonnas cucrema -
HOpMaTI/IBHBIG IMPaBOBBIC AKThI,
OpraHU3aIMOHHO-PACTIOPSAIUTE
BbHBIC JOKYMCHTHI,
HOPMATHBHBIE U METOTUYCCKHE
VIngopmannonnas - cucreMa -y iy fstec.rul
bank JTAHHBIX yIpo3

9 MaTepuajibHO-TeXHHYECKOe o0ecnevyeHne JUCIHILTHHBI (MOIYJIs1)

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-i
nformatsii

MarepuanbHO-TEXHHUECKOE 0OecleueHUe AUCHUIUINHBI BKIIIOUAET:

Jlekumonnass aymuropust (aya. 2124, ayn. 226, ayn. 365, ayn. 388 u T.1.)-
MynbTrMeauiiHBIE CpesICTBA XPaHEHNUS, Iepeayy U IPEeACTaBICHUs HH(DOpMaIK

Jlaboparopus cereil u cucreM nepemnadn wHPopmarmu. JlabopaTopus Oe3omacHOCTH
cereit OBM:

1. Yuebno-nabopatopuslii cten "KogupoBanue u Moaynsuust ”HQOpMALUK B CUCTEMAaX
CBS31", KOMILJICKTALIMS [TOJIHAS

2. Y4eOHo-maboparopHsiii creHa "Cructemsl ciyTHUKOBOW HaBuranuu'" GPS

3. Kommuiekt Tunosoro yuedbnoro obopynosanus "Cetu cotoBoii cBsizu GSM™

4. KommiekT TunoBoro ydeOHoro o0OopyaoBaHus "TeleKOMMYHHKAIMOHHBIE JIMHUU
ceszu" TJIC-01

5. Kommutekr tumoBoro ydeOHOro obGopynoBanmsi "CereBas O€30MaCHOCTh THIIA
SECURITY-3M"

6. Kommiekt yaeOHOTO 000pynoBanus "becrpoBoiHbIe KOMIBIOTEpHBIE ceTH DBM"

7. Monynb yueOHO-T1ab0paTOPHBIii [Tl H3y4eHHsT HU3KOYpOBHEro KonTposuiepa Ethernet
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Kowmmerotepnsiii kmace (ayn. 372, ayn. 245, ayn. 247, ayn. 144, ayn. 142 u 1.1.) -
[Tepconanbubie kommnbioTepsl ¢ [IO u BbIxogoM B MHTEpHET M JIOCTYNIOM B 3JIEKTPOHHYIO
nH(pOpPMaAIIMOHHO-00PA30BATENHHYIO CPEAY YHUBEPCHUTETA.

AymuTopus s CaMOCTOSATENIbHOM paboThl YUTAJIbHBIE 3abl OMOIMOTEKH, aya 132a -
[Tepconanbubie kommbioTepbl ¢ 1O u BeIxomoM B MHTEpHET M AOCTYNOM B 3JIEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYIO CPEly YHUBEPCUTETA.
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IMPUJIOKEHUE 1
METOAUYECKHNE YKA3AHUA
[1O BBIHIOJIHEHUIO [TPAKTUYECKUX PABOT

PekoMenpanuy HarmpaBiieHbl Ha OKa3aHUE METOJMYECKON MOMOIIM OO0yYaoUUMCS TPH
BBIMIOJTHEHUH NMPAKTUYECKUX 3aHSITUH.

[IpakTrueckoe 3aHsATHE — ATO 3aHATUE, TPOBOAUMOE 0] PYKOBOACTBOM IperogaBaTeis B
yueOHOI ayTuTOpuH (KOMITBIOTEPHOM KJIaCCe YHUBEPCUTETA WM YUeOHO! Crieuan3upoOBaHHON
nabopaTopun YHHUBEPCUTETA), HANIPABICHHOE HA yriyOJICHHE HAayYHO-TEOPETUUYECKUX 3HAHUH U
MOJIy4YeHHUE MPAKTUYECKUX HABBIKOB PEILICHUS TUIIOBBIX U MPUKIIAHBIX 33a4.

[lenpro MpPaKTUYECKUX 3aHATUH SBISIETCS (POPMUPOBAHHME M OTPAbOTKA MPAKTUYSCKUX
YMEHHH U HaBBIKOB, HEOOXOIMMBIX B MOCIEAYIOLIEH 1eATeIbHOCTH 00yYatOIINXCA.

OCHOBHBIMU 337]a9aMU IPAKTHYECKUX 3aHSATUH SIBISTFOTCS:

— yriyOlieHue YpOBHS OCBOCGHHSI OOLIEKYJIBTYPHBIX U MPOGEeCCHOHATBHBIX
KOMIICTCHITUH;

— 0000menne, cucreMarH3amus, yriyOJeHue, 3aKpelUIeHHe  MOJTYYEeHHBIX
MPAKTUIECKUX 3HAHUH 10 KOHKPETHBIM TeMaM JUCITUIUINH PA3JINYHBIX [IUKIIOB;

— npuobpeTeHre 00yJaroIMMUCS YMEHHUI U HABBIKOB UCIIOJIb30BAHUS COBPEMEHHBIX
TEOPETUYECKUX 3HAHUN B PEIICHUU KOHKPETHBIX MPAKTHUECKUX 3a7a4;

— pa3BUTHE po(hecCHOHATLHOTO MBIIICHHUS, pohecCHOHATLHOM u
[M03HABATEIbHON MOTUBALINY.

[lepeuenr TeM MpaKTUYECKUX 3aHATHH  ompenesnsercs pabodeil  mporpammoit
JUCUUIITMHBL. [MaH mpakTUYecKux 3aHSATUN OTBe4aeT OOIIed HANpaBICHHOCTH JIEKIIMOHHOTO
Kypca U COOTHECEH C HUM B MOCJIEI0BATEIbHOCTH TEM.

CtpyKTypa mpakTUYECKOTr0 3aHATHUS BKJIFOYAET CIICAYIONINE KOMIIOHEHTHI: BCTYIIUTEIIbHAS
YacTh; OTBEThl Ha BOMPOCHI OOYYAIOMIMXCS; TMpaKTHYecKas 4YacTh; 3aKIIOYUTEIBHOE CJIOBO
npenoaaBarelis. Bo BCTYyNUTEIbHON YaCTH OOBSBIISETCS TEMa TEKYIIETO MPAKTUISCKOTO 3aHATHS,
CTaBUTCS €ro LN WU 3a/1ayd, MPOBEPSAETCS MUCXOAHBIA YPOBEHb MOTOBHOCTU OOYYAIOIIUXCS K
MPaKTUYECKOMY 3aHATHIO (BBIMOJTHEHNE TECTOB, KOHTPOJIBHBIE BOMPOCHI U T.I1.)

Ha mnpakThueckoM 3aHATUM TIperiojaBaTelb MOXET HCIOIb30BaTh pPa3HOOOpa3HbIC
obOpasoBarenbHble TexHojoruu (metonbl IT, paGota B komanzae, case-study, mpoOiiemMHOe
oOydeHue, y4yeOHbIE AUCKYCCHU U T.I.) IO CBOEMY BBIOOpY IJISl AOCTH)KCHHSI KA4€CTBEHHOTO
YpOBHSI O0yUeHUS.

IIpaBuiia no TexHuke H€30MACHOCTH ISl 00yYAKOIIMXCS
MPH NPOBeIeHNH NMPAKTHYECKHX PadoT
Obwue npasuna:

1. TIlpaktuyeckue paboOTHl MPOBOAATCA TOA HaOmojgeHueM mpenoaasarens. K
BBITTOJIHEHUIO TIPAKTHYECKUX paboT 0Oydarommecs JOMyCKalTCs TOIBKO MOCTe MPOCITYIINBaHUS
MHCTPYKTaka MO0 TEXHHUKE O€30MacHOCTH, MpaBWJIaM TOBEJEHUS, MPOTUBOMOKAPHBIM MepaM B
KOMITBIOTEPHOM KJIACCE U CHEIUATM3UPOBAHHBIX JJAOOPATOPHSIX.

2. OOydaeMblil JOKEH CTPOTO BBINONHITH TMpaBUia TEXHUKH O€30MacHOCTH H
CaHUTAPHO-TUTHCHWYECKUE HOPMBI NPU  paboTe B  KOMIBIOTEPHBIX  Klaccax |
CIEIMAIM3UPOBAHHBIX TAOOPATOPUSIX YHUBEPCUTETA.

IHopsiioK BHINOJIHEHHUS IPAKTHYECKUX PadoT

[Tpu mOAroTOBKE K BHIMOJIHEHHUIO TPAKTUYECKUX pab0T 00yJaromuiics JOKEH MOBTOPUTh
TEOPETUUECKHI MaTepHal, HEOOXOAUMBIH JIJIs1 BBIOJIHEHUS 3aJaHUIl 110 TeKYIEel TeMe.

[IpakTryeckas paboTa BBIMOIHAETCS KaXIbIM 00YJarOIUMCS CAMOCTOSITEIILHO, COITIACHO
WHJVBHIyAIbHOMY 33JIaHHUIO.

OOyuaromyecsi, NPOIMYCTUBIIME 3aHATHS, BBIIOMHSIIOT IPaKTHYECKHE pPadOTHI BO
BHEYPOUYHOE BpEMS.

ITocne BBINOJIHEHUS KaXJIOM MPaKTUYECKOH pPabOThl OOy4aroMIMHCS JAEMOHCTPUPYET
pe3yJIbTaT BBINOJIHEHHs IPENOAaBaTelllo, OTBeYaeT Ha Bompocel. IIpenonaBaTens ouneHHMBaeT



paboTy B COOTBETCTBUU C 3aJJaHHBIMHU KPUTEPUSMH OILICHKH MTPAKTUYECKHUX paboT.

IIpaBuia odopmiieHust pe3yJbTATOB U OLIEHMBAHUS MPAKTHYECKOH PadoThI

Pe3ynbTaThl BBIMOJHEHHOH NPAKTUYECKOH pabOThl OQOPMIISIOTCS B COOTBETCTBUH C
TpeOOBAaHUAMMU K BBIIIOJHEHUIO KOHKPETHOM pabOThI.
[IpakTuyeckas paboTa cuyMTaeTCs BBINOJHEHHOH, eclim oOydarommiics HaOpan Oai,
KOTOPBII COCTaBIIsIET NOJOBUHY MAaKCUMAJILHOTO KOJIMYECTBA OalIoB.

J1J1s orieHMBaHKS paOOThI IPHIIAraeTCs CIACIYIONINEe KPUTCPHH.
Oyenxa «omauyHo» — padoTa BHITIOJHEHA B IIOJTHOM 00BheMe U O3 3aMeYaHHMiA.
Oyenxa «xopowoy — paboTa BBITOJIHEHA MPABMIIBHO C y4ETOM 2-3 HECYIIECTBEHHBIX ONIMOOK,
MCIIPABIIEHHBIX CAMOCTOSITEIILHO 110 TPEOOBAHUIO MTPETIOaBATEIS.
Oyenxa «yoosiemsopumenvhoy — padoTa BHIIOJHEHA MPAaBUIBHO HE MEHEE YeM Ha ITOJIOBUHY WITH
JOITYIIIeHA CYIECTBEHHAs OLITUOKA.
Oyenxa «HeyOoosremeopumenvbHo» — NOMYIIEHbI ABE (U 0oJiee) CYIIECTBEHHbBIE OLIMOKH B XOE
paboThI, KOTOPBIE OOYYAOIIUKCS HE MOXET HCIPABUThH JAXKe 1O TPEOOBAHUIO MPEIOoaBaTes,
WK paboTa HE BBIIOJHCHA.



IMPUJIO)KEHUE 2

METOJUYECKHUE YKA3AHIA 110 BBIITIOJIHEHWIO BHEAY/IUTOPHBIX
CAMOCTOATEJIBHBIX PABOT

O01mme moJoKeHus

Hacrosmme meroanuyeckue ykazaHUs INpeAHA3HAUYEHBbI Ui OpraHU3allMd BHEAyAUTOPHOMN
CaMOCTOSITENILHON PabOThl OOYYAIOIIMXCS M OKa3aHHS MOMOIIM B CAMOCTOATEIHLHOM H3yUYeHUU
TEOPETUYECKOI0 U peaan3alui KOMIETeHIUH 00y4yaeMbIX.

JlaHHBIC METOAMYCCKHE YKA3aHUS HE SIBIISIOTCS YI€OHBIM ITOCOOMEM, TTOITOMY TIepe/] Ha4aIoM
BBITIOJTHEHHSI CaMOCTOSITEIBHOTO 3aJaHHsl CJIEIyeT W3Y4UTh COOTBETCTBYIOIIUE pa3/eIibl
JICKIIMOHHBIX 3aHATHH, MaTepualioB O00pa30BaTEIBHOIO IOpTaja, pa3/elioB OCHOBHOW U
JOTIOTHUTEIIFHOW JIUTEPaTyphl, MPEACTABICHHBIX B MyHKTE 8. «Y4eOHO-METOIUYEeCKOe U
nH(popManMoOHHOE 00eCTIeYeHUE TUCIMIUIMHBI (Mo TyIis)» ganHou PITJI.

esn 1 32124 CAMOCTOSITEILHOMH PadOThHI

Llenb camMOCTOSATENBHOW pabOThl — COACHUCTBHE ONTHMAJIbHOMY YCBOCHHIO Yy4eOHOTO
MaTepraiga OOydYalONUMUCS, pPAa3BUTHE WX IMI03HABATCIILHONH aKTUBHOCTH, TOTOBHOCTH U
MOTPeOHOCTH B caMOOOpa30BaHKH.

3amauu caMoOCTOSATEILHOM padoThI:

— TOBBILIEHUE UCXOIHOT'O YPOBHS BIIaJIeHUs HH(POPMALMOHHBIMU TEXHOJIOTHSIMU;
— yrayOsieHue U cucTeMaTH3alys 3HaHui;
— IIOCTAHOBKA U PEUICHHE CTaHAAPTHBIX 3a7a4 Ipo(eCcCUOHATbHON eI TENbHOCTH;
— pasBuTHe pabOTHI ¢ pa3NTUYHON 10 00BEMY U BUAY HH(DOpMAIHel, yaeOHON 1 HAyIHOMH
JUTEPaTypou;
— IpaKTHUYECKOe MPUMEHEHHUE 3HAaHUM, yMEHMUI;
— CaMOCTOSITE€JIbHO HCIIOJNBb30BAaHUE CTAHAAPTHBIX HPOTPaMMHBIX CpEACTB cOopa,
00pabOTKH, XpaHEHUS U 3alUThl HH(OpMALIUN
— pa3BUTHE HABBIKOB OPraHU3allMU CaMOCTOSITEIbHOTO Y4EOHOro TpyAa M KOHTPOJS 3a
ero 3(peKTUBHOCTBIO.
Bupl BHeayTUTOPHOM caMOoCTOSATENbHON paboThI M (POPMBI KOHTPOJISL ¥ BpEMsI Ha BHITIOJTHEHHE
KaXKJIOTO BUJA CAMOCTOSTENIHLHON paboThl yka3zaHbl B MyHKTe 4. «CTpyKTypa M COAEpKaHUE
JUCHUILIMHBD JaHHOoM PIT/I.

IHopsiaok BHINOJIHEHHUS

[Ipy BBHIMOTHEHMM TEKYIIEH BHEAyIUTOPHON CaMOCTOSTENHFHON pPabOThl 00ydaromeMycs
CIEAyeT NPUAECPKUBATHCS CIEAYIOIIEr0 MOPAIKA JEHCTBUI:

1) BHHMMATEJIBHO U3YYUTh COOTBETCTBYIOIIHE TCOPETHUSCKHE PA3/ICIIbl JUCIUILTHHBI, TOJIB3YSICh

MatepHragamMy (JIEKLMOHHBIMHU, IIPE3€HTAllMOHHBIMHU, ayAHO-BU3yaIbHBIMH):

d) MpeIOoCTaBISIEMBIMH MPEOABATEIIEM HA JICKIIMOHHBIX 3aHSATHSIX;

b) mpenocraBnsieMbIMU MperoaBaTeIeM B paMKax dJIEKTPOHHBIX 00pa30BaTEIbHBIX KYPCOB;

C) conaepKalUMHUCS B ydeOHHKAaX M y4eOHBIX mocoOusx DBC (31eKTpOHHO-OMOIMOTEYHBIX
CHCTEM), DJIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA U HHTEPHET-PECYPCOB.

2) TloapobHO pa300paTh THIIOBBIE MPHUMEpPHI PEIICHHS 3a]ad, PACCMOTPEHHBIE B paMKax
ayJMTOPHOM KOHTAKTHOM paboThI ¢ IpenojaBaTeseM.

3) IpuMeHUTH MONyYCHHBIC TEOPETHYCCKUE 3HAHUS U TPAKTUYCCKHE HABBIKM K PEIICHUFO
VHAVBUAYAJIBHBIX 3a/laHUH, K IPOXO0XKIEHUIO0 KOMIIBIOTEPHBIX TECTUPOBAHUM.

4) Tlpu HeoOXOmUMOCTH, CHOPMHUPOBATH TEPEUCHb BOIMPOCOB, BBI3BABIIMX 3aTPYIHCHUS B
npolecce caMoCTOSTENbHON paboThl. OOCYAUTh BO3HMKIIHE BOMPOCHI C OO0YYarOIUMHCS
Ipynnbl, B paMKax KOMAaHJHO-TIPOEKTHOW paboThl, M C TMpenojaBaTesieM, B paMKax
KOHCYJIbTAIIMOHHON TTOMOIIH, peaTi30BaHHOM 100 B KOHTAKTHOU (hopme, 1100 cpeicTBaMH
nH(popMalnoHHO-00pa3oBaTenbHOM cpebl BY 3a.



Kpurtepun onieHKH BHeayAUTOPHBIX CAMOCTOSITEIbHBIX PadoT
KadyecTBO BBINONHEHHS BHEAYJUTOPHOH  CAMOCTOSTENBbHOW  pabOThl  O0ydYaromuxcs
OLIEHUBAETCA IOCPEICTBOM TEKYIIEro KOHTPOJS CAMOCTOSITEIbHONH paboThl O0ydaromuxcs ¢
UCTIOJIb30BaHUEM OAJUTBHO-PEHTUHTOBOM CUCTEMBI.
B kauectBe opM TeKylIero KOHTPOJS MO JUCHUIUIMHE HCIOJIB3YIOTCS: WHIWBUAYaJIbHBIC
3aJJaHUs, ayAUTOPHBIE KOHTPOJIbHbIE PA0OThI, KOMIIBIOTEPHOE TECTUPOBAHNUE.

MaxkcuMalibHO€ KOJIMYECTBO 0ajIIoB 06yqafom1/11710${ ImoJIy4dact, €CJIn:

— BBINOJHSCT WHAMBHIYyalbHbIC 3aJlaHUS B COOTBETCTBHUH CO BCEMH 3asBICHHBIMHU
TpeOOBaHUSIMU;
— JIaeT NMpaBHIbHBIC POPMYIUPOBKH, TOYHBIC ONPEICICHNUS, TIOHSITHS TEPMUHOB;
— MOXeET 000CHOBATh PAIMOHAIBHOCTD PEUICHHUs TEKYIIeH 3a1a4i.;
—  00CTOSITETIHHO C IOCTATOYHOH IMOJIHOTOM M3JIaraeT COOTBETCTBYIOIIYIO TEOPETUUCCKUI
pazern,
— TPaBWIHLHO OTBEYACT HA JIOTIOJTHUTEIHHBIC BOTIPOCHI MPEIOIaBaATENs, UMCIOIIUE TICITBIO
BBIICHUTD CTCIICHb TIOHUMAHUA UM JJaHHOI'O MaTepuaja.
50~85% OoT MakCHUMaIbHOTO KOJMYECTBA OAIIJIOB 00YYAIONIMIACS MOTydaeT, eCIlu:

— HemnoJsHo (He MeHee 70% OT MOJIHOT0), HO MPaBUWJIBHO BBINOJIHEHO 33JJaHUE;

— pU U3JIO0KEHHH OBUIM JOMYIIEHBI 1-2 HECYIIECTBEHHbIE OIIMOKH, KOTOphIE OH
UCIIPABIISIET TIOCIIE 3aMEYaHUsI IIPENo/IaBaTeNs;

— JIaeT NpaBUJIbHBIE (OPMYIUPOBKH, TOUHBIC OIPE/ICICHHS, TOHATUS TEPMUHOB;

— MOXeT 00OCHOBAaTh CBOM OTBET, IPUBECTH HEOOXOAUMBIE IPUMEPHI;

— IpaBWJIBHO OTBEYAET Ha JIOIOJHUTEIBHBIC BOIPOCHI IPETIOIaBaTeNsl, HIMEIOIINE LENIBI0
BBISICHUTH CTEIICHb IIOHMMaHUs UM JaHHOTO MaTepHaJa.

36~50% OT MakCUMaJIbHOTO KOJMYECTBA OaJIJIOB 00yYarOIIMICs 110JIy4aeT, €CIu:

HenoyHo (He MeHee 50% OT MOJIHOTO), HO MPABUIIBHO U3JI0KEHO 33/1aHHUE;
IIPU U3JI0KEHUU ObLIa omyIleHa | cyliecTBeHHas omnoKa;
3HACT U ITIOHUMACT OCHOBHBIC ITOJIOXKCHUA I[aHHOﬁ TEMBI, HO JOIYCKACT HETOYHOCTHU B
(bopMynHUpOBKe MOHATHUH;
— H3JIaraeT BBHIOJHEHHE 33/IaHUs HEIOCTATOYHO JIOTHYHO U TIOCIIEI0BATENBHO;
— 3aTpyJHSETCS IPU OTBETaX Ha BOIPOCHI MPETOAaBATEIS.
35% u MeHee OT MaKCUMaJIbHOTO KOJIMYECTBA OaJIJIOB 00YyYarOIIHIICs MMOTy4aeT, eCllu:

— HenoaHo (MeHee 50% OT MOJIHOI0) U3JI0KEHO 3a/laHUE;

— TpU H3N0KEHUM ObUIM JOMNYIIEHBl cyllecTBeHHble owmubku. B "0" Oamios
IpernojaBaTelib BIPaBe OLIEHUTH BHIMOJIHEHHOE 00yJarolMMCs 3aJlaHue, €CIM OHO He
YJIOBJIETBOPSIET TPeOOBAHMSAM, YCTAHOBJIIEHHBIM IpENojaBaTesieM K JaHHOMY BHIY
paboThI UM HE OBLIO MPEJICTABICHO AJISl IPOBEPKHU.

CymMMa mojdy4eHHBIX OaUIOB MO BCEM BHUJAaM 3a/laHUil BHEAYAMTOPHOM CaMOCTOSITENbHOU
paboThl COCTaBISIET PEUTHHTOBBIM TOKa3zaTelb oOydaromerocs. PeWTHHroBbIN TOKa3aTelNb
o0yyJarolerocsi BJIMSET Ha BBICTABICHHWE HTOTOBOW OLIGHKM MO pe3yjibTaTaM M3Y4YEeHUs
JTUCIUTUIAHBI.

[Toxazarenu M KpUTEpUU OICHUBAHHS MOJYYEHHBIX 3HAHWUN TMpEACTaBIE€Hbl B MyHKTE 7.0)
«O1eHOYHbIE CpeACTBa Il POBEAECHUS TPOMEXYTOUHOH arrecTanun» AaHHou PIT/I.



