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PaGouas mporpamma cocraieHa Ha ocHoBe ®I'OC BO mo cmemmansrocta 10.05.03
MHOOPMALIMOHHASL BE3OITACHOCTh ABTOMATU3MPOBAHHBLIX CUCTEM
(mpuxa3z Muno6prayku Poccun ot 01.12.2016 . Ne 1509)

Pabouas nporpamMmma paccMoTpeHa i 0100peHa Ha 3acenanuu kapenpsr MHGopMaTuKy 1
uH(pOpMaNHOHHON Ge30MacHOCTH

19.02.2021, mpoTtokos Ne 9 M/f'

3aB. kadeapoii

N.N. bapankoBa

Pa6ouas mporpamma ogo6pena meroauueckoit komuccneit UDuAC

03.03.2021 r. mpotokos Ne 5 /
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Penensenr:
Hauanpauk oTnena uH(pOpPMAaIUOHHOM 6e30mmacHOCTH "KVB" (AO),

7 M.M. Biussenos




JIner akryaauszanumn padoueil mporpaMmbl

PaGouast mporpamMmma repecMoTpeHa, 00CcykaeHa u o100peHa s peanusamnuu B 2022 - 2023
yueOHOM rofy Ha 3acenanuu kadeapsl HMupopmaTtuku u nHGOpMAIIMOHHON 0€301acHOCTH

IIporokomor 20 1. Ne

3aB. kadempoii I/I.H.fapaHKOBa

Pabouas mporpamMmma repecMoTpeHa, 00CyKaeHa u 0100peHa s peanuzanuu B 2023 - 2024
yueOHOM roay Ha 3acenanuu kadeapsl HMHpopmaTtuku 1 nHGOpMAIIHOHHON 0€301acHOCTH

IIporokomor 20 1. Ne

3aB. kadempoii I/I.H.fapaHKOBa

Pabouas nmporpamma nepecMoTpeHa, 00cyxaeHa u ogodpena st peamsanuu B 2024 - 2025
yueOHOM roay Ha 3acefanuu kapeapel Mudopmatuku u nHGOpMaIMOHHON 6€30MaCHOCTH

[Ipotokom ot 20 . Ne

3aB. kadeapoii I/I.I/I.fapaHKOBa

Pabouas mporpamma nepecMoTpeHa, oocyxaeHa u ogoopena st peanmsanuu B 2025 - 2026
yueOHOM roay Ha 3acefanuu kapeapel WHdopmatuku 1 uHGOpMaAIMOHHONM 6€30MaCHOCTH

[Ipotokom ot 20 . Ne

3aB. kadenpoit I/I.I/I.fapaHKOBa

PaGouas mporpamma nepecMoTpeHa, oocyxaeHa u ogodpena st peanusanuu B 2026 - 2027
yaeOHOM ToJly Ha 3acefanuu kadenpsr MudopmaTuku u nunpopMannoHHOM 6€30macHOCTH

[Iporokom ot 20 . Ne

3aB. kadenpoii I/I.I/I.EapaHKOBa

Pabouas mporpamma nepecMoTpeHa, oocyxaeHa u ogqodpena st peanusanuu B 2027 - 2028
yaeOHOM ToJly Ha 3acefanuu kadeapel MudbopmaTuku u nuHGopMannoHHOM 6€30MacHOCTH

[Ipotokomor 20 . Ne

3aB. kadenpoii I/I.I/I.E?lpaHKOBa




1 Iles1u ocBOECHUSI I CUMILTHHBI (MOZYJI51)

Lensmu ocBoeHus mucuuiuinHbl «besomacHocTh cereit DBM» SBISAIOTCS OBJIAJCHHUE
CTYJACHTAaMH  HEOOXOJMMBIM M  JIOCTaTOYHBIM  YpPOBHEM  00mIENpO(ecCHOHANBHBIX,
po)eCCHOHANIBHBIX ~KOMITETCHIIMA B COOTBETCTBUU ¢ TpebdoBanusasmu PI'OC BO mo
cnenuansHocTH «MHDOpManrmoHHas 6€30MacCHOCTh ABTOMATHU3UPOBAHHBIX CHCTEM.

[enssMu ocBOCHMSI TUCTUTIINHBI (Moyiisi) «be3ornacHocTs ceteit DBM» sBIsroTCS:

1. OGyuenue OOY4YAIOIIMUXCS OPraHU3aIlMU 3AIIUTHI CETEBBIX YCTPOWCTB M KaHAJIOB
nepenauu uHbopManuu, 0OOHapyK EHUS U MPEJOTBPAIICHNUS HECAHKIIMOHUPOBAHHOTO JIOCTYIa K
uHopmanuu B cetsix IBM.

2. O0OyueHue 00y4arOMIMXCS MPUHIIMUIIAM MMOCTPOCHHS CUCTEM 3allUThl MH(OPMALUU B
JIOKaJIbHBIX BhUUCIUTENbHBIX ceTsX (JIBC) u meTonam ananusa Hagexxuoctu 3amutsl JIBC

2 MecTo TMCHUIIMHBI (MOYJIs1) B CTPYKTYpe 00pa3oBaTe/ibHO MPorpaMmMbl

HucuuruinHa bezonacHocts cereit 9BM BXxoauT B 00s13aTelbyt0 4acTh y4E€OHOTO IUIaHa
00pa30BaTeIbHOI IPOrpaMMBI.

Jis  u3ydeHWs  AMCUMIUIMHBL  HEOOXOAMMBI  3HaHMA  (YMEHHUS,  BIAJCHUS),
c(OpMHUPOBAHHBIC B PE3YIIBTATE U3YUCHHSI JUCITUTUTUH/ IPAKTUK:

WNudopmaruka

Ceru u cucteMsbl epeauu UHPopMauu

OcHoBBI MH(OPMAITMOHHON 0€3011aCHOCTH

Opranuzanus 9BM 1 BEIUHCTUTEIBHBIX CUCTEM

VY4yeOHas - 03HaKOMHTENbHAs PAKTHKA

Teopus nuudopmaru

3HaHus (YMEHUs], BJIaJICHUs), TOJYYEHHbIE PU U3YYEHUU NAHHOW TUCIUIUIMHBI OynyT
HEOOXOIUMBI JUISl U3yUeHUS TUCLUITNH/TIPAKTHK:

WNudopmanronHas 0e30MacHOCTh paclpeieeHHbIX HH(POPMAIMOHHBIX CUCTEM

Kpunrorpaduuecknue MmeToas! 3aliUThl THPOPMALIUU

PazpaboTka 1 3KCIuTyaTalys 3alUIIeHHbIX aBTOMAaTU3UPOBAHHBIX CUCTEM

TectupoBanue cucteM 3alUTh HHYOPMALIUK AaBTOMAaTU3UPOBAHHBIX CUCTEM

3ammTa 3IeKTPOHHOTO JOKYMEHTO000pOoTa

[Tpon3BoCTBEHHAA-IPAKTUKA MO MOJYYEHUIO MPOQPECCHOHATIBHBIX YMEHUH M ONbITa
poeCCHOHAIBHON eI TeTbHOCTH

Bupryanshsie cetn

3amura HHQOPMAITMOHHO-TEXHOJIOTMYECKUX PECYPCOB aBTOMAaTU3NPOBAHHBIX CHCTEM

MeTo1pI IPOEKTUPOBAHUS CUCTEM 3aIIUThI PaclpeieIeHHbIX HH(OPMALIMOHHBIX CUCTEM

Hayuno-uccnenoBarenbckas pabota

[Ipon3BoaCTBEHHAS-IPEAAUIIOMHAS TPAKTHKA

be3onacHOCTb ONIEPALIMOHHBIX CUCTEM

PazpaboTka 1 3KCIuTyaTalyst aBTOMaTH3UPOBAHHBIX CUCTEM B 3aIIMIIIEHHOM HCTIOJIHEHUH

VYnpasienue nHpOpMaMOHHOHN 6€30MTaCHOCTHIO

MonenupoBaHue yrpo3 HHGOPMalMOHHOM 6e301acHOCTH

MeTozbl ¥ CTaHIapThl OLEHKH 3alMIEHHOCTH KOMIIBIOTEPHBIX CUCTEM
AHanu3 puckoB HHPOPMALMOHHOM 6€3011aCHOCTH

be3zonacHocts MHTEpHETA Been

ATtrectanua AVIC

AHanu3 ysa3BUMOCTEH IPOrPaMMHOT0 00ecTieyeHHs



Amnanu3 6e30nacHOCTH MH()OPMAITMOHHBIX TEXHOJIOT U

Pa3paboTka cucreM 3amuThl HHGOPMALIUH aBTOMAaTH3UPOBAHHBIX CUCTEM

MonenupoBaH#e CUCTEM 3aIIUTHI HH(POpMaITUH

Pa3paboTka SKCIUTyaTallMOHHOM JOKYMEHTAllMM HA CHCTEMBI 3aIIUTHl HH(OpMaLUH
ABTOMATH3UPOBAHHBIX CUCTEM

3 Komnerenuuu odyuyarmuerocsi, popMupyembie B pe3yabTaTe 0CBOEHHUSA

AUCHMILINHBI (MOAYJISA) U IVIAHUPYEMbIe pPe3yJibTaThl 00y4eHHUs

B pesynbrare ocBoenus aucumiumHbl (Momyns) «beszomacHocTh cereir DBM»
oOyuaronuiics 10JeH 001a1aTh CAEAYIOIMMU KOMIIETEHIIUSAMMU:

Koa nnnukaropa Nuaukarop 10CTHKEHUS KOMIIETEHIUA

OIIK-12 Cnocoben mpuMeHSATh 3HaHHS B OOJIACTH OE30MACHOCTH BBIUMCIUTEIBHBIX CETEH,
OTICPAITMOHHBIX CHCTEM M 0a3 JaHHBIX IPH pa3pa0d0TKe aBTOMATU3HPOBAHHBIX CUCTEM;

OIlK-12.1 [Ipumensier 3HaHus B 00nacTu 0E€30MaCHOCTU BBIUMCIUTENbHBIX CETEN Ipu
pa3pabdOoTKe aBTOMATU3UPOBAHHBIX CHCTEM

OIlK-12.2 [Ipumensier 3HaHUS B 00JaCTH OE30MACHOCTH ONEPALMOHHBIX CUCTEM IpU
pa3pabdOoTKe aBTOMATU3UPOBAHHBIX CHCTEM

OIIK-12.3 [Ipumensier 3HaHus B oOnactu Oe30macHOCTU 0a3 JaHHBIX MPU pazpaboTke

ABTOMAaTU3UPOBAHHBIX CUCTCM




4. CTpykKTypa, 00bEéM H coaep:KkaHue TUCHUIIMHBI (MOAYJIsA)
OO01mas Tpy1I0eMKOCTb JUCIUILIMHBI COCTABIISIET 7 3a4E€THBIX eIUHUI] 252 akaJl. 4acoB, B TOM YHCJIC:
— KOHTaKTHasi pabota — 127 akaj. yacos:
—ayauTtopHas — 122 akaj. 4acos;

— BHEAyJIUTOPHAs — D aKkajl. 4acoB;
— camocTosTenpHas padora — 89,3 akaz. 4acos;

— B (popMe npakTHuecKoii moarotoBku — 0 akan. 4yac;

— MOJTOTOBKA K DK3amMeHy — 35,7 akaj. Jac

d)opMa aTTeCTaluu - 3a4€T, 9K3aMCH

Paznein/ rema
JHACLUATIIAHBL

Cemectp

AynutopHast
KOHTaKTHast pabora
(B akaz. yacax)

Jlek.

11a0.
3aH.

MIPaKT.
3aH.

CamocrosTeabHas

paboTa cTymeHTa

Bug
CaMOCTOSITEILHON
padoThI

®dopma TeKyIero
KOHTPOJIS

YCIIEBaEMOCTH U

MPOMEKYTOUHON
aTTeCTallul

Kon
KOMIIETEHIIMH

1. OCHOBHBIE
Oe3onacHoctucereii OBM

TIOHATUSA

1.1 Be3omacHocTh cereit DBM
- HCTOPHS BOITPOCA,
COBPEMEHHOE COCTOSIHUE,
TEHICHLIUN

1 | 20,61

ITonck
JIOTIOTHUTENBHOMN
HHPOPMAITHH 10

3aJaHHOU TeMe
(pabota ¢
6ubmuorpaduuec
KUM MaTepuaiaMu,
CIPaBOYHHUKAMH,
KaTaJoTaMH,
CIIOBapsIMH,
SHLUKJIONIETUSIMU )

VYerHblii onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

1.2 OcHOBHBIE YA3BUMOCTH
ceren OBM u 175,
UCIIOJIb30BaHUE HapyLINTEIeM

ITonck
JIOTIOTHUTENBHOMN
uHpopMaIHK 110

3aJJaHHOU TeME
(pabota ¢
o6ubnuorpaguaec
KHM MaTepualiaMH,
CIPaBOYHHUKAMH,
KaTaJIoOTaMH,
CIIOBapsMH,
SHLUKJIONICIUSIMU )

YcTHBII onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




TTouck
JIOTIOJTHUTEITLHOM
uHpopMaIuy 1o

3aJJaHHOM TeMe

SHIUKIIONETUSIMH )
, [logroToBka K
PAKTHIECKOMY

3aHSTHUIO

(pabora ¢ Jlab6opaTopHas
1.3 IMaponpHas  3ammra oubnmorpaguuec | padora «IlaponbHas OIK-12.1
aJIMHHUCTPATHUBHOTO u KUM MaTepuaiaM, | 3amra KOHCOIBHOTO )
A P 211 4 P | OIK-12.2,
KOHCOJIGHOTO ~ BXOJOB  Ha CNIPaBOYHHUKAMH, TIOJKITIOUSHHUS OIK-12.3
ceTeBoe 000pyJOBaHHE KaTaJoramH, CETEeBOTO '
CJIOBapsMH, 000pyIOBaHUSI»
SHIUKIIOTICTUSIMU
), [llogrotoBka k
MPaKTUYECKOMY
3aHSTHUIO
ITouck
OTIOJTHUTENBHOMN
8 JlaGopatopHast
HHPOPMAITHH 10
N pabora
3aJJaHHOH TeMe
«3aluIeHHsIe U
(pabota ¢
He3alUIICHHbIC
6ubmuorpaduuec
14  3amura  yIaJeHHOTO TEepMUHAIIbHBIC OIlK-12.1,
KUM MaTepuajIaMu,
MOJKIIOYEHUsI K CETEBOMY 2/11 4 MIPOTOKOJIBI — OIIK-12.2,
CIpaBOYHHUKAMH,
000pyIOBaHHIO MepexBat mapost OIlK-12.3
KaTaJOTaMH,
HE3alUIEHHOTO
CIIOBapsIMH,
NPOTOKOJIA MPH
SHIMKJIONEIUSIMH )
TIOMOIIIU CETEBOTO
, [logroroBka k
CKaHepay
MPAKTHIECKOMY
3aHATHIO
HWroro no pazaeny 8/2,61 16
2. Mogens 0e30mMacHOCTH IS
JIOKAJIbHOY BBIYMCIUTENBHON ceTH
TTouck
JIOTIOTHUTENBHOMN
HHPOPMAITHH 10
3a/laHHOM Teme
2.1 TlpuHumn «oOGOpOHBI B
I 6an>> ’ Kak gasosmﬁ (paGora ¢ OIK-12.1,
I zIHLII/I}l,'I pH  OpraHM3ALH 2 4 oubnuorpagpuiec YcTHblii onpoc OIIK-12.2,
P P P KHM MaTrepuajiaMH, OIIK-12.3
3aIIUTHI CETH
CIpPaBOYHHUKAMH,
KaTaJoTaMH,
CIIOBapsIMH,
SHIUKIIOTIETUSIMU )
5 ITowuck
JOTIOJTHATENHHOM
uHpopMaIHK 10
3aJJaHHOM TeMe
A JlaGopaTopHas
(pabota ¢
6ubnuorpaguaec padota
2.2 CermentupoBanue JIBC p «Hcnonp3oBanue
KHM MaTepualiaMH,
Kak  crnoco0  MOBBILNIEHUS 2 1 nporokona ARP B
CTPaBOYHHUKAMH, .
0€e30MacHOCTH ceTn CeTMEHTHPOBAHHOH U
KaTaJoTaMH, N
COBADIMIL HECerMEeHTUPOBAHHON
PAMH, JIBC»




2.3 MOHHTOPHHT COCTOSIHUS
TPAHCIIOPTHON  TOJCHCTEMBI
KaKk CpeICTBO KOHTpPOJS 3a
COCTOSTHHEM CeTeBO
Oe3omacHoCTH

ITouck
JIOTIOJTHUTENIbHOM
uHpopMaIuy 1o

3aJJaHHOU TeMe
(pabora ¢
oubnuorpagpuiec
KHM MaTepualiaMH,
CNIPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,
SHUUKIIONEIUSIMH )
, [TogroroBka Kk
MPaKTUYECKOMY
3aHSTHUIO

Jlab6opaTopHas
pabora
«MoOHUTOpPHUHT
OTKPBITBIX
TCP-coenunenuii B
OC Windows»

Wroro no pasneny

3. OOHapyxeHHE W HEWTpaIu3anus

CCTCBBIX aTaK

3.1 TlousTHe «CETEBOM aTaKm»
- WCcTOpHs, KiaccupHUKaIms,
COBPEMEHHBI  TOAXOJ K
BOIIPOCY

2/11

ITouck
JIOTIOTHUTENBHOMN
HHPOPMAITHH 1O

3a/laHHON TeMe
(pabota ¢
6ubnuorpaduuec
KUM MaTepuajIaMu,
CTPaBOYHUKAMH,
KaTaJoraMH,
CIIOBapsIMH,
OHIMKIIOIICAUSIMHA
), IOATOTOBKA K
KOMITBIOTEPHOMY
TECTUPOBAHHIO

KowmmerotepHoe
TECTHPOBaHHE

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

3.2 ®a3kl ceTeBOM aTaku

2/11

ITouck
JIOTIOJTHUTENIbHON
uH(popMaIHy 10

3alaHHON TeMe
(pabota ¢
oubnuorpagpudec
KHM MaTepualiaMH,
CIPaBOYHHUKAMH,
KaTaJIOTaMH,
CIIOBapsMH,
SHIMKIIONIEIUAMH
), IOATOTOBKA K
KOMITBIOTEPHOMY
TECTHPOBAHHIO

KommnerorepHoe
TECTHPOBaHHE

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




3.3 Meromukn 0OOHapyXeHHs
CETEeBBIX aTak

2/11

ITouck
JIOTIOJTHUTENIbHOM
uHpopMaIuy 1o

3aJJaHHOU TeMe
(pabora ¢
oubnuorpagpuiec
KUM MaTepuaiaMu,
CNIPaBOYHHUKAMH,
KaTaJoraMH,
CJIOBapsMH,
SHIUKIIOTICTUSIMU
), MOJITOTOBKA K
KOMITBIOTEPHOMY
TECTUPOBAHHIO

KomnerotrepHoe
TECTHUPOBaHHE

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

3.4 OcHOBHBIE Mephl
MPOTUBOJCHCTBUS  CETEBBIM
aTakam; CHCTEMBI
o0OHapyXeHHUs u
HPEIOTBPAIICHNUS BTOPIKCHUH

2/11

ITouck
JIOTIOTHUTENBHOMN
HHPOPMAITHH 10

3a/laHHON TeMe
(pabota ¢
6ubnuorpagpuiec
KUM MaTepuajIaMu,
CTPaBOYHHUKAMH,
KaTaJOTaMH,
CIIOBapsIMH,
SHIUKIIONIE TUSIMU
), MOJITOTOBKA K
KOMITBIOTEPHOMY
TECTUPOBAHUIO

KowmmerotepHoe
TECTHPOBaHHE

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

HWroro no pazneny

8/41

16

4, TexHomoruu

0e30I1acCHOCTH
JIOKAJbHBIX BBIYUCIUTEIBHBIX CETEN

4.1 TexHOMOTHUS BUPTYAIbHBIX
JIBC (VLAN)

4/21

ITouck
JIOTIOJTHUTENIbHON
uH(popMaIHy 10

3alaHHON TeMe
(pabota ¢
oubnuorpagpudec
KUM MaTepualiaMH,
CIpaBOYHHUKAMH,
KaTaJoTaMH,
CIIOBapsIMH,
SHLUKJIONICIUSIMU )
, [logroToBka Kk
MPAaKTUYECKOMY
3aHATHIO

3amura
nabopaTopHOi
paboThl
«Opranuzanus JIBC
¢ VLAN»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




4.2 Texuonorust Port Security

4/21

ITouck
JIOTIOJTHUTENIbHOM
uHpopMaIuy 1o

3aJJaHHOU TeMe
(pabora ¢
oubnuorpagpuiec
KHM MaTepualiaMH,
CNIPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,
SHUUKIIONEIUSIMH )
, [TogroroBka Kk
MPaKTUYECKOMY
3aHSTHUIO

3amura
nabopaTopHO
paboThI
«Hcnonp3oBanue
TexHoJioruu Port
Security»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

4.3 TexHOIOTHS  CIIMCKOB
koHTpoist foctymna (ACL)

421

ITouck
JIOTIOTHUTENBHOMN
HHPOPMAITHH 10

3a/laHHON TeMe
(pabota ¢
6ubmuorpaduuec
KUM MaTepuajIaMu,
CIpaBOYHHUKAMH,
KaTaJOTaMH,
CIIOBapsIMH,
SHIMKJIONEIUSIMH )
, [logroroBka k
MPAKTHIECKOMY
3aHATHUIO

3armura
nabopaTopHO
paboThI
«Hcnonp3oBanue
TexHosiorun ACL»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

HWroro no pazneny

12/61

12

5. IloaroToBka K NPOMEXYTOUHOM
aTTecTalyu

51 ITogroroBka K
MIPOMEXKYTOUYHON aTTeCTalluu

ITonck
JIOTIOTHUTENBHOMN
HHPOPMAITHH 10

3aJaHHOU TeMe
(pabota ¢
oubnuorpagpudec
KHAM MaTepuagaMu,
CNIPaBOYHHUKAMH,
KaTaJoTaMH,
CIIOBapsIMH,
SHLUKJIONICIUSIMU )

3auer

HWroro no pazneny

Wroro 3a cemectp

18

36/12,61

53

3a4éT

6. Metobl KOHTpOJIS ceTeit 9BM




6.1 Ananms cereBoro Tpaduxa

4/21

TTouck

uHpopMaIuy 1o
3a7aHHOH TeMe
(pabora ¢
oubnuorpagpuiec

CIpaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,

, IOATOTOBKA K
MpakTUICCKOMY
3aHATHIO

JIOTIOJTHUTEITLHOM

KUM MaTepuajliaMu,

SHUUKIIONEIUSIMH )

IIpakTuaeckas
pabota «AHanu3
ceTeBoro Tpadukxa

DBM»

3aIUIICHHBIX CETEeH

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

6.2 IepexBar
COO0OMICHUI

CCTCBBIX

421

ITouck
JIOTIOTHUTENBHOMN
HHPOPMAITHH 10

3a/laHHON TeMe
(pabota ¢
6ubmuorpaduuec
KUM MaTepuajIaMu,
CTPaBOYHHUKAMH,
KaTaJOTaMH,
CIIOBapsIMH,
SHIMKJIONEIUSIMH )
, TOJITOTOBKA K
MPAKTHIECKOMY
3aHATHUIO

IIpakTuueckas
pabota «AHanu3
ceTeBoro Tpaduka
3alIUIICHHBIX CeTCH
3BM»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

6.3 Hcnons3oBanne
3aIUIIEHHBIX MIPOTOKOJIOB
TS 3aIIUTEI CETEBOT0
Tpaduka

ITouck
JIOTIOJTHUTENIbHON
uH(popMaIHy 10
3alaHHON TeMe
(pabota ¢
oubnuorpagpudec
KHM MaTepualiaMH,
CIpaBOYHHUKAMH,
KaTaJoramMH,
CIIOBapsMH,
SHLUKJIONICIUSIMU )
, MOJITOTOBKA K
MPAaKTUYECKOMY
3aHATHIO

IIpakTnueckas
pabora «AHanu3
CEeTeBOro Tpaduka
3aIIUIICHHBIX CceTel
OBM»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

HWroro no pazneny

12

12/41

7. Bbe3omnacHOCTb
ceren

0ecTpOBOTHBIX

7.1 VYerpoiicTBo u

Pa3sHOBUAHOCTHU 6

OecrpoBOIHBIX ceTer

4/21

ITouck
JIOTIOJTHUTENILHON
uHpopMaIHK 110
3aJaHHOU TeEME
(pabota ¢
6ubmuorpaduuec
KHUM MarepuajiamMi,
CIpaBOYHHUKAMHU,
KaTaJoramH,
CIIOBapsIMH,
SHUMKIIONEIUSIMHU )

VYcerHbIi onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




7.2 TlpobGiema 06e30MACHOCTH
B OECIPOBOIHBIX CETSAX

4/21

ITouck
JIOTIOJTHUTENIbHOM
uHpopMaIuy 1o

3aJJaHHOU TeMe
(pabora ¢
oubnuorpagpuiec
KHM MaTepualiaMH,
CNIPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,
SHUUKIIONEIUSIMH )
, IOZTOTOBKA K
MPaKTUYECKOMY
3aHSTHUIO

IIpaxkTnyeckas
pabora
«Opranuzanus
3aIIUTE
OecripoBOJHBIX
ceTen»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Wroro no pasneny

8/41

8. 3amuIiieHHple CETH

8.1 [Ilouarwe 3amMILEHHONI
CeTH

4/1,91

ITouck
JIOTIOTHUTENBHOMN
HHPOPMAITHH 10

3a/laHHON TeMe
(pabota ¢
o6ubnuorpagpuiec
KUM MaTepuajIaMu,
CMPaBOYHUKAMH,
KaTaJOTaMH,
CIIOBapsIMH,
SHIUKIIONIETUSIMU )

VYcerHbli onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

8.2 TexHomnorust BUPTyaIbHOU
YaCTHOWM/3AIIMUIIEHHON  CEeTH
(VPN). Knaccuguxarus
cereit VPN

4/11

TTouck
JIOTIOTHUTENBHOMN
HHPOPMAITHH 10

3a/laHHOM Teme
(pabota ¢
oubnuorpagpuiec
KUM MaTepuaiaMu,
CTPaBOYHUKAMH,
KaTaJoTaMH,
CIIOBapsIMH,
SHIUKIIOTIETUSIMU )

VYerHslii onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

8.3 PasnoBuaHoCTH
texHojoruii VPN

4/11

ITouck
JIOTIOJTHUTENILHON
uH(popMaIHK 110

3aJJaHHOU TeME
(pabota ¢
o6ubnuorpaguaec
KUM MaTepualiaMH,
CIpPaBOYHHUKAMH,
KaTaJoTaMH,
CIIOBapsMH,
SHLUKJIONICTUSIMU )
, MOJITOTOBKA K
MIPAKTUYECKOMY
3aHATHIO

IIpakTnueckas
pabora
«Opranmzanust VPN»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




MpUMEHSIEMBIE
opranuzanuu VPN

8.4 Anroputmbl mnpoBaHus,

JUIs

13

ITouck
JIOTIOJTHUTENIbHOM
uHpopMaIuy 1o

3aJJaHHOU TeMe
(pabora ¢
oubnuorpagpuiec
KHM MaTepualiaMH,
CNIPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsMH,
SHUUKIIONEIUSIMH )
, IOZTOTOBKA K
MPaKTUYECKOMY
3aHSTHUIO

IIpakTudeckas
pabota
«Opraamanus VPN

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Hroro no pazmeny

14

14/3,91

4,3

9. IloagroroBka K
aTTECTallMU U KypCOBOM pabOThI

HTOTOBOMH

9.1 TIloaroroska
paboThI

KypcoBOit

18

ITouck
JIOTIOTHUTENBHOMN
HHPOPMAIHH 10

3a/laHHON TeMe
(pabota ¢
6ubnuorpaduuec
KUM MaTepuaIaMu,
CMPaBOYHHUKAMH,
KaTaJoTaMH,
CIIOBapSIMH,
SHIUKIIOTIE TUSIMU
), BBITIOJIHEHHE
KypCOBO# paboTHI

3amura KypcoBou
paboThI

aTTeCTaluu

9.2 TloAroroBka K WTOTrOBOM

ITonck
JIOTIOTHUTENBHOMN
uH(popMaIHy 1o

3alaHHON TeMe
(pabota ¢
oubnuorpagpuiec
KHM MaTepualiaMH,
CIpaBOYHHUKAMH,
KaTaJIoTaMH,
CIIOBapsIMH,
SHLUKJIONICIUSIMU )

DK3aMeH

HWroro no pazneny

26

Uroro 3a cemectp

34

34/11,91

36,3

OK3aMCH

HToro no gucLUIINHE

52

70/24,5

4

89,3

3a4er, 3K3aMeH




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

Jia  peanu3zauuu  NPEeAyCMOTPEHHBIX BUJOB Y4eOHOHl paboThl B KauyecTBe
00pa3oBaTeNbHBIX TEXHOJIOTMH B NpPENOJaBaHUM TUCHUILIMHBI «be3omacHocTh cereir DBM»
UCIOJIB3YIOTCS TPAJAULIMOHHAS U MOAYIbHO-KOMIIETEHTHOCTHAS TEXHOJIOTHH.

Peanuzanus KOMIETEHTHOCTHOTO MTO/IX0/1a IPEIyCMAaTPUBAET HCIIOJIb30BAaHHE B YUeOHOM
Ipolecce AaKTHUBHBIX M HHTEPAKTHUBHBIX (OpM TMPOBEACHHS 3aHATH B COYETAHUU C
BHEAYJIMTOPHOW paboTOi ¢ 1eNbl0 POPMHUPOBAHUS U Pa3BUTUS MPO(HECCHOHATBHBIX HABBIKOB
oOydJaronuxcs.

[Ipu mnpoBemeHuu y4eOHBIX 3aHATUH TpenoAaBaresib O0ECIeYHBaeT pa3BUTHE Y
o0y4aromuxcsi HaBBIKOB KOMaHAHON paOOThl, MEXKIMYHOCTHOM KOMMYHUKAIUM, NPUHSATHS
pelIeHuH, JIUJIEPCKUX Ka4yeCTB MOCPEICTBOM IPOBEICHUSI MHTEPAKTUBHBIX JIEKIIUM, TPYIIOBBIX
JTUCKYCCHM, PpOJIEBBIX WIp, TPEHUHIOB, aHajW3a CHUTYyallMi, y4yeTa OCOOEHHOCTEH
npodecCHOHATBLHOM esITeTbHOCTH BBIITYCKHUKOB U MOTpeOHOCTEH paboToaaTerneii.

6 YueOHO-MeTOIMYeCKOE 0O0ecnedeHue CaMOCTOSITeIbHO padoThl 00y4aroIuXCs
[Ipencrasneno B npunoxxenuu 1.

7 OueHoYHbIe CPeICTBA 1JIA IPOBEIeHUs POMEKYTOUYHOM aTTecTauuu
[IpencraBieHbl B IPUIOKEHUU 2.

8 YueOHo-MeTOAMYeCcKOEe H HH(POPMALIMOHHOE O0ecnevyeHue TUCIUITHHBI (MOYJIs1)

a) OcHoBHas1 IMTEpaTypa:

1. Cetr ¥ TeNEeKOMMYHHKALMY | y4eOHUK U nipakThkyM s By3oB / K. E. Camyitnos [u
np.]; mox penakuued K. E. CamyiinoBa, U. A. lllanumona, /[I. C. KynsboBa. — Mocksa :
N3narenscTBO IOpaiir, 2020. — 363 c. — (Beicmee oOpa3oBaHme). —
ISBN 978-5-534-00949-1. — Tekcr : oanekrponnsii // DBC IOpaiir [caiit]. — URL:
https://urait.ru/bcode/450234 (nata obparenus: 12.03.2020).

2. lubpos, M. B. Ceru u tenexommyHukanuu. Mapmpyrtuzamus B IP-cetsix B 2 u.
Yacts 1 : yueOHHK U TipakTUKYM 7151 By30B / M. B. JTubpoB. — Mockga : U3znarensctBo FOpaiiT,
2020. — 333 c.— (Bwicmiee oOpazoBanme). — ISBN 978-5-9916-9956-3. — Tekcr
anektponnsiii // DBC Opaiit [caiit]. — URL: https://urait.ru/bcode/452430 (nara oGparieHus:
12.03.2020).

3. dubpos, M. B. Cern u Tenexommynukanuu. Mapmpyruzamus B IP-cetsix B 2 4.
Yacth 2 : yueOHHK U mpakTHKyM Juis By30B / M. B. Jlu6pos. — Mockga : M3narenbctBo FOpaiiT,
2020. — 351 c.— (Bwicmee oOpazoBanme). — ISBN 978-5-9916-9958-7. — Tekcr
anektponHsbii // DBC Opaiit [caiit]. — URL: https://urait.ru/bcode/453063 (nara oOparieHus:
12.03.2020).

0) JlonoJiHMTEILHASA JIUTEpaTypa:

1. 3amaruna, O.M. BbluuciauTenbHble CHCTEMBI, CETH U TEJIEKOMMYHHKAIIUH.
MogenupoBanue cereii : yaeoHoe mocodue mis maructparypsl / O. M. 3amsituHa. — MockBsa :
UzparenbcTBO FOpaiir, 2019. — 159 c. — (YauBepcuTeTsl Poccun). —
ISBN 978-5-534-00335-2. — Tekcr : aaektponnsiii // DBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/433938 (nata obparmienus: 12.03.2020).

2. Kotenko, B. B. TexHonorun nHGOPMAIMOHHOTO aHAIN3a MOJIE30BATEIHCKOTO YPOBHS
TENIEKOMMYHHKAIIMOHHBIX cuCTeM : yuyeOHoe nocodue / B. B. Korenko ; FOxHbIi QenepanbHblii
yHuBepcuteT. - PoctoB-Ha-llony ; Taranpor : W3matensctBo HOkHOTO (enepaabHOTO
yauBepcureta, 2019. - 194 c. - ISBN 978-5-9275-3176-9. - Tekcr : snekrponnsii. - URL:
https://new.znanium.com/catalog/product/1088143 (nara oopamienus: 26.02.2020)

MAKPOOBBEKTABI:

3. Pa3BepThIBaHUE U HACTPOIKA BUPTYAIbHBIX CETCH : yueOHOe mocobue [ st By30B] /



[coct.: B. B. bapankos, U. 1. bapankoBa, Y. B. Muxaitnosa, O. b. Kanyruna] ; MI'TVY. - MarauToropck :
MI'TY, 2019. - 1 osaekrpon. onr. guck (CD-ROM). - 3armn. ¢ turya. skpana. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/381
3.pdf&view=true (mara obpamenus: 15.10.2019). - MakpooosekT. - ISBN 978-5-9967-1305-9. - Texkcr :
ANIEKTPOHHBIN. - CBeaeHus noctynHsl Takke Ha CD-ROM.

4. Cereas 3amura nHbopmanuu. JJabopaToOpHbIH IPaKTUKYM | ydeOHOe mocodue [mis By3os] / [,
H. Ma3uuH [u ap.] ; Marautoropckuii roc. texundeckuil yH-T um. I'. Y. HocoBa. - Marauroropck : MI'TY
mm. I. WM. Hocoa, 2019. - 1 CD-ROM. - 3arn. c¢ Tturyn. o2kpaHa. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/382
4.pdf&view=true (mata obpamienus: 22.10.2019). - MakpooonekT. - ISBN 978-5-9967-1605-0. - Tekcr :
ANIEKTPOHHBIN. - CBeaeHus noctynusl Takke Ha CD-ROM.

*PEXXKUM [TPOCMOTPA MAKPOOBBEKTOB

1. ITepeiit 1o aapecy 3aeKTpoHHOro KaTtasnora https://magtu.informsystema.ru

2. IIpoussectu aropusanuio (Jlorun: Yurarens1 IMapons: 111111)

3. AKTHBH3HPOBATH THIIEPCCHUTKY MaKPOOOBEKTA

B) MeToanyeckue yKa3aHus:

1. Meroauueckue yKa3aHUA [0 BBIIOJHEHUIO MPAKTHYECKUX pPa0OT MO JUCHUIUIMHE
«besomnacHocTs ceteit DBM»y (Ipunoxenue 1)

2. Meroanueckue YyKa3aHUS 1O BBINOJIHEHHUIO Ja0OpaTOpHBIX pabOT MO AMCHHUILIMHE
«besomnacHocTs ceteit DBM»y (Ipunoxenue 2)

3. Meroanueckue yka3aHUs 1O BBIMOJHEHUIO BHEAYAMTOPHBIX CAMOCTOSITENBHBIX PadOT IO
mucnuruinie «besomacHocts ceteit 9BMy (Ipunoxenue 3)

r) IIlporpammHuoe ob6ecnieuenue u MHTEpHET-pecypenl:

IIporpamMmmuoe obecnieuenue

Haumenosanue I1O Ne morosopa CpoK IeWCTBHS TUIICH3UH
MS Windows 7 11-1227-18 o1 08.10.2018 11.10.2021
Professional(ams kmaccoB)

MS Office 2007 Ne 135 ot 17.09.2007 GeccpoHO
Professional

7Zip cB000THO pacnpoctpansemoe [10 0ECCPOYHO
LibreOffice cB000HO pacnpoctpansiemoe 110 0eccpoyHO
Adobe Reader cB0001HO pacmnpoctpansemoe [10 0eccpouHO
MS Windows 10

. J1-1227-18 o1 08.10.2018 11.10.2021
Professional (mys kmaccoB)

MS Windows Server(zust

J1-1227-18 ot 08.10.2018 11.10.2021
KJIaCCOB)
Bpaysep Mozilla Firefox [cBoGoaHo pacnpoctpansiemoe [10 6eccpodHo
Bpaysep Yandex cB00OTHO pacnpoctpansemoe [10 0ECCPOYHO
Linux Calculate cB000JIHO pacnpoctpansemoe [10 0ECCPOYHO

FAR Manager cBoOOHO pacrpocTtpansemoe 110 OECCPOUHO




IIpodeccnonanbHble 0a3bl JaHHBIX M MH(QOPMaIHOHHBIE CIPABOYHbIE CHCTEMbI

Hassanue xkypca

CchUIKa

OnexTpoHHas 0a3za MEPHOAMYECKUX
w3nanuii _East View Information

https://dlib.eastview.com/

HammmonansHas
UH(OPMAIIMOHHO-aHATUTHIECKAS
cucteMa — PoOCCHUCKHMH WHIEKC

URL.: https://elibrary.ru/project_risc.asp

ITouckoBass cucremMa AxazeMus
Google (Google Scholar)

URL.: https://scholar.google.ru/

Wndpopmanmonnas  cucrema
EmmHoe  okHO  jmocTyma K

“|URL: http://window.edu.ru/

®denepanbHOE rOCYIapCTBEHHOE
OIOKETHOE yupexaeHue
«DenepaTLHBIN HHCTUTYT

URL: http://www1.fips.ru/

WNndpopmanmonnas cucrema - bank
JaHHBIX __ yrpo3  0e30IacHOCTH

https://bdu.fstec.ru/

Wudopmanmonnass  cuctema -
HopmaTtuBHbIE TpaBOBBIE  aKTHI,
OpraHU3aIIOHHO-PACTIOPSAUTEIHH
bl€ JIOKYMEHTBI, HOPMAaTHUBHBIC U
METOMYECKHE  JIOKYMEHTBl U

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-inform
atsii

ApxuB HayYHBIX KYpHaJIOB
«HanmonanbHbIH
3JESKTPOHHO-HHOOPMAIMOHHBIN

https://archive.neicon.ru/xmlui/

MexnyHapoaHas pedepaTuBHas U
MOJTHOTEKCTOBasl CHpaBoyHas Oaza
JTAaHHBIX Hay4YHBIX U3JIaHUI

https://www.nature.com/siteindex

MexayHaponHas — pedepaTuBHas
0a3a__ JaHHBIX 1O YUCTOH W

http://zbmath.org/

MexnynapoaHas 6aza CipaBOYHBIX
W3IaHUM 110 BCEM OTPACsIM 3HAHUM

http://www.springer.com/references

MexnyHapoaHas 0a3za HaydHBIX
MaTepHaJIOB B 00J1ACTH (PU3MICCKHIX

http://materials.springer.com/

M .
CHAYHApOLHAA KOTICKIMA - www. springerprotocols.com/

Hay4HBbIX IIPOTOKOJIOB 110

MexnyHapoaHas 0aza

ITOJTHOTCKCTOBBIX KypHaJIOB

http://link.springer.com/

MexnyHapoaHas pedeparuBHas U
MOJIHOTEKCTOBAs cHpaBodyHas 0a3a

http://scopus.com

MexnyHaponHas
HayKOMeTpHuecKasi pedepaTuBHas
U TIOJIHOTEKCTOBas 0a3za JTaHHBIX

http://webofscience.com

YHHBEPCHTETCKs https://uisrussia.msu.ru

nH}OopMaImoHHas cucTema

®denepanbHbIil  00pa3oBaTENbHBIN http://ecsocman. hse.ru/

opTal — DKOHOMHUKA.

DIEKTPOHHBIE pecypcsl . .

Submiorexn  MLTY . LTI http://magtu.ru:8085/marcweb2/Default.asp
Poccuiickas I'ocynapcTBeHHas

oubanoreka. Karamorun

https://www.rsl.ru/ru/4readers/catalogues/




9 MaTepuajibHO-TeXHHYeCKOe o0ecreyeHue TUCIIUTIIUHBI (MOTYJIs1)

MatepuanbHO-TeXHUYECKOE 00ecreueHre IMCIUTUTMHBI BKITIOYAET:

Jlexuuonnas ayautopuss MynbTUMEIUIMHBIE CPEICTBA XPaHEHHUA, Iepeladyd U
npezcTaBiIeHus HHQOpMaIH

JlaGoparopus ceteil u cucteM mnepefadu AaHHbIX. Jlaboparopus Ge3omacHOCTH ceTeit
OBM:

1. YueOHo-nmaboparopusiii crenn "KoaupoBanue u Mmoayssius nHGOpMaIuy B CUCTEMax
CBA3H", KOMIIJIEKTAIM TTOJTHAs

2. YuebHo-maboparopusliii crena "Cructembl criyTHHKOBOM HaBuranuu" GPS. (2 miT)

3. Kommuiekt TunoBoro yuedbnoro odopynosanus "Cetu cotoBoii cBsizu GSM"

4. KommiekT TUNOBOro ydeOHoro obopynoBanus "TenekoMMyHUKAllMOHHBIE JTMHUU
csizu" TJIC-01

5. Kommuiekt tumoBoro yueOHoro obGopynoBanus "CereBas 0€30MacHOCTh THIA
SECURITY-3M"

6. Kommekt yueOHoro ob6opynosanus "becripoBoinbie KOMIbIOTEpHBIE ceTH DBM"

7. Moayib yueOHO-1a00paTOPHBIH Il U3y4CHUS] HU3KOYPOBHET0 KOHTpoJutiepa Ethernet

8. CreHn KOMMYHHUKAllUOHHOTO OOOpYIOBaHUS CEPBEPOM Ui MOJCIMPOBAHUS
00Ja4uHOrO0 cepBHUca

9. Komrutekc mporpammuo-anmapatusiii ViPNet

Komnerorepnsiii kiacce - [lepconanbubie koMibiotepsl ¢ [10 u BeixogoM B MHTEpHET M
JIOCTYTIOM B AJIEKTPOHHYIO HH(GOPMAIITMOHHO-00Pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

Aynuropuss AJii  CaMOCTOSITENIbHOM paOOThl YWTalbHBIE 3aJbl OUOIHMOTEKH -
[Tepconanbubie kommbioTepbl ¢ [IO u Bbixogom B HMHTEpHET M OCTYNOM B 3JIEKTPOHHYIO
nH(pOpPMaAIMOHHO-00Pa30BATENBHYIO CPEAY YHUBEPCHUTETA.



Mpuiaoxenne 1

Y4eOHO-MeTOMUYECKOE O0ecTIeYeHre CAMOCTOSITEIbHOM PadoThl 00y4al0IUXCS

[To guctuninne «be3zonacHocts ceteit DBM»y npeaxycMoTpeHa ayIuTopHasi U BHeay IMTOpHAs
caMmocTosiTeNIbHas paboTa 00yJarOIMXCsl.

AyIuTOpHas caMOCTOsITeNIbHAsE padoTa 00yJaromUXCst IPEAIOoIaraeT BEIIIOTHEHNE KOHTPOJIbHBIX 33/1a4 Ha
IPAKTUYECKUX 3aHATHUSAX.

AyIuTOpHAsE CAaMOCTOSATENIbHAS paboTa 00YyJaIOIIMXCS Ha IPAKTUYECKUX 3aHATUSAX OCYILECTBIISICTCS 1O/
KOHTPOJIEM IIPENOaBaTelis B BU/IE BBIIOJIHEHUS Ja00paTOPHBIX padOT, KOTOPBIE ONPEEIseT
npenoaaBaTesb A1 00y4aroerocs.

Bueayauropnas camoctosiTenbHast padoTa 00y4arouxcsl OCYIIECTBISETCS B BUAE U3YUEHUS JINTEPATYPbI
110 COOTBETCTBYIOIIEMY Pa3Jielly ¢ IpOpabOTKOM MaTeprasia; BHIOJHEHUS JOMAITHUX 3aaHuH,
HOJTOTOBKU K ayIMTOPHBIM KOHTPOJIbHBIM pad0OTaM U BBIIOJHEHUS IOMAIIHUX 33JaHUN C
KOHCYJIbTAllUSIMU IIPENoJaBaTesis.

Hpumepuble 3a0anus u 80RPOCHL RO memam:

1. Ilenu u 3a1auu 3aUTHl HHGOPMALIUU B BBIYMCIUTEIbHBIX CETAX.

2. PasBurme TtexHosoruii oOecmeueHHs Oe3omacHOCTH cereii OBM, »3Bomonus MOOXOLOB K
o0ecrnevyeHno 0€30MacHOCTH.
VYrpo3sl HHPOPMAITMOHHON 6€30MaCHOCTH B COBPEMEHHBIX BBIUUCIUTENBHBIX CETAX.

4. Bwunbl BEIYMCIUTENBHBIX CETEH ¢ XapaKTepUCTUKON OCHOBHBIX MPUHIIMIIOB IIOCTPOEHHUSI.

5. llonarue wuenoctHocTH UHGOPMAMU B BBIUKUCIUTENBHBIX CeTsX. [IpuumHBl HapyeHus
LEJIOCTHOCTU MH(POPMAINH, UX MOCIEICTBUS U METOABI IPEIOTBPAILICHHUS.

6. CereBas ysS13BUMOCTb — ITOHSTHE, BUJIBI YA3BUMOCTEH, NX KIacCU(UKAIS, METOAb! YCTPAHEHHUS.

7. CemuypoBHEBasi 3TAJIOHHAsI MOJIEJTb MEXKCETeBOTO B3anmoeiictBus (moaenb OSl). [laliTe kpaTKyto
XapaKTepUCTHUKY 3a/1ay KaXkJI0T0 YPOBHSI MOJEIH.

8. Kiaccuduxanms coBpeMEHHOTO CETEBOTO 000PYIOBAHHUS C XapaKTEPUCTHKON KaXKIOTO U3 KIIACCOB.

9. CereBoii MPOTOKOJ — MOHATHUE, HA3HAYCHHE, KJIACCH(HUKAIINA C IPUBA3KON K ypoBHAM Mozaenu OSI.
Ilepeuncnure n3BecTHble Bam ysS3BUMOCTH COBPEMEHHBIX CETEBBIX MPOTOKOJIOB.

10. TIpotokon TCP/IP xak 6a30BbIii MPOTOKOJ COBPEMEHHBIX BBIYMCIMTEIBHBIX CeTei. [IpOTOKOIIBI
creka npotokosioB TCP/IP ¢ kpaTko#t XapaKTepHUCTUKOW OCHOBHBIX.

11. Ipunmune! padotel IP-ceteil. MapmpyTusanus, opraHu3anus MEKCETEBOTO0 B3aUMOJCHCTBUS, -

OCHOBHBIC ITPUHIIUIIBI 1 TCXHOJIOTHH.



12.

13.

14.
15.

16.

17.
18.

19.

20.
21.

22.

23.

24.

['moGanbHble BHIYUCIUTENBHBIE CETH — UCTOPUS, TEXHOJIOTHH, 0a30Bble MPUHIIMUIIBI TOCTPOCHHUS,
OCHOBHBIE CEepBUCHL. Vcnonp30BaHue TI00ATBHBIX BBIYHCIUTEILHBIX CETEH B KOHTEKCTE CETEBOU
0e301macHOCTH.

TexHonornu MOCTPOCHUs 3aIIUIICHHON JTOKAIbHOM BBIYMCIUTEIBHON CETU — CTPYKTYpUPOBAaHUE
ceTH, ucnoiib3oBanue TexHojaorun VLAN, cmucKOB KOHTPOJIS JOCTYIA U T.JI.

CereBas ataka. Knaccuduxkanus, MeTobl mpoBeAeHus, (pa3bl CETEBOM aTaku.

[lepeuncnure nzBectHbie Bam MeTo1bl ceTeBbIX atak. OLIEHUTE BO3MOXKHBIN yIepO s Kax 101 13
HUX U IPEJJIOAKUTE U3BECTHBIE METObI IPOTUBOICHCTBUS.

Mapmpytuzanus tpadguka B IP-cersix. Ha3naueHue, OCHOBHBIE alTOPUTMbI M TMPUHIUIIBL
Hcnonb3oBaHue TPUHIMIIOB MapIIPYTH3ALUUHN 3JIOYMBIIIJICHHUKOM  (TIOJIMEHA CYOBEKTa WIH
00beKTa MapUIPyTU3ALNH, HABA3bIBAHUE JIOKHOTO MapIIPyTa) U METOAbI MPEIOTBPAIICHHS TaKHX
IEUCTBUIA.

MesxceTeBble 9KpaHbl — HA3HAYCHUE, TPUHLIUIT ACHCTBUS, KIIaCCU(PUKALIUS, XapaKTEPUCTUKH.
[TocTpoeHue 3aMUIIICHHON BRIYUCIUTEIHHON CETH TI0 MIPUHIIAITY «000pOHa B TIIyOUHY» - Oa30BBIC
MOHSITUSI, OCHOBHBIE CTPYKTYPHBIE 30HBI U 3JIEMEHTHI CETH.

CucreMbl oOHapykeHHsI BTOpxeHHH. CUCTEMBbI TPe0TBPAIlleHUs] BTOP>KEHUN. ba30Bbie MPUHIUIIBI
paboThl U OCHOBHBIE XapaKTEPUCTHKH.

AHTHBUpPYCHAs 3aIlIUTA B BEIYUCITUTEIIHLHOM CETH.

[IporpammHoe obecrniedeHue, MpeaHA3HAUYCHHOE MJis TOWCKAa M aHalih3a YSA3BUMOCTEH B CETSIX
OBM.

Buptyansnsie yactasie cetu (VPN). Buptyanbpabie 3amuiieHsbie cet. [[puHIUTIBE TOCTPOCHUS,

ucnoib3oBaHue TexHosuoruu VPN B KOHTEKCTE MOCTpOeHUs 0€3011aCHOM BHIYMCIUTENIBHOM CEeTH.

becripoBoanble cetn. OCHOBHBIE NPUHLHUIBI PabOThl, OCHOBHBIE YSI3BUMOCTH M METOJbI HX
yCTpaHEHHUS.
Hcnonb30BaHue TEXHOJOTMHA MMUGPOBaHUS M KpUNTOrpaduyeckoil 3ammThl HHQOpPMALUK B

obecrieuennn 0e3onacHocT ceteit DBM.



puioxenne 2

OueHo4HBIE CPeICTBA /115 IPOBeIeHUsI IPOMEKYTOUHOI aTTecTaluu

7. Ouyenounvie cpedcmea 011 NPOGEOCHUS NPOMENCYMOYHOU ammecmayuu

a) Ilnanupyemoie pezyiomamaot 00yueHus u OyeHoOYHble CPEOCmEa 0151 NPOBEeOeHUs
RPOMENHCYMOUHOU ammecmayuu:

OueHovHbIE CpeAcTBA

OIIK-12 Cnoco0eH NPpUMEHSITh 3HAHUS B 00.J1aCTH 0€30aACHOCTH BHIYUCINTENbHbBIX CeTeil, 0MepalMOHHbIX CUCTEM U
0a3 JaHHBIX NPHU pa3padoTKe ABTOMATU3UPOBAHHBIX CUCTEM;

OIIK-12.1 IIpumensieT 3HaAHUSA B 00J1aCTH 0€30MACHOCTH BHIYUCIUTENbHBIX CceTell Mpu pa3padoTke
ABTOMATHU3MPOBAHHBIX CHCTEM

1. CmocoOGHOCTH K CaMOCTOSITETLHOMY aHaldN3y TEHICHIMHA Pa3BUTHS TEXHOJOTHI COBPEMEHHBIX TIIOOATBHBIX H
JIOKaJIbHBIX BBIYUCIUTENBHBIX CETEH C TOYKHU 3PEHHS CIIEIUATUCTa TI0 HH)OpMAIMOHHON 6€301acCHOCTH;

2. Croco0GHOCTh MPOTHO3UPOBATh MOTPEOHOCTH OPTraHW3aIlMM B TEXHOJOTHSAX 3alUThl HH(popmanuu B ceTsx IBM
UCXOJISl U3 XapaKTepa XO3sHCTBCHHON AeATENILHOCTH OpTaHu3any 1 00padaTeiBaeMoi €0 HHPOPMAaLIUH;

3. 3HaHMe OCHOBHBIX paboO4YMX XapaKTEPUCTUK COBPEMEHHOTO CETEBOr0 OOOpYyIOBaHUS, CIIOCOOHOCTh K
CaMOCTOSITETIbHOMY BBIOOpY HEOOXOIMMOTO CETeBOTrO O0OpYAOBaHMS MpH pa3paboTKe MPOEKTa 3allUIeHHOH
BBIYMCIIATEIHHON CETH;

4. TloHumaHue MPUHIUIOB (QYHKIIMOHUPOBAHHS cpeAcTB 3amuThl HHpopmarmu (C3U) u cpepctB kpunrorpaduieckoit
3amuThl nHGopmaru (CK3N)

5. 3HaHMe HOMEHKJIATYphI CETEBOIO OOOpPYJOBAaHUS M CPEJACTB 3al[UThl MHPOPMAIMKA B BBIUMCIHUTEIBHBIX CETIX
OTEYECTBEHHOTO I MUPOBOTO IPOU3BOICTBA

6. CaMOCTOSTEIBHO BBITOIHHUTH MOJ00p CETEBOr0 00OPYAOBAHHS HCXOMS M3 €r0 pabovnX XapaKTEPUCTHK U HAJTMUUS
CpeICTB obecrieueHust 0€30MacHOCTH HHGOPMAIIVH B BEIUUCITUTEIBHBIX CETSIX;

7. Pa3paboTarh TOMOJOTHIO BBEIYUCIUTEIHHON CETH COTJIACHO IOCTABJICHHOW 3ajade, OnpeaenuTh (GakTopbl PUCKa ¢
TOYKH 3peHHs] THPOPMALMOHHOH 0€30MacHOCTH B pa3padOTaHHOM CeTH;

8. BBINOIHUTE HACTPOWKY CETEBOr0 000pyAOBaHUs (KOMMYTATOp, MAapIIpyTH3aToOp, CEKCETCBOW 93KpaH) UIs
MOCTPOEHUS pa3padOTaHHOW TOMOJIOTHU CETH M COOMIOAECHHUS TpeOOBaHUI M0 3aluTe HHPOPMALINY;

9. Peanu3oBarh pa3pabOTaHHYIO TOJMTHUKY CETEBOW 0O€30MACHOCTH MPH HACTPOMKE M KOH(PUTYPUPOBAHHIO CETEBOIO
o0opymoBaHuUs.

10. TIponemoHcTpupoBaTh paboOTy C TPOTPaMMHBIMH CKaHEPaMHU CETEBBIX IPOTOKOJIOB U CETEBBIX YSI3BHMOCTEH
(manpumep, cBoOoHO pacnpocTpansiemble ckanepsl WireShark u Ethereal)

11. InarHocTHpOBaTh HEMCIIPABHOCTH U AHOMAIIbHBIE COCTOSIHUI BEIYUCITUTEIBHBIX CEeTeH

12. Pemmts 3a1a4y 10 MOKUCKY HEMCTIPABHOCTEH BBHIYMCINTEIBHBIX CETEH U ONTUMHU3ALNH UX PaOOTHI

OIIK-12.2 IIpumeHsieT 3HaHuA B 00J1acTH 0€30MIACHOCTH ONEPAIMOHHBIX CHCTEM NMPH pa3padoTKe

ABTOMATU3UPOBAHHBIX CUCTEM

1.
2.
3.

3HATh PU3HYECKIE PUHIIUIBI TIepeiaund HHQOPMAIIHH 110 Pa3InIHBIM KaHaJIaM CBSI3U
3HATh U TIOHUMATh XapaKTEPHBIC YA3BUMOCTH, IPUCYIIUE KaHAIAMU CBS3U MU Nepeaaue HHPOpPMAIUU 10 HUM
YeTko npeICTaBIIAThL METO/BI ITepexBaTa HH(PpOpPMAIIUK TIPU TIepeade €€ Mo pa3IuyHbIM KaHAIaM CBS3H




OueHovHbIe CpeAcTBA

4, CaMOCTOATEIFHO THarHOCTUPOBATh HEUCIIPABHOCTD HIJIM aHOMAJIHIO paboTeI cetn DBM

5. Crenath caMOCTOSITENBHOE 3aKIIOYEHHE O BO3MOXKHOCTH WIJIM HEBO3MOKHOCTH HECAHKIITMOHWPOBAHHOTO JOCTYIA K
MHQOPMaIUK MTPU JAHHON HEUCTIPABHOCTU CETH

6. [IpeanoxuTh KOMIUIEKC MEP MO YCTPAHSHUIO HEUCTIPABHOCTH U MPEIOTBPAICHUIO HECAHKIITMOHUPOBAHHOTO JIOCTYTIA
K nHpopmauu cetu 9BM

7. Pa3paboTarh KOMIUIEKC Mep UL KOHTPOJIA 0€30TKa3HOro PyHKIHMOHUpOoBaHUs cereldi DBM

OIIK-12.3 IIpumensieT 3HaHUA B 00J1acTH 0€30MACHOCTH 0a3 JAHHBIX IPH Pa3padoTKe ABTOMATH3HMPOBAHHBIX
cucTeM

1. [Mpou3BecTn TPOBEPKY OpraHM3alUM CHCTEMBl 3alIUThl WHPOPMALMK  BBIYMCIMTENHBHOW CETH Ha
COOTBETCTBHE OPraHU3ANUOHHO-TEXHHYECKUM TPEOOBAHHUSAM IO 3al[UTe HHOOpMAIIHH.

2. Onpenenuts COCTaB METOJOB M O0BEM HWCIHBITAHMNA ISl ONpPEICNICHHs] HaIH4Hs —YSI3BUMOCTEH
BBIYMCITUTEIBHON CETH M UX XapakTep.

3. IIpousBectu QuiabTpanuio Tpaduka BBIYUCIUTEILHOW CETH C IOMOIILI0 CBOOOJHO pPACIpPOCTPaHAEMBIX
nporpamMm-ananuzaropoB WireShark wmu Ethereal

4, OnpenennuTtsh XapaKTepHbIC MPU3HAKH CETEBOM aTaKy HA OCHOBE aHAllN3a CETEBOro Tpaduka

0) Ilops0ok nposedenus nPomeHcymounoil ammecmayuu, NOKa3amenu u Kpumepuu
oueHuganun:

[TpomexyTouHas aTTecTalys Mo JUCHUIUIMHE BKIIIOYAET TEOPETUUECKHE BOIIPOCHI, TO3BOJISIIOIINE
OLIEHUTH YPOBEHb YCBOCHMsI 00YyUYaIOIIMMUCS 3HAHUH, U IPAKTUYECKUE 3a1aHNUs, BBIBIISIOIINE CTENICHb
c(OpMUPOBAHHOCTH YMEHUH U BIAJCHUNA, TPOBOAUTCS B (hOpME IK3aMEHa.

Hokazamenu u Kpumepuu oueHueanus IxKzamena:

— Ha OLIEHKY «OTJMYHO» (5 0aioB) — 00y4yarouIuiicss 1eMOHCTPUPYET BBICOKUN YPOBEHb
c(OpPMHPOBAHHOCTH KOMITETEHIIUH, BCECTOPOHHEE, CUCTEMAaTHYECKOE U IITyOOKOe 3HaHUE Y4eOHOTO
MaTepuaia, CBOOOIHO BBIMOIHSAET MPAKTUYECKUE 3aJaHUsI, CBOOOIHO ONEPUPYET 3HAHUSIMH, YMEHUSIMH,
IMPUMEHSET UX B CUTYallUAX MOBBIIIEHHOHN CIIOKHOCTH.

— Ha OLIEHKY «Xopo1o» (4 6aina) — o0yyaronuiicst 1eMOHCTPUPYET CPEAHUN YPOBEHD
c(OPMHPOBAHHOCTH KOMITETECHIIUN: OCHOBHBIE 3HaHUS, YMEHHUSI OCBOCHBI, HO JIOMYCKAIOTCS
HEe3HAYNTENIbHBIC ONIMOKH, HETOYHOCTH, 3aTPYIHEHUS TIPU aHATUTUIECKUAX OTICPAIIHSIX, IEPEHOCE 3HAHHUH
¥ YMECHHI Ha HOBBIC, HECTaHJAPTHBIE CUTYAIlNH.

— Ha OLIEHKY «Y/JA0BJIETBOPUTEJIBHO» (3 Oauia) — 00yJarouuiicss 1eMOHCTPUPYET MOPOTrOBBIN
ypOBEHb CHOPMUPOBAHHOCTH KOMITETEHIIMI: B X0/1€ KOHTPOJIBHBIX MEPOIPHUATHI JOIMYCKaIOTCs OMNOKH,
IPOSIBIIETCS] OTCYTCTBUE OTACIbHBIX 3HAHUH, YMEHUH, HABBIKOB, 00YYaIOIIUIICS HCIIBITHIBAET
3HAYUTEIIBHBIE 3aTPYAHEHNS [IPY ONIEPUPOBAHNY 3HAHUSAMU U YMEHUSMU IIPU UX IIEPEHOCE HA HOBBIE
CUTYAaLVH.

— Ha OIIEHKY «HEeY/I0BJIETBOPUTEIbHO)» (2 Oarna) — 00yJaromuics JeMOHCTPUPYET 3HAHUS HE
6omee 20% TeopeTnyeckoro Marepuana, 10MycKaeT CyleCTBEHHbIE OINOKH, HE MOXKET MMOKa3aTh
MHTEJJICKTyaJIbHbIE HABBIKW PEIICHUS MPOCTHIX 3a/1ad.




— Ha OLICHKY «HEYA0BJIETBOPUTEIbHO» (1 Oaynt) — oOyyaromuiicss He MOXKET MOKa3aTh 3HAHUS Ha
YPOBHE BOCIIPOU3BEICHHS U 00bsICHEHUS MH)OPMAIMK, HE MOKET [10Ka3aTh MHTEIJIEKTYaJIbHbIE HABBIKU
pelLeHHs IPOCThIX 3ajad.

IToxa3aTen U KPpUTEPHH OLIECHNBAHUS KYpPCOBOIi padoThI:

— Ha OLIEHKY «OTJINYHO» (5 6aju10B) — pab0Ta BBINOJIHEHA B COOTBETCTBUU C 33JJaHUEM,
oOyuaronuiics NoKa3bIBaeT BHICOKUI YPOBEHb 3HAHUN HE TOJIBKO HAa YPOBHE BOCIIPOU3BEACHUS U
00BsICHEHUS MH(OpMaIK, HO U MHTEJJIEKTYaJIbHbIE HAaBBIKU PELICHUs IPOOJIEM U 3a/1a4, HaX0XKICHUS
YHUKAJIbHBIX OTBETOB K NPO0JIeMaM, OLIEHKH U BbIHECEHUSI KPUTUYECKUX CY)KICHUIA;

— Ha OLICHKY «X0pomio» (4 6aia) — paboTa BBIIIOJTHEHA B COOTBETCTBUH C 33JJaHUEM, 00 yJIArOIIHICS
MOKA3bIBACT 3HAHMSI HE TOJHKO Ha YPOBHE BOCIIPOM3BEICHUS B 00BSICHEHUSI MHPOPMAIUH, HO
WHTEIICKTYaTbHbIC HABBIKH PEIICHUS ITPOOJIEM U 3a]1a4, HAX0XKJICHUSI YHUKAIBHBIX OTBETOB K ITPOOIeMaM;

— Ha OLIEHKY «y/J0BJIETBOPUTEJIBLHO» (3 Oauia) — paboTa BBIIOJIHEHA B COOTBETCTBUHU C 3a/laHUEM,
oOyuaronuiicsl HoKa3bIBaeT 3HAHUSI HA YPOBHE BOCIIPOU3BENECHUS U O0BSCHEHUS HH(OpMaLnH,
MHTEJJIEKTYaJIbHbIE HABBIKM PELLIEHUS IPOCTHIX 3a/1a4;

— Ha OLIEHKY «HeY/0BJIeTBOPUTEJIbHO» (2 6ajuia) — 3a/laHie IPEero1aBaTess BBIIOJHEHO YaCTUYHO,
B IIPOLIECCE 3aIUTHI pabOThl 00Yy4aIOIIMICS JOMYCKAET CYIIECTBEHHbIE OMIMOKY, HE MOXKET I10Ka3aTh
MHTEJIJIEKTYaJIbHbIE HABbIKU PELICHUS OCTAaBICHHOM 3aauu.

— Ha OIICHKY «HeYy/I0BJIeTBOPUTEJIbHO» (1 0aT) — 3aanue mperno1aBaresis BHITOJIHEHO YaCTUYHO,
00y4aroIuiicss He MOXKET BOCIIPOU3BECTU U OOBSCHUTH COACPKAHKE, HE MOXKET MOKA3aTh
MHTEIJIEKTyadIbHbIe HABBIKK PEIICHUS MOCTAaBICHHOM 3aauu.



