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JIucr akTyaausanuu padoyeii nporpaMmsl

Pabouas mporpamma nepecMoTpeHa, oocyxaeHa u ogodpena st peanmsanuu B 2022 - 2023
ydaeOHOM oty Ha 3acefanuu kadeapsl MudbopmaTuku u nHGOpMaMoOHHOM 6€30MacHOCTH

[Ipotokom ot 20 r. Ne

3aB. kadenpoii I/I.I/I.fapaHKOBa

Pabouast mporpamMmma repecMoTpeHa, 00CyKaeHa u 0100peHa s peanusarnuu B 2023 - 2024
yueOHOM roy Ha 3acefanuu kapeapel WMHbopmaruku u nHOOPMAIMOHHON O€30MaCHOCTH

[Ipotokom ot 20 . Ne

3aB. kadeapoii I/I.I/I.fapaHKOBa

Pabouas nporpamma nepecmotpena, o0cyxaeHa u ogoopena s peanuzauuu B 2024 - 2025
yueOHOM roy Ha 3acefanuu kapeapel WMHopmaruky u nHGOPMAMOHHON O€30MMaCHOCTH

[Iporokomn ot 20 1. Ne

3aB. kadenpoii I/I.I/I.EapaHKOBa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena uist peamszanuu B 2025 - 2026
yueOHOM roay Ha 3acefanuu kapeapsl MuHbopmartuku u nHGOpMaMOHHONW 0€30MaCHOCTH

[Iporokom ot 20 . Ne

3aB. kadenpoii I/I.I/I.EapaHKOBa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena st peamsanuu B 2026 - 2027
yuyeOHOM roay Ha 3aceaHuu Kadeapel HMHpopmaTuku U MHPOPMALMOHHONW 6€30MIaCHOCTH

IIporokomor 20 . Ne
3aB. kadenpoit N.N. bapankoBa

Pabouas mporpamma nepecmMoTpeHa, o0cyxaeHa u ogoopena st peanusanuu B 2027 - 2028
yaeOHOM o1y Ha 3acefanuu kadeapsr MudopmaTuku u nHGopMannoHHOM 6€30macHOCTH

IIporokom ot 20 1. Ne

3aB. kadempoii I/I.H.E’lpaHKOBa




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Lenbto JUCIUILTAHBI «[IporpammMHo-anmnapaTHbie CpencTBa obecrnieueHus
UHPOPMALIMOHHON Oe30macHOCTH» SBJIsIeTCs (popMuUpoBaHUE NPOPECCHOHATBHBIX HaBBIKOB
aIMUHHCTPUPOBAHUSl TMOJACUCTEM HH(OpPMAMOHHONW 0€30MacHOCTH aBTOMATH3WPOBAHHOM
CHCTEMBl M TIOATOTOBKA K JEATENBHOCTH, CBS3aHHOH C AKCIUTyaTallied U OOCIyXKMBaHUEM
COBpPEMEHHBIX IporpammHo-anmapateix C3U B coorBeTcTBUU ¢ TpeboBanusmu ®I'OC BO mno
cnennanbHoctd  «MHpopmMannoHHas ~ 0€30MacCHOCTb  ABTOMATH3MPOBAHHBIX  CHCTEMY.
Hucuummmua  «[IporpamMmHo-anmapaTHele  cpeacTBa — obecriedyeHUs  MHGOPMAIMOHHON
0€30MacHOCTH» paccMaTpuBaeT 0a30Bble TEOPETHUECKUE IIOHATHUS, JIEKallMe B OCHOBE
IPOrPaMMHO-AINapaTHOMN 3aIUTHl HHbOPMAIUH.

2 MecTo THCHUIIMHBI (MOYJIAA) B CTPYKTYpPe 00pa30BaTe/JIbHOI MporpaMMal

Hucuumumna [IporpamMmHO-anmapatHele cpencTBa obecneueHus: HWHGOPMAIMOHHON
0€30I1aCHOCTH BXO/AUT B 00s13aTEIIbYI0 YaCTh y4eOHOro Ii1aHa 00pa30BaTebHON IPOrpaMMBbl.

Jns  u3ydeHWs  AMCUUIUIMHBI  HEOOXOAMMBI  3HaHHMA  (YMEHUS,  BIIAJCHHSA),
chOpMHUPOBAHHBIE B PE3Y/IbTATE U3YUCHHSI AUCLUILIUH/ IPAKTUK:

Opranuzanus 9BM 1 BEIYMCIUTEIBHBIX CUCTEM

Teopus nuudopmaryu

WNudopmaruka

SI3BIKM IPOTrPaMMUPOBAHUS

Ceru u cucteMsbl iepeaul UHPopMauu

OcHoBbl HH(POPMAIIMOHHOM OE30ITACHOCTH

WNudopmannonsble TeXHOJIOIMU. ba3bl TaHHBIX

Ocnosbl Data nunxunupusra

OcHoBBbI Oe30macHOCTH HU(POBOro 00IECTBA

VY4yeOHas - 03HaKOMHTENbHAs PAKTHKA

3HaHus (YMEHMs], BIAJCHUS), TOJYYEHHbIE NPU U3YYEHUU NAHHOW TUCIUIUIMHBI OynyT
HEOOXOIUMBI JUISl U3yYeHUS TUCIUIUTNH/TIPAKTHK:

OpraHu3annoHHOE ¥ IpaBoBoe oOecrieueHre HHPOPMaIMOHHON 0€30MacHOCTH

TectupoBanue cucTeM 3aIUTH HHPOPMAITIH aBTOMAaTHU3HPOBAHHBIX CUCTEM

3ammra 3JeKTPOHHOT0 TIOKyMEHT0000poTa

PazpaboTka sKcruTyaTalluOHHOM JOKYMEHTAIIMM Ha CHCTEMBI 3alIUThl WHQPOpPMAIUU
aBTOMAaTH3UPOBAHHBIX CUCTEM

VYnpasienue nHpopMaMOHHOHN 6€3011aCHOCTHIO

3aruTa NporpaMMHOT0 00ecTIeyeHHs

[ToaroroBka k ciade u cjaua rocyapCTBEHHOT0 SK3aMeHa

MeTobl U CTaHIAPThI OLEHKH 3aIMIEHHOCTH KOMIIBIOTEPHBIX CUCTEM

ATtrectrauus AUC

bezonacHocts MHTEpHETA Belen

be3onacHOCTb OIepalmOHHBIX CUCTEM

TexHOIOoTHs TOCTPOCHNUS 3aIUIIEHHBIX paCTPeACTICHHBIX MPHIOKEHHUN

MeTob! BbISIBIICHUS HAapylIeHUH HH()OpMaIIMOHHON 0€3011acHOCTH

Metob! u cpencTBa Kpunrorpadhudeckoi 3auuThl HHPOPMAITUH

Pazpabotka crctem 3aniuThl ”HPOPMAIIMU aBTOMATH3UPOBAHHBIX CUCTEM

AHanu3 puckoB HHPOPMALIMOHHOM 6€3011aCHOCTH

IIpon3BosacTBEHHAsA - MPAKTUKA MO MOJIYYEHUIO NMPO(ECCHOHAIBHBIX YMEHUN U OIbITa
pohecCHOHANBHOM AeITeILHOCTH

Amnanu3 6e30nacHOCTH MH()OPMAITMOHHBIX TEXHOJIOT U

3ammra HHGOPMAIMOHHO-TEXHOJIOTMYECKUX PECYPCOB aBTOMAaTU3UPOBAHHBIX CUCTEM

MeToabl IPOSKTUPOBAHUS CUCTEM 3AIIUTHI PACTIPEICICHHBIX HH(POPMAIIMOHHBIX CUCTEM



[TogroroBka K  mpoueaype 3allUThl W MPOIEAypa  3allUThl  BBITYCKHOM
KBATH(UKAIIMOHHON pabOThI

[Tpou3BoaCTBEHHAS - HAYYHO-UCCIIEIOBATEIbCKas padoTa

[TpousBoicTBEHHAS - IPEATUTIIIOMHAS PAKTHKA

3 Komnerenuuu ody4yarouerocsi, popMupyemMbie B pe3yabTaTe 0CBOEHHUA

AUCHUILTUHBI (MOYJIs1) ¥ IJIAHUPYEMBbIe Pe3yJIbTAThl 00yUeHu st

B pesynbraTe ocBoeHUs maucuuruivHbl (Moayns) «lIporpamMmMHo-amnmapaTHeie CpeacTBa
obecrieueHuss WH(POpPMAIMOHHOW  OE30MacCHOCTH»  OOydYarolmuics  JOJDKEH  o0amarth
CJICTYIOIIUMHU KOMIICTCHIIUSIMU

Kon nnaukaropa Nuaukatop 10CTHKEHUSI KOMIIETEHIUA

OIIK-6 CnocobGeH mpu penieHud MNpo(ecCHOHANBHBIX 3aJady OpraHU30BbIBaTh 3alUTY
I/IH(l)OpMaLII/II/I OrpaHUYCHHOI'0 J0CTylla B aBTOMATH3UPOBAHHBIX CUCTEMAX B COOTBCTCTBHUH C
HOPMAaTUBHBIMU IIPaBOBBIMM aKTaMM, HOPMAaTHBHBIMM M METOJMYECKUMH JOKYMEHTaMH
OenepanbHOil cnyx0b1 Oe3omacHocTn Poccuiickort deneparn, denepanbHol CIyKOBI 1O
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO;

OIIK-6.1 Opranmsyer  3amuTy WHGOPMAIMM  OTPAHWYCHHOTO  JIOCTyNa B
aBTOMAaTHU3MPOBAHHBIX CUCTEMAX
OIIK-6.2 Onpenensier CTPYKTYPY CUCTEMBI 3aILUTHI UHPOpPMALTUU

aBTOMaTHSHpOBaHHOﬁ CHUCTEMBI B COOTBCTCTBHHU C TpC6OBaHI/IHMI/I
HOPMATUBHBIX IIPABOBBIX AOKYMCHTOB B obnactu 3alllUThI I/IHCI)OpMaIII/II/I
dABTOMATHU3HUPOBAHHBLIX CUCTCM

OIIK-6.3 [TpumeHsieT HOpMaTUBHBIC TIPABOBBIC aKThl U HOPMATHUBHBIE METOIUYECKUE
JOKYMEHTHI B 0051acTH obecriedeHust nHGOpMallnOHHON 0e30MacHOCTH

OIIK-15 CrnocoGeH OcCylmecTBIsATh aIMUHUCTPUPOBAHUE U KOHTPOJb (PYHKIIMOHHUPOBAHUSA
CPEACTB U CHUCTEM 3alUThl MH(OPMAIMM aBTOMATU3UPOBAHHBIX CHUCTEM, MHCTPYMEHTAJIbHBbIHI
MOHHUTOPHHT 3alIHIIEHHOCTH aBTOMATU3HPOBAHHBIX CHCTEM;

OIIK-15.1 OcymiecTBisger aJAMUHUCTPUPOBAHHWE CHCTEM 3alllUThl HMH(OpMaIuu
ABTOMATH3MPOBAHHBIX CUCTEM

OI1K-15.2 [TpoBOAUT KOHTPOJH PYHKIIMOHUPOBAHHS CPEJCTB AU THI HHGOPMAITIT

OIIK-15.3 ITpoBouT UHCTPYMEHTAJIbHBIN MOHUTOPHUHT 3alMIEHHOCTH
ABTOMATH3MPOBAHHBIX CUCTEM

OIIK-8.2. CnocobeH oOecneunBaTh M OCYHIECTBISITH  pa3pabOTKy TPOEKTHBIX |
OpPraHM3allMOHHBIX  PEUICHUH, JIOKYMEHTHPOBAaHWE CHCTEMBl  3allUThl  WH(POPMAIHH
ABTOMATU3UPOBAHHOW CUCTEMBI B 3alIIMIICHHOM HCIIOJIHCHHUH;

OIlK-8.2..1 OcymecTBiser pa3paboOTKy MPOEKTHBIX pPELIEHU CHCTEMbI 3aIUThI
uH(pOpMaIMY aBTOMATU3UPOBAHHON CUCTEMBI B 3al[UILIEHHOM HCIIOJIHEHUU

OIlK-8.2..2 [IpyHuMmaer ydactue B OpraHU3allMd CHUCTEMbl 3alUTHl WHGMOpMaLUU
aBTOMAaTH3HPOBAHHOM CHCTEMBI
OIIK-8.2..3 OOnanaer HaBbBIKAMH JIOKYMEHTHPOBaHHME IMPOLEAYp U pe3yibTaToB

KOHTpoJisE (MOHUTOPWHTA) 3a OOECIEYCHHEM YPOBHS 3alIUIIICHHOCTH
nHGbOPMAaIUH




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 5 3adyeTHbIX enuuuil 180 akaa. 4acoB, B TOM

YUCJIC:

— KOHTaKTHas paborta — 57,2 akaj. 4acoB:
— ayauTopHas — 94 akaJ. 4acos;
— BHEAyIUTOpHas — 3,2 aKkaJl. 4acoB;

— caMocTosTeNnbHas padora — 87,1 aka. 4yacos;

— B popMe mpaxTHIecKoi moaroroBku — 0 akas. 4ac;
— IMOATOTOBKA K 3K3aMeHy — 35,7 akaj. gac

dDopMa aTTCCTalluH - OK3aMCH

nadopmarmu ot HCI.
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1. OOume NOJOKEHHS 3alUThI
HHPOpMAIIH
MpOrpaMMHO-aNMapaTHEIMU
CpeJCTBaMHU.
CaMocCTOATETHLHOE
u3ydeHue yueOHoil
¥ HAY4IHO
1.1 TlpeameT U conepkaHue e ;f: . OIIK-8.2..2,
JUCLIMILIAHEI. TIpunumns 05 l0.5/0 51 4 agOT;,I(): ’ KonTponsnoe OITK-8.2..3,
paboTel cucteM 00pabOTKU ! T MaI;e aTaM TECTHPOBaHHE OIIK-6.1,
U nepenadu nHpopMammu. o 6pa301;aTean0r OIIK-6.2
o moprana u ObC.
IToaroroska x KT.
5
CaMOCTOSITEIbHOE
n3ydeHne yaeOHoM
¥ HAyYHO
1.2 3Bagaum ®  METOIBI J'II/ITepE}il:prI OIK-8.2.1
3aIUATHI HH Maluu ’ KommbrorepHoe o
m bopma 0,5 [0.5/0.5m 4 pabora ¢ 0 P OTK-8.2..2.
MPOrpaMMHO-aNMapaTHEIMU MaTepHanami TECTHPOBaHHE OIK-8.2.3
CpelICTBaMH. o
peA 00pa3oBaTeabHOT
o noptana u ObC.
IToaroroska x KT.
Hroro no paspeny 1 /11 8
2. 3agaud M METOABI 3allUThI




CaMOCTOSTEIbHOE

o OIIK-8.2..1,
H3yueHHe yueOHoi OIK-8.2.2
1 Hay4HO PO
2.1 TIpumenenue C3U or JUTEPaTypBHl, OIIK-8.2..3,
HCA nns  opraHuzauuu pabota c Mrpusnnyansroe OIIK-6.1,
1/11 4 JIoMallHee OIIK-6.2,
3aIUIIEHHBIX MarepuanaMu B OIIK-6.3
KOMITBIOTEPHBIX CHCTEM. 00pa3oBaTeabHOT OIK-15.1
o noprana u ObC. OHK-15I2,
TToaroroBka k o
AKP u UJI3. OTK-15.3
CaMOCTOSTEIbHOE OMNK-8.2.1
n3ydeHue yueOHoi OHK-SI 2" 2’
1 HAYHO OIIK-8.2..3,
JUTEPATYPBI, '
WnauBunyansHoe OIIK-6.1,
22 SnexTpoRsle ot u 2m 5 | oo | e | OIK-62
UICHTH()HUKATOPHI. MaTepHaIaMu B OIIK-6.3,
00pazoBaTeabHOT OIK-15 1
o moptana u ObC. OHK-15l21
IToxroroBka k o
AKP u U]13. OMK-153
Hroro no pazaeny 3/31 9
3. C31 ot HCJT «CTPAX NT».
CaMoCTOSITEIbHOE
u3y4yeHue yueOHou OIlK-8.2..1,
3.1 MexaHu3sMbl CHCTEMEI lszaa}:: Hobl 835:233
samutel  C3UM «CTPAX JUTCPATYpPEL, Brimonnenne P
NT». A pabora ¢ 6 . OIIK-6.1,
Iy Ao s | |2 | s | | omces
BOCC’.[aHOBJII)CHI/Ie CHCTEMBI obpasosateibHor yﬂabo?}ﬂ OIIK-15.1,
e o noprana 1 DBC. P OITK-15.2,
= ’ TToaroroBska k OIIK-15.3,
nabopaTtopHOn OIIK-6.2
paborte.
CaMocCTOATETHLHOE
u3y4yeHue yueOHou OIlK-8.2..1,
3.2 PenaxtupoBanue 1 HayaHo OIIK-8.2..2,
JUTEPATYPBI, OIIK-8.2..3,
MapaMeTpoB CHCTEMHOIO Boimonnenue
ayanTa YcranoBka pabora ¢ nabopaTopHOI OIIK-6.1,
niHaMe;T 0B €JIOCTHOCTH 1o3n 15 Marepraamm KOHTp 0. EE:)HOﬁ OIK-6.2,
HaI;HaIIeII—)I e uen ron (ba' o06pazoBaTebHOT ap6 HTH OIIK-6.3,
K . p ’ o moprana u ObC. pabo OIIK-15.1,
OHTPOJIB yCTPOHCTS. ITogroroBka K OIIK-15.2,
naGopaTtopHOH OIIK-15.3
paborte.
Wroro no pazneny 25/31 40

Pa3IMYHBIMU CIIOCOOAMHU.

4. OGecnieyenune pasrpaHUYeHHs 1
KOHTPOJIIS JOCTYIA TOJIb30BaTeNeit




CaMOCTOSTENbHOE OIIK-8.2..1,
H3yueHHEe YUeOHO OIlK-8.2..2,
4.1 Obecneuenne 1 Hay4HO OIIK-8.2..3,
OezomacHOCTH  JOCTyHna K
JMAHHBIM W TIPUIOKEHHUIM JIHTCPATYPEL, JlaGoparopHast OIR-6.1,
2 5/41 20 pabora ¢ OIIK-6.2,
NC Ha ocHOBE NpPOIYKTOB pabora
MicroSoft,  Oracle  u MaTepHaamu OIK-6.3,
Aladdin. 00pa3oBaTeabHOT OIIK-15.1,
o noprana u ObC. OIIK-15.2,
IMoaroroska k JIP. OIIK-15.3
4.2 Obecneuenne
pasrpaHUYeHHss ¥ KOHTPOJIS CamocTosaTenpHOe
JIOCTyNa TOJb30BaTeNe K n3ydeHue yueOHoit
TEXHUYECKUM CcpeacTBaM 1 HAYYHO OIIK-6.3,
BBIUMCIIUTEIBHON CETH, Ha JUTEPaTypHl, JaGopatopuas OIIK-15.1,
KOTOPBIX Oyner 4 2/1,611 10,1 pabota c 6 OIIK-15.2,
o0pabaTbIBaThCs MaTrepuagaMu pabora OIIK-15.3,
HHPOPMAITUS c 00pa3oBaTeIbHOT OIIK-6.2
UCIIOJIb30BAaHUEM  M3JIENINH o noptana u ObC.
ceMeicTBa AIIM/I3 [Toxaroroska k JIP.
«KPUIITOH-3AMOK».
Hroro no pazaeny 6 | 7/5,61 30,1
5. Dx3ameH
CamocrosTensHoe
u3ydeHue yueOHoil OIK-8.2..1,
1 Hay<HO OIIK-8.2..2,
STepaTYpHI OIIK-8.2..3,
paboTa ¢ ’ OIIK-6.1,
5.1 Dx3amen MaTepuanamu OKk3aMeH OIIK-6.2,
o0pazoBaTeNnbHOT OIK-6.3,
o noptana u ObC. OIK-15.1,
ITogroroBska k OINK-15.2,
OIIK-15.3
9K3aMEHY.
Hroro mo pazneny
Hroro 3a cemectp 18 |36/12,611 87,1 9K3aMeH
HToro no gucLuIINHE 18 36/12,6 87,1 JK3aMeH

)4




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

JUia  peanu3zauuu  NPEeAyCMOTPEHHBIX BUJOB Y4eOHOHl paboThl B  KauecTBe
00pa30BaTeNbHBIX TEXHOJIOTUH B TIPEIIOIaBaHUH TUCIIUTUTHHBI HUCIIOJIB3YIOTCS:

1) TpaauiMoHHAs TEXHOJIOTHS, BKJIIOYaromas B ceOs OObSCHEHHE MperogaBarelis Ha
JICKIUSAX, CAMOCTOSITENIbHYIO PaboTy ¢ y4eOHOU M CPaBOYHOU JUTEPATYpOd MO TUCIUILINHE,
BBIMIOJIHEHUE 33/JlaHUd MO0 METOAMYECKUM yKa3zaHusM. @D@opMmbl yueOHBIX 3aHATUH C
WCIIOJIb30BaHUEM TPAJIULIMOHHBIX TEXHOJIOTHIA:

a) BBoHas jeKius — AUl EJIOCTHOTO TPEICTABICHUS 00 y4eOHOM MpeIMeTe 1 aHaT|3a
y4e0HO-METOINIECKOM JINTEPATYPHI;

b) O630pHbIC JEKIUU — JJIsi CHCTEMATU3AI[MA HAYYHBIX 3HAHHI HA BHICOKOM YPOBHE C
UCIIOJIb30BAHMEM ACCOLIMATUBHBIX CBsI3€d B IMPOLIECCE TPEACTABICHUS ¢ OCMBICICHUS
nHpopmanuu;

C) WubopmammonHas JeKIHMsS — MOCICAOBAaTEeIbHOC W3JIOKCHUE MaTephana B
TUCIUIIMHAPHON JIOTHKE, OCYIIECTBISIEMOE MPEUMYIIECTBEHHO BepOaIbHBIMU CpEICTBAMU
(MOHOJIOT TIpernoaBaTes);

d) Cemunap — Oecema mnpernogaBaTenass W OOYYAIOMIMXCS, OOCYKICHHE 3apaHee
MOJITOTOBJICHHBIX COOOIIEHUH IO KaXKJIOMY BOIMPOCY IUIAHA 3aHSATHUS C CIMHBIM JUIS BCEX
MepeYHEM PEKOMEHIyeMO 0053aTelbHON U TONOTHUTENBHOM JTUTEpaTypPhl;

e) [IpakTuyeckoe 3aHATHE, TOCBIIICHHOS OCBOCHUIO KOHKPETHBIX YMEHHI U HABBIKOB 110
MPEJIOKEHHOMY aIrOpPUTMY;;

f) JlaGoparophas pabota — opraHuzanuMs ydeOHOW pabOTBI ¢  peaTbHBIMH
MaTepuaibHbIMU W HHPOPMAIIMOHHBIMH  OOBEKTaMH, OJKCIEpUMEHTalbHas paboTa cC
AQHAJIOTOBBIMH MOJICIISIMHU PEATbHBIX 00OBEKTOB.

6 YueOHO-MeTOAUUECKOE 00eciedeHHe CAMOCTOSITeJIbHOI PadoThI 00y4aIIMXCS
AynuTopHas camocToATenbHas paboTa OOydaroUmMXCsi Ha MPaKTHUYECKUX 3aHATUAX
OCYIIECTBIISICTCST MOJ KOHTPOJEM TMperojaBaTeNsi B BHIAE JOKJIAIOB U  BBIIOJHEHUS
WH/IMBUYaJIbHBIX 33/1aHUI, KOTOPBIE ONpeAesaeT MpernoiaBaTelb A1 00yYaromerocs.
BreaynuTopHas camocTosiTelbHas padoTa 00yJaroImuXcs OCYIIECTBISIETCS B BUAC YTCHHS
JUTEpaTyphl IO COOTBETCTBYIOUIEMY pa3iely C HpopabdOTKOM MaTepualia W BBINOJHEHHUS
JIOMAIITHUX 33JJaHUH C KOHCYJIbTALUSMU TPETIOAaBaTEIS.

Tema 1-4
Bomnpocsr:

PaznoBumHOCTH Kimroueit Rutoken.
Ormnuus kirouent eToken ot Rutoken.
Ocobennoctu xiaroueii Guardant.

Awbhe

Metonp! 3amuThl nHGopMaruu ot HC/I.

5. Ob6ecrnieuenue pasrpaHMYEHHs 1 KOHTPOJIS JOCTYIIA MOJIb30BaTENIeH K TEXHUYECKUM
cpenacTBaM BeluuciutenabHon cetd Ha npumepe AIIM/I3 «KPUIITOH-3AMOKY.

6. Ilpenmer u 3a1a4u MPOrpaMMHO-AIIAPATHON 3aIIUTHI HHPOPMAIIHH.

7. Wnentudukanus u ayTeHTU(HUKAIUS T10JIb30BaTeNs.

8. TwumoBble cCXeMbI HACHTUDHUKAIIMH U ayTCHTU(DUKAIIH MTOJTH30BaTEIIS.

9. Vmnpasnenue noctynom k uHpopmaruu B KC.

10. OcHoBHBIE MexaHU3MBI cucTeM 3amuThl nHopmarmu B UC Ha nmpumepe C3U «Crpax
NT».

11. Obecneuenne 6e30MacHOCTH TOCTYIA K JaHHBIM U npuiokeHusiM IC Ha ocHOBe
npoaykToB MicroSoft, Oracle u Aladdin. CpaBuuTenbHbIN aHaTH3.

12. OGecnieuenue METOCTHOCTH U TocTymHOCTH UHpopmaruu B KC.

3ananusa:



1. B C3U «Crpax NT» cozmare nmons3oBaresneit Userl u user2. [IpucBouTh 1mMoib30BaTeIo
userl maposib, Ha3HAYUTH AOMYCK «COB.CEKPETHO» U C(HOPMUPOBATH UACHTU(DHUKATOP TUIIA
Guardant ID. He npucBauBaTh 1oJjib30BaTeN0 USEI2 napoiib, Ha3HAYUTh J0MYCcK «CEeKpEeTHO» U
copmupoBats unentudukarop tuna ruToken. Cohopmuposars 3I1C. Hactpouts yrpaBnenue
3alIUTHBIMH aTpUOyTaMu pecypcoB. [IpoeMOHCTpUpOBaTh pa3iuyus B paboTe 3TUX JBYX
M0JIb30BaTENEH.

2. B C3U «Ctpax NT» co3math uepapXxur pecypcoB, HA3HAYUTh UM Pa3HbIC
JUCKPELUOHHBIE CIIUCKUA KOHTPOJIS IOCTYIA, HA3HAYUTh UM pa3Hble TPUQBHI.
[TponeMoHcTpHpOBaTh pa3anuus B paboTe MoJIb30BaTeNel ¢ pa3IMYHbBIMU IIpaBaMy AOCTYIA IIPU
OCYILIECTBJIEHUH MOIBITKH JIOCTYIAa K CO3/IaHHBIM peECypcam.

3. B C3U «Crpax NT» 3apeructprupoBaTh HECKOJIBKO BHEITHUX HOCUTEJCH HHPOpMAaLINH,
HACTPOMTH IpaBa J0CTYIa K HUM, OTPEIaKTUPOBATh MOJIUTUKY JIOCTYIAa K HUM 10 YMOJYaHHUIO.
3areM HeoOXOUMO HACTPOUTh MOJIUTUKY UCIIOJIb30BaHUs M0JIB30BATENSIMU IPYII YCTPONCTB.
[TponeMoHCTpUPOBATH pa3auuus B paboTe 3aperucTpUPOBAHHBIX BHEIIHUX HOCUTENEH
uHpopmanuu.

4. B C3U «Ctpax NT» Ha mokyMeHTHI, pacnionoxeHHble B KC, ycTaHOBUTH KOHTPOJIb
LIEJIOCTHOCTH, a TAK)KE€ HACTPOUTH JIOTOJIHUTENbHBIN ayauT. OCyIEeCTBUTh OJIb30BATEISIMU C
Pa3IUYHBIMU [IpaBaMU JOCTYIIA MONBITKH AOCTYIIA K JOKyMeHTaM. [IpoieMoHCTpupoBaTh KypHa
COOBITHH, OTQUIBTPOBATH COOBITHS U 32aPXUBUPOBATH €TO.

5. B C3U1 «Crpax NT» HacTpouTh NpUI0KEHUE 17151 pabOThI ¢ IpU()OBAaHHBIMU PECYPCAMH,
MCXO/IS U3 3alKCel ayAnTa B )KypHasie coobITHiA. [IpogeMoHCcTprpoBaTh pa3iandus paboThl C
pecypcamu, UMEIOIIUMU pa3ianuHble Tpudbl. Co3aaTh M1a0I0H HACTPOMKH MPUIIOKEHUS IS
UCIIOJIb30BaHUs TPU(POBAHHBIX HOCUTENEH U MPUMEHHUTD €r0 JUIsS BCEX MOJIb30BaTENeH.

6. IlIposectu tectupoBanue C3U «Crpax NT». OcyiiecTBUTh epenieHTH(GUKALINIO
noJjb30Bartesel 6e3 nepe3arpy3ku ornepaluoHHON cucteMsl. [IponsBecTn MapKUpPOBKY
JIOKYMEHTOB U IIPOJIEMOHCTPUPOBATE PA3JINYMS I1€UYAaTH HECKOJIBKUX JIOKYMEHTOB C Pa3HBIMU
rpudamu. [TpogemoHcTprpoBaTh OJIOKUPOBKY U Pa30JIOKUPOBKY CUCTEMBI.

[TpousBecTu aBapuilHOE CHATHE CUCTEMBI 3allIUThL. 3aT€EM BOCCTAHOBUTH MOJICUCTEMY
uaeHTU(GUKAIMKU U paboTOCcrIOCOOHOCTh OCHOBHBIX clly:k0 C3U «Ctpax NT».

7 OuneHoYHbIe cpeICcTBA A5 POBeAeHUsI IPOMEKYTOYHOH aTTecTaluu

a) [Inanupyemble pe3yabTaTbl 00yU4eHHUs U OLIEHOYHBIE CPE/ICTBA JUIsl IPOBEIACHUS
IIPOMEKYTOUHOM aTTECTAIUU:

Komnerennus / Unaukatop

OneHouHble CpeaCcTBa
JOCTHKEHUS] KOMIIETEHLIUU

OIIK-6 CnocobeH mpu pemeHuH MpoecCHOHANBHBIX 3aJad OPraHU30BBIBATH 3AILUTY HH(QOpMALMH
OTrPaHUYEHHOTO JOCTyHa B aBTOMAaTH3WPOBAaHHBIX CHCTEMAax B COOTBETCTBHM C HOPMAaTUBHBIMHU
NPaBOBBIMM aKTaMH, HOPMATHBHBIMA M METOJAMYECKHMHU JIOKyMeHTaMu DeliepanbHOW  CITy:KOBI
6e3omacHoctu Poccuiickoit @enepanmn, dDenepanbHON CIyKOBl 1O TEXHHYECKOMY M OKCIIOPTHOMY
KOHTPOJIIO;

OIIK-6.1 Opeanuszyem Bomnpock k ax3ameny:
3auumy ungopmayuu 1. PaznoBuanocTy Kimtouei Rutoken.
02PAHUYEHNH020 OOCMYNA 8 2. Ornnuus kmoueii eToken ot Rutoken.

asmomamu3zupoganuvix cucmemax | 3. Ocobennoctu kmouei Guardant.
4. Metonsr 3amuthl nH(GopMmarmu ot HC/I.
5. Kiraccudukarus mporpaMMHBIX B porpaMMHo-amapaTHeix C3U.

OIIK-6.2 Onpedensem B C3U «Crpax NT» co3math momp3oBatened uUserl um user2.




Komnerennus / Uaaukarop
TOCTHKEHUS] KOMIIETCHIIUU

OneHouHble CpeacTBa

CMPYKMypy CUCmeMbl 3aujumbl
unghopmayuu
A6MOMAMU3UPOBAHHOU CUCEMbL
8 COOMeemcmeuu ¢
mpeboB8aHUAMU HOPMAMUBHBIX
npagosvix 0OKYMEeHmos 8 00iacmu
3auumel UHGopMmayuu
A6MOMAMUUPOBAHHBIX CUCTIEM

[IpucBouts monp30BaTemo USerl maponb, Ha3HAYNUTH JOMYCK
«CoB.cekpeTHOo» U chopmupoBath uaeHTUdukaTop tuma Guardant
ID. He npucBanBaTh MoIb30BaTENIO USEr2 Maposib, HA3HAYUTH JIOTYCK
«CekpeTHO» W chopMHpoBaTh HaeHTH(UKATOp THIa ruToken.
Cdopmuposares  3[IC. Hactpoutb ympaBieHHE  3allUTHBIMH
atpubytamu pecypcoB. I[IpomeMoHCTpUpoBaTh pasnuyus B padoTe
3TUX JIBYX MOJIb30BaTEIEH.

OIlK-6.3 Ipumensem
HOpMamugHvle npagogvle aKmul U
HOpMamugHvle MemoouiecKue
O0OKyMeHmubl 8 001acmu
obecneyenust UHGHOPMAYUOHHOU
bezonacrocmu

B C3U «Crpax NT» co3math nuepapxuio pecypcoB, HA3HaYUTh UM
Pa3HBIC JUCKPCIINOHHBIC CIIMCKXU KOHTPOJIA A0CTYIIa, HA3HAYUTh UM
pasubie rpudbl. [IpogeMoHCTpUpOBaThH pa3auyus B pabore
MOJTb30BATEINICH C PA3TUYHBIME MTPABAMU JIOCTYTIA IPH
OCYIIECTBIICHUY MOTIBITKH JOCTYIA K CO3JITAHHBIM PECypCaM.

OIIK-15 CmocobeH oCyIIeCTBISATh agMUHUCTPHUPOBAHME M KOHTPOJb (DYHKIIMOHHPOBAHHS CPEICTB U

CUCTCM 3allIUThI

MHQOpPMAIMM ABTOMATH3UPOBAHHBIX CHCTEM,

WHCTPYMEHTAJIBHBIA MOHUTOPUHT

3allIMIIICHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM,

OIlK-15.1 Ocywecmensem
AOMUHUCMPUPOBAHUE cucmem
3auumul unpopmayuu

asmomamu3upoeanrnvblx cucnem

Bormpocs! k 3k3ameny:

1. IToacuctemsr C3U aBTOMaTU3UPOBAHHOM CHCTEMEI.

2. Kounenuma MBR u GPT.

3. ObecneueHne 0€30MACHOCTHU JAOCTYMA K JaHHBIM U TPUIIOKEHHSAM
HC ua ocuore mpoaykToB MicroSoft, Oracle u Aladdin.
CpaBHUTENBHBIN aHATU3.

4. OGecnieueHre NEIOCTHOCTH U AocTymHocTH nHpopmarmu B KC.

OIIK-15.2 Ilposooum
KOHMPONL — (OYHKYUOHUPOBAHUS
cpedcma 3auumsl UHdopmayuu

B C3U «Crpaxk NT» 3apeructpupoBaTh HECKOJIbKO BHEITHUX
HOcHUTeNel HHPOPMAIIUK, HACTPOUTH TpaBa JOCTYIa K HUM,
OTPENAKTHPOBATH MOJUTHUKY AOCTYIA K HUM IO YMOIYaHUIO. 3aTEM
HEO0XO0IMMO HACTPOUTH IOJIMTHKY MCIIOJIB30BAHUS MOJIb30BATEIISIMU
rpymnn ycrpoicTs. [IporeMoHCTpupoBaTh paziuyust B padoTe
3apEerUCTPUPOBAHHBIX BHEITHUX HOCHTENEH HH(POPMAIIUH.

OIIK-15.3 Ilposooum
UHCIPYMEHMATbHbII
MOHUMOPUHE 3awuujeHHocmu

asmomamu3upoeanHblx cucmem

B C3U «Crtpaxx NT» Ha nokymeHTHI, pacnonoxxeHHsie B KC,
YCTaHOBUTH KOHTPOJIb LIEIOCTHOCTH, a TaK)Ke HACTPOUTH
JIOTIOJTHUTENBHBIN ayuT. OCyIIeCTBUTH MOJIb30BATEISIMU C
Pa3IMYHBIMU [TPaBaMM AOCTYIA MOMBITKY JOCTYNA K JOKYMEHTaM.
[IpopeMoHCTpUpPOBATH XypHaN COOBITHH, OTQUIBTPOBATH COOBITHS U
32apXUBHPOBAThH €rO.

OIIK-8.2. CriocobeH obecrieurBaTh M OCYHICCTBISTH Pa3pabOTKy NPOEKTHBIX W OpraHW3al[MOHHBIX
peleHnl, JOKYMEHTHPOBAaHHE CHUCTEMBI 3allUTbl HMHGOpMAIMK aBTOMAaTH3MPOBAHHON CHCTEMBI B

3alllUIIICHHOM HCIIOJIHCHHH,

OIlIK-8.2..1 Ocywecmenaem
paspabomky npoeKmuwix
peuleHull cucmembl 3auumal
ungopmayuu
asmMomMamu3upo8aHHoU Cucmemol
8 3aWULeHHOM UCNOTHEHUU

Bomnpocs! k ax3ameny:

1. Obecrieuenne pa3rpaHUYCHHAS U KOHTPOJIS JOCTYTIA MOJb30BaTeNei
K TEXHUYCCKUM CpE€ACTBaM BBEIUHMCIIMTEIBHOMN CETH HA mpuMepe
AIIM/I3 «<KPUIITOH-3AMOK».

2. [IpenmMert 1 3a1a4u IPOrpaMMHO-aNIIaPaTHON 3aIIHUTHI
rH(pOpMaIUn.

3. Unentudukanus u ayTeHTHQHUKALINS TOJIb30BaTEISL.

4. TunoBble cXeMbl MACHTH()UKALNH 1 ayTeHTH(PUKALUH
10JIb30BATEIIS.

5. Ympasnenue noctymnoM k napopmaruu B KC.

6. OcHOBHBIE MEXaHU3MBI cUCTeM 3amuThl HHQopManuu B IC Ha
npumepe C3U «Ctpax NT».

OIlK-8.2.2  [punumaem
yuacmue 6 OpeaHu3ayuu CUCeMbl

B C3U «Crpax NT» HacTpOUTh MPHIIOKESHHUE IS pabOTHI C
rpru(OBaHHBIME PECYPCAMH, HCXOJS U3 3alMCeH ayIuTa B )KypHale




Komnerennus / Uaaukarop
TOCTHKEHUS] KOMIIETCHIIUU

OneHouHble CpeacTBa

3auumul uHopmayuu
a8mMoMamu3upoO8aHHO CUCHEMbL

coObITHit. [IpogeMoHCcTprUpOBaTh pa3nuuus paboThl ¢ pecypcaMu,
UMEIOIIUMHE pa3nuuHble rpudbl. Co3naTh M1a0I0H HACTPONKH
MIPUIIOKEHUS I UCTIOJIb30BAaHUS IPU(OBAHHBIX HOCUTENEH 1
IIPUMEHHTH €ro IJIs1 BCEX MO0JIb30BATENEH.

OI1K-8.2..3 Obnadaem
HABbLIKAMU OOKYMEHMUPOBAHUE
npoyeodyp u pe3yibmamos
KOHMpOAs (MOHUMOpUH2a) 3a
obecneyenuem yposHs
3awueHHocmu uHgopmayuu

1. Ilposectu TectupoBanne C3U «Ctpax NT». OcymecTBUTH
nepenIeHTU(GUKAINIO TTOJIb30BaTeNel 0e3 mepe3arpy3Ku
oreparoHHoN cucteMbl. [Ipon3BecT MapKUPOBKY JOKYMEHTOB U
MPOJIEMOHCTPUPOBATH PA3THYHSI IEYATH HECKOIBKHIX JIOKYMEHTOB C
pasHbiMu rpudamu. [IpoeMOHCTPUPOBATE OIIOKUPOBKY H
Pa30JIOKUPOBKY CHCTEMBI.

2. [IpousBecTyn aBapuitHOE CHITHE CUCTEMBI 3aIIUTHL. 3aTeM
BOCCTaHOBUTH MOJACUCTEMY UACHTU(UKAIINN U pab0TOCTIOCOOHOCTH
ocHOBHBIX ciyxk0 C3U «Ctpaxx NT».

0) Ilopsanoxk mpoBeJeHUsI NMPOMEKYTOYHOH ATTECTALMH, NMOKA3aTeJH M KPUTEPHHU
OLlEHUBAHMUSL:

Iloka3aTeu U KpUTEPUH OLIEHMBAHMUSA IK3aMeHA:

— Ha OLIEHKY «OTJMYHO» — 00y4aroIuiics JOJKEH MOKa3aTh BBICOKUN YpOBEHb 3HAHUN HE
TOJILKO HAa YPOBHE BOCIPOM3BEICHHUS U OOBSACHEHUS HH(OpPMAIMK, HO U HHTEIUIEKTyaJlbHbIC
HAaBBIKU PELICHUS MPoOJIeM U 33a4, HAX0KJIEHUS! YHUKAJIbHBIX OTBETOB K Mpo0jeMaM, OLICHKU U
BBIHECEHUS KPUTHUUECKUX CYKICHUII;

— Ha OILIEHKY «XOPOIO» — 0OyJaronIuiicsl JOHKEeH MoKa3aTh CPEIHUM YPOBEHb 3HAHUN HE
TOJIbKO Ha YPOBHE BOCIPOU3BENCHHS M OOBSCHEHHS MHPOPMALMU, HO U HMHTEIUIEKTyallbHbIE
HAaBBIKH pelIeHus MpobJieM u 3a1ay;

— Ha OLEHKY «Y/AOBJETBOPHUTEJbHO» — OOYYaloUIUIics JTOJKEH IMOoKa3aTh IMOPOTOBBIN
YpOBEHb 3HAaHMM HAa YPOBHE BOCIPOM3BEACHMSI U OOBSCHEHUS MH(OPMALMU, HABBIKU PEIICHUs
TUIIOBBIX 3a7a4;

— Ha OLIEHKY «HeyJI0BJeTBOPHUTEJbHO» — 00y4aroIuiics He MOXKET MOKa3aTh 3HAHUS Ha
YPOBHE BOCHPOM3BEACHUS U OOBSICHEHUS MH(POPMALMU, HE MOXKET MOKa3aTh HABBIKU PELICHUs
THIIOBBIX 3a4a4.

8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE OOecnevyeHue TUCIUIITHHbBI (MOYJIs1)
a) OcHoBHas1 IMTEpPaTypa:

1. Kazapun, O. B. TIporpammHo-anmnapaTHbIe CpeJCTBa 3alUTHl HHPOpMAIMH. 3aluTa
nporpaMMHOro oOecriedeHus . y4eOHMK W mpakTukym s By3oB/ O. B. Kazapus,
A. C. 3a6a0ypua. — Mocksa : UsnmatenbcerBo FOpaiit, 2019. — 312 ¢. — (Cnenmanmuct). —
ISBN 978-5-9916-9043-0. — Tekcr : anekrponnsii // DBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/437163 (nata obparuenus: 24.02.2020).

0) lomostHuTeIBLHASI TUTEPaTypa:




1. 3ammra nadopmanuu : yue6. mocodue / A.I1. XKyxk, E.IT. XKyk, O.M. Jlenemkun, A.W.
TumomkuH. - 3-¢ u31. - Mocksa : PUOP: UTHOPA-M, 2019. - 400 c. - (Bsicmiee oOpazoBanue). -
DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-16-106478-8. - Tekcr : 3JIEKTPOHHBIH. -
URL.: https://new.znanium.com/catalog/product/1018901 (xara oopamenus: 26.02.2020)

2. BaykoB, A. A. 3ammra uHGOpMaIUU B OAHKOBCKUX CHUCTEMax . yueOHOe mocolue

Uit OakanaBpuarta W Maructpatypsl / A. A. BHykoB. — 2-¢ m3a., ucnp. u jgomn. — Mocksa :
UznatensctBo Opaiit, 2018. — 246 c. — (bakanaBp u maructp. AkaJeMHUYecKuil Kypc). —
ISBN 978-5-534-01679-6. — Tekcr : snekrponnsiii // DBC IOpaiit [caiit]. — URL:

https://urait.ru/bcode/414083 (nata obparenus: 24.02.2020).
3. Homumyk, 0. B. bas3sl maHHbix ¥ ux Oe30macHOCTH . yuebHoe mocobue / 0.B.
[Monmmyk, A.C. bopoBckuii. — Mocksa : UTHOPA-M, 2020. — 210 c. — (Bricmee

obpaszoBanue: Crermanurer). — DOI 10.12737/1011088. - ISBN 978-5-16-107421-3. - Tekcer :
snekrponnsii. - URL: https://new.znanium.com/catalog/product/1011088 (mata oOpamicHus:
26.02.2020)

4. CereBas 3aunmta uHpopmManuu. JlabopaTopHbIil MpakTUKyM: ydeOHOe mocoOue [is
By3oB] / JI. H. Masuu# [u nap.]; Marauroropckuii roc. Texuuueckuii yH-T um. I'. . Hocosa. -
Marnurtoropck : MI'TY um. I'. . Hocosa, 2019. - 1 CD-ROM. - 3arn. ¢ tutyn. 3xpana. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530
260/3824.pdf&view=true (mata oOpamenus: 22.10.2019). — Makpooosekt*. - ISBN
978-5-9967-1605-0. - TekcT: anmekTpoHHbIH. - CBeaeHus qoctynHbl Takke Ha CD-ROM,

*PEXUM [TIPOCMOTPA MAKPOOBBEKTOB

1. Ilepeiit 1o aapecy 3aeKTpoHHOTO KaTaiora https://magtu.informsystema.ru .

2. IIpoussectu aBropusanuio (Jlorun: Yurarens1 IMapons: 111111)

3. AKTHBH3HPOBATH THIIEPCCHUTKY MAaKPOOOBEKTA.

[Ipumeuanue: MpPU OTKPHITUM MaKpPOOOBEKTOB YYHTHIBATH OCOOEHHOCTH HACTPOUKH
AHTHUBUPYCHOM 3a1UThI

B) MeToanyeckne yKa3aHus:

1. MeTonuueckue yka3aHus MO BBIMOJIHEHHUIO 1abopatopHbix padot (ITpuoxenue 1)

2. Meroaudeckue yka3zaHUs 10 BBITIOJHEHUIO BHEAYTUTOPHBIX CAMOCTOSITEIBHBIX PadoOT
(TTpunoxenwue 2)

r) IIlporpammHuoe ob6ecnieyenune u MHTEpHET-pecypehI:

IIporpammuoe o0ecneyenne

Haumenosanue I1O Ne norosopa CpoOK IeCTBUS TUIEH3UN
7Z1p CBOOOIHO PacHpPOCTPAHIEMOE 0eccpoyHO
LibreOffice CBOOOJHO PacIpOCTPaHsIEMOE 0eccpoyUHO
Adobe Reader CBOOOJHO pacpOCTpaHsIEMOe 06eccpoyHO
C3U Crpax NT 8.3 |K-271-12 01 16.10.2012 6eccpoyHO
Bbpayzep Mozilla CBOOOJHO pacrpocTpaHsieMoe
Firefox 110 Oecepotino
Bpaysep Yandex CBOOOJITHO pacHpoCTpaHsIEMOe 0EeCCpOYHO
Linux Calculate CBOOOJIHO PacHpOCTpaHsIEeMOe 0ECCPOYHO
FAR Manager CBOOOIHO PacCIpOCTPaHsIEMOe OCCCPOUHO
IIpodeccnonanbHbie 0a3bl JAHHBIX U HHPOPMALMOHHbIE CIIPABOYHbIE CUCTEMbI
Haspanue xypca CchpliIKa
OnexkTpoHHas 0a3a mepuoandeckux wusganuil East . .
. . . https://dlib.eastview.com
View Information Services, OO0 «IBUC» ps://dlib eastview.com/




HauunonannHas WH(}pOpMAITMOHHO-aHATUTUYECKAS

cucrema — Poccmiickuii  mugekc  mHayunoro|URL: https://elibrary.ru/project_risc.asp
uutuposanus (PMHII)
[TouckoBast cucrema Axamemust Google (Google

Scholar) URL.: https://scholar.google.ru/

HNudopmannonnas cucrema - EnuHoe oKHO JocTyma
K MH(OpMaIIMOHHBIM pecypcam

®depnepanpHOE roCyJapCTBEHHOE Oro/1KETHOE
YUpEKIACHUE «DenepanbHbIi unctutyt|URL: http://mwww1.fips.ru/
IPOMBIIIICHHON COOCTBEHHOCTI

URL.: http://window.edu.ru/

Nudopmanmonnas cuctema -  HopmaTuBHbIE
MIPABOBEIE aKTBhI,
OpraHU3aIMOHHO-PACTIOPSAAUTENbHBIE  JTOKYMEHTHI,
HOPMAaTUBHBIE ¥ METOJUYECKHE JOKYMEHTBI W
IIOATOTOBJICHHBIC  MPOCKThl ___ JIOKYMEHTOB IO
Wudpopmannonnas cucreMa - baHK NaHHBIX yrpos
oe3omacHocTu HHbopManuun DCTOK Poccun

9 MaTtepHaJbHO-TEXHHYECKOE o0ecTeueHne TUCIUTILIHHBI (MOLYJIs1)

https://fstec.ru/normotvorcheskaya/tekhni
cheskaya-zashchita-informatsii

https://bdu.fstec.ru/

MarepuanbHO-TEXHHUECKOE 00ecIieueHNe JUCIUTUINHBI BKITIOUACT:

JIaGoparopusi TPOTrpaMMHO-ANIAPATHEIX CPEACTB obOecredeHus: HH(OOPMAIMOHHON
0e30MacHOCTH:

1. CpenctBo orpannuenus gocryna k kommsiorepy "KPUIITOH-3AMOK/Y"

2. CpenctBo orpannueHus nocryna k komnsiorepy "KPUIITOH-3AMOK/E"(2 mt)

3. DnekTpoHHbIi Karou Guardant

4. DnextpoHHbIii kitou Etoken

5. Cucrema 3amuThl MH(pOpMalUMU OT HecaHKUHMOHHMpoBaHHOro noctyma CTPAX
NT(Bepcus 3.0)

5. VcrpoiictBo  upentudukammu  (OnektponHbsli  kmou  Guardant 1D
CepTU(PHUIMPOBAHHBIN)

7. Kommeiorep Destene Volution i560 na 6ase Windows Server 2008 R2(Standart)
MSDN

8. [15BM Hna 6a3e Windows 7 — 12 mt

9. YcrpoiicTBamu uTeHHsI cMapT-KapT U paanomeTok(B coctaBe Kommuiekra yuebHOro
ob6opynoBanus "CucteMbl KOHTPOJIS JocTymna')

AymuTtopun Ans caMOCTOATeNbHOM paboThl (aya. 132a): KOMIBIOTEpHBIE KIIACCHI;
YUTaJIbHbIE 3aJIbl ONOINOTEKN

JleximonHnsele aynutopuu (ayn. 2124, aya. 226, aya. 365, aya. 388 u T.1.):
MynsTUMEIHIHBIE CPEJICTBA XPAHCHHUS, TICpEAadH U MPECTaBICHUS HH(pOpMaIHH



IMPUJIOKEHUE 1
METOANYECKHUE YKA3AHUA
[10 BBIITOJIHEHMIO JIABOPATOPHBIX PABOT

PexomeHnnanmu HampaBieHbl Ha OKa3aHME METOJUYECKON IOMOINM CTYAEHTaM IpU
BBIMIOJTHEHUH JTJa00PATOPHBIX 3aHATUH.

JIaGopaTopHoe 3aHsTHE — ATO 3aHATHE, TPOBOJIUMOE IO/ PYKOBOJCTBOM IIPETIOAABATEINS B
yueOHOI ayTuTOpuH (KOMITBIOTEPHOM KJIaCCE YHUBEPCUTETA WM YUeOHO! CrieluaIu3upOBaHHON
nabopaTopun YHHBEPCUTETA), HANIPABICHHOE HAa yriIyOJICHHE HAyYHO-TEOPETUYECKUX 3HAHHUH U
MOJTyuyeHHUE J1aOOPaTOPHBIX HABBIKOB PEILIEHUS TUIMOBBIX U MPUKIIATHBIX 33/1a4.

Lenbto 1abOpaTOpHBIX 3aHATHN SBISETCS (POPMHPOBAHME M OTPabOTKa J1abOpPaTOPHBIX
YMEHHH U HaBBIKOB, HEOOXOIUMBIX B MOCIEAYIOLIEH 1eATeIbHOCTH 00yYatOIINXCA.

OCHOBHBIMU 33/1a4aMU JJAOOPATOPHBIX 3aHATUMN SBJISIOTCS:

— yruiyOlieHue YpOBHS OCBOCHHSI OOLIEKYNbTYPHBIX U  HpodeCCHOHATBHBIX
KOMIICTCHITU;

— o0oOmeHune, cucTeMaTU3alvs, yrIyOJIeHHWe, 3aKpeIICHHE  TOTYyYCHHBIX
1a00paTOPHBIX 3HAHHUH 10 KOHKPETHBIM TEMaM JUCIUILIIH Pa3InYHbIX [IUKIIOB;

— TnpuoOpeTeHHe CTYIAEHTaMH YMEHUW M HaBBIKOB HCIOJIb30BaHUS COBPEMEHHBIX
TEOPETUYECKUX 3HAHU B PELICHUN KOHKPETHBIX MPUKIIAIHBIX 33/1a4;

— pa3BUTHE po(heCcCUOHATTLHOTO MBIIIICHHUS, pohecCUOHATLHOM u
[M03HABATEIbHON MOTUBAIIUU.

[lepeuens TeM 1abopaTOpHBIX pabOT ompenensercs padoyeil mporpaMMoil TUCITUTIUHEL.
[Iman 5abopaTOpHBIX 3aHATHH OTBEYaeT OOIIEH HaNpaBIEHHOCTH JEKIIMOHHOTO Kypca u
COOTHECEH C HUM B TOCJIEI0BATEIIbHOCTH TEM.

CrpykTypa 1a00paTOPHOTO 3aHITHS BKIIFOUYAET CIIEIYIOIINE KOMIIOHEHThI: BCTYNUTEIbHAs
4acTh; OTBETHl Ha BOINPOCHl OOYyYaroIIUXCS; IMPAaKTHYECKass YacTb; 3aKIIOYUTEIBHOE CIIOBO
npenogasaresns. Bo BecTynuTenbHON yacTH 0O0BABISETCS TeMa TeKylllel J1abopaTopHOW padoThl,
CTaBUTCS €€ LEIH U 3a7jau, IPOBOIUTHCA MHCTPYKTAX IO TEXHHUKE 0€30MaCHOCTH BBIMOIHEHUS
paboThl, MPOBEPSETCS MCXOAHBIN YpOBEHb TI'OTOBHOCTH CTYJIEHTOB K J1abopaTOpHOH pabote
(BBINIOJIHEHUE TECTOB, KOHTPOJIbHBIE BOIPOCHI U T.I1.), BBIIAETCS HOPSIIOK U YCIIOBUS BBITIOJTHEHUS
nmabopaTopHOM PabOTHI.

Ha naGoparopHOoM 3aHATHM MpernojaBaTelb MOXKET HCHOJIb30BaTh pa3zHOOOpa3HbIe
obOpasoBarenbHble TexHoJoruu (metonbl [T, paGota B komanze, case-study, mpoOiiemMHOe
oOyuyeHue, ydeOHble AMCKYCCHM U T.I.) TIO CBOEMY BBIOOpPY JUISl TOCTHM)KEHUs KadeCTBEHHOI'O
YpOBHSI O0yUeHUS.

IIpaBu/1a Mo TexHUKE 0€30MIACHOCTH 1JIs1 00y4aKOLIMXCH
NPH NPOBeJIeHNH JIA00PATOPHBIX padoT
Obwue npasuna:

1. JlaGoparopHble pa®OTBI MPOBOMATCS TMOJ HaOmoaeHueM mnpenoaasatens. K
BBIMIOJTHEHUIO JTAOOPATOPHBIX PabOT CTYAEHTHI JOMYCKAIOTCA TOJBKO IOCIE MPOCTYIIMBAHUS
MHCTPYKTaXka 1O TEXHHMKe OE30MacHOCTH, NMpaBUJIaM IMOBEIEHHs, IPOTUBOMOXApHBIM MepaM B
KOMITBIOTEPHOM KJIaCCe U CHEUAIN3UPOBAHHBIX JJAOOPATOPHSIX.

2. OOy4aeMblii JOJDKEH CTPOTO BBIIOJIHATH IpaBHJa TEXHUKH O€30IacHOCTH U
CaHUTApHO-TUTMEHWYECKWE HOpPMBI INpU  paboTe B  KOMIBIOTEPHBIX  KJjaccax H
CHELHMATU3UPOBAHHBIX Ta0OPATOPHUSIX YHUBEPCUTETA.

ITopsiioK BBINOJIHEHHS JJA00OPATOPHBIX PadoT

[Ipy MOATrOTOBKE K BBHIMOJHEHHUIO JIAOOPATOPHBIX pabOT CTYACHT JOJDKEH IMOBTOPUTH
TEOPETHYCCKUI MaTepHall, HEOOXOAMMBIN JIJIs1 BBITIOITHEHUS 3aJaHHUH 110 TEKYIIEH TeMe.

JIaGoparopHasi paboTa BBITOJIHIETCS KaXXKIbIM CTYAEHTOM CAaMOCTOSITENBHO, COTJIACHO
WHIUBUIYAIbHOMY 33JIaHUIO.

CTyneHTbl, MPOITyCTUBIINE 3aHITHS, BBIOIHAIOT J1a00opaTopHble paboThl BO BHEYPOUHOE
BpeMsI.



[Tocne BbIMoNHEHUS KaXKA0H 1a00paTOpHOI pabOThI CTYACHT IEMOHCTPUPYET PE3yiIbTaT
BBINOJIHEHUS IIPENOoJaBaTesio B BUJIE OTUYETA 110 JIaOOpaTOpHOH paboTe U OTBEYAET Ha BOIPOCHI.
[IpenoaBatens oueHUBaeT pabOTy B COOTBETCTBHM C 3aJaHHBIMH KPHUTEPUSMHU OLICHKU
71a00paTOPHBIX padoT.

IIpaBuia oopmiieHnst pe3y1bTATOB U OLICHUBAHMS J1a00pPaTOPHOil padoThI

Pe3ynbrartel BBIMOJIHEHHON Ja00paTopHOl pPaboThl OQOPMIIAIOTCS B COOTBETCTBUU C
TpeOOBAaHUSMU K BBITIOJTHEHUIO KOHKPETHOU PabOTHI.
[IpakTuueckast paboTa cUMTaeTCsl BBHIIIOJHEHHOM, €CIM CTYIEHT HaOpan Oaii, KOTOpHIi
COCTABJISICT MOJIOBUHY MaKCHMAaJIbHOTO KOJMYECTBA OaIOB.

Jyis orieHUBaHUS paOOTHI IPUIIATAIOTCS CIEAYIONNE KPUTCPHUH.
Oyenka «omauyHoy» — paboTa BHINIOJHEHA B MIOJIHOM 00beMe U 0e3 3aMevaHHil.
Oyenka «xopouto» — padOTa BBINOJIHEHA MPABUWILHO C YU4eTOM 2-3 HECYIIECTBEHHBIX OIIUOOK,
UCTIPABJICHHBIX CAMOCTOSITEIIBHO 110 TPEOOBAHHIO MTPETIOIaBaATEIIs.
Oyenka «y0oseiemeopumenbHoy — padoTa BBITIOIHEHA TPABUIHLHO HE MEHEE YeM Ha NIOJIOBUHY HITH
JIOIYIIIEHA CYIIECTBEHHAs OIIMOKA.
Oyenka «HeyoosemeopumeibHo» — JOINYIICHBI Be (M 00Jiee) CyIEeCTBEHHBIE OIMOKUA B XOJE
paboThl, KOTOPBIE CTYICHT HE MOXXET HMCIPABHTh JAXKE MO TPEOOBAHHIO MPEIOAABATEINS, WA
paboTa He BBITIOTHEHA.



IMPUJIO)KEHUE 2

METOJUYECKUE YKA3AHIAA 110 BBIIIOJIHEHWIO BHEAY IUTOPHBIX
CAMOCTOATEJIBHBIX PABOT

O01mme moJoKeHus

HaCTOHH_II/Ie MCTOANYCCKUEC YKadaHHsA INPEAHA3HAYCHBI JIA OpraHu3aluu BHCaYﬂHTOpHOﬁ
CaMOCTOSTECIbHOM pa6OTBI CTYACHTOB MW OKa3aHusg IIOMOIIMX B CaMOCTOATCIBbHOM H3YYCHUU
TEOPECTUUCCKOT'O U pCailn3allun KOMHeTeHHI/Iﬁ O6y‘laeMLIX.

JlaHHBIC METOAMYCCKHE YKA3aHUs HE SIBIIIOTCS YUeOHBIM ITOCOOMEM, II03TOMY Mepel HadalloM
BBITIOJTHEHHSI CaMOCTOSITEJIBHOTO 3aJaHHsl CJIEIyeT W3Y4UTh COOTBETCTBYIONIUE Pa3JIeIibl
JICKIIMOHHBIX 3aHATHH, MaTephalioB 00pa30BaTEIIBHOIO IOpTajia, pa3JejoB OCHOBHOW H
JIOTIOTHATEIIFHOW JIUTEPATyphl, MPEACTABICHHBIX B IyHKTE 8. «Y4eOHO-METOIUYECKOe U
uH(pOpMalMOHHOE o0ecrieueHre AUCUUIIINHBI (MOays)» AanHoi PIT/I.

esn 1 32124 CAMOCTOSITEILHOMH PadOThHI

Llenb camMOCTOATENIbHOW pabOTBl — COJACHCTBHE ONTHMAIBHOMY YCBOCHHIO Y4eOHOTO
MaTepuaia OOydYaloNMMUCS, pPa3BUTHE WX I[I03HABATEIILHONH aKTHBHOCTH, TOTOBHOCTH U
MOTPeOHOCTH B caMOOOpa30BaHMH.

3amauu caMoOCTOSATEILHOM padoThI:

— TOBBILIEHUE UCXOIHOT'O YPOBHS BIIaJIeHUs HH(POPMALMOHHBIMU TEXHOJIOTHSIMU;
— yrayOsieHue U cucTeMaTH3alys 3HaHui;
— TIOCTaHOBKA M PEIICHHE CTAHJAPTHBIX 3324 NPOPEeCCHOHATBHON e TeTbHOCTH;
— pa3BuTHE pabOTHI C pa3InYHON 10 00BEMY U BUAY HHPOpMalueil, yaeOHOM 1 HayqHOH
JIUTEPaTypoH;
— IPAKTUYECKOE MPUMEHEHUE 3HaHWUM, YMEHHUI;
— CaMOCTOSITEJbHO HCIIOJIb30BAaHUE CTAaHAAPTHBIX MPOTPAMMHBIX CpEACTB cOopa,
00pabOTKH, XpaHEHUS U 3alUThl HH(OpMALUN
— pa3BUTHE HABBIKOB OPraHU3allMU CaMOCTOSITEIbHOTO Y4EOHOro TpyAa U KOHTPOJS 3a
ero 3(peKTUBHOCTHIO.
Bupl BHeayTUTOPHOM caMOoCTOSATENbHON paboThI M (POPMBI KOHTPOJISL ¥ BpEMsI Ha BHITTOJTHEHHE
KaXJIOTO BUJA CAMOCTOSITEILHON paboThl yka3zaHbl B MyHKTe 4. «CTpyKTypa U COJAEpKaHUE
JUCHUILIMHBD JaHHOoM PIT/I.

IHopsiaok BHINOJIHEHUS

[Ipy BBIMOTHEHHM TEKYIIEH BHEAyIUTOPHON CaMOCTOSITENLHON pPabOTHl 00ydJaroImeMycs
CIeayeT NPUAEPKUBATHCS CIEAYIONIETO MOPAIKA JEHCTBUM:

1) BHHMMATEIBHO U3YYHTh COOTBETCTBYIOIIME TEOPETHUSCKHE PA3IeIIbl AUCIUILIUHBI, TIOJIb3YSICh

MaTepuaiamu (JICKIIMOHHBIMHU, IPE3EHTAIIHOHHBIMHU, ayTU0-BU3yaTbHBIMH):

a) TMpeIOoCTaBISIEMBIMH MPEMOABATENIEM Ha JICKIIMOHHBIX 3aHATHSIX;

b) npenocraBiseMbIMU MpETNOaBaTEIeM B paMKaX JIEKTPOHHBIX 00pa30BaTEIbHBIX KYPCOB;

C) conepKalUMHUCS B yueOHHMKAX M yueOHBIX mocoOusx IDBC (31eKTpOHHO-OMOINOTEYHBIX
CHCTEM), DJIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA U HHTEPHET-PECYPCOB.

2) TlompobHO pa300paTh THIIOBBIE MPHUMEpPHI PEIICHUS 3a]a4y, PAaCCMOTPEHHBIE B paMKax
ayJMTOPHOM KOHTAKTHOM paboThI ¢ MpenojaBaTesieM.

3) IlpuMeHUTH MOJyYCHHBIC TEOPETHYECKUE 3HAHUSA W TPAKTHYCCKUE HABBIKU K PEIICHHUIO
WHIAWBUIYAIIbHBIX 3a/IaHUH, K TIPOXO0KIEHUIO0 KOMIIBIOTEPHBIX TECTUPOBAHUH.

4) Tlpu HeoOXoauMoCTH, c(HOPMHUPOBATH IEPEYEHb BOMPOCOB, BBHI3BABIIMX 3aTPYIHEHHS B
nporecce caMoCTOATENbHON paboTbl. OOCYIUTh BO3HHUKIIME BOIPOCHI CO CTYAEHTAMHU
Ipynmnbl, B paMKax KOMaHIHO-TIPOEKTHOW paboThl, W C TMpenojaBareieM, B paMKax
KOHCYJIbTAIIHOHHON TTOMOIIH, peai30BaHHOM 100 B KOHTAKTHOU (hopme, 1100 cpecTBaMH
nH(popManmoHHO-00pa3oBaTeIbHOM cpepl BY3a.



KpuTtepun onieHKH BHeayAUTOPHBIX CAMOCTOAITEIbHBIX padoT
KadyecTBO  BBIOMHEHHS BHEAYIUTOPHOH  CAMOCTOSITENBHOW  pabOThl  O0ydaromuxcs
OLIEHUBAETCA IOCPEICTBOM TEKYIIEr0 KOHTPOJS CAMOCTOSITEIbHON paboThl O0ydaromuxcs ¢
UCTIOJIb30BaHUEM OAJIIbHO-PEHTHHIOBOI CUCTEMBI.

B kauectBe q)OpM TCKYIICTO KOHTPOJIA IO AUCHUIINIMHE MCIIOJIB3YHOTCA: MHAWBUAYAJIbHLIC
3agaHus, ayJUTOPHBIC KOHTPOJIBHEBIC pa6OTBI, KOMIIBIOTEPHOE TECTUPOBAHUC.

MaxkcuMallbHOE KOJIMYECTBO 0ajIIoB O6y‘IaIOHlHI>'IC$I IIoJIy4acT, €CJIN:

— BBINOJHSCT WHAMBHIYyaJbHBIC 3a/JlaHUS B COOTBETCTBHUH CO BCEMH 3asBJICHHBIMHU
TpeOOBaHUSIMU;
— JIaeT MpaBHJIbHBIC (OPMYIUPOBKH, TOYHBIC OTPEICICHUS, TIOHSATHS TEPMUHOB;
— MOXeET 000CHOBATh PAIMOHAIBHOCTD PELICHUS TEKYIICH 3a/1a4u. ;
— 00CTOSITENIHHO C IOCTATOYHOM IMOJIHOTOM M3JIaraeT COOTBETCTBYIOIIYIO TEOPETUUCCKUI
pazern;
— TPaBWIHLHO OTBEYACT HA JIOTIOJTHUTEIHHBIC BOTIPOCHI IIPEIOIaBaTENs, HMCIOIIHNE IETBIO
BBIAICHUTDL CTCIICHb TIOHUMAHUA UM JAaHHOI'O MaTCpurajia.
50~85% 0T MakCUMaIbHOTO KOJMYECTBA OAJIJIOB 00YYArOIIMIACS MTOTy4aeT, eCIlu:

— HemnoJsHO (He MeHee 70% OT MOJIHOT0), HO MPaBUWJIBHO BBINOJIHEHO 33JJaHUE;

— IpU U3JI0KEHHH OBUIM JOMYIICHbI 1-2 HECYIIECTBEHHbIE OIIMOKH, KOTOphIE OH
UCIIPABIISIET TIOCIIE 3aMEYaHHsI IPENo/IaBaTeNs;

— JIaeT NpaBUJIbHBIE (OPMYIUPOBKH, TOUHBIC OIPE/ICICHHS, TOHATUS TEPMUHOB;

— MOXeT 00OCHOBAaTh CBOM OTBET, IPUBECTH HEOOXOANMBIE TPUMEPHI;

— MpaBWIIBHO OTBEYAET HA JIOTIOJIHUTEIBHBIC BOIPOCHI IPETIOIaBaTEeNs, HMEIOIINE LENIBI0
BBISICHUTh CTENICHb NOHUMaHMsI UM JIaHHOTO MaTepHara.

36~50% OoT MakCHUMaJILHOTO KOJMYECTBA OAJIJIOB 00yYaroIIMiiCs MOIydaeT, ecilu:

HernoyHo (He MeHee 50% OT MOJIHOTO), HO MPAaBUIILHO M3JI0KEHO 3aJI1aHNE;

IIPU U3JI0KEHUU ObLIa JomyIleHa | cyliecTBeHHas OlnoKa;

3HACT U IIOHUMACT OCHOBHBIC ITIOJIOKCHUA ﬂaHHOﬁ TEMBbI, HO IOIMYCKACT HCTOYHOCTHU B
(bopMynHUpOBKe MOHATUH;

U3JIaraeT BHIIOJIHEHUE 3aJaHHs HEJIOCTATOYHO JIOTUYHO | MTOCTIeI0BATEIBHO;
3aTPYAHSACTCS MPH OTBETAX HA BOIPOCHI MTPETIO1aBaTedIsl.

35% u MeHee OT MaKCUMAaJIbHOTO KOJIMYeCTBA OaJIJIOB 00yJaromMics MOTy4aeT, ecllu:

— HenoaHo (MeHee 50% OT MOJIHOTr0) U3JI0KEHO 3a/laHuE;

— TOpU HU3NOKEHUH ObUTM JOMYIIEHBl cyllecTBeHHble omuoku. B "0" Oamios
IpernojaBaTeib BIPaBe OLIEHUTH BBHIMOJIHEHHOE 00YyJarolMMCs 3aJlaHue, €I OHO He
YJIOBJIETBOPSIET TPEeOOBAHUSAM, YCTAHOBJIEHHBIM MpENoJaBaTeleM K JaHHOMY BHIY
paboThI WM HE OBLIO MPEICTABICHO /TSl TPOBEPKHU.

CyMMa TOJy4YeHHBIX OaJUIOB MO BCEM BHUJAaM 3a/laHUil BHEAYAMTOPHOW CaMOCTOSITETbHOU
paboTBl COCTaBJISIET PEUTHUHTOBBIA TOKa3aTeah OOydwaromierocs. PeWTHHTOBBIMA TOKa3aTelb
o0yyJaromerocsi BJIMSET Ha BBICTABJICHHWE HTOTOBOM OIGHKM [0 pe3yibTaTaM H3y4YeHHUs
JTUCIUTUIAHBI.

[Tokazarenu M KpUTEpUU OIICHUBAHMS IOJYYEHHBIX 3HAHUU IpeACTaBIeHbl B MyHKTE 7.0)
«O1eHOYHbIE CpeACTBa ISl POBEAECHUS TPOMEXYTOUHOH arTecTaiun» gaHHou PIT/L.



