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JIner akryaauszanuu padoueil mporpaMmbl

Pabouas mporpamma nepecMoTpeHa, o0cykaeHa u ogoopeHa juisa peanuzauuu B 2023 - 2024
ydaeOHOM ToJly Ha 3acefaHuu kadeapsl busznec-undopmaTuku u HHPOPMAITMOHHBIX

IIporokomor 20 . Ne

3aB. kadeapoii I'.H. ?ycaBI/ITI/IHa

PaGouast mporpamMma repecMoTpeHa, 00CyKaeHa u 0100peHa s peanuzanuu B 2024 - 2025
y4eOHOM roy Ha 3aceanuu Kadeapsl buzHec-mHGOpMaTHKU 1 HHPOPMALIMOHHBIX

IIporokom ot 20 1. Ne

3aB. kadempoii I'.H. YycaButuna

PaGouast mporpamMma repecMoTpeHa, 00CyKaeHa u 0100peHa s peanusaruu B 2025 - 2026
y4eOHOM roy Ha 3aceqanuu Kadeapsl buzHec-mHGOpMAaTHKN 1 HHPOPMAIMOHHBIX

IIporokomor 20 1. Ne

3aB. kadeapoii I'.H. E}/CaBI/ITI/IHa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena uist peamsanuu B 2026 - 2027
y4eOHOM roy Ha 3aceqanuu kadeapsl busHec-uHGOpPMATHKU 1 HHPOPMAIIMOHHBIX

IIporokomor 20 1. Ne

3aB. kadeapoii I'.H. E}/CaBI/ITI/IHa




1 Iles1u ocBOEHUS TN CUMILTUHBI (MOYJI51)

ey ocBoenus aucuurumabl «MHpOpManmonHas 6e30macHOCTBEY - cPOpMUPOBATH Y
0akamaBpoOB KOMIIETEHIIMM B OOJIACTH METOJOB M CpPEACTB obecredeHus: MHPOPMALUOHHOM
0€30MacHOCTH B OpraHU3allMsiX M Ha MPEINpUATUAX Pa3IUYHBIX chep nesTenbHOCTH U (hopm
COOCTBEHHOCTH, OCHOBBIBAasCb Ha HOPMAaTHUBHO-TIPABOBBIX JOKYMEHTaX, MEXIYHApOIHBIX H
OTEUYECTBEHHBIX CTaHJApTax B 00JAacTH MH(MOPMAIMOHHBIX CHUCTEM W TEXHOJIOTHUH, Ha OCHOBE
UH(POPMALIMOHHOM u oubnuorpaduyeckoit KYJIBTYpBI C PUMEHEHUEM
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHI M € YYeTOM OCHOBHBIX TpeOOBaHMIA
uHGbOPMALMOHHOM 6€30MacCHOCTH

2 MecTo TMCUHMIIMHBI (MOYJIsI) B CTPYKTYpe 00pa3oBaTe/bHOil IPOrpaMMbl

Juctunuaa MadopmarimonHas 6e€30MacHOCTh BXOJUT B 00s13aTEIbYI0 YacTh y4eOHOTO
T1aHa 00pa30BaTeILHON MPOTPAMMBL.

Jlnst  wW3ydeHWsT  JOUCHMIUIMHBI ~ HEoOXoaWMmbl  3HaHWS  (YMEHHWsI,  BIJIAJICHUSA),
c(OpPMHUPOBAHHEIE B PE3YyJIbTATE U3yUCHUS TUCITUTUINH/ TPAKTUK:

be3omacHOCTh XXU3HEAEATCILHOCTH

HNudopmartuka

HNubopmannoHHbIe CHCTEMBI M TEXHOJIOTHH

3Hanus (YMEHUS, BIaJICHUs), MOTYICHHBIC TIPH M3yYEeHUHW TAHHOW AUCIUILIMHBI OyIyT
HEOOXOIUMBI 7151 U3YUCHUS] JUCIUILITIH/TIPAKTHK:

[IpounzBoacTBEHHAS - TEXHOJOTHYECKAs (TPOCKTHO-TEXHOJIOTHYECKAs) MPAKTHKA

[ToaroroBka k caaue u ca4ya rocy1apCTBEHHOTO HK3aMeHa

3 Komnerenuun odyuarouierocs, (popMupyemMbie B pe3y/ibTaTe 0CBOEHUS

AUCHMILIMHBI (MOAYJIS) U IVIAHUPYeMbIe pPe3y/IbTaThbl 00y4eHHUs

B pesynbrare ocBoeHust aucuuiuiMHbl (Monyns) «MH@opmanroHHas 0€30IacHOCThY
oOyyaroImuiics JoKeH 001a1aTh CIeAYOIIUMU KOMIETEHIIUSIMHU:

Kon nnaukaropa WNHpukaTop 1OCTHKEHUS] KOMIIETEHITUN

YK-8 CrocobeH co3naBaTh M IMOJICPKUBATh B IMOBCEAHEBHOH >KM3HM M B NMPOQECCHOHAIBHOM
JESITCIILHOCTH OC30TacHbIC YCIIOBUS JKH3HEACATEIBHOCTH I COXPAHEHHUS TPUPOTHOW CpEIibl,
obecrieueHrsT YCTOWYMBOTO Pa3BUTHsI OOIIECTBA, B TOM HHCIE NPU Yrpo3e W BO3HUKHOBECHUH
Ype3BBIYANHBIX CUTYAIIUH 1 BOCHHBIX KOH(JIUKTOB

VK-8.1 Ananuzupyer u uaeHTUUIUpPYeT (aKTOPbl ONACHOTO M BPEJAHOTO BIMSIHUSA
JIEMEHTOB cpelbl OOMTAaHUS (TEXHHYECKUX CPEeACTB, TEXHOJIOTHYECKUX
IIPOLIECCOB, MATEPUAIIOB, 3JaHUI U COOPYKEHUH, MPUPOJHBIX U COLUAIBHBIX
SIBIICHUT)

VK-8.2 BrrsaBisier npo6iembl, CBS3aHHBIE ¢ HAPYIICHUSIMH TEXHUKU 0€301acCHOCTH Ha
paboueM MecTe; MOpeylaraeT  MEpPONPHUATUSAX 10  NPEAOTBPAIICHUIO
YpEe3BBIYANHBIX CUTYAIUN

YK-8.3 Pa3bscHsger mnpaBwia TOBEACHUS MPU BO3HUKHOBEHHHM YPE3BbIYAMHBIX
CUTYallil MPUPOAHOTO U TEXHOTEHHOTO MPOUCXOXICHUS; OKA3bIBACT MEPBYIO
MOMOIIb, OMMCHIBAET CIIOCOOBI Y4aCTHsI B BOCCTAHOBUTEIBHBIX MEPOIIPHUITHUIX

OIIK-3 CnocobeH pemarh CTaHAAPTHBIE 33aJaud NPOPECCHOHANBHOW NESTETbHOCTH Ha OCHOBE
MH(POPMAITMOHHOM u o6ubanorpaduyeckoit KYJbTYpPBI c MIPUMEHEHUEM
MH(POPMAITMOHHO-KOMMYHHUKAIMOHHBIX ~TEXHOJOTMH © C Y4YETOM OCHOBHBIX TpeOOBaHMIA
MH(POPMAITMOHHOM 0€30MacHOCTH;

OIIK-3.1 Wcnonp3yeT mOpUHLMIIBI, METOAbI W  CpeAcTBa HH(GOPMALMOHHON U
O6ubimorpaduueckoil  KynbTypsl A peIIeHHs CTAaHAApTHBIX  3ajad
npodeccHOHaTbHOM JESATENBHOCTH c HCIOJIb30BAaHUE

MHPOPMALMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTUI

OIlK-3.2 Pemaer cranmapTHbie 3amaun MPOPECCHOHAIBHON AEATEIHHOCTH C Y4ETOM
OCHOBHBIX TpeboBaHUI HH()OPMAITMOHHON 0€30ITaCHOCTH




4. CTpyKTypa, 00b€éM U colepkaHie TUCHUIINHBI (MOLYJI5)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTAaBIsieT 3 3a4eTHhIX enuHuil 108 akax. gacoB, B TOM

YUCIIC:

— KOHTaKkTHas padorta — 51,95 akan. gacos:
—ayauTopHas — 51 akaJ. 4acos;
— BHeaynutopHas — 0,95 aka. 4acos;

— caMocTosTenbHast pabora — 56,05 akan. gacos;

— B hopMe npakTuyeckoit moaroroBku — 0 akaj. yac;

dopma aTTecTaluy - 3a4ET C OUEHKOMN

AynuTopHas = o
KOHTaKTHas | %
p = pabora s 5 Brn dopMa TEKYLIEro KOHTPOJIS Kon
azzgen/ Tema 8| (B akan. wacax) | & E|camocTosTensH
g ) . yCIEBaeMOCTH U KOMIIETCHII
JIHCHHILTHHRT 3 paK 5 e ou MIPOMEKYTOYHOM aTTECTAIINI 2071
Jle | mad. I; % 5’3 paboTE!
K| sam o 1O S
1. HopmaTHBHO-TIpaBOBbIE OCHOBBI HH(OPMAIIMOHHON 0€30I1aCHOCTHU U 3aIlUThI HH()OPMALU
Koncnexrupos
aH e y4eOHbIX
MaTepuaaoB
Camocrosrenb
1.1 CymHOCTh H TOHATHE HOE U3y4YCHUE TectupoBanue OIK-3.1
UH()OPMAILIIOHHON 2 2 4 yueOHO u JIP 1 «HapnexxHOCTb U OHK-B. 2’
0e3omacHOCTH Hay4JHOI JIOCTOBEPHOCTH HH(POPMALIUID» '
JUTEPaTypbl
Iloaroroska k
1a00paTOpHOM
y 3aHATHIO
1.2 Yrposel HHPOPMALMOHHOH| o
6e30macHOCTH Koncnextupos
VYrpo3sl nH()OpPMaMOHHOH aH ue y4eOHbIX
0e30macHOCTH ¥ 3aIlUTEHI MaTepuaIoB
nHopMaIHH. CamocrosTenb VK-8.1
Jecrabunusupyroniee HOE€ U3y4YEeHHE TectupoBanue YK-8. 2’
BO3/ICHCTBHE Ha 3alIMIIAEMYIO 2 2 4 yueOHO 1 JIP 2 «Knaccudukarms yrpo3 OHK-é i
unpopmario. Knaccuduxarys Hay4YHOM HpeaMeTHOH obnacTuy OHK-BI 2’
BUJIOB YTp0o3 HHOPMAIIHOHHOH JUTEPATYPHI '
6€30MacHOCTH 10 Pa3INYHBIM IToaroroBka K
MpU3HAKaM. 71ab0paTOPHOM
HecankunonupoBaHHbIi Y 3aHATHIO

JIOCTYI K MH(pOpMaIu




KoHncnektupos
aH ue y4eOHbIX

1.3 [IpaBoBbIe OCHOBBI
MaTepuaaoB
obecriedeHust  0€30MaCHOCTH
N Camocrosrens TectupoBanue
MH()OPMAIIOHHBIX TEXHOJIOTHH
Hoe u3ydeHue | BeicTyrienue Ha ceMuHape 1o
HasnaueHne W CTpyKTypa o
yueOHOI u JIP 3 «3akoHoaTenbHas u
MPaBOBOTO obecrnieyeHust .
HAY4HOI HOpPMaTHBHO-IIpaBoOBas 6a3a
3aIIUTHI nH(opMaIHH.
JUTEPATYPbI obecrieyeHus
[TpaBoBBIE OCHOBBI ~ 3AILUTHI N
Ioaroroska UH()OPMAILIMIOHHON OIIK-3.1,
uH(OpMaIM¥ B OpraHU3alUU. 2 4 6
CEMHHApCKOMY Oe3omacHOCTHY OIIK-3.2
MexnyHnaponnsie u
3aasTuto 1o JIP| Beictynnenne Ha cemuHape 1o
HAMOHAJIBHBIE CTAHIAPTHI U
3u4: JIP 4 «Cranpmaptsl u
cnenudukauu B oonactu UB.
popaboTKa crienuuKaluy B 00J1acTu
CoBpeMeHHBIE CTaHIapThl B N
Hay4YHO- UH()OPMAIOHHON
o0JlacTH yNpaBleHUs] PHCKAMH .
. METOIMYECKOM 6e30macHOCTI»
UH()OPMAIIOHHON HTCDATYORL
6e3omacHoOCTH PaTYPHI,
JOKJIAJ 1
TIpe3eHTalus
HUroro no pazaeny 6 8 14
2. AIMMHHUCTpPATUBHBIA U NIPOLIEAYPHBIH ypOBHU HH(OPMAILIMOHHON 0€30MacCHOCTH
Koncnexrupos
aH ue y4eOHbBIX
MaTepHajIoB
Camocrosrens
HOE U3y4YeHUE
. eOHOIt
21 ANMMHUCTPaTUBHBIN i .
HaY4YHOU TectupoBanue
ypoBeHb obecrieuenus: Ub
Tonurika 5630HACHOCTH nutepatypbl | BeicTymienue Ha cemunape o | YK-8.3,
: 2 2 4 | IToaroroska K JIP 5 «JTonutuka OIIK-3.1,
IIporpamma 6€30MacHOCTH. .
N CEMHUHApPCKOMY UH(POPMAIIIOHHOH OIIK-3.2
Onenka puckoB W 0a30BbIi
OBEHD 3ALIATHI 3aHsTHIO 10 JIP 0e30macHOCTI»
P 5: mpopaboTka
Hay4YHO-
METOINYECKON
JIATEPaTypHI,
JIOKJIAJ U
MIpe3eHTaNus
Koncnexrupos
2.2 Knaccel Mep MmpoIieypHOTO
P HpOUEAYP aH e y4eOHbIX
YpOBHS
MaTepuaaoB TectupoBanue
VYupasienue TIEPCOHAIIOM.
Camocrosrens | JIP 6 «Aynut 3ammmensoctu | YK-8.1,
duznyeckas 3aIIMTA. N
HOE U3y4YCHUE ceTei» VK-8.2,
Ilonnepxanue o
2 |6121 8 yueOHOil u JIP 7 «IlaponbHas 3amuTa U VK-8.3,
paboTocrnocobHOCTH. N N
PearupoBaHie Ha HapylIeHHs HayJHOU MEHEKEPHI TapoIei OIIK-3.1,
JUTEpaTyphl JIP 8 «MaccoBast pacchiika OIlK-3.2
pexuMa 6€30MacHOCTH.
IMoaroToBka k TICceM»
IInanupoBanue
1a00paTOpHOM
BOCCTaHOBUTEJIBHBIX paboOT
y 3aHATHIO
Wroro no pazneny 4 1821 12
3. TIporpaMMHO-TEXHUUECKHE MEPbI 00ECTICUSHNUS 3alUThl HH(POPMAIIUU
3.1 TIIporpamMmHBIE CcpeacTBa
3aIIUTH HHPOPMALUH Koncnektrpos
3aIIIIImTa tbop nuor aMMHOTO aH ue e6}};1x Tectuposanme
porp i JIP 9 «3amuTa ot
obecrieyeHus oT MaTepuanoB
HECAaHKIIMOHHUPOBAHHOTO
HECAHKIUOHUPOBAHHOTO Camocrosrenb
. JocTyma K HHpopMmaimm YK-8.1,
nocryma.  Kparkuit  0030p HOE H3y4YCHHUE
CYLIECTBYIOIIUX HA  pBIHKE 2 8 4 qyeOHOU 1 JIP 10 «3amura miopmamm 5| YK-8.2,
Cye,I[CTB yBaHH/ITI)I HHPOPMAITUH yHa HOM AOKYMEHTaxX) OIIK-3.1,
P p v JIP 11 «VY nanenue OIIK-3.2
oT HECAHKIIMOHUPOBAHHOTO JUTEPATYPbI
ocryna. 3ajava 3allUThl OT IMonroroska uiopmatiuy
poctyna. JIP 12 «BoccraHOBICHUE
BMEIIATENbCTBA OCTOPOHHUX 71ab0paTOPHOM AHHBIXY
JWI ¥ anmapatHble CpeicTBa y 3aHATHIO

ayTeHTU(UKALUH




3.2 Bupycel U aHTHBHUPYCHBIC

CaMocTosTenb
HOE U3y4YeHUe

cpezncrsa yueOHOIt n
Omnpenenenne KOMITBIOTEPHBIX HAy4HOU
BHUPYCOB. Knaccudukanus JIUTEPATYPHI
Py ¢ patyp TectupoBanue
KOMITBIOTEPHBIX BHPYCOB. [onroroska x
MpusHaky AP AKOHIS CeMHHAPCKOMY Brictynnenune Ha cemunape o | VK-8.2,
p P ’ 2/41 8 JIP 13 «CoBpeMeHHbIC OIIK-3.1,
IpodunakTuxa 3apaKeHHUSL. 3aHsTHIo 1o JIP
. BpeoHOCHBIE Tporpammel st | OITK-3.2
ITporpaMMHBIE AaHTHBUPYCHBIE 13: o
ITK 1 MOOGUIBHBIX YCTPOHCTBY
CpelcTBa. CrpykTypa npopaboTKa
AQHTHBUPYCHOM  NpOrpamMMbl. Hay4HO-
[TpuHimIel BEIOOpa CUTHATYPBI METOAMYECKOI
KOMIIBIOTEpHOI'0 BHUpYycCa JIATCPATYPBI,
JOKJIal 1
Koncnekxtupos
3.3 Kpunrorpapudeckue p
aH ue y4eOHbIX
METO/BI 3aIUThI
MaTepHaioB
Metoabt Kpunrorpaduu.
CpeiicTsa KpHIITOrpaduUecKoit CamocTosTenb TectupoBanme
P P P Hoe uszydenue |JIP 14 «3ammura nundopmarmm c[ YK-8.2,
3alIUTHI “HPOPMALIUH. o
2 4 8 yueOHO# u TTOMOIIBIO KPUIITOTpadHI» OIIK-3.1,
Kpunrorpaduueckue .
Hay4YHOU JIP 15 «3amura unpopmaruu ¢ | OIIK-3.2
peoOpa3oBaHusl.
JUTEPATYPHI MIOMOIIIBIO CTeTaHOTpaQHU»
[Iudposanue u
[loaroroska k
npemmppoBanre UHGOPMAIHH.
nabopaTopHOM
Iudposast moamucs.
Y 3aHATHIO
Koncnexrupos
aH ue y4eOHBIX
3.4 TexHuueckue cpeicTBa vt
MaTepHajIoB
3alIUThl UHPOPMAIHH
Camocrosrens
Nnxenepnas 3aluTa HO® H3VUCHIE TectupoBanue VK-8.2,
0OBEKTOB, 3aIUTa y o JIP 16 «CVSS «O0mas VK-8.3,
1 |2/41 6 yueOHO# u
UHQOpPMAIK OT YTEYKHU IIO0 . CHCTEMa OLICHKHU OIIK-3.1,
HaY4HOU .
TEXHUYECKUM KaHaJaMm. IHTeDATYDEL YSI3BUMOCTEI» OIIK-3.2
Cragmapr CVSS  «O6mas paryp
N [Noaroroska k
CHCTEMA OIIEHKH YSI3BHMOCTEN»
71ab0paTOpPHOM
Y 3aHSATHIO
3.5
MHdpopManmOHHO-TICHXOJIOTHY
eckas 0e30MacHOCTb Koncnektrpos
Ilonsarue aH ue y4eOHbIX
UH(OPMAIIOHHO-TICUXO0JIOTHYE MaTepuaaoB
CKOH 6e3omacHOCTH. CamocTosTenb
TectupoBanue VK-8.2,
Hcrounuku HOE H3y4YeHHUe
o JIP 17 VK-8.3,
MH()OPMAITIOHHO-TICUXOJIOTHYE 2 2 4,05| yueOHOI 1
. . «udopmanmonno-ncuxonornd | OIK-3.1,
CKOTO BO3CHUCTBHS Ha Hay4JHOI
€CKHE MaHUITYJIISIUID) OIlK-3.2
YeJIoBeKa. Buast JUTEPATYpPbI
UH()OPMAIIOHHO-TICUXO0JIOTHYE IMoaroToBka k
CKMX  BO3JCHCTBHIA. HJIII. nabopaTopHOM
Cexkrtel. [Tupamugsl. Pacceinku. Y 3aHATHIO
3ammra JIMYHOCTH oT
MH()OPMAIIOHHO-TICUXOJIOTHYE
Hroro no pasaeny 7 |18/81 30,0
34/10 56,0
Hroro 3a cemectp 17 3a0
)4 5
34/10 56,0 N
Hroro no pucuuninne 17 " 5 3a4eT C OLEHKOMN




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

[Ipn mpoBeneHWM 3aHATHNA W OpPraHU3ANMH CAMOCTOSATEIBHOW paboThl OakaaBpOB
HCIIOJIB3YIOTCSA:

TpaauumMoHHBIE TEXHOJOTMHM OOYYEHHs, MPEAIoJiaralouife nepeaadyy HHPOpPMaluu B
rOTOBOM BHUJE, (opMHUpOBaHHE Y4YEOHBIX YMEHUH 1O O00pa3ily: JIeKIHs-U3JI0KEHHUE,
TEeKIU-00BsICHEHHE, JIA00OpaTOpPHBIE paObOThI, KOHTPOJIbHAS paboTa U Jp.

Hcnonb3oBaHue TPaguIIMOHHBIX TEXHOJIIOTUN 00eCreunBaeT OPUECHTHUPOBAHHUE CTYIEHTA
B MOTOKE HMH(OpMAIMK, CBS3aHHON C pa3IMYHBIMU IMOIXOAAMU K ONPEAEICHUIO CYIIHOCTH,
coJlep>KaHusl, METOI0B, (OPM Pa3BUTHSI U CAMOPA3BUTHUS INYHOCTHU; CAMOOTIPE/IeNICHUE B BEIOOpE
ONTUMAJILHOTO MYTH M CHOCOOOB JIMYHOCTHO-NIPOPECCHOHATBHOTO PAa3BUTHS; CUCTEMATU3ALIUIO
3HAHUU, TOJYYEHHBIX CTYICHTaMHU B IpoOIecCEe ayIUTOPHOM H CaMOCTOATEIbHOW paboTHI.
JlaGopaTtopHble 3aHATUS OO0ECIEYMBAIOT pPAa3BUTHE U 3aKPEIUICHWE YMEHHH M HaBBIKOB
ompezeneHusl Ieyied M 3alad caMOpasBUTHs, a TakkKe MNPUHATHS HambOosee 3((EeKTHUBHBIX
PELICHUH 110 UX peaTu3alyH.

WnTtepakTuBHble (OpMBI OOyuYeHUS, IMPEANOaraloniie OpraHu3aluilo OO0Y4YeHHs Kak
IPOAYKTUBHON TBOPUECKOM IEATEIHHOCTH B PEKUME B3aUMOJICHCTBUS CTYAEHTOB JIPYT C IPyTrOM
U C IPeno/iaBaTeiemM

Hcnonp30BaHne HMHTEPAKTUBHBIX  00pa30BaTENIbHBIX TEXHOJOTHUH  CHOCOOCTBYET
MOBBIIICHUIO UHTEPECa U MOTUBALIMK yJalIUXCsl, aKTUBU3ALIMN MBICIUTEIBHOU ACSITEIBHOCTU U
TBOPYECKOTO TOTEHIMAJa CTYIEHTOB, Aenaer Oojee 3()(EeKTHBHBIM YCBOEGHHE MaTepuania,
MO3BOJIET MHIUBUYaTH3UPOBATh O0yYEHHE U BBECTH YKCTPEHHYIO KOPPEKIIHIO 3HAHUH.

IIpu npoBeneHUM 1a0OPATOPHBIX 3aHITUH MCIONB3YIOTCS TpymmoBas padora,
TEXHOJIOTHSI KOJUIEKTUBHOM TBOPYECKOM JESTENIbHOCTH, TEXHOJOTHUS COTpyIHUYECTBA. [[aHHbIE
TEXHOJIOTUM 00eCIeUnBaIOT BHICOKHI YPOBEHb YCBOCHHUS CTYIEHTAMHU 3HAHUH, d3PPEeKTHBHOE U
VCIEIIHOE OBJaJIeHHe YMEHUSMU U HaBbIKAMH B MPEAMETHON obmnactu, ¢GOpMUPYIOT
MO3HABATEJBHYIO TOTPEOHOCTh M HEOOXOAMMOCTD JaTbHEHIIET0 caMOo0Opa30BaHMUs, TO3BOJISIOT
AKTUBHU3MPOBATh MCCIEIOBATEIbCKYIO AEATEIbHOCTh, 00ecrneunBaroT 3PPEKTUBHBIN KOHTPOIb
YCBOCHMS 3HAHU U

6 YueOHO-MeTOIMUECKOE 00eceyeHHe CAMOCTOSATeJIbHO PadoThl 00yYaroIMXCst
[TpexncraBneno B mpuiaoxeHun 1.

7 OneHoYHbIe CpeICTBA A5 POBeJeHUsI IPOMEKYTOYHOM aTTecTAluH
[IpencraBneHbl B IPUIIOKEHUH 2.

8 YueOHo-MeTOAMYeCKOEe H HH(POPMALIMOHHOE 00ecTeyeHrue TUCIUIIHHBI (MOTYJIs1)

a) OcHOBHas JIUTEpaTypa:

1. 3amuta uHpopmanuu : yuedHoe mocodue / A.IL. XKyk, E.IL. XKyk, O.M. Jleneukus,
A.N. Tumomkua. — 3-¢ m3a. — Mocksa : PUOP : UTH®PA-M, 2021. — 400 c. — (Bsicmee
obpazosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
sanexktponHeii. - URL: https://znanium.com/catalog/product/1210523 (mara oOpaieHus:
22.12.2021). — Pexxum gocTyma: 1o MmoJInucKe

2. Corues, 0. H. Crannaptsl nH(DOpMaIMOHHON Oe3omacHOCTH. 3ammTa U 00paboTka
KOH(HICHIIMATBHBIX JTOKYMEHTOB : yueOHoe nocodue / FO.H. CerueB. — Mocksa : UTHOPA-M,

2021, — 223 c¢. — (Beicmee oOpazoBamme:  bakamaBpmar). —  DOI
10.12737/textbook_5cc15bb22f5345.11209330. - ISBN 978-5-16-014397-2. - Tekct
sanexktponHeii. - URL: https://znanium.com/catalog/product/1189349 (mara oOpaieHus:

12.01.2022). — Pesxum rocTyma: 1o MOIHCKE.

0) lomotHuTeIBLHASI TUTEPaTypa:



1. Yepnona, E. B. HMudopmarmonnas 6e30macHOCTh 4eloBeKa . yueOHOe mocodue ams
By30B / E. B. UepnoBa. — 2-¢ 3., ucrp. u jgomn. — Mocksa . M3marensctBo IOpaiir, 2022, —
243 c. — (Breicmiee obpaszoBanue). — ISBN 978-5-534-12774-4. — Tekcr : ayekTpoHHbBIN //
O6pasoBarenbHas 1uiathopma HOpaiir [caiit]. — URL: https://urait.ru/bcode/495922 (mara
obpamienus: 12.01.2022).

2. OpraHuzalioHHOE M TIpaBOBOE oOecrieueHre HHQPOPMAIMOHHOW Oe301acHOCTH :
y4eOHUK W TpakTHKyM st By3oB/ moj pemakuueir T. A. IlomsikoBo#, A. A. CtpenbiioBa. —
MockBa: WM3marenbctBo  FOpaiit, 2022.— 325c¢.— (Bwicmiee oOpazoBaHue). —
ISBN 978-5-534-03600-8. — Tekcr : anextponHsiii // OOpazoBarenbHas miardpopma KOpaidt
[caitt]. — URL.: https://urait.ru/bcode/498844 (nara odpamenus: 12.01.2022).

3. Kopa6enpaukos, C. M. Ilpecrymienus B chepe nHGOPMAIMOHHONH OE30MACHOCTH :

yuebnoe mocobue s By3oB/ C. M. KopabensuukoB. — Mocksa : H3marensctBo IOpaiir,
2022. — 111c.— (Breicmee obpasoBanue). — ISBN 978-5-534-12769-0. — Tekct
snektpouusii /[ OOpasoBarenpHas  1wiargpopma  IOpaiit  [caiir]. —  URL:

https://urait.ru/bcode/496492 (nata obparenus: 12.01.2022).

B) MeToan4eckune yKazaHus:

1. Ilpaktukym 1no wuH(OpMAMOHHOW Oe3omacHoCTH aisi OakanaBpoB [lpukmagHOi
undopmaruku / E.B. UepHoBa. — DiektpoH. TekcroBbie naH. (1,29 M06). — MarauToropck :
OI'bOY BO «MI'TY um. I''M. HocoBa», 2019. — 1 snekrpon. ont. auck (CD-R). — Cucrem.
tpeboBanus . IBMPC, nro60ii, 6omee IGHz ; 512 M6 RAM ; 10 M6 HDD ; M S WindowsXP u
Boimie ; AdobeReader 8.0 u Boiire ; CD/ DVD-ROM nuckoBo/1 ; MbIIib. — 3aril. ¢ TUTYIL. 9KpaHa

2. Metoauueckue yKazaHMs IO BBINOJHEHHUIO JabopaTopHOil paboTel «HanmexHocTs u
JIOCTOBEPHOCTh MH(pOpMaIiu» s OakanaBpoB HampaieHus 38.03.05 busnec-undopmaruka,
09.03.03  «IIpuknagnass  wHpopmaruka», 44.03.05 «llemarormyeckoe oOpa3oBaHUE
(MudopmaTrka u s5KOHOMHKA)». — Marautoropck: M3n-Bo MarHuToropck. roc. TeXH. yH-Ta HM.
I''". Hocosa, 2020. - 12 c.

r) IIlporpammHuoe ob6ecnieyenune u MUHTEpHET-pecypehl:

IIporpammHoe oGecnieueHue

Haumenosanue .
1o Ne noroBopa Cpoxk neicTBuUS TUIICH3UU
MS Office 2007 |\ 135 o1 17.09.2007 GeccpouHo
Professional
7Zip CBOOOJIHO PacCIpOCTPaHIEMOE 0ECCPOYHO
MS Office 2003 Ne 135 o1 17.09.2007 0eccpouHo

Professional
bpaysep Mozilla [cBoOogHO pacmpocTpansemoe

Firefox 10 Oecepotino
FAR Manager CBOOOJIHO PacCIpOCTPaHIEMOE 0EeCCPOUIHO
Bbpaysep Yandex |cBobGogHO pacmnpocTpaHsieMoe OeccpoyHO

IIpodeccnonanbHble 0a3bl JaHHBIX H MH(POPMAIMOHHBIE CIPABOYHbIE CHCTEMbI

Hassanue xypca CchlIKa
HanunonansHass WH()OPMaIMOHHO-aHAIUTHYECKAS
cuctema — Poccmiickuii mumekc Hayunoro|URL: https://elibrary.ru/project_risc.asp
nutupoBanus (PUHIL)

Poccuiickass ~ T'ocymapctBeHHass — OuOaHOTEKa.

https://www.rsl.ru/ru/4readers/catalogues/
Karanoru




DJIEKTPOHHBIE pecypchl

. i 2 =
oubmiorexn MITY . TIL https://magtu.informsystema.ru/Marc.html?locale=ru

Y HMBEPCHTETCKAA https://uisrussia.msu.ru
nHGOpMaIOHHAA CHCTEMA

Mndopmanmonnas - cucrema - https://bdu.fstec.ru/
bank JIAHHBIX YIpo3

Wudopmannonnas cucrema -
HopmaTuBHBIE TpaBOBBIE aKTHI,
OpraHu3aIMOHHO-PACIOPSINTE
JbHBIE JTOKYMEHTBI,
HOPMATHUBHBIC U MCTOAMYCCKUEC

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-i
nformatsii

9 MaTtepHaJIbHO-TEXHHYECKOE o0ecneyeHne TUCIUTILIHHBI (MOLYJIs1)

MarepuanbHO-TEXHHUECKOE 00eCIIeUeHUE JUCIUTUINHBI BKITFOUACT:

VYueOHble ~ ayAMTOPUM Ui TPOBEACHUS  3aHATHHA  JIGKIMOHHOTO  THIIA!
CrienMaau3upoBaHHas (yaeOHast) MeOeb (CTOJIBI, CTYJIbs, JJO0CKA ayJAUTOPHAS ), MyJIbTUMEIUIHHOE
obopynoBaHue (MPOEKTOP, KOMIIBIOTEpP, JKpaH) IJis Mpe3eHTAIMH y4eOHOro marepuaia Io
JMCIUTUIAHE;

Y4eOHbIC ayIuTOpUW ISl TIPOBEACHHS J1a0OpaTOPHBIX 3aHSATHUH, TPYNIOBBIX U
WH/IMBUIYAJIbHBIX KOHCYJIBTAIlMi, TEKYIIEr0 KOHTPOJISE M TPOMEXKYTOYHOW aTTeCTaI[HH:
cnenuaiu3upoBaHHas (yuyeOHast) MeOenb (CTOJbl, CTYJbs, JOCKA aylUTOpPHAsi), IEPCOHAIbHbIE
KOMITBIOTEPBl OOBEAMHEHHBIC B JIOKAIBHBIC CETH C BBIXOJOM B VHTEpHET W C JIOCTYIIOM B
JNIEKTPOHHYI0  HWH(POPMAIMOHHO-00pA30BATENbHYI0 CpeAy YHUBEPCUTETa, OCHAIICHHBIC
COBPEMEHHBIMHU IPOTPAMMHO-METOANYCCKUMU KOMIUIEKCAMHU

AymuTopun Ui CaMOCTOSITENIFHONW PadOThl (KOMITBIOTEPHBIE KIJIACCHI; YATAILHBIC 3aJIbI
OubnuoTeku): Creuuain3upoBanHas (yueOHas) meOenb (CTONbI, CTYJbs, JOCKAa ayAUTOPHAs),
MEPCOHAIBHBIE KOMITBIOTEPhI OOBEIMHECHHBIC B JIOKAJIBHBIC CETH C BBIXOJIOM B MHTEpHET H C
JOCTYIIOM B JJIEKTPOHHYK HWH(GOPMAIIMOHHO-00pa30BaTEIbHYI0 CpEly YHHBEPCHTETA,
OCHAII[EHHBIC COBPEMEHHBIMU IMPOTPAMMHO-METOUICCKIMH KOMIUICKCAMH

[Tomemenne st XpaHeHUss H  MOPOPUIAKTHUECKOTO OOCITY)KUBaHHUS y4eOHOTO
000pynoBaHus: MeOENb (CTOJIBI, CTYJIbsSI, CTEJUIAXHU JIsi XpaHEHUs y4eOHO-HATISAHBIX TIOCOOH 1
yueOHO-METOINYECKOM JOKYMEHTAIINH ), IEPCOHATBHBIE KOMITBIOTEPHI



IIpunoxenne 1

YueOHo-MeTOAMYECKOE O0ecTIeYeHre CAMOCTOSTEIbHOM PadoThl 00y4ar0UXCs

[To mucuumumue «MHpopManmonHas 0e30MacHOCTh» NPEAYCMOTPEHA ayAWTOpHas W
BHEAYJUTOPHAs CaMOCTOsITEIbHAs paboTa OakaJaBpoB.

AymuTopHas caMoCTOsITeNbHas paboTa OakajgaBpoB NpEANONaraeT pemeHue Hu
o(opMIIEHHE COTJIACHO 3aJaHHBIM TPEeOOBAHUSM 3a/laHU J1a0OopaTOpHBIX paboT. TpedoBaHUs K
opopmuennto Haxoaarcsi B CMK-O-CMI'TY-42-09 KypcoBoii mpoekT (paboTa): CTpyKTypa,
coJiep;kaHue, 00IIKe MpaBuiia BBIMOIHEHUS U OOPMIICHUS.

BueaynutopHas camocrosiTenbHas padoTa CTYACGHTOB OCYIIECTBIISETCS B BUJEC U3YyUCHHS
yueOHOM M Hay4YHOH JHUTEepaTyphl 10 COOTBETCTBYIOLIEMY pa3felly ¢ MpopaboTKoil mMaTepuaina,
ydacTue B JUCTAaHIMOHHOM Kypce win usydyeHud MOOK, npenioxkeHHOM MpernoaaBareieM u
BBITMIOJHEHUS JIOMAIIHUX 3aJaHuil (MOArOTOBKAa K Ja00paTOpHBIM paboTaM) ¢ KOHCYJIbTAIlUSIMU
npernoaaBaress.

Bonpoch! 1J1s1 caMOCTOATEIBLHOT0 H3yYeHHS:

1. IIpoBenute CpaBHUTENIBHBIN aHANW3 JOKTPUH M KoHuUeniud rocynapcts CIHIA,
['epmanun, @panmun, SMOHUM M OPYTrUX Pa3BUTHIX CTpaH B 00JacTH OOECreUeHUs] pa3BUTHUS
UHPOPMALMOHHBIX TexHonorui (koHuenuuu Knunrona-I'opa, bannremana B Esporme,
Oxwunapckas xapTust «I 1o0anpHOe MHPOPMAITMOHHOE OOIIECTBO» U T.II.)

2. N3yuute COBOKYIHOCTh O(QUIMAIBHBIX B3IJISI0B HA LENH, 33/1a4M, IPUHIUIBI U
OCHOBHBIC HarpaBJIeHUs oOecrieueHuss HHPOPMAITMOHHOM Oe3omacHocTr Poccuiickoii deneparn
B «/lokTpuHe uH(pOpMaMOHHON 0€30MaCHOCTH POCCUMCKOHN (enepauun», yTBEpKICHHOU 9
certsa6ps 2000 r. No  TIp-1895.

3. [To3HakoMbTECH CO CTaThbsIMM OCHOBHOro 3akoHa Poccuiickoir ®enepauuum —
Koncturynueit  (mpunstor 12 nexabps 1993  ronma), 3aTparuBarOlIMMH  BOIIPOCHI
uHpopmanmoHHoM 6e3omacHocTy (cTaThu 23, 24, 29, 41, 42).

4. PaccmotpuTe ompezeneHus BceX Ba)KHEHIIMX KOMIIOHEHTOB MH(OPMAalMOHHOM
NeSITeIbHOCTH M HAINpaBICHUS PA3BUTUS 3aKOHOJATENIbCTBA B 00JacTH HMH()OPMAIMOHHON
6e3omacHocTH B 3akoHe «O0 mHpopManuu, nHGoOpMaTU3alUK U 3amuTe nHGopmauun» ot 20
despans 1995 rona Homep 24-D3 (mpunsat ['ocynapcrBenHoit Jlymoit 25 suBaps 1995 rona).

S. W3yunte 0CHOBHbIE HOPMATUBHBIE AKThI, PETJIAMEHTHPYIOIINE OXPaHbl 0OBEKTOB C
IIOMOLIBI0 HOPM aBTOPCKOrO IpaBa B 3akoHax «(O @paBOBOM OXpaHe MporpaMm Ui
AIIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH M 0a3 JaHHBIX», «O MpaBOBOW OXpaHE TOMOJOTUU
MHTErpalbHbIX MUKpocXeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IpaBax».

6. Kak onpenenensl nmoHsTHs OaHKOBCKasi, KOMMepUYecKas U ciykeOHas TaliHa B
I'paxxnanckoM konekce Poccniickoit denepanun.
7. Kak oTpaxeHbl BONpPOCHI MPaBOBOrO pexuma HHPOPMAlUU C OTrpaHUYEHHBIM

JIOCTYIIOM B 3aKOHaX O TOCY/IapCTBEHHON M KOMMEpPYECKOM TallHaX, B TpaxaaHCKoM kojekce PD B
cratbe 139 «CnyxeOHasi 1 KOMMepYecKas TalHay.

8. Kakue cBeieHus1 He OTHOCATCS K KOMMEPUYECKOH TaliHE.

9. Kak omnpenensiercs noHsTue U cojepxaHue KOH(PHUIESHIMANbHON HH(GOpPMaUU B
Vxkaze [Ipesunenta PO «O0 yTBepx1eHUH NepeyHs CBECHUN KOH(PUISHIIMATBHOTO XapaKTepay.

10. JlaiiTe xapakTepuCTHKY cleaAyoumX (Gopm 3amuThl HHPOPMAIIMK: TATEHTOBaHUE,

aBTOpCKOE TpaBo, ToBapHble 3HAKU («I[larentHblli 3akoH P®Dy», «O TOBapHBIX 3HAKAX, 3HAKAaX
00CITy>)KMBaHUSI 1 HAMMEHOBAHUH MECT IMPOUCXOXKICHUS TOBAPOBY).

11. PaccMoTpuTe BOMPOCH JHUIICH3UPOBAHUS B OONACTH 3alUThl MHPOpPMAIUU B
3akoHe «O JTUIEH3UPOBAHUU OTIEIbHBIX BHAOB JeATeNbHOCTH» OT § aBrycra 2001 roma Homep
128-®3 (ITpunst ['ocynapcrBennoit Jymoit 13 utons 2001 rona).

12. Kaknmu rocynapCcTBEHHBIMU NMPAaBOBBIMU JTOKYMEHTAMH ONPEIEISAIOTCS AEUCTBUS
10 3aIMTe MHPOPMAIIUN OT HECAHKIIMOHHUPOBAHHOTO JOCTYIIA.
13. Onpenenure poiab U Mectro PDenepasbHON CiIyKObl 1O TEXHUYECKOMY U

skcnoptHoMy  koHTponro (DPCTOK, www.fstec.ru), sBisromeiics MpaBOMPEEMHUKOM
l'ocynapctBenHol TexHudeckod komuccuu npu IIpesupente Poccuiickoit ®Denepanuu
(www.infotecs.ru/gtc/)


http://dvabop.narod.ru/docum/xartia/xrt.htm
http://www.infotecs.ru/gtc/

14. KakoBbl OCHOBHBIE HampaBlieHUs JeATeNbHOCTH DeaepanbHOro areHTCTBa
NPaBUTENILCTBEHHON cBsi3u U mHpopmarmu (PATICU — www.fagci.ru) B rocymapcTBeHHOM
CUCTEME 3aIIUThI UH()OPMALIUH.

15. KakoBel OCHOBHBIE HampaBieHus naesTenbHocTH «CoBera be3omacHocTh
Poccuiickoit denepanum».
16. 3Havenue 3akoHa «O0 ydyacTuu B MeXKIyHAPOAHOM HH(POPMAITMOHHOM OOMEHE OT

4 nronst 1996 rona Homep 85-@3 (npunar ['ocynapcrsennoit Jlymoii 5 utons 1996 roga) B anoxy
[J100aMbHBIX KOMMYHUKAIIUA.

17.  PaccmoTpuTe 3aKOHONPOEKTHI U CYIIECTBYIOIIYI0 HOPMAaTUBHO-IPABOBYIO 0a3y 1o
BOIIPOCaM AJIEKTPOHHOro Ou3Heca W JoKyMeHToobopora. Kakum obOpazom obecrieumBaroTcs
NPaBOBBIC YCIIOBHSI HCIIOJIb30BAHUS AJIEKTPOHHONH LU(GPOBOM TMOAMUCH B DICKTPOHHBIX
JIOKYMEHTaX COIIaCHO 3aKOoHY «O0 31eKkTpoHHOH 1udpoBoi mognucu» Ne 1-O3 (mpuHsATOMY
['ocymapcrennoii lymotii 13 nexadpst 2001 roga).

18. [ToznakombTech co craThsiMu Kozekca 00 aAIMUHUCTPATUBHBIX IPABOHAPYILICHUSIX
1o npobjaemMaM npaBoOHApYIIEHUH B obnacTu cBsi3u U nHdopmanuu (I'masa 13).

19. N3yuute cratbu YromoBHOTO Kojaekca Poccuiickoit denepanuu (pemaknus ot 14
mapta 2002 roma) mpeaycMaTpUBAIOUIME YTOJOBHYIO OTBETCTBEHHOCTH 33 KOMITBIOTEPHBIE
MPECTYIICHUS.

20. I'naBa 28 «[Ipectymnenus B cdepe KOMIBIOTEPHON HHPOPMAIIUNY», TPU CTATHU:

21. cTaThs 272. HempaBoMepHBIi 1OCTYI K KOMIBIOTEPHON MH(POpMAIUY;

22. cratbsi 273. Co3znaHue, HCIOJIb30BAHUE M PACIpOCTPAaHEHHE BPEIOHOCHBIX
nporpamm st 9BM;

23. craths 274. Hapymenue npaBui skcruryataiuu OBM, cuctembr 9BM mim ux
CeTH.

24. ITo3snakombTech co cratbsiMu YK P® mop neiicTBHE KOTOPBIX MOTYT MOMNanaTh

IPOTUBOIPABHBIE JIESIHUS, COBEPILLICHHBIE C UCIOIb30BAaHUEM KOMIIbIOTEpa W/miu ceTH. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

25. [TpuBenure mpuMepbl CcyJqeOHONM NpPakTUKM B paccMaTpuBaeMoil  cdepe.
Hcnonb3yiiTe MaTepualisl EpUOANYECKOl neyatu, myoiaukanuu B IHTepHeT.

26. Crenaiite 0030p MeXIyHApOHOTO HHPOpMaoHHOTOo 3akoHoAaTenscTBa (CIIIA,
I'epmanuu, BenukoOpuranuu, @panuuu, SInoHun) B 061aCcTH 3a1U Tl HHOOPMALIHH.

27. Paccmorpure mpaBoBoe perynupoBanue cetn MHtepHer B crpanHax EBpomsl,
CIIA, Poccun.

28. [ToznakombTeCh € mporpamMmoit «OnekTpoHHass Poccusi». KakoBbl pe3ynbTaTsl
peann3annuy JaHHOM IporpamMmmbl?

29. OrneHouyHbIe CTaHAAPTHI U TEXHUYecKHe crienndurany. OCHOBHbIE TOHATHUS.

30. Crannapr MunucrepctBa o6oponsl CIIA «Kputepuu OLEHKH JOBEPEHHBIX

koMmnbroTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHHra») Kak OLCHOYHBIM craHnmapt. Mcropus co3maHus u
tekymuii craryc. [lomutuka ©Oe3omacHocTH corimacHo «OpanxkeBoil kHure». Kiaccsl
6e30macHOCTH MH(pOPMALIMOHHBIX CHCTEM IO CTeNeHu aoBepusi OezomacHoctu («OpaHkeBas
KHHUTa»).

31.  Kpachas kHura. MHTeprperanus KpUTEPUEB OIEHKH HAJACKHOCTH CHCTEM s
cereii. Trusted Network Interpretation. 1993. (NCSC-tg-005).
32.  Po3zoBas kaura. IHTEpripeTaus CHCTEMbI YIIPaBICHHS HaIS)KHOM 0a30i1 JaHHBIX B

KPUTEPHSIX OICHKH HAJeKHBIX KOMIBIOTEPHBIX cHCTeM MuHHCTEpCcTBA OOOPOHBI W3 YHUCIA
KPHUTEPUEB OIICHKU HAJEKHBIX KOMIBbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).

33. NudopmanmonHass 0e30MacHOCTh PaCHpEeICHHBIX CHUCTeM. PekoMeHaanuu
X.800 «ApxuTeKTYpa O€30MACHOCTH IS B3aUMOJICHCTBUSI OTKPBITBIX CHCTEM.
34. Cnemudukamus  Internet-coo6mectsa  RFC 1510  «CeteBoit  cepBHC

ayrentudukannu Kerberos (V5)» [Kerb].
35. l'ocymapctBennsie  cranmaptel. [OCT P HMCO/MBK  15408-2002.
HNudopmannonnas texHojorus. Metoasl u cpeactBa obecrneueHus Oe3omacHocTu. Kpurepum


http://www.fagci.ru/

OIICHKU 0€30MacHOCTH MH(DOPMAIIMOHHBIX TEXHOJOTHH (B PYCCKOSI3BIYHOM JTUTEpaType OOBIYHO,
HO HE COBCeM BepHO, mMeHyeMblii «OOmme kputepun» -OK). OCHOBHBIC TIOHSATHS U HJICH.
(Mexnynapoansiii crannapt ISO/IEC 15408).

36. I'OCT P UCO/MDK 15408 — «BBenenune u ob6masa mMoaeisy. OOImMUN Moaxom K
dbopMupoBaHUIO TpeOOBaHUH U OlleHKE 0e30MacHOCTH (()YHKITMOHAIBHBIC U JIOBEPHsI), OCHOBHBIC
KOHCTPYKIIMK (TTpodmiib 3alUThI, 3aJaHue IO OE30MacHOCTH) TMPEICTaBIECHUsS TpeOOBaHUM
0€30MacHOCTH B MHTEpecax MoTpeduTeneil, pa3paboTIMKOB U OICHITUKOB MPOJYKTOB U CUCTEM
NT. TpeboBanus GezomacHocTd o0bekTa oneHku (OO) mo metomosnoruu OONUX KPUTEPUEB
OTIPENIeNIAIOTCS UCXOMs U3 1esell 0e30MacHOCTH, KOTOPhIE, B CBOIO OY€pEb, OCHOBHIBAIOTCS HA
aHanmm3e HazHaueHuss OO W YCIOBUE Cpelbl €ro HCIOJb30BaHHs (Yrpo3, MPEAIoIOKEHHH,
MOJIUTUKU OE30MaCHOCTH).

37. I'OCT P HCO/MDBK 15408-2 —  «DyHKIIMOHANBHBIE TpeOOBaHUS
oe3omacHocTry. Kitaccupukamust (QyHKIMOHATBHBIX TpeboBaHui OezomacHocTH «OO0mMUX
kputepreB». Kiaccbl QyHKIIMOHANBHBIX TPeOOBaHUMN, ONKCHIBAIOIINE 3JIEMEHTApHBIC CEPBUCHI
6e3omacHocTH. Kiaccel pyHKIIMOHATBHBIX TPEOOBaHM, OMICHIBAIONINE MTPOU3BOTHBIC CEPBUCHI
0e30MacHOCTH.

38. 3amuTa JaHHBIX MOJIb30BaTeNs. 3amuTa QyHKIUH 0€30MacHOCTH 0OBEKTa OIICHKH.

39. Knaccel G yHKIIMOHATBHBIX TPeOOBaHUM, UTPAOIIE HHPPACTPYKTYPHYIO POJIb.

40. I'OCT P NCO/MDK 15408-3 — «TpebGoBanust noBepust K O€30MACHOCTH.
OcHoBHbIE IOHATHA U KIaccUPUKaIuUs TpeOOBaHM ToBepHsl OE30MACHOCTH.

41. Ornenka npoduiielt 3anmThl U 3a1aHui o 6e3omacHocTy. TpeOoBaHusI TOBEpHSI K
aTamy pa3pabotku. TpeOoBaHMs K ITaly MOJYYCHHS, MPEACTABICHUS M aHAU3a PE3yJbTaToOB
paspabotku. TpeOoBaHHS K MOCTABKE U IKCILTyaTAlUH, TIOJCPIKKA JTOBEPHUS

42. OrneHOYHBIE YPOBHU J10BEpUst 0€30MaCHOCTH B «OOIIUX KPUTEPUIX).

43. [Tpodpwm 3amuTel, pazpaboTaHHble Ha OCHOBe «OOmmMxX KpurepueB». OOmme
TpeOoBaHus K cepBUcaM Oe3omacHOCTH. buomerpuueckast naeHTuUKays 1 ayTeHTU(QUKALUS.

44,  bpuranckuii crangapt BS 7799 «Ynpasnenne nHpopMannoHHOH 6€30MaCHOCTHIO.

[TpakTueckue npaBunay (Code of practice for information security management) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBieHUs: WHOOPMAIMOHHONW O€30MaCHOCTHIO -
crieruduKaIus ¢ pykoBOJACTBOM M0 Kcmosb3oBanuo» (Information security management systems
- Specification with guidance for use) [BS7799-2] mist npakTHYeCKOTO CO3AaHUs U MOAACPKAHUS
pexxumMa MH(OPMAIIMOHHON 0€30MacHOCTH € MOMOIIBI0 PEryISATOPOB aJIMHUHUCTPATUBHOIO U
IpOLEAYPHOTrO ypoBHEH. Perynsatopel 6€30MacHOCTH U peanu3yeMble UMHU Lenu. YeTbipexpazHas
MOJIEeJIb Tpoliecca YIpaBieHUss HHPOPMALIMOHHOM 6€3011aCHOCTBIO.

45. Crannpapt ISO/IEC 17799:2002 «Ynpasnenrne nHGOPMAITMOHHON O€30MaCHOCTHIO
— MH}opMamoHHbIe TEXHOIOTUN».

46. ®enepanbubiii crapaapt CHIA FIPS 140-2 "TpeGoBanust 6€30macHOCTH IS
kpunrorpaduueckux moaynen" (Security Requirements for Cryptographic Modules) [FIPS140].

47. TpeboBaHusi K NPOU3BOIBHOMY (IJUCKPELIMOHHOMY) YIPABJIEHUIO JOCTYIIOM.
PykoBomsammii  nokymeHT [ocrexkomuccun Poccun «be3onmacHOCTh  MH(POPMALMOHHBIX
texHojoruil. Kontponupyemsiit noctyi. [poduns 3ammten (113 K/I).

48. TpeboBaHust K MNPUHYAUTEIBHOMY (MaHAATHOMY) YIPABIEHHIO JIOCTYIIOM.
PyxoBomsmumit  moxkyment ['octexkomuccuum Poccum «besomacHocTh  HMH(pOpMaMOHHBIX
TexHosoruil. Merounas 3ammuTta. [Tpoduns 3amuten (113 M3).

49. PosteBoe ympaBiieHre JOCTYIIOM.

50.  MexcereBoe »sKpaHupoBaHHe. PykoBojsmume AOKyMeHTHI [ocTexkomuccuu
Poccun (Knaccudukanus aBromatuzupoBaHHbIX cucteM (AC) 1Mo ypoOBHIO 3alllMIIEHHOCTH OT
HecankuroHuposanHoro goctyna (HCJ), Knaccudukanus MexxceTeBbIX SJKpaHoB).

51. CucrteMbl aKTHBHOTO ayAuTa. AHOHMMH3ATOpbl. BbIMyck u  ynpaplieHHE
cepTUHUKaTaMU. AHAIN3 3alUIIEHHOCTH.
52. [Tpodunu 3anuTsl, pa3paboTranHblie Ha ocHOBe «OOUMX KpuTepueny. YacTHbie

TpeOOBaHUS K KOMOHMHALMSAM U MPUIIOKEHUSM CEpBUCOB Oe3omacHOCTH. OneparuoHHbIe
CHCTEMBI.

53. Yacrable TpeOOBaHUS K KOMOMHALMAM U MPUIIOKEHUSAM CEPBUCOB O€30MACHOCTH.
Cucremsl ynpasiieHHs 0a3aMH TaHHBIX.



54.  YacrHble TpeOOBaHUS K KOMOMHALMSAM U MPUIOKEHUSAM CEPBUCOB 0€30MaCHOCTH.
BuptyanbHbie yacTHble ceTH. BupTyanbHble JOKalbHbIe ceTH. CMapT-KapThI.

55. I'apmoHU3UpOBaHHBIE KpUTEpUU EBpOINIEHCKUX CTpaH.

56. Texanueckas crneuudukanus «OOOOMEHHBIH MPUKIATHON MPOrPaMMHBIN
uHTepdeiic cmyxobl 6e3onmacHoctn» (Generic Security Service Application Program Interface,
GSS-API) [GSS-API].

S7. OcHoBHBIC TOHATHA U uaen pekomeHnanuii cemerictBa X.500. X.501 "Ciyx6a
nupekropuii: momenu" [X501] u X.511 "Cnyx0a aupekTopuii: aOCTpaKTHOE OIpPEACIICHHUE
cepsuca" [X511].

58. Kapkac ceptudukatoB oTKpbITHIX KiTrodei. X.509 "Cyx06a qupeKTopuii: KapKachl
ceptudukaToB OTKphITHIX Kitoded u atpudOyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

59.  Kapkac ceptuduxaroB arpudyroB. [Ipocrast u cuiibHas ayTeHTUDUKALHS.

60. Crnemudukaruu Internet-coobmecta IPsec. Apxurekrypa cpenct 0€301MacHOCTH
IP-ypoBHs1.

61. Cnemudukaruu Internet-coobmectBa [Psec KoHTekcThl 0Oe3omacHOCTH U
yIpaBJIEHUE KITFOYaMH.

62.  IIpoTOKOJIbHBIE KOHTEKCTHI M MOJUTHKA OE30MaCHOCTH.

63.  OGecneuyenne ayreHTnuHOoCcTH [P-makeroB. OOecneueHne KOH(PHUICHINATBHOCTH
CETEeBOTO TpaduKa.

64. OcHoBHble unen u mnousatus mporokona TLS. Tlporokon mepemaum 3amucei.

[TpoTOKOJI YCTaHOBJIEHUS COEIMHEHUH M acCOLMHUPOBaHHBIE MpOTOKOIbL. IlpumeHeHue
nporokosa HTTP nan TLS.

65. OO0001IeHHbIN PUKIAIHON MPOrpaMMHBIN uMHTepdelc cmyk0bl OE30MaCHOCTH.
OCHOBHBIE TTOHSTHSI.
66. OO0001IeHHbII TPUKIAIHONW MPOrpaMMHBIN HHTepdeiic ciyx0bl 0e30macHOCTH

@OyHKIMM A8 paboTel C¢  ygoctoBepeHusiMH. Co3aHMe W YHMUYTOKEHUE KOHTEKCTOB
6e3omacHocTH. 3amuTa cooduienuii. Jlornka paboTsl monp3oBareneii nHTepderica 6e30MacHOCTH.

67. Crpyktypa u coaepkanue nokymeHta «llomutuka wHGOpMAIMOHHON
0€30MacHOCTH OpPraHu3alum».

68. Cnyx06a undopmarmonHoit 6e3omnacHoctu opranuzanuu. Cocras, e U 331a4u
CI1y>KObI HTHPOPMAILIMOHHON 6€30MaCHOCTH OpraHU3alUH.

69. Ponp crangapToB um TpeOoBaHMIA no uHpOpMalMOHHON 0e30MacHOCTU
npennpusaTust B opmupoBanuu «llonutuku nHbopMarimoHHON 6€30MaCHOCTH OpTaHU3AI[HI.

70. [TpuHIIMIIBI pacTipeeIeHUs] TOTHOMOYHA.

71. [Tpouenypsl U MeToabl WHGOPMALMOHHONW OE30MacHOCTH OpTraHM3allH Kak

cocrapssitonue «llomuTrku nHGOPMAITMOHHON 0€30MTaCHOCTH OpraHU3AINN.
72. [Tpoduin 3amuTHI

73. O0s13aHHOCTH COTPYTHUKOB IO 00€CIIeYeHNI0 HHPOPMAIIMOHHOM 0€3011acHOCTH.

74.  Tlopsanok ycTaHOBJIEHUS pekuMa KoH(UIeHInanbHocTH nHpopmanuu. [lepeuenn
CBEJICHUI, OTHOCUMBIX K KOHQHICHIIMATHHON HHPOPMAIINN 1 HE TIOUICKAINX 3aCEKPEUNBAHHIO.

75. TpeboBanus, npeabsABIsieMble K MPETEHIEHTaM Ha paboTy ¢ KOH(pUACHIIMATBHOMI
nH(popmaIen u K MpeTeHAeHTaM Ha JI0JDKHOCTD CTyK0y HH(POPMAIIMOHHON 0€301acHOCTH.

76.  Tlopsamok oOecredeHHsT COXPaHHOCTH KOH(MUIACHIMAIbHOW HHGMOpManu Mpu

MMOCTOAHHOM HWJIM BPEMCHHOM IPCKPAINICHUU ITOJIB30BATCIIEM J0CTYyIIAa K KOH(I)I/I)ICHHI/IEU'IBHOMY
UH(OPMALIMOHHOMY PECYPCY.

77. Opraau3anioHHbIE MEPBI TT0 00ECTICUCHUIO U TIOIEPKaHUI0 HH(GOPMAIIMOHHON
0€30MacHOCTH B MEPUO]T YPE3BBIYANHBIX CUTYAIIUN.

78. Bunpr nndopmarum opraHu3aiyg, mojIekaliyie 3amuTe.

79. PermamenTarus qeiicTBU BceX KaTeropyuii COTpYIHUKOB, JOMYIIEHHBIX K padoTe ¢
WH(OPMAITMOHHBIMU CHCTEMaMHU.

80. CucremMa OpraHU3allMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB YUYPEKACHHS IO
BOIIpocaM oOecriedeHus: HHHOPMAITMOHHONW 0€30MacHOCTH.

81. [TonuTrka 6€30MACHOCTH YUPEKICHUS.

82. [Iporpamma 6€30NaCHOCTH YUPEIKICHUS.



Ipuio:xkenne 2

OueHovHbIEe CpeCTBa A5 NPOBeIeHUs IPOMEKYTOUYHOM aTTecTAlMI

a) [lnanupyemsble pe3yabTaThbl 00y4eHHs U OLIEHOYHbIE CPEACTBA /1JIsl IPOBeIeHUs
MPOMEKYTOYHOM aTTeCTALMU:

Kon
WHAWKATOPa

MHOMKaTOp AOCTUKEHUA
KOMNeTeHunmn

O1eHOYHBIC CPeICTBa

YK-8 — CnocoGeH co31aBaTh M NOJJIeP:KMBATH B MIOBCEHEBHOM JKU3HU U B NPO(ecCHOHATbHOIM
AeATeJbHOCTH 0e30MacHbIe YCJIOBUS KU3HeAeSITeJILHOCTH [1JIs1 COXpPaHeHUs] MPUPOIHOM cpebl,
o0ecrneyeHHsl yCTOIYMBOr0 pa3BUTHS 001ECTBA, B TOM YHUCJIe IPU YIPo3€e U BOSHUKHOBEHUHU

Ype3BbIYANHBIX CUTYallu M BOCHHbIX KOH(IUKTOB

VK-8.1

AHanuzupyet u
uAeHTHPHUIUPYET
(akTOpel  OMAcHOTO |
BpEIHOTO BIIMSHUS
3JIEMEHTOB cpeabl
oOutaHust  (TEXHUUYECKHX
CPEICTB, TEXHOJIOTHUECKUX
NPOLIECCOB, MAaTEpHajoB,
30aHUA W COOPYXKECHUH,
NPUPOAHBIX U COLMATIBHBIX
SIBJICHHIA)

IIpumMepHble BADMAHTHI TECTOBBIX 3a/IaHUIA.
1. TpeboBanust «OOIUX KPUTSPUEBY TPYIIUPYIOTCS B:
a.Kmaccer
b. TToxkaccet
C. I'pynnibt
d. [oarpymmsrl

IlepeyeHb BONPOCOB /115 MOATOTOBKH K 3aUeTy €
OLICHKOH

1. Tonsarue nHPOPMALMOHHON OE30MACHOCTH.

2. OCHOBHBIE COCTaBIISIONTNE WH(OPMAITHOHHOM
0e30macHOCTH

3. BaxxHOCTB H CIIOKHOCTH MPOOIEMBI
WHPOPMAIMOHHOHN 0€30MaCHOCTH

4. 3akoHOmAaTeNbHBIN YPOBEHb HH(POPMALIMOHHOM
0e30macHOCTH

5. O030p pocCcHIiCKOro 3aKOHOIATEILCTBA B 00JIACTH
MH(POPMAITMOHHON 0€301MacHOCTH

6. IIpaBoBbIE aKThI OOILIETO Ha3HAYCHUS,
3aTparuBarolre BOIPOCH HHPOPMAIMOHHON
0e301acHOCTH

7. O630p 3apyOexHOro 3aKOHOIATEIbCTBA B 00IACTH
WHPOPMAITMOHHOH 0€30MaCHOCTH

8. OruenouHble CTaHJIaPThI u
CrieI(pUKAIIH.

TEXHUYCCKHEC

IIpakTH4eckoe 3axanne
IIpoBecTn ayanuT 3alUIIEHHOCTH CETH

Hactpowuts paznudnbpie CriocOOBI aBTOPHU3AIIAN Ha
BeO-pecypce ¢ y4eTOM MOCTaBJICHHBIX 3aj1a4

KommiekcHoe 3aganne

ObecneunTs 3aUTy HHPOPMATUH JOKYMEHTOB
Pa3IMYHOrO TUMA (JIOCTYMHOCTbD, LETOCTHOCTD,
KOH(QHICHIIMATLHOCTb ) OT BBISIBJICHHBIX YTPO3 MPEIMETHOM
o0nactu

YK-8.2

BeisBisier pOOJIEMBI,
CBSI3aHHBIC c
HAPYLICHUSAMH  TCXHUKH
Oe3omacHOCTH Ha pabouem

IIpuMepHBIe BAPHAHTBI TECTOBBIX 3aJaHUI.
1. Ykaxxute HEeKOppeKTHOE onpenencHue Hapymurens Ub:

a. (1)I/I3I/I‘16CKOG JIMIIO, cnyqaﬁHo Hin MpeAHaAaMCPCHHO
COBCpHIAIOIICC ﬂeﬁCTBHH, CJICACTBUCM KOTOPBIX




Kon NHaunkaTop AoCTUXREHUA O1neHOUHBIE CPEeNCTBA
HHAMKATOpa KOMNeTeHLuUK
MecCTe; npezasaraet ABJISIETCSl HApYIIeHUe 0e30MacHOCTH HH(popMan
MEPOTPHUSITHUSIX o npu ee 00pabOTKE TEXHUUIECKUMH CPEACTBAMH
MPEIOTBPAIICHUIO b. ¢usmueckoe wiK OPUIMIECKOE JTUIIO, CITyIaiHO
YpE3BBIYAHHBIX CUTYaAIHN COBepIIaloIIee ICHCTBUS, CIEICTBUEM KOTOPBIX
ABJISIETCSl HApYIIeHHe 0e30MacHOCTH HH(popMayn
P e¢ 00pabOTKE TEXHUUSCKUMH CPEICTBAMH
C. 3TO JINIO, IPEAPUHSBIIEE TOTBITKY BHITOTHEHUS
3alpeIeHHBIX OTepaluil (IeCcTBHI) IO OMIHOKeE,
HE3HaHWIO WJIA OCO3HAHHO CO 3ITBIM YMBICIIOM (U3
KOPBICTHBIX HHTEPECORB) WK O6€3 TaKOBOTO (paau
UTPBI WU YAOBOJBCTBUS, C LETIBIO
CaMOYTBEPKACHUS U T.I1.) U UCHOIB3YIOMIEe IS
3TOTO PA3NAYHBIE BO3SMOXKXHOCTH, METOJIBI U
cpencTaa
IlepeyeHb BONPOCOB IS MOATOTOBKH K 324eTy C
OLICHKOM
9. OcHoBHEIE oTIpe/ieIeHUs " KpUTEPUHU
KJIACCU(DHUKAIMH YTPO3
10. Haubomnee pacrnpocTpaHeHHbBIE YTPO3bI JOCTYITHOCTH
11. BpemoHocHOE IporpaMMHOE O0ecTieueHIe
12.OcHOBHBIE YTPO3bI ETOCTHOCTH
13.OcHOBHBIC YTPpO3bl KOHDUICHIIMATLHOCTH
14. Vinentudukaus u ayTeHTUGUKALIAST
15. YnpaBneHnne 10CTynom
16. PosieBoe yrpaBieHue 10CTYIOM
17.1IpoTokonupoBaHue U ayAUT
18.llIudposanue
19. DxpanupoBanue
20.Knaccudukarms MeKCETEBbIX 3KPAHOB
21. AHanu3 3alUIIEHHOCTH
22. JlocTymmHOCTD
23.0OTKa30yCTOHYMBOCTD M 30HA PHCKa
24 Kpunrorpadwus
25.BpenoHocHOE ITporpaMMHOE 0OecTIeueHHe.
26.11yT MPOHUKHOBEHHSI BPEIOHOCHOTO TPOTPAMMHOTO
obecrieyeHusl.
27.Crioco0bl 3aIUTHl OT BPEIOHOCHOTO MPOrPaMMHOTO
obecreyeHuns
IIpakTH4eckoe 3axanne
Pa3zpaboTaTs MoIenh yIpo3 0€301MaCHOCTH U HAPYIITUTEIIS
JUTS IpeAMETHOM obnactn
KommuiekcHoe 3aganne
Pa3zpaboTaTs mporpamMmmy 0€30MMaCHOCTH JIJISl IPEIMETHOM
oOnactu
YK-8.3 Pasbscuser npasuna IIpuMepHBIe BAPHAHTBI TECTOBBIX 3aJaHUI.

IMMOBCACHUS ITPU
BO3HUKHOBCHHUH

2. Yro siBIIsIeTCS 1ETBIO 3alUTHI HHQOpMaIuu?
a. 3ammTa HH()OPMAITNH OT YTCUKH




Kon
WHIUKATOpa

MHAMKaTOp AOCTUNKEHUSA
KOMMeTeHLU MM

OneHouHBbIE CpeCTBa

Ype3BBIYANHBIX CUTYalluN
MPUPOTHOTO U
TEXHOT'€HHOI'O
MIPOUCXOXKICHUS;
OKa3bIBaCT MEPBYIO
[MOMOIIIb, OIIUCHIBAET
CIIOCOOBI y9acTus B
BOCCTAaHOBUTECIIBHBIX
MEPOTIPUATHIX

b. skemaempblii pe3ynbTat 3aIIUTH HHOOPMAITHN
3ammTa HHQOPMAaLUHU OT YTPaThl
MIPEIOTBPAIIEHHE YTPATHI U yTCUKU
KOH(UISHINANbHOW HH(opMamn

oo

IlepeyeHb BOIIPOCOB A5l NOATOTOBKH K 324eTy €
OLICHKOM

28.0OCHOBHBIC TOHATHS aAJMUHHCTPATUBHOTO YPOBHS
MHGOPMAITMOHHON 0€30MMaCHOCTH

29.TlonuTrka 6€30MaCHOCTH

30.I1Iporpamma Ge30macHOCTH

31.CuHXpoHH3alMsl  NPOrpaMMBl  OE30HacCHOCTH  C
JKU3HCHHBIM ITUKJIOM CHCTEM

IIpakTH4yeckoe 3agaHne
BoccranoBuTh ynaneHHy0 HHGOpMALHIO
VY namute I/IH(bopMauM}o C 3aJaHHBIMU IIapaMeTpaMu

IIpoTHBOCTOSATH PacHpPOCTPaHEHHBIM CIIOCO0aM
WHPOPMAITUOHHOTO MaHUITYJIMPOBAHUS

KommiekcHoe 3aganne

[TpuMeHsTh CrIenUaTU3UPOBaHHOE TIPOTPAMMHOE
obecrieyeHre U1t COXpaHEeHUs] KOH(QUIESHIIHATbHOCTH
nH(popManuK: XpaHEHHUE MapoJieH, yaajJeHne HHpOpMaIny,
COKpBITHE HHPOPMAITUH

OIIK-3 — crioco0eH pemiaTh CTaHAAPTHBIE 321241 NPodeccCHOHAILHOI 1eTeIbHOCTH HA 0CHOBE
uHGpopManMOHHOH 1 OuOJIMOrpaduUYecKo KyJbTYpPbl ¢ IPUMEHEeHHEM
HHG(OPMALMOHHO-KOMMYHMKALMOHHBIX TEXHOJIOTHHA M € Y4eTOM OCHOBHBIX TPeOOBaHMA
HH(POPMALHMOHHOM 0e30I1aCHOCTH;

OIIK-3.1: Mcnonb3yeT NpUHLUIIBI, METOABI U CpeACTBa HHGOPMALMOHHON 1 Oubimorpadudeckon
KYJIBTYPBI U PELICHUS CTAaHIAPTHBIX 33134 MPO(eCcCHOHANBHON AEATENFHOCTH C HCIIOJIb30BaHUE
WHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH

3HaTh HE IpoBepAeTCS

YmeTsb HE NpoBepAeTC

Bunaners HE IIpoBepsieTcs

OIIK-3.2 Pemaer cranaaptaele | [IpuMepHbIe BAPHAHTHI TECTOBBIX 32JaHMIA.
3a1a4u 1. Yro Takoe 3amumaeMas nHGopMams?
podeCCHOHATTEHOM
JESTETBHOCTH C  y4eTOM a. mobas napopmarus, koTopas nossisercss B CMU
OCHOBHBIX Tpe6GoBaHHii b. wunHpoOpmanus, KOTOpask MOUICKHUT 3aIIUTE B
HH(GOPMAIIHOHHOM COOTBETCTBHH C TPEOOBAHMSIMHU MPABOBBIX
6e30MaCHOCTH JIOKyMEHTOB 1 00513aT€IHHO OTHOCUTCS K

roCyJlapCTBEHHOM TaliHe

C. wuH(popMaIWys, SBIAIOMIASCS IPEIMETOM
COOCTBEHHOCTH U TOAJIEKAILAs 3alUTE B
COOTBETCTBHH C TPEOOBaHUSIMU PABOBBIX
JIOKYMEHTOB WJIH TPEOOBaHUSIMH,




Kon
WHIUKATOpa

MHAMKaTOp AOCTUNKEHUSA
KOMMeTeHLU MM

OneHouHBbIE CpeCTBa

YCTaHaBIIUBAEMBIMU COOCTBEHHUKOM HH()OpMAIIUU
2. Uto Takoe 0€3011aCHOCTh JaHHBIX?

a. 93TO COCTOSHHUE XPAaHUMBIX, 00padaThIBAEMBIX U
MepeIaBaeMbIX JIAHHBIX, TPH KOTOPOM
HEBO3MOXXHO HX CITy4ailHOE WM TpeHaAMEPEHHOE
MIOJTyYeHUe, N3MEHEHUE HITH YHIUUTOKEHHNE

b. sT0 cocTosHIE XpaHNMBIX, 00pabaTHIBAEMBIX U
MepelaBaeMbIX JIAHHBIX, TPH KOTOPOM
HEBO3MOJKHO HX CIy4ailHOE HCKaKEHUE

C. 9TO COCTOSHHUE XPAaHUMBIX, 00padaThIBAEMBIX U
MepelaBaeMbIX JIAHHBIX, TPH KOTOPOM
HEBO3MOXXHO HX MPETHAMEPEHHOE MTOJIyUCHUE,
M3MEHEHHUE WITN YHUUTO)XKEHNE

d. cocrosHHE 3aIUIIEHHOCTH HAIIMOHATBHBIX
unTepecoB PD Bo Beex cepax yenmopeueckoit
JeSITeTbHOCTH

IlepeyeHb BONPOCOB /A5 MOATOTOBKH K 324eTy C
OLICHKOH

32.TlonsiTne nHMOPMAMOHHON 6€30TTaCHOCTH.

33.OcHOBHEIE COCTaBJISIONINE WH(POPMAITMIOHHOM
0e30macHOCTH

34.BaxxHOCTh u CJI0)KHOCTh po0IeMBbI
WH(POPMAITMOHHON 0€301MacHOCTH

35.TloapazneneHnst TEXHUYECKON 3alUTH HH()OPMAaIINH.

36.MecTo W poJb anmapaTHO-MPOTPAMMHBIX CPEJCTB
3aIIUTHI.

37. TpeOoBaHusI PyKOBOSIIMX JJOKYMEHTOB K CPEJICTBAM
3alUThl  MHOOPMAIMM  OT  HECAHKIMOHHPOBAHHOT'O
JOCTyTIA.

38.O0HapyxeHre ceTeBON aTaku.

39.Cnoco0bl  obecrieveHust Oe3omacHoil  paboTel B

HNurepuer.
40. [IpuanuEl GYHKIIMOHUPOBAHUS OpaHAMAay3POB.
41.TlepeueHnb MHGOPMAITMOHHBIX peCypcoB,

MOJUIEKAIIHX 3alIHTE.
42.OcHOBBI 0€301TaCHOCTH WEb-PeCcypcoB.
43.Cnoco0s! 3a1UThI (paiiIoOB OT IOCTOPOHHETO IOCTYTIA.
44.DproHoMHYECKHE W HOPMAaTHUBHBIE TPEOOBaHHUS K
OpraHuszalyy pabovero MecTa Mmojb30BaTels

IIpakTH4eckoe 3axanne

CdopmupoBath 1aposib ¢ 3aJaHHBIMH KPUTEPUIMU
YCTOMYUBOCTH

PaccuuraTh ycTOHYMBOCTD APOJIS

3amuTuTh HHPOPMALIUIO: IAPOJIb, KpUNTOrpadus,
creranorpadus

Paccrinka cooOmieHmii ¢ coxpaHeHHEeM
KOH(DUICHIIMAIEHOCTH ajipecara

KomiuiexkcHoe 3ag1anue

Halitn HapyleHUss HOpPMaTUBHBIX IIPABOBBIX




Kon
WHIUKATOpa

MHAMKaTOp AOCTUNKEHUSA
KOMMeTeHLU MM

OneHouHBbIE CpeCTBa

JIOKYMEHTOB B MPEJIOKEHHBIX 3a/1aHUSX

- PEToCT 3aIuCH, CoaepXKallei onodpenne
HapylIeHue 3aKoHojaTenbcTBa PD;

- CKaYMBaHUE «B3JIOMAaHHBIX)» MPOTPAMM;

- pacchlIKa crama,

- MOKYITKa MHHU-BUICOKaMEPHI;

- YCTaHOBKa MPOrpaMM MPOCITYIIKH Ha TesedoH
CYnpyry, peOCHKY;

- ICIIOJIb30BaHKE IOCTYIA B UYXKYIO COLMATBHYIO CETh
(mocMOTpen naposib, He Pa3JIOrMHUIICA TTOIb30BATEIb
u ap.)

- IPOCMOTP 4yko0it moutsl. [logobpaTs TpeboBanus
CYIIECTBYIOIIETO 3aKOHOAATEIbCTBA K CUTYAIUSIM:

- paboTonaTens TpedyeT MPOXOAUTH ACTEKTOP JKU
COTPYIHUKOB MOCIIE UHIIMICHTOB HA MPEANPHUITHH;

- paboTonaTenb TpeOyeT COOOIIUTh CBECHUS O
JI0XO0/1aX BCEX YJICHOB CEMbU PaOOTHHKA;

- TI0JIH30BATEIb BOLIET MOJ] YYETHOH 3aMUCHIO JPYTroro
paboTHUKA AJIs BBITOJTHEHHS MPOQECCUOHANBHBIX
3ajay;

- MI0JIB30BATENh 3apa3ul pabouyro CTAHIIHIO
BPEIOHOCHOM MPOTPAMMOM, UCIIOIb3YS CBOM
¢nem-HocuTeNb (BapuaHT 1 — yMBIIIJIEHHO, BAPUAHT 2
— HEYMBIIIIJICHHO)




0) Ilopsnok mpoBeaeHUS MPOMEKYTOUYHOM ATTECTAIUN, IOKA3ATEJIN U KPUTEPHH
OLlCHUBAHMUSL:

[IpomexxyTounast arrectauus no gucuuiuinHe «WAHdopmanuoHHass 0e30IMAaCHOCTHY
BKJIIOUAET TEOPETUYECKUE BOMIPOCHI, MTO3BOJISIONINE OLICHUTh YPOBEHb YCBOCHUS 00YUaIOUTUMUCS
3HAaHWA, W TPAKTUYCCKUE 3aJaHMs, BBISABISIONIAE CTENEHb CHOPMUPOBAHHOCTH YMEHUU U
BJIQJICHUHN, IPOBOAUTCS B (hOpMe 3a4eTa C OLIEHKOM.

3aueT MO NMAaHHOW MUCHIUIUIMHE MPOBOTUTCS B YCTHOM (OpPME MO 3a4eTHBIM OWIIeTaM,
KQKJIbII U3 KOTOPBIX BKIIFOUAET OIMH TEOPETUYECKUI BOIIPOC U OJHO MPAKTUUYECKOE 3a/IaHUE.

Iloka3aTeiu U KpUTEPUH OLIEHMBAHUSA 324eTa C OLIEHKOM:

«OTIUYHO» — OLIEHKA 3HAHUN CTYJE€HTa, KOTOPBI CBOOOHO BIIa/ICET:

1) MOHATHHHO-TEPMUHOJIOTHYECKONW 0a30i MUCHMIUIMHBI M 3HAET 3HaueHHe Haubolee
4acTO UCIIOJIb3YEMBIX a00peBUATYP;

2) 4eTKO YBSI3BIBAET TEOPETHUECKOE MO3HAHUE NUCIUILIUHBI C PEaTbHON MPaKTUKOM;

3) 3HAKOM C UIMPOKUM KPYroM JHUTEPaTypHBIX HCTOYHHMKOB, 3HAET, € WX JOCTaTh,
XOPOIIO pa30upaeTcsi B HCTOPUHU CTAHOBJICHHS IUCIUIUIMHBI, B OLIEHKE €€ TEKYIIEr0 COCTOSHHS U
MEPCIEKTUB €€ Pa3BUTUS;

4) MOJNHOCTBIO BIa/IEET MAaTEPUAIOM IPAKTUUECKOIO 3aJaHusl, YETKO U apI'yMEHTUPOBAHO
3alUIIAeT €€ TOJOXKUTEIbHbIE pe3ylbTaThl, OOOCHOBAHO KOMMEHTHPYET U OOBACHSAET
JOTYIIIEHHBIE HEJOYETHI.

«Xopo1o» — OILICHKA 3HaHUI CTYyJICHTA, KOTOPbIA BIIAJICET
MOHSATUHHO-TEPMHUHOJIOTUYECKON 0a30i AUCIUIUIMHBI, MOXKET YBS3aTh TEOPETHUUECKOE TTO3HAHUE
JTUCIUIUIMHBI C peallbHOM MpakTHKOW. Brageer marepuanoM MpakTUYECKOMl paboThI, MoKaszal
CIIOCOOHOCTH K OOBSICHECHHIO CMEICIA OCHOBHEBIX ITOJIOXKCHUI;

«Y IOBJIETBOPUTEIHLHOY — OLIEHKA 3HAHUM CTY/IEHTa, KOTOPHIA B OOJBIIIEH YacTH BIaJeeT,
C HEOONBIIMMHU U3BbSHAMHU, TOHATUMHO-TEPMUHOJIOTHYECKON 0a30i JHUCHMUIUIMHBI, HMEET
MpEJCTaBICHUEe O BHYTPEHHEW JIOTMKE IUCIUIUIMHBL, TPEJCTaBICHHOM B BHUAE Yy4eOHOM
nporpaMmel, Biageer, Ho HeyBEpEHHO, MaTepHaIOM MPAKTUYECKOTO 3a/1aHUS.

«HeynoBneTBOpUTENbHO» — OLEHKA 3HAHUM CTYJEHTa, KOTOpPbI HE BIAJEeT
MOHSATUHHO-TEPMHUHOJIOTUYECKON 0a30¥ AUCIUIUIMHBI U MAaTEPHAIIOM MTPAKTUYECKOTO 3a/TaHHUS.



