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Pabouas uporpamma cocrtasicsa Ha ocmose ®I'OC BO - CIICIHAIUTET 110
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JIner akryaauszanuu padoueil mporpaMmbl

Pabouas nmporpamma nepecMoTpeHa, 0ocyxaeHa u ogodpena st peanmsanuu B 2023 - 2024
yaeOHOM o1y Ha 3acefanuu kadeapol MudbopmaTuku u nHGOpMaMOHHOM 6€30MacHOCTH

[Ipotokom ot 20 r. Ne

3aB. kadeapoii I/I.I/I.fapaHKOBa

PaGouast mporpamMma repecMoTpeHa, 00CyKaeHa U 0100peHa s peanusanuu B 2024 - 2025
yueOHOM roy Ha 3acefanuu kapeapel WMHbopmaruku u nHGOPMAIMOHHON O€30MMaCHOCTH

IIporokomor 20 . Ne

3aB. kadeapoii I/I.H.fapaHKOBa

Pabouas nporpamma nepecmotpeHa, o0cyxieHa u ogoopena s peanuszanuu B 2025 - 2026
yueOHOM roy Ha 3acefanuu kapeapel WMHopmaruky u nHGOPMAMOHHON O€30MMaCHOCTH

[Iporokom ot 20 . Ne
3aB. kadenpoii N.N. bapankosa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena st peamsanuu B 2026 - 2027
yueOHOM roay Ha 3acefanuu kapeapsl MHbopmatuku u nHGOpMaIMOHHONW 0€30MaCHOCTH

IIporokomor 20 . Ne
3aB. kadeapoii N.N. bapankosa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena st peayimsanuu B 2027 - 2028
yuyeOHOM roay Ha 3aceaHuu Kadeapel HMHpopmaTuku U MHPOPMALMOHHON 6€30M1aCHOCTH

IIporokomor 20 1. Ne

3aB. kadenpoit I/I.I/I.fapaHKOBa

Pabouas mporpamma nepecmMotpeHa, o0cyxaeHa u ogoopena st peanuszanuu B 2028 - 2029
yaeOHOM o1y Ha 3acefanuu kadeapsl MudopmaTuku u nHGopMannoHHOM 6€30macHOCTH

[Iporokom ot 20 . Ne

3aB. kadenpoii I/I.I/I.EapaHKOBa




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

lenssMu oOCBOEHHS NUCHHUIUIMHBI (MOAYJs) «AHAIN3 PHUCKOB HHGOPMAIIMOHHON
0€30MaCHOCTH»  SIBJSIFOTCS:  BBISIBIICHHME HMCTOYHUKOB U CIOCOOOB peajM3allid  YIpo3
uH(popMallMOHHON  Oe3omacHocTH, (uUKcalus NapaMeTpoB OE30MaCHOCTH U aHalIM3a
oe3omacHocT AC, M3yuyeHUE OCHOBHBIX NOHATUH M NPHUHLMIIOB aHAlIM3a U OLIEHKH PHUCKOB
MH(POPMAIMOHHON 0€30IIaCHOCTH.

2 MecTo TMCUHMIIMHBI (MO1YJIsI) B CTPYKTYpe 00pa30oBaTe/bHOil IPOrpaMMbl

JucuunnuHa AHamu3 pPUCKOB HHGOPMALMOHHONW O€30MacHOCTH BXOJUT B 4YacTb
yueOHOro miaHa GopMUPYEMYI0 Y4aCTHHKAMHU 00pa30BaTEeIbHBIX OTHOIICHUN 00pa30oBaTeIbHOM
IPOrPaMMBI.

JUis  w3ydeHus ~ JAWCHMIUIMHBI  HEOOXOAWMBI  3HAHUS  (YMCHHS,  BJAJICHUSA),
c(hOpMUPOBAHHBIE B Pe3yJIbTaTe U3yUEHUS TUCIUILINH/ PAKTUK:

MonenupoBanue yrpo3 HHGOPMaIMOHHON 0€30ITaCHOCTH

Opranu3zalioHHOE U IPaBOBOE o0ecrieueHrne HHPOPMAIIMOHHON 0€30MacHOCTH

be3onacHOCTh ONIEPALIMOHHBIX CUCTEM

beszonacnocts MHTEpHETA BEenen

bezonacHocts cereit OBM

be3onacHocTh cucteM 6a3 TaHHBIX

3amuTa nHGOPMALUU OT YTEYKHU 10 TEXHUYECKUM KaHaIaM

MeTob! BEISIBIICHUS HAapyIIeHUH HH()OPMAITMOHHON 0€3011acHOCTH

3Hanus (YMEHUS, BIaJICHUs), MOTYICHHBIC TTPH M3yYECHUU TAHHOW IUCIUTLIMHBI OyIyT
HEOOXOUMBI 7151 U3YUCHUS] JUCIUILITNH/TIPAKTHK:

[ToaroroBka k ciade u cada rocyapCTBEHHOTO dK3aMeHA

[ToxroroBka K  mpoueaype 3amUThl H  MPOIEAypa  3alUThl  BBITYCKHOM
KBTI (UKAIIMOHHON pabOThI

[Tpon3BoIcTBEHHAS - HAYYHO-HCCIIeIOBATEIIbCKas paboTa

[TponsBoicTBEHHAS - IPEITUTIIIOMHAS PAKTHKA

Pa3paboTka u sKcIITyaTaIus aBTOMaTU3UPOBAHHBIX CHCTEM B 3aIIUIIIEHHOM UCIIOTHEHUT

Obecnieuenne MHGOPMAIMOHHONM 0€30MacHOCTH KPUTHUYECKOH HMH(DOpPMAIlMOHHON

UHPPACTPYKTYpOI
MeTo bl IPOEKTUPOBAHUS CUCTEM 3aIUTHI paclpeieIeHHbIX HH(OPMALIMOHHBIX CUCTEM

MogenupoBaHHe CUCTEM 3aIlIUThHI HH()OpMaIK
VYnpasnenue nHpopMalMOHHON 6€3011aCHOCTHIO

3 Komnerenuun odyuarouierocs, popMupyemMbie B pe3yJibTaTe 0CBOEHUS

AUCHHUILUINHBI (MOAYJIS) ¥ IJIAHUPYEMBbIe Pe3yJIbTAThI 00y4eHH sl

B pesynbrate OCBOEGHHS IUCHMILIMHBI (MOIYNsI) «AHaTU3 PUCKOB MH(POPMALMOHHOM
0€30macHOCTHY 00 YJArOIIUICS TOJKEH 001a1aTh CIeTYIOIUMHA KOMITETCHIIHSIMU:

KO,}I HHJIUKaTopa I/IH)II/IKaTOp JOCTHIXXCHUA KOMIIETCHIITN N

[TK-2 CrniocoOeH pa3pabaTeiBaTh TpeOOBAHHS 110 3aITUTE, JOPMHUPOBATH IMOTUTHKH OE30MTaCHOCTH
KOMIIBIOTCPHBIX CUCTEM U ceTen

[1K-2.1 Pa3pabatpiBaeT npoduiiv 3aUThl KOMIBIOTEPHBIX CHCTEM

[1K-2.2 DopMHUPYET MOJMTHKH 0€30IMACHOCTH KOMITBIOTEPHBIX CHCTEM M CeTe




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIX enuHull 144 akaa. 4acoB, B TOM

qyuce:

— KOHTaKkTHas padora — 69,8 akaj. yacos:
— aynuTopHas — 68 akaj. 4acos;

— BHeaynuTopHas — 1,8 akaj. yacos;

— caMOCTOsITeNIbHAS paboTa — 74,2 akaJl. 4acoB;
— B (hopme mpakTHyecKoii moarotoBku — 0 akaj. yac;

®dopma aTTeCcTalMu - 3a4ET

AynutopHast ) =
o | xomraxTHAs pabora E 3 dopma TEKyIIEero
=
Paszen/ Tema g (B axaz. yacax) E > Bun 5 KOHTPOIIS Kon
S g © | caMOCTOSATENIbHON | yCIIeBAEMOCTHU U
JIACIMTUTHHBI 3 [ . | KoMreTeHIK
O s 2 £ padoThI MIPOMEKYTOUHOM
nmab. | TpaxT. 3
Tex. p zZ'9 aTTeCTaluy
3aH. 3aH. | &
1. Meroauku H TEXHOJOTHH
yIIpaBIeHUS pHUCKaMH
UH()OPMAIIIOHHON
06e30IaCHOCTH M UX OLIEHKU
1.1 OneHovHBIE CTaHAAPTHI
P . ITogroroBska k
B HHPOPMAITHOHHOH
MPAKTHIECKOMY
6€30MacHOCTH. Pou
CTaH/IapTOB SABITHIO: — YCTHBIH ompoc
. CamocTosaTenbHOe
UHPOPMAIIOHHOH .| (cobGecenoBanue);
n3ydeHune yaeOHon
6e3omacHoctr. «Kpurepun 1 HayaHO — KOHTPOJIbHBIE
olnpeJiesIeHHs a0oTHI;
6e£0§aCHOCTI/I 4 8 10 fHTCPATYPHI. C;MI/IHa C’KI/IC MR-2.1,
Pabora ¢ P TK-2.2
KOMIIBIOTCPHBIX CUCTEM» 3aHATHA,
N SNIEKTPOHHBIMHU
Kak OLIEHOYHBIH CTaHIapT. — TIpOBepKa
. OubIMoTeKaMHu.
MexnynaponHsit THoncxk MHJUBUAYaJIbHbBIX
cragmapt ISO/IEC 15408. . 3aJaHuH.
JIOTIOJTHUTEJILHON
Kpurepuu OILICHKH
HHPOPMAIHH 10
6e3o0macHOCTH o
3a7aHHOH TeMe.
UH()OPMAIIOHHBIX CHCTEM. 8
IloaroroBka k
PAKTHIECKOMY
SAHATHIO. CTHBIN OIPOC
1.2 Meroguka OIECHKH CamocTosTenbHOe Y P
N .| (cobGecenoBanue);
pHUCKOB  MH(POPMALMOHHOH n3ydeHne yaeOHomn
— KOHTPOJIbHBIC
0e3omacHOCTH 7 HAy9IHO
OpeanpusaTus. YpaBieHue JIUTEPATypPbI pados; MK-2.1
’ 6 10/41 | 10 ’ — CeMHHapCKHe .
pHCKaMHU. OcHOBHBIE Pa6ora ¢ IK-2.2
3aHSITHS,
IIOHSTHA. MCTO)I OLICHKH 3JICKTPOHHBIMHU HPOBEDKa
PHCKOB Ha OCHOBE MOJIEIH OnOIMOTEKAMHU. POBCp
N WHIVBHIYaTbHBIX
yIpo3 H ysA3BUMOCTEH Iounck N
. 3amaHuH
JIOTIOJTHUTEJILHOU
HHPOPMAIHH 10
3aJaHHOU TeMe




IToxgroroBka k

)4

PAKTHIECKOMY
SAHATHIO. CTHBIHA OIPOC
1.3 Meroaguka  OIEHKH Camocrostenshoe | |,V p
N .| (cobecenoBanue);
pPHUCKOB  HMH(POPMATMOHHOU u3ydeHue y4eOHOH
— KOHTPOJIHBIC
OpTraHM3alHH. Meron U HAyYHO AGOTHL:
OIIEHKM PUCKOB Ha OCHOBE JIUTEPATYPHI. P ’ IK-2.1,
6 6/3,91 | 10 — CEMHHApCKHe
MoJIeNTd MH(OPMAIIMOHHBIX Pa6ora ¢ SAHSTIS: TK-2.2
notokoB. Pacuer puckoB ANIEKTPOHHBIMHU ’
— TMpOBepKa
o yrpose OuOIMOTEKAMH.
HMHIUBHAYaIbHBIX
KOH(MUICHIIUATEHOCTD ITouck N
. 3a7aHui
JOIIOJTHUTENBHOM
uHpopMaIUy 10
3aJJaHHOU Teme
IToxroroBka k
MPAKTHIECKOMY
SAHATHIO. CTHBIH ompoc
14 Meronuku u CaMmocrosTensHoe Y P
.| (cobecemoBanue);
TEXHOJIOTHH  YIPaBICHHS u3ydeHune yaeOHon
— KOHTPOJIbHEIE
puckamu. KauecTBeHHBIE U HAYYHO )
paboTshr;
METOIUKH yIpaBJICHHS JIUTEPATYPHI. TK-2.1,
6 3 15 — CEMHHApPCKUe
pHUCKaMu. Pa6ora ¢ TIK-2.2
3aHSITHS,
KonmuectBeHHbIE JNIEKTPOHHBIMHU
— TIpOBepKa
METOIUKH yIIpaBJIeHUS O6ubnauorexamu. R
puckamu. Meron CRAMM TTouck y .
. 3amaHul
JOTIOJTHUTENBHOM
uH(popMaIMy 1o
3aJaHHOM Teme
15 Paspabotka
. IloaroroBka k
KOPIOPATUBHON METOIUKH
MPAKTHIECKOMY
aHanm3a PHICKOB.
3aHATHIO. .
ITocTanoBka 3a/1a4H. YCTHBII1 ompoc
CamocrosTenpHoe
Mertoapt OLICHUBAHUS .| (cobecenoBanue);
u3ydeHue yueOHoun
WH(QOPMAIIOHHBIX PHCKOB. W HAVIHO — KOHTPOJIbHbIE
Tabnmynbre METOJIBI Y paboTHI;
oueHKH puckoB. OrueHka 6 3/41 15 JMTCEPATYPEL. — CeMHHapCKue MK-2.1,
p ’ Pabora ¢ P TK-2.2
PHCKOB o IBYM 3aHATHS,
(hakTopam PaznencHue DJICKTPOHHBIMH — IpoBepKa
pam. OubIMoTeKaMHu. pOBep
PHCKOB Ha MpUeMJIeMble U Tomnck WHIVBHIYaTbHBIX
Henpuemiembie.  OueHka . 3aaHuil
JIOTIOJTHUTEILHON
PHCKOB IO TpeM (akTopam.
HHPOPMAITHH 10
Meronuka ananusza pucKoB 3aaHHOH TeMe
Microsoft
IloaroroBka k
PAKTHIECKOMY
3aHATHIO. N
— YCTHBI ompoc
CamocTosTenbHOe
1.6 CoBpeMeHHBIE METO/BI .| (cobGecenosanue);
u3yueHue y4eOHOH
M CpeicTBa aHalM3a W W HAVAHO — KOHTPOJIbHEIE
YIPaBICHHUE puckamu i paboTsr;
JIUTEePaTyphl. TIK-2.1,
UH(POPMAIHOHHBIX CHCTEM. 6 4 14,2 — CeMHHapCKUe
Pabora c TIK-2.2
Meroauka FRAP. P EKTPOHHBIMIL 3aHATHUS;
Mertoarka OCTAVE. P — IIpoBepKa
- OoubIroTeKaMu.
Meroauka RiskWatch WHIIUBUIYaTIbHBIX
ITouck N
. 3amaHui
JOTIOJTHUTEIHHOM
uH(opMaIHK 110
3aJJaHHOU TeME
Wroro no pazneny 34 34/11,9U| 74,2
Uroro 3a cemectp 34 34/11,91| 74,2 3a4ET
34/11,9
Hroro no aucumruinye 34 1 74,2 3a4eT




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

[Tpu npoBeneHNH y4eOHBIX 3aHATUI OpraHu3alus 00ecreynBaeT pa3BUTUE Y 00ydatoIInXCst
HABBIKOB KOMaHHOU paOOThI, MEXKIMIYHOCTHOW KOMMYHUKAIINH, IPUHSATHS PEIICHHUM, JINEPCKIX
KauyecTB (BKJIIOYasg MPU HEOOXOAMMOCTH IPOBEICHHWE WHTEPAKTUBHBIX JIEKIUH, TPYHNIOBBIX
JUCKYCCUM, pOJIEBBIX UIp, TPEHUHIOB, AaHAIM3 CUTyallUd ¥ WMUTALUMOHHBIX MOJIENEH,
npenojaBaHue JUCHUILTUH (Moaysiel) B popMe KypcoB, COCTABICHHBIX Ha OCHOBE PE3YJIbTaTOB
HAy4YHBIX HMCCIEA0BAaHUMN, MPOBOJUMMBIX OpPraHU3aLMEN, B TOM YHCJIE C YYETOM PETrHOHAIBHBIX
ocoOeHHOCTEl  mpodeccnoHalbHOM  JEATENIbHOCTH  BBIMYCKHUKOB M MOTpeOHOCcTel
paborozgareneii).

1. TpamuuuoHHble 00pa3oBaTelbHbIE TEXHOJOTMH OPUEHTUPYIOTCS HA OpraHU3alHIo
00pa30BaTEeNbHOTO  IIpOLIECCa, IPEANONAralollyl0 MpsMYyH0  TPaHCISALMIO 3HAHUH  OT
npenojaBareinss K CTYyJASHTY (MPEeUMYIIECTBEHHO Ha OCHOBE OOBSICHUTEIbHO-WLUTFOCTPATUBHBIX
METOOB 00y4eHHs1). YueOHas AeATeIbHOCTb CTYACHTAa HOCUT B TaKUX YCIOBHSX, KaK IPABUIIO,
PENPOIYKTUBHBIN XapaKTep.

@®opMbl yUeOHBIX 3aHATHH C NCIOJIB30BAaHUEM TPAJUIIMOHHBIX TEXHOJIOTUM:

WudopmanmonHass  JeKuuMs —  [OCJIEIOBaTelIbHOE  M3JIOKEHHE  MaTepuana B
JTUCHUTUTMHAPHON JIOTUKE, OCYIIECTBIISIEMOE IPEUMYIIECTBEHHO BEepOATBbHBIMU CPEICTBAMU
(MOHOJIOT TIpeno1aBaTes).

Cemunap — Oecena npernojaaBaTelisi U CTYJIEHTOB, OOCYXKIECHUE 3apaHee MOrOTOBIEHHBIX
COOOIIIEHUH 1O KaXKIOMY BOIIPOCY IJIaHa 3aHATUSA C €IMHBIM JIJISl BCEX MEPEYHEM PEKOMEHIYeMOit
00s3aTeNbHOM U JIOMIOJIHUTENbHOMN JIUTEPATYPBHI.

[IpakTuueckoe 3aHATHE, MOCBSALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHHUM M HABBIKOB IIO
IPEJIOKEHHOMY aJITOPUTMY.

JlaboparopHas paboTa — opranuzanus yueOHOU padOThI ¢ peabHBIMH MaTEepPUATbHBIMU U
UHPOPMALMOHHBIMA OOBEKTAaMH, SKCIIEPUMEHTalbHasi pabdoTa C aHAJIOTOBBIMH MOJEIISIMHU
peabHbIX 00BEKTOB.

2. TexHonoruu npobieMHOro oOydeHUs — OpraHu3anus 00pa30BaTEIBHOIO Ipoliecca,
KOTOpasi MpeArnoaraeT MOCTaHOBKY MPOOJIEMHBIX BOIPOCOB, CO3/1aHHE YUEOHBIX MPOOJIEMHBIX
CUTyalMi JJ11 CTUMYJIMPOBAHUS AKTUBHOM MTO3HABATENbHOM JAESATENbHOCTU CTY/ICHTOB.

@®opMbl yUeOHBIX 3aHATHI C UCIIOJIB30BAHUEM TEXHOJIOTMH MPOOIEMHOI0 00yYEHUSI:

[IpobnemHass Jnexkuust — U3JIOXKEHME MaTepuaia, MpeanoJiararpuiee MOCTaHOBKY
IpOOJIEMHBIX M JIUCKYCCHOHHBIX BOIIPOCOB, OCBELEHUE PA3JMYHBIX HAy4YHBIX I10JX0JI0B,
ABTOPCKHME KOMMEHTApHUH, CBA3aHHBIE C PAa3IMYHBIMU MOJIEISIMU HHTEPIIPETAllUU H3y4aeMOTO
Marepuana.

Jlexuus «BaBoem» (OMHapHas JEKIHUs) — U3NI0KEeHHEe MaTepuaia B hopMe TUaTOrHuecKoro
oOuieHust JAByX MpernojaBarene (HampuMmep, pPEKOHCTPYKLMS Juanora MpeicTaBUTeNei
Pa3IMYHBIX HAYYHBIX IIKOJ, yYEHOTO» U «IPAKTHUKA» U T.IL.).

[IpakTueckoe 3aHiATHE B (QopMe MpakTUKymMa — OpraHusanus y4deOHOW paloThl,
HafpaBJIeHHas Ha pelIeHHWEe KOMIUICKCHOM y4yeOHO-TI03HaBaTeIbHOM 3ajaud, TpeOyromeil ot
CTyJEHTa IPUMEHEHHS] KaK HayYHO-TEOPETUUECKUX 3HAHUHN, TaK U MPAKTUYECKUX HABBIKOB.

[TpakTyeckoe 3aHATHE HA OCHOBE Keiic-MeToJa — 00y4eHHe B KOHTEKCTE MOJAEIHPYEMO
CUTYAIIH, BOCIIPOM3BOIAIICH peaslbHbIC YCIOBUS HAYYHOM, TPOU3BOJACTBEHHOM, 00IIIECTBEHHON
nestenbHOCTH. OOydaronyecs TOJDKHBI MPOAHAIM3UPOBATH CUTYAIMIO, pa3oOparbcsi B CyTH
po0iieM, IPeIOKUTh BO3MOXKHBIE PEIIeHUs! U BBIOpaTh yuiiee u3 Hux. Keicel 6azupyrorcs Ha
pealbHOM (paKTUYECKOM MaTepHase Wi K€ MPUOIMKEHBI K peabHON CUTYaIUH.

3. UrpoBble TEXHOJOTUU — OpraHu3alus oOpa3oBaTEIbLHOrO Mpollecca, OCHOBAaHHAs Ha
PEKOHCTPYKIIMHM MOJEIIEN IOBEIEHUS B PaMKaX MPEIOKEHHBIX CLIEHAPHBIX YCIOBUH.

®DopMbI yUeOHBIX 3aHATHI C UCTIOIB30BAHUEM UTPOBBIX TEXHOJOTHA:

VYuyebHast urpa — ¢popma BOCCO3/IaHHsI MPEAMETHOTO U COLMAILHOTO CO/IEpKaHMsI OyTyie
npohecCHOHANBHOM N1eATENbHOCTH CHEelHaluCTa, MOACIUPOBAHUS TaKMX CHUCTEM OTHOILIEHUH,
KOTOpBIE XapaKTEePHBI U1 ATOU AESITEIbHOCTH KaK LIEJIO0TO0.

JlenoBasi urpa — MOJEIMPOBAHHME PA3HYHBIX CUTYyalMii, CBA3aHHBIX C BBIPAOOTKOW M
NPUHATHEM COBMECTHBIX PEUICHUH, 00CYXIEHHEM BOIPOCOB B PEXKHMME «MO3TOBOTO IITYypMay,



PEKOHCTPYKIHEH (PyHKIIMOHATBHOTO B3aUMOJICHCTBHS B KOJUIEKTHUBE H T.I1.

PoneBass wurpa — uMHTanus WIM PEKOHCTPYKLHS MOJEIEH POJEBOrO IOBEICHHUS B
IIPEJJIOKEHHBIX CLIEHAPHBIX YCIOBUSX.

4. TexHonmoruu NPOEKTHOrO OOYy4YEHHUS — OpraHu3anus o0pa3oBaTENIbHOIO Mpolecca B
COOTBETCTBUHM C alTOPUTMOM IIO3TAITHOTO PEIICHHUS MPOOJIEMHOW 3aJaud WM BBITIOTHEHUS
yuebHoro 3aganus. [IpoekT npeanonaraeT COBMECTHYIO Y4eOHO-TIO3HABATENbHYIO ACSITEIbHOCTD
TPYMIIbI CTYIEHTOB, HANPABJICHHYIO Ha BBIPAOOTKY KOHIICIIIUH, YCTaHOBIICHHE IIE€Je U 3a/ad,
(bOpMYIUPOBKY OXHAAEMBIX PE3YylbTaTOB, OMNpEICIICHUE MPUHIUIIOB M METOJUK PpEHICHUS
MOCTABJIICHHBIX 3a/1a4, IUIAHUPOBAaHHME XOAa paOOThl, MOUCK JOCTYHMHBIX M ONTUMAJIBHBIX
PECYPCOB, MOATANHYIO pean3alfio IIaHa pabOThl, MPE3EHTAIUIO0 PE3yJIbTAaTOB pabOThI, HX
OCMBICIICHHE U pediiekcuto.

OCHOBHBIE TUIIBI IPOEKTOB:

HccnenoBaTenbCKUil  MPOEKT — CTPYKTypa npuOimkeHa K (GopmaTy HaydyHOTO
UCCIIeIOBaHMs (JJOKA3aTENbCTBO AaKTyaJbHOCTU TEMbBI, OIpeAeseHHEe HaydHOH MpoOieMbl,
npeaMera U oOBEKTa MCCIENOBaHUS, LI€JIEH M 3ajad, METOAOB, MCTOYHHMKOB, BbIJIBHIKEHUE
TUIOTE3bl, 0000IIeHNEe PE3YyIbTATOB, BEIBOIbI, 0003HAYCHHE HOBBIX IIPOOIIEM).

TBopUecKkuil NMPOEKT, KaK IMpaBUIO, HE UMEET JETalbHO MPOpabOTaHHOW CTPYKTYpBI;
yueOHO-TI03HABATENbHAS JIEATEIbHOCTh CTYJIEHTOB OCYIIECTBISETCS B paMKax pPaMOYHOTO
3a/laHusl, MOJAYUHSISCH JIOTMKE U HHTEPECaM YYaCTHUKOB IPOEKTa, )KaHPY KOHEYHOI'O pe3yJibTaTa
(razera, puIIbM, IPA3AHUK, U3/IaHUE, SKCKYPCHUS U T.I1.).

WNupopMalinoHHbIN NPOEKT — yuyeOHO-TI03HABATENbHAs JI€ATENbHOCTD C SIPKO BBIPAXKEHHOMN
ABPUCTHYECKOIN HANpPaBICHHOCTHIO (MIOMCK, OTOOp M cucTeMaTH3anusi HHPOpMAIMH O KaKOM-TO
00BeKTe, 03HAKOMJIEHHE YYaCTHUKOB IIPOEKTA € 3TOM nH(popMaruel, ee aHanus3 1 00001IeHHne 1715
npe3eHTaluu 0oJee MUPOKON ayAUTOPHH).

5. VHTepakTUBHBIE TEXHOJOTMH — OpraHU3alMs 00pa30BaTEIBHOTO MpOIEcca, KOTopas
MpeAnoJaraeT akTUBHOE M HEJIMHEWHOE B3aMMOJIEUCTBUE BCEX YUACTHUKOB, JOCTUKEHUE HA ITOU
OCHOBE JIMYHOCTHO 3HAYUMOro [UIsi HHUX o0Opa3zoBaTenbHOro pesyibTara. Hapsany co
CHEIUAIN3UPOBAaHHBIMUA  TEXHOJIOTMSAMHM  TakOro  poAa  NPUHUUI  MHTEPAKTUBHOCTHU
IPOCJIEKUBAETC B OOJIBIIMHCTBE  COBPEMEHHBIX  0OpA30BaTENIbHBIX  TEXHOJIOTHH.
WHTEepakTUBHOCTH MOJIPa3yMeBaeT CyObeKT-CyObeKTHbIE OTHOIIEHHUS B X0€ 00pa30BaTeNIbHOIO
mpolecca 1, Kak cieicTBHe, (OpMUPOBAHUE caMOpa3BUBAoOLIEiics NH()OPMALIMOHHO-PECYPCHOM
CpeJBl.

@opMbl yuyeOHBIX 3aHIATHH C HCIOJIB30BAHUEM CHELHATU3UPOBAHHBIX WHTEPAKTUBHBIX
TEXHOJIOTHM:

Jlexuus «oOpaTHOM CBSI3W» — JEKUUS—TIPOBOKalMs (U3JI0KEHUE MaTepuana ¢ 3apaHee
3aIJIaHUPOBAHHBIMH omroOKamMn), nekuus-Oecena, JEKUUSA-IUCKYCCHS,
JEKIHSA-TIPECCKOH(PEPEHITHSI.

CemuHap-nuckyccusi — KOJIJIGKTHBHOE OOCYXJIEHHE KaKoro-iubo CIOpPHOTO BOIpOCa,
po0JIeMbl, BBISIBJIEHHE MHEHHH B rpyIine (MeXTPyNIoBOM TUAJIOT, TUCKYCCHUS KaK CIIOP-IHajor).

6. npopmManiMoHHO-KOMMYHHUKAIIMOHHbIE 00pa30BaTeIbHbIE TEXHOJOTHH — OpPraHU3alIlHs
00pa30BaTeNbHOTO MPoIiecca, OCHOBAHHAS Ha IPUMEHEHUH CIEIUAIN3UPOBAHHBIX TPOTrPAMMHBIX
Cpell ¥ TEXHUYECKUX CPeJCTB paboThl ¢ HHpOpMalLKeH.

@opMbl  y4EOHBIX 3aHATUH C MCIOIb30BaHHEM HWH(GOPMAIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHIA:

Jlexuus-Buzyanu3zanuss — M3JI0KEHHE COJEPKAHUS COMPOBOXKIACTCS IMpe3eHTaluen
(TemMoHCTpaluel y4eOHbIX MaTepUasIoB, MPEICTABICHHBIX B PA3JIMUYHBIX 3HAKOBBIX CHCTEMax, B
T.4. WUTIOCTPATUBHBIX, IpaUUECKUX, ayIn0- U BUJIEOMATEPHAIIOB).

[TpakTyeckoe 3aHATHE B hopMe MPE3CHTAMH — MPEICTABICHUE PE3yJIbTaTOB MPOEKTHOM
WJIM UCCIIEIOBATEIbCKOM NESTEIIbHOCTH C UCTIOIb30BAHUEM CIHEIIMATU3UPOBAHHBIX TPOIPAMMHBIX
cpen.



6 YueOHO-MeTOAUYECKOE 00eciedeHHe CAMOCTOSITeJIbHOI PadoThl 00y4aroIIMXCst
[TpencraBneno B nmpuioxeHun 1.

7 OueHoYHbIE CPeICTBA IJIS POBeIeHUs POMEKYTOYHOM aTTecTaluu
[IpencraBieHbl B IPUIIOKEHUH 2.

8 YueOHo-MeTOAMYeCKOEe H HH(POPMALIMOHHOE O0ecneyeHue TUCIUIIHHBI (MOTYJIs1)

a) OcHoBHas TUTEpaTYypa:

1. Becenos, I'. E. MenemkMeHT pucka WHGOPMAIIMOHHOW Oe30macHOCTH: YueOHoe
nocobue / BecenoB I'.E., A6pamoB E.C., IllunoB A.K. - Taranpor:lOxHsiii (enepanbHbii
yauBepcutetT, 2016. - 107 c.: ISBN 978-5-9275-2327-5. - Tekcr : anekrponnbii. - URL:
https://new.znanium.com/catalog/product/997108 (mara oopamienus: 25.01.2022)

2. BuykoB, A.A. 3amura wuHpopMmanuu . yuyebHOe Mmocobme IS By30B /
A. A. BaykoB. — 3-e¢ m3n., mepepab. u gom. — Mocksa . UznarensctBo [Opaiir, 2020. —
161 c. — (Beicmiee o6pazoBanue). — ISBN 978-5-534-07248-8. — Tekcr : anexrponnsiii // DBC
FOpaiit [caiit]. — URL: https://urait.ru/bcode/422772 (nara obpamenus: 25.01.2022).

0) JlomostHuTEIbHAS JIATEPATYpa:

1. 3ammra nadopmanuu : yued. nocodue / A.Il. XKy, E.IT. XKyk, O.M. Jleneuikus, A..
TumomikuH. - 3-¢ w31. - Mocksa : PUOP: UH®PA-M, 2019. - 400 c. - (Bsiciiee oOpazoBanue). -
DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-16-106478-8. - TekcT : 3JCKTPOHHBIN. -
URL: https://new.znanium.com/catalog/product/1018901 (mata o6pamenus: 25.01.2022)

2. lllanbrun, B. @. KommiekcHas 3amuTa UHGOpMAIMY B KOPIIOPATUBHBIX CUCTEMAX !
y4e0. nocobue / B.®. lllanbrun. — Mocksa : U]l «®OPYM» : UHOPA-M, 2019. — 592 ¢c. —
(Beicmiee obOpasoBanme: bakanaBpuar). - ISBN 978-5-16-106148-0. - TekcT : 37EKTPOHHBIN. -
URL: https://new.znanium.com/catalog/product/996789 (nara obparmenus: 25.01.2022)

3. bapankoBa WM. U. CereBas 3ammra wuHpopmanuu. JlabopaTopHBIH MPAKTUKYM
[DnexTpoHHBIH pecypc] : yuebHoe mocodue [ms By3oB] / U. U., bapankosa, /I.H. Ma3uusn, ¥Y.B.
MuxaitnoBa, M.B. A¢danacseBa ; Maruutoropckuii roc. Texuuueckuit yu-t um. I'. . Hocosga. -
Marautoropck : MI'TY um. I'. W. Hocosa, 2019. - 1 CD-ROM. - 3arn. ¢ tutyi. skpana. - ISBN
978-5-9967-1605-0 URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530
260/3824.pdf&view=true . - MakpooOBeKT*.

*PEXUM [IPOCMOTPA MAKPOOBBEKTOB

1. IlepeiiTi O aapecy 3IeKTpOHHOTO KaTajora https://magtu.informsystema.ru .

2. [Tpoussectu aBropu3armto (Jlorun: Yurarens 1 [Tapons: 111111)

3. AKTHBH3HMPOBATH FMIIEPCCHUTKY MaKPOOOBEKTA.

[Ipumeuanue: Mmpu OTKPHITUM MaKpPOOOBEKTOB YUYMTHIBATH OCOOEHHOCTH HACTPOWKH
AQHTUBUPYCHOMN 3aIUTBHI.

B) MeToanyeckue yKazaHus:

1. MeTtoauueckue yka3aHus 10 BHIMOJIHEHHIO TpakTudeckux padot ([Tpunoxenue 3).

2. Metoaudeckne yKa3aHUs 10 BBIMIOJTHCHUIO BHEAYIUTOPHBIX CAaMOCTOSITEIBHBIX padoT
(TTpunosxxenwue 4).


https://new.znanium.com/catalog/product/997108
https://urait.ru/bcode/422772
https://doi.org/10.12737/1759-3
https://new.znanium.com/catalog/product/1018901
https://new.znanium.com/catalog/product/996789
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/

r) [Iporpammuoe odecnneuenne u UHTEepHeT-pecypcehl:

IIporpammHoe o0ecnieuenmne

HaumenoBanue .

o Ne noroeopa CpoK JIeHCTBUS JTULICH3UU
7Zip cBOOOJTHO 0ecCcpoyHO
LibreOffice CcBOOOIHO 0eccpoyHO
Bpay_:sep _ CBOOOIHO SeccpouHo
Mozilla Firefox|pactpocrpanse
Bbpaysep CBOOOJTHO 0EeCCPOYHO
Adobe Reader [cBob6omgHO 0eccpouHO
Calculate CBOOOIHO SecopouHo
Linux Desktop [pactpocrpanse
FAR Manager |cBoOoaHo 0OECCPOUHO
Linux CBOOOJIHO 0EeCCPOUHO

IIpodeccuonanabHbie 6a3bl JAHHBIX H HHPOPMAIHOHHBIE CIPABOYHbIE CHCTEMbI

Ha3BaHue Kypca Ccpuika
Nudopmanmonnas cucrema -
HopmartuBHBIE NPaBOBBIC AKTHI,
OpraHU3aIMOHHO-PACTIOPSIUTET
bHBIC JJOKYMEHTBI, HOPMATHBHBIE
U_METOJIMYECKHE JIOKYMEHTHI M
Mndopmanmonnas — cucreva - https://bdu.fstec.ru/
bank JAHHBIX YIpo3
®denepanbHOE TOCYAAPCTBEHHOE
Or0KEeTHOE yupexnenne|URL: http://www1.fips.ru/
«DenepaabHbBIN HHCTUTYT
Mndopmanmonnas  cucteMa | oy - o /iwindow.edu.ru/
EqmHoe  OKHO  jocTyna K

9 MaTtepuaJbHO-TEXHHYECKOE o0ecTedeHne TUCIUTITHHBI (MOILYJIs1)

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-i
nformatsii

MarepuanbHO-TEXHHUECKOE 0OeclieueHUe AUCUUIUINHBI BKITIOUAET:

MatepuranbHO-TeXHUUYECKOE 00ecreYeHre IMCIUIUIMHBI BKIIOYAET:

JIeKMOHHBIE ayTUTOPUU:

- MynbpTUMeIuiiHbIE CPEICTBA XPAHEHNUS, IIEPEIayuyl U NpeACcTaBIeHUS HH(DOPMALINH.

VYuebHble ayqUTOpUU JUIS TPOBENEHHS NPAKTUYECKUX 3aHATHH, TPYNIOBBIX U
WHAUBUAYaAJIbHBIX KOHCYIbTAIMM, TEKYIIIETO KOHTPOJISI M IPOMEXYTOUHOM aTTECTAIlNU:

- Ilepconanpnbie kommbroTepbl ¢ IIO, BeixomoM B IHTEpHET M C AOCTYIIOM B
AIIEKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO CPEy YHUBEPCUTETA.

ITomerieHus 11 caMOCTOSATENbHON pabOThI 00yYarOIIUXCSL:

- Ilepconanpuble kommbroTepel ¢ I1O, BeIxomoM B HMHTEpHET M C JOCTYynoM B
AIIEKTPOHHYIO MH()OPMAIIMOHHO-00Pa30BaTENbHYIO CPEly YHUBEPCUTETA.


https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-informatsii
https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-informatsii
https://bdu.fstec.ru/
http://www1.fips.ru/
http://window.edu.ru/

IMPUJIOKEHU A

I[MTPUJIOXXEHUE 1

Y4eOHO-MeTOANYECKOE 00ECIIEYCHHE CAaMOCTOSATEILHON Pab0OThI 00YJaIOTUXCS

Ilepedyenb TeM 1JIsl MOATOTOBKHU K MPAKTHYECKHUM 3aHATHSIM:

Tema 1. OcHOBHBIC TTOHATHS HH(POPMAITMOHHON 0€30MMaCHOCTH

— IlonsTHE MHPOPMALIMOHHOM OE30MaCHOCTH.

— OcHOBHBIE COCTaBIISIONINE HH(DOPMALIMOHHON OE30MacHOCTH.

— Yrpasnenue nHOPMAIMOHHOHN 6€301MacHOCTHIO.

— Ba)HOCTB U CIIOKHOCTH MPo0IeMbl HHGOPMAIMOHHON 0€3011aCHOCTH.

Tema 2. O1ieHOYHBIE CTAaHIAPTHI B HHPOPMAITMOHHOHN 0€30IacHOCTH.

— Ponb cTannapToB nH(MOpMamOHHON 6€30MaCHOCTH.

— «Kpurepun ompeneneHusi 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM» KaK OIICHOYHBIN
CTaHaapT.

— Mexnaynaponnsnii cragmpapt ISO/IEC 15408. Kputepum oueHkn 0e30mMacHOCTH
MH(OPMAILIMOHHBIX CUCTEM.

Tema 3. Cranmaptsl ynpaBieHUs: HH)OPMAITMOHHON 0€3011aCHOCTHIO.

—Crangaptsl ynpasneHus: nHbopMmaimonHoii 6esonacHoctsio BS 7799 u ISO/IEC 17799.

—Mexnyraponuberii  cramapt  ISO/IEC  27001:2005  "Cucremsl  ympaBlieHUs
nHpopmanmonHoi 6e3omacHocTu. TpeboBanus".

—Ceprudukanus CYUB Ha coorserctBue ISO 27001.

Tema 4. Coznanue CYUD Ha npeanpustiu.

—Oransl pa3paboTKu U BHeApEHUs cucTeMbl ynpasienusa Ub.

—ConeprkaHue 3TarnoB pa3pabOTKU U BHeJIpeHus cuctemsl ynpasienus Ub.

Tema 5. Meronuka oleHKH pUCKOB HH(POPMALIMOHHONW O€30MaCHOCTH MPEATIPUATHS.

—VYnpasnenue puckamu. OCHOBHBIE TIOHATHS.

—MeTo/ OLleHKH PUCKOB Ha OCHOBE MOJIETN YIPO3 U YA3BUMOCTEH.

Tema 6. MeToinka OLIEHKU pUCKOB MH()OPMAIIMOHHON OpraHU3alty.

— Mertoz o1ieHKH PUCKOB Ha OCHOBE MOJIENH HH(OPMALIMOHHBIX TIOTOKOB.

— Pacuer puckoB 1o yrpo3e KoH(UIeHINAIBbHOCTb.

Tema 7. MeToAVKH 1 TEXHOJIOTHH YIIPABJICHUS PUCKAMU.

— KadecTBeHHbIE METOAMKY YIIPABJICHUS PUCKAMU.

— KonnuectBeHHble METOAUKY yripaBieHus puckamu. Meronq CRAMM.

Tema 8. Pa3zpaboTka KOpropaTUBHON METOJMKH aHAIN3a PUCKOB.

— Mertozp! onieHUBaHUS HH()OPMALIMOHHBIX PUCKOB.

— TabnuuHbIe METOABI OLIEHKH PUCKOB.

— OrneHKa pUCKOB 1O BYM (haKTOpam.

— Paznenenue puckoB Ha NpUEMJIEMBIE U HEIIPUEMIIEMBIE.

— OreHKa pUCKOB TI0 TpeM (aKTopam.

— Mertoauka ananuza puckoB Microsoft.

Tema 9 CoBpeMeHHBIE METOJABl W CpEICTBAa aHalu3a W YIPaBIECHUE pPHUCKaMU
UH(POPMALIMOHHBIX CHCTEM.

— Mertognka FRAP.

— Meronuka OCTAVE.

— Metoauka RiskWatch.

Ilepeuens KOHMPONLHBIX 60NPOCOE NO MEPMUHOIOZUN:
VYrposa (Threat)

Vsazsumocts (Vulnerability)

® Ananu3z puckos.



Bba3oBbIii ypoBeHb O€30MIACHOCTH .

bazogsrii (Baseline) ananu3 puckos .

[MTonusriii (Full) ananu3 puckos.

Puck napymenust b (Security Risk).

Ornenka puckos (Risk Assessment).

VYupasnenue puckamu (Risk Management).
Cucrema ynpasienus b (Information Security Management System).
Kunacc puckos.

Tepmunonoeuss COBIT

® Pucku

Turnsl puckos.

[Ipuemiiemblil ypOBEHb pHCKA

Cranpaprt ynpaBiieHUs pUCKaMHU.

Marpuna UT puckos.

® Pyxogoocmeo puckamu

Bnagenen nponeccoB OLIEHKH PUCKOB.

[Tnan paboT MO CHMXKEHUIO PUCKOB.

ITonuTuky 1 IpouexypsI.

OO6HOBNIEHNE BETUYHH PUCKOB.

['moOanbHbIN U cucTeMHBIN ypoBHU ouieHkH U T- puckos.
Pestome 11151 pyKOBOIUTENS.

Crparerus ynpasnenus UT

o Jloenmuguxayus

Omnpenenenre KOMIIOHEHTOB PHUCKA.

O6J1acTi pUCKOB.

OOHOBNIEHNE MATPUIIBI PUCKOB.

Mepsbl onieHKH

KonuyecTBeHHas onieHKa.

KauecTBeHHas oneHka.

e Cnocobul ynpasneHus

HezaBucumoe MHEHHE.

Bo3Bpar nunBecTuuii.

bananc crioco6oB ympaBieHus

VYrpasienne KOHQIUKTaMH.

e Monumopune

MOHUTOPUHT HCTIONIB3YyEMBIX CITIOCOOOB YIPaBIEHUSI.
[Tpouenypa pearupoBaHusi Ha UHIIUACHTHI.
CornacoBanue 1jaHa paboT MO0 CHUKEHHUIO PUCKOB.



I[MPUJIOXEHUE 2

OrneHoYHBIE CPEJICTBA /IS IPOBEACHUS IPOMEKYTOUHON aTTeCTalluu

a) [lnanupyemble pe3yabTaThl 00y4eHUsI H OLIEHOYHbIE CPEACTBA IJIsl MPOBEIeHHS
MPOMEKYTOYHOM aTTECTAMU:

Kon NHaukatop 10CTUKEHUS KOMITETCHIIUU OueHouHbIE CpeACTBA
WHIMKATOpa
IIK-2 Cnocoben pa3pabaTeiBaTh TpeOOBaHMsI MO 3amure, (OPMHUPOBATH IMOJUTHKH
0€30MacCHOCTH KOMIIBIOTEPHBIX CUCTEM M CETEH

I1K-2.1 PazpabarsiBaer npoduIn 3amuThl| 1. MeToauka OLIGHKH  PUCKOB,
KOMITBIOTEPHBIX CUCTEM nH(OPMATMOHHON
0€30MaCHOCTH KOMITaHUH.
2. VYmupasieHue pHUCKaMHU.
[epeuncautpb OCHOBHBIC
TOHSITHS.

3. MeTron OIICHKM pPHUCKOB Ha
OCHOBE MOJEIH YIpo3 U

ySI3BUMOCTEM.

4. Pacuer pHUCKOB MO yrpose
uHbOpMaITMOHHON
0€30MacCHOCTH.

5. Merox OlLIEHKM pHUCKOB Ha
OCHOBE MOJIEH

I/IH(bOpMaI_[I/IOHHBIX IIOTOKOB.

3ananue: IlpoBecTu pacuersl
OIIEHKH PUCKOB MH(OPMAIMOHHOM]
0€30MacHOCTH  KOMIIAHUU  TIO
METOJly OLICHKH PHUCKOB Ha OCHOBE
YaCTHOM MOJIEIU YTPO3.

[1K-2.2 dopmupyer MIOJINTUKN 6e3onacHocTU(3adanue
KOMITIBIOTCPHBIX CUCTEM U cereit I[J'If[ 3aIaHHOTO IMPCATIPpUATUA
pa3paboTarh:

— KapTty  WH(POPMAIMOHHBIX
aKTUBOB (PMPMBIL;

— KapThl  ys3BUMOCTEH U
yrpos;

— OTY4eT O  pe3ylbTaTax
OLIEHKU PUCKOB;

— IUIaH 10 00paboTKEe PHUCKOB;

— YacTHBIC MTOJTUTHKH
0€301acHOCTH.

0) Iopsinoxk mpoBeaeHUs] NMPOMEKYTOYHOH aTTECTALMHU, MOKA3ATEJM M KPUTEPUH
OLIEHUBAHMSL:
— Ha OIICHKY «3a4TEeH0» — 00yUaIOIUICS TOJDKEH MOKa3aTh MOPOTOBLIM YpOBEHb 3HAHUI Ha
YPOBHE BOCIIPOU3BEICHHS M 00BsICHEHUS HH(POpMAITUN;
— Ha OLIEHKY «He 3a4TeH0» — 00yJalouIniics He MOKET I0Ka3aTh 3HaHUS Ha YPOBHE

BOCITPOM3BEICHUS U OOBSICHEHUS HH(MOPMAITUH.



I[MPUJIOXEHUE 3

MGTOI[I/I‘IGCKI/IC YKa3aHUA 110 BBIIIOJHCHUIO IMTPAKTHUYCCKUX pa60T

Pexomenpanum HampaBieHbl Ha OKa3aHME METOAMYECKON IOMOIIM CTYAEHTaM IpH
BBIIIOJIHEHUH NPAKTUYECKUX 3aHSATUH.

[IpakTHueckoe 3aHATUE — ITO 3aHATUE, IPOBOAUMOE 10 PYKOBOACTBOM IIPENOAaBaTeNs B
yueOHO#l ayauTopun (KOMIIBIOTEPHOM KJlacce YHUBEPCHUTETA), HANPaBICHHOE Ha YriIyOJeHHe
HAyYHO-TEOPETUYECKUX 3HAHUN M IOJIyYEHUE NPAKTHUUECKUX HABBIKOB DPELICHUS THUIIOBBIX M
IPUKJIAIHBIX 3a/auy.

Lenpt0 MpaKkTUYECKUX 3aHATHHA sBiIETCS (HOPMUPOBAHME M OTPAOOTKA MPAKTHUECKUX
YMEHHH U HaBBIKOB, HEOOXOIMMBIX B MOCIEAYIOLIEH 1eATeIbHOCTH 00yYatOIINXCS.

OCHOBHBIMU 33/1a4aMU TPAKTUYECKUX 3AHITHUH SBISIOTCS:

— yrayOiieHue ypOBHS OCBOCHHS OOIIEKYJIBTYpHBIX U  MPO(HEeCCHOHATBHBIX
KOMIICTEHITHIA;

— 0000menne, cucreMaru3anus, yriyOJeHue, 3aKpeIlUIeHHe  MOJTYYEeHHBIX
MIPaKTUYECKUX 3HAHUHN M0 KOHKPETHBIM TEMaM JUCLUIUIMH PA3JINYHBIX LIUKIIOB;

— TnpuoOpeTeHHe CTYIAEeHTaMH YMEHUW M HaBBIKOB HCIOJb30BaHUS COBPEMEHHBIX
TEOPETUYECKUX 3HAHUN B PELICHUN KOHKPETHBIX MPAKTUYECKUX 3a/1a4;

— pa3BUTHE pohecCuOHATBLHOTO MBIIICHHUS, npodeccuoHanbHOM u
[103HABATEIbHOW MOTHBALIMH.

[lepeueHp TEM mNpakTUYECKUX 3aHATHM  ompenensierca pabodeil  mporpamMmon
TUCHUIITMHBL. [MaH mpakTUYecKux 3aHSATUN OTBeYaeT OOIIed HANpaBIEHHOCTH JEKIIMOHHOTO
Kypca U COOTHECEH C HUM B IOCJIE10BAaTEIIbHOCTH TEM.

CTpyKTypa IpaKTHUECKOI0 3aHATHUS BKIIOYAET CJIEIYIOIINE KOMIOHEHThI: BCTYIIUTEIbHAS
4acTh; OTBETHl Ha BOINPOCHl OOYyYarOIIUXCS; MPAaKTHYEeCKass YacTb; 3aKIIOYUTEIBHOE CIOBO
npenojaBaresns. Bo BCTynuTensHON yacTH 00bSBISETCA TEMA TEKYILETro MPaKTHUECKOro 3aHATHS,
CTaBUTCSl €ro LENM W 3aJaud, INPOBEPAETCS HMCXOAHBIM YpPOBEHb TOTOBHOCTH CTYIEHTOB K
NPAaKTUYECKOMY 3aHSATHIO (BBINOJIHEHHE TECTOB, KOHTPOJIbHBIE BONIPOCHI U T.I1.)

Ha mnpakTtuueckoMm 3aHATHM TIpeNoAaBaTelb MOXKET HCIOJIb30BaTh pPa3HOOOpa3HbIE
obpaszoBatenbHble TexHonoruu (Metoabl IT, pabGora B komanje, case-study, mpoGiemHoe
oOyudeHue, yuyeOHblE JAUCKYCCHUU U T.II.) IO CBOEMY BBIOOpY ISl AOCTH)KEHMSI KaueCTBEHHOTO
YpOBHsI O0yUeHHUS.

IIpaBunia no Texunke 6€30MACHOCTH AJI 00y4arOIIUXCH
NPH NPOBEICHNH NPAKTHYECKHUX PadoT
Obwue npasuna:

1. Ilpaktuyeckue pabOTBl MTPOBOJATCS TMoJa HaOmoneHueM mpenojaBaTens. K
BBIMIOJTHEHUIO TPAKTHUYECKUX pabOT CTYIEHThI JOMYCKAIOTCA TOJIBKO IOCIE MPOCTYIIMBAHUS
MHCTPYKTaXa MO0 TE€XHHUKEe O€30MacHOCTH, MpaBHJiaM MOBEAEHUS, MPOTUBONOXKAPHBIM MepaMm B
KOMITBIOTEPHOM KJIACCe U CHEUATIN3UPOBAHHBIX JTJAOOPATOPUSIX.

2. OOyuaeMblii JIOJDKEH CTPOTO BBHITIOJHATH TIpaBUiIa TEXHUKH O€30MacHOCTH |
CaHUTApPHO-TUTUEHHYECKHE HOPMBI TIpu  paboTe B  KOMIBIOTEPHBIX  KJjaccax u
CTHEeLUATM3UPOBAHHBIX TaOOPATOPHIX YHUBEPCUTETA.



IHopsinok BHINOJHEHHUS MPAKTHYECKUX padoT

[Ipy MOATOTOBKE K BBINOJHEHHIO MPAKTHYECKUX pabOT CTYIEHT JOJHKEH MOBTOPUTH
TEOPETUUECKUI MaTepuall, HEOOXOAUMBIH JJIsl BBIIIOJIHEHUS 3aJaHUI 110 TEKYIIEH TeMe.

[IpakTuyeckas paboTa BBIMOJIHSACTCS KAXKABIM CTYIEHTOM CAaMOCTOSITENBHO, COTJIACHO
VHJVBHIyaJIbHOMY 33JIaHHUIO.

CTyneHTbl, IPOMYCTUBILINE 3aHATHUS, BBIITOJIHAIOT IPAKTUYECKHE PAOOThl BO BHEYPOUHOE
BpEMsL.

ITocne BbIMONHEHUS KaKAOH MPaKTUUECKOW pabOThl CTYAEHT JEMOHCTPUPYET Pe3ysbTaT
BBINOJIHEHUS NPENOAaBaTeN0, OTBeyaeT Ha Bompockl. IlpenonaBatens oueHuBaer padoTy B
COOTBETCTBUHU C 3a/laHHBIMHU KPUTEPHUSIMH OLIEHKH IPAKTUYECKUX padoT.

IIpaBuia oopmiieHnst pe3y1bTATOB U OLICHUBAHMS NMPAKTHYECKOH padoThI

Pe3ynbTarhl BBINOIHEHHOM MpakTU4YECKOW paboThl O(OPMIISIOTCS B COOTBETCTBUHM C
TpeOOBAaHUSAMU K BBINOJIHEHUIO KOHKPETHOU pabOThl.
IIpakTryeckass paboTa cUMTaeTCs BBIIOJIHEHHOM, €M CTyAEHT HaOpan 0ayii, KOTOpBIH
COCTaBJISAET MOJIOBUHY MaKCUMAaJIbHOI'O KOJMUYECTBA OalIoB.

JIns onleHuBaHus pabOThI MPUIIAraeTcs CIEAYIONIE KPUTEPUH.
Oyenka «omauuno» — padoTa BHINOJIHEHA B IOJTHOM 00beMe 1 0e3 3aMeUYaHu.
Oyenka «xopouto» — paboTa BBIMOJIHEHA MPABUWILHO C YU4eTOM 2-3 HECYIIECTBEHHBIX OIIUOOK,
HCTIPABJIIEHHBIX CAMOCTOSITEIIBHO 110 TPEOOBAHMIO MTPETIOIaBATEIIS.
Oyenka «y0oseiemeopumenbHoy — padoTa BBITIOIHEHA TPABUIHLHO HE MEHEE YeM Ha TIOJIOBUHY HITH
JIOIYIIeHA CYIIeCTBEHHAas! OIINOKa.
Oyenka «HeyoosiemeopumenbHoy — JOMyILEHb! ABe (1 Ooyiee) CyIIECTBEHHbIE OIMOKH B X0Je
paboThbl, KOTOPBIE CTYIEHT HE MOXKET MCIPAaBUTh Aa)Ke MO TPeOOBAHHIO NMpErNoAaBaTes, WIN
paboTa He BBINOIHEHA.



I[MPUJIOXXEHUE 4

MCTO[[I/ILIGCKI/IC YKa3aHus 110 BBIITOJIHCHUIO BHCAYAUTOPHBIX CaMOCTOATCIbHBIX pa60T

O01mme moJIoKeHus

Hacrosimiue meroanueckue ykasaHusl IIpeIHA3HAYEHBI Il OpraHU3alliyd BHEAYAUTOPHOMN
CaMOCTOSITENIbHOM paboThl CTYIAEHTOB M OKAa3aHHs IMOMOIIM B CAMOCTOSITEIBHOM H3y4Y€HUU
TEOPETUYECKOT0 M Pean3aliii KOMIETEHIHH 00yJaeMbIX.

JlanHble METONMYECKHE YKa3aHUA He SBISIOTCS Yy4eOHBIM MOCOOHMEM, MOATOMY Hepen
HA4aJIOM BBIIOJIHEHUS CAMOCTOSTENBHOIO 3aJaHNs CIEYET U3YUYUTh COOTBETCTBYIOLIUE Pa3/IEIIbl
JICKIMOHHBIX 3aHSATHI, MaTepualioB 00pa30BaTENbHOIO IOpTaja, pa3/eloB OCHOBHOW U
JIOTIOJTHUTEILHON JIUTEPaTyphl, NPEACTABICHHBIX B MYyHKTEe §. «YueOHO-METOIUYECKOe WU
uH(pOpMalMOHHOE o0ecrieueHne AUCUUILINHBI (MOays)» aanHoi PIT/I.

enun u 3aga4m camocTosITeIbHON PadoThI

Ilenp camocCTOSTENBbHON pPabOTHI — COAEWUCTBHE ONTHUMAIBHOMY YCBOEHHIO Y4eOHOTO
Marepuaia OOy4aroIIMMUCS, pa3BUTHE UX II03HABATEIBHONH AaKTHUBHOCTH, TOTOBHOCTH U
MOTPeOHOCTH B caMOOOpa30BaHMH.

3agauu camocTosATeILHON PadoThI:

—IOBBIIIEHUE UCXOJAHOTO YPOBHS BlaJeHHsI HH(POPMALIMOHHBIMU TEXHOJIOTHSIMH;

—yrayOJieHne U CUCTeMaTHU3allusl 3HAHHIA;

—IOCTaHOBKA U PEUICHNE CTaHAAPTHHIX 3a7a4d MPOPEeCCHOHANTBHOM e TeTbHOCTH;

—pa3BUTHE PabOTHI ¢ PA3IUYHON MO 00BEMY U BHIYy MH(pOpMAIel, ydeOHOW U HAyIHOM
JIUTEPaTypou;

—IpaKkTUYeCKoe MPUMEHEHNE 3HaHUH, YMEHU;

—CaMOCTOSTEJIbHO ~ MCMOJb30BAHUWE CTaHAAPTHBIX IPOrPAaMMHBIX CpeAcTB  cOopa,
00pabOTKH, XpaHEHUS U 3alUThI HH(OpMAIUU

—pa3BUTHE HABBIKOB OPraHU3allMM CAMOCTOSATEIBHOIO Y4EOHOTO Tpy/Jia U KOHTPOJIS 3a €ro
3¢ (HEKTUBHOCTBIO.

Buasl BHeaynuTOpHOH camocTosTenbHOW paboThl W (OpMBI KOHTPOJIST M BpeMs Ha
BBIMIOJTHEHHE Ka)/0r0 BHJa CAMOCTOATEIbHOW paboThl yka3zaHbl B NyHKTe 4. «CTpyKTypa H
cozepKaHue JUCUUIUITMHB naHHou PIT/I.

IHopsinok BbINOTHEHUS

[Tpy BbIMONHEHUM TEKYyIIEH BHEAyAUTOPHOW CaMOCTOSATENbHOM paboThl 00ydaromemycs

CIEAYET NPUAECPKUBATHCS CIEAYIOIIETO MOPAIKA JEHCTBUI:

1) BHUMATEJIbHO U3yYUTh COOTBETCTBYIOLIUE TEOPETUUECKHUE Pa3Aeiibl JUCITUIUINHBL,
MOJIB3YSICh MaTepHaliaMH (JIEKIIMOHHBIMU, TTPE3EHTAIMOHHBIMHU, ayHO0-BU3YaJIbHBIMH ):

a) MPEA0CTaBIIIEMbIMU MPENOAABATENIEM HA JIEKIIMOHHBIX 3aHATHUSX;

b) MPEI0CTaBIIEMBIMU TIPETOIaBaTEeNIeM B paMKaxX AJIEKTPOHHBIX 00pa30oBaTEIbHBIX
KYPCOB;

C) COAEpKAIMMUCS B yaeOHHUKaX Hu y4eOHBIX IOCOOMIX 9BC

(971€KTPOHHO-OMOIMOTEUHBIX ~ CHUCTEM),  DJEKTPOHHBIX  KaTaJloOroB  YHUBEpCUTETa U
MHTEPHET-PECYPCOB.

2) [TogpoOHO pa3zoOpaTh TUIOBBIE NMPUMEPHl PELICHHUS 3a/ady, PAaCCMOTPEHHBIE B
pamMKax ayAUTOPHON KOHTAKTHOM paboThI C MPEenoaBaTesieM.

3) [IpuMeHUTh MONyYeHHBIE TEOPETUUYECKHE 3HAHUS U IMPAKTHYECKHE HABBIKH K
PELICHUIO WHANBHTyaTbHBIX 3aJJaHUH, K TIPOXO0XKIEHUIO KOMITBIOTEPHBIX TECTHPOBAHUH.

4) [Ipu HeoOxoaMMoOCTH, CGOPMHPOBATH MEPEYEHb BOIPOCOB, BbI3BABIIMX
3aTpyJHEHHUs] B MPOLIECCE CaMOCTOATENbHONM paboThl. OOCYIUTh BO3HUKIIHME BOMPOCHI CO
CTYACHTaMH TPYIIIbI, B paMKaX KOMaHIHO-IIPOEKTHON pabOThl, M C MpernojaBaresieM, B paMKax
KOHCYJIbTAIIMOHHOW TOMOIIH, PEaM30BaHHOW JIMOO B KOHTAKTHOH (opme, b0 cpeacTBamMu
uH(pOpPMaLMOHHO-00pa3oBaTeNbHOM cpeasl BY3a.



Kpurepun onieHKH BHeayANTOPHBIX CAMOCTOSITEIbHBIX PadoT

KadecTBO BBITIOJIHEHUS BHEAYAUTOPHOH CaMOCTOATENBbHONH pPabOThI  O0ydYaroImmxcs
OLIGHUBAETCS TOCPEICTBOM TEKYIIETO KOHTPOJS CaMOCTOSTEIBHONH paboOThl OO0ydaromuxcs ¢
UCIOJIb30BaHUEM OaJlIIbHO-PEHTUHIOBOI CUCTEMBI.

B xauectBe popMm TeKyIIero KOHTPOJIS MO AUCHHUILIMHE MCTIOIB3YIOTCS: WHINBUIYaIbHBIE
3aJlaHus, ayAUTOPHBIE KOHTPOJIbHBIE PA0OThI, KOMIBIOTEPHOE TECTUPOBAHHUE.

MakcuManbHOE KOJTHMYECTBO 0aIOB 00yUYaAIONIUIICS MOTydaeT, €CIIn:

—BBINOJHAET MHIUBUAYaJbHbIE 33JaHUs B COOTBETCTBUM CO BCEMHU 3asBICHHBIMU
TpeOOBaHUSIMU;

—J1aeT NpaBUiIbHbIE (HOPMYIUPOBKHU, TOUHBIE ONPEIEIECHNUS, IOHATHS TEPMUHOB;

—MO’KeT 000CHOBATh PallMOHAJILHOCTh PELICHUS TeKyIeH 3a1a4H.;

—00CTOATENBHO C JOCTATOYHOM MOJHOTON M3/1araeT COOTBETCTBYIOLIYIO TEOPETHUECKUI
paszen;

—IpaBUJILHO OTBEYAET HA JONOJIHUTEIbHBIE BOIPOCH! MPENOIABATENS], UMEIOIINE LENbIO
BBISICHUTH CTEIIEHb IOHUMAaHUS UM JIaHHOTO MaTepHaia.

50~85% oT MakcUMaJIbHOTO KOJIMYeCTBa OayioB 00yyaroLuiics Noay4aeT, eCiu:

—HenoJHo (He MeHee 70% OT MOJHOT0), HO MPABHJIBHO BHITIOJIHEHO 33]1aHUE;

—IpU U3JIO0KEHUH ObUIM JOMYyIIEHbl 1-2 HECYIIECTBEHHbIE OLIMOKH, KOTOpbIE OH
UCIIPABIISIET TIOCIIE 3aMeYaHus MpernoaBaress;

—JIaeT paBUIbHBIE (DOPMYITUPOBKHU, TOUYHBIC ONPEICIICHUS, TOHIATUS TEPMHHOB,;

—MOJKET 000CHOBATh CBOM OTBET, IPUBECTH HEOOXOAUMBIC TIPUMEDHI,

—IpaBUWJIbHO OTBEYAET Ha JONOJIHUTEIbHBIE BOMPOCH! MPENOJIaBaTENsl, UMEIOLINE LENbI0
BBISICHUTH CTEIIEHb IIOHMMAaHUS UM JIaHHOTO MaTepHaia.

36~50% OoT MakCUMaJIbHOTO KOJIMYeCcTBa OayIoB 00ydaroLuiics NOay4aeT, eCiu:

—HenoJHo (He MeHee 50% OT MOITHOT0), HO MPABMIIHHO HU3JIOKEHO 3aaHHE;

—IIpHU U3JI0KEHUH Obla omylieHa | cyliecTBeHHas omnoKa;

—3HaeT U MOHUMAET OCHOBHBIE IOJIOXKEHHSI JTaHHOM TeMbl, HO JOIMYCKAaeT HETOYHOCTHU B
(bopMynHUpOBKe MOHATHUH;

—H3J1araeT BHIIOJHEHHUE 33/1aHNs HEJ0CTaTOYHO JIOTHYHO U [TOCJIEI0BATEIbHO;

—3aTpyIHAETCS MPU OTBETAX Ha BOIMPOCHI MPENO1aBaTENs.

35% u MeHee OT MaKCUMaJIbHOTO KOJIMYEeCTBA OaJIJIOB 00yYarOIIHICs MMOIy4aeT, ecllu:

—HenoJHo (MeHee 50% OT MOJTHOr0) U3JI0KEHO 3aJaHUE;

—IIpU U3JI0KEHNUHU OBbLTN JIONYILEHBI CyliecTBeHHbIe omuoKku. B "0" 6amioB npenogaBareib
BIIPaBE€ OIICHUTh BBHINOJIHEHHOE OOYydJaloUIMMcs 3a/JlaHde, €clIM OHO He YIOBJIETBOpPSET
TpeOOBaHUSAM, YCTAHOBJICHHBIM IIperojaBaTesieM K JaHHOMY BHJy paOoThl WU HE ObLIO
IIPEJICTABJICHO AJIs IPOBEPKHU.

CymMma nosyuyeHHBIX 0ajuloB IO BCEM BUIAM 33JaHUN BHEAyJAUTOPHON CaMOCTOSITEILHOU
paboThl COCTaBISET PEUTUHTOBBIA IMOKa3aTenab oOydaromierocs. PeHTHHroBbBIN IOKazaTenb
oOydarolierocss BIUS€T Ha BBICTABJICHHE MTOTOBOM OLIGHKM 10 pe3yJibTaTaM H3yuyeHus
JUCLUIUINHBI.

[Tokxazarenu U KpUTEpUU OLICHUBAHMSI MOJYYEHHBIX 3HAaHUN MPEJCTABJICHbI B MIYHKTE 7.0)
«O1eHOYHbIE CpeACTBa ISl POBEAECHUS TPOMEXYTOUHOH arTecTanun» aaHHou PIT/L.



