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PaGouass mporpamma cocraBieHa Ha ocHoBe PI'OC BO - choeumanmurer 1o
cnenuansHocTH  10.05.03 UudopmamuonHas 6e30macHOCTE ABTOMATU3UPOBAHHBIX CHCTEM
(mpuka3 Munobprayku Poccuu ot 26.11.2020 1. Ne 1457)

PaGovas mporpaMma paccMoTpeHa i o100peHa Ha 3aceanuu kadeapsl Madopmaruky 1
uH(OPMAMOHHOMK Ge30macHoCcTH

25.01.2022, mpoTokoin Ne 4
3as. xademnpoii g 2z.24 W.U. Baparkosa

Pa6ouas mporpamma onobpena meroauyeckoi komuccueit MOnAC -
26.01.2022 r. mpotokoiu Ne 5

- / 7 L
Hpencenarem,,/ %édé /:f/’/_,ﬂ— B.P. Xpamimun

Pabouast mporpamma cocTaBiieHa:

3aB. kapenpoit Uulb, n-p Texs. Hayk "/%}(' N.U. Bapankosa
Penenzenr:
Havaneruk __otaena  wmHpopmamuonnoit  Oesomacmoctu  "KVB"  (AO)

W’ M.M. Biuzeenos




JIucT akTyanu3anum padoueii nporpaMMal

Pabouast mporpamMma nepecMoTpeHa, 00CcykaeHa u o100pena s peanuzanuu B 2023 - 2024 yyebHOM
roay Ha 3acenanuu kadenpsl MubopmaTHky 1 HTHPOPMALMOHHON 6€30MaCHOCTH

IIporokomor 20 1. Ne

3aB. kadeapoii I/I.H.fapaHKOBa

PaGouas mporpamma nepecmMoTpeHa, oocyxaeHa u ogoopena st peamzanuu B 2024 - 2025 yuebHom
rojy Ha 3acefanuu Kadenpbl VHpopMaTHKK U HHPOPMAIIMOHHOM 0€30TaCHOCTH

IIporokomor 20 . Ne
3aB. kadeapoii N.N. bapankoBa

Pabouas mporpamma nepecmMoTpeHa, oocyxaeHa u ogoopena st peanmzanuu B 2025 - 2026 yuebHOM
rojy Ha 3acefanuu Kadenpbl MHpopMaTHKK U HHPOPMAIIMOHHOW 0€30TaCHOCTH

IIporokomor 20 1. Ne

3aB. kadeapoii I/I.I/I.fapaHKOBa

PaGouas nmporpamma nepecmoTpeHa, oocyxieHa u ogodpena st peanuszanuu B 2026 - 2027 yuebHom
roay Ha 3aceianuu kadenpsl MHbpopMaTiku 1 nHPOPMAIMOHHON 0€30macHOCTH

[Iporokom ot 20 1. Ne

3aB. kadenpoii I/I.I/I.EapaHKOBa

PaGouas nmporpamma nepecmotpeHa, oocyxaeHa u ogodpena st peanuzanuu B 2027 - 2028 yuebHom
roqy Ha 3acefanuu kadenpsl Wupopmartuku v nHGOpMaLIMOHHON O€301MaCHOCTH

[Iporokom ot 20 . Ne
3aB. kadenpoii N.N. bapankosa

Pabouast mporpamMmma nepecMoTpena, 00CcyxkaeHa u o100pena s peanusamnuu B 2028 - 2029 yyedbHom
rony Ha 3acemanuu kagenpsl WHdopmatuku u nHbOpMaMOHHON 6€30MacHOCTH

IIporokomor 20 . Ne
3aB. kadenpoit N.N. bapankoa




1 Iles1u ocBOEHUSI T CHMILTHHBI (MOLYJI51)

enstMmu OCBOCHUS AMCHMILIUHBI (MOAYNs) «be30macHOCTh OMEPAaMOHHBIX CHCTEM)
SBIISIOTCS:

1. 3HaKOMCTBO CTYJCHTOB C Ha3HA4YC€HUEM, pPA3HOBUTHOCTSIMU U OCHOBHBIMHU
MPUHIIUIIA-MU OPTaHU3aI[i COBPEMEHHBIX OMEPAIMOHHBIX CUCTEM B 00BbEME, TOCTATOUHOM IS
MOHUMAaHUS 3371a4 00ecTieueHUs 0€30TTaCHOCTH OTIEPAIIHOHHBIX CHCTEM.

2. OOyueHue CTYIEHTOB NpPHUHLHUIAM IOCTPOCHMS] 3alIUThl HHGOpMallUU B
onepannoHHbix cucreMax (OC) u MeTogam ananusa HajexHocTH 3amuThl OC.

2 MecTo THCHUIIMHBI (MOYJISAA) B CTPYKTYpPe 00pa30oBaTe/bHOI MporpaMmal

JucuuruinHa be3omacHOCTh OINEpalMoOHHBIX CHCTEM BXOJAUT B 00S3aTENbyl0 YacTb
y4eOHOT0 I1aHa 00pa30BaTEIbHON MPOTrPAMMBI.

Jns  wW3ydeHUs  JUCUUIUIMHBI ~ HEOOXOAMMBI  3HaHUS  (YMEHHs,  BIIAQJCHUSA),
c(OpMHUPOBAHHBIE B PE3Y/IbTATE U3YUCHHSI AUCLHUILINH/ IPAKTUK:

HNudopmartuka

besonacHocts ceteit OBM

CetH u cucTeMsl iepeiauu HHGopMauu

Opranuzanus 9BM 1 BEIYMCIUTEIbHBIX CUCTEM

OcHoBBI HH(POPMAITMOHHOM O€30MACHOCTH

TexHo0rus NOCTPOCHNUS 3aLUILEHHBIX PACIPEACICHHbIX PUIIOKEHUN

VY4eOHasi - 03HaKOMUTENbHAS IPAKTUKA

3nanus (YMEHHs, BIIAJICHUS), TOJYyYCHHbIE NMPH M3yYCHUU TAHHOHW NUCIMILIMHBI OymyT
HEO0XO0AUMBI JUISl U3yUSHUS TUCLUILINH/TIPAKTHK:

PazpaboTka u 3KCIuTyaTaIys 3alIMIICHHBIX aBTOMAaTH3UPOBAHHBIX CHCTEM

WNudopmannonnas 6e30macHOCTh paclpeieIeHHBIX HH(POPMAIIMOHHBIX CUCTEM

VYnpasienue nHpopMalMOHHON 6€3011aCHOCTHIO

[Ipon3BocTBEHHAS-IPAKTUKA MO IOJIYYEHUIO NPOPECCUOHAIBHBIX YMEHUH M OIbITa
npodecCuOHATBHOMN JesITeTbHOCTH

[Tpon3BoicTBEHHAA-NIPEAAUIUIOMHAS IPAKTUKA

MeTo/1b1 BEISIBIICHUS HapylIeHU nH(OpMalMoHHON 0€3011acHOCTH

3ammra HHQOPMAIMOHHO-TEXHOJIOTMYECKUX PECYPCOB aBTOMAaTU3UPOBAHHBIX CHCTEM

3amyra nporpaMMHOIo 0oecrnedeHus

Obecnieuenne MHGOPMAIMOHHOM 0€30MacHOCTH KPUTHUYECKOH MH(DOpMaLlMOHHON
UHPPACTPYKTYpOi

MeTobl ¥ CTaHAAPTHI OLIEHKH 3aIIHAIEHHOCTH KOMITBIOTEPHBIX CUCTEM

AHanu3 puckoB HH(OPMALIMOHHON 0€30MacHOCTH

besonacnocts MHTEpHETA Belen

PazpaboTka sKcrTyaTalluOHHOM JOKYMEHTAIlMM Ha CHUCTEMbI 3allUThl WH(OpManuu
aBTOMATH3UPOBAHHBIX CUCTEM

3 Komnerenuun odyuaruierocs, popMupyemMbie B pe3yJabTaTe 0CBOEHUS

AUCHHUILVINHBI (MOAYJI5) ¥ IJIAHUPYEMBbIe Pe3y1bTAThl 00y4eHHu sl

B pesynbpTaTe ocBO€HUS AUCUMITINHBI (MOAYIs) «be30MacHOCTh ONEepallMOHHBIX CHCTEM)
oOyyaromuiics JoKeH 001aaTh CEeAYOMUMU KOMIETEHITUSIMHU:

KO,Z[ HHJUKATOpa I/IH,I[I/IKaTOp JOCTHIXKCHHUA KOMIICTCHIIMH

OIIK-12 CnocobeH TpUMEHSATh 3HAHHWS B OOJIACTH OE30IMACHOCTH BBIUYMCIIHTEIBHBIX CETCH,
OTIEpPAIIMOHHBIX CHCTEM M 0a3 JaHHBIX IPH pa3pad0TKe aBTOMATU3HUPOBAHHBIX CUCTEM;

OIlK-12.1 [Tpumensier 3HaHUS B 00JIaCTH OE€30MIACHOCTH BBIYUCIUTENBHBIX CeTel NpU
pa3pabOTKE aBTOMATH3HUPOBAHHBIX CHCTEM




OIIK-12.2

[Ipumensier 3HaHuA B 00JacTH GE30MACHOCTH OINEPAIMOHHBIX CHCTEM IpHU
pa3paboTKe aBTOMATU3UPOBAHHBIX CUCTEM

OIIK-12.3

[Ipumensier 3HaHuUS B 00sacTu 6€30MacHOCTH 0a3 TaHHBIX MPHU pa3paboTKe
ABTOMATU3UPOBAHHBIX CUCTCM




4. CTpyKTYypa, 00bEM U COiep KaHNe TUCUUTLTHHBI (MOIYJIs1)
OO11ast Tpy1I0EMKOCTb JUCIUIUIMHBI COCTaBIsIeT 5 3aueTHbIX equnuil 180 akaj. 4acoB, B TOM YHCIIC:
— KoHTakTHas padota — 106,1 akan. yacos:

— aynutopHas — 102 akan. gacos;

— BHeayauTopHas — 4,1 akaj. 4yacos;

— caMOCTOsITeNIbHAs paboTa — 38,2 akaJl. 4acoB;
— B opme npakTHueckoii moaroroBku — 0 aka. 4ac;
— MMOATOTOBKA K 3K3aMeHy — 35,7 akaj. yac

CDopMa aTTeCTalluu - 3a4€T, 9K3aMCH

AynutopHas s s
o KOHTaKTHas paboTa E q:)( DopMma TEKYILETo
Pasnen/ Tema 3 (B axaz. acax) E o Bun . KOHTPOIA Kon
J— : & O | cAMOCTOATENLHOM |  YCHEBAEMOCTHH | ooy
O g £ paboThI POMEXXYTOYHOH
Texk. mab. | TpaKT. 29 aTTeCTalyu
3aH. 3aH. | O &
1. TIpenmer 0e30macHOCTH
OIEPALOHHBIX CHCTEM
[Tonck
JIOIOIHUATEILHOMN
UH(pOPMAIUU 110
3aJJaHHOU TeMe
1.1 Onmnpenenenne npeaMeTa (pabora c OIlK-12.1,
0e30MaCHOCTH OTEPAI[HOHHBIX 1 2/11 2 oubnnorpaguuec VYcTHbIi onpoc OIlK-12.2,
cuctem (OC) KAM MaTepualiaMH, OIlK-12.3
CIPaBOYHHKAMH,
KaTaJoramu,
CIIOBapSIMH,
SHIMKJIONIEIUSAMH )
[ouck
JIOTIOJTHUTENLHOM
1.2 Oomee MIOHATHE UH(OPMAIHU 110
0€30IacHOCTH OTIePAIIHOHHBIX 3aJlaHHOH TeMe
CHUCTEM, WCTOpUS Ppa3BUTHUS (pabora c OIlK-12.1,
BOIIpOCA, XapaKTepUCTHKA 1 2/11 2 6ubnaunorpaduyec YcTHbli onpoc OIIK-12.2,
MOAXOA0OB K 00ECIeYeHHIO KHM MaTepUaaMH, OIIK-12.3
6€30MacHOCTH ONEPAIIMOHHBIX CIPaBOYHHUKAMH,
cUCTeM KaTaJoraMH,
CIIOBAPSIMH,
SHIUKIIOTIEIUSIMH )
Wroro no pazgeny 2 421 4

2. OnepallMOHHAs CHCTEMa C TOYKHU

3peHHs crienuancTa
nH(OopMaIOHHON 0€30IacCHOCTH




ITouck
JIOTIOJTHUTEIIbHOM
nHdopManuy 1o
3aJJaHHON TeME

2.1 Oomas KOHIIEITIHS (pabora ¢ OIIK-12.1,
4/11 oubnnorpaguuec YcTHBI onpoc OIlK-12.2,
noctpoerns OC, sunsr OC.
KM MaTepuagamy, OIIK-12.3
CIPaBOYHHUKAMH,
KaTaJoramMu,
CIIOBApSIMH,
SHIUKIIONIETUSIMH )
[Tounck
JIOTIOJTHUTEJIbHOU
nHdopManuy 1o
3aJJlaHHON TeMe
2.2 OC cemeiictea Unix u (pabota c OIIK-12.1,
Windows.  Konmernmuu B 421 6ubarorpadudec YcrHbIit onpoc OIIK-12.2,
00ecreYeHU ! 3aIlUThI KM MaTepualaMH, OIIK-12.3
CIPaBOYHHUKAMH,
KaTaJIoTaMH,
CITOBapSIMH,
SHIUKIONEAUSIMH )
Htoro no pazzeny 8/31
3. CtpykrypHaas cxema OC
JlabopaTopHas
[Tonck paGora
N "OcHOBHBIE
JIOTIOJTHUTENLHOM CTpYKTYpHBIC
nH(oOpMaH 10 STEMOHTEL
3.1 lleHTpajbHBIE 3JEMEHTHI 3a/lJaHHOM Teme N
OC — sa11po, mosIb30BaTeNbCKast (pabora c OTCPALIHOHHOH OIlK-12.1,
000J10uKa, (haitnopas 421 oubnnorpaguuec OTHCI/II/I:;::'IL;.HLIC OIlK-12.2,
MOJICUCTEMA, ceTeBas KM MaTepualiaMH, cBOHCTBA OIIK-12.3
noJicucremMa CIPaBOYHHKAMH, ONCpAIHOHHBIX
IE?IT;;];;F:BT;I’ CHCTEM Ha IpHMepe
aﬂuuKnonez{Mﬂ;vm ) CPaBHCHHA ocC
cemetictea Microsoft
Windows u Linux. "
Moncx . JlabopaTopHas
JIOTIOJTHUTENLHOM pabota
HHCI)OpMa}I HH o "3arpyska OC.
5 3aJlaHHO TeMe Tops1oK 3arpy3Kn
3.2 Tlepudepuiinbie (pabora c OC. Ussectbie OIlK-12.1,
noncucrembl  OC.  3arpyska 421 onbnmorpaduyec cnocc; 661 nepexBaTa OIIK-12.2,
OC u ee sTansl KUM MaTepHalaMH, sarpyski OC OIlK-12.3
CIPaBOYHHKAMH, IomHsTie
KaTaJoTaMH, HoBeperHofi
CIIOBapsIMH, sarpy3Ki.”
SHIUKIONEAUSIMH )
Uroro no pazaeny 8/411

4. Muoro3zanaunsie OC




ITowuck
JIOIOJIHUTEILHOMN
HHPOPMALIUH T10
33IaHHOM TeMe

JlabopaTopHast
pabota "®daiinoBkie
noacucremsl OC.

abora ¢ XapaKkTepUCTUKHI
4.1 Tlpuauumst opranmsauin 6I/I6J('III)/IO aduuec aI;HOBI/II;[HOCTI/I ,
mHoro3agaydon OC. Bunsl . MaT::pnanaMH p N ’ OIIK-12.1,
MHOT03aJa4HOCTH, 421 1 on aBO‘{EI/IKaMI/I ’ o lPaHI/BaIH/II/I OIIK-12.2,
TEXHOJIOTHH obecnieyeHus P ’ P ’ OIIK-12.3
KaTaJloraMu, W3BecTHEIC
MHoro3agayHoctu OC
CIIOBApSIMH, YSI3BUMOCTH
SHIUKIOTIEAUSAMHA Hanboee
). IlonroroBka K | pacrnpocTpaHeHHBIX
MpakTU4YecKoMy | (aitnoBbix cucrem"
3aHATHIO
Iouck
JIOTIOJTHUTEIbHON
UHPOPMAITUH TT0
3a/1aHHOY TeMe
4.2 TIpuHIUIBI OpraHU3aIMN (pabota c OIlK-12.1,
MEKIIPOrPaMMHOIO 421 1 6ubnauorpaduyec YcTHBIH onpoc OIIK-12.2,
B3aUMOJICHCTBUS KHM MaTepUaiaMH, OIlK-12.3
CIPaBOYHHKAMU,
KaTaJIoTaMH,
CIIOBApSIMH,
SHIUKIONEAUSIMH )
HUroro no pazaeny 8/411 2
5. CereBas noacucrema OC
[Tonck
JIOTIOJTHUTENLHOM
UH(OPMAIHU 110
3aJJaHHOH TeMe
(pabora c OIIK-12.1,
5.1 Ceressie cepruch OC 221 2 oubnnorpaguuec YcTHbIi onpoc OIlK-12.2,
KM MaTepualaMH, OIIK-12.3
CIPaBOYHHKAMH,
KaTaJloTaMH,
CIIOBapSIMH,
SHIMKJIONIEIUSMH )
[ouck
OIOJIHUTEIBHOMN
A JlabopaTopHas
UH(OPMAIHU 110 "
. pabora "CereBas
3aJlaHHOI TeMe
5.2 [IpuHOUIBI TOCTPOSHHUS noncucrema OC.
cereBoii  moacuctemsl  OC (paGora ¢ ITpuHIUIE! OIIK-12.1,
4/41 2,05 | 6ubnmorpaduuec p OIIK-12.2,
XapakTepHbie VSI3BEMOCTH OpraHu3alny,
. KM MaTepualaMH, OIIK-12.3
cereBoit noacuctemsr OC OCHOBHBIE
CIPaBOYHHKAMH, CTOVKTVDHLLE
KaTaJloTaMH, PYKTYP "
AJIEMEHTBI
CIIOBapsIMH,
SHIUKIONEAUSIMH )
HUtoro no paszeny 6/611 4,05

aTTecTanuu(3a4eT)

6. IoaroToBKa K NPOMEXYTOYHOM




6.1 [Moarororka K
MIPOMEXYTOYHOH aTTEeCTAlUN

[Touck
JIOTIOJTHUTEJIbHON
nHdopManuy 1o

3aJJaHHON TeMe
(pabota c
oubnnorpaguuec
KHM MaTepuaaMH,
CIPaBOYHHUKAMH,
KaTajoram,
CIIOBApSIMH,
SHIMKJIONIEIUSAMH )

3auer

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Hroro no pazgeny

Uroro 3a cemectp

17

34/191

20,05

3a4éT

7. Iloxcucrema 6e3omacuoct OC

7.1 IToncucrema
6e3omacaoctd OC. OcHOBHEBIE
KOMITOHEHTBI

4/411

[Tonck
JIOIOIHUATEILHOMN
UH(pOPMAIUU 110

3aJJaHHOU TeMe
(pabora c
oubnnorpaguuec
KAM MaTepuajlaMH,
CIPaBOYHHKAMH,
KaTaJloTaMH,
CIIOBAPSIMH,
SHIMKJIONIEIUSMH )

JlabopaTopHas
pabora "Iloncucrema
6e3omacaocta OC.
CpaBHUTENBHBIT
aHaJIN3 MIOICUCTEM
6e3omacuoctu OC
cemeiicrea Microsoft
Windows u Linux"

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

7.2 Mopaenu 0e30MacHOCTH B
pasmuuaHbIX cemeirictBax OC

4/41

ITowuck
JIOIOIHUATEILHOMN
UH(OPMAIUU 110

3aJJaHHOH TeMe
(pabora c
oubnnorpaguuec
KAM MaTepualiaMH,
CIPaBOYHHKAMH,
KaTaJloraMu,
CJIOBApSIMH,
SHIUKJIOTIEAUSIMH )

VYerHbli onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

7.3 JMCKpEeLMOHHBII u
MaHIaTHBIN TIPUHIHIIBI
YOpaBJIEHUST  JOCTYNIOM  —
CpaBHUTEHHBIN aHAIIN3

4/41

[Tounck
JIOTIOTHUTEIbHON
UHPOPMAIUH TT0

3a/IaHHOM TeMe
(pabota c
oubnmorpaguuec
KAM MaTepuaiaMu,
CIPaBOYHHMKAMH,
KaTaJoraMH,
CJIOBApSIMH,
SHIUKIIOTIETUSIMH )

YcTHbIi onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Uroro no pazneny

12/121

8. AMHUHHCTPUPOBaHHE

OIICPALIMOHHBIX CUCTEM




8.1 Mopenu monb3oBareiei B
pasmuusbeix OC

4/41

ITowuck
JIOIOJIHUTEILHOMN
HHPOPMALIUH T10

33IaHHOM TeMe
(pabota c
6ubnuorpaduyec
KHM MaTepHajiamu,
CIpaBOYHHKAMHU,
KaTaJloraMu,
CIIOBApSIMH,
SHIUKIIOIE TUIMH
). IloaroToBKa K
MIPaKTHIECKOMY
3aHATHIO

Brimonnenune
nabopatopHoOn
pabotel «Co3nanue
nioss3oBarens OC
Linux»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

8.2 TIlpoduns momb3oBates,
OIOIKET, aBTOpH3aLUS,
ayTeHTU(DUKAIHS
noJsib3oBatens OC

4211

ITouck
JIOTIOJTHUTEIIBHOM
UH(pOpMAIUU 110

3aJJaHHOU TeMe
(pabora c
oubnnorpaguuec
KUM MaTepHaIaMH,
CIPaBOYHHKAMH,
Karajgoramu,
CJIOBapSIMH,
SHIUKJIOIEIUIMH
). IloaroToBka kK
PaKTUIECKOMY
3aHATHIO

Brimonnenue
1a00paTOpHOI
pabotsr «Co3nanue
nmonbp3oBaTenss OC
Windows»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

8.3 Haznauenwue npas
noab3oBaresito OC u aygur
€ro JeUCTBUN

4/41

Iouck
JIOTIONTHUTEITBHOM
UH(OPMAIUU 110

3aJlJaHHOM Teme
(pabora c
O6ubnaunorpaduyec
KM MaTepuaIaMy,
CIIPaBOYHUKAMH,
KaTaJoTaMH,
CJIOBApSMH,
SHIUKIIOTIE TUSIMH
). IloaroroBka k
MPaKTHIECKOMY
3aHATUIO

BremonaeHnne
71a00paTOpHOI
paboTsl «Ayaut
JeHCTBUM
noJs3oBarennss OC
Windows»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

8.4 Aynut CHCTEMHBIX
cobprTuii OC

4/41

[Touck
JTOTIOTHUTEIHHON
“HPOPMALIUH T10

3a/IaHHOY TeMe
(pabota c
oubnmorpaguuec
KHM MaTepuaamy,
CIPaBOYHHMKAMH,
KaTajoram,
CJIOBApSIMH,
SHIUKIIONECIUSIMH )

YcTHblii onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Uroro no pazneny

16/141

9. IlporuBomeiicTBHE aTakaM Ha

I/IH(bOpMaIII/IOHHI)IC CHUCTCMbI




Iouck
JIOTIOJTHUTEIBHON
HHPOPMALIUH T10
33IaHHOM TeMe
abora ¢
6H6J(111)40rpa(1)1/1'{ec BHHOHHGHH%
9.1 Meroaos0rus aTaku M HX KHM MaTepuaaMH, JabopatopHoii OIK-12.1,
PASHOBUHOCTH 1 3/11 2 CTIpaBoUHHKaMH paboter «Pabora co OIIK-12.2,
’ CKaHEepOM OIIK-12.3
KaTaJoraMH, N
YSA3BEMOCTEH»
CIIOBapsIMH,
SHIUKIOTIEAUSAMHA
). IloaroToBKa K
MIPAaKTHIECKOMY
7 3aHSITHIO
IMouck JlabopatopHas
JIOTIOJTHUTENTBHOM paboTa
UHPOPMAITUH TT0 "CpencTBa
3aJJaHHOM TeMe mudpoBaHUs U UX
9.2 Meroasl OOHApYXEHUS U (pabota c ponb B coBpeMeHHbIx | OITK-12.1,
IPEJOTBpallleHUs] aTaKk Ha 2 321 2 oubmuorpadudec (OC. CpaBuutensuslif| OIIK-12.2,
UHPOPMAITUOHHBIC CHCTEMBI KHM MaTepUaiaMH, aHamu3 OIlK-12.3
CIPaBOYHHKAMH, HCTIOJIb30BAHUS
KaTaJIoTaMH, CpencTB
CIIOBApSIMH, mudpoBaHus B
sHIKIoneansmu ) | pazmuanaex OC."
HUroro no pazaeny 3 6/31 4
10. TIloaroroBka K  HMTOrOBOM
aTTeCTaIlu
[Tonck
JIOTIOJTHUTENbHOM
UH(OPMAIHH 110
3aJJaHHOH TeMe
(pabora c OIIK-12.1,
10.1 Dx3amen 7 0,15 | 6ubnmorpaduuec DK3aMeH OIIK-12.2,
KM MaTepualiaMH, OIIK-12.3
CIPaBOYHHKAMH,
KaTaJoraMu,
CIIOBapSIMH,
SHIMKJIONIEIUSMH )
Uroro no pazaeny 0,15
HWtoro 3a cemectp 17 134/291 18,15 9K3aMeH
Hroro no pucruminze 34 | 68/48U 38,2 3a4er, SK3aMeH




5 O6pa3oBaTte/ibHbIE TEXHOJIOTHH

Jns  peanu3anuMu  TpPEAyCMOTPEHHBIX  BHJIOB y4eOHOH paboThl B KadecTBe
00pa30oBaTeNbHBIX TEXHOJIOTMH B NPENoJaBaHUM TUCLMILIMHBI «be30ImacHOCTh ONepalnoOHHBIX
CUCTCM» UCIIOJIB3YIOTCA TpaAUIIMOHHAA U MOAYJIbHO-KOMIICTCHTHOCTHAA TCXHOJIOT'UU.

Peannzanus KOMIETEHTHOCTHOI'O MTOIX0a IIPEAYCMATPUBAET UCIIOJIb30BaHUE B yUEOHOM
mporecce AaKTHBHBIX M WHTEPAKTHBHBIX (OpM MPOBEJACHHUSA 3aHATHA B COYETAHHH C
BHEAyJAUTOPHOW paboTON ¢ 1eabto GOPMUPOBAHUS M PA3BUTUSA NPOPECCHOHATBHBIX HABBIKOB
00y4aroIuXcs.

[Ipu npoBeneHuM Yy4eOHBIX 3aHATUI IpenogaBaTellb OOECIEUMBAET pPA3BUTHE Yy
00yJaromuxcs HaBBIKOB KOMAHJHOM pabOThl, MEXKIMYHOCTHOH KOMMYHHUKAIMH, MPUHSATHS
pELICHHH, JIMASPCKUX KAaueCTB ITOCPEACTBOM IPOBEAECHUS MHTEPAKTUBHBIX JICKIUH, ITPYIIOBBIX
IMCKYCCHI, pOJEBBIX WIP, TPEHWHIOB, aHAJIW3a CUTyalluil, ydera OCOOEHHOCTEH
podecCHOHATILHOMN AesTEIbHOCTH BBIITYCKHUKOB U MOTpEeOHOCTEN paboToaarenei.

6 YueOHo-MeTOAMYeCKOE 00ecTieueHue CAaMOCTOSITeIbHOI padoThl 00y4aroIuXcs
[TpencraBneno B npuioxxeHuu 1.

7 OueHoYHbIE CPeICTBA /ISl IPOBEIEHUs POMEKYTOUHOM aTTecTaluu
[IpencraBieHbl B IPUIOKEHUH 2.

8 YueOHo-MeTOoAMYecKOe U HHPOPMALMOHHOE 00ecnieyeHre THCIIUILTUHBI (MOTYJIs1)

a) OcHoBHas auTEpaTrypa:

1. BuykoB, A.A. 3ammra wunHbpopmanuu : ydeOHOe mocobue it BY30B/
A. A. BaykoB. — 3-¢ u3a., mepepab. u gomn. — MockBa | WznatensctBo HOpaiit, 2020. —
161 c. — (Bwicmiee obOpaszoBanue). — ISBN 978-5-534-07248-8. — Tekct : anekrpoHHsiid //
OBC IOpaiir [caiit]. — URL: https://urait.ru/bcode/422772(nara obpamenus: 31.08.2020).

2. babenko, JI. K. Kpunrorpadpuyeckas 3amura wuHDOpPMAIMHA: CHMMETPHYHOE

mmdpoBanue : yuebHoe mocobue s By3oB/ JI. K. Babenko, E. A. MmykoBa. — Mockaa :
N3narenscTBO IOpaiir, 2019. — 220 c. — (YHuBepcuTeTHI Poccun). —
ISBN 978-5-9916-9244-1. — Tekcr : oanekrponusii // DBC IOpaiir [caiit]. — URL:

https://urait.ru/bcode/437667 (nata obpamienus: 31.08.2020).

3. Bammra nndopmarmu : yued. mocodbue / A.Il. Kyx, E.IT. XKyk, O.M. Jlenemkusn, A.I.
TumomnkuH. - 3-¢ U3, - Mocksa : PUOP: UH®PA-M, 2019. - 400 c. - (Briciee obpa3zoBaHue). -
DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-16-106478-8. - TeKCT : 3JIEKTPOHHBIN. -
URL.: https://new.znanium.com/catalog/product/1018901 (nara oopamienwus: 31.08.2020)

0) lomotHuTeIBLHASI TUTEpaTypa:

1. Cyxapes, A.I'. Mertoasl onTUMH3aIK | Y4€OHUK U MPAKTUKYM Jid OakajgaBpuara u
maructparypsl / A. I'. Cyxapes, A. B. Tumoxos, B. B. ®enopos. — 3-e u3f., ucnp. u A0m. —
Mocksa : UznmatensctBo HOpaiit, 2019. — 367 c. — (bakanmaBp m maructp. AKaJeMHYECKUI
kypc). — ISBN 978-5-9916-3859-3. — Texkcrt : anexrponssiii // DBC IOpaiir [caiit]. — URL:
https://urait.ru/bcode/444155 (nata obparmienus: 31.08.2020).

2. Kazapun, O.B. HazgexHocTh u 0€30MacHOCTh MPOrpaMMHOTO OOECIEeYeHHUS :
yuebHoe mocobue ans OakanmaBpuata U maructpatypsl / O. B. Kazapun, U. b. lIlyouHckuit. —
MockBa : UzparensctBo FOpaiit, 2019. — 342 c. — (bakanaBp u maructp. Moaynb). —
ISBN 978-5-534-05142-1. — Tekct : anekrpounbiii // DBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/441287 (nata obpamienus: 31.08.2020).

3. Mmykoga, E. A. Kpuntorpagudeckne mpoTOKOJIBI U CTAaHIAPTHL: YUeOHOe Tocooue



| UmykoBa E.A., JloboBa E.A. - Taranpor:lOxwusiii denepanbubiii yuusepcuter, 2016. - 80 c.: ISBN
978-5-9275-2066-4. - Tekcr : anektponnsii. - URL: https://new.znanium.com/catalog/product/991903 (nara
obpamienus: 31.08.2020)

4. ymikuH, A. B. Merogonoruueckre OCHOBBI MOCTPOEHHUS 3aIIMIIEHHBIX aBTOMATU3MPOBAHHBIX
cucreM: Monorpadus / Jlymkun A.B. - Boponex:Hayunas kuura, 2016. - 76 c. ISBN 978-5-4446-0902-6. -
Texkcr : snektponnbiii. - URL: https://new.znanium.com/catalog/product/923295 (mara oOpaieHus:
31.08.2020)

MAKPOOBBEKTHI:

5. bapankoBa, U. U. OmpeneneHue KPUTHUYECKH 3HAYMMBIX PECYpPCOB OOBEKTa 3alUTHI IPH
COCTaBJICHHUM MOJICIIU yrpo3 HH(DOPMAIIMOHHOM Oe3omacHoCTH © yueObHoe nocobue / U. U. bapankosa, O. B.
ITepmskosa ; MI'TVY. - Maraurtoropck : MI'TY, 2017. - 1 snekrpon. ont. guck (CD-ROM). - 3ari. ¢ TuTyiL.

3KpaHa. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3323.pdf&show=dcatalogues/1/1138331/3323.p
df&view=true (mara oOpamenusi: 31.08.2020). - MakpooObekt®. - Tekct : snektpoHHsid. - ISBN

978-5-9967-1031-7. - CBenenus noctymnubl Takxke Ha CD-ROM.

6.CereBast 3amuTa nHdpopmarmn. JlabopaTopHslii PaKTUKYM | yaeOHoe mocobue [ By3os] / JI. H.
MasnuH [u ap.] ; Marautoropckuii roc. rexuuueckuid yH-T uM. I'. . HocoBa. - Maraurtoropck : MI'TY um.
I WM. HocoBa, 2019. - 1 CD-ROM. - 3arm. ¢ tutyn. odkpana. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.p
df&view=true (mata o6pamenus: 31.08.2020). - Makpooosekt*. - ISBN 978-5-9967-1605-0. - Tekcr :
ANEKTPOHHBIN. - CBeieHus nocTynHbl Takxke Ha CD-ROM.

*PEXUM I[TPOCMOTPA MAKPOOBBEKTOB

1. TTepeiitu 110 aapecy 3aeKTpoHHOro Katasora https://magtu.informsystema.ru
2. [Ipoussectu apropusanuto (Jlorun: Yurarens1 [Mapons: 111111)

3. AKTUBH3HPOBATH TUIIEPCCHIIKY MAKPOOOBEKTA.

B) MeToanyeckne yKazaHus:

1. Meronnyeckue yka3zaHUs 1O BBIIOJIHEHHUIO J1a00PaTOPHBIX paboT Mo JuciuIuinHe «be3onacHocTh
oneparoHHbIx cuctem» ([Ipunoxenue 1) .

2. Meroanuyeckre YyKa3aHUS IO BBINOJIHEHUIO BHEAYAMTOPHBIX CAMOCTOSTENBHBIX paboT Mo
auciuinHe «besonacHocTh onepaloHHbix cuctemy ([Ipunoxenue 2).

r) [Iporpammuoe o6ecnieuenne u UnTepHer-pecypcebi:

IIporpammHuoe obecnneyenne

Haumenosanue I10 Ne norosopa Cpox 1ecTBus TUIIEH3UN
MS Off_lce 2007 Ne 135 o1 17.09.2007 0eccpouHo
Professional
7Zip cB000THO pacnpoctpansemoe [10 0ECCPOYHO
LibreOffice cB0001HO pacmpocTtpansemoe [10 0eccpouHO
Adobe Reader cB0001HO pacnpoctpansiemoe 110 06eccpoyHO
bpaysep Mozilla Firefox |cBoGoaHO pacipocTpansemoe [10 0eccpouHo
Bpaysep Yandex cB000IHO pacnpoctpansiemoe 110 06eccpoyHO
FAR Manager cB0OOaHO pacrpocTpansemoe 110 OECCPOUHO
Linux Calculate cB0001HO pacmnpoctpansemoe [10 0eccpoyuHO
Git cB000THO pacnpoctpansemoe [10 0ECCPOYHO




INetEmul  |cBoGoaHO |

0ECCPOUHO

IIpodeccnonanbublie 6a3bl JAHHBIX M HH(OPMaIMOHHBIE CIIPABOYHBIE CHCTEMbI

Hassanue xypca

CchlIKa

Nudopmannonnas cucrema - baHk
JAHHBIX  yIpo3 0€3011aCHOCTH

https://bdu.fstec.ru/

Nudopmanonnas  cuctema
HopmaTtuBHble mpaBOBBIE  aKThI,
OpraHHU3alOHHO-PACTIOPSAUTEIbHBI

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-informat
Sii

9JCKTPOHHO-UHGOPMALIMOHHBIH

€ JIOKYMEHTBI, HOPMATHBHBIE |
METOJMYECKUE  JTIOKYMEHTEI u
Apxus Hay4HbIX KypHaJIOB
«HanmoHaIbHBIN https://archive.neicon.ru/xmlui/

MexayHnaponnasi pedepaTUBHas U
MOJTHOTEKCTOBasi CIpaBoYyHas 0aza
JAHHBIX HAYYHBIX W3JJAaHAN

https://www.nature.com/siteindex

MexnyHapoHas pedepaTuBHas
0aza  JaHHBIX 10 YHCTOH W

http://zbmath.org/

MexnyHaponHas 0a3za CIpaBOYHBIX
WU3JIaHUM 110 BCEM OTPACiIsiM 3HAHUU

http://www.springer.com/references

Mexaynaponas  0asa  HayqHbIX http://materials.springer.com/
MaTepHajoB B 00J1aCTH (HDU3HICCKUX

Mexctysapoas KOJIICKIMA - [, springerprotocols.com/
Hay4YHBIX IIPOTOKOJIOB 110

Mesxyraponnas basa http://link.springer.com/
ITOJTHOTCKCTOBBIX KYpHaJIOB

MexayHnaponHasi pedepaTUBHas U
MIOJTHOTEKCTOBAasl _clpaBoyHas 0a3a

http://scopus.com

opTal — IKOHOMHKA. COIUOJIOTH.

YHuBepcurerckas . .

p https://uisrussia.msu.ru
uH(bOpMalMOHHAs cucremMa
@enepanbHblii  00pa3oBaTENbHBIH

http://ecsocman.hse.ru/

DeKTpOHHBIE pecypchl OMOINOTEKH
MI'TY um. I'.'11. HocoBa

https://magtu.informsystema.ru/Marc.html?locale=ru

Poccuiickas I'ocynapcrBeHHas
o6ubaunoreka. Karamoru

https://www.rsl.ru/ru/4readers/catalogues/

denepanbHOE roCcyJapCTBEHHOE
OI0KETHOE YUpexKICHUE
«DenepanbHbIN HHCTHUTYT

URL.: http://www1.fips.ru/

Nudopmannonnas cucreMa
Eannoe OKHO JocTyna K

“|URL: http://window.edu.ru/

IlonckoBas cumcreMa AKageMHs
Google (Google Scholar)

URL.: https://scholar.google.ru/

Hamnuonanbuas
MH(pOPMaAITMOHHO-aHATUTUYECKAS
CHUCTEMA Poccuiickuii  mHAEKC

URL.: https://elibrary.ru/project_risc.asp

3J’IeKTpOHHa${ 62[32[ HepI/IOI[I/ILIeCKI/IX
m3manuit  East View Information

https://dlib.eastview.com/

9 MaTepHaJIbHO-TEXHHYECKOE o0ecnedeHne TUCHUTLTHHBI (MOLYJIs1)

MaTepI/IaJILHO-TCXHI/I‘-ICCKOC obecrnieucHue JAUCIMITIIIMHBI BKJIIFOYACT:




JlekuuonHass ayautopuss MynbTUMEIWINHBIE CpPEACTBA XpaHEHUs, Mepenadyd |
npencTaBiIcHus HHPOPMAIUU

JlaGopaTopust ceteil u cucTeM mepenadyn JaHHbIX. Jlabopartopusi 6€30MacCHOCTH CETel
OBM:

1. YueOHo-maboparopHsiii creH "KoaupoBanue u Moaysius nHGpopMaIuy B cucTeMax
CBA3H", KOMILIEKTAIHS TOTHAS

2. YueOHo-1maboparopusliii crer "CructeMsl cyTHHKOBOM HaBuraiuu'" GPS.(2 miT)

3. Kommutekt tunoBoro yuebnoro obopynosanus "Ceru cotoBoi cszu GSM™

4. KommiekT TUNOBOro ydebHoro obopynoBaHus "TenekOMMYHUKAIIMOHHBIE JIMHUU
ceszu" TJIC-01

5. Kommiekt TunoBoro yuyeOHOro obGopynoBanus "CereBas 0€30IaCHOCTh THIIA
SECURITY-3M"(2urrt. cisco u d-link)

6. Kommiekt yuebHoro obopynoBanus "becrpoBoiHbie KOMIbIOTEpHBIE ceTH DBM"

7. Monyinb yueOHO-11a00paTOpHBIH IS M3y4CHUS] HU3KOYPOBHET0 KoHTpoiutepa Ethernet

8. CreHI KOMMYHHMKAallMOHHOTO OOOpYyIOBaHHS CEpPBEpOM MJi MOJCIUPOBAHUS
00JIaYHOTO CcepBHCa

9. Komiutekc nporpammuo-anmapatusiii ViPNet

Kommerotepusiii kimace (ayn. 372, ayn. 245, ayn. 247, ayn. 144, ayn. 142 u t.0.) -
[lepconanbubie kommbioTepbl ¢ [0 u Bbixogom B MHTEpHET M IOCTYNOM B 3JEKTPOHHYIO
MH(POPMAIIMOHHO-00pa30BATENBHYIO CPEly YHUBEPCUTETA.

Aynuropus A CaMOCTOSITENIbHOM paOOThl YMTANbHBIE 3albl OnOmuoreku, ayn 132a -
Ilepconanbubie komnbroTepbl ¢ [1O u BbixogoM B MHTEpHET M 1OCTYHNOM B 3JEKTPOHHYIO
nH(OPMaLIMOHHO-00pa30BaTENbHYIO CPEly YHUBEPCUTETA.



IIpunoxenne 1
Y4eOHOo-MeTOoqUYECKOE 0O0ecTIeYeHHe CAMOCTOATEIbLHOMH PadoThI 00y4aromuxcst

[To muctumunne «be3onacHocTs cereit DBM»y npenycMoTpeHa ayaAuTopHas U BHEAYIUTOPHAS
caMmocTosiTeNbHast paboTa 00yJaroMMXCsl.

AyauTopHas caMOCTOsTe/IbHAs PaboTa 00YJAIONIMXCS HA MPAKTUYECKUX 3aHATHIX OCYIIECTBISIETCS MO
KOHTPOJIEM ITPEI0IaBaTelIsl B BU/IC BBIMOIHEHUS Ja00paTOPHBIX PabOT, KOTOPbIE OMPEACseT IpernoaBaTeib
TS 00YyYarOIIerocs.

BHaeaynuropHas camocTosiTenbHast pa0doTa 00yJaromuxcs OCyILECTBIIAETCS B BUJE U3YUEHUS JINTEPaTyphl 110
COOTBETCTBYIOLIEMY pa3Jielly ¢ IpopabOTKOW MaTepHala; BHIIIOIHEHUS JOMAITHUX 33JaHUH, TOATOTOBKH K
ayAMTOPHBIM KOHTPOJIBHBIM Pa0OTaM U BBITIOJIHEHHUS TIOMAITHUX 33JaHUI C KOHCYJIbTAIllUsIMU TPENOaBaTes
a TaK e C IPUMEHEHUEM KEHC-TEXHOJIOT M.

Ilepeuenns J1aGopaTopHbIX padoT no Kypcy «be3onacHocTh ONepaMOHHBIX CHCTEM»
JlaGoparopHasi padora Nel.

OCHOBHBIE CTPYKTYPHBIE 3JIEMEHTHI OTIEPAIIHOHHON CUCTEMBI. OTIMYUTEIILHBIE CBOWCTBA OMEPAIIMOHHBIX
cucteM Ha ipumepe cpaBuerus OC cemeiictBa Microsoft Windows u Linux.

JlabGopaTopHas padora Ne2.

3arpyska OC. IMopsnoxk 3arpy3ku OC. U3BectHbie criocoOs! iepexsata 3arpy3ku OC. [lonstue noBepeHHOM
3arpy3Ku.

JlabGopaTopHas padora Ne3.

@aitnossle noacuctemsl OC. XapakTepUCTUKH, Pa3HOBUIHOCTH, IPUHLIUIIBI OpraHu3anuu. M3sectHele
YA3BUMOCTH HauboJee pacipoCTpaHEHHBIX (PaliIOBBIX CHCTEM.

JlabopaTopnasi paGora Ne4.
CerteBas noncucrema OC. [IpyHIMIIBI OpraHU3aIK, OCHOBHBIE CTPYKTYPHBIE 3JIEMEHTHI.
JlabGopaTopHas padora NeS.

[Toacuctema 6e3omacHocTr OC. CpaBHHTENBHBIN aHaM3 ToacucteM Oe3omacHoctu OC cemeiicTBa
Microsoft Windows u Linux.

JlaGoparopHasi padora Ne6.

N3BectHble ysa3BuMocTH Hanbonee nomyisipabix OC. [TpuHIMIBI 0OOHApYKEHUS YSI3BUMOCTEH, TPHEMbI
UCIOJIb30BaHUs, METOIbI OOHapYX)eHUs U ycTpaneHus ys3sumocteir OC. Cnennanusuposannoe [10 mis
nourcka u aHanusa yszsumocrtein OC.

JlabopaTopnasi paGora Ne7.

HCHOJ’IB30B8.HI/I€ BCTpOCHHBIX MCIKCCTCBBIX 3KpaHOB Ha an/IMepe HaCTpOﬁKH MECIKCECTCBOI'O 3KpaHa Iptables
OC Linux.

JlabopaTopnasi paGora Ne§.



CpenctBa mmdpoBanus U X poiib B coBpeMeHHbIX OC. CpaBHUTENIBHBINA aHATIN3 HCIIOJIb30BAHMSI CPEICTB

mudpoBanus B paznuuabix OC.

Ilpumepnolit nepeuens UHOUBUOYATLHBIX OOMAUIHUX 3A0AHUTI

S T o

HccnenoBanue MetooB uaeHTudukamu u ayrearudukanui B OC Windows.
HccnenoBanre Meto10B uaeHTHuKamu u ayrentudukanun B OC Unix.
HccnenoBanre METOI0B pasrpaHrueHue qoctymna K pecypcam B OC Windows, Unix.
Hacrpoiika cucremsr ayaura B Windows.
Hacrpoiika cucremsl ayaura B Unix.
N3yueHue cpenctB 3amuThl ceteBoro B3ammoneiicTBus Windows. KoundurypupoBanue cpeacts
3anuThl KananoB cpeactamu Windows XP/2003/Vista, Windows Firewall. BupryasbHbie yacTHbIE

cetu, npotokoiasl L2TP u PPTP.



IIpunoxenne 2

OuneHo4HBIE CpeCcTBa A5 MPOBEICHUs] IPOMEKYTOUYHOM aTTecTAlNU

OneHo4YHBbIE CpeacTBa

OIIK-12 Cnioco6eH npuMeHsTh 3HaHUS B 00J1acTH 0€30MaCHOCTH BBIYMCIUTEIBHBIX CETEH, ONEPAIIMOHHBIX
CUCTEM U 0a3 TaHHBIX MTPH Pa3padOTKE ABTOMATU3UPOBAHHBIX CUCTEM.

OIIK-12.1 IIpumensieT 3HaHus B 00,1aCTH 0€30MACHOCTH BHIYMCIUTEILHBIX CeTell mpu pa3padoTke
aBTOMATU3MPOBAHHBIX CHCTEM

1. TlpuHIuns! Ki1accu(UKAINK OTIEPAIIMOHHBIX CHCTEM, MX OCHOBHBIE XapaKTEPUCTHKU U (YHKIIMOHAIBEHOE
Ha3HAuCHHE;

2. OCHOBHBIE CTPYKTYpHBIE 3JIEMEHTHI M TIOACUCTEMBI OTIEPALIMOHHON CHCTEMBI, UX XapaKTEPUCTHKH U
(GYHKIIMOHAIFHOE Ha3HAYEHHE;

3. IIpuHiune! GyHKIIMOHUPOBAHUS S/Apa, TUCKOBOM, (PailyIoBOM, CETEBOM MOJACUCTEM ONEPAITMOHHON CUCTEMBI

4. OCHOBHBIE IPHHIUITEI TOCTPOCHUS MTOJICUCTEM O€30IMaCHOCTH OTEPAIIOHHBIX CHCTEM

5. TlpoBecTr CpaBHUTENBHBIN aHATH3 PA3THYHBIX ONEPAIIMOHHBIX CHCTEM C TOUKHU 3PSHMS 3alIUIIEHHOCTH
nHpOpMALIUH;

6. OO6ocHOBaTH BEIOOP ONEPAMOHHON CHCTEMBI ITPH MOCTPOSHUHN HH(POPMAIIMOHHOM CHCTEMBI Ha ee Oase;

7. TlpoBecT aAMUHHCTPUPOBAHHS AUCKOBOH, (DaliIOBOH, CETEBOI MOICKCTEMaMH, TOICUCTEMON 0€30MacHOCTH
omnepanuoHHbIx cucreM cemeiicts Windows u UNIX/Linux

8. Paspabotath ClieHapHH aIMHUHHCTPUPOBAHHKS JJIsI onepaiinoHHbIX cucteM cemericts Windows u UNIX/Linux

9. TIlIpoBecTr BHIOOp ONEPAMOHHON CHCTEMBI JII OCTPOCHUS HH(POPMALIMOHHON CUCTEMBI Ha ee 06a3e C TOUKU
3peHus TpeOOBaHUII 10 3AIMUIIIEHHOCTH WH(POPMAITIH

OIIK-12.2 IIpumensieT 3HaHUS B 00/1acTH 0€30MACHOCTH ONlePALMOHHBIX CHCTEM NPU pa3padoTke

ABTOMATU3HPOBAHHLIX CUCTEM

Mo bdhdE

o

6.
7.
8

9.

Knaccudukarms yszsumocteit OC, METOIBI UX HEHTpaIU3auu

Kpurepun nagesxxHoctr cpeacts 3amuThl nHGopmanmu (C3U) s onepanroHHBIX CUCTEM

MeTop! pa3paboTKK MOTUTHKH OE30MaCHOCTH JJIs1 aBTOMAaTH3NPOBAHHBIX CHCTEM

Pa3paboTaTh KOMIUIEKC OPraHU3AIUOHHBIX U TEXHHYECKUX MEp JUTS PeTHU3aIlUK MOJTUTUKU 0€30MaCHOCTH IS
ONIEPALIMOHHOMN CHUCTEMBI;

Pa3paboTaTh MONUTHKY BHEAPCHUS MeEp, HAMPABICHHBIX HA TMOBBIMICHUS OE30MACHOCTH HWH(POPMAIUK TPH
skcmryatanuu OC

IIpoBecTr aIMUHUCTPUPOBAHNE OMeparMoHHbIX cucTeM cemeiicts Windows u UNIX/Linux

HaBbikamu ycTaHOBKH, HacTpoiiku, KoHpurypuposanus OC cemeiicts Windows u UNIX/Linux

Y CTaHOBHUTE HACTPOMKH cpeacTB 3ammuThl nHpopmanmu it OC  cemeitets Windows u UNIX/Linux
TexHoMorMU ayuTa COOBITHI 030MACHOCTH  OMEPAMOHHON CHCTEMBI

OIIK-12.3 [IpumensieT 3HaHMs B 00J1acTH 0e30MaCHOCTH 0a3 JaHHBIX NPU pa3padoTke
aBTOMATU3MPOBAHHBIX CHCTEM
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[pusanHNE! GyHKIIMOHUPOBAHUS CPEICTB 3AIIUTHI HHPOPMAIMH MTPH WX SKCIDTyaTallid B COCTaBe
MH(OPMAITMOHHBIX CHCTEM

CoBpeMeHHBIE TEXHOJIOTUHU TIOCTPOSHHSI CPENICTB M CHCTEM 3aIIUTHl HHPOPMAINH U UX IPUMEHEHHE B COCTaBe
CHCTEM 3aIlTUTHI ABTOMATU3UPOBAHHBIX CHCTEM U ceTeld DBM

JIMcKpellnoHHas U MaHJIaTHAsE MOJICIIH MTOJICUCTEM O€30ITaCHOCTH

ITonsTHe «mmoIUTHKA OE€30IIACHOCTHY, «KOHTEKCT 0€30I1aCHOCTHY, «OI0IKET OE30IIaCHOCTH

Hcnonb3o0BaTh CpeicTBA MOHUTOPUHTA YSI3BUMOCTEH OMEPAIIMOHHBIX CUCTEM IS poBeaeHus npoBepku OC
IIpoBecTu ananu3 ysa3BUMOCTEN

Pa3paboraTs MeTOIMKY HEUTpaTU3aui OOHAPYKEHHBIX YSI3BUMOCTEH OTEPAIIHOHHBIX CHCTEM

IpBecTH aIMHUHUCTPUPOBAHKE MOJCUCTEMBI HH(YOPMAIIMOHHON 0€30ITaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM;
NPHUHUMATh MEPHI 110 YCTPAHEHHUIO HEMCIPABHOCTEIH;
IIpoBecTr aIMHHUCTPUPOBAHHKE MoacUcTeM 3amuThl nHpopMarun OC  cemeiicts Windows i UNIX/Linux

Hepeqenb meopemuiecCKux 6onpocoe K zauenty.:

1.

o

10.

11.

12.

13.

14.

Oom1ee moHsATHE 6€30MACHOCTH ONIEPATMOHHBIX CUCTEM, HCTOPHS Pa3BUTHUS BOIIPOCA, XapaKTEPUCTUKA
MOJIXOI0B K 00ECTIEYEHUIO OE30ITaCHOCTH OTEPAIIMOHHBIX CHCTEM.

Anamu3 yrpo3 wuHpoOpManMoHHONW OezonmacHOCTH. MeToasl obecrneueHus HHOOPMALIMOHHON
6e3onacnoctu. Knaccuduxaius 3moympinuieHHUKOB. OCHOBHBIE HAMIPABIICHUS K METO/IbI PeaInu3alun
yrpo3 UHPOPMAIIMOHHOM 0€30acCHOCTH.

OnepannoHHas cucTeMa ¢ TOUYKH 3pEHUs CIIEeIUAINCTa 10 HHGOPMAIMOHHOM 0€30MacHOCTH

O6mas xonnenius nocrpoeruss OC, Bunsl OC, ucropus pazsutus, cemerictea OC. PasrpannyeHue
nocryna B OC. Unentudukanus u ayreHTuduKanus noiaszopateneid OC.

Pasrpanunuenue nocryna B OC.

CyOBexTsl, 00bEKThI, METOBI  ITpaBa JocTtyna. [IpuBmiernn cyobekToB gocryna. M3ouparensHoe u
IIOJIHOMOYHOE pa3rpaHUYEHUE JOCTYIa, U30JIMPOBaHHAs MporpaMMHas cpena. [Ipumeps! peanuzanuu
pasrpannyeHus focryna B coppemMeHHbix OC.

dopManpHas npoleaypa yCTaHOBKH MPaB IO0CTYyNa K CUCTEMHBIM CEpBHCAM U pecypcam.
Wnentuduxarnus u ayrearudukaius noias3zoBateneid OC.

[Tonstus waeHtudukanmu M ayTeHTUPUKALUU TONb3oBareneil. AyTeHTu(dUKaus Ha OCHOBE
napoJseif, MeToAbl Mmoadopa Mapojeil, cpeAcTBa M METOJbI MOBbIMIeHUs 3amuiieHHoctd OC ot
noadopa maposei.

AyTteHTu(UKAIMS HAa OCHOBE BHEIIHUX HOCHUTENEH KI04a, OHMOMETPUYECKHX XapaKTEPUCTHK
nosib3oBarens. [Ipumeps! peanu3zanuu UIeHTUPUKALIUN U ayTeHTUQUKauu B coBpeMeHHbIX OC.
HeoOxonumocts ayauta. TpeboBanus k moacucreMe ayaurta. [Ipumepsl peanuzanuu ayautra B
coBpeMeHHBIX OC.

CocraB omneparnmoHHoi cuctembl. ['pymnmbl kommoHeHTOB OC: s1po, MOIK30BaTENIbCKAs 000I0UKa,
¢aitnoBas nojacucrema, cereBasi oJICUCTEMA.

[Tpunnune! opranuzanuu MHOro3anadyHo OC. Buapl MHOT03a/1auHOCTH, TEXHOJIOTUN 00ECTICUCHHS
MHoro3aaagnoctu OC.

[TpuHIUITBI OpraHU3aUKA MEKITPOTPAMMHOTO B3aUMO/ICHCTBUSI.

Kpurepun oueHkH U1 HOJTy4eHHs 3a4eTa

«GaAYTECHO» — O6yanOIHHIZCH IIOKa3bIBACT CpCIIHI/Iﬁ YPOBCHb C(I)OpMPIpOBaHHOCTI/I KOMIIETCHIIUH.

«HE€ 3a4YTCHO» — pE3yJIbTaT O6y‘-ICHI/I}I HC JOCTUTHYT, CTYACHT HC MOKCT IIOKAa3aThb 3HAHUA HAa YPOBHC

BOCIIPOU3BCACHHUA U OOBSICHEHHS I/IH(I)OpMaI_II/II/I, HE MOXXCT MMOKAa3aTb HHTCIJICKTYAJIbHBIC HABBIKH PCIICHU A

MPOCTHIX 3ajlay, HE MOKET [M0Ka3aTh 3HaHUS HAa YPOBHE BOCIIPOU3BEICHUS U O0BSICHEHUS HH(OPMAaLIUH.




IlepeyeHb TeopeTHYECKUX BOMPOCOB K IK3aMEHY:
1. Tloncucrema 6e3omacHoctu OC. Mozaenu 6e301acHOCTH B pa3audHbx cemeiictBax OC.
2. AmnHanu3 3alMIIEeHHOCTH COBPEMEHHBIX OMEPAIIMOHHBIX CUCTeM. BCTpoeHHBIE cpeicTBa 3aIUThI
Windows, Unix.
3. Mmuorononb3oBatenbckue OC. MeTo/ bl aBTOpU3AIMU U ayTEHTU(DHUKAIIUN TTOJIH30BaTEIICH.
N3BecTHBIE YA3BUMOCTH.
4. Obecneuenne 6e3onacHoctd OC — )KypHATHPOBAHUE CUCTEMHBIX COOBITHI, CHCTEMHBIN ayHuT U
aHAJIM3 UHIUJCHTOB. YTPO3bl 0€30MaCHOCTH HHPOpPMAINK B HH()OPMAIIMOHHO-BBIYHCIUTEIBHBIX
CHCTEeMaXx.
VYrpo3ssl 6e3omacHoctu OC.
NunmaenTs nHGOPMAIIMOHHON O€301aCHOCTH.
Opranmzanus pexxuma HHHOPMAITHOHHONW 0€301aCHOCTH.
MonuTopuHT HH(HOPMAITMOHHOM 0€301TaCHOCTH.

© ® N um

[Monsrue 3amumennoi OC. [Mogxoas! k opranuzanuu 3ammThl OC ¥ UX HEAOCTATKU. DTaIlbl
[IOCTPOEHHUS 3allUThl. AAMUHHUCTpPATUBHbBIE Mephl 3aiuThl. CTangaptsl 0e3onacHoctu OC.
10. Knaccugukanus TpeOboBaHHi K ccTeMaM 3aiuThl. @opMaan30BaHHbBIE TPEOOBAHUS K 3aIIUTE
uHpopmanuu ot HCJI.
11. OGmime moaX0/IbI K TOCTPOSHUIO CUCTEM 3aIIUThI KOMITBIOTEPHOU HWH(MOPMAITUH.
12. TpeboBanus k 3ammute OC. Ucnonb3oBanue cpencts mudpoanus B coBpemeHHbIx OC. [lonstue
KPHUIITOSIJIpa.
13. CpaBHHTENBHBIN aHAIN3 KCITOIB30BaHus cpeacTs mudposanus B OC cemerictBa Microsoft Windows
u Linux.
14. AHanu3 3alMIIEHHOCTH ONIEPAMOHHBIX chcTeM cemercTBa Windows.
15. AHanu3 3alMICHHOCTH ONEPAIMOHHBIX CHCTEM cemeiicTBa UNiX.
Kpumepuu oyenku (¢ coomgeemcmeuu ¢ popmupyemvimu KOMnemeHyuAMU u RIAAHUPYEMbIMU
pe3yromamamu 00yuenus):

— Ha OLICHKY «OTJINYHO» — CTYJIEHT JOJDKEH NIOKa3aTh BBICOKUM YPOBEHb 3HAHMM, YMEHUN U HABBIKOB B
COOTBETCTBUH ¢ (POPMHUPYEMBIMU KOMIIETEHLIUAMU; T.€. BCECTOPOHHHE, CUCTEMATU3UPOBAaHHbBIE, TTTyOOKHE
3HAHUA y4eOHOU MPOrpaMMbl TUCIUIUIMHBI U YMEHHE YBEPEHHO MPUMEHSATh UX Ha MPAKTUKE NPU PELICHUH
KOHKPETHBIX 3a/1a4, CBOOOJHO U MPaBUILHO 00OCHOBBIBATh IPUHATHIE PELICHNUS;

— Ha OLIEHKY «XOpOILIO» — CTYACHT JIOJIKEH [T0KA3aTh CPETHUN YPOBEHb 3HAHNUW, YMEHUHN U HABBIKOB B
COOTBETCTBUHU C (1)OpMI/IpyeMBIMI/I KOMIICTCHIHAMM; T.C. TBEPAO 3HACT MATCPpUAJl, TPAMOTHO 1 11O CYIICCTBY
U3JIaraeT €ro, yMeeT IPUMEHATH [10Jy4YEHHBIE 3HaHUs HA IIPAKTHUKE;

— Ha OLIEHKY «YyJIOBJIETBOPUTEIILHO» — CTYJEHT JIOJIKEH [TOKa3aTh IOPOTOBBI YPOBEHb 3HAHUMN, YMEHUI
Y HaBBIKOB B COOTBETCTBUU C (POPMUPYEMBIMH KOMIETEHIIUSAMH; T.€. BaJIeeT OCHOBHBIMH pa3ziesiaMu
y4eOHOI1 porpamMmbl, HEOOXOAMMBIMHU IS aIbHENUIIEro 00yUeHHs U MOXKET IPUMEHSTH MOJydeHHbIE
3HaHU 10 00pa3ily B CTAaHJapTHON CUTYyallUH;

— Ha OLICHKY «HCYAOBJICTBOPUTCIIBHO» — CTYACHT HC MOXKCT IIOKA3aTh 3HAHUA Ha YPOBHC
BOCIIPpOU3BCACHHUA U O0OBSICHEHHS I/IH(I)OpMaI_II/II/I, HC YMCCT HUCIIOJIb30BAThH IMOJIYUYCHHBIC 3HAHUA ITPU PCIICHHUN
TUIIOBBIX MPAKTUYCCKUX 3a1a4.



