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JIner akryaauszanuu padoueil mporpaMmbl

Pabouas nmporpamma nepecMoTpeHa, 0ocyxaeHa u ogodpena st peanmsanuu B 2023 - 2024
yaeOHOM o1y Ha 3acefanuu kadeapol MudbopmaTuku u nHGOpMaMOHHOM 6€30MacHOCTH

[Ipotokom ot 20 . Ne

3aB. kadeapoii I/I.I/I.fapaHKOBa

PaGouast mporpamMma repecMoTpeHa, 00CyKaeHa U 0100peHa s peanusanuu B 2024 - 2025
yueOHOM roy Ha 3acefanuu kapeapel WMHbopmaruku u nHGOPMAIMOHHON O€30MMaCHOCTH

IIporokomor 20 . Ne

3aB. kadeapoii I/I.H.fapaHKOBa

Pabouas nporpamma nepecmotpeHa, o0cyxieHa u ogoopena s peanuszanuu B 2025 - 2026
yueOHOM roy Ha 3acefanuu kapeapel WMHopmaruky u nHGOPMAMOHHON O€30MMaCHOCTH

[Iporokom ot 20 . Ne
3aB. kadenpoii N.N. bapankosa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena st peamsanuu B 2026 - 2027
yueOHOM roay Ha 3acefanuu kapeapsl MHbopmatuku u nHGOpMaIMOHHONW 0€30MaCHOCTH

IIporokomor 20 . Ne
3aB. kadeapoii N.N. bapankosa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena st peayimsanuu B 2027 - 2028
yuyeOHOM roay Ha 3aceaHuu Kadeapel HMHpopmaTuku U MHPOPMALMOHHON 6€30M1aCHOCTH

IIporokomor 20 1. Ne

3aB. kadenpoit I/I.I/I.fapaHKOBa

Pabouas mporpamma nepecmMotpeHa, o0cyxaeHa u ogoopena st peanuszanuu B 2028 - 2029
yaeOHOM o1y Ha 3acefanuu kadeapsl MudopmaTuku u nHGopMannoHHOM 6€30macHOCTH

[Iporokom ot 20 . Ne

3aB. kadenpoii I/I.I/I.EapaHKOBa




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

OO6miel 1enplo AUCIUIUTHHBI «AHAIN3 0€30MacHOCTH WH(POPMAITMOHHBIX TEXHOJIOTHI»
SIBIIICTCSl TOBBIIICHUE HWCXOJHOTO YPOBHS BIIAJICHUS HWH(DOPMAIMOHHBIMU TEXHOJOTHUSIMH,
JOCTUTHYTOTO Ha TMpeAblAyHled CcTyneHu oO0pa3oBaHUsA, W OBJIAJCHHE OO0yYarOIIMMHUCS
HEOOXOUMBIM U JOCTATOYHBIM YPOBHEM MPOPECCHOHATHHBIX KOMIIETCHIIUN B COOTBETCTBHUH C
tpeboBanusimu  OI'OC  BO mno cneumanbHoctn  «MHpOpMannonHas  0€301acHOCTh
ABTOMATU3UPOBAHHBIX cHcTeM». CIeUaTbHBIMU LETSAMU TUCIUIUIMHBI «AHAIN3 0€30MacHOCTH
MH(OPMALIMOHHBIX TEXHOJIOTUW» SBISIOTCA: HM3YyYUTh (PYHKIMHM, METOAbl U QITOPUTMBI U
TOTOBBIC aIMApPaTHO-IPOTPAMMHBIC pEIICHHUS aHalu3a 0e30MacHOCTH HH(OPMAIMOHHBIX
TEXHOJIOTHil; HAYYUTCS IPUMEHSTH B IPOMBILIUIEHHOCTH U CETEBBIX CPEAaX CUCTEMBI yIIPaBICHHUS
COOBITHSIME MH(POPMAITMOHHON O€30MaCHOCTH aBTOMATU3HPOBAHHBIX CHUCTEM; BBIIOJHSITH AYIHUT
nH(pOpMalMOHHON 0€30MacCHOCTH UH(OPMALIMOHHBIX CUCTEM.

2 MecTo THCHHIIMHBI (MOYJIAA) B CTPYKTYpPe 00pa30BaTe/IbHOI MporpaMMal

JucturumHa AHanu3 0e30macHOCTH MH(POPMALMOHHBIX TEXHOJIOTHH BXOAHWT B YacTh
y4eOHOro 1m1aHa GopMupyeMyro yyacTHUKaMHU 00pa3oBaTeIbHbIX OTHOIIEHUI 00pa3oBaTeIbHON
IIPOrPaMMBI.

Jns  u3ydeHus  JUCLUIUIMHBI  HEOOXOOUMbI  3HaHUS  (YMEHMs,  BIJIAJICHUsA),
cOpMHUPOBAHHBIC B PE3YIIBTATE U3YUCHHS JUCIUTUTUH/ IPAKTUK:

WNudopmaruka

Opranuzanus 9BM 1 BEIUHCTUTEIBHBIX CUCTEM

BupryaneHnbie cetu

MonenupoBanue yrpo3 HHGOPMaIMOHHON 0€30ITaCHOCTH

CetH u cucTeMsl epeiauu HHGopMauu

besonacHocts ceTeit OBM

be3zonacHocTh cucTeM 0a3 JaHHBIX

OpraHu3annoHHOe ¥ IpaBoBoe oOecrieueHre NHPOPMaIMOHHON 0€30MacHOCTH

3HaHus (YMEHUS, BaJIeHUs), MOTYYeHHbIE IPU U3yYEHUHU JAaHHON JUCLUILIMHBI OyayT
HEOOXOIUMBI JUISl U3yUeHUS TUCHUIUTNH/TIPAKTHK:

ITonroroBka k cade u cjadya rocyapCTBEHHOT0 SK3aMEeHa

[Ipowu3BocTBEHHAS - IPEAUIIIIOMHAs IPAKTUKA

[lonroroBka K  mpoueaype  3allUTbl U Mpoleaypa  3allUThl  BBITYCKHOM
KB (PHUKALIMOHHON pabOThI

[Ipoun3BoicTBEHHAs - Hay4YHO-HCCIeI0BaTeNIbcKas paboTa

3 Komnerenuun odyuarouierocs, popMupyemMbie B pe3yJibTaTe 0CBOEHUS

AUCHUILUINHBI (MOYJI5) ¥ IJIAHUPYEMBbIe Pe3yIbTAThl 00y4YeHH s

B pe3ynabrare  OCBOGHMSA ~ AMCHUIUIMHBI  (Moaynsi) «AHanu3  0€30MaCHOCTH
WH()OPMAIIMOHHBIX ~ TEXHOJOTHUH»  OOy4alomuiicss  JOJDKEH  00Jajath  CIAEAYIOIUMH
KOMIETEHIMSIMU:

KO,}I HHJIUKaTopa I/IH)II/IKaTOp JOCTHIXXCHUA KOMIIETCHIITN N

[TK-2 CnocoOeH pa3pabaTeiBaTh TpeOOBAHHS 110 3aITUTE, JOPMHUPOBATH IMTOTUTHKH OE30MTaCHOCTH
KOMITbIOTEPHBIX CUCTEM U CeTel

[1K-2.1 Pa3pabatpiBaeT npoduiiv 3aUThl KOMIBIOTEPHBIX CHCTEM

[1K-2.2 DopMHUpyeT NOJUTHKU 0€30M1aCHOCTH KOMITbIOTEPHBIX CUCTEM U CeTel

[TK-4 CniocobeH mpoBOAUTH WHCTPYMEHTATbHBIM MOHUTOPHHT 3aIUIIEHHOCTH KOMIBIOTEPHBIX
CHUCTEM U CETEN

[1K-4.1 [IpuMeHsleT HWHCTpYMEHTaJbHBIE CpPEICTBA NPOBEIECHHUS MOHMTOPUHIA
3AIMIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM

[1K-4.2 [IpuMeHseT MEeTOIbI aHAIN3A 3AIMUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM U




ceTen




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIX enuHull 144 akaa. 4acoB, B TOM

YUCJIC:

— KOHTaKTHas paboTa — 55 akaJl. 4acos:

— ayauTopHas — 94 akaJ. 4acos;

— BHeayIuTopHasi — 1 akaji. 4acos;
— caMocCTosTeNNbHAs paboTa — 89 akaj. 4acos;

— B hopMe npakTuyeckoit moaroroBku — 0 akaj. yac;

dopma aTTecTaluy - 3a4ET C OUEHKON

MH()OPMAIIOHHBIX TEXHOJIOTHH

AynuropHas ) =
o | KOHTaKTHas pabota E 3 dopma TEKyIIEero
=
N B aKaj. yacax o Bun KOHTPOJIS
Pasnien/ Tema g (» aan, wacax) = 5‘ CaMOCTOSTEIILHOM y Kon
g 3 YCIIEBAEMOCTH U
JUCLUTUTAHBI 5 [ . | xommereHuM
3 o & paboThI MIPOMEKYTOYHOM
na6. | mpakr. | €8
Tlex. z'g aTTecTaluu
3aH. 3aH. |Q &
1. Cpema s mnpoBeAeHUS
aHanm3a HHQOPMALIOHHBIX
TEXHOJIOTUH
[TonroroBka
NPaKTUYECKOMY
3aHSTHIO; TOUCK
OTIOJTHUTEIbHON
11 Texundyeckue ZIL/IH (bopMaLIH 1o
TpeboBanus. Ouzndeckas u P . TIK-2.1,
3aJIJaHHOM TeMe
BUpTyasbHas CEMHMHApPCKOE [K-2.2,
15 3/11 6 (pabota c
HUCIBITaTEIbHEIE GG Morpaduucc 3aHATHE T1K-4.1,
naboparopuu.  TecToBbie P T1K-4.2
UT KM MaTepuaiaMu,
’ CIIPaBOYHHUKAMH,
KaTaJIoTaMH,
CJIOBApSIMH,
SHIUKIIOTIETUSIMH )
9
[Noaroroska k
MIPaKTHYECKOMY
3aHATHUIO, ITOUCK
JIOTIOJTHUTENBHOM
HH@OpMauu 1o
1.2 ITapamerpupoBanue Gop " [K-2.1,
3aJlaHHOH TeMe
VSA3BHMBIX  BUPTYaIIbHBIX CEeMUHApPCKOe TK-2.2,
. 15 3/1,61 | 6 (pabota c
cepBucoB. Metaspoiltable2 GubOrpadce 3aHSTHE T1K-4.1,
u Metaspoiltable 3 P T1K-4.2
KM MaTepuajaMu,
CIIPaBOYHHKAMH,
KaTaJloTaMH,
CIIOBapsIMH,
SHIMKIIOTIETUSMH )
Wroro no pazneny 3 6/2,61 | 12
2. Merononorus aHanmu3a
Oe3ormacHOCTH




IlogroroBka Kk

IIPaKTHIECKOMY
3aHSATHIO; TTOUCK
JIOTIOJTHUTEJIbHOU
2.1 CrangapTsl HHq)()pMail 1H HO MK-2.1,
3aaHHOM TeMe
MPOBENEHHUST TECTHPOBAHHS 15 301 6 (paGota ¢ CEMHHApPCKOe TK-2.2,
0e301acHOCTH uT. ! GG OrpadHce 3aHATHE TIK-4.1,
Meroauka OWASP. P TIK-4.2
KHAM MaTepuaiaMu,
CIPaBOYHHUKAMH,
KaTaJoramMu,
CIIOBApSIMH,
SHIUKIIOTICTUSIMH )
INonroroska
NPaKTUYECKOMY
3aHSTHIO; TTOUCK
JIOTIOJTHUTEIbHON
2.2 Mertomuxa PCl. NIST MHGOpMALIH 110 TK-2.1,
800-115. dpeiiMBOpKH IS 15 30U 6 3aﬂ(?;;}6lgl;laTzMe CEMHHApPCKOE TK-2.2,
MIPOBEJCHUSI TECTUPOBAHUS ! GG Morpaduucc 3aHSITHE TIK-4.1,
6e3omacaoct UT [K-4.2
KM MaTepuaiaMy,
CIPaBOYHHKAMH,
KaTaJIoTaMH,
CIIOBApSIMH,
SHITUKJIOTIEASIMH )
Hroro no pazneny 3 6/411 12
3. Tlonyuenue wuHpoOpMaANUU O
utr aBTOMaTU3UPOBAaHHOMN
CHCTEMBI
[Noaroroska k
MIPaKTHYECKOMY
3aHSATHIO; TOUCK
31 Tosyuenue JIOTIOJTHUTENILHOM
MH(OPMAIIMH U3 OTKPBITBIX HHq)OpMaB Hu o MK-2.1,
HCTOYHHKOB. 3a/laHHOM TEME CEMUHapCKOe TIK-2.2,
15 321 6 (pabora c
Hcnons3oBanue o0mux GuGIHOrpaduec 3aHATHE T1K-4.1,
pecypcoB. AHanu3 3amuceut TIK-4.2
DNS KAM MaTepuallaMH,
CIIPaBOYHHKAMH,
KaTaJloTaMH,
CIIOBapSIMH,
SHIMKIIOTIETUSMH )
ITonroroBka k
NPaKTUYECKOMY
3aHSTHIO; TOUCK
3.2 Tlony4eHue CBeACHHH O AOTIOHHTEIIRHOK
CEeTEeBOM MapLIpyTH3aLMH. 22‘225}?5;?2&0 TK-2.1,
ABTOMaTHUECKHE 15 301 6 (pabora ¢ CEMHMHApPCKOe [K-2.2,
WHCTPYMEHTHI TUTSE ' 3aHATHE TIK-4.1,
. oubnmorpaguuec
nomyuenust ~ footprint  u T1K-4.2
KAM MaTepuaiaMu,
cOopa undopmanuu. P ———
KaTaJoraMH,
CJIOBApSIMH,
SHIUKIIOTIETUSIMH )
Hroro no pazaeny 3 6/41 12




4, TectupoBanue

aBTOMaTHSHpOBaHHOfI CHUCTCMbI

4.1 Wnentudukarus
LIEJIEBOTO cepBuca.
Brrssienue aKTUBHBIX
CETEeBBIX MPUIIOKESHHH.

1,5

321

Ilonroroska
MIPAKTUYECKOMY
3aHATHIO; TOUCK
JIOTIOJTHUTEIbHON
UHPOPMALIUH T10
3aJIaHHOU TeMe

(pabota c
6ubnuorpaduyec
KHMM MaTepualamy,
CIPaBOYHHKAMU,
KaTtajoram,
CIIOBApSIMH,
SHIUKJIOTIEASIMH )

CEMHUHApPCKOC
3aHATHC

IK-2.1,
MK-2.2,
[K-4.1,
IK-4.2

4.2 CpencrBa
ABTOMATHYCCKOTO
TeCTI/IpOBaHI/Iﬂ.
Netdiscover, stricker.

Nmap,

15

10

[loaroroska k
MIPaKTHYECKOMY
3aHATHIO; TOUCK

JOIOIHUATEILHOMN
UH(pOPMAIUH T10
3aJaHHOH TeMe
(pabora c
oubnmorpaguuec
KM MaTepuallaMH,
CIPaBOYHHKAMH,
KaTaJloTaMH,
CIIOBAPSIMH,
SHIMKJIOIETUSMH )

CEeMHMHApCKOe
3aHATHE

[K-2.1,
IK-2.2,
[1K-4.1,
I1K-4.2

Wroro no pazneny

6/21

19

oe3onacuHocreit UT

5. HccnenoBanue ys3BUMOCTEH

51 Tumer ysa3BEUMOCTEMH.
Knaccugukanus
YA3BUMOCTEH.

15

[Noaroroska k
MIPAKTHYECKOMY
3aHATHIO; TOUCK

JIOTIOJTHUTEJIbHON
UH(OPMAIHH 10
3aJIJaHHOU TeMe
(pabora c
oubnnorpaguuec
KAM MaTepualiaMH,
CIPaBOYHHUKAMU,
KaTaJloTaMH,
CIIOBApSIMH,
SHIMKIIOTIETUSMH )

CEMUHApPCKOC
3aHATHUE

MK-2.1,
TK-2.2,
I1IK-4.1,
T1IK-4.2

5.2 ABTOMaTHYECKOE
TECTUPOBAaHUE

YS3BUMOCTEHN UT
aBTOMAaTU3UPOBAaHHOM
cuctembl.  lccnenosanue
YSI3BUMOCTEM.

15

ITonroroBka x
NPaKTUYECKOMY
3aHATHIO; TTOUCK
JTOTIOTHUTEIHHON
“HPOPMALIUH T10

3aJJaHHON TemMe

(pabota c
oubnmorpaguuec
KHM MaTepuajamy,
CIPaBOYHHKAMMH,
KaTajoram,
CJIOBApSIMH,
SHIMKJIOIETUSAMH )

CEMHUHApPCKOC
3aHATHE

K-2.1,
TK-2.2,
K-4.1,
T1K-4.2

Hroro no pazaery

14




6. Co3zganre  OTYETOB O
TECTUPOBaHUU ys3BUMOCTEHt
6e3omacuoctd UT
ITogroroBka k
MIPAKTUYECKOMY
3aHATHIO; IOMCK
JIOTIOJTHUTEIIBHOM
nH(OPMAIUU 110
(opwan K-2.1,
6.1 Tussl oryeToB. OTYET O 3aJlaHHOM TEMeE
CEMHHApPCKOE TIK-2.2,
TECTHPOBAHHUU 15 3 10 (pabota c
3aHSITHE T1IK-4.1,
0e301acHOCTH CETH. oubnmorpaguuec MK-4.2
KHM MaTepHaaMH, '
CIPaBOYHHUKAMH,
KaTajioraMu,
CIIOBapsIMH,
SHIUKJIOTIEASIMH )
9
IToaroroBka k
MIPaKTHIECKOMY
3QHATHIO; IIOUCK
JOIOIHUATEILHOMN
uHGOPMAIIH 110
(opwan MK-2.1,
6.2 ABTOMATH3MPOBAHHBIC 3aJaHHOU Teme
CEMUHapCKOe TIK-2.2,
CHCTEMBI reHepanuu 15 3 10 (pabota c
. 3aHATHE TIK-4.1,
orueros. Dradis. Faraday. 6ubarorpaduyec [IK-4.2
KM MaTepuallaMH, '
CIPaBOYHHKAMH,
Karajgoramu,
CJIOBapSIMH,
SHIMKJIOIETUSMH )
HWroro no pazneny 3 6 20
7. 3aueT ¢ OLCHKOM
TIK-2.1,
Ny ITogroroBka k " T1K-2.2,
7.1 3a4eT ¢ OLECHKOM 9 A . | 3auer c onenkoit
3a4eTy C OLIEHKOH T1K-4.1,
TIK-4.2
HWroro no pazaeny
Hroro 3a cemectp 18 36/12,611| 89 320
36/12,6 .
Urtoro mo auciumiinge 18 " 89 3a4er ¢ OIEHKOI




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

Js  peann3anuu  NpPelyCMOTPEHHBIX BHMJOB  yuyeOHOM paboTbl B KauecTBe
00pa30BaTEeNbHBIX TEXHOJOTMHA B MPENOJAaBAaHUHM IUCIMIUIMHBI «TEOpHs HHGOPMAIIH»
UCIIOJIBb3YIOTCS TPAAUIIMOHHAS K MOAYJIbHO-KOMIIETEHTHOCTHASI TEXHOJIOT HH.

Peanuzanus KOMIETEHTHOCTHOTO ITO/IX0/1a PEyCMAaTPUBAET HCIIOJIb30BAaHHUE B YUeOHOM
Ipolecce AaKTUBHBIX M HWHTEPAKTHUBHBIX (OpPM MPOBENEHMUS 3aHATHH B COYETAaHUH C
BHE-ay/IMTOPHON paboToil C 1enbio GopMUpOBaHUS M Pa3BUTUS MPO(ECCHOHATBHBIX HAaBBIKOB
oOydJaronuxcs.

IIpu mnpoBexeHun y4eOHBIX 3aHATUH TpemnoAaBaresib O0ECIeYMBAeT pa3BUTHE Yy
00y4aroIMXCcsl HAaBBIKOB KOMaHIHON paboOThl, MEXKIMYHOCTHOM KOMMYHHUKAIMM, HPUHATUSL
pe-IIeHuH, JINAEPCKUX KauyeCcTB MOCPEACTBOM MPOBEACHHUS MHTEPAKTUBHBIX JICKIIUH, TPYITIOBBIX
JUCKYCCHM, pOJIEBBIX WIp, TPEHUHIOB, aHajM3a CUTyaluil , ydera OCOOEHHOCTEH
npodecCHOHATBLHOM JesITeIbHOCTH BBIITYCKHUKOB U MMOTpeOHOCTEN paboToaaTerneii.

®opmbl y4eOHBIX 3aHATHUH C UCTIOIb30BAHUEM TPAAULIMOHHBIX TEXHOJIOTHI:

* 0030pHBIE JIEKIMM — JJIsI pacCMOTpeHHs oO0mux BompocoB HMudopmatnku u
MH(POPMALIMOHHBIX TEXHOJIOTUH, 7151 CUCTEMAaTH3allu1 U 3aKpEeTIeHNs 3HAHUH;

* UH(GOPMAIMOHHBIE — JJISi O3HAKOMJICHUSI C TEXHHWYECKHMMH CPEICTBAMHU pPEaTH3aluu
MH(POPMALIMOHHBIX HPOLIECCOB, CO CTaHAAPTAMU OpPraHU3ALUU CeTed, OCHOBHBIMU INpHEMaMHU
3alUThl THPOpPMALUH, ¥ APYToi ClipaBOYHON HH(pOpMaLUEil;

* JICKUMU-BU3yAM3allUd — [UIsl HArJIAJHOTO IMPEACTaBICHHUS CIIOCOOOB pEIICHUS
ANTOPUTMHUYECKUX U GYHKIIMOHATBHBIX 3a]1a4, BU3YaJIU3allMH PE3YJIbTAaTOB PEIICHHS 3a/1a4;
» CeMuHap.

* [IpakTHueckoe 3aHATHE, TOCBSIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHHUI U HAaBBIKOB IO
HPEI0KEHHOMY aJITOPUTMY.

®opMbl y4eOHBIX 3aHATHH C UCTIOIB30BAaHUEM TEXHOJIOTHIA MPOOIEMHOTO 00yIeHUS:

[IpobnemHass Jnekuuss — U3IOKEHUE MaTepuaia, [pearoararonee MOCTaHOBKY
NpOOJIEMHBIX W JMCKYCCHOHHBIX BOIIPOCOB, OCBEUICHHE pA3IUYHBIX HAyYHBIX I10JXOJI0B,
aBTOpP-CKHME KOMMEHTApUHU, CBSI3aHHBIE C Pa3IMYHBIMU MOJEISIMU MHTEPIPETALUNA U3y4aeMOro
Ma-Tepuaa

npoGieMHas - s pa3BUTUS HUCCIIEAOBATEIbCKUX HAaBBIKOB M H3Y4YEHMsI CIIOCOOOB
pe-1eHus 3a1a4.

JEeKUMU C 3apaHee 3alUIaHMpPOBAaHHBIMU OLIMOKAaMH — HalpaBJIeHHbIE Ha TOUCK
Oo0yJyaromMMHUCsT ~ CHUHTAKCHYECKUX M QJTOPUTMUYECKUX  OMIMOOK  TMpU  PELIeHUH
AITOPUTMHUYECKUX U (YHKIUOHAIBHBIX 3a7a4, C MOCIECAYIONEeH NUAarHOCTUKON CIIyliaTtened u
pa3bopoM cieTTaHHBIX OIIHUOOK.

[IpakTnueckoe 3aHaTHEe B (GopMe NPAKTHKyMa — OpraHu3anus ydeOHoM paboThl,
HalpaBJIeHHas Ha pELIeHHe KOMIUIEKCHOM Yy4eOHO-TIO3HABaTEeNbHOW 3ajgauu, TpeOyromeil oT
oOyyarolierocss NPUMEHEHUS KaK HayyHO-TEOPETUYECKMX 3HAaHUM, TaK M MPAKTHUYECKUX
HaBBIKOB.

[IpakTuueckoe 3aHATHE HA OCHOBE Kelc-MeToja — 00y4eHHE B KOHTEKCTE MOJIEINPYEMOit
CUTyallud, BOCIPOM3BOJAILIEH  pealbHblE  YCJIOBHS  HAay4yHOH, IPOM3BOACTBEHHOM,
oOure-cTBeHHON  nestenbHOCTH. OOydaromuecs AODKHBI [POAHAIM3UPOBATh  CHUTYAIHIO,
pa3o0paTh-ca B CyTH HpoOieM, MPEeIIoKUTh BO3MOXKHbBIE PELICHHUs U BbIOpATh JIydlllee U3 HUX.
Keiicel 0azupyroTcs Ha peaqbHOM (DAKTHYECKOM MaTepHasie WM K€ MPUOIMKEHBI K pealbHON
CUTyalluu

®opmbl y4eOHBIX 3aHATHI € HCIIOJIb30BAHUEM UTPOBBIX TEXHOJIOTHI:

VYuebnas urpa — ¢Gopma BOCCO3JaHUS MPEIMETHOTO U COLMAIBHOTO COAEPIKaHUS
Oynymeil npodecCHOHaIbHOM NeATENbHOCTH CHElHaNuCTa, MOJIEIUPOBAHUSA TaKUX CHUCTEM
OT-HOILIEHUH, KOTOPBIE XapaKTEPHBI I 3TON JEATEIBHOCTH KaK IEJI0T0.

JlenoBast urpa — MOJIETMPOBAHUE PARTUYHBIX CUTYallUi, CBA3aHHBIX C BBIPAOOTKON U
NPUHSATHEM COBMECTHBIX PEIICHH, 00CYKICHHEM BOIIPOCOB B PEKHME «MO3TOBOTO IITYPMay



TBOpYECKuil MPOEKT — yueOHO-TIO3HABATENIbHAS ACITEIFHOCTh 00yUJaIONINXCS OCY-IIECTBIISICTCS B
paMKax pPaMOYHOTO 3aJaHHs, MOTYHUHSSACH JIOTUKE W MHTEpecaM YYaCTHHUKOB ITPOEKTa, JKaHPY
KOHEYHOTO pe3ynbrara (razera, (GpuibM, mpa3IHUK, U3AaHHUE, IKCKYpCHs, TOArOTOBKA 3aJaHUN
KOHKYPCOB H T.I1.).

NudopmMannoHHBIE  TPOSKT — ydeOHO-TIO3HABATENIbHAS JICATEIBHOCTH C  SIPKO
BBIPQKEH-HON  IBPHUCTHUYECKOW  HANpPaBJICHHOCThIO (TIOMCK, OTOOp W  CHUCTEMaTH3allHs
uH(pOpPMAIIUU 0 KAKOM-TO 00BbEKTE, 03HAKOMJICHUE YUaCTHUKOB MPOCKTA € 3TOH nH(popManuen, ee
aHaju3 U 0000ITICHUE JJIs TPE3CHTAIMK 00JIee IUPOKOH ayTUTOPHUH ).

6 YueOHO-MeTOAUYECKOE 00eciedeHHe CAMOCTOSITeJIbHOH PadoThl 00y4yaroIMXCcst
IIpencrasneno B npuiioxeHuu 1.

7 OueHOYHBIE CPeACTBA AJisl IPOBeeHHs POMEKYTOUHOI aTTecTAlMI
[IpencraBieHsl B IPUIIOKEHUH 2.

8 YueOHo-MeTOAMYeCcKOEe H HH(POPMALIMOHHOE O0ecnedeHrue TUCIUIITIHHBI (MOTYJIs1)

a) OcHoBHas TUTEpaTYypAa:

1. Buykos, A.A. 3ammra nHpopmanuu: yaeoHoe nocoodue s By3oB / A. A. BHykoB. —
3-e usn., mepepad. u mon. — Mocksa: UsnmarensctBo FOpaiit, 2020. — 161 c. — (Bricmiee
obpazoBanue). — ISBN 978-5-534-07248-8. — Tekcrt: anexkrponnsiii // DBC KOpaiit [cait]. —
URL.: https://urait.ru/bcode/422772(nara oopamenus: 27.04.2020).

2. Jywmkwr, A. B. Meromonornyeckue OCHOBbI IOCTPOCHUS  3allIMIICHHBIX
aBTOMATU3UPOBaHHBIX cucTteM: Monorpadus / dymkun A.B. - Boponexx:Hayunas kaura, 2016. -
76 c. ISBN 978-5-4446-0902-6. - Tekct : AICKTPOHHBIH. - URL:
https://new.znanium.com/catalog/product/923295 (nara obpamenust: 27.04.2020)

0) JlomostHuTEIbHAS JIATEPATYpA:

Koganes, /I. B. Undopmarmonnas 6e3omnacHocth: Ydeobnoe nocobue / Kosanes JI.B.,
bornanoBa E.A. - PocroB-na-Jlony:FOxHsIit denepansubiii yausepcuret, 2016. - 74 c.: ISBN
978-5-9275-2364-1. - Tekcr : JJIEKTPOHHBIN. - URL:
https://new.znanium.com/catalog/product/997105 (nara ooparmenus: 27.04.2020)

B) MeToauyeckue ykasaHus:

bapankoBa U. . Omnpenenenne KpUTUUECKH 3HAYMMBIX PECYPCOB OOBEKTa 3alIUThI IPU
COCTaBJICHUH MOJIENN YTPo3 UHPOPMAIIMOHHON 6€30MacHOCTH [ DJIEKTPOHHBIN pecypc| | yueOHoe
nocodue / U. U. Bapankosa, O. B. Ilepmsikosa ; MI'TY. - Marautoropck : MI'TY, 2017. - 1

CD-ROM. - 3aru. c TUTYIL. 9KpaHa. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3323.pdf&show=dcatalogues/1/1138
331/3323.pdf&view=true (mara oOpamenus: 22.10.2019). - Makpooobekt*. - ISBN

978-5-9967-1031-7. - TekcT : anekTpoHHBIH. - CBefeHus qocTymnHb Takke Ha CD-ROM.

3. Meroanyueckne yka3zaHUS IO BBHIMOJHEHHIO MPAaKTUYECKUX pabOT TpeACTaBICHBI B
npusIoxeHue 3

*PEXXKUM [TPOCMOTPA MAKPOOBBEKTOB

1. IlepeiiTi 1o aapecy 3aeKTpoHHOTO KaTtajnora https://magtu.informsystema.ru .

2. [Tpoussectu aBropu3armto (Jlorun: Yuratens 1 [aposs: 111111)

3. AKTHBHM3HMPOBATH THIEPCCHUIKY MAaKpOOOBEKTa™.

*[Ipu OTKPBITHH MaKPOOOBEKTOB YUUTHIBANTE HACTPONKH aHTUBHPYCHOM 3aIllUTHI

r) [Ilporpammuoe odecneuenne u UHTepHeT-pecypcebl:



IIporpammHoe o0ecnieuenne

HanmenoBanue

10 Ne norosopa Cpok aeicTBus JTULIEH3UN
MS Office 2007 |\, 135 o1 17.09.2007 Gecepoumo
Professional
7Zip CBOOOJTHO 0EeCCPOYHO
Oracle Virtual |cBoOomHO SecopouHo
Box pacmnpoctpassemoe 110
Anaconda ¢BOOOIHO 0EeCCPOYHO
Atom Editor CBOOOIHO 0eccpoUHO
NotePad++ ¢BOOOIHO 0OCCCPOUHO
MS Visual CcBOOOIHO SecopouHo
Studio Code pacupocrpansiemoe 10
Adobe Reader |cBoOomHO 0eccpoUuHO
Bpayzep Mozilla|ceoboano
Fﬁ’e¥oxp pacnpoctpansgemoe 110 Oeccpotmno
Bpaysep Yandex|cobomHo 0OECCPOUHO
Git ¢BOOOHO 0EeCCPOYHO
FAR Manager |cBo601HO 0eCcCpovHO

HpO(l)eCCI/IOHaJ'leI)Ie 0a3bl JAaHHbIX HHq)OpMaIII/IOHHbIe CIIPaBOYHbIC CUCTEMBI

HazBanue kypca

CchUIKa

OnexTpoHHass  0a3a  HEPUOAMYECKUX
n3nanuii East View Information Services,

https://dlib.eastview.com/

HanmmnonanpHas
MH()OPMAMOHHO-aHATUTHICCKAS
cucteMma — Poccuiickuii HHAGKC HAyIHOTO

URL.: https://elibrary.ru/project_risc.asp

ITonckoBas cucreMa AKageMHs Google
(Google Scholar)

URL.: https://scholar.google.ru/

Nudopmanmonnas cucrema - EguHoe
OKHO JOCTyNa K HMH(OPMAIMOHHBIM

URL: http://window.edu.ru/

denepanpHOE roCyJAapCTBEHHOE
OroxeTHOE yupexaeHue «DenepanbHbIit
WHCTUTYT MIPOMBIILIEHHOU

URL: http://www1.fips.ru/

Poccuiickas l'ocynapcrBennas
ounbimnoreka. Karamoru

https://www.rsl.ru/ru/4readers/catalogues/

DJNEeKTpOHHBIE  pecypchl  OMOIMOTEKH

MI'TY um. I''I. Hocosa

https://magtu.informsystema.ru/Marc.html?locale=ru

denepanbHbIil 00pa30BaTEIBHBIN TOPTAI

http://ecsocman.hse.ru/

— OKOHOMHKA. Co1nosorusl.
VYHuBepcurerckas nH(bOpMalMOHHAS : .
https://uisrussia.msu.ru
cucrema POCCH P
MexayHapoaHas aTUBHAaA u
CHAYHAPOLL pegep http://scopus.com
IOJIHOTEKCTOBAS CIIpaBOYHAs 0aza

Mexnaynapoanas 0a3a TMOJHOTEKCTOBBIX
KypHasoB Springer Journals

http://link.springer.com/

MC)K,Z[YHapO,Z[HaH KOJUICKI WA HAaYYHBIX
IIPOTOKOJIOB IIO Pas3JMYHbIM OTpPaACIsSIM

http://www.springerprotocols.com/

MexnyHapoanas 0a3za Hay4HbIX
MaTepHaIOB B 00J1acTH (hM3HUSCKUX HAYK

http://materials.springer.com/




MexnynapoaHas Oaza
CIIPpaBOYHBIX I/IBI[aHI/Iﬁ I1I0 BCEM

http://www.springer.com/references

Mexaynaponnast pedepaTuBHas
0aza JaHHBIX 10 YHCTOH W

http://zbmath.org/

MexnayHnapoanas pedepaTuBHas
U TIOJIHOTEKCTOBAsl CIpPaBOYHAs
0a3a JaHHBIX HAYYHBIX M3JaHUI

https://www.nature.com/siteindex

ApXVB HAy4yHBIX JKYpPHaJOB
«HammmonansHbIi
DJIEKTPOHHO-UH(OPMAIIHOHHBIN

https://archive.neicon.ru/xmlui/

Wudopmannonnas cucrema -
HopmaTuBHBIE TIpaBOBBIE aKTBHI,
OpraHU3aOHHO-PACIOPSTUTEN
bHBIC JOKYMEHTBI,
HOPMATHUBHBIC WM MCETOAMYCCKUEC

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-i
nformatsii

Nudopmanmonnas cucrema
bank JIAHHBIX YIpo3

“|https://bdu.fstec.ru/

9 MaTtepHaJIbHO-TEXHHYECKOE o0ecTeueHne TUCIUTIHHBI (MOLYJIs1)

MaTepI/Ia.HI)HO-TeXHI/I‘-IGCKOe o0OecIieucHue JUCHHUIIIIMHBI BKJIIFOYACT:
MaTepI/IaHBHO'TCXHI/ILIeCKOC obOecrieueHue JUCHUITIIIMHBI BKIIFOYACT:

JleknmoHHas AyAUTOPUH:

MynbpTuMeauiHbIE CPEICTBA XPAaHEHUS], IEpEaun U IPECTaBIECHUs UHPOPMAaLIUH.

KomnbroTepHsbiii Kiacc:

IlepconanbHble KOMITBIOTEPHI C ycTaHOBIEHHBIM [10.
AynuTopuu 715l CaMOCTOSITENIbHOM paboThI
IlepconanbHbIe KOMIBIOTEPHI ¢ YeTaHoBIEHHBIM 110.




[Tpunosxxenue 1

[To mucrunmuHe  «AHanu3  0e30MacHOCTH  MH(POPMAIMOHHBIX  TEXHOJOTHI)
MPEeyCMOTPEHA ayIMTOPHASL U BHEAYJUTOPHAS CAaMOCTOATEIbHAs padoTa 00yJarOIUXCs.

AynutopHas caMOCTOsITeNlbHAasE paboTa OOydalomUXCsl MpPEearojiaraeT pelieHue
KOHTPOJIBHBIX 33/1a4 HA MPAKTUYCCKUX 3aHATHUSX.

AynuropHasi camocTosiTelbHas paboTa OOYyYarOIIMXCS Ha MPAKTUYECKUX 3aHATHUAX
OCYIIECTBIISICTCS TIOJ KOHTPOJIEM TIPEroaaBarelisi B BHJC PEIICHUS 3a7ad W BBITIOJHEHUS
yIpaXHEHHH, KOTOpPbIE OMpeeIaeT MIpernoaaBaTes Al 00yJaroIuxcs.

BueayiutopHass caMocTosiTeNbHAss padoTa OOydYaIONmIMXCS OCYHISCTBISCTCS B BHIE
M3YYEHHUS JIUTEPATYPhI 10 COOTBETCTBYIOLIEMY pa3/ielly ¢ IpopadoTKoi MaTepraia; BHIIOJTHEHUS
JOMAITHUX 3aJaHHi, TOATOTOBKM K ayJUTOPHBIM KOHTPOJIBHBIM paboTaM W BBIIOJHEHUS
JOMAIITHUX 3a/IaHui C KOHCYJIbTAlUsIMU MIpernoaBaTers.

[TpumepHBIi HHAUBUAYATbHBIC TOMAIITHAE 33 JaHUS

Moayinsb 1.

1. Kakme muraropmpl BHUPTyalu3allUd MBI MOXEM HCIIOJB30BATh IS CO3JIaHUs
BUPTYaIbHBIX MAIIuH?

2. [1ns gero npeanasHaveH Qaiin ¢ .pacmupenrem vmadk?

3. Kakwe JIoruH 1 mapoJib KCIOJb3YIOTCS 0 yMoJIUaHuo 11 Bxoaa B Metasploitable.2?

4. Kakoe JOTMOoJHUTEIbHOE MPOrpaMMHOE 0OecTieueHre noTpedyercs st COOpKH cepBepa
Metasploitable 3 ¢ nynsa?

5. Kakas komanna ucnons3yercst B Kali Linux ais ycTaHOBKM HOBOTO MII OOHOBIICHHS
CYIIECTBYIOIIETO Makera?

6. Kakas komana npuMeHsieTcst 1uis 3amycka cepsuca MySQL?

7. Kakas xomaH/1a UCIIONIb3YyeTcs IS 3amycka cepBuca SSH?

Monyns 2.

1.Yto o3nauaet ab6peBuarypa OSINT?

2. Kakne MHCTpYMEHTBI MOXHO HCITOJIB30BATh JUIS 3aIpoca HH(PpOPMAIHH O PETHUCTPAIIuN
nomena?

3. Yro mpepcraBiuseT coOoi 3amuch A?

4. Kakoif ”HCTPYMEHT UCIOJNB3YeT MOoucKoBas cucreMa Google mis coopa MeTagaHHBIX
JIOKYMEHTOB B 1I€JIEBOM JIOMEHE?

5. Kakue nBa aBTOMaTU3MPOBAHHBIX WHCTPYMEHTa cOopa nHpopmanuu Hanbosiee 4acto
UCTIONB3YIOTCS ?

6. Kakoli MHCTpyMEHT MOKHO MPUMEHATH IS MOMCKa MH(pOpMaIMu 00 YCTpOICTBaXx,
MOJIKJTIOUEHHBIX K HTepHETY?

Mopyns 6

1. KakoBBI Tpyl OCHOBHBIX THITA OTYECTOB, MPEICTABIISIEMBIX KIIMEHTaM, O TECTUPOBAHUH Ha
MIPOHUKHOBEHUE?

2. Kakue 3Ha4eHHS OTpa)kaeT MaTPHIIA PUCKOB B UCIIOJTHHTEILHOM JIOKIaIe?

3. B yem Ha3HaueHUe KapThl yI3BUMOCTEH?



[Ipunoxenue 2

[1K-2: CnocoGeH pa3pabaTsiBaTh TpeOOBAHUS 1O 3AIIUTE, POPMHUPOBATH MOJTUTHKH O€30MACHOCTH
KOMIIbIOTEPHBIX CHCTEM M CeTel

[1K-2.1: Pa3pabaTpiBaeT npouin 3aiiThl KOMIBIOTEPHBIX CUCTEM

YkaxuTe MUHUMAJIbHBIC allllapaTHble TPeOOBaHUS K UCIBITATENbHOM JabopaTopun

Kakue miaTgopmbl BUPTYaIU3alui Mbl MOXKEM HCIIOJIb30BaTh JUISl CO3aHUS BUPTYaJIbHbIX
MamiuH?

Kakoe 101oJIHUTeNsHOE IPOrpaMMHOE obecriedeHrne noTpedyeTcs it COOpKH cepBepa
Metasploitable 3 ¢ nynsa?

Kakoii Tun ananmnsa 6e30MacHOCTH MPUMEHSETCS Nepe]] BBOJOM B akcruryaTaruio UT pecypcor?
YkaxuTe MOpsAA0K ISUCTBUI MpU MPOBEACHUHN TecTUpoBanus o cranaapty NIST 800-115
[Tpu momomu cpencTB BUpTyanbHO# Mammubl Kali Linux uccinenoBars 3a1aHHYIO YSI3BUMOCTD,
c(opMHpPOBATH OTYET.

[Tpu nomomn MSFConsole BBIITOTHUTS aBTOMAaTU3UPOBAHHOE HCCIIEIOBAHUE TECTOBOTO
MH(POPMALIMOHHO-TEXHOJIOTHYECKOr0 pecypca aBTOMaTU3MPOBAHHON CUCTEMBI

[1K-2.2: ®opmupyeT NoIuTUKH 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM U CeTel

Co3natp BupTyanbpHyto MamuHy Kali Linux

'YcranoButh Metasploitable 3.

'YcranoBuTh apache

BEINOTHUTE CKAaHUPOBAHUE 33JaHHOTO caita pu nomoiu Deepmagic Information Gathering
Tool.

[TomyunTs UHGOPMAIIUIO O LIETIEBOM JOMEHE MpH oMoty host u dig

BrITIOTHUTE CKAHUPOBaHUE 33JAHHOTO caiiTa pu nmomomuMaltego.

[1K-4: CniocoOeH mpoBOIUTh HHCTPYMEHTAJILHBIH MOHUTOPHUHT 3alIUIIEHHOCTH KOMIIBLIOTEPHBIX
CICTEM U CETEU

11K-4.1: HpI/IMCHHCT HHCTPYMCHTAJIBHLIC CPEACTBA MPOBCACHUA MOHUTOPUHI'A 3allITUIIICHHOCTHU
KOMITBIOTCPHBIX CUCTEM

lcrionb3yss Nmap BBINOJIHUTH CKAHUPOBAHUE CETH C 1IEIIBI0 OINpeIesIEHUs] KOH(UTYpaIliH CETH.
Mcronb3yst Nmap BBIITOJTHUTh CKAHUPOBAHUE ITOPTOB BUPTYAIIbHOW MAIIIN.

Mcnonbe3ys Nmap onpenenuts yctaHoBieHHoe ceTteBoe [10 Ha BupTyasbHOM MallnHe
'YKa)KuTe OCHOBHBIE THIIBI OTYETOB.

[TepeuncnuTe OCHOBHBIE MyHKTHI OOIIETO OTYETA.

[Tpu nomoruu Dradis BEINOTHUTH TecTUpOBaHUE Oe30macHocTH 1o Metogoiaorun OWASP u
CI€HEpUPOBATh aBTOMATUYECKUI OTYET.

[lepeyncnuTh HMHCTPYMEHTHI AJIs1 BBITIOJHEHHS] CKAHUPOBAHUS YA3BUMOCTEHN JOCTYITHBIE B
BupTyanbHoi MamuHe Kali Linux

[Tpu nomoru 11O Nessus 7 BEIIOTHUTH CKAHUPOBAHUE YA3BUMOCTEH 11€J1€BOI
ABTOMATU3UPOBAHHON CUCTEME.

[1K-4.2: IIpumensieT MeTo1bl aHAJIM3a 3aIUIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM U CETEN

[Tepeuncnure ucrounuku ais nonydeHust OSINT nnpopmanmu.

[Ipu moMoIIM KaKOW YTHUIUTHI BO3MOKHO TOJIYYUTh HH(pOpMaIuio o fomeHe DNS.
Yxaxure cneunanuzupoanHoe I10 neodxoaumoe i nonydenuss OSINT unpopmanuu B
ABTOMATHU3HPOBAHHOM PEKHME.

'YKa)KuTe OCHOBHBIE KATETOPUH YSI3BUMOCTEMN

[IpuBeuTE NpUMED JIOKATBHON YA3BUMOCTH.

[IpuBennTe NpUMe HKCILTyaTallMOHHOM YSI3BUMOCTH.

[lepeuncnnre OCHOBHBIE CTAHAAPTHI CUCTEMATHU3AIMH YI3BUMOCTE.

0) llopsmok mpoBeneHUsT MPOMEKYTOYHOW aTTeCTalluu, IOKa3aTel W KPUTEPUHU
OIICHUBAHMS:

[IpomexxyTouHnast arrectanusi MO JUCHUUILIMHE BKIIOYAET TEOPETUUECKHE BOMPOCHI,
MO3BOJIAIONINE OLIEHUTh YPOBEHb YCBOEHHUS OOY4YalOIIMMUCS 3HAHUHM, U MPAKTHUYECKUE 3aJaHus,



BBISBIJISIFONINE CTENIEHb CHOPMHUPOBAHHOCTH YMEHUI W BIIAJICHUH, MPOBOIUTCS B (popme 3auera u
9K3aMeHa.

Kputepun oieHKY 1715 TOTYYCSHHsI 3a4eTa C OLEHKOM:

— Ha OEHKY «OTIIMYHO» (5 0ayoB) — 00Oydaronmiicss JeMOHCTPUPYET BHICOKUN YPOBEHB
c(OPMHPOBAHHOCTH KOMIIETECHIMI, BCECTOPOHHEE, CHUCTEMAaTH4YEeCKOe U TIIIyOOKOe 3HaHue
y4eOHOTO MaTepualia, CBOOOJHO BBIMONHSET IMPAKTHUYECKUE 3aJaHMsi, CBOOOIHO ONEpUpPYET
3HAHUSIMH, YMCHHUSIMH, IPUMEHSET UX B CUTYAIIUSIX TOBBIIIICHHON CIIO)KHOCTH.

— Ha ONEHKY «Xopomoy» (4 6auia) — o0yJaromuiicss IeMOHCTPUPYET CPEIHUN YPOBEHB
c(OPMUPOBAHHOCTH KOMITCTEHIMI: OCHOBHBIC 3HAHUS, YMEHHUS OCBOCHBI, HO JOIMYCKAIOTCS
HE3HAYUTENIbHBIC ONIMOKU, HETOYHOCTH, 3aTPYTHCHHUS TIPU aHATUTUYECKUX OTIEPAIIUsX, IepeHOCe
3HAHWI U YMEHU Ha HOBBIC, HECTAH/IAPTHBIC CHUTYAIUH.

— Ha OIEHKY «YyIOBJETBOPHUTEIBbHO» (3 Oamia) — oOydJaromuics JIeMOHCTPUPYET
MOPOTOBBI YPOBEHb C(HOPMHUPOBAHHOCTH KOMIICTEHIHI: B XO0JI¢ KOHTPOJBHBIX MEPOMPHUATHI
JIOMTYCKAIOTCS OIIMOKH, TPOSIBIISICTCSI OTCYTCTBHE OTACIBHBIX 3HAHWM, yYMEHWH, HAaBBIKOB,
O0OyJarOIIMICS HWCIBITHIBACT 3HAYUTEIBHBIC 3aTPYJAHCHUS TP ONCPUPOBAHWM 3HAHHUSAMH U
YMEHUSIMU TIPH UX IIEPEHOCE Ha HOBBIC CUTYAIlUU

«HE 3aYTEHOY» — PE3yNIbTaT OOYYCHHS HE TIOCTUTHYT, 00YJArOIINUNACS HE MOXKET MOKa3aTh
3HaHUS Ha YPOBHE BOCHPOM3BEACHUS M OOBSICHEHUs HH(POpPMAIMK, HE MOXKET I0Ka3aTh
WHTEIICKTYaTbHbIC HABBIKM PEIICHUS MPOCTHIX 3a/1a4, HE MOXKET MOKa3aTh 3HAHUS HA YPOBHE
BOCIIPOU3BEICHHSI U O0BSICHEHHSI HH(OPMAIIHH.



[Tpunoxxenune 3

MeTtoauyeckue yka3aHusl 110 BBIMOJIHEHUIO MPAKTUYECKUX padoT

PekoMenganuu HampaBieHbl Ha OKa3aHUE METOJUYECKON ITOMOLIM CTYyAEHTaM IpU
BBIMIOJTHEHUH MPAKTUYECKUX 3aHSITUH.

[IpakTHueckoe 3aHATHE — ITO 3aHATUE, IPOBOAMMOE 101 PYKOBOJICTBOM IIPENOJIaBaTEINS B
yueOHOI ayTuTOpuH (KOMITBIOTEPHOM KJIaCC€ YHUBEPCUTETA WM YUeOHOU Crielau3upOBaHHON
nabopaTopuy YHUBEPCUTETA), HANIPABICHHOE HA yriIyOJICHHE HAyYHO-TEOPETUYECKUX 3HAHHUH U
MOJIy4YeHHUE MPAKTUYECKUX HABBIKOB PEIICHUS TUIOBBIX U MPUKIAIHBIX 3a7a4.

Llenblo MpaKTHYECKUX 3aHATHH SBIETCS (OPMHPOBAHME M OTPAOOTKA MPAKTUYECKHX
YMEHHH U HaBBIKOB, HEOOXOIMMBIX B MOCIEAYIOLIEH 1eATeTbHOCTH 00yYatOIINXCA.

OCHOBHBIMU 337jauaMy IPAKTUUECKUX 3aHATHUH SIBISAIOTCS:

yriay0saeHne ypoBHSI OCBOEHUSI OOLIEKYIbTYPHBIX U MPOPECCHOHATBHBIX KOMIIETEHIIUI;

o0o0IIeHue, cucTemMaru3anus, yriyOJaeHnue, 3aKperieHHe MOIYYeHHBIX MPaKTHYEeCKUX
3HAHUU IO KOHKPETHBIM TEMaM JTMCHUIUIMH Pa3IMYHbIX [IUKJIOB;

npuoOpeTeHne CTYACHTaMH YMEHUH W HAaBBIKOB HCIIOJIb30BAaHUS COBPEMEHHBIX
TEOPETUYECKHUX 3HAHUN B PELICHUH KOHKPETHBIX MPAKTHUYECKUX 3a7a4;

pa3BuTHE NPOPECCHOHATHHOTO MBIIIICHUS, MPO(YECCHOHAIBHOW W TO3HABATEIHHON
MOTHBAIIHH.

[lepeyeHp TeM MpakTHYECKUX 3aHATUH ompexpensercs pabouell  mporpammoit
TUCHUIUIMHGL. [ImaH mpakTHYecKuX 3aHsITUH OTBedaeT oOlIell HampaBlIEHHOCTH JEKIMOHHOTO
Kypca U COOTHECEH C HUM B I10CJIEI0OBATEIbHOCTH TEM.

CtpykTypa  NOpakTHUYECKOTO  3aHSATHS  BKIIOYAeT  CJENYIOIIME  KOMIIOHEHTHI:
BCTYNIUTEIbHAS 4YacTh; OTBETbl HA BONPOCHl OOYYAIOIIMXCS; MPAKTHUYECKAs  YacThb;
3aKJIIOUMTENBHOE CIOBO MpernoaaBaress. Bo BCTYNUTENbHON YacT OOBSABISETCS TeMa TEKYILEro
IIPAKTUYECKOTO 3aHsTHUS, CTAaBUTCA €ro LEAM M 3aJaud, IPOBEPSAETCS HUCXOAHBIH YpOBEHBb
TOTOBHOCTHU CTYAICHTOB K MPAKTUYECKOMY 3aHATHIO (BBIIIOJHEHHE TECTOB, KOHTPOJIbHBIE BOIPOCHI
U T.I1.)

Ha mnpakTtuyeckoM 3aHATHM IperojaBaTellb MOXET MCIIONb30BaTh pa3HOOOpa3HbIe
obOpasoBarenbHble TexHoJoruu (metonbl [T, paGota B komanze, case-study, mpoOiiemMHOE
oOyuyeHue, ydeOHble AMCKYCCHM U T.II.) 1O CBOEMY BBIOOpPY Ul JOCTH)KEHHUS KAaueCTBEHHOTO
YpOBHSI O0yUeHUS.

[IpaBuia mo TexHuke 6€30MaCHOCTH AJIsl 00yJaroIUXCs

IIPU NIPOBEJICHUU MPAKTUYECKUX padboT

OOuue npaBuia:

1. Ilpaktueckue paOOTBl NpoBOAATCA ToJ HaOmogeHHeM mpenogaBaTens. K
BBITTOJIHEHUIO MPAKTHUECKUX padOT CTYAEHTHI JOMYCKAIOTCA TOJBKO IMOCIE IMPOCITYIINBAHUS
MHCTPYKTaXa MO0 TEXHHUKE O€30MacHOCTH, MpaBHJiaM MOBEAEHUS, MPOTUBONOKAPHBIM MEpaMm B
KOMITBIOTEPHOM KJIACCE U CHELUATU3UPOBAHHBIX JJAOOPATOPHSIX.

2. OOywaeMblii JOMKEH CTPOTO BBIMOJHATH TMpaBWIa TEXHUKH O€30MacHOCTH H
CaHUTApPHO-TUTUEHHYECKHE HOPMBI TIpu  paboTe B  KOMIBIOTEPHBIX  KJjaccax u
CHEIMAIM3UPOBAHHBIX TAOOPATOPUSIX YHUBEPCUTETA.

[Tops10K BBINOIHEHHS TPAKTUYECKUX pabOT

[Ipy moAroToBKE K BBHIMOJIHEHHIO NMPAKTUYECKUX PAOOT CTYAECHT JOJKEH IMOBTOPUTH
TEOpPEeTUYECKU MaTepHrall, HeOOXOAMMBIH /Ui BBITOJHEHHS 3aJaHUI IO TeKYIIeH TeMe.

[IpakTuueckast paboTa BBIIOJHSAETCS KaXKJbIM CTYJEHTOM CaMOCTOSITENIbHO, COTJIACHO
WHAWBHUAYAJIbHOMY 3a/1aHUIO.

CTyneHThl, MPOMYCTUBIINE 3aHATHUS, BBIIOIHSIOT MIPAKTHUYECKHE pabOThl BO BHEYPOUHOE
BpEMsL.

[Tocne BBITIONIHEHUS KaXI0M MPAKTHUECKON pabOThl CTY/ACHT IEMOHCTPUPYET Pe3yabTaT
BBITIOJIHEHUS TIPENOAaBaTeNo, OTBeyaeT Ha Bompockl. IlpemonaBaTtens oleHuBaeT padoTy B
COOTBETCTBUHU C 33/IaHHBIMHU KPUTEPHUSAMH OLIEHKU MPAKTHUECKUX padoT.

[TpaBuna opopmieHHs pe3yabTaTOB U OLIEHUBAHHS TPAKTUYECKON pabOTHI



Pe3ynbTaThl BBIMOMHEHHOM MPAaKTUYECKOH pPabOThl OGOPMIIIOTCS B COOTBETCTBUU C
TpeOOBAHUSIMU K BBITOTHEHUIO KOHKPETHON PabOTHI.

[IpakTuyeckas paboTa cyMTaeTCsl BBIOJHEHHOM, €CIM CTYJIeHT Habpay Oayi, KOTOPBIH
COCTaBJISIeT MOJOBUHY MaKCUMAJIBHOT'O KOJIMYECTBA 0aslioB.

Jlnist oueHUBaHUS PaOOTHI IPUJIATAeTCs CIEAYIOIINE KPUTEPHH.

OneHka «oTJIMYHOY» — paboTa BBIIIOJIHEHA B TIOJHOM 00beMe U 0e3 3aMeyaHuil.

Onenka «xopoiio» — padoTa BBIIOJHEHA MPAaBUIBHO C YYE€TOM 2-3 HECYIECTBEHHBIX
OIIMOOK, UCIIPABIIEHHBIX CAMOCTOSITENILHO 110 TPEOOBAHUIO MPENOIaBATEIS.

OneHka «yJOBJIETBOPUTENBHO» — padoOTa BBHINOJHEHA IPAaBUJIBHO HE MEHEE 4YEM Ha
MOJIOBUHY WJIM JIOMYIIIEHA CYIIECTBEHHAs OLINOKA.

OrneHKa «HEYIOBIECTBOPUTEIHHOY» — IOMYIICHBI ABE (M 001ee) CYIeCTBEHHBIC OIMOKH B
X0/J1e paboThl, KOTOPBIE CTYACHT HE MOXKET UCIPABUTH Jake M0 TpeOOBAHUIO MPENOJaBATENS, WIN
paboTa He BHINIOJIHEHA.



