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Pabouas nporpamma cocraiena na ocrose ®LOC BO - Gaxanaspuar no nanpasnenro
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JIner akryaauszanuu padoueil mporpaMmbl

PaGouast mporpamMma repecMoTpeHa, 00CyKaeHa u 0100peHa s peanusamuu B 2024 - 2025
yueOHOM rojly Ha 3aceaHuu Kapeapsl BBIYHCIUTENBHON TEXHUKH U TIPOTPAMMHUPOBAHUS

IIporokomor 20 1. Ne

3aB. kadeapoii 0.C. HOFYHOBa

Pabouast mporpamMmma repecMoTpeHa, 00CcykaeHa u 0100peHa s peanuzamnuu B 2025 - 2026
yueOHOM roly Ha 3aceaHuu Kapeapsl BBIYHCIUTENBHON TEXHUKH U TIPOTPAMMHUPOBAHUS

IIporokomor 20 1. Ne

3aB. kadempoii 0.C. HOFYHOBa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena st peamsanuu B 2026 - 2027
y4eOHOM rojly Ha 3aceqaHuu Kadeapbl BBIUUCINTENIBHOM TEXHUKU U TPOrPAMMUPOBAHUS

IIporokomor 20 1. Ne

3aB. kadeapoii 0O.C. EOI‘YHOBa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena st peamszanuu B 2027 - 2028
y4eOHOM roy Ha 3aceqaHud Kadeapsl BBIYUCINTEIHHON TEXHUKH U TIPOrPAMMHPOBAHHUS

IIporokomor 20 1. Ne

3aB. kadeapoii O.C. EOI‘YHOBa




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Henstmu ocBOeHUS AMCUUILIIMHBL (MOIYJs1) «AIMUHUCTPUPOBAHUE CEPBEPOBY SBISETCS
03HAKOMJICHHE CTYJCHTOB C PACIIUPEHHBIMU MTOHATUSAMH U TEXHOJIOTHSIMH PaOOTHI COBPEMEHHBIX
BBIUMCIUTENBHBIX MAIIMH, KOMIUJIEKCOB, CETEl XpaHEHHs M MepeAadd AaHHbIX, (hopMHpOBaHUE
NpEJCTaBICHUN O 3aJjauyaXx M METOJaxX aIMHHUCTPUPOBAHHMS OOOpPYIOBAHMUS, HCIIOJIB30BAHUS
3HAHUU JJIs pellieHus MPUKJIaIHbIX 3a/1a4.

JU1g TOCTH>KEHUS LIETIU B XOZ€ IPEN0AaBaHUsl AMCLUIIIIMHBI PEIAIOTCS 3aJaUH:

— noHuManue apxutektypsl [1K u cepsepos;

— HACTPOMKA CETEM Nepeaadn JaHHbIX;

— aIMUHUCTPUPOBAHUE CEPBEPOB.

2 MecTo TMCHHMIIMHBI (MO/1YJIsI) B CTPYKTYpe 00pa3oBaTe/bHOil POrpaMMbl

JucuumnuHa AJMUHHCTPUPOBAHUE CEPBEPOB BXOJIUT B 4YacTh Y4YeOHOro IjIaHa
dbopMHUpyeMyIO yYaCTHUKaMHU 00pa30BaTEIbHBIX OTHOIICHHH 00pa30BaTeIbHON MPOrPaMMBI.

Jisa  u3ydeHus  AMCUUIUIMHBL  HEOOXOAMMBI  3HAHUS  (YMEHHMs,  BJIAJCHUSA),
c(OpMHUPOBAHHEIC B PE3yJIbTATE U3YUCHUS TUCITUTUINH/ TIPAKTHK:

[TocTpoeHue TeNeKOMMYHUKAIIMOHHBIX CUCTEM

Opranmzanus 9BM

OBM u nepudepuiinbie ycTporcTBa

AJIMUHUCTPUPOBAHUE CETEM MEPEIadn JaHHBIX

3HaHus (YMEHHUs, BIAJEHUS), MOTYYCHHbIE IPU U3yYECHUHN AAHHON AUCLUUILIIMHBI OyayT
HEOOXOIUMBI JIJISl U3YYCHHSI UCIIUILTNH/TIPAKTHK:

Anroputr™Mbl 00pabOTKH OOJIBIITNX JTaHHBIX

OcHOBBI 00JITaYHBIX U TYMAHHBIX TEXHOJIOTUN

[ToaroroBka k caaue v cjauya rocy1apCTBEHHOT0 SK3aMeHa

3 Komnerenuun odyuarouierocs, popMupyemMbie B pe3yJibTaTe 0CBOEHUS

AUCHUILINHBI (MOYJI5) ¥ IJIAHUPYEMBbIe Pe3y1bTAThI 00y4YeHH s

B pesynbTare OCBOEHHS AMCHUIUIUHBI (MOAYNSA) «AIMHUHHCTPUPOBAHUE CEPBEPOB»
oOyyJaronuiics 10mHKeH 00J1a1aTh CICYIOIIMMU KOMIIETEHITUSIMU:

KO)I HHJUKaTOopa I/IHILI/IKaTOp JOCTHIXXCHUA KOMIICTCHIITNN

[1K-8 OOnagaer crmocOOHOCTBIO K HAcTpOWKE M KOHTPOJIO pabOThl CETEBBIX 3JIEMEHTOB
MH()OKOMMYHUKAIIUOHHOW CHCTEMBI, YIPaBICHUIO OE€30MacHOCThIO CETEBbIX YCTPOMCTB H
IPOTPaMMHOT0 00ECHeYeHUs, UAarHOCTUKE OTKa30B M OIIMOOK CETEBBIX YCTPOMCTB H
IPOrpaMMHOr0 00€CleYeHHs, KOHTPOJII0 MPOU3BOAMTEIBLHOCTH CETEBOM HHMPACTPYKTYypHI
UHPOKOMMYHUKAIIMOHHONH CHCTEMbI, MPOBEJECHUIO pErJaMEHTHBIX paboT Ha CeTEeBBIX
yCTpOMCTBAX M MPOrpaMMHOM OOECHeuYeHWH HH(POKOMMYHHUKAIIMOHHON CHUCTEMBI U1
obecnieuenns paboter Web-npunoxkeHuit

[1K-8.1 OmnpenensieT Ka4eCTBO HACTPOHUKU M KOHTPOJISL pabOThI CETEBBIX AJIEMEHTOB
MH(POKOMMYHHUKAIIMOHHON CUCTEMBI

I1K-8.2 OrneHNBaeT Ka4ecTBO YMpaBJIeHHsI 0E30MaCHOCTBHIO CETEBBIX YCTPONCTB U
HpOFpaMMHOFO 0660HG‘—I€HI/I$I, JOUArHOCTUKHN OTKAa30B U OH_II/I6OK CCTCBBIX
YCTPOMCTB

[1K-8.3 Omnpenensier HEOOXOJUMOCTb TPOBEACHHUS pErjiaMEeHTHBIX paboT Ha
CEeTEBBIX yCTpOHCTBaxX " MPOrPaMMHOM o0ecrieyeHnH
nHGOoKOMMYHHKAIIMOHHOM cucteMbl ¢ Web-bynthatqgcjv

[1K-9 OO6namaer cnocOOHOCTHIO K BBIMOJIHEHUIO MOHHMTOPUHIA COOBITUH, BO3HUKAIOUIMX B
nporiecce paboThl MH(POKOMMYHHKAIIMOHHONW CHUCTEMBI, W TPOTOKOJMPOBAHUS COOBITHH,
BO3HHUKAIOIIUX B Tpolecce paboThl MHPOKOMMYHHKAIIMOHHOM CHCTEMBI Ui OOeCHeueHHs
pabotsl Web-mmpritoxxkenuii




I1K-9.1 OrneHuBaeT pe3yabTaThl MOHUTOPUHTA COOBITHI, BOZHUKAIOIIUX B MPOIIECCE
pabOThl UHPOKOMMYHUKALMOHHON CHCTEMBbI
[1K-9.2 OneHuBaeT Kav4ecTBO MPOTOKOIUPOBAHUS COOBITHN, BO3HUKAMOIIUX B

mporecce paboThl HHYOKOMMYHHUKAIIMOHHOM CHCTEMBI JJISI 00ECICUCHHS
pabotel Web-nipunoskenuii




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIX enuHull 144 akaa. 4acoB, B TOM

YUCJIC:

— KOHTaKTHas pabora — 76,1 akaj. 4acos:
— ayIUTOpHAs — /2 aKaJl. 9acoB;
— BHeaynuTopHas — 4,1 aka. yacos;

— caMoCTOsTeNbHAs paboTa — 32,2 akaJl. 4acoB;
— B (hopme mpakTHyecKoii moarotoBku — 0 akaj. yac;

— IMOATOTOBKA K 3K3aMeHy — 35,7 akaj. gac

dDopMa aTTecTaiuu - 3K3aMCH

Windows cepsep

AynutopHast ) =
o | womraxTHas pabora E 3 dopma TEKyIIEro
= B
& o u, KOHTPOJIS
Paznen/ tema 3 (B axaz. Hacax) S A . p Kon
S 3 © | camocrosTenpHOW | ycreBaeMOCTH U
JUCLUTUTAHBI 5 [ . | kommereHIK
@) 2 £ padoThI MIPOMEKYTOUHOH
Tex. mab. | mpaxT. zZ'9 aTTecTaluu
3aH. 3aH. | O &
1. BasoBas Hactpoiika Windows
cepBep
1. [Tonck
JIOTIOTHATENBHON
uH(popMaIuy 1o
11 VYcraHoBka oC 3aaHHOH TeMe.

- [K-8.1,
Windows Server 2. 1. IIpoBepka K-8 2
VYueTHbIe 3aIHCH 9 9 8 CamocrosTenbHOe | WHINBHAYATBHBIX HK-8'31
MOJIb30BaTENE M TPy u3ydyeHue yueOHon 3a/laHuH HK-9-1‘
Hcnons3oBanue Y Hay4HO 2. YCTHBIN ompoc HK-9' 2‘
IPYIOBBIX HOJIUTHK JIUTEPATYPHI. '

3. Pabota ¢
3JIEKTPOHHBIMU
OubmmoTexkaMu.
7
1. [Tounck
OTOJIHUTEIbHOMN
1.2 Ucnons3oBanue A
. uH(popMaIHK 10
CeTEeBbIX  yTWIHT:  Ping, SATAHHOI TeMe
telnet, netstat, 5 ’ 1. TIposenka IK-8.1,
tepdump/wireshark CaMOCTOS;TeJIBHOG I/IH,EL;/IBI/SH aJE)I:HI:IX 1IK-8.2,
Tonsrus 9 9 8 |usyuenme yueomoii 33 a}},mﬁ IK-8.3,
MacmTabupyemMocTH, v Y Aan MK-9.1,
1 HAYYHO 2. YcTHBIN onpoc
KJIaCTepH3allnHy, I1K-9.2
o JIUTEPATYPHI.
0TKa30yCTOHYHUBOCTH u
N 3. Pabora c
BBICOKOH JOCTYITHOCTH
3JIEKTPOHHBIMU
OubmmoTeKaMu.
Wroro no pazaeny 18 18 16
2. AJIMUHUCTPUPOBaHHE




1. ITouck
JIOTIOJTHUTEIILHOM

21 YnpasneHue u
uH(popMaIUHy 10
CO3/IaHne CEPBUCOB SATAHHOI TeMe
Windows. VcraHoBka u 5 ) 1. TIposenka IT1K-8.1,
sanyek  TI0 TW/TX B CaMOCTo;;Teanoe HH ;/IBI/II) aJI;LHLIx IK-8.2,
Ka4yecTBe CITY>KOBI 9 9 8 M3VICHIC VIeOHO A sa ngﬁ I1K-8.3,
Windows qu HA yzo 2 yCTEBIf/i orpoc IK-9.1,
YcraHoBKa U yJalleHUE 1 ' p ITK-9.2
HpOrpaNM JIATEPaTypPhIL.
P : 3. Pabora ¢
PenaktupoBanue peectpa
JNEKTPOHHBIMU
OMOIMOTEKAMH.
1. ITounck
2.2 AJIMUHHCTpPHUPOBaHHE oue .
JIOTOJTHATEIHHOM
OCHOBHBIX CETEBBIX
uHpopMaIUHy 10
KOMITOHEHT CHCTEMBI SATARHOI TeMe
(HacTpoiika CETEBOI0 ) I1K-8.1,
. 2. 1. IIpoBepka
unrepéeiica, CaMocTosATeNIbHOE | MHAWBUAYAIBHBIX IK-8.2,
KOH(UTYpUPOBaHHE 9 9 8,2 JBvHeHIe VIeOHO s a?mﬁ I1K-8.3,
Windows Firewall u RDP) Y A yHO 2 YCT§LII7I oIIDOC [K-9.1,
Ananms v ' P I1K-9.2
[IPOU3BOJUTEILHOCTH JUTCPATYPBI.
P 3. Pabora ¢
CHCTEMEL. Pabora c
winToit Task Manager DJICKTPOHHBIMH
yr ’ OubIMoTEKAMU.
HWroro no pazneny 18 18 16,2
Hroro 3a cemectp 36 36 32,2 SK3aMeH
Hrtoro no aucuuIiinHe 36 36 32,2 JK3aMeH




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

1. ITouck monoMHUTEILHON HH(POPMALIUK 0 33IaHHON TeMe.

2. CaMoCTOSTENbHOE N3y4YeHUE yUeOHOM 1 HAYIHO JIUTEPATYPHI.

3. Pabora ¢ 311eKTpOHHBIMU OMOINOTEKAMH.

1. TpagunronHsle 0Opa3oBaTeNbHbIE TEXHOJIOTHH, OPUEHTUPOBAHHBIC HA OPraHU3aIHI0
00pa3oBaTeNbHOTO Tpollecca U MPEANOoJIaralonlyl0 MpsAMYyH TPAHCIALMIO 3HAHUM OT
Iperno/iaBaTess K aclupaHTy.

®opmbl y4eOHBIX 3aHATHI C UCIIOJI30BAHUEM TPAJAUIIMOHHBIX TEXHOIOTHIA:

WudopmanmonHas JeKuus — I[OCIENOBATEIbHOE H3JIOKEHHE MaTrepuajia B
JTUCIUIUIMHAPHON JIOTHKE, OCYIIECTBISIEMOE MPEUMYIIECTBEHHO BepOalbHBIMU CpEICTBAMU
(MOHOJIOT TpernoaaBaTes).

JlaGoparopHasi paboTa — opranuzanus yueOHo! paboThl C peaIbHBIMU MaTepPHUAIbHBIMU U
UH(POPMALIMOHHBIMA OOBEKTaMH, HKCIEPUMEHTAIbHAs pPadOTa C aHAJIOTOBBIMH MOJCIISIMHU
pealbHbIX 00BEKTOB.

2. Texnomoruu mpoOIEMHOTO OOyUYEHUSI — OpraHu3anus o0pa3oBaTEILHOTO IMpolecca,
KOTOpas MperoiaraeT MOCTaHOBKY MPOOJIEMHBIX BOIPOCOB, CO3/IaHUE YUEOHBIX MPOOIEMHBIX
CUTYaITUH JUISl CTAMYJTUPOBAHUS aKTHBHOW ITO3HABATEIILHOU JICITSIILHOCTH aCITUPAHTOB.

3. HTepakTUBHBIE TEXHOJOTUU — OpPTraHu3allusg 00pa3oBaTENIbHOIO IMpoliecca, KOTopas
IpEeIoiIaracT akTUBHOE U HEIMHEHHOE B3aMMO/ICHCTBHE BCEX YUaCTHUKOB, IOCTHKEHUE HA STON
OCHOBE JIMYHOCTHO 3HAYMMOTO JIJIsl HUX 00pa30BaTeNbHOTO pe3yabTaTa.

@dopMbl yU4eOHBIX 3aHSATHI C WCIOJB30BAHUEM CICIHATU3UPOBAHHBIX MHTEPAKTHBHBIX
TEXHOJIOTHM:

Jlekumst «oOpaTHOM CBS3M» — JEKIHMSI—IPOBOKANMS (M3JI0KEHHE MaTepHaia ¢ 3apaHee
3arIaHuPOBAHHBIMU OLIUOKAMM ), IeKIUsI-0ece1a, TeKIUs-AUCKYCCHUs, TEKIUs-KOH(EPEeHIINS.

4.  HWudopMallmOHHO-KOMMYHUKAIIMOHHBIE  O0pa3oBaTelIbHBIC  TEXHOJOTUH  —
opranu3aiys 00pa3oBaTEIbHOIO MpoIlecca, OCHOBAHHAS HA MPUMEHEHUU MPOTPAMMHBIX Cpell U
TEXHUYECKUX CPEJICTB pa0OTHI CO 3HAHUSIMU B PA3IUIHBIX TPEIMETHBIX 00IaCTSIX.

6 Y4eOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4aroImmMXcst
[Ipencrasneno B mpunoxxeHuu 1.

7 OneHovHnblie cpeacrea AJisl MIPOBEICHUSA HpOMe)KyTO‘IHOﬁ aTrrecranmumn
Hpe,[[CTaBJ'IeHLI B ITPUIIOKCHUHN 2.

8 YueOHO-MeTOoAUYeCcKOe U MHPOPMALMOHHOE 0O0ecneyeHHe THCIUIIIMHBI (MOYJIs1)

a) OcHOBHas JIUTEpaTypa:

1. Aiisenc, K. Anmunucrpuposanue Microsoft Windows Server 2003 : yueOHoe ocoOue
/ K. AiiBerc. — 2-e u3n. — Mocksa : UHTYUT, 2016. — 486 c. — Tekcr : anexkrpoHHsbiii // JlaHb

AJIEKTPOHHO-OMOmoreunas cuctema. — URL: https://e.lanbook.com/book/100554 (nmata
obpamienns: 15.03.2020). — Pexxum g0cTyIma: i1 aBTOPHU3. IOJIB30BATENEH.

2. Bnacos, 10.B. AnmunuctpupoBanue cereid Ha ruiatopme MS Windows Server :
yuebnoe nocobue / F0.B. Brnacos, T.U. PunkoBa. — 2-e uza. — Mocksa : UHTYUT, 2016. —
622 c¢. — ISBN 978-5-94774-858-1. — Tekcr : onekrponHsiii // JlaHb
3JIeKTPOHHO-OnOmmoreunas cuctema. — URL: https://e.lanbook.com/book/100560 (mata
obpamenus: 15.03.2020). — Pexxum goctyma: it aBTOPU3. MOJIb30BATEICH.

0) lonoJiHMTE ILHASA JIUTEpaTypa:
1. MarBeeB, M.JI. AnmunucrpupoBanue Windows 7. IlpakTuyeckoe pyKOBOJCTBO H
CIPaBOYHHUK aIMHHUCTpaTopa : pykoBoacTBo / M. JI. Matsees, P.I". ITpokau. —



Cankr-IlerepOypr : Hayka u Texnuka, 2013. — 400 c. — ISBN 978-5-94387-916-6. — Texkcr :
snektpounsi [/ Jlanp . JJeKTpOHHO-OMOimMoTeuHas  cucrema. —  URL:
https://e.lanbook.com/book/39611 (nara oOpamenus: 15.03.2020). — Pexxum moctyma: ais
aBTOPH3. MTOJIH30BATEIICH.

2. Onmudep, B.I'. OcHOBBI ceTeil niepenaun ITaHHBIX | ydyeOHOoe mocodue / B.I'. Onudep,
H.A. Omudep. — 2-e u3a. — Mocksa : MHTYUT, 2016. — 219 c¢. — Tekcr : snekrpoHusiii //
Jlansb : anexTpoHHO-OMOMMoTeunas cuctema. — URL: https://e.lanbook.com/book/100346 (nata
obpamienns: 15.03.2020). — Pexxum g0cTyIa: AJ1s aBTOPHU3. IIOJIb30BATENIEH.

B) MeTonuyeckue ykazaHusi:

1. benos, 10.C. AIMUHUCTpUpPOBaHHE CEPBEPHBIX ONEPALMOHHBIX CHCTEM CEMENCTBA
Windows : yue6noe mocobue / H0.C. benos, E.B. Bepmunun. — Mocksa : MI'TY um. H.D.
baymana, 2014. — 324 c¢. — ISBN 978-5-7038-3896-9. — Tekcr : snekrponHsiii // Jlaup :
aJeKTpoHHO-OMOmoTreunas cucrema. — URL: https://e.lanbook.com/book/106514 (mara
obpaenus: 15.03.2020). — Pesxum goctymna: it aBTOPU3. [OJIb30BATEICH.

2. Xopyxuukos, C.D. AnmunuctpupoBanue cereit Windows : yue6Hoe mocobue / C.D.
Xopyxuukos, B.B. [Ipeiryn. — Cankr-Ilerepoypr : HUY UTMO, 2012, — 61 c. — Tekcr :
snekrpounsi [/ Jlanb : AJICKTPOHHO-OMOIMOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/40727 (nara oOpamenus: 15.03.2020). — Pexxum moctyma: s
aBTOPH3. TI0JIH30BATEIICH.

r) [Iporpammuoe obecneuenue u UHTepuer-pecypcebi:

IIporpamMmmHoe oGecieueHue

Haumenosanue I10 Ne norosopa Cpok neicTBuUS TULIEH3UU

MS Office 2007
Professional
MS Visual Studio

Ne 135 o1 17.09.2007 6eccpouHO

Code cB0001HO pacnpocTpansemoe [10 OeccpodHO
IIpodeccnonanbubie 0a3bl JaHHBIX M MH(POPMAIMOHHBIEC CIPABOYHbIE CHCTEMbI
HazBanwue kypca Cchblika

9 MaTepuaJIbHO-TeXHHYECKOe 00ecredeHue TUCIIUTIIHHBI (MOTYJIs1)

MaTepI/IaJ'IBHO-TeXHI/I'-IeCKOe o0OecrieueHune JUCIHHUIIIIMHBI BKJIIFOYACT:



1. JlexunonHas ayautopus ayn. 282. MyabTUMEIMIHbBIE CPEICTBA XPaHEHHUS, TIepeJadu U
npeJcTaBieHust UHGOpMaIuu.

2. Kommebrorepubsie kiaccbl Llentpa wuH(Opmamumonusix texnonoruit ®I'bBOY BO
«MI'TY». IlepcoHanbHble KOMIIBIOTEPBI, OObEIUHEHHBIC B JIOKAJIbHBIE CETH C BBIXOJOM B
Internet, ocHameHHbIE COBPEMEHHBIMH IMPOIPAMMHO-METOJMYECKHUMU KOMIUIEKCAMH IS
peleHus 3aa4 B 001acTi HHPOPMATUKHU U BBIYUCIUTEIbHON TEXHUKH.

3. AyIuTOpHUH [T CAMOCTOSITENLHON paboThl: KOMIBIOTEPHBIE KJIACCHI; YNTAILHBIC 3AJIBI
ouommotekn. Bece kimaccet YUT u ACY ¢ mepcoHanbHBIMH KOMITBIOTEPAMH, BBIXOIOM B
WMHTepHET M C JOCTYIOM B 3JIEKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTEeNbHYI0 Cpeay
YHHUBEpPCUTETA.

4. Ayautopwii 7Sl TPYNIOBBIX U WHAUBUAYAIBHBIX KOHCYJIBTAIUN, TEKYIIET0 KOHTPOISI
Y POMEXYTOYHOM aTTecTanuu. Aya. 282 u kinaccet YUT u ACY.

5. Tlomemenuss s C€aMOCTOATENBbHON paboThl O0yYaromuXcs, OCHAIEHHBIX
KOMIIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJKIIOYEHHS] K ceTu «VIHTepHeT» U Haludyuem
JocTynia B 3JIEKTPOHHYI0 HH(QOPMAIlMOHHO-00pa30BaTEeNIbHYIO cpely opranuszanuu. Kiacchbl
YUT u ACY.

6. Ilomemenust s XpaHeHHS W TNPOMUIAKTUYECKOTO OOCITYXHBaHHUA y4eOHOTO
ob6opynoBanus. LlenTp nH(MOpMALIMOHHBIX TEXHOIOTHI — aya. 372.



npuioxenue 1
«Y4eOHO-METOINIECKOE 00ECIIEUCHUE CAMOCTOSITEIIbHON paObOThl 00YJArOIIUX CSI)

A/IMUHHCTPUPOBAHHUE CEPBEPOB
Jladoparopnasi padora Kondurypuposanue ycayr STP
Hean o0yyenus
B pesynbrate 3TOr0 pasena Bbl JOJDKHBI PEIIUTh CICAYIONINE 3a1a4u:
[ Co3nanue ycnyru FTP.
[ Hactpoiika mapamerpos FTP-cepsepa.
] Ycnemnas nepenava daiinos ¢ FTP-cepsepa.

Tomosorns

R1

GO/0A G0/0M

1 10.0.12.0/24 2

Cuenapuii
[TockonpKy BBl CETEBOM aIMUHUCTPATOP KOMIIAHUH, BaM ObLIIO IOpYyYeHO BHEIPUTH FTP-yciyru
B ceTu. Bam HCO6XOI[I/IMO peaIn30BaTh YCIYI'y FTP na MapuaIpyTu3aTope, Ha3Ha4CHHOM
cepsepom FTP. MapuipytuzaTop J0JKEH MO3BOJIATH KIIMEHTAM YCICIIHO YCTAHABIMBATH CEAHC
TCP nnsa npunoxenus FTP u mepenasate aityibl. 3agauun
Hlar 1 [loaroroBka cpeasbl.
Ecnu BEI HaunMHaeTe BHIIOJIHEHHE 3aI[aHI/II71 9TOr0 pa3ziciia C HCHACTPOCHHBIM YCTpOﬁCTBOM,
HAYHUTE OTCIO/IA, a 3aTeM MepenuTe K mary 2. J{s Tex, KTo Mpoa0KaeT MPeablIyIIne
nabopatopHble pabOThl, HAUHUTE C IIara 2.
<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R1
[R1]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.12.1 24
<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R2
[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]ip address 10.0.12.2 24
Yo6enuteck, uto R1 Moxet moctuusr R2, u Ha060pOT.
[R1]ping 10.0.12.2
PING 10.0.12.2: 56 data bytes, press CTRL_C to break
Reply from 10.0.12.2: bytes=56 Sequence=1 ttlI=255 time=10 ms
Reply from 10.0.12.2: bytes=56 Sequence=2 tt|=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=3 ttI=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=4 tt|=255 time=10 ms
Reply from 10.0.12.2: bytes=56 Sequence=5 ttI=255 time=1 ms
--- 10.0.12.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/4/10 ms
lar 2 Bkawyenue ycayru FTP na mapmpyrusarope.



VYcenyra FTP Ha MapuipyTuzaTope OTKII0YeHa 10 yMoin4aHuio. OH J0KeH ObITh BKIIIOUEH Tepes
ucnonb3zoBanueM FTP. Hacrpoiite FTP-cepsep, ucnonsiys R1 ¢ R2 B kauecTtBe kiauenTa. Te ke
IIard MOKHO MIPUMEHUTH B 00paTHOM Hopsiike, 4To0bl R2 Takke BHICTYIAN B POJIU
FTP-cepgepa.

[R1]ftp server enable

Info: Succeeded in starting the FTP server

[R1]set default ftp-directory flash:/

Hacrpoiite aBTOpu3amnuio moyib30BaTeNei ajis qoctyna noib3oBateneit FTP k cepsepy.
HeaBropr3oBaHHbIE 110/1b30BATENN HE CMOTYT MOIY4YUTh JocTyl K FTP-cepBepy, 4to cHmkaer
PUCKH 0€30I1aCHOCTH.

[R1]aaa

[R1-aaa]local-user huawei password cipher huaweil23

Info: Add a new user.

[R1-aaa]local-user huawei service-type ftp

Info: The cipher password has been changed to an irreversible-cipher password.

Warning: The user access modes include Telnet, FTP or HTTP, and so security risks exist.

Info: After you change the rights (including the password, access type, FTP directory, and level)
of a local user, the rights of users already online do not change. The change takes effect to users
who go online after the change.

[R1-aaa]local-user huawei privilege level 15

Info: After you change the rights (including the password, access type, FTP directory, and level)
of a local user, the rights of users already online do not change. The change takes effect to users
who go online after the change.

[R1-aaa]local-user huawei ftp-directory flash:

Info: After you change the rights (including the password, access type, FTP directory, and level)
of a local user, the rights of users already online do not change. The change takes effect to users
who go online after the change.

[R1]display ftp-server

FTP server is running

Max user number 5

User count 0

Timeout value(in minute) 30

Listening port 21

Acl number 0

FTP server's source address 0.0.0.0

FTP-cepBep pabotaer Ha R1 1 no ymon4anuto npocaymusaet nopt TCP 21.

Ilar 3 YcranoBka coeiuHeHUs ¢ KaueHTom FTP

VYcranosure coequnenue ¢ FTP-cepsepom ¢ R2.

<R2>ftp 10.0.12.1

Trying 10.0.12.1 ...

Press CTRL+K to abort

Connected to 10.0.12.1.

220 FTP service ready.

User(10.0.12.1:(none)):huawei

331 Password required for huawei.

Enter password:

230 User logged in.

[R2-ftp]

[Toce BBO1a MpaBUIILHOTO MMEHH TOJIH30BaTeNs U apoJist Ha FTP-cepBep MoxkHO OyneT
YCIICILIHO BOWTH.

Beimonaute komanay dir epes 3arpy3koit daiia uir mocse ero 3arpy3Ku Uit IpocMoTpa
noapoOHoi nHpopManuu o daiine.

[R2-ftp]dir



200 Port command okay.

150 Opening ASCII mode data connection for *.

drwxrwxrwx 1 noone nogroup 0 May 03 18:03 .

-rwXrwxrwx 1 noone nogroup 114552448 Jan 19 2012 AR2220E-V200R006C10SPC300.cc
-rwxXrwxrwx 1 noone nogroup 159858 May 03 17:59 mon_file.txt

-rwxrwxrwx 1 noone nogroup 304700 Mar 03 11:11 sacrule.dat

-rwXrwxrwx 1 noone nogroup 783 Mar 03 11:12 default_local.cer

-rwxrwxrwx 1 noone nogroup 0 Dec 20 2015 brdxpon_snmp_cfg.efs
-rwxrwxrwx 1 noone nogroup 777 May 03 18:03 vrpcfg.zip

drwxrwxrwx 1 noone nogroup 0 Mar 10 11:14 update

drwxrwxrwx 1 noone nogroup 0 May 03 18:03 localuser

drwxrwxrwx 1 noone nogroup 0 Mar 17 10:45 dhcp

-rwxrwxrwx 1 noone nogroup 460 May 03 18:03 private-data.txt

-r'WXrwxrwx 1 noone nogroup 126352896 Mar 10 11:09 AR2220E-V200R007C0O0SPC600.cc
drwxrwxrwx 1 noone nogroup 0 Mar 10 11:15 shelldir

-rwxrwxrwx 1 noone nogroup 11606 May 03 18:00 mon_Ipu_file.txt
drwxrwxrwx 1 noone nogroup 0 Mar 18 14:45 huawei

-rwxrwxrwx 1 noone nogroup 120 Mar 18 15:02 text.txt226 Transfer complete.
FTP: 836 byte(s) received in 0.976 second(s) 856.55byte(s)/sec

YcTaHoBUTE peKUM Mepefauu s (HaiaoB, KOTOpbie OYAyT NepeaHbl.
[R2-ftp]binary

200 Type set to I.

[Monyuwure daiin ¢ FTP-cepsepa. [Ipumeuanwue: Eciu daiin vrpcfg.zip orcyrcTByeT B Katajiore
sd1: R1, ucnone3yiite komany save Ha R1 s ero co3nanus.

[R2-ftp]get vrpcfg.zip vrpnew.zip

200 Port command okay.

150 Opening BINARY mode data connection for vrpcfg.zip.

226 Transfer complete.

FTP: 120 byte(s) received in 0.678 second(s) 176.99byte(s)/sec.

[Tocne 3arpy3ku ¢aiina ¢ FTP-cepBepa, ucrnonb3yiite komanay bye, 4To0bI MpeKpaTHTh
COCIIMHECHUE.

[R2-ftp]bye

221 Server closing.

<R2>dir

Directory of flash:/

ldx Attr Size(Byte) Date Time(LMT) FileName

0 -rw- 114,552,448 Jan 19 2012 15:32:52 AR2220E-VV200R006C10SPC300.cc

1 -rw- 270,176 Apr 30 2016 03:17:08 mon_file.txt

2 -rw- 304,700 Mar 03 2016 11:11:44 sacrule.dat

3 -rw- 783 Mar 03 2016 11:12:22 default_local.cer

4 -rw- 0 Dec 20 2015 00:06:14 brdxpon_snmp_cfg.efs

5 -rw- 775 Apr 29 2016 17:51:48 vrpcfg.zip

6 drw- - Mar 10 2016 11:28:46 update

7 drw- - Apr 23 2016 17:33:38 localuser

8 drw- - Mar 21 2016 20:59:46 dhcp

9 -rw- 394 Apr 29 2016 17:51:50 private-data.txt

10 -rw- 126,352,896 Mar 10 2016 11:14:40 AR2220E-V200R007C00SPC600.cc
11 drw- - Mar 10 2016 11:29:20 shelldir

12 -rw- 23,950 Apr 27 2016 16:06:06 mon_Ipu_file.txt

13 -rw- 120 Mar 24 2016 11:45:44 huawei.zip

14 -rw- 777 May 10 2016 14:23:43 vrpnew.zip

@aiin MoxxeT OBITH 3arpyskeH Ha FTP-cepBep ¢ momoIbio KoMaH el PUL, 11 KOTOPOTO TaKkKe
MOKET ObITh Ha3HaUYE€HO HOBOE MMs (paiina.



[R2-ftp]put vrpnew.zip vrpnew2.zip

200 Port command okay.

150 Opening BINARY mode data connection for vrpnew?2.zip.

226 Transfer complete.

FTP: 120 byte(s) sent in 0.443 second(s) 270.88byte(s)/sec.

[Tocne 3arpy3ku ¢aiina nposepsTe Hanuuue (daitna Ha FTP-cepsepe.
<R1>dir

Directory of flash:/

ldx Attr Size(Byte) Date Time(LMT) FileName

0 -rw- 286 620 Mar 14 2016 09:22:20 sacrule.dat

1 -rw- 512,000 Mar 28 2016 14:39:16 mon_file.txt

2 -rw- 1,738,816 Mar 17 2016 12:05:36 web.zip

3 -rw- 48,128 Mar 10 2016 14:16:56 ar2220E_v200r001sph001.pat
4 -rw- 120 Mar 28 2016 10:09:50 iascfg.zip

5 -rw- 699 Mar 28 2016 17:52:38 vrpcfg.zip

6 -rw- 93,871,872 Mar 14 2016 09:13:26 ar2220-VV200R007C0O0SPC600.cc
7 -rw- 512,000 Mar 28 2016 14:40:20 mon_lpu_file.txt

8 -rw- 699 Mar 02 2016 15:44:16 vrpnew2.zip

VY nanurte co3nanuble Gaiiisl vipnew.zip u vrpnew?2.zip Ha R1 u R2.
<R1>delete flash:/vrpnew2.zip

Delete flash:/vrpnew2.zip? (y/n)[n]:y

Info: Deleting file flash:/vrpnew?2.zip...succeed.

<R2>delete flash:/vrpnew.zip

Delete flash:/vrpnew.zip? (y/n)[n]:y

Info: Deleting file flash:/vrpnew.zip...succeed.

[Tpumeuanue: [loxanyiicta, 6yapTe mpeaenbHO OCTOPOKHBI PU yAaleHuu (GaitioB
KoH(urypauuu, 4rods! Bech katanor flash:/ R1 u R2 ne 6bu1 ynanes.



MPUIIOKEHUE 2

«OHGHOLIHBIC cpe€acTBa aJisd IMPOBEACHUA HpOMCH(YTOHHOﬁ arrecragumn

AJMUHUCTPUPOBAHUE CEPBEPOB

Kon
WHIUKATOpa

NHIuKaTop JOCTHXKEHUS
KOMIIETCHIINU

OLeHOUYHBIE CpelICTBA

[1K-8 O6nangaet cnocoOHOCTHIO K HACTPOIKE U KOHTPOIIIO PA0OTHI CETEBBIX AJIEMEHTOB
MH(OKOMMYHUKALIMOHHON CHCTEMBI, YIIPABJICHUIO O€30MMaCHOCTHIO CETEBBIX YCTPOICTB U MPOrPaMMHOIO
o0ecrnieveHus, TMarHoCTUKE OTKA30B U OIHUOOK CETEBBIX YCTPOMCTB U IPOrPaMMHOT0 00eCIedeHHUsl,
KOHTPOJTIO TPOU3BOUTENLHOCTH CETEBON MHPPACTPYKTYPbl UHHOKOMMYHUKAIIMOHHON CHCTEMBI,

IPOBEICHUIO PETIIAMEHTHBIX paboT Ha CETEBBIX YCTPOUCTBAX U MPOTPaMMHOM 00eCIICUeHUH

MH()OKOMMYHHUKAIIMOHHON CUCTEMBI 15t o0ecrieueHus padoTel Web-npunoxenuit

Kon

Cooeporcanue
uHouKamopa

Teopemuueckue 6onpocsi, mecmsl, NPakmuyecKue 3a0anus, 3a0auu
u3 npogeccuoHanvbHol 0oracmuU, KOMIIEKCHbIE 3A0aHUS, 8 MOM
yucie 3a0aHusl Ha Kypcosble NpoeKmol (Pabomul) uiu uHble
Mamepuaisl, OYeHUBAOWUE UHOUKAMOP OOCTUICEHUSL
KOMnemeHyuu

[1K-8.1

Omnpenensier Ka4ecTBO
HACTPOUKH M KOHTPOJIS
paboThI CETEBBIX
3JIEMEHTOB
MH(}OKOMMYHHUKAIIMOHHON
CHCTEMBI

HepelleHb meopemuiecKux 60npocoes

OCHOBHBIE CBEJICHUS O CpeJIe MepeIadn
Kanpuposanue Ethernet

Anpecarust B ipotokode IP

Bsenenue B VRP

Ipaxmuueckue 3adanus

1. Kaxue kabenu modxcno ucnonvzosams 0jist NOOOEPHCKU
nepeoayu Gigabit Ethernet ¢ kopnopamusnoii cemu?

2. Ymo maxoe KONMUBUOHHDIL OOMEH?

3. s uezo npeonasznauen CSMA/CD?

4. Kaxum obpazom mexnonocus Ethernet onpeoensiem
NPOMOKOI, NO KOMOPOMY OO0JIHCEH Nepedasamspcsi 00pabomanHbvlll
Kaop?

5. Kax npunumaemcs pewenue, xakas onepayusi — oopabomra
unu omopacwvigarue — 6yoem 8blNOJIHEHA C KAOPOM, NOJLY4EeHHbIM
KOHEUYHbIM YCmpoucmeom?

6. st wezo ucnonvzyemces macka noocemu |P?

7. Kaxosa yenv nons TTL 6 3aconosxe |P?

8. Kax ucnonvzyromes  winoswt 6 |1P-cemu?

[1K-8.2

OLeHUBaET Ka4eCTBO
yIpaBICHUS
0€30IaCHOCTHIO CETEBEIX
YCTPOMCTB U
MIPOrPAMMHOTO
obecneueHus,
JIMarHOCTUKHU OTKA30B U
OIIIMOOK CETEBBIX
YCTPOWCTB

Ilepeuenv meopemuueckux 60npPocos

ITpoTtokon ooMmeHa ynpassouumu coodmerusymu (ICMP)
[Mporokoxn onpenenenus aapeca (ARP)

[TpoTOKOJIBI TPAHCTIOPTHOTO YPOBHS

CueHnapwii iepeadu TaHHBIX

Ilpakmuyeckue 3a0anus

9. Kaxue 06a muna coobwenuii |ICMP ucnonvzyiomes ons
yenewno2o evlnonnenust ymuaumol Ping?

10.  Kaxue oeticmsusi 6y0ym npeonpursamol NPUHUMAIOUUM
winrozom, eciu sHavenue 1TL 6 3aconosxe |P oamaepammor

docmueHem Hyns?




Kon
AHAUKATOPa

NHIuKaTop JOCTHXKEHUS
KOMIIETCHIINU

OLeHOUYHBIE CpEICTBA

11.  Kaxue Oeticmsusi 00adiCHbL ObIMb NPEONPUHAMbL KOHEUHOLL
cmanyuetl neped eeHepupogaruem sanpoca ARP?

12.  Koeoa eenepupyromcs u paccoliaromes coooujeHus
gratuitous ARP 6 iokansrot cemu?

13.  Kaxosa yenv nons noomeepoicoenus 6 3a2onoeke TCP?

14.  Kaxue ynpasnsiowue oumor TCP ucnonvzyromes 6 npoyecce
mpexcmopornHezo pykonodcamus TCP?

15.  Kakas ungpopmayus mpedyemcs 00 UHKANCYasayuu OaHHbIX?
16. Ymo npoucxooum, Ko20a Kaop nepecwvLiaemcsi 8 NyHKm
HA3HAYeHUs, KOMOPOMY OH He NPeOHA3HAYeH?

[1K-8.3

Omnpenenser
HEe00XO0IUMOCTh
MIPOBEICHUS
perJlaMeHTHBIX padoT Ha
CETEBBIX YCTPOMCTBAX U
MIPOTrpaMMHOM
obecneueHUH
MH()OKOMMYHHUKAIIMOHHOM
CHUCTEMBI C

Web-bynthatqcjv

HepelleHb meopemu4iecKux 60npocoes

Hcnonp3oBanue uatepderica komanaHoi ctpoku (CLI)
PaGota ¢ ¢aitioBoii cucTeMol U yrpaBieHUe
VYrpasnenue oO6pazoM onepanroHHoi cuctemsl VRP
PasBepThiBaHME CETH C OAHUM KOMMYTaTOPOM
Ipaxmuueckue 3adanus

17.  Kax oanHvlie 6 Kadpe 8 KOHEUHOM Umoae 00X00m 00
npUNOdCceHUst, OJisk KOMOPO2O OHU NPeOHA3HAYEHbL?

18.  Kak so3spawaemvie 0annbie 00cmuearom npasuibHO20
ceawnca 6 cuyuae, eciu AKMUBHbl HEKOJIbKO CeAHCO8 0OHO20 U MO20
JHce NPUNLodHCeHUs (Hanpumep, HeCKoIbKo 6e-o0pay3epos)?

19.  Kaxum 6yoem omeem winio3a npu wupoKoseuameibHol
nepedaue Ethernet, xax ¢ cayuae ¢ ARP ¢ nokanvuvim yziom
HasHayeHus?

20.  Kaxkue sepcuu VVRP 6 nacmosiyee epemsi noodepaicusaromcsi
npoodykmamu Huawei?

21. CKonbKo noiv3oeameneti MOZYm HOOKIIOUUMbCS Yepes
unmep@etic KOHCOIU 8 OOUH MOMEHM BPEeMEHU?

22.  Kakoso cocmosinue unmepdetica loopback 0 npu
ucnonvzosanuu komanowt loopback interface 0?

23. Ymo osnauaem d 6 ampubyme drwx ¢paiinosoii cucmemol?
24.  Kak obecneyumsv uUcnonb308anue yCmpoucmeom
KOH@hueypayuonrozo ¢aiina, xpausawe2ocs 6 aiiosoi cucmeme
yempoticmea?

25. Ynpaesnenue obpazom onepayuonnoti cucmemvt VRP

26.  Kakoe Oelicmaue 6blnoIHUM KOMMYMAmMop, eciu nocie
sanucu ucxoonozo MAC-adpeca xocma na unmepdetice nopma,
Qusuneckoe coeOuneHue X0Cma U3MeHUMcs Ha Opy2oll uHmepgetic

nopma Kommymamopa?

[TK-9 OGmamaeT crmocoOHOCTHIO K BHIMOJTHCHHIO MOHUTOPHHTA COOBITHH, BOSHUKAIOIIMX B MPOIECCe PaOOTHI
UH(POKOMMYHHUKAIIMOHHONW CHUCTEMbI, ¥ HPOTOKOJUPOBAHHS COOBITHH, BO3HHMKAIOUIMX B Mpolecce padoThI
WH()OKOMMYHHKAIIMOHHON CUCTEMBI JiJisl oOecrieuenus pabotsl Web-npunoxenuit

Kon Cooepoicanue Teopemuueckue 60npocsyl, mecmul, RPaKmMuiecKue 3a0anusl, 3a0a4u
UHOuKamopa U3 nPoghecCcUOHANbHOU 00IACMU, KOMNIEKCHbLE 3A0AHUsL, 8 MOM
yuycie 3a0anus Ha Kypcosvle npoeKkmol (pabomul) uiu uHvle
mMamepuansl, oyeHusarouue UHOUKAMop O0CMUNCEHUS
KOMnemeHyuu
[1K-9.1 OuenuBaer  pe3yabTaThl | [lepeuens meopemuueckux 60npocos




Kon

NHIuKaTop JOCTHXKEHUS

OLeHOUYHBIE CpEICTBA

WHJUKATOpa [KOMIIETCHIIUH
MOHHUTOpPHHTa  coObITHH, | [ToHsTHS MacITAOUpPyEeMOCTH, KIIaCTepU3ALIUH,
BO3HUKAOIIHNX B | OTKa30yCTOMYHUBOCTU U BHICOKON JOCTYITHOCTH
nporecce paboTtsl | [Ipakmuueckue 3a0anust

MH(POKOMMYHUKAITUOHHON
CHCTEMBI

Hcnons3oBanue yTuiuT
ping, telnet, netstat, tcpdump/wireshark

I1K-9.2

O1eHUBaET Ka4eCTBO
MIPOTOKOJIMPOBAHUS
COOBITHI, BOSHUKAIOIITIX
B IIpoliecce paboThl
WH(POKOMMYHUKAITUOHHOU
CUCTEMBI JIS
obecrieueHus pabOThI

Web-npuoxxenuit

1. besonacHocth. Ceccuu M UIEHTU(PUKATOPHI MOJIH30BATETIS.
2. Ayrentudukanus. Kpunrorpapuieckrne MeTobl
ayTeHTH(UKAIIH.

3. ABropuzanus. U3MeHeHue uaeHtudukaropa moiap30BaTess
4. AIMUHUCTPHPOBAHUE JTOKAIBHOMW M II100aJIbHOM CETH

5. IlporpaMMHBIC HACTPOUKH JIOKAILHOW U TJI00ATHLHOM CETH.
6. Opranuzanus cepBepoB




