MHWHUCTEPCTBO HAYKMU 1 BBICIIEI'O OBPA3OBAHMS
POCCHUUCKOV ®EJIEPAITUU

v DeziepanbHOE rOCYAapCTBEHHOE GIOKETHOS 00pa3oBaTeNlbHOE yUpesKIeH e
BBICIIEr0 00pa3oBaHms
«MarsHuToropcKkuii rocy1apCTBEHHbIH TeXHHYECKHIl ynusepcutet uM. [".11. Hocoay

YTBEPXJIAIO
) _Aupexrop UDuAC
| B.P. Xpamuun

10.02.2023 r.

PABOYASI TPOI'PAMMA JUCIUILIMHBI (MO/LY.JIST)

AAMHHHCTPHPOBAHHE BBICOKOHAI' PYKEHHBIX CHCTEM

Hanpasnienue nozrorosky (cnenuansaocts)
09.04.01 Minpopmatuka 1 BEIYHCIIHTEIbHAS TEXHHKA

Hanpasnennocts (mpoduis/cnenmamsars) IIPOrpaMMBI
IIporpammuoe ob6ecnieuenue s 1H(GpOBH3ALMH IPEANPHATHI M OpraHu3aiuii

YpoBeHb BbICIIEro 06pasoBanis - MArHCTpaTypa

Dopma 06yueH s
OYHast

Wucrutyt/ gpakynbrer  MHCTHTYT SHepreTHKH 1 ABTOMATHU3UPOBAHHBIX CHCTEM

Kagenpa Bbruucinre bHOM TeXHUKH 1 11POrpaMMHpPOBAHHS
Kypc 1
Cemectp 1

Marnuroropck

2023 rog



Pa6ouas nporpamma cocrasnena na ocaose ®I'OC BO - MarucTparypa 1o HarpaBJIeHHIO
noaroroku 09.04.01 Mudopmarnka M BBMHCIHTENbHAS TEXHUKA (mpuka3z MunoGpHayku
Poccun o1 19.09.2017 1. Ne 918)

PaGoyas mporpamma paccmotpena u onobpeHa Ha 3acenaHud  Kadeapsl
BeraucimrensHol TeXHHKA U POrpaMMHpPOBAHHSL ;
08.02.2023, mporoxosn Ne 5 %/

3aB. kadepoii 2% 0.C. Jlorynosa

PaGouas nmporpamma 0106pena MeToguueckoi KoMuccHel I/é)é;

10.02.2023 r. mpoToxon Ne 7 %
[Ipencenarens % Z77) B.P. XpamInuH

PaGouas nporpamma cocrapnena: s

Aouent kapeapst BTull, kanx. Texn. Hayk P / A.B. Jlennos
7~

Penensent:

Hupexrop HAU «ITpoMGe30nacHoCTY, KaH/I. TeXH. HayK M. 10. Hapkesuu



JIner akryaauszanuu padoueil mporpaMmbl

PaGouast mporpamMma repecMoTpeHa, 00CyKaeHa u 0100peHa s peanusamuu B 2024 - 2025
yueOHOM rojly Ha 3aceaHuu Kapeapsl BBIYHCIUTENBHON TEXHUKH U TIPOTPAMMHUPOBAHUS

IIporokomor 20 1. Ne

3aB. kadeapoii 0.C. HOFYHOBa

Pabouast mporpamMmma repecMoTpeHa, 00CcykaeHa u 0100peHa s peanuzamnuu B 2025 - 2026
yueOHOM roly Ha 3aceaHuu Kapeapsl BBIYHCIUTENBHON TEXHUKH U TIPOTPAMMHUPOBAHUS

IIporokomor 20 1. Ne

3aB. kadempoii 0.C. HOFYHOBa




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

[enstmu OCBOEHMSI TUCHUIUIUHBI (MOYIISA) «AIMUHUCTPUPOBAHHE BHICOKOHATPYKEHHBIX
CUCTEM» SIBJISIETCSI 03HAKOMJIEHME CTYJEHTOB C PACUIMPEHHBIMM MOHATHSIMH U TEXHOJIOTMSIMU
paboThl COBPEMEHHBIX BBIUMCIUTEIbHBIX MAIIMH, KOMIUIEKCOB, CETel XpaHEHHs U Iepenadyu
JaHHBIX, (OPMHUPOBAHME TMPEJACTABICHWI O 3agadyax H METoJaX aJIMHUHHCTPUPOBAHUS
000py/I0BaHus1, UCIIOJIb30BAHUS 3HAHUH [Tl peLLICHUS TPUKIIAIHBIX 3a/1a4.

JU1g TOCTH>KEHUS LIETIU B XOZ€ IPEN0AaBaHUsl AMCLUIIIIMHBI PEIAIOTCS 3aJaUH:

— noHuManue apxutektypsl [1K u cepsepos;

— HACTPOMKA CETEM Nepeaadn JaHHbIX;

— KOH(UTryprpoBaHUE cepBEPHBIX HaOpPUK U ceTel XpaHEHUS JaHHbBIX.

2 MecTo TMCHHMIIMHBI (MO1YJIsI) B CTPYKTYpe 00pa3oBaTe/bHOIl POrpaMMbl

JucuuiuinHa ~ AZIMUHHCTPUPOBAHUE  BBICOKOHArpyXEHHBIX  CHUCTEM  BXOJHUT B
00513aTeNIbYI0 4acTh YU€OHOTO IIaHa 00pa30BaTEIbHON IPOTPAMMBI.

Jns  u3ydeHUs  JUCLUIUIMHBI  HEOOXOOUMbI  3HaHUS  (YMEHMs,  BIJIAJICHUsA),
c(OpMHUPOBAHHBIC B PE3YIIbTATE U3YUCHHSI JUCITUTUTUH/ IPAKTUK:

Amnanu3 1 onucanue npodeccCHoHaTbHON HH(OpMaIH

OCHOBBI HAyYHOW KOMMYHHKALIUU

CoBpemeHHbIe Tpo0sIeMbl HHOOPMATUKH U BBIYUCIUTEIbHON TEXHUKU

3nanus (YMEHHs, BIIAJICHUS), TOTyYCHHbIE NMPH M3yYCHUU TAHHOW NUCIMILIMHBI OyIyT
HEO0XO0AUMBI JUIsl U3yYeHUS UCHUILINH/TIPAKTHK:

MeTo/1b1 ¥ CpelICTBa BBICOKOIPOU3BOAUTEIHLHOTO IPOIPaMMUPOBAHUS

TexHonorus pa3padoTKi IPOrpaMMHOr0 00eCeUeHUSI

BeinonHenue u 3anura BhITYCKHONW KBaNU()UKALMOHHON paboOThI

3 Komnerenuun ody4aromierocs, popMmupyembie B pe3y/ibTaTe 0CBOCHUS

AUCHUILIMHBI (MOAYJIS1) ¥ IIJIAHUPYeEMble Pe3yJIbTAThl 00yUeHu st

B pesynbrare  OCBOGHHS  AMCUMIUIMHBL  (MOAynsd) — «AJIMMHUCTPUPOBAHHE
BBICOKOHArpy’>K€HHbIX ~ CUCTEM » oOyyarouuics JODKeH  o0JanaTh  CleIyIoIIUMU
KOMIIETEHIMSIMU:

KO,[[ HHJUKATOpa I/IHI[I/IKaTOp JOCTHIKXCHHUA KOMIICTCHIIMH

OIIK-5 Cnocoben pa3pabaTbiBaTh U MOJEPHU3UPOBATh MPOTPAMMHOE M  alIapaTHOE
oOecnieyeHre HHOOPMAIIMOHHBIX M aBTOMAaTH3UPOBAHHBIX CUCTEM;

OIIK-5.1 Omnpenensier HeOOXOAUMOCTh U y4acTBYET B pa3pabOTKe U MOJCPHU3ALNU
MPOrpaMMHOTO U amlapaTHOro oOecrieueHue HHMOPMALMOHHBIX U
aBTOMATHU3MPOBAHHBIX CUCTEM

OIIK-7 CrnocobeH amanTupoBaTh 3apyOexHbIE KOMIUIEKCH 00paboTku HHMOpMaAIMK |
ABTOMATH3UPOBAHHOTO MPOSKTHPOBAHMUS K HYXJIaM OT€UECTBEHHBIX MTPEIIPHUSITHIA,

OIlK-7.1 OneHuBaeT 00bEM U CpPOKM BBHINOJIHEHHs pabOT TMpu  ajantanuu
3apyOeKHBIX KOMILIEKCOB 00paboTKH uHpopMalun U
aBTOMATH3MPOBAHHOTO MPOCKTHPOBAHUS K HYXKIaM OTE€YECTBEHHBIX
OpeanpuITHH




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTAaBIsieT 3 3a4eTHBIX enuuuil 108 akax. gacoB, B TOM

qyuce:

— KoHTakTHas padora — 30,85 akan. yacos:
— aynuropHas — 30 akaj. 4acos;

— BHeaynutopHas — 0,85 akaj. yacos;

— caMocTosTenbHas padbora — 77,15 akan. 4acos;

— B hopMe npakTuyeckoit moaroroBku — 0 akaj. yac;

®dopma aTTeCcTalMu - 3a4ET

AynuropHas g
o | vonraxrHAs pabota E 3 ®dopma TeKyIero
=
Paszen/ Tema 5 (B akaj. yacax) g = Bun 5 KOHTPOJIS Kox
g & © | caMOCTOSITENBHOM | ycreBaeMOCTH U
JUCIUATIIAHBI 3 [ . | KoMmeTeHIH
@) g £ padoThI MIPOMEKYTOYHOM
Tex. mab. | mpaxr. zS aTTecTalyy
3aH. 3aH. | QU &
1. BasoBas Hactpoiika Windows
cepsep
1. ITounck
JIOTIOJTHUTEbHOU
uH(popMaIMHy 10
11 VYcranoBka ocC 3aIaHHOM TEME.
Windows Server 2. 1. ITposepka
VuerHsie 3aIlCH 4 401 20 CaMocTosTeNbHOE | MHINBUIYaTHHBIX OIIK-5.1,
MOJb30BaTeNel W TIpymim. u3ydyeHue yueOHoi 3a/laHuH OIIK-7.1
Hcnons3oBanue Y Hay4HO 2. YCTHBIH ompoc
IPYIOBBIX HOJIUTHK JIUTEPATYPHI.
3. Pabora ¢
3JIEKTPOHHBIMU
OMOIMOTEKAMU.
1
1. ITounck
OITOJITHUTEIIbHOK
1.2 Hcnonb3oBanue A
. uH(popMaIHK 10
CeTEeBbIX  YTWJIMT: Ping, .
3aJaHHON TEME.
telnet, netstat,
. 2. 1. ITposepka
tcpdump/wireshark
CaMocTosTenbHOE | MHINBUIYaTHHBIX OIIK-5.1,
Tlonarus 4 4/21 20 o N
U3y4YeHHue yueOHOM 3aJjaHui OIlK-7.1
MacmTabupyemMocTH, .
U HAYIHO 2. YCTHBIH ommpoc
KJIaCTepH3allnHy,
. JIUTEPATYPHI.
0TKa30yCTOHYHUBOCTH u
N 3. Pabora ¢
BBICOKOH JOCTYITHOCTH
3JIEKTPOHHBIMHU
OMOIMOTEKAMU.
Wroro no pazaeny 8 8/41 40
2. AJIMUHUCTPUPOBAHHE
Windows cepsep




1. ITouck
JIOTIOJTHUTEITILHOM

21 VYnpasienue u
uH(popMaIUHy 10
co3JaHue CEpBUCOB o
- 3aaHHOH TeMe.
Windows. VYcranoBka u 5 1. TIposenka
samyck 110 TW/TX B ' - 1'poBep
CamocTosTeNbHOE | MHIUBHYaTbHBIX OIIK-5.1,
KauecTBe CILyKOBI 4 4/21 20 N .
- n3ydeHue yueOHoH 3aJaHui OIIK-7.1
Windows N
U Hay4HO 2. YCTHBI ompoc
VYcraHoBKa W y#aieHHe
HpOrpaNM JIATEPaTypPhIL.
P : 3. Pabora ¢
PenaktupoBanue peectpa
JNEKTPOHHBIMU
OoubmoTeKamu.
1. ITouck
2.2 AIMUHHCTpUpPOBaHHE ouer
JOIIOJTHUTENBHOM
OCHOBHBIX CETEBBIX
uH(opMaIUHy 10
KOMIIOHEHT CHCTEMBI o
N 3aaHHOH TeMe.
(HacTpoiika CETEeBOTO
. 2. 1. IIpoBepka
uHTepdeiica,
CaMocCTOSTeNbHOE | MHIUBHYaTbHBIX OIIK-5.1,
KOHQUIypHpOBaHHC 3 321 17,15 U3y4yeHHue yueOHoi 3aJlaHuN OIlK-7.1
Windows Firewall u RDP) Y y Aar '
U Hay4HO 2. YCTHBIN ompoc
Amnanus
MPOU3BOUTEIILHOCTH HTCPATYPHI.
p 3. Pabora ¢
CHCTEMBI. Pabota c
wutoii Task Manager DJICKTPOHHBIMH
yr ’ OubIMoTEKAMU.
HWroro no pazneny 7 7/41 37,15
Hroro 3a cemectp 15 | 15/8U 77,15 3a4éT
Wroro no qucuumnnune 15 | 15/81 77,15 3aueT




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

1. ITouck monoMHUTEILHON HH(POPMALIUK 0 33IaHHON TeMe.

2. CaMoCTOSTENbHOE N3y4YeHUE yUeOHOM 1 HAYIHO JIUTEPATYPHI.

3. Pabora ¢ 311eKTpOHHBIMU OMOINOTEKAMH.

1. TpagunronHsle 0Opa3oBaTeNbHbIE TEXHOJIOTHH, OPUEHTUPOBAHHBIC HA OPraHU3aIHI0
00pa3oBaTeNbHOTO Tpollecca U MPEANOoJIaralonlyl0 MpsAMYyH TPAHCIALMIO 3HAHUM OT
Iperno/iaBaTess K aclupaHTy.

®opmbl y4eOHBIX 3aHATHI C UCIIOJI30BAHUEM TPAJAUIIMOHHBIX TEXHOIOTHIA:

WudopmanmonHas JeKuus — I[OCIENOBATEIbHOE H3JIOKEHHE MaTrepuajia B
JTUCIUIUIMHAPHON JIOTHKE, OCYIIECTBISIEMOE MPEUMYIIECTBEHHO BepOalbHBIMU CpEICTBAMU
(MOHOJIOT TpernoaaBaTes).

JlaGoparopHasi paboTa — opranuzanus yueOHo! paboThl C peaIbHBIMU MaTepPHUAIbHBIMU U
UH(POPMALIMOHHBIMA OOBEKTaMM, AKCIEPUMEHTAIIbHAS pPadoTa C aHAJIOTOBBIMH MOJCIISIMHU
pealbHbIX 00BEKTOB.

2. Texnomoruu mpoOIEMHOTO OOyUYEHUSI — OpraHu3anus o0pa3oBaTEILHOTO IMpolecca,
KOTOpas MperoiaraeT MOCTaHOBKY MPOOJIEMHBIX BOIPOCOB, CO3/IaHUE YUEOHBIX MPOOIEMHBIX
CUTYaITUH JUISl CTAMYJTUPOBAHUS aKTHBHOW ITO3HABATEIILHOU JICITSIILHOCTH aCITUPAHTOB.

3. HTepakTUBHBIE TEXHOJOTUU — OpPTraHu3allusg 00pa3oBaTENIbHOIO IMpoliecca, KOTopas
IpEeIoiIaracT akTUBHOE U HEIMHEHHOE B3aMMO/ICHCTBHE BCEX YUaCTHUKOB, IOCTHKEHUE HA STON
OCHOBE JIMYHOCTHO 3HAYMMOTO JIJIsl HUX 00pa30BaTeNbHOTO pe3yabTaTa.

@dopMbl yU4eOHBIX 3aHSATHI C WCIOJB30BAHUEM CICIHATU3UPOBAHHBIX MHTEPAKTHBHBIX
TEXHOJIOTHM:

Jlekumst «oOpaTHOM CBS3M» — JEKIHMSI—IPOBOKANMS (M3JI0KEHHE MaTepHaia ¢ 3apaHee
3arIaHUPOBAHHBIMU OLIMOKAMM ), IeKIUsI-0ece1a, TeKIUs-AUCKYCCHUs, TEKIUA-KOH(EPESHIINS.

4.  HWudopMallmOHHO-KOMMYHUKAIIMOHHBIE  O0pa3oBaTelIbHBIC  TEXHOJOTUH  —
opranu3aiys 00pa3oBaTEIbHOIO MpoIlecca, OCHOBAHHAS HA MPUMEHEHUU MPOTPAMMHBIX Cpell U
TEXHUYECKUX CPEJICTB pa0OTHI CO 3HAHUSIMU B PA3IUIHBIX TPEIMETHBIX 00IaCTSIX.

6 Y4eOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4aroImmMXcst
[Ipencrasneno B mpunoxxeHuu 1.

7 OneHovHnblie cpeacrea AJisl MIPOBEICHUSA HpOMe)KyTO‘IHOﬁ aTrrecranmumn
Hpe,[[CTaBJ'IeHLI B ITPUIIOKCHUHN 2.

8 YueOHO-MeTOoAUYeCcKOe U MHPOPMALMOHHOE 0O0ecneyeHHe THCIUIIIMHBI (MOYJIs1)

a) OcHOBHas JIUTEpaTypa:

1. Aiisenc, K. Anmunucrpuposanue Microsoft Windows Server 2003 : yueOHoe ocoOue
/ K. AiiBerc. — 2-e u3n. — Mocksa : UHTYUT, 2016. — 486 c. — Tekcr : anexkrpoHHsbiii // JlaHb

AJIEKTPOHHO-OMOmoreunas cuctema. — URL: https://e.lanbook.com/book/100554 (nmata
obpamienns: 15.03.2020). — Pexxum g0cTyIma: i1 aBTOPHU3. IOJIB30BATENEH.

2. Bnacos, 10.B. AnmunuctpupoBanue cereid Ha ruiatopme MS Windows Server :
yuebnoe nocobue / F0.B. Brnacos, T.U. PunkoBa. — 2-e uza. — Mocksa : UHTYUT, 2016. —
622 c¢. — ISBN 978-5-94774-858-1. — Tekcr : onekrponHsiii // JlaHb
3JIeKTPOHHO-OnOmmoreunas cuctema. — URL: https://e.lanbook.com/book/100560 (mata
obpamenus: 15.03.2020). — Pexxum goctyma: it aBTOPU3. MOJIb30BATEICH.

0) lonoJiHMTE ILHASA JIUTEpaTypa:
1. MarBeeB, M.JI. AnmunucrpupoBanue Windows 7. IlpakTuyeckoe pyKOBOJCTBO H
CIPaBOYHHUK aIMHHUCTpaTopa : pykoBoacTBo / M. JI. Matsees, P.I". ITpokau. —



Cankr-IlerepOypr : Hayka u Texnuka, 2013. — 400 c. — ISBN 978-5-94387-916-6. — Texkcr :
snektpounsi [/ Jlanp . JJeKTpOHHO-OMOimMoTeuHas  cucrema. —  URL:
https://e.lanbook.com/book/39611 (nara oOpamenus: 15.03.2020). — Pexxum moctyma: ais
aBTOPH3. MTOJIH30BATEIICH.

2. Onmudep, B.I'. OcHOBBI ceTeil niepenaun ITaHHBIX | ydyeOHOoe mocodue / B.I'. Onudep,
H.A. Omudep. — 2-e u3a. — Mocksa : MHTYUT, 2016. — 219 c¢. — Tekcr : snekrpoHusiii //
Jlansb : anexTpoHHO-OMOMMoTeunas cuctema. — URL: https://e.lanbook.com/book/100346 (nata
obpamienns: 15.03.2020). — Pexxum g0cTyIa: AJ1s aBTOPHU3. IIOJIb30BATENIEH.

B) MeTonuyeckue ykazaHusi:

1. benos, 10.C. AIMUHUCTpUpPOBaHHE CEPBEPHBIX ONEPALMOHHBIX CHCTEM CEMENCTBA
Windows : yue6noe mocobue / H0.C. benos, E.B. Bepmunun. — Mocksa : MI'TY um. H.D.
baymana, 2014. — 324 c¢. — ISBN 978-5-7038-3896-9. — Tekcr : snekrponHsiii // Jlaup :
aJeKTpoHHO-OMOmoTreunas cucrema. — URL: https://e.lanbook.com/book/106514 (mara
obpaenus: 15.03.2020). — Pesxum goctymna: it aBTOPU3. [OJIb30BATEICH.

2. Xopyxuukos, C.D. AnmunuctpupoBanue cereit Windows : yue6Hoe mocobue / C.D.
Xopyxuukos, B.B. [Ipeiryn. — Cankr-Ilerepoypr : HUY UTMO, 2012, — 61 c. — Tekcr :
snekrpounsi [/ Jlanb : AJICKTPOHHO-OMOIMOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/40727 (nara oOpamenus: 15.03.2020). — Pexxum moctyma: s
aBTOPH3. TI0JIH30BATEIICH.

r) [Iporpammuoe obecneuenue u UHTepuer-pecypcebi:

IIporpamMmmHoe oGecieueHue

Haumenosanue I10 Ne norosopa Cpok neicTBuUS TULIEH3UU

MS Office 2007
Professional
MS Visual Studio

Ne 135 o1 17.09.2007 6eccpouHO

Code cB0001HO pacnpocTpansemoe [10 OeccpodHO
IIpodeccnonanbubie 0a3bl JaHHBIX M MH(POPMAIMOHHBIEC CIPABOYHbIE CHCTEMbI
HazBanwue kypca Cchblika

9 MaTepuaJIbHO-TeXHHYECKOe 00ecredeHue TUCIIUTIIHHBI (MOTYJIs1)

MaTepI/IaJ'IBHO-TeXHI/I'-IeCKOe o0OecrieueHune JUCIHHUIIIIMHBI BKJIIFOYACT:



1. JlexunonHas ayautopus ayn. 282. MyabTUMEIMIHbBIE CPEICTBA XPaHEHHUS, TIepeJadu U
npeJcTaBieHust UHGOpMaIuu.

2. Kommebrorepubsie kiaccbl Llentpa wuH(Opmamumonusix texnonoruit ®I'bBOY BO
«MI'TY». IlepcoHanbHble KOMIIBIOTEPBI, OObEIUHEHHBIC B JIOKAJIbHBIE CETH C BBIXOJOM B
Internet, ocHameHHbIE COBPEMEHHBIMH IMPOIPAMMHO-METOJMYECKHUMU KOMIUIEKCAMH IS
peleHus 3aa4 B 001acTi HHPOPMATUKHU U BBIYUCIUTEIbHON TEXHUKH.

3. AyIuTOpHUH [T CAMOCTOSITENLHON paboThl: KOMIBIOTEPHBIE KJIACCHI; YNTAILHBIC 3AJIBI
ouommotekn. Bece kimaccet YUT u ACY ¢ mepcoHanbHBIMH KOMITBIOTEPAMH, BBIXOIOM B
WMHTepHET M C JOCTYIOM B 3JIEKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTEeNbHYI0 Cpeay
YHHUBEpPCUTETA.

4. Ayautopwii 7Sl TPYNIOBBIX U WHIUBUAYAIBHBIX KOHCYJIBTAUN, TEKYIIETO0 KOHTPOISI
Y POMEXYTOYHOM aTTecTanuu. Aya. 282 u kinaccet YUT u ACY.

5. Tlomemenuss s C€aMOCTOATENBbHON paboThl O0yYaromuXcs, OCHAIEHHBIX
KOMIIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJKIIOYEHHS] K ceTu «VIHTepHeT» U Haludyuem
JocTynia B 3JIEKTPOHHYI0 HH(QOPMAIlMOHHO-00pa30BaTEeNIbHYIO cpely opranuszanuu. Kiacchbl
YUT u ACY.

6. Ilomemenust s XpaHeHHS W TNPOMUIAKTUYECKOTO OOCITYXHBaHHUA y4eOHOTO
ob6opynoBanus. LlenTp nH(MOpMALIMOHHBIX TEXHOIOTHI — aya. 372.



npuioxenue 1
«YueOHO-MeTouUeCcKoe obecrieueHrne CaMOCTOSITEJIbHON pabOThI 00yUJaIOIITUXCSI»

AAMUHUCTPUPOBAHHUE BBICOKOHAI'PYKEHHBIX CUCTEM

Pa3zoen IVicnonb3oBaHne CETEBBIX YTHIINT:

1.1 ping, telnet, netstat, tcpdump/wireshark

1.2 [ouATHs MacITaOMPyEeMOCTH, KIIACTEPU3AINH, OTKA30yCTOHYNBOCTH U BHICOKOM
JIOCTYITHOCTHU

Pasoen 2. Iloocucmema 6s00a-evisooa. aiinogwle cucmembvl

2.1. @aitnoBeie cucteMbl. DaIIbI ¢ TOYKU 3peHUS MOJIB30BaTelss. MOHTUPOBaHKE (PailIOBBIX
cucreM. @opmar umeH (aiios.

2.2. Oneparuu Hap ¢ainamu. Tun daitna. [Ipocteie dhalinoBbie CUCTEMBI. Y CTOMYUBOCTD
¢aiinoBeIx cucteM K cbosim. BoccranoBnenne (haiioBeIX cUCTEM

2.3. Pecypcol. BHyTpenHue 1 BHENIHUE pecypcbl. JloCTyn K BHEIIHUM YCTPOWCTBaM

2.4. 3anoMuHaroIKE YCTPONUCTBA MPSIMOI0 JOCTYIIa

Paszoen 3. bezonacnocms. Ceccuu u udeHmuguxamopul noivzogames. AOMUHUCMPUPOBAHUE
JIOKANbHOUL U 2100abHOU cemu

3.1. besonacunocth. Ceccun U UACHTU(DUKATOPHI TOJIB30BATEIS.

3.2. Ayrentudukanus. Kpunrorpapudeckne MeTo bl ayTeHTH()HUKALINN.

3.3. ABropuzanus. 3menenue nuaeHTuGUKaTOpa Moab30BaTens

3.4. ATMUHUCTPUPOBAHNUE JIOKAJTLHOU U TTI00aThHON CETH

3.5. [IporpaMMHbIe HACTPOUKH JIOKAIBHOH U I100anbHOM ceTu. OpraHu3aius cepBepoB

[Ipumep TeCcTOBBIX 3aJJaHUI

Ne | Bonpoc Bapuanmur omeemos
1 KakoBbl OCHOBHBIE 1) cucremHbIil 6J0K, MOHUTOD, KJIIABUATypa U MBIIIb
KOMITOHCHTBI 2) anmaparypa, oreparoHHas CUCTEMa, IPUKIIATHOE TPOrPaMMHOE
KOMIIBIOTEPHON obecrniedeHre U Moab30BaTeNn
CHUCTEMBI B IIEJIOM 3) naMIibl ¥ TPaH3UCTOPHI
(BKITIOUAs 4) 6payzep U IPOUTpHIBATENb
IPOrPaMMHOE 5) MaIIMHHBINA S3BIK, OTICPAIMOHHAS CUCTEMA, KOMITUJISTOPBI,
oOecnieyenue)? npaiiBepa
2 Kakwe niporieccsr 1) root, init, pagedaemon, swapper
3aITyCKaIOTCS 2) exit
HIEPBBIMH MTPH 3) mp3player
3aIyCKe CUCTEMBI 4) userl, user2, user3
UNIX? 5) /etc/inittab
6) shell, init, getty
3 Yro Takoe 1) mporeccsl, CBA3aHHbIE IPYT C JPYTOM U COBMECTHO pelIalolne
B3aMMO/JICHCTBYIOIIN | OOIIYIO 3a/1a4y
€ TIpo1ecch? 2) MPOIIECCHI, OIOKUPYIOMINE APYT APyTa
(OtBer cunraercs 3) neMmoH
BEPHBIM, €CITH 4) mporeccsl, Kaylue ApYyr Apyra
OTMEUEHBI BCE 5) KoomepaTuBHbBIE
MIPaBHIILHBIC 6) yIpoIeHHbIE TPOLIECCHI
BapHAHTHI OTBETOB)
4 .... mpeaHasHauyensl | 1) Karanoru
JUTsl OpraHu3aluu 2) O6bruHbBIC (haliiIbl
B3aUMOJICUCTBUA 3) XKecTtkue cchlIKA
MEXKy ABYMS WIIH 4) CUMBOJIMYECKHE CCHUIKU
6osee mporieccamu. | 5) IMeHOBaHHBIE TPOTrPaMMHBIE KaHAJIBI




6) biiok opueHTHPOBaHHBIC CIIEIIUATIbHBIE (haNIIBI
7) BaiiT-opueHTHpOBaHHbBIE CTICIUAIbHBIC (haiiiIbl
8) IMeHOBaHHBIE CIICIIUATIbHBIE YCTPOMCTBA

3amanue I CaMOCTOSITEILHOTO BEIIOIHEHUS
1. Co3gats Tpu rpynmsl nojas3oBarenei: Grl, Gr2, Gr3.
2. Coznats ueThipex monb3oBareneii: Userl, User2, User3, User4, cormacao cxeme

GrlN G2 Gr3N
UserlN User3N Userd4N
User2¥

rae N — Homep rpyIbL.

3. Co3naTh HECKOIBKO (DAIIIOB ¢ Pa3IMUHBIMU ITPABAMH JTOCTYIA [Tl TPYIIIL, 7S TIOJIh30BaTEICH.
4. Co31aTh HECKOJIBKO KAaTaJIOTOB U HA3HAYMTh PA3JIUYHBIC TpaBa ocTyna. OnpenenuTs pa3HUILy
MEX]y IpaBaMu JOCTYIa K (aiiily U K Karajory.

5. Co3naTh MSTKHE U KECTKHE CCBUIKH K (aillly U KaTajory.




Ipuaoxenue 2

«OHGHOLIHBIG cpe€acTBa aJisd IMPOBEACHUA HpOMeH(YTOqHOﬁ arrecragumn

AJIMUHUCTPUPOBAHUE BbICOKOHAI'PYKEHHBIX CUCTEM

Kon
WHIUKAaTOpa

uaukarop
ITOCTHKEHUS
KOMIIETCHIIUH

OneHOYHBIE CPECTBA

OIIK-5 Cnoco0Gen pa3zpabaTbIBaTh U MOAECPHU3UPOBATH IPOrPaMMHOE U annapaTtHoe o0ecreueHme

I/IH(l)OpMaI_II/IOHHBIX M aBTOMAaTU3HPOBAHHBIX CUCTEM;

Kon Cooepoicanue Teopemuueckue 80npocsi, mecmol, NpaKmMuiecKue 3a0anus, 3a0a4u u3
uUHOUKamopa npogeccuoHanbHou 001acmu, KOMNieKCHble 3a0aHUs, 8 MOM YUCIe
3A0aHUsL HA KYPCo8ble NPoeKmbl (pabomol) Uil UHble Mamepuanbl,
oyeHusaloujue UHOUKAMop OOCMUNCEHUS KOMNemeHYUU
OIIK-5.1 Onpenenser Ilepeuenv meopemuueckux 6onpocos

HEOOXOAUMOCTh U
y4acTBYET B
pa3paboTke u
MOJICPHHU3AIUN
HpOFpaMMHOFO u
anmapaTHoro
o0OecIieueHue
WHGOPMAIIMOHHBIX U
aBTOMaTPI?;HpOBaHHBIX
CHUCTEM

[TonsTHs MacITabupyeMoCTH, KJIacTepu3allui, 0TKa30yCTONYUBOCTH U
BBICOKOU JIOCTYITHOCTH
IIpaxmuueckue 3a0anus

Hcnons3oBanue yTuiuT

ping, telnet, netstat, tcpdump/wireshark

IIpuMepHbIe TecTOBBIE 3aJaHUS IJIsI KOHTPOJISA 3HAHUM

1. Kakue npoToKoJbl OTHOCATCS K TPAHCIIOPTHOMY YPOBHIO
4eThIPEXypOBHEBOI Moienu creka nporokosioB TCP/IP? a. ARP b. TCP
c. UDP d. IPe. ICMP

2. BupryanbHble yacTHbBIE ceTH: a. [lepenaroT yacTHBIE TaHHBIE 110
BBIZICTICHHBIM ceTsiM D. VIHKancympyoT YacTHbIC COOOIICHHUS 1
nepeaarT uX Mo o0ecTBeHHOH ceTu C. He ncnonmp3yroTes KIneHTaMu
Windows d. MoryT ucnionbe3oBatbest ¢ mporokonamu L2TP wmu PPTP 3.
OcHoBHble oTinuMs poTokosnoB L2TP u PPTP cocrosT B cinexyromiem
(BBIOEpHTE BCE BOBMOXKHBIE BapuaHThl): a. [Iporokon L2TP
obecreunBaeT He KOH(UACHINATBHOCTb, @ TOJIBKO TYHHEIHpOBaHue b.
[Mporokon PPTP ucnons3yercs Tonbko s tynHenuposanus TCP/IP c.
IIpotokon L2TP moxer ucnonb3oBaThes co ciayxbamu IPSec, a
npotokosn PPTP ucmons3yercs camocrositensHo d. [Tpotokon PPTP
MOJIIEP>)KUBACTCS KPYTTHEHIIINMU POU3BOAUTENSIMH, a TpoTokon L2TP

SBJISICTCS CTaHAapTOM Koproparmu Microsoft

OIIK-7 Cnioco6eH ananTupoBaTh 3apyOeskHbIe KOMIUIEKCHI 00paboTKH MH(OpMAIK 1 aBTOMAaTH3UPOBAHHOTO

MMPOCKTUPOBAHUA K HYKIaM OTCUCCTBCHHBIX HpeHHpI/IHTHﬁ;

Kon Conepxanue TeopeTnueckne BONpOCHI, TECTHI, IPAKTUYECKHUE 3a/1aHuUs, 3a7a4u U3
WMHIMKaTOpa npodeccnoHanbHOM 00J1aCTH, KOMITJIEKCHBIE 3aJIlaHUs, B TOM YHCIIE
3aJlaHusl Ha KypCOBbI€ MPOEKTHI (PabOThI) UM UHbIE MaTepHAIIbI,
OLICHUBAIOIINE UHAUKATOP JOCTHKEHUSI KOMIIETEHIIUN
OIIK-7.1 OnenuBaeT 00beM U 1. bezonacnocts. Ceccun M UACHTU(UKATOPHI TIOIH30BATEIS.

CPOKH BBITTOJTHCHUS
paboT mpu aganTanuu

2. Ayrentudukanus. Kpunrorpapudeckne MeToapl ayTeHTH(HUKAIIIH.
3. ABropuzanus. M3menenue uaeHTuduKaTopa rnojib30BaTess




Hnukarop

Kon
ITOCTHKECHUS OneHOYHBIE CPECTBA

UH/IMKaTOpa
KOMIIETCHIIHH
3apyOexKHBIX 4. AIMUHUCTPUPOBAHKE JIOKAJILHOW U I7100aIbHON CETH
KOMILJIEKCOB 5. I[IporpaMmMHBIe HACTPONKH JIOKAJTLHOM U TJ100aTbHOM CETH.
00paboTKu 6. Opranuzanus cepBepoB
uH(pOpMaLIUU U IIpumepHbIe TecTOBbIE 3aJaHUSA 1JI51 KOHTPOJIS 3HAHU I
aBromaTu3upoBanHoro | 1Cioyx0a, ocyliecTBIIsIoIas IPUCBOEHUE pealibHbIX |P-anpecoB y3mam
MPOCKTUPOBAHUS K 3aKpBITOM IpHUBaTHOMU ceTH, Ha3biBacTes: a. NAT b. PAT c. Proxy d.
HY)XJaM DHCP e. DNS
OTEUECTBEHHBIX 2. Ha kakoM u3 4eThIpex ypoBHEH Moenu cTeka nmpotokosaoB TCP/IP k
MpeANPUITHI nepenaBaeMoi nHpopmaruu 100aBISETCS 3aT0JIOBOK, COEPIKAIIIHIA

nosie TTL (time-to-live)? a. Ha yposue npunoxxenwuii (application layer)
b. Ha tpancioptaom yposse (transport layer) ¢. Ha cereBom ypoBHe
(internet layer) d. Ha kanansHoMm yposae (link layer)

3. Ha kakoM ypoBHE YEThIpEXypOBHEBOM MOJICIIN CTEKA MPOTOKOJIOB
TCP/IP pabotaet ciny:x6a DNS? a. Ha YpoBHe npuiioskeHuit
(application layer) b. Ha Tpancnioptaom ypoBse (transport layer) c. Ha
MexcereBom yposae (internet layer) d. Ha Kanansnom yposse (link
layer)




