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JIucT aktyaausanuu padoueii nporpaMmbl

Pabouyast mporpamma nepecMoTpeHa, oocykaeHa u ofgoopeHa i peanusanuu B 2024 - 2025
y4eOHOM Troj1y Ha 3acefanuu kadeapsl MudbopmaTuku u nHGopMannoHHo#i 6e30macHOCTH

[Iporokom ot 20 r. Ne

3aB. xadenpoit n.n. ElpaHKOBa

Pabouast mporpaMmma nepecMoTpeHa, 00CykIeHa u oo0pena s peaymsanuu B 2025 - 2026
yueOHOM rojty Ha 3aceqanuu kadeapsl HMupopmaTtuku U MHGOPMAIIMOHHON 6€30M1aCHOCTH

[Iporokom ot 20 . Ne
3aB. kadeapoii WN.U. bapankosa

Paboyas mporpamma nepecMoTpeHa, o0CykIeHa u ogo0peHa s peanmsaruu B 2026 - 2027
ydeOHOM roty Ha 3acefqaHuu kapeapel MuapopMmaTHky u nHOOPMAITMOHHON OE30TTACHOCTH

IIporokom ot 20 . Ne

3aB. kadenpoit I/I.I/I.fapaHKOBa

Pabouast mporpamma nepecMoTpeHa, oocykaeHa u ofgoopeHa i peanusanuu B 2027 - 2028
y4ueOHOM To/1y Ha 3acenanuu kadeapsl HMudopmaTuku u nHGOpMannoHHOM 6€30macHOCTH

[Iporokom or 20 . Ne

3aB. xadeapoit n.Hn. ElpaHKOBa

Pabouas mporpamma nepecMoTpeHa, 00CyxIeHa u ogqo0pena s peamsanuu B 2028 - 2029
y4eOHOM o1y Ha 3acefanuu kadeapbl HMudbopmaTuku u nHGOpMaIMOHHOM 0€30MacHOCTH

[Iporokom ot 20 . Ne
3aB. kadeapoii N.N. bapankoBa

Paboyas mporpamma nepecMoTpeHa, o0CykIeHa u ogoopeHa s peanusamnuu B 2029 - 2030
ydaeOHOM roty Ha 3acefaHuu kapenapsl WMHbopmaTuky u nHGOPMAIIMOHHON 0€30MacCHOCTH

[Iporokom ot 20 . N
3aB. kadenpoit N.N. bapankoBa




1 Iles14 oCBOEHUSI TN CHUTITHHBI (MOTYJI51)

Lenwto quctiumumnabl «Attectamus AUCy sBiseTcs popmupoBanue npodhecCuoHaIbHBIX
HaBBIKOB aTTECTAIMOHHBIX HcHbITanuii OW, u3ydeHMe METOAUK NPOBEJICHHS aTTECTallUH,
OBJIaJICHUE METOJIaMU MOHUTOpHUHTra U aynuta AC U MOATOTOBKA K JESITEIbHOCTH, CBSI3aHHOM C
arrectarmeir. AUC B coorBerctBuu ¢ TtpeboBanmsimu PI'OC BO mo cnenumansHOCTH
«MudopmanronHas 6€30MacHOCTb aBTOMAaTU3UPOBAHHBIX CUCTEMY. JIMCIUITIIMHA « ATTECTALIHS
AUNCy» paccmarpuBaeT 0a30BbIE TEOPETUUYECKUE MOHSTHS, CPEIICTBA U CHOCOOBI OOECTIeUeHUs
nH(pOPMaLIMOHHON 0€30MaCHOCTH, IPUHIIUITBEI TOCTPOCHUS CUCTEM 3aIUTHI HH(OPMAIIHH.

2 MecTo qucHMIJIMHBI (MO1YJIs1) B CTPYKTYpe 00pa3oBaTe/IbHOIl IPOrpaMMbl

Jucuunnuna Atrectauus AWC BXoguT B yacTh ydeOHOro IuiaHa (GopMHPYEMYIO
YYaCTHHKaMU 00pa30BaTeIbHBIX OTHOIIEHUH 00pa30BaTeIbHON TPOTPaMMBI.

JUis  u3ydyeHus  JUCHUIUIMHBL ~ HEOOXOAMMBI  3HaHMS  (YMEHHMs,  BIaJCHH),
c(hOpMHUPOBAHHBIC B PE3YJIbTaTE U3yUSHHS JUCITUTUTNH/ IPAKTHK:

Opranmzanus 9BM 1 BBIYUCIUTENBHBIX CUCTEM

Teopust nundopmarum

NudopmaTtuka

SI3bIKK IpOTrpaMMHUPOBAHUS

Teopust BeposiTHOCTEN, MaTeMaTHUECKasi CTaTUCTUKA

MaremaTuuecKkuii aHaau3

OcHoBbI HH(OPMAITMOHHOW 0€30MTaCHOCTH

JuckperHas maTeMaTuka

[TporpammHO-amnmapaTHbIe CpeaCcTBa OOecTiedeHnsT HH(OPMAIIHOHHOM O€30MaCHOCTH

MatemaTrueckoe MOIETUPOBAHUE PACTIPECIIEHHBIX CUCTEM

bezomnacHocTh cuctem 6a3 JaHHBIX

besonacHocTts ceteit 9BM

CetH 1 cucTeMBbI niepeiau MHHOpMaIH

dusnyeckue 0OCHOBHI Nlepeaun HHPOpMAIUU

3ammTa vHGOPMAIMH OT YTEYKHU MO TEXHHYECKUM KaHaIaM

Opranu3zalilioHHOE U MPaBOBOE o0ecreyeHrne HHPOpMaIOHHOM 6€301MacHOCTH

OcHoBBI 6€30macHOCTH IU(PPOBOTO OOIIECTBA

MeTo/b1 ¥ cpeicTBa KpUnTorpapuueckon 3auThl THPOpMaITUU

BuprtyanbsHbie cetu

TexHONMOrus OCTPOCHHMS 3aIIUIIEHHBIX PACIPEIeICHHBIX IPUIIOKEHHUH

3Hanus (yMEHUs, BIQJCHUS), MTOTYYCHHbBIE TIPU W3YYCHUH JAHHOW TUCIUIUIMHBI OyayT
HEO0OXOIUMBI JJIs1 U3yUEHUS TUCIUILINH/TIPAKTHK:

Ynpasienue nHpOpMaIMOHHOH 6€30MacHOCTHIO

AHanu3 puckoB HHPOPMALIMOHHOW 06€30acHOCTH

[Tpon3BoICTBEHHAS - HAYYHO-UCCIIEAOBATENBCKAs paboTa

[IpousBoacTBEeHHAS - IPEAIUIIOMHAS TPAKTUKA

[TonroroBka Kk caye U cada rocyJapCTBEHHOTO HK3aMeHa

MeTo 161 MPOEKTUPOBAHUS CUCTEM 3aIIUTHI pacipeieICHHBIX HHPOPMAIIMOHHBIX CUCTEM

Obecnieuenne WHGPOPMAIIMOHHON O€30MACHOCTH KPUTHYECKOM HH(DOPMAIIMOHHOM

UHPPACTPYKTYpOit
Pa3paboTka 1 3KcIUTyaTaIys aBTOMaTH3MPOBAHHBIX CHCTEM B 3AIIUIIEHHOM HCIIOJTHEHUH

MoenrpoBaHue CUCTEM 3alUThI UHDOpMAaLHK
[TonrotoBka K  mpouneaype 3allMuThl W NPOLEAYpa  3allUThl  BBIITYCKHOM
KBaJTM(HUKAIIMOHHOHN pabOTHI



TecTupoBaHUE CUCTEM 3aIUTHI HHPOPMAIMKA aBTOMATU3UPOBAHHBIX CHCTEM

[Tpou3BoACTBEHHAS - MPAKTHKA 10 MOJYYCHHIO MPO(eCCHOHATBHBIX YMEHHUH M OIbITA
poheCcCHOHALHOM A TeTLHOCTH

[TpoekTHast 1eATEIBHOCTD

3 Komnerenunu ody4yaruierocsi, popMupyemMbie B pe3yJibTaTe 0CBOCHUS

AMCHUIJIMHBI (MOYJISA) M IVIAHUPYEMbIe Pe3yJibTaThbl 00y4eHusI

B pesynbraTe ocBOeHMS AUCHUILTUHBI (MOoaynsi) «Atrtectanus AWC» obyuwarommiics
JOJIKEeH 001a/1aTh CAeAYIOIMMI KOMIETEHIIUAMMU:

Kox namukaTopa WMHnukaTop JOCTHKEHHSI KOMITETCHITN

[IK-5 CriocobeH mpoBOIUTh aTTECTAlMI0 OOBEKTOB Ha COOTBETCTBHUE TPEOOBAHUSM IO 3aIlUTE

nHopManuu

[1K-5.1 [IpoBOAUT aTTECTAIMOHHBIC MCHBITAHUS OOBEKTOB BBIYMCIUTEIHHOMN
TEXHUKH HA COOTBETCTBUE TPEOOBAHMUSIM I10 3AIIUTE HHPOPMALIUU

[1K-5.2 Odopmisier MaTepuasibl aTTECTALIMOHHBIX MCIBITAHUA HAa COOTBETCTBHE
TpeOOBaHUIM M0 3aI[UTE HHPOPMALINHT

I1K-5.3 Odopmisier arTecTaT COOTBETCTBUS OOBEKTOB BBIYMCIUTEIBHON TEXHHUKH

TpeOOBAHHUAM I10 3aIIUTE MHGOPMAIUN




4. CTpyKTYpa, 00BHEM M cOlepKaHue THCIUTILTHHBI (MOIYJIs)
OO6mrast TpyI0€MKOCTh JAUCIUIUIMHBI COCTABISICT 4 3a4eTHhIX enuHull 144 akaa. 4acoB, B TOM

YUCJIIC:

— KOHTaKTHas pabora — 76,1 akaj. 4acos:
— ayIUTOpHAS — /2 aKaJl. 9acoB.;
— BHeayautopHas — 4,1 akas. yacos;

— caMocTosATebHas paboTa — 32,2 akaj1. 4acos;

— B (hopMe mpaxTHUECKOM moaroroBku — 0 akaj. yac;
— IMOATOTOBKA K 3K3aMeHy — 35,7 akaj. gac

dopma aTTecTalluy - SK3aMEH

AynutopHas S e
o | KoHTakTHas pabora E Z dopma TeKyIIero
I=¢
5 B aKaJl. yacax o Bu KOHTPOJIS
Paznmen/ tema 3 (B axaz. acax) g A . p Kon
S 3 ©| caMOCTOATENBHOM | yCIIEeBAaEMOCTH U
JUCLIUIUIAHBI 5 [ . | xommerenn
@) 5 g £ paboTHI TIPOMEKYTOUHOM
Jlex. | @0 | MPAKT. | =© aTTeCTalMu
3aH. 3aH. | U &
1. Oourue MTOJIOKEH U
MPOBE/ACHUS  aTTECTAlMOHHBIX
HCITBITAHHI
IToaroroBka k
MPAKTUIECKOMY
11 IMpeamer " 3aHATHIO; paboTa c IK-5.1
COJIepKaHUE JTHMCIUIIIAHBI. OBC n .
Mﬂ P 1 1 3 TectupoBanue TIK-5.2,
€TOJbl  TPOBEPOK | HOpPMaTHBHBIMU K-5.3
HCIIBITAaHU. JIOKyMEHTaMH; '
MOATNOTOBKA K
9 TECTUPOBAHUIO
IlogroroBka k
MPAKTUIECKOMY
3aHATHIO; paboTa ¢
12 Ileniu w 3agauu 95’(?“ TIK-5.1,
aTTeCTAlMOHHBIX 3 0,5 TectupoBanue TIK-5.2,
o HOPMAaTHBHBIMHU
HCIBITAHHH. TIK-5.3
JIOKYMEHTaMU;
MOJTOTOBKA K
TECTHPOBAHHUIO;
HUrtoro no pazaeny 4 35
2. MepomnpusTis M0 KOHTPOIO
3a COCTOSIHUEM u
3¢ (HEKTHBHOCTHIO 3aIUTEI
nH(pOpPMAIUY Ha OOBEKTE
IToaroroBka k
MPAKTUYECKOMY
3aHATHIO; paboTa ¢
2.1 Omnucanue u 3B’Cpl/1 TIK-5.1,
kiaccu(ukalus 0oOBbEKTOB 4 2 3 TectupoBanue TIK-5.2,
HHGpo HOPMAaTHBHBIMU I1K-5.3
pMaTH3AIHH. .
JIOKYMCHTaMH;
MOJATOTOBKA K
9 TECTUPOBAHHIO;
IToaroroBka k
MPAKTUIECKOMY
3aHATHIO; paboTa ¢
2.2 PaboThl, BEHIIOIHIEMBIE 3]3’(?1/1 TIK-5.1,
B XOJ€ AaTTEeCTAllMOHHBIX 6 3 57 TectupoBanue TIK-5.2,
HOPMATHBHBIMHU
ucneitannii AC. P TIK-5.3
JIOKYMEHTaMU;
MOATNOTOBKA K
TECTHPOBAHUIO




Uroro no pazneny 10 5 | 8,7 |
3. Meroaykud  NpPOBEICHHS
aTTECTALINHI
IToaroroBka k
MPAKTUYECKOMY
3.1 MerojuKka MpoOBeNeHUS 3aHATHUIO; paboTta c
aTTecTalyu 9BC n
MHOOPMAMOHHOM HOPMATUBHBIMH [IK-5.1,
KonTposnbHas
CHUCTEMBI 10 TPEeOOBAHUSAM 6 8 8 JIOKyMEHTaMH, aGora TIK-5.2,
3alIUTHl  TEPCOHATBHBIX CIIOBapsIMH, p TK-5.3
JTaHHBIX. Tloaroroska SHIMKIOIE UM
OTYETHOW JOKYMEHTAIINH. ); IOJArOTOBKA K
KOHTPOJIBHON
pabore
IToaroroBka k
3.2 Meronuka
MPaKTUIECKOMY
aTTeCTAlMOHHBIX
HCTIBITAHUN 00BEKTOB SAHATHIO; paGoTa o
BBIYHCIIMTEIBHON TEXHUKHU IBCH KonTponsHas IK-5.1,
6 8 10 HOpPMAaTHBHBIMHU P TIK-5.2,
1o TpeOOoBaHUIM pabota
JIOKyMEHTAMU; TIK-5.3
0e30IMacHOCTH
IOJTOTOBKA K
uHpopmanuu. IloaroroBka o
o KOHTPOJIbHOM
OTYETHOM JJOKyMEHTAIINH.
pabore
HWroro no pazaeny 12 16 18
4. MertoauKa aTTECTAIMOHHBIX
HCIIBITAHUN BBIJICTICHHBIX
MOMEIIEHHI M0 TpeOOBaHUIM
0e30MMAaCHOCTH HH(MOPMAIH
IToaroroBka k
MPAKTUIECKOMY
3aHATHUIO; paboTa ¢
4.1 VYcnoBus U HOPSIOK, ;
MPOBEACHUS . 9bCn KonTponsHas TK-5.1,
poBex 4 5 1 HOPMaTUBHBIMU P I1K-5.2,
aTTECTAlMOHHBIX pabora
M JIOKyMCHTaMHU; TIK-5.3
ucneitanui BIT.
IIOATrOTOBKA K
KOHTPOJIBHON
pabote
IToaroroBka k
. MMPaKTHIECKOM
4.2 OOBeMBbl HCIBITAaHUH p y
Ha COOTBETCTBUE 3aHATHIO; pabora ¢
TpeOOBaHUAM II0 3allUTE J5Cu Konrponbuas TK-5.1,
P 6 10 1 HOpPMaTHBHBIMU P TIK-5.2,
unpopmanuu st BIL pabora
o JIOKyMEHTaMH; TIK-5.3
IToaroroska OTYETHOMU
IOArOTOBKA K
JIOKYMEHTAIHH. o
KOHTPOJIBHOM
pabore
Uroro no pazneny 10 15 2
5. Dk3ameH
IlogroroBka x
3agery; padora ¢
OBC n
5.1 Tloaroroska K HOPMATHBHBIMHU TK-5.1,
31.<3aMCH 8 ;[or; MEHTaMH; Jx3amen IIK-5.2,
Y Y ’ TK-5.3
U3y4eHHE
MaTepHaioB
JICKIUH
Wroro no pasgeny
Uroro 3a cemectp 36 36 32,2 3K3aMEH
Hrtoro mo auciuiimae 36 36 32,2 JK3aMeH




5 O6pa3oBaTeibHbIE TEXHOJIOTHH

Jnst  peanu3anmuu  TPEIYyCMOTPEHHBIX BUIOB y4eOHON paboThl B KayecTBe
00pa30BaTEJIbHBIX TEXHOJIOIMH B IPENOJaBaHUH TUCIUILIIMHBI UCIIOJIb3YIOTCS:

1) TpaauuoOHHAsE TEXHOJIOTHS, BKIIOUYAromas B ceOs OOBSICHEHHE IMpernojaBaTels Ha
JEKIUAX, CAMOCTOSITENIbHYIO paboTy ¢ y4yeOHOM M CIpaBOYHON JUTEpaTypol MO JUCHUILIKHE,
BBIIIOJTHEHUE 3aJlaHMil 10 METOIMYECKUM YKa3zaHusM. 2) Pa3/ienbHO-KOMIIETEeHTHOCTHAs
TEXHOJIOTUS, BKJIIOYaroIlas B ce0s JKECTKOE CTPYKTYpPUPOBAaHUE COAEP)KaHUS Yy4eOHOro
Marepuasa, COMpOBOXKIAOMIAsACS 00s13aTeIbHBIMU OJIOKaMU JIOMAIIIHUX 3aJaHul, KOHTPOJIbHBIX
paboT U TECTUPOBAHHEM 10 KaXKIOW TeMe colepkanus Kypca. 3) IHTepaKTHBHBIE TEXHOJIOTUH —
opraHusanusi o0pa3oBaTEJILHOTO Mpoliecca, KOTopas MNPEAINojaraeT akTUBHOE M HEIMHEWHOE
B3aMMOJIEHCTBUE BCEX YUACTHUKOB, IOCTHKEHUE HA 3TOM OCHOBE JINYHOCTHO 3HAYUMOTI0O JJIs HUX
o0pa3oBaTesIbHOTO pe3yibTata. Hapsay co crennann3upoBaHHBIMU TEXHOJOTHSIMH TaKOTO pojia
MIPUHIUI UHTEPAKTUBHOCTH MPOCIIEKUBACTCS B OOJBIIMHCTBE COBPEMEHHBIX 00Pa30BaTEIbHBIX
TEXHONOTUH. MHTEpPaKTUBHOCTh TMOAPA3yMeBAaeT CYObEKT-CyObEKTHbIE OTHOLICHHS B XOJ€
o0pa3oBaTeIbHOTO IIpollecca U, Kak CIEACTBHE, (OPMHUPOBAHUE CcaMOpa3BUBAIOIIEHCS
nH(popMaImoHHO-pecypcHol cpenbl. 4) TexHomoruu npoOIeMHOro O0yUYeHHs — OpraHHU3aIusl
00pa30BaTEeJILHOrO Ipolecca, KOTOpas MPEAnoyiaraeT MOCTAHOBKY INPOOJIEMHBIX BOIPOCOB,
co3/laHNe y4YeOHBIX MPOOJIEMHBIX CUTYalMid JUIsi CTUMYJIMPOBAHUS aKTUBHOW MO3HABATEIHHON
AeATeNbHOCTH oOy4aromuxcsi. 5) WrpoBble TEXHONOTHH — OpraHU3alus 00pa30BaTeIbHOTO
mpoliiecca, OCHOBAaHHAs Ha PEKOHCTPYKIIMU Mojiened moBeaeHUuss GopMbl yUEOHBIX 3aHITHH C
MICIIOJIb30BaHUEM ITPEJIOKEHHBIX CLIEHAPHBIX YCIIOBUiL. 6) TeXHOIOruH MPOSKTHOTO 00yYEHHS —
opraHu3aius 00pa3zoBaTeNIbHOTO MPOIecca B COOTBETCTBUMU C AJITOPUTMOM IMOITAITHOTO PEIICHUS
npoOJIeMHOM 3a7aun UM BBINOJHEHUs yuyeOHoro 3ananus. [IpoekT npeamnonaraeT COBMECTHYIO
y4eOHO-TI03HABATEIBHYIO IATEIILHOCTh TPYIITBI 00YYaroMnXCs, HAIPABICHHYIO Ha BBIPAOOTKY
KOHLICTIIINY, YCTAaHOBJIIEHHE ILesell W 3a4ay, (GOPMYIMPOBKY OXHUIAEMbIX PpE3yJIbTaToB,
OMpCACIICHUC IMPUHIUIIOB W MCTOAHUK PCHICHUA IIOCTABJICHHBIX 3aJa4d, INIAHUPOBAHUC XOOad
paboThI, MOUCK TOCTYMHBIX U ONTHUMAIBHBIX PECYPCOB, MOATAMHYIO peaIn3alMIo I1aHa paboThl,
MPE3EHTAIlMI0  pe3yJNbTaToB  pabOThl,  HMX  OCMBICIEHHE U  PEPIEKCHUIO. 7)
NHbopManlMOHHO-KOMMYHUKAIMOHHBIE ~ 00pa3oBaTelbHbIE TEXHOJIOIMH —  OpraHu3alus
o0pa30BaTeIbHOTO  Ipollecca, OCHOBAaHHAas HAa  NPUMEHEHMM  CHEIHATU3UPOBAHHBIX
HPOTrPaMMHBIX CPEJl U TEXHUYECKUX CPEJCTB pabOThI ¢ HH(OpMAIHEH.

6 YueOHO-MeTOAUYECKOE 00ecliedeHHEe CAMOCTOSITeJIbHOIH PadoThl 00y4arommxcst
IIpencraBneHo B mpuiIokeHUu 1.

7 OueHoYHbIE CPeACTBA /51 IPOBEIeHUsI IPOMEKYTOUHOM aTTecTaluu
[IpencraBiaeHbl B IPUIOKEHUH 2.

8 YueOHo-MeTOIMYeCKOE U HH(POPMANIMOHHOE 00ecTieyeHHe TUCIUIIMHBI (MOYJIs1)

a) OcHoBHasl IUTEpaTypa:

1. Baykos, A. A. 3anura napopmariuu : yaeoHoe mocooue a1 By308 / A. A. BHykoB. —
3-e m3x., mepepad. u mon. — Mocksa : UznatensctBo Opaiit, 2022. — 161 c. — (Bwicmiee
obpazoBanue). — ISBN 978-5-534-07248-8. — Tekcr : snmextponHbiii // O6Gpa3oBareibHas
wiathpopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/490277 (mata oOpaieHus:
19.07.2023).

2. Kazapun, O. B. HagesxxHOCTh 11 6€30MaCHOCTh MTPOrPaMMHOTO 00ecTiedeHus | yaeOHoe
nocobue mast By3oB / O. B. Kazapun, U. B. Illyounckuii. — Mocksa : U3matensctBo FOpaiir,
2022. — 342 c. — (Bwicmee oOpazoBanme). — ISBN 978-5-534-05142-1. — Texkct
anektpoHubsli /[ OOpasoBarenbHast — miarpopma  FOpait  [caiit]. —  URL:
https://urait.ru/bcode/493262 (nata obpamienus: 19.07.2023).

3. Kazapwun, O. B. [IporpamMMHo-anmnapaTHbIe CpeCTBa 3aIlUThl HHPOPMAIIUH.



3armura IporpaMMHOTO 00CCIIeUeHH s ;| yueOHMK 1 pakTukyM s By3oB / O. B. Kazapumn, A. C.
3a6a0ypun. — Mocksa : M3mparenscTBo FOpaiit, 2022. — 312 c¢. — (Bsicmiee oOpa3zoBanue). —
ISBN 978-5-9916-9043-0. — Texkcrt : anextponnsiii // ObpasoBarenbHas tiatdopma HOpaiit
[caiiT]. — URL: https://urait.ru/bcode/491249 (nara oopamenus: 19.05.2023).

0) lonotHUTEILHAS JIUTEpaTypa:

1. Bproxomuukuii, FO.A. MckyccTBeHHbIE MMMYHHbBIE CHCTEMBI B WH(pOPMAIMOHHOMN
6e3omacHocTH: yueonoe mocobue / 10. A. Bproxomurikuii; KOxubIi (heaepanbHbIi YHUBEPCUTET. -
PocroB-na-Jlony; Taranpor: U3garensctBo FOxHOrO henepansuoro ynusepcureta, 2019. - 147
c. - ISBN 978-5-9275-3212-4. - TekcrT: 3JICKTPOHHBIH. - URL:
https://new.znanium.com/catalog/product/1088177 (nara ooparenwus: 26.02.2023)

2. Becenos, I'.E. MenemxmeHT pucka WH(OOPMAIMOHHOW O€30MacHOCTH: YueOHOe
nocobue / BecenoB I'.E., A6pamoB E.C., IllunoB A.K. - Taraupor: FOxHbIil (enepanbHbIit
yauBepcutetT, 2016. - 107 c.: ISBN 978-5-9275-2327-5. - Tekct: snektponHsii. - URL:
https://new.znanium.com/catalog/product/997108 (nata o6pamienus: 26.02.2023)

5. CereBas 3amuta uHGoOpMaruu. JlabopaTOpHBIN MPakKTHKyM: ydyeOHOE Mmocooue [mis
By30B] / JI. H. Ma3uun [u ap.]; Marauroropckuii roc. Texuuueckuit yu-t um. I'. M. Hocoga. -
Marnutoropck: MI'TY um. I'. U1. Hocosa, 2019. - 1 CD-ROM. - 3arun. ¢ tutyi. skpana. - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530
260/3824.pdf&view=true (mara oOpamenus: 02.02.2023). — Maxkpooosekt*. - ISBN
978-5-9967-1605-0. - TekcT: anekTpoHHBIH. - CBerenus qoctynHel Takke Ha CD-ROM.

*PEXXUM [TIPOCMOTPA MAKPOOBBEKTOB

1. Tlepeiitu o azgpecy 3neKTpoHHOT0 KaTajnora https://magtu.informsystema.ru .

2. IIpoussectu aBropusanuto (Jlorun: Uurarens] IMapons: 111111)

3. AKTUBU3HPOBATH THIIEPCCHUTKY MaKpOOOBEeKTa™.

4. *TIpu OTKPBITHH MaKPOOOBEKTOB YUUTHIBATE HACTPOUKH AaHTUBUPYCHOM 3aIIUTHI

B) MeToanueckue ykazaHusi:

1. MeToauyeckue yka3aHus M0 BBINOIHEHUIO 1a0opaTopHbIX padoT ([Ipunoxenue 3)

2. MeTroauueckue yKa3aHHs 110 BHITIOIHEHHIO BHEAYIUTOPHBIX CAMOCTOSITEIBHBIX paOOT
(TTpunosxenwue 4)

r) [Iporpammuoe odecnnevyenne u UHTepHeT-pecypcebi:

IIporpammHoe o0ecnieuenue

Haumenosanue 11O Ne norosopa CpoK neicTBUA JTUIEH3UN
1Zip cB0001HO pactpocTpansemoe 1O 0ecCpoOUYHO
ﬁgggg nﬁgdégﬂlnoﬁs 55 |K-615-11 o1 12.12.2011 GecepoHo
LibreOffice cB000JIHO pacrpocTpansemoe 10 0ECCPOYHO
eTokenSecurLogonfor |y 571 19 41 16.10.2012 6eccpodHo
Oracle
C3U Crpax NT B.3 K-271-12 o1 16.10.2012 O6eccpoyHO

Bpaysep Yandex c¢B000IHO pacupocTpansemoe I10O 0eccpoUHO




Bpaysep Mozilla

Eirefox cB00OAHO pacnpocTpansiemoe 10 O6eccpouHo
FAR Manager ¢B000IHO pacnpocTpansgemoe 110 0eCcCpPOUHO
Linux Calculate cB000HO pacnpocTpansemoe 10 0eCCpOUHO
Adobe Reader cB000IHO pacrpocTpansemoe 10 0eCCPOUHO
(leggn Kpunrollpo |y 57112 01 16.10.2012 BeccpouHo
VIP Net Client J1-946-14 o1 22.07.2014 0eCCPOUHO
VIP Net

CryptoService J11-946-14 o1 22.07.2014 OeccpoyHo
Calculate Linux cBoOoHO pacmpoctpansemoe [10 OeccpovHo
Desktop Xfce JIHO pacipoctp P

IIpodeccuonanbHbIe 0a3bl JAHHBIX H MH(POPMAaIHOHHBIEC CIPABOYHbIE CHCTEMbI

HasBanue kypca

CchUIKa

DnexTpoHHas 0asa nepuoanyeckux u3nanuii East View
Information Services, OO0 «MIBUCy

https://dlib.eastview.com/

HanuonansHas MH(POPMALMOHHO-aHAIUTHYECKas
cucreMa — PocCUICKHI MHAEKC HAYYHOTO UTUPOBAHUS
(PUHID

URL:
https://elibrary.ru/project_risc.asp

[MouckoBast cuctema Axagemus Google (Google

Scholar)

URL.: https://scholar.google.ru/

Nudopmanmonnas cucrema - ExuHoe okHO A0CTyma K
UH(QOPMALMOHHBIM pecypcam

URL.: http://window.edu.ru/

denepanbHOE rocyIapCTBEHHOE OIOKETHOE
yupexaenne «PenepanbHblil HHCTUTYT IPOMBIILICHHOR
COOCTBEHHOCTHY

URL: http://www1.fips.ru/

HNudopmanonHass cucreMa - bBaHK JaHHBIX YIpo3
oe3omacuoctu nHpopMauu DCTOK Poccun

https://bdu.fstec.ru/

Nudopmanmonnas cucrema - HopmaTuBHBIE TTpaBOBBIE
aKTBhI, OpraHU3aIMOHHO-PACTIOPSIUTEIbHBIC
JIOKYMEHTBI, HOPMAaTUBHBIC U METOUYCCKUEC TOKYMECHTHI
M TIOATOTOBJICHHBIE  TPOEKTHl  JOKYMEHTOB IO
TexHuueckoi 3anmre nabopMarmu PCTIK Poccrn

https://fstec.ru/dokumenty-filter

9 MaTtepuaJIbHO-TEXHHYECKOE 0O0ecneuyeHne T CHUTLTHHBI (MOLYJIs1)




MarepuanbHO-TEXHHUECKOE 00ecTIedeHNe JUCIUIUIMHBI BKIIIOYAET:
JIeKuMOHHBIE ay AUTOPUU:
- MynbTUMeIuiHbIE CPECTBA XPAHEHUS, IIepeAayy U IPeCTaBIeHUs MH)OPMALUH.

Jlabopatopus TEXHUYECKOM 3aIIUTHI THPOPMAIIUK:

1. AKC-1301 Ananmu3zaTop crieKTpa

2. Kommiekc pamumomonutopunra "Kacanapa K6" ¢ amamazoHoM pabodmx dYacToOT
0,009-6000Mr1x

3. Kommnekc pamuomonutopunra "Kacangpa K21" ¢ nuamasoHom pabouux 4acToOT
0,009-21000Mr1x

4. I'eneparop mryma crarmonapusii "I'111-1000-M"

5. Cuctema BuOpoakycTHuecKol 1 akyctudeckoit 3amutsl "Conara-AB"

6. YcrpoiicTBO 3amuThl TeNe(hOHHBIX MEPErOBOPOB OT MNPOCIYIIUBAHHUA W 3aMUCH
"ITpokpyct-200"

7. [TopTaTUBHBIN MOUCKOBBIN KOMIUIEKC aMILTUTYAHOU neneHranuu «Kacanapa C6»

8. CucreMa OIEHKH 3alIUIIEHHOCTH TEXHUYECKUX CPEJCTB OT YTEUKH MHPOPMALIUH IO
KaHary OOOYHBIX 3JIEKTPOMAarHUTHBIX U3iyyeHuid u HaBook ([I9MUH) Curypa

KommnsrorepHsie K1acchl:
- Ilepconanbublie kommbtoTepbl ¢ IIO, BeIxomomM B IHTEpHET M C IOCTYNIOM B
JIEKTPOHHYIO HH(POPMAIIIOHHO-00Pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[ToMemieHus U1 caMOCTOATEIBLHON PA0OTHI 00YYarOIIUXCS:
- Ilepconanbuble kommbtoTepbl ¢ I1O, BeIxomomM B VIHTEpHET M C JOCTYIIOM B
3JIEKTPOHHYIO HH()OPMAIIMIOHHO-00pa30BaTeIbHYIO CpEly YHUBEPCUTETA.



INPUJIIOKEHHME 1

YUEBHO-METOJIMYECKOE OBECITEYUEHUE CAMOCTOSTEJIBLHOI PABOTBI
OBYYAIOLLIUXCS

Mo mucummmne «Attecramms AVC» npexycMoTpeHa ayIMTOpHast ¥ BHEAy JUTOPHAS CAaMOCTOSTEIbHAs
paboTa 00yJaroImuXxcs.

AynutopHas camocTosTelIbHas paboTa oOydaromuxcsl MpEAToyiaraeT perieHne KOHTPOJIBHBIX
3aJ1a4 Ha MPAKTUYECKUX 3aHATHIX.

AynutopHasi camMocTosiTenbHas pabora oOydaromuxcs Ha  MPAKTHUYECKUX — 3aHATHAX
OCYILECTBIISIETCS] IO/ KOHTPOJIEM MIpenofaBaTesis B BUAE PEUICHUS 3a1a4 U BBIMOIHEHUS YIPAKHEHUH,
KOTOpBIE OTIPEAEIsIeT PETo1aBaTeNb Al 00ydaronierocs

BreayautopHast camocrosdTenbHas paboTa oOydaromuXcs OCYLIECTBIISICTCS B BHIC H3YyYEHHS
JUTEPATypbl MO COOTBETCTBYIOLIEMY pa3liely C MpOpa0OTKOW Marepuaia; BBIMOJHEHHS IOMAIIHUX
3aJlaHuii, TIOJrOTOBKH K ayJIUTOPHBIM KOHTPOJBHBIM pab0oTaM ¥ BBHITIOJHEHHUS MOMAITHUX 3aJaHuil ¢
KOHCYJIbTAIIUSIMU TIpernoaBaress.

IIpumepHsble 3a1aHus U BOIPOCHI 10 TEMAM:

[lepeueHb BONpOCOB ayAUTOPHBIX KOHTPOJBHBIX Pa0OT MO TeMaM pasaenos 1-5:

1. Meroauku nipoBeneHus arrectanun C mo tpedoBanusam 3amuTs! [1/1H.
2. Ienu u 3a1a4u aTTECTAIIMOHHBIX UCTIBITAHHIA.
3. Ormrcanue TEXHOJIOTHYIECKOTO Tpollecca o0paboTKM W XpaHEHUsS KOH(HISHIINATHHOM

nHQOpMaLUK, aHalu3 WHPOPMALMOHHBEIX TOTOKOB, OIpEACICHHE COCTaBa WCIONb30BAaHHBIX JUIS
00paboTky 3amumaemMoi napopmaruu cpeacts BT.

4. [opsmox mpoBepKH Ha COOTBETCTBHE OPraHU3AMOHHO-TEXHUYECKHM TPEOOBAHUAM IO
3amuTe nHpopmarmu oobekta BT.

5. YcnoBus ¥ MOPSIOK NPOBECHUS aTTECTAIIMOHHBIX HCIBITaHUH 00bekTa BT.

6. [IpoBepka BeIMOTHEHUS TPEOOBAHNH 1O 3aMIUTE WHGOPMAITUH OT yTeuku 3a cueT [I1OMU
CBT.

7. O0beM ucnbiTaHuii Ha cooTBeTCTBHE TpeboBanusM mo 31 ot HC/I.

8. [IpoBepka BII Ha cooTBETCTBHE OpraHU3AIMOHHO-TEXHIYECKAM TPEOOBaHUAM TI0 3aIlIUTE
HHPOPMAITUH.

9. YcaoBus v OPSIAOK NPOBEACHUS ATTECTALMOHHBIX UcnbITaHui BIL.

10. [IpoBepka BeImoHEHUsT TpeOOBaHUH O 3amKTe HHPOPMaKK OT yTeuku 3a cuer [IDMU
OTCC pua BIIL.

11. O0beM UCIBITaHUI Ha COOTBETCTBHE TPESOOBAHUSM IO 3alUTE HHYOPMAILIUU OT YTCUKHU TI0
aKyCTHIECKOMY U BHOpOaKycTHIecKoMy KaHamam i BIL.

12. [TopsAanok MOArOTOBKM OTUETHON JOKYMEHTAIIMH [0 aTTECTAIlNH BBIJICIIEHHBIX TOMEIECHHH
Y CPECTB BBHIYHCIIUTEIHHON TEXHUKH, OI[EHKA PE3yIbTaTOB NCIIBITAHHHA.

13. OOHapy>xeHHe aTax.

14. 3axBar cereBoro Tpadmuka (MEXaHM3MBI 3aXBaTa CETEBOTO Tpaduka, peaan3oBaHHBIC B

CIICIMAILHOM TIPOrpaMMHO-aIapaTHOM odecrieuenny, Hanpumep, B Cisco Catalyst 6000 IDS Module niu
Cisco Secure Integrated Software),

15. OupTpanus ¢ HOMOIIBIO CBOOOIHO PACIPOCTPAHIEMBIX YTHIIHT,

16. PacrnioznaBanue aTak (CHTHATYpPBI IEPBOTO THIIA) C UCTIOJIL30BAHUEM YTHIIUT U OMOJIUOTEK.

18. IToncuctemsr COB.

19. OO6Hapy>keHre aHOMAaJIMH B 3alUIIaeMON CUCTEME.

20. OOHapy>xeHHe 310yOTPeOICHUH B 3aIUIAEMO CUCTEME.

21. Hakoruienne HamOosiee xapakTepHOW CTAaTHCTUYECKOW WHGOPMAIUK I  KaXJO0To
rapameTpa OLEHKH.

22. OO0yueHne HEMPOHHBIX ceTel 3HaUeHUSIMHU MTapaMeTPOB OLIEHKH.

23. Craructuka baifeca.

24. Hcnosib30BaHue yCI0BHON BEPOSTHOCTH.

25. OKCHEPTHHIE CHCTEMBL.

26. MCTO,Z[LI, OCHOBAHHBIC HA MOACIIMPOBAHUHN NTOBCACHUSA 3JIOYMBIIIJICHHUKA.



MMPUJIOKEHMUE 2

OLIEHOYHBIE CPEJCTBA JUIA ITPOBEJEHM S [TPOMEXY TOUHOI

ATTECTALIMN

a) Ilhanupyemule pe3yrvmamost 00y4eHUA U OUECHOUHBIE CPEOCMEa 0J151 NPOBEOCHUA

npo.ue.m‘ymounoﬁ ammecmauuu.:

Kommerenmus/
Wuaukarop
JIOCTHXKCHUS
KOMITETEHIAN

OneHovHbIE CpelICTBa

IIK-5 Cnoco6eH mpoBOAMTH ATTECTAIUI0 00bEKTOB HA COOTBETCTBHE TPEOOBAHUAM IO 3alI[UTe

TpeOOBAHUAM TIO
3aIuTe

uHpopmanuu

1. Meroauku nposenenus arrecranuu MC mo tpeboBanusm 3amute [1/]H.

[K-5.1 2. llenu u 33724y aTTECTALIMOHHBIX UCITBLITAHUM.
IIpoBoauT

3. Omnmcanne TEXHOJOTHYECKOTO TMporecca o0pabOTKM W XpaHEHUs
aTTeCTAIlMOHHEI N
e HCIBITAHILS KOH(QUACHIIMAIbHON WHpOpMAIWH, aHajdn3 HWH(OOPMAIMOHHBIX  ITOTOKOB,
06BEKTOB OTIPENICIICHNE COCTaBa HCIOJB30BAHHBIX UISI  00paOOTKM  3alluIIacMOn
BhIUMCIHTENBHO | MHGOpManuu cpencts BT.
i TexHukd Ha [ 4., Tlopsaok TPOBEPKH HAa COOTBETCTBHE OPraHU3alMOHHO-TEXHHYECKUM
COOTBETCTBHE

TpeboBaHMsIM 110 3amuTe HHGopMarmu oobexTa BT.
5. YcioBus v OpsAIOK NMPOBEICHHS aTTECTAIMOHHBIX UCTbITaHui o0bekTa BT.
6. IIpoBepka BBINONHEHHS TPEeOOBAaHMUU MO 3alIUTe MHPOPMALUHU OT YTEUKHU 32

HHPOpMALUH

cuer [IDMU CBT.

1. IlpomsBectn m3mepenus [IOMMH oT TeXHHYECKMX CPEINCTB U COCTaBHTH

MPOTOKOJI aTTECTALIMOHHBIX UCIBITAHUI

2. IlpousBecty aHaiu3 MHOOPMALIMOHHBIX TIOTOKOB,

3. IlpousBectH mpoBepKy MEXaHU3Ma 00eCTIeUeHHUS LIETIOCTHOCTH.

4. IlpousBecTu NpoOBEPKY MEXaHU3Ma PETUCTPALMU U yUeTa.

5. OOBeM UCTBITAaHWH Ha COOTBETCTBHE TPEOOBAHUAM IO 3alIuTe HHPOpPMAIUN
[IK-5.2 OT YTEUKH T0 aKyCTHYECKOMY M BHOpoakycTHuyeckoMy KaHanmam st BIL.

Odopmnser | 6. TIpoBepka BBINOJIHEHHs TPEOOBAHUH MO 3al(uTe MHPOPMALMU OT YTEUKH 3a

MaTepualibl cuet [IDMU OTCC mng BIIL.
ATTCCTAUHMOHHBL | 7 ByinonuuTh ONMCAHHE TEXHOIOTMYECKOrO Ipouecca 00paBoTKM U XPaHEHHs
X WCIIBITAHUH Ha KOH(UACHIIMAILHOH HH(pOpMaITUu
COOTBETCTBHE

TpeOOBAHUSAM TIO
3aIuTe

8. Ilpomssecty aHanu3 HHYOPMALMOHHBIX IOTOKOB

9. Omnpemenuth COCTaB WCHOJIL30BAHHBIX I OOpaOOTKH  3alIUIIacMOM

HHPOpMALUH nndopmarmu cpencts BT.
10. CocraBuTh I1aH MPOBEPKH HA COOTBETCTBHE OPraHN3aIMOHHO-TEXHHUIECKIM
TpeboBaHUAM 10 3ammuTe nHGopmarmu oobekta BT.
11. OnpenenuTs yCIoBHSA U MOPAIOK MPOBEACHUS aTTECTAllMOHHBIX HCIIBITAHUN
o0bekTa BT.
12. IlpousBecTr MPOBEPKY BBHIIOJIHEHHS TpeOOBaHUH 1O 3amuTe HHOOPMALUU OT
yreuku 3a cuet [IDMU CBT.
[K-5.3 1. Omnpenenuts 00bEM HCIBITAHHN Ha COOTBETCTBHE TpeboBaHusM 1o 3U ot
Odopmuser | HCI.
aTTecTaT 2. IlpousBecTH aTTeCTalMOHHBIC HCHBITAHUS W COCTaBUTh TPOTOKON JJIs
COOTBETCTBHS

o0bekra nHpopmaruzauun (OM) Ha cooTBeTcTBHE TpeOOBaHUSIM 0€30MaCHOCTH




Komrmerenmus/
NunukaTop
JOCTMXXCHUS
KOMIICTCHIINNU

00BEKTOB
BBIYHCIIATEIHHO
W TEXHUKU
TpeOOBAHUSM I10
3aIuTe
nHpOpMALTUH

OrneHo4HBIE CpesICTBA

nHpOpPMAINH 0 HanpaBleHnio «3amuTa nHpopmanuu ot HCI».

3. Pa3zpaboraTh MeTOIWKY MpOBEIEHHsS aTTECTAIMOHHBIX wucHbiTaHnid OU B
COOTBETCTBHUHU C MOJIEIIBIO YIPO3.

4. CocTaBUTh 3aKJII0YEHHUE 110 Pe3yIbTaTaM aTTEeCTAIIMOHHBIX UCITBITAHUM.

5. IlpoBepka BII Ha  COOTBETCTBHE  OPraHU3AIMOHHO-TEXHUYCCKAM
TpeOOBaHMSM 10 3aIIUTe UHPOPMAITUH.

6. YcioBus ¥ MOPSIOK MPOBEACHUS aTTECTAIMOHHBIX UcTbITaHuid BIT.

7. TlopsioK MOJATOTOBKU OTYETHOM JJOKYMEHTAIIMU IO aTTECTAIMU BhIICICHHBIX
MOMEIICHUA U CPElCTB BBIYUCIUTEIBHON TEXHUKH, OICHKA PE3yJIbTaTOB
WCIIBITAHUM.

0) Ilopadox npoeedeHuss nPOMEIHCYMOUHOU Ammecmayuu, NOKa3amenu u Kpumepuu

oyeHuesanun:

HpOMe)KYTOLIHaH aTTeCTaluAa 10 JUCHUIUIMHC BKIIHOYACT TCOPCTUUCCKHUEC BOIIPOCHI, ITO3BOJIAIOIINC

OIIEHUTHh YPOBEHBb YCBOCHHS 00YJAIOINMICS 3HAHNH, W TPAKTHYECKUE 3a/1aHUs, BBIBISIOIINE CTETIEHb
chOpMHUPOBaHHOCTH YMEHHUH W BIAJCHUH, IPOBOANUTCS B POpME dK3aMeHa.

Iloxa3zatenu u KPUTCPUH OLICHUBAHUSA IK3aMEHA:

— Ha OLUCHKY «OTJIHUYHO» — 06yqa101m/11710;1 JOJIKCH IIOKa3aThb BBICOKHI YPOBCHb 3HAHUU HE TOJIBKO
Ha YpOBHE BOCHPOU3BEACHUA U 00BICHEHNUS I/IH(i)OpMaHI/II/I, HO ¥ MHTCIIJICKTYAJIbHBIC HABBIKW PCHICHUA
HpO6J’I€M " 3a1a4, HaXOXKACHUA YHUKAJIIbHBIX OTBETOB K Hp06H€MaM, OLICHKH U BBIHCCCHUS KPUTUYCCKUX

CyXKIECHU;

— Ha OLICHKY «X0po1Io» — 06y‘13IOII.IPIfICH JOJIKCH ITOKa3aTb Cpe,Z[HI/Iﬁ YPOBCHb 3HaHMI HE TOJIBKO Ha
YPOBHE BOCIHPOU3BCACHUA U 00BSICHEHHUS I/IH(I)OpMaHI/II/I, HO W HUHTCJUICKTYAJIbHBIC HABBIKHW PCIICHUA

po0OJeM u 3a1ad;

— Ha OLEHKY «YyJAOBJETBOPUTEIBLHO» — OOYYArOIIMHCS JOJDKEH MOKa3aTh MOPOTOBBI YPOBEHb
3HAaHWH Ha yPOBHE BOCHPOM3BEACHUS 1 00BSICHEHH HHPOPMAIINK, HABBIKY PELICHUS TUIIOBBIX 33/1a4;

— Ha OIIEHKY «HEYJOBJIETBOPHTEJIBbHO» — O0YYaIOUIMIACSI HE MOXET MOKa3aTh 3HAHWS Ha YPOBHE
BOCIIPOU3BEACHUS U 00BACHEHUSI HH()OPMAIMU, HE MOXKET [T0Ka3aTh HABBIKU PELICHUS TUIIOBBIX 3a7ad.




HNPUJIOKEHME 3
METOJUYECKHUE YKA3AHUA
I1O BBITTOJIHEHUIO JIABOPATOPHLIX PABOT

PexomMenpmaiuu HampapiieHbl Ha OKa3aHUE METOJAWYECKON TIOMOINU CTyIEHTaM IPH BHITIOTHEHUN
1a00paTOPHBIX 3aHITHI.

JlaGoparopHoe 3aHSTHE — 3TO 3aHATHE, MPOBOIMMOE TOJ] PYKOBOACTBOM IIPETIOAABATENS B
y4eOHOU aynuTopun (KOMIBIOTEPHOM Kilacce YHHMBEPCHUTETa WM Yy4eOHOW CHeluann3upoOBaHHOM
nabopaTOpul yHHUBEPCHUTETA), HAMpaBICHHOE Ha YIIIyOlleHHe Hay4YHO-TEOPETHYECKUX 3HaHUU U
IMMOJIy4YCHHUE J'Ia60paTOpHI>IX HAaBBIKOB PCIICHUA THUIIOBBIX W MPUKIIAAHBIX 3a71a4.

Lenpio mabopaTOpHBIX 3aHATHI SBITIETCS GOPMHUPOBAHUE M OTPa0OTKA Ja00PATOPHBIX YMCHHUH U
HaBBIKOB, HEOOXOIUMBIX B MOCIEIYIONIECH A TSIFHOCTH 00yYarOIINXCsl.

OCHOBHBIMH 3a/1a4aMU JTA0OPATOPHBIX 3aHATHH SBISFOTCS:

— yruyOieHre YpOBHSI OCBOCHUSI O0IIEKYJILTYPHBIX M MPO(PECCHOHATBHBIX KOMIIETEHITHIA;

— 00o0IeHre, cucTeMaTH3alnus, yriryOJeHue, 3aKperuleHHe MOJYYEHHBIX J1a00paTOPHBIX
3HAHUH 110 KOHKPETHBIM TeMaM JUCIUTUIMH PAa3INIHBIX IIUKIOB;

— mpuoOpeTeHrne CTyIeHTaMH YMEHHWH ¥ HaBBIKOB HCIIOJB30BAaHUS COBPEMEHHBIX
TEOPETHUYECKUX 3HAHUHN B PEIICHUN KOHKPETHBIX MPUKIIAIHBIX 337134,

— pa3BuUTHE TNPOQPECCHOHATHLHOTO MBIIUICHHS, NPO(PECCHOHATPHON U MMO3HABATEIHHOU
MOTUBaIUU.

[Tepedenp TeM mabGopaTopHBIX pabOT ompenmensdercs pabodeil mporpaMMoil MUCIUIUTHHEL. [lnan
7a00paTOpHBIX 3aHATHH OTBe4aeT oOlIel HAMpPaBICHHOCTH JIEKHMOHHOTO Kypca M COOTHECEH C HHUM B
MTOCIIETIOBATEIEHOCTH TEM.

CtpykTypa 1a00paTOpHOTO 3aHATHA BKJIIOYAET CIEAYIOIINE KOMIIOHEHTHI: BCTYIIUTEIbHAS YacCTh;
OTBETHI Ha BOMPOCH 00yYaIOUIMXCS; MPAKTHUECKash YacTb; 3aKIIOYUTEIBHOE CIOBO TpernoaaBatensi. Bo
BCTYITUTEIBHOM YacTH OOBSBISETCS TeMa TEKyIel 1adopaTopHOil paboThl, CTaBUTCS €€ LeNd U 3a/1auu,
MIPOBOANTHCS MHCTPYKTAX IO TEXHWKE OE30TMaCHOCTH BBIMTOJHEHHUS PabOTHI, MPOBEPSETCS MCXOIHBII
YPOBEHBb TOTOBHOCTH CTYAEHTOB K Ja00paTopHOii paboTe (BBIIOIHEHHE TECTOB, KOHTPOJIbHBIE BOTIPOCH U
T.1.), BBIJAETCS TOPSIOK U YCIOBHS BBIITOJHEHHUS JIADOPATOPHOH pabOTHL

Ha naGopaTopHOM 3aHATHHM  TpENoJaBaTelb MOXET  HCIIOJIb30BaTh  Pa3HOOOpa3HbIE
oOpa3zoBarenpHble TexHOnorun (meroasl IT, pabora B xomanze, case-study, mpoOiemHoe o0ydeHue,
y4eOHbIe TUCKYCCHH U T.I1.) TI0O CBOEMY BEIOODY JIJIS TOCTHKEHUS Ka4E€CTBEHHOTO YPOBHS O0y4YEHUSI.

IIpaBuia no Texnuke 0€30MaACHOCTH JJIS1 00Y4aIOIMXCS
NpU NPOBeeHNH Ja00PaTOPHBIX padoT
Obwue npasuna:

1. JlabGoparopHbie pabOTHI MPOBOASTCS TMOJ HAONIOJICHUEM TpernojaaBaTelis. K BBITOIHEHUIO
71a00paTOPHBIX pabOT CTYIEHTHI AOIYCKAIOTCS TOJIBKO IOCIE NPOCIYIINBAHUS HHCTPYKTaXa M0 TEXHHUKE
6C3OHaCHOCTI/I, npaBujiaM TMOBCACHUA, I[IPOTHUBOIIOXKAPHBIM MCpaM B KOMIIBIOTCPHOM KJIaCC€ U
CIEeLHATN3UPOBAHHBIX JJA00OPaTOPUSIX.

2. OOyyaeMbplii [JOJDKEH CTPOrO  BBIIOJNHATH IpaBWia TEXHUKH O€30MacHOCTH |
CaHUTApHO-TUTMEHUYECKHE HOPMBI IpU PabOTe B KOMIIBIOTEPHBIX KJaccaX M CHEIHUAIU3UPOBAHHBIX
71a00paTopusIX YHUBEPCHUTETA.

IMopsiiok BHINOJIHEH NS JIAG0PATOPHBIX padoT

[Ipy TNOATOTOBKE K BBIIOJHEHHIO JIA0OPATOPHBIX pabOT CTyIEHT [JOJDKEH IOBTOPHTH
TEOPETHIECKUN MaTepHall, HEOOXOIUMBIH JJIS BRITIOTHEHUS 3aJaHIi 110 TEKYIICH TeMe.

JlaboparopHast paboTa BBIMOJMHIETCS KaXKABIM CTYAEHTOM CaMOCTOSITENIBHO, COTJIACHO
WHAUBUYAIBHOMY 3a1aHUIO.

CTyAeHThI, IPOIYCTUBIINE 3aHATHSI, BEITIOIHIIOT 1a00paTopHbIe PabOTHI BO BHEYPOUHOE BPEMSI.

[locne BhIMONMHEHMA KaxAoH JabopaTopHOl pabOTHl CTYAEHT [EMOHCTPHUPYET pe3yibTaT
BBITIOJTHEHUSI TIPETIOJIaBaTeNll0 B BHJE OTYETa MO J1a0OpaTOpHOH paboTe W OTBEYaeT Ha BOMPOCHL.
[IpenonaBarens oneHuBaeT paboTy B COOTBETCTBHHM C 33JaHHBIMH KPUTEPUSAMH OLCHKH Ja0OpaTOPHBIX
pabor.

IpaBuia opopmiieHUs pe3yJILTATOB H OIIEHUBAHMS J1a60PATOPHOIT padoOTHI

Pesynbratel BeIIIOIHEHHOH Ja00paTopHON paboThl 0(GOPMIIIIOTCS B COOTBETCTBHHU C TPEOOBAHUSIMHU K
BBITOJIHEHUIO KOHKPETHOU PabOTHI.



[IpaxTrueckas paboTa cunTaeTcs BHIIOTHEHHOM, ECITH CTYICHT HaOpas 6ai1, KOTOPHIi COCTaBIIsIET
[TOJIOBUHY MaKCUMAaJIbHOTO KOJMYECTBa OaIIOB.

Jlnist onieHMBaHMsI pabOThI MPUIIATAIOTCS CICAYIONINE KPUTCPUH.
Oyenxa «omauunoy — pabOTa BHIMOJIHEHA B MIOJIHOM 00beMe U 0e3 3aMeuaHui.
Oyenka «xopowoy — padOTa BBHIMOJHEHA NPABHIBHO C yYeTOM 2-3 HECYIICCTBEHHBIX OIIMOOK,
HCTIPaBJICHHBIX CAMOCTOSATENIFHO IO TPEOOBAHUIO MPETIOIaBaTEesl.
Oyenka «yodosnemeopumenvhoy — paboTa BBHINOJHEHA MPABUIBLHO HE MEHEE 4YeM Ha IOJIOBHHY WIH
JOMyIICHA CYIeCTBEHHAs OIIMOKa.
Oyenka «HeyoosremeopumenbHo» — TOMYIICHBI ABe (M 0oJiee) CYIIECTBEHHBIC OMMMOKKM B X0 paboTHI,
KOTOPBIE CTYICHT HE MOXKET HCIIPABUTH JaXKE 10 TPEOOBAHHIO NPEITIOIaBaTels, WK padoTa HE BHIIIOTHEHA.



IMPUJIIOKEHHUE 4

METOJNYECKHUE YKA3AHUS 110 BBITIOJIHEHWIO BHEAYIUTOPHBIX
CAMOCTOATEJIBHBIX PABOT

OO0mue moJIo:KeHus

Hactosamme Meromudeckne yKa3aHUS TpEJAHA3HAYEHBl [UISl  OpTaHU3aIllid  BHEAyJAUTOPHOU
CaMOCTOSATEIBHONH pabOThl CTYJIEHTOB M OKa3aHWs IIOMOIIM B CaMOCTOSITCIBHOM  HM3yUYCHHH
TEOPETHUECKOTO U PeATU3aIH KOMITETEHIINH 00yJaeMbIX.

JlaHHBIE METOJMYECKHE YKa3aHUs HE SIBISIOTCS YYEOHBIM TOCOOHMEM, MOITOMY TMEpea HadaloM
BBITIOJTHEHUSI CAMOCTOSITEIILHOTO 33JIaHMsl CJICAYET M3YYUTh COOTBETCTBYIOIIME Pa3JIeNibl JICKIIMOHHBIX
3aHATHIA, MaTepHAIOB 00pa30BaTEIBHOTO MOPTANia, Pa3AelioB OCHOBHOMN M JIOTIOJIHUTEIBHOW TUTEPATYPHI,
MIPEJICTABJICHHBIX B MYHKTE 8. «Y4eOHO-METOaUUecKoe U MH(OPMAIMOHHOE 00ECIICUCHNE AUCIIUTUTUHEIL
(Momymst)» manHo# PITJI.

Heaun u 3a1a4u caMOCTOSITEILHOM PadoThI

Lenp camocrosiTenbHOW pabOTHI — COIEMCTBHE ONTHMAJbHOMY YCBOGHHIO y4eOHOrO Marepuaia
o0yyaromuMHucs, pa3BUTUE HX [03HABATENBHOH aKTUBHOCTH, TOTOBHOCTH W TOTPEOHOCTH B
caMm000pa3oBaHUH.

3agauu caMocTOATEILHON padoThI:

— IOBBILIEHUE UCXOAHOTO YPOBHS BIAAEHUS NH(POPMALMOHHBIMH TEXHOIOT UMY,
— yriyOseHue U cucTeMaTH3anus 3HaHuil;
— TIOCTaHOBKA U pPEIICHHE CTaHAAPTHBIX 32J1a4 TPO(PECCUOHATLHOMN JIESITEIBHOCTH;
— pasBuTHE PabOTHI C Pa3IMYHON MO 00BEMy W BULY WHpOpManued, y4eOHON M HaydHOU
JIUTEpaTypou;
— IMPaKTUYECKOE NPUMEHEHUE 3HAHUI, YMEHUI;
—  CaMOCTOSITENLHO WCIIOJIb30BAHUE CTaHIAPTHBIX MPOTPAMMHBIX CpeicTB cOopa, oOpaboTKw,
XpaHEeHUs! U 3alIuThl HH)OpMau
— pa3BHTHC HAaBBIKOB OPTaHW3AIlMHd CAMOCTOSATENHFHOTO YYeOHOTO Tpyaa M KOHTPOJISL 3a €ro
3¢ HEKTUBHOCTHIO.
Buapl BHEayTUTOPHOW CaMOCTOSITEIBHON paboThl W (OPMBI KOHTPOJIST M BpeMsl Ha BBIIIOJIHEHHE
Ka)XZI0TO BUA CAMOCTOSITEILHON paboThl yKazaHbl B MyHKTE 4. « CTPyKTypa U cofeprKaHue AUCIUITIITHHBD)
nannou PIIJI.

HOpﬂ[{OK BbIINNOJTHCHUSA

IIpu BBIMONHEHWW TEKYIIEH BHEAYJAUTOPHOM CAMOCTOSATENBHOM pabOTHl 00ydaromemycsi clemyer
MIPUIEPKUBATHCS CIENYIOIIEr0 MOPsAKa NEHCTBHI:

1) BHHMaTenbHO W3YYUTHh COOTBETCTBYIOIIME TEOPETHYECKHE pa3Aeibl JUCHHUIUIMHBI, IOJb3YsCh

MarepuaiaMi (JIEKIMOHHBIMHE, IPE3EHTAIUOHHBIMH, ayHO0-BHU3YyalIbHBIMH):

a) OpenoCTaBIISIEMbIMHU MPENOaBaTeNieM Ha JICKIHOHHbIX 3aHSITHSX;

b) npemocraBisemMbIME TIpenogaBaTeNieM B paMKaXx dJICKTPOHHBIX 00pa30BaTE/IbHBIX KYPCOB;

C) coepKamMMHCS B ydeOHHKaxX U yueOHbIX mocoOusx DBC (31eKTpOHHO-OUOIMOTEYHBIX CHCTEM),
9JIEKTPOHHBIX KaTaJoroB YHUBEPCUTETA U HHTEPHET-PECYPCOB.

2) TlonpoGHO pa3o0paTh THIIOBBIE MPUMEPHI PELICHHs 33/1a4, PACCMOTPEHHBIC B PaMKax ayIUTOPHON
KOHTaKTHOU paboThI C PEnoaaBaTeNeM.

3) IlpuMeHHTh TIOMyYCHHBIE TEOPETHYECKHE 3HAHMS UM TNPAKTHYCCKHE HABBIKM K PELICHUIO
WHIMBUAYaIbHBIX 331aHUH, K TPOXOXKAECHHIO KOMIIBIOTEPHBIX TECTUPOBAHUH.

4) TIpu HeOOXOOMMOCTH, C(OPMUPOBATH IIEPEUYEHH BOIPOCOB, BHI3BABIINX 3aTPYOHEHHS B IPOIECCE
caMoCTOsITeNbHOM paboTbl. OOCYAMTH BO3HUKIIME BOMNPOCHI CO CTYACHTaMH TPYIIBI, B PaMKax
KOMAaHIHO-TIPOCKTHOH paboThl, W C MpenojaBaTeNeM, B paMKaxX KOHCYJIbTAIIMOHHOHN ITOMOIIH,
peann3oBaHHOW OO B KOHTAKTHOH (opme, MO0 cpencTBaMu MHPOPMAIIMOHHO-00pa30BaTeIbHON
cpensl BY3a.

KpnTepvm OICHKHU BHECAYIUTOPHBIX CAMOCTOATEIbHBIX paﬁoT

KadecTBO BBIMTOJHEHUS BHEAYIWTOPHONW CaMOCTOSATEIBHON pabOTBI OOYYarOMMXCS OLEHUBAETCS
MOCPE/ICTBOM TEKYIIETO KOHTPOJISI CaMOCTOSATEIbHONH pPabOThl OOYYAIOIIUXCSl € HCIOJb30BAHUEM
0aJUTbHO-PEHTHHIOBON CHCTEMBI.



B kadectBe (opM TEKyIIEro KOHTPOJIA O AWCIHUILIMHE HCIIONB3YIOTCS: MHIMBUAYAIbHBIC 3aJaHUs,
ayIMTOPHBIE KOHTPOJIbHBIE PAOOTHI, KOMITBIOTEPHOE TECTHPOBAHHE.

MakcruMalbHOE KOJIHYECTBO 0ajioB 06y‘laIOH_IHI\/'IC$I oJIy4acT, €CJIN:

BBIIIOJIHACT WHIONBUAYAJIbHBIC 3aJaHuA B COOTBETCTBUHN co BCEMHU 3as1BJICHHBIMU
TpeOOBAHUSAMY;

JacT NpaBUJIbHBIC q)OpMy.HI/IpOBKI/I, TOYHBIC OIPEACIICHUSA, TIOHATUA TCPMUHOB,

MOJKET 000CHOBATh PAIIMOHAILHOCTh PEIICHUS TEKYIISH 3a/1auH. ;

00CTOSITENBHO C JIOCTATOYHOH MOJHOTOM U3JIaraeT COOTBETCTBYIOIIYIO TEOPETUUSCKUH pa3ie;
MPaBUJIBHO OTBEYAeT Ha JOMOJHUTEIHHBIE BOMPOCH MPENOJaBaTeis, WMEIOIIHE IIeNBI0
BBIAICHHUTH CTCIICHb IOHMUMAaHWA UM JaHHOT'O MaTepuaia.

50~85% oT MakcUMaJIbHOTO KOJIMYeCTBa 0aJII0B 00YUarOLIUNCS [T0yYaeT, ECIH:

HenoHo (He MeHee 70% OT MOJIHOTO), HO IPaBUIIBHO BBITIOJHEHO 33JaHUE;

NpU U3JI0KEHUU OBbUIM JOIMYIIEeHHl 1-2 HecyllecTBEHHbIE OIIMOKH, KOTOPHIE OH HCIPaBIsET
HOCJIE 3aMEYaHusl IIPEeroiaBaTels;

JlaeT MpaBUIbHbIE HOPMYIHPOBKH, TOUHBIC ONPEACICHUS, MOHATHS TEPMHUHOB;

MOKeT 000CHOBATh CBOH OTBET, MPUBECTH HEOOXOAUMBIE IPUMEPHI;

NPaBWIBHO OTBEYACT Ha JIOMOJIHUTEIbHBIC BOIMPOCHI IPENOAABATENs, HMEIOIINE LEJIbIO
BBISICHUTB CTETIEHb TIOHUMaHHs UM JaHHOTO MaTepHara.

36~50% 0T MakCUMaJILHOT'O KOJIMYecTBA OAJIJIOB 00YHAIOLIMIACS MTOMyYaeT, eCIIH:

HernoytHo (He MeHee 50% OT MOJHOTO), HO MPAaBUIILHO U3JI0KEHO 33JaHKE;

IPH M3JI0)KeHNH ObLa JomylieHa | cylecTBeHHasl OmnoKa;

3HAeT M IMOHMUMAET OCHOBHBIC MOJIOXKEHHS JAHHOW TEMBI, HO IOMYCKaeT HETOYHOCTH B
(hopMyIHPOBKE MOHSATHI;

U3JIaracT BBITIOJIHCHUE 33/IaHHsl HEOCTATOYHO JIOTHYHO U ITOCIICA0BATEIIBHO;

3aTpyAHSETCS MIPU OTBETaxX Ha BOMPOCHI MPEMOIaBaTelsl.

35% u MeHee 0T MaKCUMAaJIbHOTO KOJIMUECTBa 0aJIJIOB 00YYAOLIHICS MTOTydaeT, eCIlu:

HerorHO (MeHee 50% OT MOTHOTO0) U3II0KEHO 3aaHue;

MIPH M3JI0’KEHUH OBUIM JOTYyINEHBI CyliecTBeHHbIe omuOku. B "0" GammoB mpernonaBaTensb
BIIpaBE OLEHUTH BBINOJHEHHOE OOydYaloOmMMCs 3aJaHue, €CIM OHO HE YIOBJIETBODSET
TpeOOBaHMSAM, YCTaHOBJICHHBIM MpENOjaBaTelieM K JaHHOMY BHIY paOOThl WM HE OBLIO
HPENICTABIICHO VIS IPOBEPKH.

CyMmMma mosTyuyeHHBIX OajuloB IO BCEM BHMIAM 3a/aHUil BHEAYJIUTOPHOH CaMOCTOSITENBHOW pabOThI
COCTaBIISIET PEUTHUHIOBBIN MOKa3aTenb o0yyaromerocs. PeHTHHroBbII oKa3aTenb 00y4aionerocs: BIuseT
Ha BBICTABJICHUE UTOTOBOM OLICHKH I10 PE3YJIbTaTaM U3y4YECHHS JUCLUIIINHBIL.

[TokazaTtenu v KpUTEPUH OIICHUBAHUS ITOJTYYCHHBIX 3HAHHI NPEJICTAaBIICHBI B MyHKTE 7.0) «O1IcHOUHbIC
CpencTBa Uil MPOBEACHUS IPOMEXYTOUHOU aTTecTauun» AaHHou PIIJI.



