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JIucr aktyanusanuu padoueii nporpaMmbl

Pabouas nmporpamma nepecMoTpeHa, oocyxaeHa u ogodpena st peanuszanuu B 2024 - 2025
y4eOHOM oty Ha 3acefqanuu kadeapsl HMudopmaTuku u nHGOpMaIMOHHOMN 6€30MaCHOCTH

[IpoTtokonm oT 20 . Ne
3aB. kadenpoii N.N. bapankoBa

Pabouas nmporpamma nepecMoTpeHa, 0ocyxaeHa u ogodpena st peanmszanuu B 2025 - 2026
y4eOHOM oty Ha 3acefanuu kadeapsl HMudopmaTuku u nHGOpMaMOHHOM 6€30MaCHOCTH

[IpoTrokonm oT 20 . Ne

3aB. kadeapoii I/I.I/I.fapaHKOBa

Pabouas mporpamMma repecMoTpeHa, 00CyKaeHa U 0100peHa s peanuzanuu B 2026 - 2027
y4aeOHOM roy Ha 3acefanuu kapeapel HMHpopmaTuky u nHOOPMAIMOHHON OE30IMACHOCTH

[Iporokom ot 20 . Ne
3aB. kadenpoii N.N. bapankosa

Pabouas mporpamMmma repecMoTpeHa, 00CyKaeHa u 0100peHa s peanuzamnuu B 2027 - 2028
yueOHOM rofy Ha 3aceqanuu Kadeaper Hubopmartuku u nHGOpMaMmOHHON 0€30MMacHOCTH

[Iporokomn ot 20 1. Ne

3aB. kadenpoii I/I.I/I.EapaHKOBa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena st peaymsanuu B 2028 - 2029
yueOHOM roay Ha 3acefanuu kadeapsl HHbopmaTtuku u mHGOpMaMOHHON 6€30MaCHOCTH

IIporokomor 20 1. Ne

3aB. kadenpoit I/I.I/I.fapaHKOBa

Pabouas nmporpamma nepecMoTpeHa, 00cyxaeHa u ogodpena st peanm3anuu B 2029 - 2030
yueOHOM roay Ha 3acegaHuu Kadeapel HMHpopmatuku u nHGOpMaMoHHON 6e301acHOCTH

IIporokomor 20 . Ne
3aB. kadenpoit N.N. bapankoBa




1 Iles1u ocBOEHUSI T CHUTLTHHBI (MOLYJIs1)

LenssMu u3yuyeHHUs] TUCUMIUIMHBI «3alUTa MPOTPaMMHOIO OOECIICYCHHS» SIBISIOTCS:
OCBOCHME TEXHHYECKHUX CPEICTB  3aIlUThl, HOPMATHUBHO-IIPABOBBIX JIOKYMEHTOB U
OpPraHU3aIMOHHBIX METOJOB B 00JacTu oOecredeHus: 3alluThl OT HECAHKIIMOHHPOBAHHOTO
UCIOJIb30BaHUSI M KOIUPOBAHMs IMPOrPaMMHOI0 OOECIEYEeHUs; METOJOB IPOTHUBOJACHCTBUSA
paspylIeHUI0, HApYyLICHUS LEJIOCTHOCTH M JOCTOBEPHOCTH IPOrPAMMHOIO OOeCreueHHs;
YAaCTHBIX TOJMTUK HMH(GOPMALMOHHONM O€30IaCHOCTH aBTOMATU3MPOBAHHOM CHUCTEMBI B
coorBercTBUM ¢ TpeboBanusimu ®I'OC BO mno cnenmansnoctu 10.05.03 «Mupopmanmonnas
0€30I1aCHOCTh aBTOMaTU3MPOBAHHBIX CUCTEM.

2 MecTo JTUCHUIIMHBI (MOYJIAA) B CTPYKTYpPe 00pa30oBaTe/ibHOIi MporpaMMal

JucuuiuinHa 3amuTa IporpaMMHOro oOecrieueHus] BXOJUT B 4acTh y4e€OHOro IIaHa,
dbopMupyeMyr0 y4acTHUKaMU 00pa30BaTeIbHBIX OTHOIICHHI 00pa30BaTeIbLHOM MPOTPAMMBI.

Jns  u3ydeHWs  JAUCUMIUIMHBI ~ HEOOXOXMMBI  3HaHUS  (YMEHMs,  BIaJEHUs),
c(hopMHpOBaHHEIC B PE3YJIbTATE U3YUYEHHUS AUCIUTIINH/ TPAKTHK:

be3onacHOCTh OnepalMOHHBIX CUCTEM

TexHonorus MOCTPOCHUA 3allIUIICHHBIX PaCpPCACICHHBIX HpI/IJIO)KeHI/Iﬁ

TexHos0rny 1 METO 1Bl IPOrPaMMHUPOBAHUS

Mertob! BbISIBIICHUS HAapyIIeHUH MH()OpMaMOHHON 0€3011acHOCTH

3nanus (yMEHUs, BIAICHUS ), TIOIy4YCHHBIC NTPH U3YYE€HUH AAHHOW AUCHUILIAHBI, OYIyT
HEOOXOIUMBI JUIsl U3yUCHUS IUCLUILINH/TIPAKTHK:

ITonroroBka k cade u cjada rocyJapCTBEHHOT0 SK3aMEHa

ITpousBoacTBEHHAs - HAyYHO-UCCIIEI0BATEIbCKAsI paboTa

IIponsBoacTBeHHAas - IPEAIUIIIIOMHAs IPAKTUKA

TGCTI/II)OBaHI/Ie CHCTEM 3allIUThI HHq)OpMaHHH ABTOMATU3HWPOBAHHBLIX CUCTEM

dopeH3uka

3 Komnerenuun odyyaromerocs, popMupyemMbie B pe3y/ibTaTe 0CBOCHUS

AUCHUILINHBI (MOAYJIS) ¥ IJIAHUPYEMble Pe3yJIbTAThl 00yUeHHu st

B pe3ynbrare ocBO€HUS AUCUUIUIMHBI (MOAYJIS) «3aluTa NporpaMMHOI0 00eCTIEYeHU D)
oOyyaromuiics JoKeH 001a1aTh CIEAYOIIMMU KOMIETEHIIUSIMHU:

KOI[ HHIAUKaATOpa I/IHI[I/IKaTOp JOCTHIXKCHHUA KOMIICTCHIIMH

I1K-3 Crioco0eH aHaIM3uPOBaTh NIPUIMHBI BOSHUKHOBEHUS KOMIIBIOTEPHBIX HHIIHICHTOB

I1K-3.1 Onpezaensier NpUYMHY U YCIOBUS U3MEHEHHs IPOrPaMMHOT0 00ecTIedeH s

[1K-3.2 Omnpenensier NPUHLMUIIBI A€TIEHUS TPOrPaMMHOT0 00ecriedeHns Ha TPYIIIbI,
uX crienupuUecKue CBOMCTBA U B3aMMOCBSI3b C KOMIIBIOTEPHOW CUCTEMOM

[1K-3.3 [TporHo3upyeTr BO3MOKHBIE IMyTH Pa3BUTHS HOBBIX BHIOB KOMITBIOTEPHBIX
IPECTYIUICHUH, TPAaBOHAPYIIEHUI U HHIUJEHTOB

[T1K-5 CnocobeH mpoBOAUTH ATTECTAIMI0 OOBEKTOB HAa COOTBETCTBHE TPEOOBAHUSAM IO 3allUTE
nHbOpMAaIU

[1IK-5.1 [TpoBOaUT aTTECTAllMOHHBIE HWCHBITAHUA OOBEKTOB BBIYHUCIUTEIBHOM
TEXHHMKHU Ha COOTBETCTBUE TPEOOBAHUSIM I10 3aIIUTE HHOOPMALIUU

[1K-5.2 Odopmaser MaTepuanabl aTTECTA[MOHHBIX MCIBITAHUM Ha COOTBETCTBHE
TpeOOBaHUSM 10 3AIIUTE HHPOPMALIUU

[1K-5.3 OdopmisieT aTTecTaT COOTBETCTBUSL OOBEKTOB BBIUUCIUTEILHOW TEXHHUKH

TpeOOBaHMIM MO 3alIUTe HH(POPMAIIUU




4. CTpPyKTYpa, 00bEM U coiepKaHue TUCHHUIIINHBI (MOIYJIs)
OO0mmast TpyTI0eMKOCTh AMCHUILINHBI COCTAaBIsIeT 4 3a4eTHhIX enuHuI] 144 akan. 4acoB, B TOM

HHUCJIC:

— KOHTaKTHas pabora — 57,2 akaJl. 4acoB:
— aynuTopHas — 54 akaJ. 4acos;
— BHEAyAUTOpHAS — 3,2 aKaJl. 4acoB;

— camocrosTenpHas padora — 51,1 akaz. yacos;

— B (hopMe nmpakTuyeckoit moarotoBku — 0 akaj. gac;
— MOJTOTOBKA K dK3aMeHy — 35,7 akaj. yac

dopma arTecTaluy - SK3aMEH

AynutopHas 3 e
o | xonraxTHas pabora E 5 dopma TeKy1ero
=
5 B aKaj. yacax (2] Bu KOHTPOJIS
Paszen/ Tema 3 (B akan ) =l A y p Kon
S 3 ©| caMoCTOSTENbHOM | yclieBaeMOCTH U
JCIUTLTAHB 5 = ., | KoMOeTeHIun
@) g & padoThI MIPOMEKYTOUHOM
Tlex. 71a0. | mpakT. 29 aTTecTALH
3aH. | 3aH. | O =
1. Beenenue B TEOPUIO
obecrieueHus Oe3ormacHOCTH
MPOTPaMMHOTO oOecreueHus |
JIAHHBIX
[ToaroroBka
MIPAaKTHYECKOMY
3aHATHIO; TOUCK
JOTIOJTHUTENBHOM
HH@OpMaLUU 110
1.1 OcHOBHBIE TOJIOKEHHUS bop "
3aaHHOI TeMe
TEOpUH 0e3omacHOCTH
IporpamMm n JAHHBIX (pa60TaC
porp ) oubnnorpaguuec TIK-3.1, K-
VYrpo3sl 0e3omacHOCTH
MIPOTPaMMHOM 9 1 2 3,1 (MM MATCPHATAMEL | o s oBanme 3.2, [IK-3.3,
porp y ! CIIPaBOYHHUKAMH, p T1IK-5.1, IIK-
00ecrieYyeHuI0 ¥ JTaHHBIM.
KaTajoramu, 5.2, TIK-5.3
Teopetnueckue OCHOBBI
CIIOBapSIMH,
JCIUTUTAHBI u .
SHIUKIIOTIETUSIMU);
TCPMUHOJIOT .
MOATOTOBKA K
TECTHPOBAHHIO;
MOATOTOBKA K
NPaKTUYECKOMY

3aHATHUIO




IToaroroBka k
MPAKTUYECKOMY
3aHATHIO; IONCK
JIOTIOJTHUTEILHOM
UHPOPMAIHH 10
3aJIaHHOM TeMe
1.2 OCHOBHbBIE TPHHIIUIIBI Zl(paGOTa c
obecrieuennst 0€30MaCHOCTH
oubrorpaguuec TIK-3.1, TIK-
MIPOTPAMMHOT0 32 33
KHM MaTepHajIaMH, .2, TIK-3.3,
obecriedeHUs] ¥ JaHHBIX. 1 4 S —— TECTHPOBaHHE K51 TIK
Texnonornueckas u ’ -
KaTajioraMu, 5.2, T1IK-5.3
JKCIUTyaTal[HOHHAS CILOBAPSMIL
6e30MacHOCTb IIPOrpaMM PAMH, .
SHIUKIIOTIETUSMU);
MMOJTOTOBKA K
TECTUPOBAHUIO;
MMOJTOTOBKA K
MPAKTUIECKOMY
3aHATHIO
IToaroroBka x
NPaKTUYECKOMY
3aHATHIO; TIOUCK
OITOJIHUTEIIFHOK
13 [IpaBoBas u H
UHPOPMAIIH 1O
OpraHu3aIMOHHAS .
3aJaHHOM TeMe
MOIICPIKKA MPOIIECCOB (paBora ¢
pa3paboTKu W MPUMEHEHHUS P
HPOrPAMMHOTO oubnmorpaguuec
KHM MaTepHalaMU
obecnieuenusi. CTaHIapTHl U on aBOI-Iﬁl/IKaMI/I ’ TIK-3.1, TIK-
Jpyrue HOpPMAaTUBHbIE 1 4 EaTanoraMH ’ TectupoBanue, 3.2, IIK-3.3,
JIOKYMEHTBI, > AKP-1 TIK-5.1, TIK-
CJIOBapsIMH, 2
periaMeHTUpYIoIIue . 5.2, TIK-5.3
SHIIUKJIONIEIUAMH);
3aIIHUIIEHHOCTE
MMOJITOTOBKA K
MPOTPaMMHOTO .
TECTHPOBAHHIO;
oOecreueHus u
. MMOJITOTOBKA K
o0OpabatbiBaeMoii .
KOHTPOJIBHOM
HHPOPMAITHH. GoTe:
pabore;
MMOATOTOBKA K
MIPAKTHYECKOMY
3aHATHIO
Hroro no pazneny 3 111
2. CrocoObl  TECTHPOBAaHUS
MPOTPaMMHOT0 00eCTICUEeHUS TPU
UCIBITAHUAX ero Ha
TEXHOJIOTHYECKYIO 0€30MacHOCTh




IlogroroBka k
MIPAKTUYECKOMY
3aHATHUIO; IOUCK

JIOTIOJTHUTEILHOM
UHOPMAIIH 11O
3aJJaHHOM TeMe
(pabota c

oubmorpaduuec
2.1 O06o00meHHbIE CIIOCOOBI pad
KHM MaTepuajiaMH,

aHanu3a [IPOrpaMMHBIX IK-3.1, TIK-
Cpe/ICTB Ha npeaMeT CTIPABOHHKAMH, TectupoBaHue 3.2, IK-3.3

p 1 2 5 KaTaJioraMu, ’ . =
HaIn4us (oTcyTcTBHsA) J—— AKP-2 TIK-5.1, TIK-
pa3pyarInx ’ 5.2, TIK-5.3

SHIUKIIONETUAMH);
IpOrpaMMHBIX CPEJICTB. OArOTOBKA K

TECTUPOBAHUIO;
IIOJFOTOBKA K
KOHTPOJIBHON

pabore;
ITOATOTOBKA K

MPaKTHYECKOMY

3aHSATHIO

9 IToaroroBka x
MPaKTHYECKOMY
3aHATHIO; TIONCK

JIOTIOJTHUTEIILHOM
HHPOPMAITHH 10
3aJJaHHOM TeMe
(pabota c
oubarorpaguiec

KUM MaTepualiaMH,
CMPaBOYHHUKAMH,

KaTaJoraMHu, TIK-3.1, TIK-

4 CJIOBApSIMH, TectupoBanue, 3.2, T1K-3.3,

SHIUKIIOTIETUSIMU); AKP-3 TIK-5.1, TIK-

MMOJrOTOBKA K 5.2, T1IK-5.3
TECTUPOBAHUIO,
MMOJTOTOBKA K
KOHTPOJIbHOU
pabore;
[OJrOTOBKA K
MIPAKTHYECKOMY
3aHATHIO;
BBITIOJTHEHHE
MPAKTHIECKOTO
3a/1aHNS

2.2 IMocTpoenue
MPOTPaMMHO-aIMapaTHBIX
KOMILJICKCOB Il KOHTPOJISt
TEXHOJIOTHYECKOM 1 2
0e30macHOCTH
MPOTPaMMHOTO
o0ecrieueHns 1 JaHHbBIX.

HWroro no pazneny 2 4 9

3. Meronet  u  cpencTtBa
obecriedeHust 1IEJOCTHOCTH U
JOCTOBEPHOCTH  HCIOJIE3yEMOTr0
IPOTPaMMHOT0 KoJia




3.1 Meronpl  3amIuTHI
nporpaMM ¥ JIaHHBIX OT
HECaHKIMOHUPOBAHHBIX
HU3MEHEHUM. IIposepka
LEJIOCTHOCTH TPOrpaMM U
JTAaHHBIX.

IlogroroBka k
MIPAKTUYECKOMY
3aHATHIO; IOMCK

JIOTIOJTHUTEILHOM
UHOPMAIIH 11O
3aJJaHHOM TeMe
(pabota c
oubnmorpaguuec
KHM MaTepuajiaMH,
CIPaBOYHHUKAMH,
Karajaoramu,
CIIOBApSIMH,
SHIUKIIONEAUAMH);

MMOJTOTOBKA K
TECTHPOBAHHUIO;

IIOJFOTOBKA K

KOHTPOJIBHON

pabore;

MTOJTOTOBKA K
MPAKTHYECKOMY

3aHATHIO

TectupoBanue,
AKP-4

I1K-3.1, TIK-
3.2, IIK-3.3,
IIK-5.1, IIK-
5.2, TIK-5.3

3.2 Cxema mnoamucu ¢
BepuduKamen mo 3ampocy.
Ipumepst NPUMEHEHUS
CXEMbI IIOAIINCH C
BepUQHKaIHeil 1o 3ampocy.

[ToaroroBka
TIPaKTUIECKOMY
3aHATHUIO; TTOVCK
JIOTIOJIHUTEITLHOM
HHPOPMAITHH 10
3aJlaHHOM Teme

(pabota c
oubarorpaguiec
KHM MaTepHaIaMH,
CIPABOYHHUKAMH,
KaTajoramu,
CJIOBApSIMH,
SHIUKIIOTIEIUSAMU);

MOJTOTOBKA K
TECTUPOBAHUIO;

MOJATOTOBKA K

KOHTPOJIbHOU

paborte;

MMOATOTOBKA K
NPaKTUYECKOMY

3aHATHUIO

TectupoBanue,
AKP-5

IK-3.1, IIK-
3.2, TIK-3.3,
IK-5.1, TIK-
5.2, TIK-5.3

3.3 OcCHOBHBIE MOAXOIBI K
3aIUTE MPOTPAMMHOTO
o0OecrieueHus oT
HECAHKIIMOHHUPOBAHHOTO
KOTIMPOBAHWUSL.

[ToaroroBka k
NPaKTUYECKOMY
3aHATHIO; TOUCK

JIOTIOTHUTENBHOMN
HHPOPMAIHH 10
3a/laHHOM TeMe
(pabota c
oubnmorpaguuec
KHUM MaTrepuajiaMmH,
CIPaBOYHHUKAMH,
KaTajoram,
CJIOBApSIMH,
SHIUKIIONEIHSMH);

MOJITOTOBKA K
TECTHPOBAHHUIO;

MOJITOTOBKA K

KOHTPOJIbHOU

paborte;

MOJIrOTOBKA K
MIPAKTUYECKOMY

3aHATHIO

Tectuposanue,
AKP-6

IK-3.1, TIK-
3.2, TIK-3.3,
IIK-5.1, IIK-
5.2, TIK-5.3




Uroro mo pazneny

D

[ 13 |

4, AIMUHUCTPHPOBaHUE
3ammuTta b]1

u

4.1 [TonsTus
aJIMUHHCTPUPOBAHUE,
MPUBWIIETHSA, JOCTYI. Buabl
MOJIb30BaTEIed W TPYIIIBI
MIPUBMJIETUH,
COOTBETCTBYIOIINE BUY
MIOJIb30BATEIISI.

IToaroroBka k
TIPaKTUICCKOMY
3aHATHIO; IONCK
JIOTIOJTHUTEILHOM
HHPOPMAITHH 10
3aJIaHHOM TeMe

(pabota c
oubnmorpaduuec
KUM MaTepualiaMH,
CIPABOYHHUKAMH,

2 KaTajioraMu,
CIIOBapsIMH,
SHIUKIIOTIETUSMU);

MMOATOTOBKA K
TECTHPOBAHHMIO;

MOJTOTOBKA K

KOHTPOJIBHON

pabore;

MTOJTOTOBKA K
MPAKTHYECKOMY

3aHATHIO

TectupoBanue,
AKP-7

I1K-3.1, TIK-
3.2, IIK-3.3,
IIK-5.1, TIK-
5.2, TIK-5.3

4.2 TIporpammHbIe u
MPOTPaMMHO-aIapaTHbIC
cpeacTsa 3auThl b/

IToaroroBka k
MIPAKTHIECKOMY
3aHATHIO; TIOUCK

JIOTIOTHUTEILHOM
UHPOPMAIIH 1O
3aJJaHHOM TeMe
(pabora c
oubnnorpaguuec
KHM MaTepualiaMH,
CIPAaBOYHHUKAMH,
KaTajioramu,
CIIOBApSIMH,
IHIUKIIOTIETUSIMU);

MMOATOTOBKA K
TECTHPOBAHHMIO;

MMOATOTOBKA K
MIPAKTHYECKOMY

3aHATHIO

TectupoBanue

IK-3.1, TK-
3.2, TIK-3.3,
IIK-5.1, IIK-
5.2, TIK-5.3

4.3 Koutpoms gnoctyma K
JAHHBIM. VYnpasneHue
TMPUBUJICTUAMHA
HOJb30BaTeNneH 6a3bl
JaHHBIX. MneHtudukauus u
ayTeHTH()UKAINSI
nons3oBatensd. [lapomm.

[Noaroroska k
MIPAKTHYECKOMY
3aHATHIO; TOUCK

JIOTIOTHUTENBHOMN
HHPOPMAIHH 10
3a/laHHON TeMe
(pabota c
oubnmorpaguuec
KHM MaTrepuajiamMmH,
CIpaBOYHHUKAMH,

4 KaTaJIoraMu,
CJIOBApSIMH,
SHIUKIIONEIHSMH);
MOJITOTOBKA K
TECTHPOBAHHUIO;
MOJITOTOBKA K
KOHTPOJIbHOU
paborte;
MOJIrOTOBKA K
MIPAKTUYECKOMY
3aHATHIO

TectupoBanue,
AKP-8

MK-3.1, IIK-
3.2, TIK-3.3,
IK-5.1, IIK-
5.2, TIK-5.3




4.4 TpaH3aKIIMOHHBIN
MOJXOA K  OpraHu3alfu
JIOCTYTIa K JTAHHBIM.
IMousitue  SQL  Injection.
Busr YS3BUMOCTEH,
UCIIOJIb3yEeMBbIC aTaKamu
SQL Injection. Meroms
3amuTel ot Injection.

IlogroroBka k
MIPAKTUYECKOMY
3aHATHIO; IOMCK

JIOTIOJTHUTEILHOM
UHOPMAIIH 11O
3aJJaHHOM TeMe
(pabota c
oubnmorpaguuec
KHM MaTepuajiaMH,
CIPaBOYHHUKAMH,
Karajaoramu,
CIIOBApSIMH,
SHIUKIIONEAUAMH);

MMOJTOTOBKA K
TECTHPOBAHHUIO;

IIOJFOTOBKA K

KOHTPOJIBHON

pabore;

MTOJTOTOBKA K
MPAKTHYECKOMY

3aHATHIO

TectupoBanue,
AKP-9

I1K-3.1, TIK-
3.2, IIK-3.3,
IIK-5.1, IIK-
5.2, TIK-5.3

4.5 Hcnonp3oBaHue ayaura
BJI. Aymur cucreMHBIX
COOBITHIA. Cucrembl
00HapYIKEHHsI BTOPIKCHHIA.

[ToaroroBka
TIPaKTUIECKOMY
3aHATHUIO; TTOVCK
JIOTIOJIHUTEITLHOM
HHPOPMAITHH 10
3aJlaHHOM Teme

(pabota c
oubarorpaguiec
KHM MaTepHaIaMH,
CIPABOYHHUKAMH,
KaTajoramu,
CJIOBApSIMH,
SHIUKIIOTIEIUSAMU);

MOJTOTOBKA K
TECTUPOBAHUIO;

MOJATOTOBKA K

KOHTPOJIbHOU

paborte;

MMOATOTOBKA K
NPaKTUYECKOMY

3aHATHUIO

TectupoBanue,
AKP-9

IK-3.1, IIK-
3.2, TIK-3.3,
IIK-5.1, TIK-
5.2, TIK-5.3

4.6 TToAroToBKa K 3K3aMeHY.

ITogroroBka k
JK3aMEHY.

DK3amMeH

Wroro no pazneny

20

18

Uroro 3a cemectp

18

36

51,1

OK3aMCH

HToro no gucLUIINHE

18

36

51,1

OK3aMCH




5 Obpa3oBaTejibHbIE TEXHOJIOTHH

Jns  peanuzanuy  NPEIyCMOTPEHHBIX BUAOB  y4yeOHOW paboOThl B KadyecTBe
00pa30BaTeNbHBIX TEXHOJIOIMH B IPENojaBaHUM JAUCLUIUIMHBI «3alluTa MPOrpaMMHOIO
o0ecIieueHus» HCIOJIB3YIOTCA TpaAUIMOHHAA 1 MOAYJIBbHO-KOMIICTCHTHOCTHAA TCXHOJIOT'HH.

Peann3anus KOMIETEHTHOCTHOI'O ITOJIX0/a MIPEAyCMaTPUBAET UCIIOIb30BAHNE B y4EOHOM
npolecce AaKTUBHBIX M HWHTEPAKTHBHBIX (OPM MPOBEACHUS 3aHATUH B COYETAHUU C
BHEAYJAUTOPHOU paboTON C Lenbio (OPMUPOBAHMS M Pa3BUTHUs MPO(ECCHOHAIBHBIX HAaBBIKOB
oOyyarouuxcsi.

IIpu npoBeneHuM ydeOHBIX 3aHATHM IpernojaBaTellb OOECIeYMBAET pa3BUTHE Y
00yJaromuxcss HaBBIKOB KOMAHJHOW pabOTHI, MEXINYHOCTHOM KOMMYHHKALIUHU, NPHHITHS
pELICHUH, TUAEPCKUX KauecTB MOCPEICTBOM MPOBEICHHSI HHTEPAKTUBHBIX JIEKLIUH, IPYMIIOBBIX
JIUCKYCCHH, pOJEBBIX Wrp, TPEHWHIOB, aHAJlW3a CUTyaluii, ydera 0coOeHHOCTEH
npodeCCHOHATBLHOM JeSITeTbHOCTH BBIITYCKHUKOB U MMOTpeOHOCTEN paboToaaTerneil.

6 YueOHO-MeTOUUYECKOE 00eciedeHHe CAMOCTOSITeIbHOI PadoThl 00yYaOImIMXCst
[Ipencrasneno B [Ipunoxenuu 1.

7 OueHOYHBIE CPeACTBA /sl IPOBeeHHs POMEKYTOUHOI aTTeCcTAUN
[Ipencrasnens! B [Ipunoxenun 2.

8 YueOHo-MeTOAMYecKOEe H HH(POPMALIMOHHOE 0O0ecnedeHrue TUCIUIITIHHBI (MOTYJIs1)

a) OcHoBHas UTEpaTYypAa:

1. BuykoB, A.A. 3ammra wuHpopMaimu . yueOHOe mocoOue It BY30B /
A. A. BaykoB. — 3-¢ m3x., nepepad. u gomn. — Mocksa : M3natensctBo IOpaiit, 2020. —
161 c. — (Bsicmiee oopasoBanue). — ISBN 978-5-534-07248-8. — Tekcr : anektponnsiii // 36C
IOpaiir [caiit]. — URL.: https://urait.ru/bcode/422772(nara oopamenns: 31.01.2023).

2. Kazapun, O. B. HanexxHocts 1 6€30MacHOCTb IPOrpaMMHOT0 o0ecTieyeHus : yueOHoe
nocobue it OakamaBpuata u mMaructparypsl / O. B. Kazapun, U. b. lllyounckuit. — MockBa :
N3znarensctBo FOpaiit, 2019. — 342 c. — (bakanasp u maructp. Monyns). — ISBN 978-5-534-
05142-1. — Texcrt : anexkrponnsiii // DBC HOpaiir [caiiT]. — URL: https://urait.ru/bcode/441287
(mara obparenus: 31.01.2023).

3. Monumyxk, FO. B. Ba3sl ganHbix U ux Oe3omacHocTh : ydeOHoe mocodme / 1H0.B.
[Mommmyk, A.C. boposckuit. — Mocksa : UHOPA-M, 2020. — 210 c. — (Bricuiee o6pazoBaHue:
Crermmanurer). — DO 10.12737/1011088. - ISBN 978-5-16-107421-3. - TeKCT : 3JIEKTPOHHBIH. -
URL: https://new.znanium.com/catalog/product/1011088 (nata oopamienus: 31.01.2023)

0) JlonostHuTEIbHAS JTUTEPATYpA:

1. Kazapun, O. B. IlporpamMmmHo-anmapaTHble cpecTBa 3allUThl MH(pOpMaIK. 3aiuTa
NporpaMMHOro  obecrieueHus . y4eOHMK W mnpaktukym s By3oB/ O. B. Kazapum,
A. C. 3a6abypun. — Mocksa : MznarensctBo FOpaiit, 2019. — 312 ¢. — (Cnenmanucr). —
ISBN 978-5-9916-9043-0. — Texkcr : oanekrponnsnii // DBC IOpaiir [caiit]. — URL:
https://urait.ru/bcode/437163 (nata oopamienus: 31.01.2023).

2. babenko, JI.K. Kpunrorpadpuyeckas 3ammra wuHHGOOpMAIMHA: CHMMETPUIHOE
mm¢poBanue . yueOHoe mocobue s By3oB/ JI. K. badenko, E. A. MmykoBa. — Mocksa :
NznarensctBo IOpaiit, 2019. — 220 ¢. — (YuuBepcutetsl Poccun). — ISBN 978-5-9916-9244-
1. — Tekcr : anextponnsii // DBC Fpaiit [caiiT]. — URL: https://urait.ru/bcode/437667 (nara
obpamenus: 31.01.2023).

3. Buykos, A. A. 3amuta nHpopmMaluy B 6aHKOBCKUX CHUCTEMax : yueOHoe ocodue A
OakamaBpuata u Maructparypei/ A. A. BHykoB. — 2-¢ wu3a., wcmp. W Jgom. — Mockea :
UznarensctBo FOpaiit, 2018. — 246 c. — (bakanaBp u maructp. AxkajeMH4ecKuil Kypc). —
ISBN 978-5-534-01679-6. — Texkcrt : anexrponnsiii // DBC IOpaiit [caiit]. — URL:



https://urait.ru/bcode/414083 (nata obparenus: 31.01.2023).

MAKPOOBBEKTAI:

4. bapankoBa M. N. CereBas 3ammra wuHbopManuu. JlabopaTopHBI NPAKTHUKYM
[DnexTpoHHbIit pecypc] : yueOHoe mocodue [mis By3oB] / U. U., bapankosa, JI.H. Ma3uun, ¥Y.B.
MuxaiinoBa, M.B. AdanacseBa ; MarauToropckuit roc. Texunueckuii ya-T um. I'. Y. Hocoga. -
Marawurtoropck : MI'TY um. I'. W1. Hocosa, 2019. - 1 CD-ROM. - 3arun. ¢ Tuty:n. skpana. - ISBN
978-5-9967-1605-0 URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/153
0260/3824.pdf&view=true (mara o6pamienus 31.01.2023)

5. bapankoB B. B. Pa3BepTbiBaHuEe M HacTpolika BUPTYaJbHBIX CET€H [DIEKTPOHHBIN
pecypc] : yuebnoe nmocooue [ By3oB] / B. B. bapankos, 1. U. bapaukosa, Y. B. Muxaiinosa, O.
b. Kanyruna] ; MI'TVY. - Marautoropck : MI'TVY, 2019. - 1 snektpon. ont. auck (CD-ROM). -
ISBN 978-5-9967-1305-9 URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/152
9986/3813.pdf&view=true (zara oopamenus 31.01.2023)

*PEXUM [TPOCMOTPA MAKPOOBBEKTOB

1. IepeiiTu 0 agpecy 3aeKTPOHHOro Karanora https://magtu.informsystema.ru
2. [Ipoussectu aBropu3anmto (Jlorun: Yurarens 1 [Maposns: 111111)

3. AKTHBH3HPOBATH THIIEPCCHIIKY MAKPOOOBEKTa

B) MeToan4yeckue yKazaHusi:

1. Meronuueckne yka3aHUs MO BBIOJHEHHUIO MPAKTHYECKUX paldOT MO IUCHIUILINHE
«3ammuTa nporpaMmMuoro obecrnedenus» (IIpunoxenue 3).

2. Metoauyeckue yKa3aHUs 0 BBIMOJHEHUIO BHEAYUTOPHBIX CAMOCTOSTEIBHBIX padoT
110 JUCIUITINHE «3ammTa nporpaMmmuoro ooecneuenus» (IIpunoxenue 4).

r) [Iporpammuoe o6ecneuenue u UnTepuer-pecypceni:

IIporpammHoe o0ecnieyenmne

Haumenosanwue I10 Ne norosopa Cpox aeicTBus JIUIIEH3UN
7Zip ¢B0001HO pacmpocrpansemoe 110 0eCCPOUHO
MariaDB ¢B0001HO pacupocTpansgeMmoe 110 0eCcCpOYHO
PostgreSQL CcB000JTHO pacnpoctpansemoe [10 OECCPOYHO
MS Off_lce 2007 Ne 135 o1 17.09.2007 OeccpouHo
Professional
MS SQL Server
Management Studio cB0OOTHO pacmpocTpansemoe [10 OeccpodHO
Oracle My SQL
Workbench Community  |cBoGoaHO pacnpoctpansiemoe [10 0eccpouHo
Edition
Oracle SQL Developer  [cBoboaHO pacmpoctpansemoe 10 0eccpouHo
Oracle SQL Developer
Data Modeler cB00OTHO pactpoctpansemoe [10 OeccpovyHO
LibreOffice c¢B00O0HO pacrnpocTpansemoe [10 OECCPOUHO
MS Visual Studio Code  |cBoGOaHO pacmpoctpansemoe [TO 6eccpouHo




MS Visual CBOGOTHO
Studio 2017 OeccpouHo
.. |pacnpoctpansiemoe [10

Community

Adobe CBOOOJIHO 0eCCPOUHO
Bpaysep cBOOOJTHO 0eccpoyHO
Bpaysep CBOOOJTHO

Mozilla pacupoctpansemoe [10 OecepouHo
FAR CcBOOOHO 0eccpoyHO
Linux cBOOOIHO 0eccpoyHO

IIpodeccuonanbubie 0a3bl J1

AHHBIX U I/IH(I)OpMa].[I/IOHHbIe CIIPpaBOYHbIC CHCTECMBbI

HazBaunue xypca

CchUIKa

DneKTpoHHAas 0aza
nepuoauueckux u3gaHuit - East
View Information Services, OOO
«VUBUC»

https://dlib.eastview.com/

HanmonaneHass wHGOpMAIIMOHHO-
aHAJIUTHYCCKAas cucTreMa
Poccuiickuii  MHIEKC Hay4dyHOIroO
uutupoBanus (PMTHLI)

URL.: https://elibrary.ru/project_risc.asp

IlouckoBast cucrema AKaI[eMI/I}I
Google (Google Scholar)

URL.: https://scholar.google.ru/

Nudopmannonnas  cuctema -
Enunoe  okHO — moctyma K
MH(OPMAIIMOHHBIM pecypcam

URL.: http://window.edu.ru/

®denepanbHOe  TOCYAApCTBEHHOE
OO KETHOE yUpexKICHUE
«DenepabHbII WHCTUTYT

HpOMBII_HJ'IeHHOI\/'I COOCTBEHHOCTH

URL: http://www1.fips.ru/

Poccuiickas I'ocynapcrBennas
oubnuoreka. Karanoru

https://www.rsl.ru/ru/4readers/catalogues/

DNeKTpPOHHBIE pecypchl
ouomumoreku MITY wum. T.H.
HocoBa

https://magtu.informsystema.ru/Marc.html?locale=ru

®denepanpHbIil  00pa30BaTEIBHBIN
noprain DKOHOMHKA.
Conmonorust. MeHepKMEHT

http://ecsocman.hse.ru/

YHuBepcurerckas

nH(pOpMaIMOHHAs cucrema |https://uisrussia.msu.ru
POCCUHA

MexayHnapoanas Oasa

MOJTHOTEKCTOBBIX xypraioB |http://link.springer.com/

Springer Journals




MexayHnaposaHas pedepaTUBHas U
MOJTHOTEKCTOBAs CIIpaBOYHas 0asa
JaHHBIX ~ HAYYHbIX  W3JaHUN
«Springer Naturey»

https://www.nature.com/siteindex

ApxuB Hay4YHBIX JKypHAJIOB
«HanmonansHbBIM 3JIEKTPOHHO-
MH()OPMAIIMOHHBIA KOHIIOPITUYM)»
(HITHSHUKOH)

https://archive.neicon.ru/xmlui/

Wndopmannonnas  cucrema -
HopmaTtuBHble mNpaBOBBIE aKTHI,
OpraHU3alOHHO-
pacnopsAUTEeNbHbIE  JOKYMEHTHI,
HOPMAaTUBHbIE U METOJUYECKUE
JOKYMEHTbl U TOATOTOBJICHHbBIE
IIPOEKTHI JIOKYMEHTOB 1o
TEXHUYECKOH 3aIuTe
unpopmanuu ®CTIK Poccun

https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-tzi

WNudopmannonnas cucrema - bank
JaHHBIX ~ yrpo3  0E30MacHOCTH
nnpopmannn PCTIK Poccun

https://bdu.fstec.ru/

9 MaTepuaJibHO-TeXHHYeCKOe 00ecredeHue TUCIIUIIHHBI (MOTYJIs1)

MaTepI/IaJ'II)HO-TGXHI/ILICCKOG o0OecrieueHue JUCHUIIIIMHBI BKJIIFOYACT:

Jlexktmonnass aymutopus (ayn. 2124, ayn. 226, 309a, aya. 365, aya. 388 u T.1.)-
MynbsTUMEANITHBIE CPENICTBA XPAHEHUS, IEPEIaYH U MpeACTaBIeHUS HH(OpMaLIUU

Kowmmerorepnsiii kmace (ayn. 372, ayn. 245, ayn. 247, ayn. 144, ayn. 142 u 1.1.) -
ITepconanbubie kommbroTepbl ¢ IO u BeIxomoM B MHTEpHET M JOCTYNOM B 3JIEKTPOHHYIO
nH()OPMaAIIMOHHO-00PA30BATENBHYIO CPEly YHUBEPCHUTETA.

Aynuropus Afis cCaMOCTOATEIbHONM pa0bOoThl YUTANbHBIE 3abl OubmuoTeku, aya 132a -
[Tepconanbubie kommbioTepbl ¢ [1O u BeIXomoM B VIHTEpHET M JOCTYNOM B 3JIEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYIO CPEly YHUBEPCUTETA.



ITPHJIO)KEHUE 1

Y4ueGHo-MeTOIUYECKOE 0DecTiedeHre CAMOCTOSATEIbHON padoThl 00y4aomnXcs

[To gucummuuHe «3amuTa IporpaMMHOro 0OECIIEUeHUs» MIPELYCMOTPEHA ay JUTOPHAS U
BHEAYUTOPHAS CAMOCTOSITeNIbHAs paboTa 00y4aromuXcsl.

AynutopHas caMOCTOsITelIbHas paboTa O0OydYalOIIMXCS MpeNroyiaraeT pelieHue
KOHTPOJIbHBIX 3a/1a4 HA IPAKTUYECKUX 3aHATUSAX.

AynutopHas camocTosiTellbHas paboTa OOydYaroIMXCS Ha MPAKTUYECKUX 3aHITHUSIX
OCYLIECTBJISIETCS. 110/l KOHTPOJIEM IIpenoiaBaTesiss B BHUAE PELICHUs 3a7ady U BBIIOJHEHUS
YOpaXHEHU, KOTOpbIE OMpeeIiaeT IpenoaaBaresp 1jig 00ydaromerocs

BueaynutopHass camocTosiTenbHas paboTa 0OydyaromMXCsl OCYIIECTBIISAETCS B BHIE
W3YYEHHUS JTUTEPATYyPhl IO COOTBETCTBYIOIIEMY pa3/ieiny ¢ MpopabOTKOM MaTepuasa; BbITOIHEHUS
JOMAIIHUX 33JaHuM, TOATOTOBKM K ayJUTOPHBIM KOHTPOJBHBIM paboTaM M BBITOJHEHHS
JIOMAIIHUX 3a/1aHUM C KOHCYJIbTAalUsMHU MIPENOAABaTEII.

Ilpumepnuvie 3a0anus u 6onpocel no memam:
Ilepeuens 6onpocoe KOHMPONLHBLIX PAOOM U MECMUPOBAHUA NO MeMaM pa3z0enoe 1-4:

1. Ilepeuucnure Mmepbl, HUCHOJB3YEMBbIE JJs 3aIIUTHl I[POrPAMMHBIX HPOAYKTOB OT
HECaHKLMOHUPOBAHHOI'O UCIIOJIb30BaHUS.

2. lTlepeuncnure MOAYNIH CHCTEMBI TEXHWYECKOH 3ammThl 10 0T HECAaHKIIMOHUPOBAHHOTO
ucnonb3oBanus. KpaTko oxapakrepusyiTe (pyHKIMHM KaXKA0r0 U3 HUX.

3. IlpuBenuTe mpuUMepsl XapaKTEPUCTHK CPEMbI, K KOTOPHIM MOYKHO OCYIIECTBUTH MPHUBSI3KY

1O st oOHapy>xeHus pakTa HECAaHKIIMOHUPOBAHHOTO UCIOIb30BAHUS.

B yem nocronHCTBa M HEAOCTATKU BCTPOEHHBIX U IPUCTHIKOBOYHBIX cucTeM 3aiiuThl [10?7

Ha xakue u3 moxyinei cucreMsl 3auThl [10 0T HeCaHKIIMOHMPOBAHHOTO UCIIOJIB30BAHMS

OOBIYHO OCYIIECTBIISIET aTaKy 3J0YMBILIUIEHHUK?

6. Ilepeuncaure TpeGoBaHM K OJIOKY CPaBHEHUS XapaKTEPUCTUK CPEIbI.

7. B ueM 0cOOEHHOCTH aTak 3JI0yMBIIIJIEHHUKA Ha OJ0K YCTAaHOBKH XapaKTEPUCTHK CPEbl U
0JI0OK OTBETHOM peakiun?

8. Tlepeuncnute u oxapakTepusyiiTe 0a30BbIC METOBI HEUTPATU3AUN CUCTEM 3aruThl [10
OT HECAaHKLIMOHUPOBAHHOTO UCIIOJIb30BaHUS.

9. Tlepeuncnmre cpeactsa crarndeckoro uccienopanus [10. Kparko oxapakrepusyiite ux.

10. Iepeuncnure cpencrra tuHamuyeckoro uccienaoBanus [10. Kpatko oxapaktepu3yiite nx.

11. [lepeuncnure ocHoBHble WInAPl  @yHkuMM, KOTOpble MOXET HCIOJb30BaTh
3JIOYMBIIIJIEHHUK JUIS JIOKAJIM3AalMKA KOJa 3alIMThl. B KakuX cilydasx 3JI0yMBIIIJIEHHUK
MOMBITAETCS OTJIABJIUBAThH KaXAYIO U3 ATUX (QYyHKIUN?

12. Ilepeuncnure U oxapakTepusyiWTe O0a30Bble METOJbl IMPOTHUBOJACHCTBUS OTIAJKe
MIPOrpaMMHOTO 00eCTIeUeHU .

13. Ilepeuncnure M OxapakTepu3yiTe HECKOJIbKO TPHKOB JJsI OTJIAJUYUKOB PEATBHOTO M
3alMIIEHHOT0 PEKUMOB. B uem ux HepocraTku?

14. [lepeuncnure " OXapakTepu3yure 6a3oBble METO/IbI IIPOTUBOACUCTBUSA
JIM3aCCeMOIMPOBAHHIO IPOIPAMMHOT0 0OeCIeUeHus!.

15. Oxapakrepusyiite croco0 3amuThl OT OTJIAJKH, OCHOBAaHHBIH Ha OCOOEHHOCTSIX
KOHBEHEpU3aLHUH MPOoLIECCopa.

16. Oxapakrepu3yiiTe BO3MOYKHOCTH MPOTHBOICHCTBUS OTIAAKE M IH3aCCEMOIUPOBAHHIO,
OCHOBaHHbIE  Ha  UCIOJb30BAaHWM  HEJOKYMEHTHUPOBAaHHBIX  MHCTPYKUMH U
HEJOKYMEHTHUPOBAHHBIX BO3MOXKHOCTEH mporeccopa. B ueM HemocTtaTku JaHHBIX
METOA0B?

17. Oxapakrepu3syiite mudpoBaHue Koja IporpaMMbl Kak Hanbosiee YHUBEPCATbHBIN METO
IPOTUBOACHUCTBUS OTNIajKke U Au3accembauposanuio [10.

18. JlaiiTe ompeneneHue MporpaMMbl ¢ MOTEHIIMAIBFHO OMACHBIMH ITOCIEACTBUSME. Kakue
(YHKINU CBOMCTBEHHBI JAaHHBIM ITporpaMmam?

19. Ilepeuncnure OCHOBHBIE KJIACCHI POTPAMM C MOTEHLUATIBHO ONACHBIMU ITOCIIEICTBUSIMH.
JlaliTe UX CpaBHUTEIIBHYIO XapaKTEPUCTHUKY.

o &



20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.

32.
33.

34.
35.

UTo MOHMMAIOT TOJ aKTUBM3UpYyIOUIMM coObiTueM? [lepedncianTe OCHOBHBIE BHJIbI
aKTUBU3UpYIOMUX coObrTuit st PIIB.

[lepeuncnure u oxapakTepu3yWTE OCHOBHBIE MOJEIN B3aWMOJEWUCTBUS MPHUKIAIHOM
nporpammel 1 PIIB.

Onunmre OCHOBHBIE TPYMIBI TECTPYKTUBHBIX (DYHKIIHMM, CBOMCTBEHHBIX MPOrPAMMHBIM
3aKJIaJIKAM.

Kakune mexanusmbl 3amuthl sBisitorcst oomumu 1t OC u B[ (CYB/L)?

[Tepeuncnure xapakrepHsle s TexHosnoruu b/ TpeboBanus Mo 6€30MacHOCTH JTaHHBIX.
UeM oTii4aeTcst ynpaBiieHHE JOCTYIIOM OT YIIPaBICHUS 1IETOCTHOCTRIO b/[?

B uem 3axirouaeTcsi CXOJCTBO M pa3jiMuMe MEXaHU3MOB yIpaBieHHs aocTynoMm K BJI,
MCHOJIB3YIOLIUX TaOIUIBI (MATPUIIbI) JOCTYIA U BHEUIHIOKO cxemy bJ1?

[Tpennoxute crmocoObl BBISABICHUS KOCBEHHOTO MPEAOCTABJICHHS IpaBa JOCTYIMA JUIs
CHCTEM C JUHAMUYECKHMM yIpaBieHuem goctymnom (Ha npumepe CYB/I DB).
[lepeuncnure HapymeHus nenoctHocTy bJl, cBsi3aHHbIE C MapauieIbHBIM BBIOTHEHUEM
TpaH3aKIUH.

HazoBute pmocraTouHoe yCIOBHE CEpUAIM3YEMOCTH  PACHHUCaHUSl  BBITIOJHEHUS
TpaH3aKIUH.

[Tepeuncnure ciocoObl, MO3BOISIFOIIME U30€KATh TYIMHKOBBIX cUTyanuid. [lepeuncnute
CIocoObI BBIX0J1a U3 COCTOSHUS KIIMHYA TPAH3AKIUH.

Ilepeuncnure ypoBHH BocctaHoBieHUs BJ/[. B yeM 3akiro4aeTcs CyHIHOCTb Ka)AOro
YpOBHS?

3ammTa nporpaMMHOT0 00eCTIeYeHHs ¢ TIOMOIIBIO anmapaTHbIX Kitoder cepun Guardant
Texnonorun ayteHTHUKanuu U wmudppoBanua. Peanuzanus Oe3omacHoOi ceTeBOi
UH(GPaACTPYKTYPHI sl Web-cepBepa.

Knaccudukanus firewall’oB u onpenenenue nosmtuku firewall’a.

ObGecrieuenne  OezomacHocTH ~ web-cepBepoB.  besomacHocth  web-comep:xumoro.
OnekTpoHHbIe 1MppoBbie cepTrdukarsr; SSL/TLS.



MMPUJIOKEHUE 2

OueHovHbIe CPeCTBA /1JIs1 IPOBeIeHHUsI IPOMEKYTOUHOM aTTecTallul

a) Ilnanupyemote pe3yromanol 00y4eHUs U OYeHOUHbIE CPEOCMEa 01 NPOGEOCHUA
NPOMENCYMOYHOU ammecmayuu:

TPYKTYPHBIi

Ilnanupyembie
pe3yabTaThl OueHovHbIe cpeaCTBa
o0y4eHust

3JI€EMEHT
KOMIIETEHII MU

C

I1K-3 Cnoco0eH aHaTM3upoBaTh NIPUYHHBI BOSHUKHOBEHHS KOMITBIOTEPHBIX HHIIICHTOB

I1IK-3.1 | Onpenenser 1. Tlepeuucnure Mepbl, HUCHONIb3yEeMbIe I 3al[UTHI
MPUYHHY U YCIOBUS [IPOrpPaMMHBIX IPOAYKTOB OT HECAHKIIMOHUPOBAHHOTO
WU3MEHEHUs WCIIOJIb30BAHMS.

POrPaMMHOTO 2. Tlepeuncnute MOy CUCTEMBI TEXHUYECKOH 3aIIUTHI
obecrnieueHus [IO or HecaHKUMOHUPOBAHHOIO HCIOIb30BAHUA.

Kpatko oxapakrepusyiiTe GyHKIHMH KaXI0TO U3 HUX.

3. IlpuBenute mpUMEpbl XapaKTEPUCTUK CpeAbl, K
KOTOPbIM MOXHO OCyIIecTBUTh MpuBsa3ky I1O0 mns
oOHapyKeHUs dbaxra HECaHKLMOHUPOBAHHOIO
HCIOJIb30BaHUS.

4. B yeM IOCTOMHCTBA W HEIAOCTATKM BCTPOEHHBIX M
MIPUCTBIKOBOYHBIX cUCTEM 3aiiuthl [10?

5. Ha xakue u3 monyneit cucremsl 3ammrtbl IO ot
HECAaHKLIMOHUPOBAHHOTO  MCIOJb30BAaHUS  OOBIYHO
OCYILIECTBIISET aTAKY 3JI0YMBIIIJICHHUK?

6. Ilepeuncnure TtpeOoBaHWst K OJOKYy CpaBHEHUS
XapaKTEPUCTHUK CPEbI.

7. B yem 0COOEHHOCTH aTak 370YMBIIIUICHHUKA Ha OJIOK
YCTAHOBKHM XapaKTEPUCTUK cpellbl U OJOK OTBETHOM
peakiuu?

8. Ilepeuncnure M oxapakTepusyire 0a30Bble METOJBI
HEWTpaIu3alnun CUCTEM amutel  [1O oT
HECaHKLIMOHMPOBAHHOTO HUCIIOJIb30BaHU.

9. IlepeuncnuTe CpeAcTBa CTaTUYECKOTO HCCIICAOBAHUS
I10. Kpatko oxapakrepusyure ux.

10. Ilepeuncnure cpelcTBa JTUHAMHYECKOT0
uccnenosanus [10. KpaTko oxapakrepusyiTe ux.

11. llepeuncnure ocHoBHble WinAPI ¢yHKIMH, KOTOpBIE
MOXKET  MCNOJb30BaThb  3JIOYMBIIUIEHHUK  JUIS
JOKaNIM3alMM  KoJa 3aluThl. B  Kakux ciydasx
3JIOYMBIIIJIEHHUK MOMBITAETCS OTJIABINBATE KaXKIyHO
13 3TUX QyHKUIUN?

12. Tlepeuncnure U oxapakTepusyiiTe 0a3oBble METOIbI
MIPOTUBOACHCTBUS OTJIa/IKe MIPOrpPaMMHOT0
obecreueHusl.

13. Tlepeuncnute M OXapaKTepU3yHTe HECKOIHKO TPHKOB
JUIs  OTIAJAYMKOB  PEaIbHOIO M  3alUIIEHHOTO
pexxumMoB. B ueM ux HemocTtaTku?

14. Tlepeuncnute U oxapakTepusyiTe 0a30BbIE METOIbI
IIPOTUBOACUCTBHS JM3acceMOJIMPOBAHHIO
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15.

16.

17.

18.

19.

20.
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22.

MIPOrPaMMHOT0 OOECTICUEHUS.

Oxapaktepu3yiTe CHoco0 3almMThl OT OTJIAJKH,
OCHOBaHHBI Ha OCOOEHHOCTAX KOHBeHepHU3aluu
poreccopa.

OxapakTtepu3yiTe BO3MOKHOCTH MPOTHUBOACHCTBUS
OTJaJKe W AM3acCEeMOIMPOBAHMIO, OCHOBAaHHBIC Ha
WCIIOJb30BAHUN HETOKYMEHTUPOBAHHBIX MHCTPYKILIMMA
u HEJOKYMEHTHUPOBAaHHBIX BO3MOXHOCTEN
npoieccopa. B yem He10CcTaTKu TaHHBIX METOJIOB?
Oxapakrepu3yiite muppoBaHUE KOJIa IIPOTPAMMBI KaK
HanOoJee yHUBEPCAIbHBIM METOJl MPOTHUBOJACHCTBUS
otnaake u quzaccembnuponanuto [10.

JlaiiTe omnpezneneHre MNporpaMMbl C MOTEHUUAIBHO
omacHeIMH  mociencTBusmu.  Kakme — QyHKIHH
CBOMCTBEHHBI JAHHBIM ITpOrpamMmmam?

[lepeuncnure OCHOBHBIE KJacchl IpoOrpamMm C
MOTEHIMAIbHO ONACHBIMHU HOCcHeACTBUAMHU. [laiiTe ux
CPaBHUTEJIbHYIO XapaKTEPUCTHUKY.

UTo MOHMMAIOT TOJl AKTUBU3UPYIOUIUM COOBITHEM?
[lepeuncnure OCHOBHbBIE BUABI AKTUBU3UPYIOLIMX
coOwrTuii 1uia PIIB.

[Iepeuncinre U oxapakTepu3yuTe OCHOBHBIE MOJEIIH
B3aUMOJCHCTBUS IPUKIIAAHON porpaMMsbl U PIIB.
OnumwMre  OCHOBHBIE  TPYIIBl  JAECTPYKTHUBHBIX
(GyHKIMH, CBOHCTBEHHBIX MPOTrPaMMHBIM 3aKJIaJKaM.

Kakue mexaHu3Mbl 3alUThl SIBISIOTCS OOMIMMM IS
OCu BJ] (CYB/)?

[lepeuncnure xapakTepHble Il TEXHOJOrMU b/
TpeOoBaHUs 1O 0€30MaCHOCTH JIaHHBIX.

Uem orauyaercs  yOopaBlieHWE  JOCTYIOM  OT
yIpaBIeHUs LENTOCTHOCTHIO B/1?

B yem 3akmouaercs CXOACTBO M pa3jiHuue
MEXaHU3MOB  yOpaBieHuss  jgoctynoM Kk B/l
WCIOJIB3YIOIMX TaOMuIpl (MaTpulpl) JAOCTyNa U
BHEIIHIOO cxemy BJ1?

[Ipemnoxute cmocoObl  BBHISBIECHUS KOCBEHHOTO
MpEeAOCTaBIICHUs] TpaBa JOCTyMa JJIsi CHUCTEM C
JMHAMHYECKUM YIIPaBJIEHUEM JOCTYIIOM (Ha MpUMepe
CYB/1 DB).

[lepeuncnure  HapymeHus  uemoctHoctd b/,
CBA3aHHbIE C  MapaJUICNbHBIM  BBINOJHEHUEM
TpaH3aKI1H.

HazoBute nocTaToyHOE YCIOBHE CEPUATU3YEMOCTH
pacnucaHus BBITOTHEHUS TPAH3AKIIMIA.

[lepeuncnure crnocoObl, TMO3BOJSIONIME H30EKATH
TYNHUKOBBIX cuTyauui. [lepeunciure crnocoObl BbIX01a
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U3 COCTOSIHUSA KIIMHYA TPAH3aKIUH.

9. TIlepeuncnute ypoBHH BocctaHoBieHus bJ[. B dem
3aKJIF0YAETCs CYLUTHOCTh KaXKIOro YpOBHs?

10. 3amura mporpaMMHOTO OOECHeYeHHs] C TOMOIIBIO
anmapaTHBIX Kitodel cepun Guardant

11. TexHonoruu ayTeHTH(pUKauu u
muppoBanusa. Peanmmzanus 0e30MacHOW  CETEBOM
UHDPACTPYKTYpHI Isl web-cepBepa.

12. Knaccuduxkarus firewall’oB 1 onpeeneHre noJIuTUKA
firewall’a.

13. O6ecnieuenue 0e30MmacHOCTH web-cepBepoB.
besonacHocte  web-conepkuUMOro.  DIEKTPOHHBIE
uudpossie ceprudukars;; SSL/TLS.

I1K-3.2 | Onpenensier 1. Pa3paboraTe aaroput™M OT HECAHKIMOHUPOBAHHOTO
MPUHLIMIIBI JIEJICHUS noctyna. Jloctyn x ¢ailry JTaHHBIX IO TTAPOJTIO.
IPOrPaMMHOTO 2. Pa3zpaboTtarhb alropuTM U peaan3oBaTh MPOrpaMMy AJis
obOecrieyeHuss  Ha 3alUTBl MPOTPAMM C TIOMOIIBID KOHTPOJBHOTO
TPYIIIBL, 1709 CYMMHPOBaHHSI.
cnenuduyeckue 3. Paszpaborare airoput™M M peamu3oBaTh HPOTPAMMY
CBOICTBa u 3aIUThI COMPOBOXKICHUS: pErucTpalus oOpaieHui.
B3aUMOCBSI3b c 4. PazpaboTaTh aJropuT™M M peajiu30BaTh HpPOrpaMMmy
KOMITBIOTEPHON 3aIUTHI MPOrPaMMHOTO o0ecrnieueHus oT
CUCTEMOM HECaHKIIMOHUPOBAHHOTO JOCTyTIa myTeM

npusssku 110 k TIK.

1. Pasrpannuute mpaBa  padOTHl  MOJb30BaTENEH
peanuzyemoii B/l u mporpammHoro obecrneueHus

2. Beimenuth NpUBUIICTHH MOJIB30BaTeNel bJ]

3. PeanuzoBath pacmpeneneHne METOK O€30MacHOCTH U
MPUHYIUTEIEHOTO KOHTPOJISI JOCTyTIa K
MIPOrpaMMHOMY 00€CTIEeYEHHIO

4. TlpomsBectr HACTPOHKY AoMeHa Oe3omacHocTd b/l

I1K-3.3 | TIporuosupyer 1. HUcnonssys Opangmaysp Windows HacTpouTh HOCTYII
BO3MO>KHEIC HYTI/I MPUITOKCHUA K JIOKAJIBHOU CETHU U I/IHTep-HeT
pa3BUTHS HOBBIX 2. Wcnons3ys BcTpoeHHble cpenactBa WindOWS HacTpouTh

AOCTYII MOJIB30BATECJIA K IPOTPAMMHOMY o0ecreyeHuro
BHJI0B 3. Hactpourtp 3ammuTy OT MNPOrpaMM-IIAHTAKUCTOB U
KOMITBIOTCPHBIX HPOBECTH OLIEHKY JKypHana coobrTuii Windows
NPECTyIICHHH, 4. Wcnone3ys BcrpoeHHble cpexacta Windows HacTpouTh
MIPaBOHAPYIICHUH 1 JIOCTYIl K MPOrPaMMHOMY OOECIIEUCHHIO Yepe3 IOCTYIl K
HHIINJIEHTOB Tarke

ITK-5 CriocobOeH mpoBOIUTh aTTECTAINIO 0OBEKTOB Ha COOTBETCTBHUE TPEOOBAHUSM TIO 3aAIIUTE

uHdopManuu

IIK-5.1 | — IlpoBoaut 1. Ayaur 6a3 NaHHBIX W €r0 BUJABI: CTaHIAPTHBIM, Ha
aTTECTAalluOHHBIE OCHOBE 3HAYEHU, IETATM3UPOBAHHBIN
UCIIBITAHUS 2. Aynut agmuHHcTparopa b1
00BEKTOB 3. OOcnyxuBaHHE XypHAJIa ayauTa.

BBIYMCIIUTEIbHON 4. OOHOBIEHHS CHCTEMBI 0€30IaCHOCTH
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TEXHHUKHU Ha 5. OO6cnyxuBanue 60a3pl JaHHBIX OntuMu3aTopsl b1
COOTBETCTBHUE 6. COOp CTaTUCTUKU ONTUMHU3ATOPA U YIPABICHHE €IO.
TpeOOBAHUSAM I10 7. ABTOMAaTHYECKHI PEIIO3UTOPHI paboyeii Harpy3Ku H
3alluTe yIpaBJCHUE UM.
uH(bopMauu 8. MoHuTOp aBTOMaTU4YECKON JUArHOCTUKH 0a3 JaHHbBIX.
9. Hucnerdep u KoHCYIbTaHTHI B/
10. ABTomMaTH4ecKue 3a1a4u 00CTy>KUBaHUSI.
11. lIpenynpexaeHus cepBepa, UX TUIBl U pearupoBaHUE
Ha HUX.

[1K-5.2 | Odopmsier 1. TIpoBectu aHanu3 3aIMIIEHHOCTH HCXOAHOrO Koaa [10
MaTepHaIbI 2. Tlposectn aHaam3 3QIUIIEHHOCTH §(0) oT
aTTECTAIMOHHBIX U3acCeMOTMPOBAHUS
UCIILITAHUI Ha 3. Pa3paboraTh yacTHYIO IOJMTHKY IJIs peanu3yemoii B
COOTBETCTBUE 4. Tlposectu aeTanu3oBaHHbIA ayautT BJ1
TpeOOBaHUAM 110 5. TIpoBecTH ayaut TpaH3akiuil peanusyemoit bJ1
3alIUTe 6 HpOBCCTI/I AHAJIN3 pa3rpaHuiuCHUA JOCTYyIIa MoJIb30BaTelIe
uHpopmanuu b1

1. TIpoBectn amMUHHUCTpUpPOBaHHUE peanuzyeMoi b/
2. PaszpaboTarh 3aIUIICHAYIO aBTOpU3auio B b1
3. PazpabGorats 3ampocel k bJl B 3ammimeHHOM
WCTIOTHEHUE
4. Peamuzosarts 3amuty bJ] or SQL unbekiuit
Hactpouts 3amury mnporpaMMHOTO  OOecredeHus: ¢
MIPUMEHEHHUEM JIMCTAaHIMOHHOTO aIMUHUCTPUPOBAHUS

[IK-5.3 | — Odopmuser 1. Pa3paboraTh 4YacTHy! TONMTHKY aIMHUHHUCTPHPOBAHUS
arrecrar peanusyemoit b/[

COOTBETCTBUS 2. Tlposectu aHau3 pasrpaHu4yeHus  JOCTyma

00BEKTOB nonp3oBarenei bJ]

BBIUKCIIUTEILHOM 3. TlpoBectn ananmu3 cOopa naHHBIX TpaH3akuud bJ]

TeXHUKH ucrnonb3ys BecrpoeHHsie cpenactBa CYB/]

TpeOOBAHUSIM 10 4. Wcmone3ys BcrpoeHHble cpexactBa Windows mposectn

3aIuTe aHanu3 ucxoaHoro koxaa I10

HHPOPMALIHH 5. Hcnonp3ys BCTPOECHHBIE YTUIUTHI
anmMuHACTpUpoBanuss WIiNdOwS mpoBecTH aHau3
COOBITHIA 1o YKa3aHHOMY MPOrpaMMHOMY
00ecnevyeHuIo

0) Ilopaook npoeedenus npomexrcymouHol ammecmayuu, NOKazamenu u Kpumepuu

OUyeHueanus.

HpOMe)KYTO'-IHaSI aTTeCTalud MO0 AUCHUILIMHE BKIIOYACT TCOPETUICCKHUEC BOIIPOCHI,
MO3BOJIAIOINUC OICHUTL YPOBCHb YCBOCHU A O6y‘-IaIOH_II/IMI/IC${ 3HaHI/II>'I, " NPAaKTUYICCKHUC 3a/laHNA,

BBISBJISIFOIINME CTENIEHb CPOPMUPOBAHHOCTH YMEHUN U BJa/IeHUH, MPOBOIUTCS B JOpME 3aueTa U
HK3aMeHa.

Ilokazamenu u Kpumepuu oyeHUBAHUA IKIAMEHA:
— Ha OIICHKY «OTJHYHO» (5 0a/ioB) — 00ydYarOmMICsI JEMOHCTPUPYET BBHICOKHN YPOBEHB
c(OpPMUPOBAHHOCTH KOMIIETEHIINI, BCECTOPOHHEE, CHUCTEMATHYeCKoe H TIyOOKoe 3HaHWe



y4eOHOro Marepuana, CBOOOMHO BBITIONHICT MPAKTHYECKUE 3aJaHus, CBOOOIHO OIEPUPYET
3HAHUSIMH, YMCHHUSIMH, TPUMEHSET UX B CUTYaIHsIX TTOBBIIIICHHON CII0KHOCTH.

— Ha OIIEHKY «XOopoiio» (4 Oamna) — oO0ydYaroIIMICS EMOHCTPUPYET CPEIHUN YpPOBEHBb
c(OpPMUPOBAHHOCTH KOMIICTEHIIMI: OCHOBHBIC 3HAHUS, YMEHHUS OCBOCHBI, HO JOIMYCKAIOTCS
HE3HAYUTeNIbHbIE OINOKU, HETOYHOCTH, 3aTPYIHEHUS MPU AaHATTUTHUYECKUX OIEpalnsX, IepeHoce
3HAHWI U YMEHUW HA HOBBIC, HECTAH/IAPTHBIC CHUTYAIUH.

— Ha OLICHKY «y/I0BJIETBOPHUTEILHO» (3 6aia) — 00yyaronuiics 1eMOHCTPUPYET MOPOTOBBIi
ypoBeHb CHOPMUPOBAHHOCTH KOMITETEHITUI: B X0JI¢ KOHTPOJIBLHBIX MEPOIPUSATHIA JOIMYCKAIOTCS
OIIMOKHU, MPOSABISAETCS OTCYTCTBUE OTIEIbHBIX 3HAHUN, YMEHMH, HAaBBIKOB, OOydYarolIuics
WCTIBITHIBACT 3HAYUTEIILHBIC 3aTPYJHEHUS MPH ONECPUPOBAHUU 3HAHUSMHU U YMEHUSMHU TIPU HX
MEePEeHOCE Ha HOBBIE CUTYAIIUU.

— Ha OIICHKY «HeY/JAO0BJIETBOPUTEIBLHO» (2 Oaiia) — 00yJaromuiicss IeMOHCTPUPYET 3HAHUS
He Oonee 20% TeOpeTHUECKOTO MaTepuana, JOMYCKaeT CYIIECTBEHHbIE OIIMOKHU, HE MOKET
MOKA3aTh UHTEIUICKTYabHbIC HABBIKU PEIICHHS MPOCTHIX 3a]1a4.

— Ha OLEHKY «HEeYyI0BJeTBOPUTEeIbLHO» (1 Oamn) — oOywarommiics HE MOXKET IMOKa3aTh
3HaHMS HAa YpPOBHE BOCIPOW3BEICHHUS W OOBSICHEHUs WH(GOpMAIMK, HE MOXKET I10Ka3aTh
MHTEJJICKTyallbHbIE HABBIKU PELICHUS MPOCTHIX 3aa4.



MMPUJIOKEHUE 3

METOUYECKHUE YKA3AHUA
1O BBITOJIHEHUIO TTPAKTUYECKUX PABOT

PekoMenganuu HarmpaBiieHbl Ha OKa3aHUE METOAMYECKON MOMOIIM OO0ydaroluMcs Mpu
BBITIOJIHEHUH MPAKTUYECKUX 3aHATUH.

[IpakTHueckoe 3aHATHE — ITO 3aHATUE, IPOBOAMMOE IO PyKOBOACTBOM MpENoAaBaTes B
y4e0HOM ayTUTOpUH (KOMITBIOTEPHOM KJIACCE YHUBEPCUTETA WIIH YICOHOW CHEIUAIM3UPOBAHHON
nabopaTtopuy yHHUBEPCUTETA), HAIIPABIEHHOE Ha yriayOJeHHe HAayYHO-TEOPETUYECKUX 3HAHUM U
MOJIyYEHUE IPAKTUYECKUX HABBIKOB PEIICHUS TUIIOBBIX M MPUKIIAIHBIX 3a/a4.

Lenpio mpakTUYeCKUX 3aHATUHN sBiEeTCS (POPMUPOBAHHE U OTPabOTKa MPAKTUYECKUX
YMEHHH U HaBBIKOB, HEOOXOIMMBIX B TIOCIEAYIOMIEH NeATeTbHOCTH 00yYaIOIIIXCS.

OCHOBHBIMU 33/1a4aM¥ IPAKTUYECKUX 3AHITHH SIBISIOTCS:

— yruyOlieHue YpOBHSI OCBOGHHSI OOILIEKYJNBTYPHBIX U MpOodeCcCHOHATbHBIX
KOMIICTCHITHIA;

— 0000menne, cucremMaru3anus, yriyOJeHHWe, 3aKpelUIeHHe  TOJTYYEeHHBIX
MPAKTUYECKUX 3HAHUI MO0 KOHKPETHBIM TEMaM JUCLUILINH PA3IMYHbIX [IUKJIOB;

— npuobpeTeHre 00yUJaroIUMUCT YMEHUH U HABBIKOB UCITOJIb30BAHMS COBPEMEHHBIX
TEOPETUYECKUX 3HAHUI B PEIICHUN KOHKPETHBIX MPAKTUYECKHUX 3a/1a4;

— pa3BUTHE pohecCuOHaTBLHOTO MBIIICHHUS, npodeccuoHanbHOM u
[M03HABATEIbHON MOTUBALINU.

[lepeuens TeM MpaKkTUYECKUX 3aHATHI onpeaenseTcs padoueit MporpaMMoi TUCIUILTUHBL.
[lnan mnpakTHYEeCKUX 3aHATHI OTBe4YaeT oOOIeld HampaBIEHHOCTH JIEKIIMOHHOTO Kypca u
COOTHECEH C HUM B MOCJIEA0BATEIbHOCTU TEM.

CtpyKTypa NpakTUUECKOTO 3aHATHS BKJIFOYAET CICAYIOINE KOMIIOHEHTHI: BCTYITUTEIbHAS
YacTh; OTBEThl Ha BOMPOCHI OOYYAIOMIMXCS; IMPAKTUYECKass YacTh; 3aKIIOUYUTEIHLHOE CIIOBO
npenoaasarelis. Bo BCTynuTebHON YacTu OOBABISETCS TEMa TEKYIIETO MPAKTUYECKOTO 3aHATHS,
CTaBUTCS €ro LIeJH M 3a/1ayd, MPOBEPSETCS MUCXOAHBIA YPOBEHb TOTOBHOCTH OOYYAIOIIUXCS K
MIPaKTUYECKOMY 3aHSTHIO (BBIMIOJHEHUE TECTOB, KOHTPOJIHHBIE BOMPOCHI U T.11.)

Ha mnpakTthueckoMm 3aHSITHM TpenoAaBaTellb MOXKET HCIOIB30BaTh pPa3HOOOpa3HbIe
oOpasoBarenbHble TexHojoruu (metonbl IT, paGora B komanzae, case-study, mpoOiemHOe
oOydeHue, yuyeOHble AUCKYCCHU U T.I.) TIO CBOEMY BBIOOpY MMl JOCTHKEHHS] Ka4eCTBEHHOTO
YpOBHS 00y4Y€eHUSI.

IIpaBuiia no TexHuke 6€30MACHOCTH 1JIs1 00yYAOIMXCSH
NPH NPOBeIeHNH MPAKTHYECKUX padoT
Obwue npasuna:

1. Ilpaktuyeckue pabOTBl MNPOBOJATCS TMoA HaOmroneHueM mpenojaBatens. K
BBITTOJIHEHUIO TIPAKTHYECKUX paboT oOydaromnyecs: JOMyCKatTCsl TOIBKO MOCTIE MPOCTYIIMBAHUS
MHCTPYKTaXka 10 TEXHHKE OE30MacHOCTH, MpaBUIIaM IOBEICHHS, TPOTUBOIIOXAPHBIM MEpaM B
KOMITBIOTEPHOM KJIACCE U CHEeIMAIU3UPOBAHHBIX JJAOOPATOPHSIX.

2. O0yuaeMmsblii JOJDKEH CTPOTO BBITOIHATH MPAaBUIA TEXHUKH O€30MaCHOCTH M CAHUTAPHO-
TUTUEHUYECKHE HOPMBI TIpU paboTe B KOMIBIOTEPHBIX Kiaccax M CIEHaTU3UPOBAHHBIX
1ab0paToOpUsX YHUBEPCUTETA.

ITopsinok BHINOJHEHHS NPAKTHYECCKUX PadoT

[Ipu moATOTOBKE K BBIMOTHEHUIO TPAKTUYECKUX padOT 00yUarONTUHCS JOKEH MIOBTOPUTH
TEOPETUYECKHI MaTepHall, HCOOXOAUMBIH JJIsl BBIMOJHEHUS 3a/JaHUH 110 TEKYIel TeMe.

[TpakTrueckas paboTa BBITIOIHIETCS KaKIbIM 00yJarOIIUMCSI CAMOCTOSITEIIBHO, COTJIACHO
WHJUBUTyIbHOMY 33JIaHUIO.

OOyuaromuecsi, MPONMYCTHBIINE 3aHATHS, BBINOJTHSIIOT TMPAKTHYECKHE PabOThl BO
BHEYPOUYHOE BpeMs.

[Tocne BBIMOSHEHUS KaXIAOW MPAKTHYECKOW pPAOOTHI OOyYAIOMIMICS JIEMOHCTPUPYET
pe3yibTaT BBINOJHEHHUS MPEnojaBaTeNio, OTBeYaeT Ha Bompochl. IIpemonaBarenb OlEeHUBAET



paboTy B COOTBETCTBUU C 33JaHHBIMU KPUTEPHUSAMH OLIEHKU MPAKTHUYECKUX padoT.

IIpaBuia odopmiieHns pe3yIbTATOB U OLlCHUBAHHUS NPAKTHYECKOH padoThI

Pe3ynbpTaTl BBINOJHEHHOW MpakTU4YeCKOW paboThl O(OPMIISIOTCS B COOTBETCTBHH C
TpeOOBaHUSMH K BBHIIIOJHEHUIO KOHKPETHON pabOTHI.
[IpakTuueckass paboTa cuMTaeTcs BBINOJIHEHHOW, eciau oOydaromuiicas HaOpan Oaii,
KOTOPBII COCTaBJISIET MOJIOBUHY MaKCUMAJILHOTO KOJIMYEeCTBA OaIOB.

Jlnist oueHUBaHUS PaOOTHI IPUJIATaeTCsl CIEAYIONINE KPUTEPHH.
Oyenka «omauunoy — padoTa BHIIIOTHEHA B TIOJHOM 00beMe U 0e3 3aMEeUaHHi.
Oyenka «xopouto» — pabOTa BBINOJIHEHA MPABUIBHO C YU4E€TOM 2-3 HECYIIECTBEHHBIX OIIMOOK,
UCTIPABJIICHHBIX CAMOCTOSTEIBHO 110 TPEOOBAHHIO MTPETIOIaBaATEIIs.
Oyenka «y0osremeopumenbHoy — padoTa BBHINIOIHEHA TPABUIHLHO HE MEHEE YeM Ha IIOJIOBUHY HITH
JIOITyIIIEHa CYIECTBEHHAs OIIMOKA.
Oyenka «HeyoosemeopumenbHoy — JONYIIEHBI Be (1 00Jiee) CyIIeCTBEHHBIE OIMOKA B XOJE
paboThI, KOTOpPBIE OOYYAIONIHMICS HE MOXKET MCIPABHThH JaXKe MO TPEOOBAHMIO MPETOaBaTes,
WK paboTa HE BHIIOJIHEHA.
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METOJUYECKHUE YKA3AHIA 110 BBIITIOJIHEHWIO BHEAY IUTOPHBIX
CAMOCTOATEJIBHBIX PABOT

O01mme moJI0KeHus

Hactosmme meroanuyeckue ykazaHUsl NpeAHA3HAUYEHBI Ui OpraHHU3allMi BHEAyAUTOPHOMN
CaMOCTOSITENILHON PabOThl OOYYArOMIMXCS U OKAa3aHUS MOMOIIU B CAMOCTOATEILHOM H3yYeHUU
TEOPETUYECKOI0 U peaan3alui KOMIETeHIUH 00y4yaeMbIX.

JlaHHBIC METOMYCCKHEC YKA3aHUS HE SBIISIOTCS YY€OHBIM ITOCOOMEM, TTOITOMY TIepe]] Ha4aIoM
BBITIOJTHEHUSI CaMOCTOSITEIBHOTO 3aJaHMsl CJIEIyeT W3YYHTh COOTBETCTBYIOIIHE pa3Ieibl
JICKIIMOHHBIX 3aHATHH, MaTepraioB O00pa30BaTEIBHOIO IOpTaja, pa3JeiioB OCHOBHOW U
JOTIOTHUTEIIFHOW JIUTEPATyphl, MPEACTABICHHBIX B TMYHKTEe 8. «Y4eOHO-METOIUYEeCKOe U
uH(pOpPMaILMOHHOE O0ecieueHUe TUCHUIUINHBI (MOAYJ s )» AanHou PIT/I.

esn 1 32124 cAMOCTOSITEJILHOM PadOThHI

Llenb camMOCTOATENLHOW pabOTBl — COJACHCTBHE ONTHMAJIbHOMY YCBOSHHIO Y4YeOHOTO
MaTepuaia OOydYaloUMUCS, pPa3BUTHE WX I[103HABATEIIBHONW AaKTHBHOCTH, TOTOBHOCTH U
MOTPeOHOCTH B caMOOOpa30BaHMH.

3amauu caMoOCTOATEIbHOM PadoThI:

— TIOBBILICHHUE UCXOTHOTO YPOBHS BJIaeHHUS HH(POPMALIMOHHBIMH TEXHOJIOTHUSIMH;
— yrayOreHue u cucTeMaTH3alys 3HaHUi;
— TIIOCTaHOBKA M pelleHHE CTAHJapTHBIX 3a]1a4 NPO(PECCHOHATIBLHOMN 1eATEIbHOCTH;
— pasBuTHe paboThI C pa3IMuHON 0 00beMy U BUAY UH(pOpMaIel, yaeOHON 1 HayyHOMH
JUTEPaTypoi;
— IPaKTHYECKOE IPUMEHEHHUE 3HAaHUM, YMEHU;
— CaMOCTOSITENIbHO MCIOJb30BaHUE CTaHAAPTHBIX MPOTPAMMHBIX CpPEICTB cOopa,
00pabOTKH, XpaHEHUS U 3alUThl HH(OpMAIUU
— pa3BUTHE HABBIKOB OPraHM3allid CaMOCTOSITEBHOIO y4eOHOro TpyJa M KOHTPOJS 3a
ero 3(eKTUBHOCTBIO.
Busl BHeay TUTOPHOM caMOCTOSATENNbHON paboThI M ()OPMBI KOHTPOJISL ¥ BpEMsI Ha BHITTOJTHEHHE
KaXXJ0ro BUJA CaMOCTOSITENIbHOM paboThl yka3zaHbl B NyHKTe 4. «CTpyKTypa M cojAep:KaHHE
JUCHUILIMHBDY daHHoM PIT/I.

IHopsiaok BHINOJHEHHUS

[Ipy BBHIMOTHEHMM TEKYIIEH BHEAyIUTOPHON CaMOCTOSTENbHON pPabOThl 00ydYaromeMycs
CIEAyeT NPUAEPKUBATHCS CIEAYIOLIEr0 MOPSIKA JEHCTBUM:

1) BHHMMATEJIBHO U3YYUTh COOTBETCTBYIOIIUE TEOPETHUSCKHIE PA3CITbl JUCIUILIMHBI, TIOJIb3YCh

MatepHraiamMi (JIEKLIMOHHBIMHU, MPE3€HTAllMOHHBIMHU, ayHO-BU3yaIbHBIMH):

a) MpeIOCTaBISIEMBIMH MPETOIABATEIIEM HA JICKI[MOHHBIX 3aHSATHSIX;

b) mpenocraBnsieMbIMU MpeETOaBaTEIeM B paMKaX AJICKTPOHHBIX 00pa30BaTEbHBIX KYPCOB;

C) conaepKalUMUCS B yueOHHKAaX M yueOHbIX mocoOusx DBC (3meKTpoHHO-OMOIMOTEYHBIX
CHCTEM), DJIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA U HHTEPHET-PECYPCOB.

2) TloapobHO pa300paTh THIIOBBIE MPHUMEpPHI PEIICHHS 3a]ad, PACCMOTPEHHBIE B paMKax
ayJUTOPHOM KOHTAKTHOM paboThI ¢ penojaBaTeseM.

3) IlpuMeHUTH MOJNYyYCHHBIC TEOPETHYECCKUE 3HAHUS U TMPAKTHUYCCKHE HABBIKU K PEIICHUFO
WH/IMBUIYAJIbHBIX 33/1aHUH, K TPOXO0XKICHUIO KOMIBIOTEPHBIX TECTUPOBAHHM.

4) Tlpu HeoOXOmUMOCTH, CHOPMHUPOBATH TEPEUCHb BOIPOCOB, BBI3BABIIMX 3aTPYJHCHHS B
npolecce caMoCTOSTENbHON paboThl. OOCYAUTH BO3HMKIIKE BOMPOCHI ¢ OO0YYarOIIUMUCS
Ipynmnbl, B paMKaXx KOMaHIHO-TIPOEKTHOW paboThl, M C TMpenojaBaTesieM, B paMKax
KOHCYJIbTAIMOHHON TTOMOIIH, peaTi30BaHHOM MO0 B KOHTAKTHOU (hopme, 1100 cpecTBaMH
nH(popManmoHHO-00pa3oBaTebHOM cpeapl BY3a.



KpuTepun onieHkn BHeayAUTOPHBIX CAMOCTOSITEIbHBIX PadoT

KauecTBO  BBINONHEHHS BHEAYJUTOPHOM  CAMOCTOSITENBHOM  PabOTHl  0OyYaroIIUXCs
OLICHMBAETCS IOCPEICTBOM TEKYIIEr0 KOHTPOJS CaMOCTOSITENIbHOM pabOThl O0yYaromuxcs ¢
UCIOJIb30BaHUEM OAJUIbHO-PEUTUHTOBON CHCTEMBI.

B xadectBe (bOpM TEKYIIETO KOHTPOJA IO AWCHUILUIMHE HCIIOJB3YIOTCA: MHAWBUAYAJIBHBIC
3alaHuA, ay JUTOPHBIC KOHTPOJIbHBIC paGOTbI, KOMIIBIOTCPHOC TCCTUPOBAHUC.

MaxkcumanbHOe KOJMYECTBO 0AJUIOB 00YYAIOIIUIICS MOTyYaeT, eCiu:

BBINIOJHACT HMHIMBHIYaJbHBIC 3aJaHUs B COOTBETCTBHUH CO BCEMH 3asBICHHBIMH
TpeOOBaHUSIMU;

JIaeT MPaBWIbHBIE (OPMYITHUPOBKH, TOUHBIC OIPEICICHHS, TIOHATUS TEPMUHOB,;

MOeT 000CHOBAThH PAllMOHATBHOCTh PEIICHHUS TEKYIeH 3a1a4H. ;

0OCTOSITEIIBHO C IOCTATOYHOH IOJHOTOM M3JIaraeT COOTBETCTBYIOIIYIO TEOPETUIECKUI
paszei;

NPaBUIHHO OTBEYAET HA JIOTIOJIHUTENILHBIE BOIIPOCHI MPEOJaBaATENs], UMEIOIINE IIETbIO
BBISICHUTB CTEIICHb IIOHUMAHUs MM JIaHHOTO MaTepHaa.

50~85% 0T MakCUMaJIbHOTO KOJMYECTBA 0AJIJIOB 00YYarOIIMICS [10Iy4aeT, eCIlu:

HenosHo (He MeHee 70% OT MOJIHOT0), HO MTPABUIIBHO BBIIIOJHEHO 33/1aHUE;
OpU H3JI0KEHUHM OBLIM JOMyIIeHbl 1-2 HecylecTBEHHbIE OIIMOKH, KOTOpbIE OH
UCIIpaBIISIET TIOCIIE 3aMeYaHus pernojaBares;
JlaeT IpaBuiIbHbIE (POPMYITUPOBKHU, TOUHBIE ONPENICIICHUS, TIOHITUS TEPMHUHOB,;
MOeT 000CHOBaTh CBOM OTBET, IPUBECTU HEOOXOIUMbBIE IPUMEPBHI;
— IpaBWIBHO OTBEYAET HA JONOJHUTEIbHbIE BOIPOCHI IIPEIO1aBaTeNsl, UMEIOIIHE 1IEIbI0
BBISICHUTH CTEIIEHb IOHUMAHUS UM JIaHHOTO MaTepHuaia.
36~50% OoT MakcCUMaJIbHOTO KOJIMYecTBa OayIoB 00y4JaroLuiics NoayYaer, eCiu:

— HenoxHo (He MeHee 50% OT MOJIHOTO), HO MPABWJILHO U3JI0KEHO 3a/1aHUE;
— TIpU U3JI0’KEHUU ObLIa JomyIieHa | cyliecTBeHHas OmunoKa;
— 3HAeT W MOHWMAET OCHOBHBIE MOJIOKEHHS JTaHHOW TEMBI, HO JIOITYCKAeT HETOYHOCTH B
(bopMyJIMPOBKE TOHATHUI;
U3JIaraeT BBIMOJIHEHHE 3aJJaHUsI HEIOCTATOYHO JIOTUYHO U MOCIIE0BATENbHO;
— 3aTpyJHseTCs MPU OTBETAX HAa BOIPOCHI MIperojaBaTes.
35% u MeHee 0T MaKCUMAaJIbHOT'O KOJIMYECTBa 0alljIoB 00yUaroIUics MOTydaeT, eCllu:

— HenoxHo (MeHee 50% OT MOTHOTO0) U3JIOKEHO 3aaHHE;

— TpU HU3JI0KEHUH OB JOMNYIIEeHbl CcyllecTBeHHble owmuoku. B "0" 0Oamios
IpernoJiaBaTesb BIPaBe OLIEHUTh BHIMOJIHEHHOE 00yYalolUMMcs 3aaHne, eClIi OHO He
YIOBJIETBOPSET TpeOOBAHMSIM, YCTAaHOBJIEHHBIM IpenojaBaTelieM K JTaHHOMY BHIY
paboThI WM HEe OBLIO MPEACTABICHO JUISl TPOBEPKH.

CyMMa mosiy4yeHHbIX OayljIoB MO BCEM BHJAM 33/JaHUN BHEAYIUTOPHOM CaMOCTOSITENbHOMN
paboThl COCTaBISET PEUTUHTOBBIA IMOKa3aTeab oOOydwaromerocs. PeHTHHroBBIN MOKa3aTenb
oOydarolierocss BIUS€T Ha BBICTABJICHHE MTOrOBOI OLIGHKM 10 pe3yJibTaTaM HW3y4eHUs
JUCLUIUINHBI.

[TokazaTrenn M KpUTEpUU OICHUBAHHS TMOJYyUYEHHBIX 3HAHUN MPEACTABIEHBI B MyHKTE 7.0)
«OueHoYHbIE CPEACTBA I MPOBEACHUS MPOMEKYTOUHOM aTTecTaunny nanHou PI1/I.



