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JIner akryaauszanuu padoueil mporpaMmbl

PaGouast mporpamMma repecMoTpeHa, 00CyKaeHa u 0100peHa s peanusamuu B 2024 - 2025
yueOHOM rofy Ha 3aceqaHuu kadeapsl busnec-uHGOpMaTHKN 1 HHPOPMALIMOHHBIX

IIporokomor 20 1. Ne

3aB. kadeapoii I'.H. ?ycaBI/ITI/IHa

Pabouast mporpamMmma repecMoTpeHa, 00CcykaeHa u 0100peHa s peanuzamnuu B 2025 - 2026
yuyeOHOM rofy Ha 3aceanuu Kadeapsl buznec-mHGOpMaTHKU 1 HHPOPMALIMOHHBIX

IIporokomor 20 1. Ne

3aB. kadempoii I'.H. ?ycaBI/ITI/IHa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena uist peanm3anuu B 2026 - 2027
y4eOHOM roy Ha 3aceqanuu kadeapsl buszHec-uHGOpPMATHKU 1 WHPOPMAIIMOHHBIX

IIporokomor 20 1. Ne

3aB. kadeapoii I'.H. E}/CaBI/ITI/IHa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogodpena st peanmsanuu B 2027 - 2028
y4eOHOM roy Ha 3aceqanuu kadeapsl busHec-uHGoOpMaTHKU 1 HHOOPMAITMOHHBIX

IIporokomor 20 1. Ne

3aB. kadeapoii I'.H. E}/CaBI/ITI/IHa

Pabouas mporpamma nepecmMoTpeHa, odcyxieHa u ogqoopena st peanusanuu B 2028 - 2029
yueOHOM roJly Ha 3acefaHuu Kadeapel busHec-mHPpopMaTHKU 1 UHPOPMAIIMOHHBIX

[Iporokom ot 20 1. Ne

3aB. kadenpoii I''H. YycaButuHa




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Henp aucuumianabl «MeTonbl M CpeAcTBa 3alUThl MHPOpMAIUN» - cPOPMUPOBATH Y
0akamaBpOB KOMIIETCHIIMM B 00JIaCTH 0OECIIEYeHUsI OXPAHBI 3I0POBbS U )KU3HHU O0yUYaIOIIHUXCS
pu 00paIIeHNnH C KOMITBIOTEPHOM TEXHUKOW U MPOTPAMMHBIM 00€CIIeUeHUEM U, B 0COOCHHOCTH,
B 00JIACTH TPUMEHECHHSI PA3IMYHBIX CETEBBIX TEXHOJOTHH, a TaKKe MPAKTUYCCKUX HABBIKOB
obecrieueHus 3anuThl HHPOPMALMK B CUCTeMax o0paboTku mHbopmaruu. [lomyants 6a30BbIe
3HAHMS, YMEHUS M HAaBBIKM B OOJACTM METOJOB 3allUThl WH(OpPMALUU IS TMOAACPKKU
JESTENIbHOCTH 00Y4aloIIUXCsl B yueOHO-BOCIIUTATEILHOM IPOLIECCE U BHEYPOUHOU paboTe; st
co3manusi, GOPMUPOBAHUS U aJIMUHUCTPUPOBAHUS JCKTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB C
TpeOyeMbIM YPOBHEM 0€3011aCHOCTH

2 MecTo THCHUIIMHBI (MOYJIAA) B CTPYKTYpPe 00pa30BaTe/JIbHOI MporpaMMal

Jucuuruimaa MeTopl ¥ CpeAcTBa 3alIUThl HHPOPMALMU BXOIUT B 0053aTENbYI0 YacTh
yueOHOro 11aHa 00pa3oBaTeIbHON MPOTrPaMMBI.

JUia  u3ydeHus  AMCUMIUIMHBI  HEOOXOAMMBI  3HAaHUS  (YMEHMs,  BJaJEHUs),
c(hOpMHUPOBAHHBIE B Pe3yJIbTaTE U3yUEHUS TUCIUILINH/ PAKTUK:

beszonacHOCTh KH3HEACATETLHOCTH

3HaHus (YMEHHUs, BIAJEHUS), MOTYYCHHbIE IPU U3yYECHUH AAHHON AUCLHUILIIMHBI OyayT
HEOOXOAUMBI JUISl U3yYCHUS TUCIUTLTH/TIPAKTHK:

Nudopmannonnas 6€30MacHOCTh B CUCTEME OTKPHITOTO 00pa3oBaHus

[ToaroroBka Kk ciaye u cjaua rocyapCTBEHHOTO SK3aMeHa

3 Komnerenuun odyuarouierocs, popMupyembie B pe3y/ibTaTe 0CBOEHUS

AUCHMILIMHBI (MOAYJIS) U IVIAHUPYeMbIe pe3y/ibTaThbl 00y4eHHUs

B pesynprare oOcCBOEHHS IUCHMIUIMHBI (Moayisi) «MeToasl M CpeiCTBa 3alMTHI
uH(popMaln» 00 yJaroLUICcs T0JIKEH 001a1aTh CISAYIOUMMI KOMIIETCHIUSIMMU:

KO)I HHJUKaTopa I/IHILI/IKaTOp JOCTHIXXCHUA KOMIICTCHIITNN

VK-8 Cnocoben co3aaBarh U MOJAEPKUBATh B MOBCEAHEBHOM JKU3HU U B NMPOQECCHOHATBHOMN
JeSITEIbBHOCTH O€30I1acHbIE YCIOBMSI )KM3HEAEATEIbHOCTU JUIsl COXPAHEHUsI MPUPOJHON Cpepbl,
o0ecreyeHns yCTOMYMBOIO Pa3BUTHUSA OOIIECTBA, B TOM YHCIE IPU Yrpo3e U BO3HHUKHOBEHUH
YpEe3BbIYAITHBIX CUTYALIUN U BOCHHBIX KOH(QJIMKTOB

YK-8.1 AHanusupyeT U UIeHTUUIUPYET PaKTOPbI ONACHOTO U BPEIHOTO BIUSHUS
JJIEMEHTOB Cpeibl OOMTaHUS (TEXHUYECKUX CPEJICTB, TEXHOJIOTMYECKHX
IIPOLIECCOB, MAaTEpPUANIOB, 3JaHUM U  COOPYXKEHUH, MPUPOIHBIX H
COLIMAJILHBIX SIBJICHUN)

VK-8.2 BrisiBnsieT npo0iembl, CBsI3aHHBIE C HAPYIICHUSMHU TEXHUKH 0€30MacHOCTH
Ha paboueM MecTe; TMpeJiaraeT MEpONPUATHIX IO MPEAOTBPAIICHUIO
Ype3BbIYaHBIX CUTYaILIUH

YK-8.3 Pa3pscHser mnpaBuna NOBENEHUS IPU BO3HUKHOBEHHWH YpPE3BbIYANHBIX
CUTyallull TPUPOJHOTO U TEXHOTCHHOI'O ITPOMCXOXICHHUS; OKa3bIBaeT
NEPBYIO IOMOIIb, OMHMCHIBAET CIIOCOOBI y4acTHsi B BOCCTAHOBUTEIIBHBIX
MEPOIPUITHIX




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIX enuHull 144 akaa. 4acoB, B TOM

YUCJIC:

— KOHTaKTHas pabora — 76,1 akaj. 4acos:
— ayIUTOpHAs — /2 aKaJl. 9acoB;
— BHeaynuTopHas — 4,1 aka. yacos;

— caMoCTOsTeNbHAs paboTa — 32,2 akaJl. 4acoB;

— B popMe mpaxTHIecKoi moaroroBku — 0 akas. 4ac;
— IMOATOTOBKA K 3K3aMeHy — 35,7 akaj. gac

dDopMa aTTecTaiuu - 3K3aMCH

AynuropHas 3 s
o | xomraxTHAs pabota E 5 dopma TEKyIIEro
=
= B aKajl. 4acax 5} Bu KOHTPOJIS
Paszen/ Tema 3 (B axaz. yacax) g B A y P Kox
S 3 ©| caMOCTOSTEIBHOM YCIIEBaEMOCTH U
JHACUIHTLIAHBL 3 [ 6 o KOMIIETEHIIHH
@) . . g & paboTer MPOMEKYTOTHOM
mab. |mpaxr. 3
Tex. o EaH 5 g| aTTecTaluu
1. HopmaruBHO-TIpaBOBEIC
OCHOBBI 3aIIUTHl HH)OpMAIIUU
1.1 CyuiHocTh ¥ HOHATHE
UH()OPMAILIIOHHON
0€30IacCHOCTH M 3aIllUTHI
uH(popMaIu
OCHOBHEBIE TTOHSTHS.
3HaueHne KoncnexkrupoBan
o He y4eOHBIX
UH(POPMAITOHHOM M
MaTepuajaoB
0e30IMacHOCTH IS p
CaMoCTOATEIEHOE
cyOBEKTOB HSVaeHHe TectupoBanue
UH()OPMAIIIOHHBIX 4 2 2 qeygﬁoi/i " JIP 1 «Hane:xHOCTh 1 VK-8.1
otHouieHui. [lonsTne wu yHa Hoi JIOCTOBEPHOCTH '
CYLIHOCTb 3QIIUTHI nnTeY[;T o UHPOpMAIIH»
uHpopmarmu. Llemn wu I paryp
OJIFOTOBKA K
KOHIICNTYaJIbHbIE OCHOBBI 6ﬂ
J1a00paTOPHOM
3aIUTHI nHpOpMaIUH. patop y
3aHATHIO
Kpurepuu, ycnosus u
TIPUHIIATIBI OTHECEHUS
uH(popMaIu K
3amumaemort. Hocurenu 7
3aMIUIIaeMoOu
12 [IpaBoBoe
KoHncniexktupoBan
o0OecreueHne - TectupoBanue
. He yueOHBIX
UHPOPMAIIOHHOM MaT}; AT0B BricTymnenne Ha
0e30IacHOCTH M 3aIUTHI P cemuHape 1o JIP2
CaMOoCTOSITEIbHOE
UHpOpMaIH HSVHeHHe «3aKoHOIaTeIbHas 1
Hasnauenue u ctpykrypa v N HOPMaTHBHO-TIPABOBas
ebHO
HOM U
MPaBOBOTO  OOecreueHUst y;a Hoi 0aza oOecrieueHHs
3aIUTHI nHpOpManuu. e};; vp UHPOPMAIIOHHOH
JIATEPaTyPHI
TIpaBoBbIe OCHOBEI 0€30IaCHOCTH
4 4/41 2 TToaroroBka k VK-8.1
3amuTel  “HQOpPMANHUK B A
CEMHHAPCKOMY
OpraHu3anuu. SaHsTHIO 110 JIP 2: Brictymnenue Ha
MesxyHapoiHbIe n npopa6oTKa ' cemuHape 1o JIP3
HalMOHAIbHEIE HAVIHO «Crannmaptel u
CTANIApTLL " METOZ[yI/II{‘IECK()ﬁ crielHGUKalH B
cnenupuKayuu B 001acTH HTePATVDLL o0macTu
UBb. CoBpemMeHHbIE ﬂofna;’i ’ UHPOPMAITOHHOH
CTaHIapThl B  oO0iacTu pe3eHTALHS 0€30MacHOCTI
YIpaBIEHUS puckaMu p




Uroro no pazaeny 8 | 6/41 | | 4 |
2. Knaccudpukauus yrpos u
METOJIOB 3aIUTHl HH()OPMAIHH
2.1 Buapl ¥ WCTOYHHKH
yrpo3 HMH(QOPMAIOHHOM
6e3omacHoOCTH
Koncnextuposan
Vrpo3st
N ue y4eOHBIX
UH(POPMAIIIOHHOH
MaTepuanoB
0e30MacHOCTH W 3alIHuTHI
CamocrosTensHoe
uH(popMaIuH. TectupoBanue
Jecrabunusupyroriee HsyHeHHme JIP 4 «Knaccuduxanus VK81,
BO3/EHCTBUE Ha 6 6/21 4.2 y11e6HOM 1 03 IPeIMETHOM YK-8.2,
Hay4YHOHI yrpos 1p YK-8.3
3aIIUIIAEMYIO obnacT»
JIUTEPaTyphl
UH()OPMAIHIO.
IloaroroBka k
Knaccudpukauus  BHIOB
. nabopaTopHOMY
yrpo3 HMH(QOPMAIOHHOM
3aHATHIO
6e3omacHoOCTH o
pa3NMYHBIM  I[IPH3HAKaM.
HecankunonnpoBanHbIit
Koncnextuposan
2.2 Knaccudukanus u P
ue y4eOHbIX
XapaKTepUCTHKA
MarepuaoB
OCHOBHBIX ~ METOJIOB H
U — CaMocrosTensHoe TectupoBanue
p H3yUCHHE Dcce «MeToIb! 3alUThI VK-8.1,
Metoabt 3aIIUTHI 4 2 N
yueOHOil u uHpopmauu YK-8.2
uHpopmaru.  CriocoOsI N N
Hay9IHOH npeaMETHOH o0acTu»
3alIHUTHI nHpOpMaLIUH.
JIUTEPATypPhI
CpencrBa 3alIUTHI
Hanwucanue scce-
HHPOpMAIIH
paccyxxaeHus
Hroro no pazaeny 10 | 6/21 6,2
3. YpoBHH 3aIIUTHI
HHPOPMAITUH:
aJIMUHHUCTPAaTUBHBIH,
MPOTrPaMMHBIH,
Kpunrorpapuyeckuii
TEXHUYECKHI
KoncnektupoBan
. ue yaeOHbIX
3.1 AIMUHHCTPaTUBHBIN i
MaTepHaJoB
ypoBeHb obecnieuenus: b
CamocTrosTenpHoe
TTomutuka OGe30macHOCTH. TectupoBanue
U3y4yeHue
IIporpamma . Brictynnenue Ha
yueOHOM U
6esomacHocty.  OneHka . cemunape 1o JIP 5
o Hay4HOH
PHUCKOB u 6a3oBbIii «ITonutuka
JUTEPATyPhI N
YpPOBEHb 3aIIUTEHL. nH()OPMATOHHON
IloaroroBka k
VYrpasneHnue nepcoHaioMm. 6e30macHOCTH YK-8.1,
CEeMHUHAPCKOMY
dusnueckas 3aIUTA. 4 8/61 7 JIP 6 «Aynur VK-8.2,
3ansTuio mno JIP 4: .
Ilonnepxanue 3aLUIIEHHOCTH CeTei» YK-8.3
popaboTKa
paboToCIIOCOOHOCTH. HAVIHO JIP 7 «IlaponbHas
PearupoBanue Ha v . 3alUTa U MEHEIDKEPHI
METOIUYECKOM N
HapyIICHHS pexumMa HTEDATYDbL napoJei»
G€30MMaCHOCTH. paTypbl, JIP 8 «MaccoBas
JIOKJIaz 1
IInanupoBanue pacchUIKa IHCEM)
Npe3eHTaLus
BOCCTAHOBHUTCJIIbHBIX
ITogroroBka k
pabor
1ab0paTOpHOMY

3aHATHUIO




3.2 IporpamMmHbIe

TectupoBanue
CpeicTBa 3aIIUThI
JIP 9 «3ammra ot
HHpOpMAIIH
HECaHKIIMOHHUPOBAHHOTO
3ammra  IPOrpaMMHOTO KoncnextupoBan 0CTVIIA K
obecrieyeHust oT ue y4eOHbIX AOCTY
nH(opMaL»
HECAaHKLIMOHUPOBAHHOTO MarepuaIoB
. JIP 10 «3amura
nmocryna. Kpatkuit 0630p CaMmocrosTensHoe
nHdopmanyy B
CYLIECTBYIOIINX Ha PHIHKE n3ydeHue
Cpe/ICTB 3aIUTHI 4 12 4 eOHol n JIOKYMCHTaX) YK-8.1,
e N JIP 11 «VY nanenue VK-8.2
uHopMaIH oT Hay4IHOH
“HPOPMALIHU
HECAaHKIMOHHPOBAHHOTO JIUTEPATypPbI P 12
Joctyna. 3agaya 3aluThl IoaroroBka K
«Boccranosnenune
oT BMeIIaTeIbCTBA 1ab0paTOpHOMY
MOCTOPOHHHUX ~ JIAI[ U 3aHATHIO AGIIBIX>
JIP 13 «CVSS «Oomas
anmnapaTHbIE cpezcTBa
cucTeMa OLCHKH
ayTCHTHOUKALHH. SI3BUMOCTEH»»
Crannmapt CVSS «O0mias Y
3.3 Bupycsl "
AHTHBUPYCHBIE CPE/CTBa
Ompenenenne
KOMITBIOTEPHBIX BHPYCOB. Koncnekrupoan
Knaccudukanms ue y4eOHbIX
KOMITBIOTEPHBIX BHPYCOB. MarepuaoB
IIpusnaku 3apaKeHHUsI. CamocTosTenbHOe YK-8.1,
2 1 TectupoBanue
IpodumnakTuka H3yUCHHE VK-8.2
3apakeHHUs. yueOHOil u
IIporpammusie HayqIHOU
AQHTUBHUPYCHBIE CPEJCTBA. JIUTEPATypPhI
CtpyKTypa aHTUBUPYCHOU
nporpamMMsbl.  TIpHHITHITBL
BEIOOpA CHUTHATYPBI
3.4 Kpunrorpaduueckue
p pag KoncnexkrupoBan
METOBI 3aIUTHI
ue y4eOHbIX TectupoBanue
Meronsl  kpunrTorpadum.
MaTepHajoB JIP 13 «3amuTa
CpencrBa
. CamocCToATenbHOE uHpopmaruu ¢
KpHnTorpapudeckon
n3ydeHue TIOMOIIIBIO
3aIUTHI uHpOpMaLIUH. N YK-8.1,
4 | 4/41 10 y4eOHOi u KpUnTorpahum»
Kpunrorpaduueckue . YK-8.2
HayqIHOU JIP 14 «3ammura
npeodpasoBaHis. JINTEPATyPhI HHPOPMAIIH C
[udposanue u patyp P
IoaroroBka k TIOMOIIIBIO
JgemmppoBaHue
uncpopmatpn.  TTudposas 1a00paTOpHOMY creraHorpadumny»
P ’ p 3aHATHUIO
TIOAITICH
Koncnekruposan
35 TexHUueCKHE P
ue yaeOHbIX
CpeAcTBa 3aLIUTHI
B MaTepuaoB
CamocTosITEIbHOE VK-8.1,
MNuxenepnas 3ammTa 4 TectupoBanue
U3y4eHue YK-8.2
00BEKTOB, 3ammTa N
yueOHOH U
MH(OPMAIMM OT YTEUKH N
HAY4HOM
M0 TEXHUYECKHM KaHaJlaM
JIATEPATyPhI
Wroro no pazaeny 18 (24/101 22
Hroro 3a cemectp 36 [36/16U 32,2 SK3aMeH
Hroro no aucrumianne 36 [36/16U 32,2 SK3aMeH




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

IIpu npoBefeHHMH 3aHATHM M OpraHM3allUM CaMOCTOSATENIbHOW paboThl OakajaaBpoB
UC-TIOJIb3YIOTCSL:

TpaauumoHHble TEXHOJIOrMM OOy4YeHHMs, MpeAroJararmue nepeaadyy HHQOpMaLuu B
ro-TOBOM Buze, (GOopMHpOBaHHE YYEOHBIX YMEHHH TO o00pasly: JeKIUSA-U3JI0KEHHE,
JEKIHA-00BCHEHUE, JIA0OpaTOPHBIC padOTHI, KOHTPOJIbHAS paboTa u JIp.

Hcnonp30Banue TpaguIIMOHHBIX TEXHOJOTHIA 00eCTIeYMBAEeT OPHUEHTUPOBAHUE CTY/IEHTA
B MOTOKE HMH(OpMaIUK, CBSI3aHHOM C pa3IMYHBIMU IOJXOAAMU K ONPENIEICHUIO0 CYIIHOCTH,
CO-JIep)KaHUs, METOJOB, (OPM pPa3BUTHA M CaMOPa3BUTHs JMYHOCTH; CaMOONpEAEICHHE B
BbIOOpE ONTHMAJIbHOIO MYTM H CHOCOOOB JIMYHOCTHO-IPO(PECCHOHATIBHOIO Pa3BUTHS;
CHUCTEMAaTH3allMi0 3HAHW, MOJyYEHHBIX CTyJEHTaMH B Tpolecce ayauTOpPHOH U
camocCTosTeNIbHOW paloThl. JlabopaTopHble 3aHATHS 00ECHEUMBAIOT PAa3BUTHE M 3aKpeIlICHUE
YMEHUH M HaBBIKOB ONpEAETICHUS LeJIel U 3a/1a4 CaMOpa3BUTHS, a TaKKe MPUHATHS Hanbosee
3¢ (EeKTUBHBIX PELICHUH [0 UX PeaT3aLiH.

WuTepakTuBHble (HOpMBI O0YYEHUS, MPEIANOIaralollie OpPraHu3aluIi0 OOydeHUs Kak
IPOAYKTUBHOM TBOPYECKOH JIEATEILHOCTH B PEXKUME B3aUMOICHCTBHSI CTYACHTOB JPYT C IPYroM
U C IIPENo/iaBaTeieM

Hcnonb3oBaHue HMHTEPAKTUBHBIX  OOPa30BaTENIbHBIX  TEXHOJOIMH  CHOCOOCTBYET
MOBBIIIICHUIO WHTEPECa M MOTUBAIMH YYAIINXCS, aKTUBU3AIMHA MBICIIUTEIILHON IESTEIFHOCTH U
TBOPYECKOI'0 IOTEHIMaja CTYIEHTOB, jenaeT Oojee 3()(EeKTUBHBIM YCBOEHHE Marepuana,
MIO3BOJISIET MHIMBUIYAIH3UPOBATh 00y4CHNE U BBECTH SKCTPEHHYIO KOPPEKIIHIO 3HAHHIA.

IIpu mpoBeaeHHH 1a0OPATOPHBIX 3aHATHH HCHOJB3YIOTCA TIpymmoBas pabora,
TEXHOJIOTUSI KOJUIGKTUBHOW TBOPYECKOH JEATEIBHOCTH, TEXHOJIOTUS COTPYyAHNYECTBA. JlaHHBIE
TEXHOJIOTUM 00€CHeunBalOT BHICOKMI YPOBEHb YCBOCHUS CTYAEHTaMU 3HAHUM, 3P PekTUBHOE U
YCIIEIIHOE OBJIAZICHWE YMEHHSIMH ¥ HaBbIKAMH B TIPEAMETHOH 001actH, (GOpPMHPYIOT
IIO3HABATEJIbHYIO NOTPEOHOCTh U HEOOXOAMMOCTD JalbHENIIEro caMo0Opa3oBaHusl, IO3BOJISAIOT
AKTHBU3MPOBATh MCCIEIOBATENbCKYIO AEATEIbHOCTh, 00ecneunBatoT 3PPEeKTUBHBIN KOHTPOIb
YCBOCHMS 3HAHU U

6 Y4eOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4aroImmMXcst
[Ipencrasneno B mpunoxxeHuu 1.

7 OneHovHnblie cpeacrea AJisl MIPOBEICHUSA HpOMe)KyTO‘IHOﬁ aTrrecranmumn
Hpe,[[CTaBJ'IeHLI B ITPUIIOKCHUHN 2.

8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE OOecnevyeHue TUCIUIITHHbBI (MOYJIs1)

a) OcHOBHas JIUTEpaTypa:

1. 3amuta uHpopMmanuu : yuedHoe mocodue / A.IL. XKyk, E.IL. XKyk, O.M. Jleneukus,
AN. TumomknH. — 3-¢ u3a. — Mocksa : PUOP : UTHOPA-M, 2023. — 400 c. — (Beicuree
obpaszoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpouHbIit. - URL: https://znanium.com/catalog/product/1912992

2. OpraHM3allMOHHOE M TpaBOBOE obOecredyeHue HHPOPMALMOHHONW OE€30MacHOCTH :
y4eOHUK M MPakTUKyM i By3oB / mon pexakuueit T. A. ITomskoBoit, A. A. CtpesnblioBa. —
MockBa : UznmatensctBo  IOpaiit, 2023.— 325c.— (Beicmiee oOpa3oBaHue). —
ISBN 978-5-534-03600-8. — Tekcr : anextponnsiii // Obpa3oBatenbHas miardopma KOpait
[caiit]. — URL.: https://urait.ru/bcode/511239

0) lonotHuTEIBLHAS JTUTEPaTypa:
1. Yepnosa, E. B. HNudopmarnmonnas 6€30macHOCTb YesIoBeKa | yueOHOe mocooue s



By30B / E. B. UepHoBa. — 2-e u3x., ucnp. u jgorn. — Mocksa : U3aarensctBo IOpaiit, 2023. —
243 c. — (Bwicmice oOpasoBanue). — ISBN 978-5-534-12774-4. — Tekct . aieKTpoHHBIN //
Oo6pasoBarenbHas miatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/518441

2. Corues, 0. H. Crangaptel nHGOpMaIMOHHON Oe30macHOCTH. 3amuTa U o0paboTka
KOH(HICHIIMATBHBIX JTOKYMEHTOB | ydeOHoe mocooue / FO.H. CorueB. — Mocksa : UTHOPA-M,
2021. — 223 ¢. — (Bweicmee oOpaszoBanme:  bakamaspmar). —  DOI
10.12737/textbook_5cc15bb22f5345.11209330. - ISBN 978-5-16-014397-2. - Tekct
snekrponnsiid. - URL: https://znanium.com/catalog/product/1189349

3. Kopab6enpaukos, C. M. Ilpectymnenus B chepe nHGOpMAIMOHHOW OE30MACHOCTH :
yuebHoe mocooue s By3oB / C. M. KopabensuukoB. — Mocksa : M3aarensctBo IOpaiit, 2022.
— 111 ¢. — (Bsicmiee obpasoBanue). — ISBN 978-5-534-12769-0. — Tekcr : anekTpoHHbIi //
O6pasoBarenbHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/496492

B) MeToauyeckue ykasaHus:

1. Meroauueckue yKa3aHHs IO BBIIOJHEHHUIO JTAOOPATOPHBIX PabOT MO JUCIHUILINHE
«Metoapl W cpencTBa 3amuThl MHGOpManumy s OakamaBpoB Hampasienus 44.03.05
«[lemarorunueckoe obOpazoBanue (MHdopmaTtnka u sKOHOMHKA)». — Marauroropck: M3a-Bo
MarnuToropck. roc. Texs. ya-ta um. I'.J1. Hocosa, 2020. — 30 c.

2. MeToanyeckue ykKa3zaHUs MO BBIIOJHEHHIO JlabopaTopHoi pabotsl «HanexxHocTth u
JIOCTOBEPHOCTh MH(pOpMammm» 11 OakanaBpoB HampasieHus 38.03.05 busnec-undopmaruka,
09.03.03  «lIpuknagnas  uHpopmarukayn, 44.03.05 «llemarornueckoe oOpa3oBaHUE
(MudopmaTrka u s3koHOMHKA)». — MarauTtoropck: M3a-80 MarHUTOTOpeK. roc. TEXH. yH-Ta HM.
I''". Hocosa, 2020. - 12 c.

3. Meroanyeckue yka3zaHUs ISl OLCHKH 3HAHUH CTYACHTOB IO TUCIHUILIHHE «MeToIbI 1
cpeacTBa 3amMThl HHpopMaruuy ans OakanaBpoB HampaBieHus 44.03.05 «llemarormueckoe
obpazoBanue (Mupopmatrika u sxkoHomuka)» / E.B. UepnoBa — Maruurtoropck: W3a-Bo
Marunutoropck. roc. Texs. yu-ta um. I'.J1. Hocosa, 2022. — 35 c.

r) [Iporpammuoe obecneuenue u UnTepuer-pecypceni:

IIporpamMmmHoe oGecnieueHue

HaumenoBanue [10 Ne norosopa CpoKk JIeHCTBYSI JIUIICH3UH

MS Office 2007 |y, 135 1 17.09.2007 GeccpoHO

Professional

7Zip cB00OTHO pacrpoctpansemoe [10 0EeCCPOUIHO

MS Office 2003 |, 135 1 17.09.2007 GeccpoHO

Professional

FAR Manager cB00OTHO pacrpoctpansemoe [10 0EeCCPOUIHO

bpaysep Mozilla

Firefox cB00OTHO pacmpocTpansemoe [10 6eccpodHo
IIpodeccnonasibubie 0a3bl JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHBbIE CHCTEMbI

HasBanue kypca CchbLika
Nudopmanmonnas cuctema - baHK JaHHBIX yrpo3 )
oe3omacuoctu uHbopmarmu PCTOHK Poccun https://bdu.fstec.ru/




Nudopmanmonnas cucrema -
HopmaTtuBHBIE TIPaBOBBIE AKTHI,
OpraHU3aIOHHO-PACTIOPSIUTEI
BbHBIC JAOKYMCHTHI,
HOPMATHUBHBIC M METOJIMYECKUE

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-i
nformatsii

YHuBepcurerckas

https://uisrussia.msu.ru
I/IH(bO‘pMaI_[I/IOHHaH CHUCTEMA

DNeKTPOHHBIE pecypchl

. i 2 =
6ubmiorexn MITY e LI https://magtu.informsystema.ru/Marc.html?locale=ru

Harmwmonanbaasa
undopmanuronno-anamuruuecka |URL: https://elibrary.ru/project_risc.asp
s cucremMa — Poccuiickuit

9 MaTepHaJbLHO-TEXHHYECKOE o0ecneuyeHne TUCIHIINHBI (MOLYJIf)

MarepuaabHO-TEXHHUECKOE 00ECIIeUeHUE JUCIUTUINHBI BKITFOUACT:

Y4eOHble  ayguTOpUM AN TPOBENSHUS  3aHATUA  JIEKIMOHHOTO  THIIA!
crenuain3upoBaHHas (yueOHas ) MeOelb (CTOJIbI, CTYJIbA, JOCKA ayIUTOPHAs ), MyJIbTUMEANITHOE
o0opynoBanue (IMPOEKTOpP, KOMIBIOTEP, JKpaH) Uil MPE3CHTAllMH Y4eOHOro MaTepualia Mo
JUCITUTUIAHE;

Y4eOHble ayIuTOpUU JJs TPOBEACHHUS JTaOOpaTOPHBIX 3aHATUI, TPYNIOBBIX U
WHWBUIYAIBHBIX KOHCYJIbTAIMMA, TEKYIIETO KOHTPOJS H TPOMEKYTOYHOW aTTeCTALUU:
cnenuanu3upoBaHHas (yueOHasi) MeOenb (CTOJBI, CTYJbs, JOCKA aylIUTOpHAs1), MepCOHATbHbIC
KOMITBIOTEPHl OOBEMHEHHBIE B JIOKAJIBHBIE CETH C BbIxonoM B Internet m ¢ mocrtymom B
AJIEKTPOHHYI0  MH(OPMAIIMOHHO-00pa30BaTEeIbHYI0 CPEIy YHHBEPCHTETa, OCHAICHHBIC
COBPEMEHHBIMHU MPOTPAMMHO-METOANIECKIMU KOMIUIEKCAMHU

AyIUTOpHH Ui CAMOCTOSTENILHOM PabOThl (KOMITBEOTEPHBIE KJIACCHI; YATAIBHBIC 3aJIbI
OubnuoTrekn): Crienuanu3upoBanHas (ydeOHas) MeOenb (CTONBI, CTYJbsS, JOCKAa ayIUTOPHAs),
MEPCOHANBHBIE KOMITBIOTEPHl O0BEAMHEHHBIE B JIOKATbHBIE CETH C BBIXOJIOM B MHTEpHET U ¢
JOCTYIIOM B DJEKTPOHHYIO HWH(GOPMAIMOHHO-00pa30BATENbHYIO CpEy YHHBEPCHTETA,
OCHAII[EHHbIE COBPEMEHHBIMU MPOTPAMMHO-METOMYECKIUMH KOMIUIEKCAMH

[lomemenne Ui  XpaHeHHS ©  TPO(PUIAKTHYECKOTO OOCTYKMBAaHUS Y4eOHOTO
o0opynoBanusi: MeOesb (CTOMBL, CTYIbS, CTEIUIAXKH JIJIsl XpaHEHUs! yueOHO-HaTIAIHBIX TOCOOUH 1
y4eOHO-METOIUYECKOM JOKYMEHTAIINH ), IEPCOHATBHBIE KOMITBIOTEPHI.



IIpunoxenne 1

6 YueOHO-MeTOAHYECKOe o0ecneYeHrne CaMOCTOATEIbHOI padoThl 00y4aloIUXCH

[To mucruruinae «MeTOIbI M CPEeICTBA 3aTUTHI HHPOPMAITUN MTPEIYCMOTPEHA
ayJUTOpHas U BHEAYJUTOPHAsl CaMOCTOsITeNIbHAs paboTa GakanaBpoB.

AynuropHas caMocTosiTeNIbHAs paboTa OakagaBpOB MIPEAINONATAET PELIEHNE U
oopMIIeHHE COTTIaCHO 3a1aHHBIM TPEOOBAHUAM 3aJaHUH 1a00paTOpHBIX padboT. TpeboBaHus K
oopmnenuto Haxoaarcs B CMK-O-CMI'TY-42-09 KypcoBoii ipoekT (pabora): CTpyKTypa,
coJiepKaHue, o01IHe [TPaBUiIa BBIIOIHEHUS U OPOPMIICHHUS.

BueaynuTopHas camocTosiTeNbHas paboTa CTYJACHTOB OCYIIECTBIISIETCS B BU/IC U3YUCHHS
y4eOHOI U Hay4YHOI TUTEepaTyphl 10 COOTBETCTBYIOIIEMY pa3zeiy ¢ MpopaboTKOi MaTrepuana,
ydacTue B IUCTaHIMOHHOM Kypce win uzydennn MOOK, npeiokeHHOM IIpernoaaBaTeieM 1
BBINOJIHEHHS JOMAIIHUX 3aJaHui (IIOATOTOBKA K JIAOOPATOPHBIM paboTaM) C KOHCYIbTALUAMHI
nperno/aBaTess.

Bonpochl 1J1s1 caMOCTOATEILHOTO H3YYeHHS:

1. [TpoBenuTe cpaBHUTENbHBIM aHAINW3 JOKTPUH M KoHuenuui rocymapcts CIIA,
I'epmanun, @panmun, SMOHUK M OPYTrUX Pa3BUTHIX CTpaH B 00JacTH OOECredeHUs] pa3BUTHUS
UHPOPMALMOHHBIX TexHojorui (koHuenuuu Knunrona-I'opa, bannremana B Espome,
Oxunapckas xapTust «I 1o0anpHOe MHPOPMAITMOHHOE OOIIECTBO» U T.1I.)

2. N3yuute COBOKYIHOCTh O(QUIMAIBHBIX B3IJISI0B HA LEJH, 33/1a4M, IPUHIUIBI U
OCHOBHBIC HampaBJIeHUs obecrieueHrus HHPOopMaIMOHHOH Oe3omacHocTH Poccuiickoit denepanuu
B «/lokTpuHe uH(pOpMaMOHHONH 0€30MaCHOCTH POCCHMCKOM (enepauun», yTBEPKICHHON 9
certa0ps 2000 r. No  TIp-1895.

3. [To3HakoMbTECH CO CTaThbsIMM OCHOBHOro 3akoHa Poccuiickoit ®enepauunm —
Koncturynueit  (nmpunsiton 12 nmexabpst 1993 roma), 3aTparuBaroliUMU  BOMIPOCHI
uHpopmanmoHHoM 6e3omacHocTH (cTaThu 23, 24, 29, 41, 42).

4. PaccmoTtpuTe ompeseneHus BceX Ba)KHEHIIMX KOMIIOHEHTOB HH(OPMAIMOHHOM
NeSITebHOCTH M HANpaBICHUS Pa3BUTUS 3aKOHOJATENIbCTBA B 00JacTH HMH(OPMALMOHHOM
6e3omacHocTH B 3akoHe «O0 mMHpopManuu, nHopMaTU3aluu U 3auuTe nHpopManuu» ot 20
despans 1995 rona Homep 24-D3 (mpunsat ['ocynapcrBenHoit Jlymoit 25 suBaps 1995 rona).

S, W3yunte 0CHOBHBbIE HOPMAaTUBHBIE AKTHI, PETJIAMEHTHPYIOIINE OXPaHbl 0OBEKTOB C
IIOMOLIbI0 HOPM aBTOPCKOrO IpaBa B 3akoHax «O MpaBOBOM OXpaHE MpOrpamm s
AIIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH U 0a3 JaHHBIX», «O MpaBOBOW OXpaHE TOMOJOTUU
MHTErpalbHBIX MUKpocXeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IPaBax».

6. Kak onpenenenbl nmoHsTHs OaHKOBCKasi, KOMMepYeckas U ciykeOHas TaliHa B
I'paxxnanckoM konekce Poccuniickoit denepanun.
1. Kak oTpaxeHbl BOMpOCH! MPaBOBOr0 pexumMa HHPOPMAIMU C OTrPaHHUYEHHBIM

JIOCTYTIOM B 3aKOHAaX O TOCYJapCTBEHHOMN U KOMMepYeCKOo! TalfHaX, B TpakIaHCKOM Kojiekce PO B
cratbe 139 «CnyxebHasi 1 KOMMepYeCcKas TaliHay.

8. Kakue cBeieHus1 He OTHOCATCS K KOMMEPUYECKOH TaliHe.

9. Kak omnpenensiercs noHsitue U copepkaHue KoH(pUIEeHITMAIbHON MHGOpMauu B
Vxkaze [Ipesunenta PO «O0 yTBepk1eHUN NepeyHs CBECHUN KOH(PUISHIIMATBHOTO XapaKkTepay.

10. JlaiiTe XxapakTepuCTUKY CIeAYIOMUX (GOpM 3alIUThl HHPOPMAIMHU: TaTEHTOBaHUE,

aBTOpcKoe mpaBo, ToBapHble 3HAKU («IlarentHsiii 3akoH P®d», «O TOBapHBIX 3HaKax, 3HAKaX
00CITy>)KMBaHUSI 1 HAMMEHOBAHUH MECT IMPOUCXOXKICHUS TOBAPOBY).

11. PaccMoTpuTe BOMPOCH! JHUIICH3UPOBAaHUS B OOJIACTH 3aIlUTHl WHGOpPMAIUU B
3akoHe «O JMUIEH3UPOBAHUU OTHEJIBHBIX BUAOB AesTeabHOCTH» OT 8 aBrycra 2001 roma Homep
128-®3 (ITpunst ['ocynapcreennoit Jymoit 13 utons 2001 rona).

12. Kaknmu rocyiapCTBEHHBIMU NPABOBBIMU TOKYMEHTAMH OIIPEIEISAIOTCSA AEUCTBUS
10 3aIuTe HHPOPMAIUH OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA.
13. Omnpenenure ponb U Mecto DenepanbHONW CIAYKObI IO TEXHMYECKOMY U

skcnoptHomMy  koHTpono  (DPCTOK, www.fstec.ru), sBusromeiics MNpaBOMPEEMHUKOM


http://dvabop.narod.ru/docum/xartia/xrt.htm

I'ocymapctBenHoi TexHHueckod komuccuu Ipu  Ilpesunenre Poccuiickoin @Penepanuu
(www.infotecs.ru/gtc/)

14. KakoBbl OCHOBHBIE HallpaBiIeHUs JesATelbHOCTH DenepanbHOrO0 areHTCTBa
NPaBUTEIILCTBEHHON CBsisv U uHpopmanuu (PAIICU — www.fagci.ru) B rocymapcTBeHHOM
CHCTEME 3aIUThl HHPOPMAIUH.

15. KakoBel ocHOBHbIC HampaBieHusi JnestenbHocTH «CoBera besomacHocTn
Poccuiickoit denepanum».
16. 3Havenue 3akoHa «O0 ydyacTuu B MeXKIyHApOIHOM HH(POPMAITMOHHOM 0OMEHE» OT

4 wrons 1996 rona Homep 85-D3 (mpunst ['ocynapcrBennoit Jymoii 5 utons 1996 roxa) B anoxy
[J100aMbHBIX KOMMYHUKAIIUA.

17. PaccmoTpuTe 3aKOHOMPOEKTHI M CYIIECTBYIONIYI0 HOPMAaTHBHO-TIPABOBYIO 0a3y 1Mo
BOIIPOCaM JJIEKTPOHHOIO Ou3Heca M JoKyMeHTooOopora. Kakum obOpazom obecrieunBaroTCs
MPABOBBIC YCIIOBUSI WCIOJIB30BAaHUS OSJCKTPOHHOW IU(GPOBON TMOAMHMCH B SIEKTPOHHBIX
JIOKYMEHTaX COIIAaCHO 3aKOoHY «O0 31eKkTpoHHOH 1udpoBoi mognucu» Ne 1-O3 (mpuHsATOMY
['ocynapcrennoii ymoii 13 nexadpst 2001 rona).

18. [ToznakombTeCh co ctaThsiMu Kozekca 00 aIMUHUCTPATUBHBIX ITPABOHAPYIICHUSX
1o mpobiaemMaM npaBOHAPYIICHUH B obnacTu cBsizu U nHpopmanuu (I'masa 13).

19. Wzyuute cratbu YronoBHoro koaekca Poccuiickoii denepauuu (peaakus ot 14
mapta 2002 rona) mpeaycMaTpUBAIOUIUME YTOJOBHYIO OTBETCTBEHHOCTh 3a KOMIIBIOTEPHBIC
MPECTYIICHHUS.

20. ['naBa 28 «[Ipectymienus B cdepe KOMIBIOTEPHON HH(POPMAIIUNY», TPU CTATHU:

21. cTaths 272. HempaBoMepHBIi 10CTYI K KOMIBIOTEPHON MH(POpMAIUK;

22. cratbsa 273. Co3nmaHue, HCHOJIB30BAaHUE M PACHPOCTPAaHEHUE BPEIOHOCHBIX
nporpamm st 9BM;

23. ctatbs 274. Hapymenue npasmi skcrnyataiun OBM, cucrembr OBM nnm ux
CeTH.

24, ITo3snakombTech co ctaTthsiMu YK P® mop neiicTBHE KOTOPBIX MOTYT MOMNanaTh

IPOTHBOIPABHBIE JIESIHUS, COBEPILIEHHBIE C UCIOJIb30BaHUEM KOMIbIoOTepa 1/uiu cetu. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

25. [TpuBenure mpuMepbl CcyJeOHONM NpPaKTUKM B paccMaTpuBaeMoil  cdepe.
Hcnonb3yiiTe MaTepualibl IEpUOANYECKOM eyaTu, myoauKkanuu B THTepHeT.

26. Crenaiite 0030p MEXITyHapOIHOTO HH(pOpMarmoHHOTo 3akoHoAaTenscTBa (CIIIA,
I'epmanuu, BenukoOpuranuu, @panuuu, SSnoHun) B 061aCcTH 3a1U Tl HHOOPMAIIHH.

27. Paccmorpure mpaBoBoe perynupoBanue cetu MHTepHer B crpaHax EBpomsl,
CIIA, Poccun.

28. [ToznakombTeCh C mporpamMmoit «2nekTpoHHass Poccus». KakoBbl pe3ynbraTsl
peanu3annuy JaHHOM IporpamMmmbl?

29. OneHouyHbIe CTaHAAPTHI U TeXHUYeckue crenndukanui. OCHOBHbIE TOHATHUS.

30. Crannaptr MunucrepctBa o6oponsl CIIA «Kputepun OLEHKH JTOBEPEHHBIX

KoMIbIOTepHBIX crctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHUTa») KaK OILEHOYHBIM cTaHmapT. Vctopus co3maHus u
tekymuii craryc. [lomutuka ©Oe3omacHocTu corjmacHo «OpanxkeBoil kHure». Kiaccsl
0e30macHOCTH HMH(DOPMAIIMOHHBIX CHCTEM MO CTeNeHHW noBepus Oe3omacHocTH («OpaHxkeBas
KHHUTa).

31.  Kpacnas kHura. MHTEprnpeTanus KpUTCPUCB OICHKH HAJCKHOCTH CHUCTEM IS
cereii. Trusted Network Interpretation. 1993. (NCSC-tg-005).
32.  PosoBas kuura. lHTeprnpeTanus CUCTEMbI yIIPaBJICHUS HAICKHON 0a301 TaHHBIX B

KPUTEPHSIX OICHKH HAaJeKHBIX KOMIBIOTEPHBIX cHCTeM MUHHCTEpCTBA OOOPOHBI W3 YHMCIIA
KPHUTEPUEB OIICHKM HAJCKHBIX KOMIBbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).


http://www.infotecs.ru/gtc/
http://www.fagci.ru/

33. HNudopmaninonHas 0€30MacHOCTh PACHpPEIEICHHBIX CHCTeM. PekoMeHaanuu
X.800 «ApxuTtekTypa 6€301maCHOCTH JIJIsl B3AMMOJICUCTBHS OTKPBITBIX CUCTEM).

34. Crnemudukamus  Internet-coobmectea RFC 1510  «CerteBoit  cepBuc
ayrertudukamnuu Kerberos (V5)» [Kerb].

35. locymapctBennbie  crangaptel. [OCT P HMCO/MDK  15408-2002.
HNudopmannonnas TexHonorus. Meronbl U cpeicTBa obecniedueHus OezomacHocTu. Kpurtepuu
OIICHKU 0€30MacHOCTH MH(OPMAIIMOHHBIX TEXHOJIOTHH (B PYCCKOSI3BIUHOM JTUTEpaType OOBIYHO,
HO HE COBceM BepHO, uMeHyeMblil «Oo0mue kputepun» -OK). OCHOBHBIC TOHSTHS U HJICH.
(Mexmynapoansiit cranaapt ISO/IEC 15408).

36. I'OCT P UCO/MDBK 15408 — «BBenenue u ob6mmas mMozaeiby. OOIMUNA MOoAX0I K
dbopMupoBaHUIO TpeOOBaHUH U OlleHKe Oe30MmacHOCTH (()YHKITMOHATBLHBIC U JIOBEPHS), OCHOBHBIC
KOHCTPYKIIMK (TTpoduiib 3aluThl, 3aJaHuEe IO OE30MacHOCTH) MPEICTaBICHUS TpeOOoBaHUMN
0€3011aCHOCTH B MHTEpecax MoTpeduTeneil, pa3paboTUNKOB U OLIEHIINKOB MPOJYKTOB U CHCTEM
NT. TpeboBanusi Ge3omacHocTH 00bekTa oneHku (OO) mo meromosioruu OOHMMX KPUTEPUEB
OTIPENIeNAIOTCS UCXOMS U3 Iesiell 0€30acHOCTH, KOTOPhIE, B CBOIO OY€pEb, OCHOBBIBAIOTCS Ha
aHanuze HazHayeHuss OO u yCIOBUIM Cpelbl €ro UCHONB30BaHUS (Yrpo3, MPEaroJIOKEHUM,
MOJINTUKU O€30ITaCHOCTH).

37. I'OCT P HCO/MBK 15408-2 — «DyHKIMOHANIBHBIE TpeOOBaHUS
Oe3omacHocTry. Kitaccupukammsi (QyHKIMOHATBHBIX TpeboBaHWi OezomacHocTH «OO0mUX
kputepueB». Kiaccel QyHKIMOHANBHBIX TpeOOBaHMI, OMUCHIBAIOIINE AJIEMEHTAPHBIE CEPBUCHI
oe3omacHocTH. Kitaccel pyHKIIMOHAIBHBIX TPeOOBaHMH, ONMUCHIBAIOIINE ITPOU3BOIHBIC CEPBUCHI
0e30MacHOCTH.

38. 3amuTa JaHHBIX MOJIb30BaTeNs. 3amuTa QyHKIUH 6€30MacCHOCTH 0OBEKTa OIICHKH.

39. Knaccel G yHKIIMOHATBHBIX TPeOOBaHUM, UTPAIOIINE HHPPACTPYKTYPHYIO POJIb.

40. I'OCT P UCO/MDK 15408-3 — «TpeboBanusi noBepust K O€30MACHOCTH.
OcHoBHbIE IOHATHUS U KIaccuuKanus TpeOoBaHMii qoBepHsi OE30MACHOCTH.

41. Onenka npoduiel 3aiuThl U 3a1aHuil o 6e3omacHocTy. TpeboBaHUs AOBEPHS K
sTamy pa3paboTku. TpeOoBaHMs K JTally MONYYECHHS, MPEJICTABICHUS U aHAIM3a PE3yIbTaTOB
pa3pabotku. TpeboBaHUs K MOCTaBKE U SKCIUTyaTalluM, MOAEPKKA TOBEpHUs

42. OrneHouHbIE YPOBHHU JA0BepUs 6€30MaCHOCTH B «OOIINUX KPUTEPUIX).

43. [Tpodunu 3ammrhl, pazpaboTaHHble Ha OCHOBE «OO0muMX KpuTepueB». OOmiue
TpeboBaHUs K cepBUcaM Oe3omacHOCTH. buomerpuueckast naeHTUUKALMS U ayTeHTU(DUKALUS.

44, Bbpurtanckuii crannapt BS 7799 «Vnpasnenue nunpopmManinoHHON 0€30MaCHOCTBIO.

[Tpaktnyeckue npasuiay» (Code of practice for information security management) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBieHuss WH)OpMAIMOHHOW O€30MacHOCTHIO -
crieruduKaIus ¢ pykoBOJACTBOM Mo Kcmosb3oBanutoy» (Information security management systems
- Specification with guidance for use) [BS7799-2] mist npakTH4eCKOTO CO3AaHUs U MOAACPKAHUS
pexxumMa MH(OPMAIIMOHHONW O€30MaCHOCTH € IMOMOIIBIO PEryJISTOPOB aJIMUHUCTPATUBHOIO U
MpOLEAYPHOTro ypoBHEH. PerynsTopsl 6€30MacHOCTH U peanu3yeMble UMHU LenH. YeTbipexdazHas
MO/IeJIb TIpoliecca YIpaBieHuss HHPOPMALMOHHOM 6€30M1aCHOCTBIO.

45. Crangapt ISO/IEC 17799:2002 «Ynpasnerue nHGOPMAITMOHHONW 0€30MTaCHOCTHIO
— MH(popManmoHHbIe TEXHOIOTUI.

46. O®enepanbubiii ctanaapt CHIA FIPS 140-2 "TpeGoBanust 6€30mMacHOCTH IS
kpunrorpaduueckux moaynen" (Security Requirements for Cryptographic Modules) [FIPS140].

47. TpebGoBanusi K NTPOU3BOIBHOMY (IUCKPELIMOHHOMY) YIIPABJICHUIO JIOCTYIIOM.
PykoBomsiuit - nokyment [l'ocrexkomuccun Poccum  «be3omnacHoCTh  MH(GOpPMAIIMOHHBIX
texHojoruil. Kontponupyemsiit noctym. [poduns 3ammten (113 K).

48. TpeboBaHusT K MNPUHYAUTEIBHOMY (MaHAATHOMY) YIIPaBIEHHUIO JIOCTYIIOM.
PykxoBomsmmit  moxkyment ['octexkomuccuum Poccunm «besomacHOCTh  HMH(DOpPMAIMOHHBIX
TexHosoruil. Merounas 3ammuTta. [Tpoduns 3amuten (113 M3).

49. Ponesoe ympaBieHue 10CTynoMm.



50. MexceTeBoe dKpaHuUpoBaHHE. PykoBopsmue JAOKyMeHTHl [ OcTexkomMHCcCHUU
Poccun (Knaccuduxkarus aBroMaTu3upoBaHHBIX cUCTeM (AC) Mo ypOBHIO 3allUIIEHHOCTH OT
HecankuronuposanHoro gocryna (HCJ), Knaccudukanus MexxceTeBbIX SJKPaHOB).

51. CucreMbl aKTUBHOTO ayAWTa. AHOHMMHU3aTOpbl. BBIMycCK ©  ympaBieHue
ceprudukaTamu. AHAIH3 3aIUIEHHOCTH.
52. [Tpodunm 3amuTel, pazpaboTaHHble Ha OCHOBE «OOmMX KpuTepueBy». YacTHbIC

TpeOOBaHUS K KOMOMHALMAM U MPHIOKEHHUAM CEpBHCOB Oe3omacHoCTH. OrnepalnuoHHbIe
CHCTEMBI.

53. YacrtHble TpeOOBaHUS K KOMOMHALIMSAM U MIPUIOKEHUSM CEPBUCOB OE30MAaCHOCTH.
CucreMmsl ynpaBieHus 6a3aMu JaHHBIX.

o4, YacrtHble TpeOOBaHUSA K KOMOMHALIUSAM U MIPUIIOKEHUSIM CEPBUCOB OE30MACHOCTH.
BuptyansHble uacTHble ceTd. BupTyanbHsble okanbHble ceTd. CMapT-KapThl.

95. I'apMoHU3UpOBaHHBIE KpUTEpUU EBpPONIEHCKUX CTpaH.

56. Texauueckass crneuudukanus «OOOOIMIEHHBIH MPUKIATHOW MPOrpPaMMHBIN

uHTepdeiic cmyxOb1 6e3omacHocTi» (Generic Security Service Application Program Interface,
GSS-API) [GSS-API].

o7, OcHoBHBIC TIOHATHS U uaen pekomennanmii cemerictBa X.500. X.501 "Ciyx06a
mupektopuit: moxenu" [X501] u X.511 "Cayxba AupeKTOpHil: aOCTpakTHOE OmpeeieHue
cepsuca" [X511].

58. Kapxkac ceptudukaroB oTKpbITHIX Kintouei. X.509 "Ciayxba AupeKTopuii: KapKachl
ceptudukaToB OTKphITHIX Kitouerd u arpuOyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

59. Kapkac ceprudukaroB atpudyroB. [Ipocras u cunbHas ayreHTH(UKALAS.

60. Cneuuduxanuu Internet-coobmiecta [Psec. Apxurekrypa cpencTB 6€30MacHOCTH
IP-ypoBHsL.

61. Cnemudukaruu  Internet-coobmectBa [Psec KoHTekcTsl 0Oe3omacHOCTH U
yIpaBlieHUE KITFOYAMHU.

62. [TpoToKOIBHBIE KOHTEKCTHI U TOTUTHKA OE€30MaCHOCTH.

63. Obecneuenne ayreHTHUHOCTH [P-makeroB. Obecredenne KOH(MUACHINAIEHOCTH
CEeTeBOro Tpaduka.

64. OcHoBHbIe unen W mnoHsATUs Tpotokona TLS. Tlporokom mepemaum 3amucen.

ITpoTOKON yCTAaHOBJIEHUS COEOUHEHMM W acCOLUMUPOBAaHHbIE IPOTOKOJBL. IIpuMeHeHune
nportokosa HTTP nan TLS.

65. OO0001IeHHBIN TPUKIaHOW MPOrpaMMHBIA HHTepdeiic ciyk0bl 0e30MacHOCTH.
OcCHOBHBIE TIOHSTHSL.
66. OO0O0O01IeHHBIN NPUKIAJHON MPOrpaMMHBIA HHTEpdeNc cirykObl 0Ge30MacHOCTH

OyHKkIMM A8 paboTel ¢ yaoctoBepeHusiMH. (Co3gaHHMe W YHMUYTOKEHHUE KOHTEKCTOB
6e3omacHocTH. 3amura coodmenuil. Jloruka paboTsl nosib3oBareneit uHTepdeiica 6€30MacHOCTH.

67. Ctpyktypa u coxaepxanue JjokymeHta «llomuTtuka wHGOpPMAIIMOHHON
0€30I1aCHOCTH OpraHU3aALUN».

68. Cnyx6a nndopmanmonHoi 6e3omacHocTr opranuzamuu. CocTaB, 1EIU U 3a1a91
CIIy>KOBI HTHPOPMAIITMOHHON O€30MaCHOCTH OpraHU3aIUH.

69. Ponp cranmaproB u TpeOGoBaHMIA no WHPOPMAIMOHHON 0€30MacHOCTH
npennpusaTus B popmupoBanuu «llonmutuku nHbOpMamoOHHON 6€30MaCHOCTH OpTaHU3AI[HUI.

70. [TpuHIIMIIBEI pacTipeeIeHUs TOTHOMOYH.

71. [Tpouenypsl U MeToabl WH(MOPMAIMOHHONW OE30MacHOCTH OpTaHHM3allH Kak

coctapistronte «llomutnkn mHGOpMaMOHHOIN 6€30MTaCHOCTH OpTaHU3AIAN.
72. [Tpodwin 3amuTHI

73. O0s13aHHOCTH COTPYTHUKOB 0 0O€CIIeYeHHI0 HHPOPMAIIMOHHOM 0€301acHOCTH.

74.  Tlopsaok ycTaHOBIIEHHS peXuMa KOH(GUASHIHATbHOCTH HHpopManun. [lepeueHs
CBEJICHNH, OTHOCUMBIX K KOH(PpHUACHIIMATbHOW HH)OPMALIMH U HE MOJJICKAIINX 3aCEKPEUNBAHHUIO.

75. TpeboBanus, NpeabsABIsieMble K IPETEHIEHTaM Ha paboTy ¢ KOH(PHIECHIIHATbHON

nH(popmaren U K MpeTeHAeHTaM Ha JI0JDKHOCTD CTY)KO0y HH(POPMAIIMOHHON O€301acHOCTH.



76. [Topsimok obecrieueHusi COXPAHHOCTU KOHGUACHIMATBFHOW HMHGOpMAIMU TIpH
HOCTOSTHHOM WJIM BPEMEHHOM MPEKPALICHUH MOJIb30BaTelIeM JI0CTyNa K KOH(UACHIHATbHOMY
UH(OPMAIIMOHHOMY PECYPCY.

77. OpraHu3alMOHHbIE MEphl 110 00ECIEUEHHUIO M HOJAEPKaHUI0 MH(POPMALMOHHOM
0€30MaCHOCTH B NIEPUO]] YPE3BBIYANHBIX CUTYALIUH.

78. Buaps! nHdopmarum opranuszanny, noasiesKaliye 3amuTe.

79. Pernamenranus aeiicTBUl BCeX KaTeropuii COTPYIHUKOB, TOMYIIEHHBIX K padoTe ¢
UH(POPMALIMOHHBIMU CUCTEMaMH.

80. Cucrema oOpraHu3allMOHHO-PACIIOPAIUTENBHBIX JOKYMEHTOB YUPEXKACHUS IO
BOIpocaM obecrieyeHuss HHPOPMallMOHHONW 6€30aCHOCTH.

81. [TonmuTrka 6€30MACHOCTH YUPEKICHUS.

82. [Iporpamma 6€301aCHOCTH YUPEIKICHUS.

cce «MeToabl 3alIUTHI HHPOPMAIIUY NIPEAMETHOH 00J1aCTH»
Onummre METObI 3alIUThl HH()OPMAIIUY, KOTOPhIEe HEOOXOIUMO MPUMEHUThH Ha BallleH
MIPEAMETHOM 00JIaCTH U3 J1a0OpaTOPHOU padboThI 3



Ipuio:xkenne 2

OueHovHbIe CPeACTBA J1JIsl MPOBeIeHUS POMEKYTOUHOM aTTecTAlNU
a) I[lnanupyemble pe3yiabTaThbl O00y4YeHHMSl M OIIEHOYHbIEe CpeACTBAa /ISl TPOBeJAeHHS
NMPOMEKYTOYHOM aTTeCTaAlluM:

Kon Nupukarop nocTHKEHUS OlLieHOYHBIE CpeICTBa
HWHIWKATOpa KOMIICTCHIINHU
YK-8 - Cnocoben co3naBaTh M NOMIEPKUBATHL B TOBCEIHEBHOW JKW3HH H B
npogecCHOHAILHOM  /IeSITeIbHOCTH  0e30MAacCHble  YCJIOBHSl  KU3HEAESITeIbHOCTH  JIJIsl

cOXpaHeHHs] IPUPOIHOI Cpe/ibl, 00ecredeHusl YCTOMYHUBOTO0 PA3BUTHSA 00111eCTBA, B TOM YHCJIe
MPH yIrpo3e U BOSHUKHOBEHHH YPe3BbIYANHBIX CUTYallMii U BOEHHbIX KOH()IMKTOB

YK-8.1

AHanuzupyer u
UIEHTUULHPYET
(daxkToppl  OMAacCHOro u
BPEIHOTO BIIUSHUS
3JIEMEHTOB cpebl
o0WTaHMs (TEXHUYECKUX
CPE/ACTB,
TEXHOJIOTHUECKUX

IPOLIECCOB, MaTEepHUaIOB,
3IaHUNM M COOPYKEHUH,
HPUPOTHBIX U
COLIMAJIbHBIX SBJICHUN)

IIpumepHBbIe BApHAHTHI TECTOBLIX 3aaHUM.

1. Yo Takoe 6e300aCHOCTh JaHHBIX?

a. 2TO COCTOSIHHUE XPaHHMBIX, 00padaThIBAEMBIX U
NepelaBaeMbIX JIaHHBIX, IPX KOTOPOM HEBO3MOXKHO
UX CIy4ailHOe WM TMpelIHaMEpPEeHHOE IMOIyYCHHE,
M3MEHEHNE WIN YHUUYTOKEHUE

b. aT0 cocrosiHHEe XpaHUMBIX, 00pabaTHIBACMBIX H
NepelaBaeMbIX JIaHHBIX, IIPX KOTOPOM HEBO3MOXKHO
UX CIy4ailHOe UCKaXKECHHE

C. 3TO COCTOSHUE XPAaHMMbIX, 00pabaThIBAEMbIX U
nepesaBaeMbIX JIaHHBIX, MPH KOTOPOM HEBO3MOXKHO
UX TpeJHAMEPEHHOE IOIY4YeHHE, W3MEHEHHE WIIU
YHUUTOKEHUE

d. cocrossHME  3aIMIICHHOCTH  HAIMOHAIBHBIX
untepecoB P® Bo Bcex cdepax dYenmoBeuecKon
JeSITEIIbBHOCTH

2. YKaXuTe HEeKOPPEKTHOE OIpe IeIeHUe HapyIIUTeNs
Ub:

a. (usznueckoe IUIO, CIyYaiiHO UM TPEJHAMEPEHHO
coBeplIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABJISIETCA HapylIeHHe O0e30MacHOCTH HWH(POpMaluu
pu ee 00paboTKe TEXHUYECKUMU CPEACTBAMU

b. ¢dusnueckoe M rOpUIMYECKOE JHIIO, CIyYailHO
coBeplIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABJISICTCA HapylIeHHe O0e30MacHOCTH HUH(POpMaluu
pu ee 00paboTKe TEXHUYECKUMH CPEACTBAMHU

C. 9TO JINLO, IPEANPUHSABLIEE TONBITKY BBIIIOJHEHUS
3ampelnieHHbIX orepanui  (IeicTBUi) 10 omuoKe,
HE3HAHUI0 WJIM OCO3HAaHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX HHTEPECOB) WM O€3 TAKOBOTO (Pay UTPbHI
WIM YJIOBOJIBCTBUS, C LENbI0 CaMOYTBEP)KICHUA U
T.I.) W UCHOJB3YIOUIee JUIsi D3TOr0 pas3IUyHbIE
BO3MO>XHOCTH, METOJIbI M CPENICTBA

4. Yto Takoe 3amuiraemas nHbopmarus?

a. mobas nHpopmanus, koropas nossisercs B CMU
b. uHbOpManusa, KOTOpas TOJICHKUT 3allUTe B
COOTBETCTBUU c TpeGOBaHUSAMU MPaBOBBIX
JOKYMEHTOB U 00s3aTeIbHO  OTHOCHUTCS K
rOCyJapCTBEHHOM TailHE

C. wumHbopMarus, SIBIISTFOILIASICST PEAMETOM




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

COOCTBEHHOCTM M  TNoaJexamas  3alluTe B
COOTBETCTBUHU c TpeOOBaHUSAMU IIPaBOBBIX
JOKYMEHTOB HJIM TPeOOBaHHUSAMH, YCTAaHABIMBACMBIMH
COOCTBEHHUKOM HH(OpMaIIH

IlepeyeHb BOMPOCOB /I MOJATOTOBKH K 3K3aMeHY

1. TlonsTue nHGOPMAMOHHON OE30MaCHOCTH.

2. OCHOBHBIE COCTaBISIOUINE HWH(POPMALMOHHON
Oe3omacHoCTH

3. BaxHOCTb u CJIOXHOCTh
nH(pOpMaIMOHHOM 0€30IMacHOCTH

4. 3akoHOnaTeNbHBIH YpPOBEHb HH(POPMALMOHHON
Oe3omacHoCTH

5. O0630p pOCCHIICKOTO 3aKOHOIATEIIHCTBA B 00JIACTH
nH(pOpMaMOHHOM 0€30IMacHOCTH

6. IIpaBoBbie AKTBI o0rmiero Ha3HAYCHMUS,
3aTparuBaroInue BOIPOCHI nH(OPMALIMOHHOU
0e301acHOCTH

7. TlonsTue nHGOPMAITMOHHON OE30MIaCHOCTH.

8. OCHOBHBIC COCTaBIISIIOIIHAE WHPOPMAITMOHHON
Oe3omacHoCTH

9. OcHOBHBIE OTIpeNIeIeHNUs "

KJIacCU(pUKALUU YyIPo3

10. HauGomnee pactpocTpaHeHHBIC
JIOCTYITHOCTH

POOIIeMBI

KpUTEpUHU

yIpO3bI

IIpakTH4yeckoe 3a1anue
PazpaGorate  Mopenb
npeaMeTHON 001acTu

yrpo3 WM HapylIIUTeNs

YK-8.2

BeisiBnsier  mpoGuiemsl,
CBSI3aHHbIE c
HapyLIEHUSMUA TEXHUKH
6e3omacHoCTH Ha
pabouem MECTE;
npejiaraeT
MEPONPUATHAX
MIPEOTBPALICHUIO
Ype3BbIYAHBIX CUTYALIUN

10

IIpuMepHbIe BADHAHTHI TECTOBBIX 3a]aHUM.

1. Yo Taxoe 6€301acHOCTh JaHHBIX?

€. OTO COCTOSHHE XpaHHMBIX, 00pabaThIBa€MBIX U
nepeaBaeMbIX JIaHHBIX, NP KOTOPOM HEBO3MOXKHO
UX CcIydyalHOE WIM MpeIHAMEPEHHOE TOJy4YeHHE,
M3MEHEHUE WIH YHUUITOKEHNE

f. 9TO cocTosHME XpaHMMBIX, 00pabaTHIBACMBIX H
nepeaBaeMbIX JIaHHBIX, MPH KOTOPOM HEBO3MOXKHO
UX CIIy4ailHO€ HCKaKeHUe

g. 2TO COCTOSIHHE XPAaHHMBIX, 00paOaThIBaEMBIX H
MepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
UX TpeJHaMEpEeHHOE TMOIy4YeHHe, W3MEHEHHE WIIU
YHUUTOXEHUE

h. cocrosHMe  3alIMIIEHHOCTH  HAIMOHAIBHBIX
uHTepecoB P® Bo Bcex cdepax demoBeUECKOH




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

JeSITEIIbHOCTH
2. Yro sBisieTCS LENbIO 3aIIUTH HHPOpMAIH?

a. 3amwura uHbOpMaIUU OT YTEUKU

b. ’keraeMblii pe3ysbTaT 3aIIUTHI HHPOPMALIUU

C. 3amuTa HHPOPMAIUHU OT YTPAThI

d. mpenorBpaiieHne  yTpaThl M YTE€UYKH

KOH(pHUACHIIMAIBHON HH(pOpMaIun
3. YKaxxuTe HEKOPPEKTHOE OTIPeIeIIEHUE HAPYILIUTEIs
Ub:

a. (usnyeckoe JIMIIO, CITy4aitHO 17001
peHaMepPEeHHO coBeplIaroIIee JeicTBus,
CIIEZICTBHEM  KOTOPBIX  SIBISIETCS  HapylICHHUE
O0e3omacHOCTH HWHGPOPMAlMK TpU €€ 00paboTKe
TEXHHUYECKUMU CPEJICTBAMU

b. ¢usmyeckoe WM  OpPUAMYECKOE  JIHIIO,
CIy4ailHO COBepLIAKollee JACHCTBUS, CIEACTBUEM
KOTOPBIX  SIBIIIETCS  HapylIeHHe  Oe30MacHOCTH
uHpopManuu npu ee o0paboTKe TEXHUYECKUMU
CpeIcTBaMu

C. dTO  JHWIO, TMPEANPUHSBIICE  MOMBITKY
BBITIOJTHEHUSI 3allPEIeHHBIX onepanuii (IeicTBuif) mo
ommMOKe, HE3HAHWIO WM OCO3HAHHO CO 3JIbIM
YMBICJIOM (M3 KOPBICTHBIX HWHTEPECOB) WM 0e3
TAaKOBOTO (pagyl UTPHl WIH YAOBOJBCTBHS, C IIEIBIO
CaMOYTBEP>KIEHUS U T.I1.) U UCTIOIB3YIOIIEe Al 3TOTO
pa3IMYHBIE BOBMOKHOCTH, METOJIBI M CPEJICTBA
4. Yro Takoe 3amuiaemas nadopmanus?

a. srobas wHbOpMaIHs, KOTOpas TOSBISETCS B
CMH

b. uHpoOpMaIus, KOTOpas MOAJICKHUT 3aIIUTE B
COOTBETCTBUU c TpeOOBaHUSAMU MIPaBOBBIX
JOKYMEHTOB M 00S3aTeNlbHO  OTHOCHUTCA K
rOCyAapCTBEHHOU TaliHEe

C. uHdopmanus,  SABISAOLIAsICS  MPEAMETOM
COOCTBEHHOCTH W  TOJJeXalas  3aluTe B
COOTBETCTBUU c TpeOOBaHUSIMU MIPaBOBBIX

JIOKYMEHTOB WJIM TPeOOBaHHUSIMHU, YCTAaHABIUBAEMBIMU
cOOCTBEHHUKOM HH(pOpMaIIN

IlepeyeHsb BONMPOCOB /IS MOATOTOBKH K IK3aMeHY
11. [ToHsATHE U CYITHOCTH 3aIUTHI HH(OPMALIUH.

12. OOBEKTHI 3aMUTHI HH()OPMAITHH.

13. CpenctBa 3amuTsl HHGOPMAIUH.

14. MeTtons! 3amuThl HHDOpMAITUH.

15. OcHOBHBIC MOHATHS AAMHUHHCTPATHBHOTO YPOBHS
nH(pOpPMaLMOHHON 6€30MacHOCTH

16. [Monutrka 6€30MaCHOCTH

17. Tlporpamma 6e30MacHOCTH

18. UnenTudukanus u ayTeHTU(HUKAIUSL

19. Vnpasnenne 1ocTyrnom




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

20. PosieBoe ynpaBiieHUE TOCTYIIOM

21. IIpoTOKONMUPOBAHUE U AYIHUT

22. lludpoBanue

23. DKpaHUpOBaHHE

24. Knaccudukanus MeKCEeTeBbIX IKPaHOB

25. AHanu3 3alUIIEHHOCTH

26. JlocTymHOCTh

27. OTKa30yCTOWYMBOCTH U 30HA PUCKA

28. Kpunrorpadust

29. BpenoHOCHBIE IPOTPAMMBI U CITOCOOBI 3aIUTHI OT
HUX

30. IMoapaznencHust TEXHUYCCKOH 3aIUTHI
uHpopmanuu.

31. MecTo 1 poib anmapaTHO-NPOTPAMMHBIX CPEICTB
3alHTHI.

32. TpeOboBaHUS  PYKOBOISAIIMX  JTOKYMEHTOB K
cpeacTBaM 3aIUThI UHpOpMaLIUU oT
HECAHKIIMOHUPOBAHHOTO JAOCTYIIA.

33. O6GHapyKeHHe CeTEeBOM aTakKu.

34. CriocoOb1  obecnieueHust Oe3omacHOi pabOTHI B
HnTepHer.

35. [MpuHnuns! GyHKIMOHUPOBAHUS OpaHIMAay3POB.
36. [TepeueHn HH()OPMAITMOHHBIX pecypcoB,
MOJIeKAIINX 3aIINTE.

37. OcHOBBI 0€30MaCHOCTH Web-PECyPCOB.

38. CriocoObl  3amMThl  (PaljIOB OT ITOCTOPOHHETO
JIOCTYyTA.

39. DproHoMuveckne U HOPMaTHBHBIE TPEOOBaHUS K
OpraHu3zaium pabouero Mecra rnoJjib30BaTens

40. BpetoHOCHOE MPOrpaMMHOE O0eCTICUeHHE.

41. Tlytn IIPOHUKHOBEHUS BpPELOHOCHOIO
MIPOrpaMMHOTO 00eCTIeueHUs.

42. CriocoObl 3aIUThI oT BPEJOHOCHOTO
MPOrpaMMHOTO 00ecTrieueHus

IIpakTHyeckoe 3a1aHue

ITpoBecTn ayauT 3aIIMILIEHHOCTH CETH

BoccranoBuTh ynaneHHyoo nHOOpMAaIKIO

VY aanuth nHGOpPMAIIKIO C 3alaHHBIMU ITapaMeTpaMu
3amuTUTh HMHQOPMAIMIO: MapoJib, KpUOTOrpadus,
creraHorpagus

Paccrpuika coo01eHuni c COXpaHEHUEM
KOH(HIEHIIMATBLHOCTH apecara

PazpaGorate Mozenbs HapywmuTens Uil 3aJaHHOM
OpraHu3aluu

KoMniiekcHoe 3agaHue
O6ecrieunTh 3amUTy HWHGOpPMALUA  JOKYMEHTOB
pasIMYHOTO  THMAa  (IOCTYIHOCTH, IIEJOCTHOCTD,
KOH(UICHIMATLHOCTE) OT  BBIABICHHBIX  YTPO3
MPEAMETHOM 001acTH

YK-8.3

Pazbscusier npaBuia

IlepeyeHnb BONPOCOB /IS MOATOTOBKH K IK3aMEHY




Kon

HH}II/IK&TOP JOCTHKCHUS

OneHoYHBIE CpeCTBa

HWHIOWKaTOpa KOMIICTCHIINHU
MTOBE/ICHUS nipu | 43. BpeioHOCHOE TporpaMMHOe 00ecriedeHre
BO3HUKHOBEHUH 44. OcHOBHBIE YTPO3bI LIETOCTHOCTH
ype3BbIUaiiHbIX cuTyaruii | 45. OcHOBHBIE yTPo3bl KOH(OUIECHIIMATBHOCTH
MIPUPOTHOTO u | 46. YnpaBneHue puckaMmu
TE€XHOTEHHOTO 47. OCHOBHBIE KJIACChl MEp MPOLEAYPHOIO YPOBHS
MIPOUCX0XKJICHNUS; 48. YrpaBneHue mepcoHaioM
OKa3bIBaeT nepByo | 49. duznueckas 3amura
TIOMOIIIb, ormceiBaet | 50. [Tognepikanue paboTOCIIOCOOHOCTH
cnocoObl  yuyactus B |[51. PearupoBanue Ha HapyIICHUS pexuma
BOCCTAHOBUTEJIbHBIX 0€301acHOCTH
MEPONPUATUAX 52. OCHOBHBIE TOHSTHUS MPOTPAMMHO-TEXHHUECKOTO

ypOBHS MHPOPMAITMOHHOHN 0€301TaCHOCTH

53. OcOOEHHOCTH COBPEMEHHBIX HH()OPMAIIMOHHBIX
CUCTEM,  CYIIECTBEHHBIE C  TOYKH  3pPCHUS
0e30MmacHOCTH

IIpakTH4yeckoe 3a1anue
CdopmupoBaTh Mapoib ¢ 33aJaHHBIMA KPHTECPUSIMU

YCTOMYUBOCTH

PaccunraTh yCTOMYMBOCTD NTAPOJIS

[IpuMeHATh  CHEUATU3UPOBAHHOE  MPOTrPAMMHOE
o0ecrieyeHne JUIsi COXpaHEHHsI CTaTyca HH(OpMAIIH:
XpaHeHue  Mmapojed, yaajgeHue  MHpOpMaLuH,

COKpBITHE HH(OpMAITIH

KommuiekcHoe 3aganue

Halitn HapymeHnss HOpMaTUBHBIX ITPABOBBIX
JIOKYMEHTOB B IIPEIJIOKEHHBIX 33/IaHUAX:

- PENoCT 3aIlncH, cojepxalieil 0100peHne
HapylleHue 3aKkoHoaaTenscTea PO;

- CKQUMBaHUE «B3JIOMaHHBIX) MPOTPAMM;

- pacchliKa crama;

- IOKYTIKa MUHU-BUIEOKAMEPHI;

- YCTaHOBKa MPOTpaMM MPOCTYIIKU Ha TenedoH
CYNpyTy, peOCHKY;

- HCTIOJIb30BAaHUE JOCTYIA B UYXKYIO COLUUAIIbHYIO CETh
(mosIcMOTpeIt maposib, He Pa3IOTHHUIICS MOJIB30BaTENb
u ap.)

- MpOCcMOTp Uy>ko# mouThl. [logo0paTe TpeboBanms
CYILIECTBYIOIIETO 3aKOHOJATENbCTBA K CUTYAIUSIM:

- paboTonaTenb TpedyeT MPOXOAUTH AETEKTOP JKH
COTPYAHHUKOB IOCJI€ UHIIMJACHTOB HA MPEAIPUITHH;

- paboToaaTenb TpeOyeT COOOMUTh CBEICHHS O
JIOXO0/IaX BCEX WICHOB CEMbU PaOOTHHKA;

- TI0JIB30BATENh BOIIEI 0T YYETHOM 3aUCHIO IPYTOTO
paboTHUKA AJIs BBITIOTHEHHSI MPOQECCHOHATBHBIX

3a/1ayg;
- TIONB30BaTeNbh  3apasuil  pabodylo  CTaHIIHIO
BPEIOHOCHOM  TPOTrpaMMOM,  HCHOJIb3ysl  CBOM

¢uem-nHocuTens (BapuaHT | — yMBIIIIEHHO, BApUAHT 2
— HEYMBIIIJICHHO)




0) Ilopsinok mpoBedeHHs] NPOMEKYTOYHOH AaTTeCTAllUM, TMOKa3aTeJM M KPUTePHH
OLICHUBAHMUS:

[TpomexyrouHas arrectauus 1o AucuumiauHe «MeToapl M CpeAcTBa  3alllUThI
uH(pOpMallMN» BKJIIOYAET TEOPETHUUECKHUE BOMPOCHI, O3BOJIAIONINE OLIEHUTh YPOBEHb YCBOCHHS
00y4aromuMuCs 3HAHUH, U MPAKTHUECKUE 33JJaHNs, BBIBISIOMINE CTENICHb C(OPMHUPOBAHHOCTH
YMEHHH U BIaJICHUN, TPOBOAUTCS B (hopMe IK3aMeHa.

DK3aMeH M0 JaHHOW AMCHUIUIMHE MPOBOAMTCS B YCTHOW (popMe Mo K3aMEHAIMOHHBIM
ousietaM, KaKIbld M3 KOTOPBIX BKJIIOYAET JBA TEOPETHUECKHUX BOIPOCA M OJHO MPAKTHUYECKOE
3a/laHue.

Iloka3aTesn M KpUTEPUH OLIEHMBAHUSA IK3aMeEHA:

«OTIMYHOY» — OIIeHKA 3HaHUH OakajaBpa, KOTOPBIA CBOOOIHO BIIAJICET:

1) NOHATUHHO-TEPMHUHOJOTHYECKONH 0a30i AMCUMIUVIMHBI M 3HAET 3HAYeHHe Haubosee
4aCTO UCMOJIb3yEeMBIX a00peBHATYp;

2) 4eTKO yBSI3BIBAET TEOPETUYECKOE [TO3HAHUE AUCHHUIUIMHBI C pEAIbHON MPAaKTUKOM;

3) 3HaKOM C IIMPOKUM KPYrOM JIUTEPATYpPHBIX MCTOYHHKOB, 3HAET, TNI€ WX JIOCTaTh,
XOpOIIIO pa30upaeTcsi B HCTOPUU CTAHOBIICHUS IMCIUIUIMHEI, B OIICHKE €€ TEKYILEro COCTOSIHUS U
MEPCIIEKTUB €€ PA3BUTHS;

4) MOJHOCTBIO BIa/ICET MaTepUAIOM MPAKTUUECKOTO 3aJaHusl, YeTKO U apIyMEHTHUPOBAHO
3alllMIIaeT €ro IOJOXUTENIbHbIE pPEe3ylbTaTbl, OOOCHOBAHO KOMMEHTHUPYET U OOBACHSET
JOMYLIEHHBIE HEJ0YETHI.

«Xopomo» - OLICHKA 3HAHUU OakamnaBpa, KOTOPBII BJIAJICET
MOHITUIHO-TEPMUHOJIOTUYECKON 0230 TUCIUILIMHBI, MOXKET YBSI3aTh TEOPETUUECKOE MMO3HAHUE
JUCLMIUIMHBI ¢ peallbHOM MpakTUKOW. Brageer marepuanom MpakTUYECKOrO 3aJaHusl, TOKa3asl
CIIOCOOHOCTH K 00BSICHEHHIO CMBICIIA OCHOBHBIX MOJIOKEHHIA;

«Y IOBIIETBOPUTEIILHOY — OLICHKA 3HAaHUM OaKaiaBpa, KOTOPBIN B OOJIbIIIEH YaCTH BIAJICET,
C HeOONBIIMMHU H3bSHAMH, TMOHATUHHO-TEPMHUHOJIOTHYECKONH 0a30il AMCUMILIUHBI, HUMEET
IPEJICTaBICHUE O BHYTPEHHEW JIOrMKE JIUCIHUIUIMHBL, NPEJCTaBICHHOM B BHUAE Yy4eOHOU
nporpammel, Biasieer, Ho HEYBEpEHHO, MaTEPHAIOM TPAKTUYECKOTO 3aaHMS.

«HeynoBneTBopuTeNbHO» — OLIEHKA 3HAaHMM OakanaBpa, KOTOpBIH HE BIIAJEET
MOHITUHHO-TEPMUHOIOTUYECKON 0a301 TUCITUIIMHBI U MAaTEPUATIOM MPAKTHYECKOTO 3aJaHusl.



