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JIner akryaauszanuu padoueil mporpaMmbl

Pabouas nmporpamma nepecMoTpeHa, o0cyxaeHa u ogodpena st peanmsanuu B 2025 - 2026
y4eOHOM roy Ha 3acenaHuu kapeapel busHec-uHGOpMATUKU ¥ HHPOPMAIIMOHHBIX

[Ipotokom ot 20 . Ne

3aB. kadeapoii I'.H. qycaBI/ITI/IHa

Pabouast mporpamMmma repecMoTpeHa, 00CcykaeHa u 0100peHa s peanuzamnuu B 2026 - 2027
y4eOHOM rofy Ha 3aceanuu Kadeapsl buzHec-uHGOpMaTHKU 1 HHPOPMALIMOHHBIX

IIporokom ot 20 1. Ne

3aB. kadeapoii I'.H. ?ycaBI/ITI/IHa

Pabouast mporpamMma repecMoTpena, 00CcykaeHa u 0100peHa s peanuzamnuu B 2027 - 2028
y4eOHOM roy Ha 3aceqanuu Kadeapsl busHec-mHGOpMaTHKU 1 HHPOPMAIIMOHHBIX

[Ipotokom ot 20 . Ne
3aB. kadenpoii I''H. YycaButuHa

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogodpena st peanmszanuu B 2028 - 2029
y4eOHOM roy Ha 3aceqaHuu kapeapsl busHec-uHGOPMATUKU ¥ HHPOPMAIIMOHHBIX

IIporokomor 20 . Ne
3aB. kadeapoii I".H. YycaButnnaa

Pabouas nmporpamma nepecMoTpeHa, oocyxaeHa u ogodpena st peanmmsanuu B 2029 - 2030
y4eOHOM roy Ha 3acenaHuu kapeapsl busHec-uHGOpPMATUKU ¥ HHPOPMAIIMOHHBIX

IIporokomor 20 1. Ne

3aB. kadenpoit I'.H. ?ycaBI/ITI/IHa




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Henp aucuumiansabl «MeTonbl M CpeAcTBa 3aIlMThl MHPOpMAIUN» - cPOPMUPOBATH Y
OakamaBpOB KOMIIETCHIIMM B 00JIaCTH OOECIIEYeHUsI OXPAHBI 3I0POBbS U KU3HU OOyUYaIOIIHUXCS
pu 00paIIeHNnH C KOMITBIOTEPHOM TEXHUKOW U MPOTPAMMHBIM 00€CIIeueHUEM U, B 0COOCHHOCTH,
B 00JIACTH NPUMEHECHHSI PA3IMYHBIX CETEBBIX TEXHOJOTHH, a TaKKe MPAKTUYCCKUX HABBIKOB
obecrieueHus 3anIuThl HHPOPMAIMK B CUCTeMax o0paboTku mHbopmaruu. [lomyants 6a3oBbIe
3HAHMUS, YMEHUS M HAaBBIKM B OOJACTM METOJOB 3allUThl WH(OPMALWU IS TMOAACPKKU
JESTENIbHOCTH 00Y4aloIIUXCsl B yueOHO-BOCIIUTATEILHOM IPOLIECCE U BHEYPOUHOU paboTe; st
co3manusi, GOPMUPOBAHUS U aJIMUHUCTPUPOBAHUS JCKTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB C
TpeOyeMbIM YPOBHEM 0€30M1aCHOCTH

2 MecTo THCHHIIMHBI (MOYJIAA) B CTPYKTYpPe 00pa30oBaTe/IbHOI MporpaMmel

Juctummmaa MeTosl U CpeiCTBa 3alUThl MH()OPMALIUK BXOJUT B 00SI3aTEIIBHYIO 9acTh
yueOHOro 11aHa 00pa3oBaTeIbHON MPOTrPaMMBI.

JUis  w3ydeHus  JAWCHMIUIMHBI  HEOOXOAWMBI  3HAHUS  (YMCHHsS,  BJAJICHUSA),
c(hOpMHUPOBAHHBIE B Pe3yJIbTaTE U3yUEHUS TUCIUILINH/ PAKTUK:

be3onacHOCTb XKU3HENEATEIBHOCTU

3HaHus (YMEHHUs, BIAJEHUS), MOTYYCHHbIE IPU U3yYECHUH AAHHON AMCLUHUILUIMHBI OyayT
HEOOXOIUMBI JIJISl U3YYCHHUSI JUCIIUILTNH/TIPAKTHK:

Nudopmannonnas 6€30MacHOCTh B CUCTEME OTKPHITOTO 00pa3oBaHus

[ToaroroBka k caaue v cadya rocy1apCTBEHHOI0 SK3aMEeHa

3 Komnerenuun odyuarouierocs, popMupyemMbie B pe3y/ibTaTe 0CBOEHUS

AUCHMILIMHBI (MOAYJISA) U IVIAHUPYeMbIe pe3y/IbTaThl 00y4eHHUs

B pesynprare oOcCBOEHHS IUCHMIUIMHBI (Moayysi) «MeToasl M CpeiCTBA 3alUTHI
uH(popMalun» 00 yJaroLUiCcs T0JIKEH 001a1aTh CASAYIOUMMI KOMIIETEHIUSIMMU:

KO[[ HHJUKaTOopa I/IHILI/IKaTOp JOCTHIXKCHUA KOMIICTCHIIM

VK-8 Cnocoben co3aaBarh U MOJAEPKUBATh B MOBCEAHEBHOM JKM3HU U B MPOQeCcCHOHATBHON
JESITEIbBHOCTH O€30I1acHbIE YCIOBMSI )KM3HEAEATEIbHOCTH JUIsl COXPAHEHUSI MPUPOJHON Cpepbl,
o0ecreyeHns yCTOMYMBOIO Pa3BUTHUSA OOIIECTBA, B TOM YHCIE IPU Yrpo3e U BO3HHUKHOBEHUH
YpEe3BbIYAITHBIX CUTYALIUN U BOCHHBIX KOH(QJIMKTOB

YK-8.1 AHanusupyeT U UIeHTUUIUPYET PaKTOPbI ONACHOTO U BPEIHOTO BIUSHUS
JJIEMEHTOB Cpebl OOMTaHUS (TEXHUYECKUX CPEJICTB, TEXHOJIOTUYECKHUX
IIPOLIECCOB, MAaTEpPHANIOB, 3JAaHUM U  COOPYXKEHUH, MPUPOIHBIX H
COLIMAJILHBIX SIBJICHUN)

VK-8.2 BrisiBnsieT npo0iembl, CBsI3aHHBIE C HAPYIICHUSMHU TEXHUKH 0€30MacHOCTH
Ha paboueM MecTe; MpeJiaraeT MEpONPUATHIX IO MPEAOTBPAIICHUIO
Ype3BbIYaHBIX CUTYAILIUH

YK-8.3 Pa3pscHser mnpaBuna NOBENEHUS IPU BO3HUKHOBEHHWH YpPE3BbIYANHBIX
CUTyallull TPUPOJHOTO MU TEXHOICHHOI'O IIPOMCXOXKACHHUS; OKa3bIBaeT
NEPBYIO IOMOIIb, OMHMCHIBAET CIIOCOOBI y4acTHsi B BOCCTAHOBUTEIBHBIX
MEPOIPUITHIX




4. CTpyKTypa, 00bEéM H coep:KaHue TUCHUIIMHBI (MOAYJIsA)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIX enuHull 144 akaa. 4acoB, B TOM

YUCJIC:

— KOHTaKTHas pabora — 76,1 akaj. 4acos:
— ayIUTOpHAs — /2 aKaJl. 9acoB;
— BHeaynuTopHas — 4,1 aka. yacos;

— caMoCTOsTeNbHAs paboTa — 32,2 akaJl. 4acoB;

— B popMe mpaxTHUecKoi moaroroBku — 0 akas. 4ac;
— IMOATOTOBKA K 3K3aMeHy — 35,7 akaj. gac

d)opMa aTTCCTalluH - OK3aMCH

pUCKaMu

AynutopHast 3 s
o | xomraxrHas paGora E d:)( dopma TeKyIIero
Paznen/ tema % (B axaz. qacax) E;’ [ Bux . KOHTpOIA Kox
J— : g o[ camocTosTenbHOH yeriesaeMocTH H KOMITETeHIIHH
@) O g £ paboThI MIPOMEKYTOUHOH
Tex. . 12'g aTTecTaluu
3aH. | 3aH. |O &
1. HopMaTHBHO-TIpaBOBBIE OCHOBBI 3alIUTHI HH(POPMALIUI

1.1 CymHOCTh U TIOHATHE
UH()OPMAILIIOHHON
0e30IacCHOCTH M 3aIIUTHI
uH(popMaIu
OcHOBHbIE TTOHATHS.
3HayeHue KoncnekrupoBan
MH()OPMAITIOHHON ne y4eOHbIX
6e30macHOCTH TS MaTepuaIoB
CyOBEeKTOB CamocrosTenpHOE TecrupoBanue
UH()OPMAIIOHHBIX 4 5 o [w3ydenue yuebHoii| JIP 1 «HanexHocTs 1 VK-8.1
oTHomieHui. Ilomartme wun W1 Hay4HOU JIOCTOBEPHOCTD '
CYIIHOCTb 3aLIHUTHI JUTEPATYpPBI UH(OPMAIUN
uHpopmarpn. lemu u [ToaroroBka k
KOHILICNTYaJIbHbIE  OCHOBBI 1a00paTOPHOMY
3aIIUTBHI nHpopMaIH. 3aHATHIO
Kputepuu, ycnoBus u
MIPUHIIMIIBI OTHECEHUs
uH(popMaIu K
samuuaemoil.  Hocurenu
3aMIUIIaeMoOu 7
12 IIpaBoBoe
obecrieueHue Koncnexktuposan TectupoBanue
MH()OPMAITIOHHON ue y4eOHBIX BeicTynienne Ha
0e30macHOCTH M 3aIUTHI MaTepuaIoB cemuHape o JIP2
UHpOpMaIH CamocrostenpHoe | «3akOHOJATENIbHAS U
Haznauenue u crpykrypa U3ydeHHe yueOHO# | HOpMaTUBHO-TIpaBOBas
IpaBoOBOrO  obecredeHns 1 HayqHOH 6a3a obecrieueHus
3aLIUTHI uHOopMaIH. JIUTEPATYypPbI nH(OpMALTIOHHON
IIpaBoBele OCHOBBI 4 4 2 Ionroroska x 6€e30MacHOCTI» VK-8.1
3alUTEl  MHGOPMAIMK B CEMHUHApCKOMY '
OpraHu3altu. 3ansaTHio no JIP 2: Brictynnenue Ha
MexnyHaponHbie 31 rpopaboTka cemuHape 1o JIP3
HallMOHAJIbHBIE CTaHIAPTEHI Hay4HO- «Cranpmaptsl 1
u crienuduKauu B METOANYECKOM crieuupuKalum B
obnacTu Ub. JUTEepaTyphl, obnactu
CoBpeMeHHBIE CTaHJApPThI JOKJIa] 1 nH(OpMALOHHON
B o0nactH ympaBJieHUS HPE3CHTALMS 6e30macHOCTH




Uroro mo pazneny

[ 8] 6 |

[ 4]

2. Knaccudukanus yrpo3 ¥ METOIOB 3alIATH HHPOPMAITHH

2.1 Bugsl ¥ WMCTOYHHUKH
yrpo3  MH(OPMAMOHHON
6e3omacHoOCTH
Yrpo3sl nHPOPMAIIMOHHOM
0e30macHOCTH M 3aIIUTHI
uHpopMaIHH.
(bop KoncnektipoBan
Jecrabunusupyroree
N ne y4eOHbBIX
BO3JIEHCTBHE Ha
MaTepuasoB TectupoBanmue
3alUIAEMYIO .
CamocrosTensHoe JIP 4 «Keiicol
HH(opMan. usydeHue yueOunoi|  "MckyccTBEeHHBII YR-81,
Knaccuduxanus BHUJIOB 6 6 4.2 v yHee Y VK-8.2,
N Y HayIHOU WHTEIUICKT B
yrpo3  MH(OPMAIMOHHOM . YK-8.3
JUTEPATyPHI nH(OpPMALTOHHON
6e3omacHOCTH 1o "
[onroroBka x Ge3omacHoCTH»
pPasNMYHBEIM  [PU3HAKaM.
N n1ab0paTOpHOMY
HecaHKIIMOHUPOBAHHBIN
3aHSITHIO
JIOCTYI K HH(POPMAIUH.
UckyccTBenHsIl
MHTEIUIEKT B  BOINPOCAX
obecrieueHust u
TIOJIEPIKKU
UH()OPMAILIIOHHON
2.2 Knaccudukanus Koncnexruposan
XapaKTepUCTHKA ne y4eOHbIX
OCHOBHBIX ~ METOJIOB  H MaTepuaIoB
CPEJICTB 3aIlUTHI CamocrosiTenpHOE VK-8.1
Metozst 3aLIUTHI 4 2 |usydeHue yuyeOHOM TectupoBanue VK 8I 2’
uHpopmarpn.  CriocoObI Y HAy4HOU '
3aIIUTHI uHpopMaIUH. JIUTEPATyPhI
Cpencrtsa 3aIHATEI Hamnucanue scce-
uHopMaIH paccyxaeHus
HWroro no pazneny 10 6 6,2

3. YpoBHH 3amuThl HHPOD

MalMu: aMUHUCTPATUBHBIH, IPOrPAMMHBIH, Kp

UNTOrpapUIecKUil U TEXHUUECKUI

3.1 AIMMHHCTpaTHUBHBIH
ypoBeHb obecnieuenus: b
ITonutuka Ge3omacHOCTH.

IIporpamma

0e30MacHOCTH. Oruenka
PHCKOB u 0a30BbIi
ypOBCH]) 3alIUThI.

VYrpaBiieHHe TEepPCOHAIOM.
duznyeckas 3al1uTa.
Ilonnepxanue
paboTocrnocobHOCTH.
PearupoBanue Ha
HapyLIeHUs pexumMa
6€30MacHOCTH.
IInanupoBanue
BOCCTAaHOBUTEJIBHBIX pabOT

Koncnexruposan
ne y4eOHbIX
MaTepHasIoB

CamocrosTenpHOe

u3ydeHue yueOHou
W1 Hay4HOU
JUTEPATYpPbI
[ToaroroBka k
CEMHHApPCKOMY
3ansTuto mmo JIP 4:
npopaboTka
Hay4HO-
METOINYECKON
JIUTEPATYpBHI,
JOKJIal 1
MIpe3eHTanus
[Moaroroska k
nabopaTopHOMY
3aHATHIO

TectupoBanue
BeicTynnenue Ha
cemunape 1o JIP 5
«ITonutuka
HHPOPMAITHOHHOH
6e30macHOCTI»
JIP 6 «Ayaur

3AIIUIIECHHOCTH CETC)

JIP 7 «IlaponpHas

3alIMTa ¥ MEHEDKEPhI

napoJiei»
JIP 8 «MaccoBas
pacchlIKa ITHCceM»

VK-8.1,
VK-8.2,
VK-8.3




3.2 IIporpamMmMHbIe

CpencTBa 3aIIUTHI TectupoBanue
UHpOpMAIH JIP 9 «3amura ot
3amuTa  OpOrpaMMHOTO HECaHKIIMOHHUPOBAHHOTO
obecrieyeHus oT JOCTyTIa K
KoncnektipoBan
HECAaHKIIMOHHUPOBAHHOTO nHpOpMAITHID)
. ne y4eOHbIX
nmocryna. Kparkuit 0030p JIP 10 «3amuTa
CYIIECTBYIOUIUX Ha PHIHKE MaTepHaiion nHdopMaIu B
Cye,I[CTB ! 3;)1111/1%1 Cauocrosensroe JIOK &eHTax»
P u3y4eHHue yueOHoM Y VK-8.1,
uH(popMauu oT 4 12 4 N JIP 11 «Y nanenue u
Y HAYYHOU YK-8.2
HECAaHKIMOHMPOBAHHOTO BOCCTAaHOBJICHHE
JUTEPATYPHI
JOCTyma. 3amada 3aluThl uHpOpMAITHID)
Ilonroroska .
oT BMEIIATEIbCTBA JIP 12 «Hactpoiika
Jn1a00paTOpHOMY N
MOCTOPOHHHUX ~ JIHI[ | SAHSTHIO 6e3omacHoil paboThI B
anmnapaTHbIe cpeacTBa Opaysepe»
ayTeHTU(UKAIHIH. JIP 13 «CVSS «Oomast
Cranpapt CVSS «OO6mmas cucTeMa OICHKH
cucTeMa OIICHKH YS3BHUMOCTEH»»
YSI3BUMOCTEH»
3.3 Bupycst u
AHTUBHUPYCHBIE CPEICTBA
Omnpenenenue
KOMITHIOTEPHBIX BHPYCOB.
P Py TectupoBanue
Knaccudukarmst
BeicTynnenue Ha
KOMITHIOTEPHBIX BHPYCOB. CamocrosTenbHOe
.| cemunape mo JIP 14
Tlpuznaku 3apaKeHHSI. U3yUYCHHE YUCOHOM YK-8.1,
2 2 1 o «CoBpeMeHHBIe
IIpo¢punakruka U Hay4HOI VK-8.2
BPEZIOHOCHBIE
3apakeHus1. [[porpaMMHbIe JUTEPATYPHI
nporpammel ist [TK u
AHTUBHPYCHBIC ~CPEJCTBA. N
. MOOUIIEHBIX YCTPOHCTBY
CtpyKTypa aHTHBHPYCHOM
nporpamMmMbl.  [TpUHITUIIEL
BEIOOpA CHUTHATYPEI
KOMITHIOTEPHOT'O BHpYyCa
3.4 Kpunrorpapuueckue
METO/IBI 3aLUTHI
Mertonel  kpunrorpaduu.
P rpad CamocrosTenpHOe
Cpexncrsa N TectupoBanue
. n3ydeHue yaeOHoH
Kpunrorpapuaeckon . JIP 15 «3amura
Y HaAy4HOHN
3aIUTHI HH(POPMAITUH. HHPOPMAIHH C VK-8.1,
4 2 10 JIUTEPATYPbI
Kpunrorpapuueckue MIOMOIIIBIO VYK-8.2
[Noaroroska k
npeoOpa3oBaHHsI. Kpunrorpadpuu u
J1a00paTOPHOMY
Iudposanue u cTeraHorpaum»
3aHATHIO
nemudpoBaHue
unpopmaru.  Ludposas
TIOAITICh
3.5 TexHuveckue cpeacTsa
32U Thl THPOPMALIUT CamocTosiTenbHOe
WmxenepHast 3aIuTa n3ydeHue yaeOHoi VK-8.1
P o 4 i yHe® TectupoBanue '
00BEKTOB, 3aIIuTa U Hay4HOH VK-8.2
MHQOpPMAIIMH OT YTEUKH JUTEPATYPHI
10 TCXHUYCCKHUM KaHaJlaM
Wroro no pazneny 18 24 22
Hroro 3a cemectp 36 36 32,2 SK3aMeH
Uroro no pucnumiuze 36 36 32,2 JK3aMeH




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

[Ipn mpoBeneHWM 3aHATHH W OpPraHU3ANMH CAMOCTOSATEIbHOW paboThl OakaaBpOB
UC-TIOJIb3YIOTCS:

TpaguionHble TEXHOJIOTHMH O0Y4eHHMs], Mpearoiaraiolme nepenady uHbopManuu B
ro-TOBOM Buze, (GOopMHpOBaHHE YYEOHBIX YMEHHH TO o00pasly: JEeKIUSA-U3TI0KEHHE,
JEKIHA-00BsCHEHUE, JTa0OpaTOpHBIC padOTHI, KOHTPOJIbHAS paboTa u JIp.

Hcnonp30Banue TpaguIIMOHHBIX TEXHOJOTHIA 00eCTIeYMBAEeT OPHUEHTUPOBAHUE CTY/IEHTA
B NOTOKEe MH(OpPMAIMH, CBA3aHHON C PA3IMYHBIMU MOAXOJaMH K ONPEAENICHUIO CYUIHOCTH,
COJIepKaHuUs1, METOJIOB, (OPM Pa3BUTHS U CAaMOPa3BUTHSI TMYHOCTH; CAMOOTIPEIeIIeHNE B BEIOOpE
ONTUMAJILHOTO MYTH U CIIOCOOOB JTMYHOCTHO-IPOPECCHOHATBHOIO Pa3BUTHS; CUCTEMATHU3AIIUIO
3HAHUHM, IMONYYCHHBIX CTYACHTAMH B IPOIECCEe AyJUTOPHOM M CaMOCTOSATENIBHOW pabOTHI.
JlaboparopHble 3aHATUS 00€CNEUYMBAIOT pPAa3BUTHE M 3aKpEIUICHHE YMEHUH U HaBBIKOB
ompeneNieHusl LeJed M 3ajJad caMOpa3BUTHS, a TaKXKe MPUHATUS Haubosiee 3((HEeKTUBHBIX
peIlIeHUH 10 UX pean3allnu.

WuTepakTuBHble (HOpMBI O0Y4EHUS, MPEIANOIaralollie OpPraHMu3alui0 OOydeHUs Kak
MPOIYKTUBHON TBOPUECKOM EATEIHLHOCTH B PEKUME B3aUMOJICHCTBUS CTYACHTOB JIPYT C IPYTOM
U C [IPETo1aBaTesieM

Hcnonb30BaHWe HMHTEPAKTHUBHBIX  00pa30BaTEeNbHBIX TEXHOJOTHH  CHOCOOCTBYET
MIOBBIIIICHUIO WHTEPECa M MOTUBAIMH YYAIINXCS, aKTUBU3AIMHA MBICIIUTEIILHON IESTEIFHOCTH U
TBOPUYECKOTO TMOTEHIIMajda CTYICHTOB, JenaerT Oonee 3(h(EeKTHUBHBIM YCBOCHHE MaTrepHaa,
MIO3BOJISIET MHIMBUIYAIH3UPOBATh 00y4CHNE U BBECTH SKCTPEHHYIO KOPPEKIIHIO 3HAHHIA.

[Ipu npoBeneHHHM a0OPATOPHBIX 3aHIATHNA HCIONB3YIOTCS TPyINIoBas padora,
TEXHOJIOTUSI KOJUIGKTUBHOW TBOPYECKOH JEATEIBHOCTH, TEXHOJIOTHS COTPYAHNYECTBA. JlaHHBIE
TEXHOJIOTHH 00ECTeYnBaIOT BBICOKHI YPOBEHb YCBOCHHS CTYACHTaMU 3HaHUH, 3pPeKTuBHOE U
YCIIEIIHOE OBJIAZICHWE YMEHHSIMH ¥ HaBbIKAMH B TIPEAMETHOH 001actH, (GOpPMHPYIOT
MO3HABATENIbHYIO MOTPEOHOCTh U HEOOXOIMMOCTh AAalbHEHIIIET0 caMO00Opa30BaHusl, MO3BOJISIOT
AaKTHBU3UPOBATh HCCIEIOBATEIBCKYIO AEATEIbHOCTh, 00ecneunBatoT 3PPEKTUBHBIN KOHTPOIb
YCBOCHMS 3HAHU U

6 YueOHO-MeTOAUYECKOE 00eciedeHHe CAMOCTOSITeJIbHOI PadoThl 00y4arommXxcst
[Ipencrasneno B mpunoxxenuu 1.

7 OneHovHnblie cpeacrea AJsl MPOBEICHUSA HpOMe)KyTO‘IHOﬁ aTrrecranmumn
Hpe,[[CTaBJ'IeHLI B ITPUJIOKCHUHA 2.

8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE OOecnevyeHue TUCIUIITHHbBI (MOYJIs1)

a) OcHOBHas JIMTEpaTypa:

1. 3amuta uHpopMmanuu : yuedHoe mocodue / A.IL. XKyk, E.IL. XKyk, O.M. Jleneukus,
A.N. Tumomkua. — 3-¢ m3a. — Mocksa : PUOP : UH®PA-M, 2024. — 400 c. — (Bsicmee
obpazosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
sanmexkTponHbii. - URL: https://znanium.ru/catalog/product/2140566 (mara oOpateHus:
02.04.2024). — Pexxum goctyma: 1o moAIicKe.

2. OpraHM3anMOHHOE W IPaBOBOE obOecredeHne WHQPOPMAIMOHHOW O€30MMacHOCTH :
y4eOHUK M MpakTuKyM Juis By3oB / mon pemakuumeil T. A. I[TonmskoBoit, A. A. CtpenbloBa. —
MockBa : U3marensctBo  IOpaiit, 2024.— 325c.— (Beicmee oOpa3oBanme). —
ISBN 978-5-534-03600-8. — Tekcr : snextponnsiii // Obpa3oBatenbHas minardopma KOpaidt
[caitt]. — URL.: https://urait.ru/bcode/536225 (nata oopamienus: 02.04.2024).

0) JlonoJiHMTE IbLHASA JIUTEpaTypa:



1. Yepnona, E. B. Nndpopmannonnas 0e30macHOCTs YeJIOBEKa | yueOHOe MocoOue JUIs

By3oB/ E.B.UepnoBa. — 3-¢ m3xm., mepepabd. u jorm. — Mocksa : M3mgarensctBo IOpaiir,
2024. — 327 c.— (Breicmiee oOpaszoBanue). — ISBN 978-5-534-16772-6. — Tekcr
snektpounsii  //  OOpasoBarenpHas  miatdopma  FOpaiir  [caiit]. —  URL:

https://urait.ru/bcode/542739 (nata obparenus: 02.04.2024).

2. Corues, 0. H. Crangaptel nHGOpMaIMOHHON Oe30macHOCTH. 3amuTa U o0paboTka
KOH(UACHIIMATBHBIX JTOKYMEHTOB : yyeOHoe nocobue / FO.H. ChiueB. — 2-¢ u3n., nepepad. u
non. — MockBa . MHOPA-M, 2024. — 602 c. — (Bwicmee obpaszoBanue). - ISBN
978-5-16-019904-7. - Tekcr : anexkrponnbii. - URL: https://znanium.ru/catalog/product/2021464
(mara obparenus: 02.04.2024). — Pesxum qoCTyIa: MO HOIIMHCKE.

3. Kopab6enpuaukos, C. M. Ilpectymnenus B chepe nHOOpPMANMOHHONW OE30MACHOCTH :

yuebHoe mocobme mus By3oB/ C. M. KopabGenpunkoB. — Mocksa : M3narensctBo IOpaiir,
2024. — 111 c.— (Beicmiee oOpa3zoBanue). — ISBN 978-5-534-12769-0. — Tekcr
snektpounsii  //  OOpasoBarenpHas  tiatgopma  FOpaiit  [caiit]. —  URL:

https://urait.ru/bcode/543351 (nata obparuenus: 02.04.2024).

4, YepnoBa, E. B. COopHuk TtectoB m 3amgaHuii "MeToisl M CpeACTBA 3aIlUTHI
uHdopmarmu" : npakTukym [t By3oB] / E. B. UepHoBa ; MarHUTOropcKuii rocy1apCTBEHHBIN
TexHuueckui yausepcutet uM. I'. Y. Hocosa. - Maraurtoropck : MI'TY um. I'. U. Hocoga, 2023.
- 1 CD-ROM. - 3ari. c TUTYJL. JKpaHa. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/21196 (nata obpamienns: 19.12.2023). -
MaxkpooObeKT. - Tekcr : aneKTpoHHBIN. - CBeneHus noctynHbl Takke Ha CD-ROM.

B) MeToaunyeckue ykasaHus:

1. Metoauueckue yka3aHMs MO BBIIOJIHEHUIO J1aOOPAaTOPHBIX PabOT MO AUCLUILIMHE
«Metoapl W cpencTBa 3amuThl MHQOpManumy» s OakamaBpoB Hampasienus 44.03.05
«Ilegarornueckoe obpazoBanue (MHpopmatnka um 3koHOMHUKA)». — Marnutoropck: M3n-Bo
MarnuToropck. roc. Texs. ya-ta um. I.11. Hocosa, 2020. — 30 c.

2. Meronuyeckre yKazaHuUs 10 BBINOJIHEHUIO JlabopaTopHON paboTsl «HanexHoCTh U
JIOCTOBEPHOCTh MH(pOpMarmm» i OakanaBpoB HampasieHus 38.03.05 busnec-undopmaruka,
09.03.08  «IIpuxmagnas uHpopmaruka», 44.03.05 «llemarornueckoe  obOpa3zoBaHUE
(Mudopmaruka n skoHOMHKA)». — Marauroropek: M3n-Bo MaruuToropck. roc. TeXH. yH-Ta UM.
I'.1. Hocosa, 2020. - 12 c.

3. Meroanyeckue yka3zaHUs ISl OLCHKH 3HAHWN CTYICHTOB I10 AUCIUILTHHE «MeToIbI 1
cpeAcTBa 3amuThl MHGopMauuu» A OakanaBpoB HampasieHus 44.03.05 «Ilemaroruueckoe
obpazoBanue (Mudopmatrika u sxkoHomuka)» / E.B. UepnoBa — Maruutoropck: W3a-Bo
Marunutoropck. roc. Texs. yu-ta um. I'.J1. Hocosa, 2022. — 35 c.

r) [Iporpammuoe obecneuenue u UnTepuer-pecypceni:

IIporpammHoe o0ecnieuenune

Haumenoranue [10 Ne norosopa CpoKk JIeHCTBYSI JIUIICH3UH
MS Office 2007 |, 135 1 17.09.2007 GeccpotHo
Professional

7Zip CcB000JTHO pactpoctpansemoe [10 0EeCCPOYHO

MS Office 2003 |, 135 1 17.09.2007 GeccpoHo
Professional

FAR Manager cB00OIHO pactpocTpansemoe [10 6eccpoyHO




Bbpayse |cBoOO1HO

0eccpoYHO
p pacIpoCcTpaHseM p

IIpodeccnonanbHbie 0a3bl JaAHHBIX U HHPOPMALMOHHbIE CIIPABOYHbIE CUCTEMbI

HasBanue kypca CchblIKa

HammmonansHas
undopmarmonno-ananur [URL: https://elibrary.ru/project_risc.asp
nyecKas CHucreMa —

DNEKTPOHHBIE  PeCypChl

cubmiorexn MLTY . https://host.megaprolib.net/MP0109/Web

YHuBepcureTckas

https://uisrussia.msu.ru
HHGOPMAaIOHHAs

Nudopmannonnas

cucrema - HOPMATUBHEIC| . //fstec ruftekhnicheskaya-zashchita-informatsii/dokumenty-tzi

1PaBoBbIe AKTBL aysclid=lujknksfy 724757053
OpraHru3aliiOHHO-pacCIIOPA

JUTCJIBbHBIC  TOKVYMCHTHI,

NudopmanmonHas
cucrema - baHK JaHHbBIX

https://bdu.fstec.ru/?ysclid=lujkqy7cnw630508962

9 MaTtepHaJbHO-TEXHHYECKOE o0ecneueHne TUCIUTIIHHBI (MOLYJIs1)

MarepuanbHO-TEXHHUECKOE 00ecIieueHUe JUCIUTUINHBI BKITIOUACT:

VY4ueOHbIE ~ ayAWTOPUM  JUIS  TPOBEACHUS  3aHATHA  JIGKIMOHHOTO  THIIA:
creruanu3upoBaHHas (yueOHas) MeOelb (CTOJBI, CTYIbA, JOCKA ayTUTOPHAs ), MyJIbTUMEAHITHOE
obopynoBaHue (MPOEKTOP, KOMIIBIOTEpP, DKpaH) IJs Mpe3eHTaluu yd4eOHOro marepuaia 1o
JMCIUTUIAHE;

VY4aeOHblE ayaUTOpPUM JJIsl TPOBEACHUS JIA0OPATOPHBIX 3aHSATHHA, TPYNIOBBIX U
WH/IMBUIYAIbHBIX KOHCYJIBTAIlMi, TEKYIIEr0 KOHTPOJIE M TPOMEKYTOYHOW aTTECTAIHH:
crenuanu3upoBanHas (yueOHasi) mMeOenb (CTOJBI, CTYINbs, JOCKAa ayAUTOpHAas), IEPCOHATbHBIC
KOMITbIOTEPHl OOBEIMHEHHbIE B JIOKAJIbHBIE CETH C BbIXoJoM B Internet m ¢ nmocrtymom B
JIIEKTPOHHYI0  WH(POPMAIMOHHO-00pa30BATENbHYI0 Cpely YHUBEPCUTETa, OCHAIICHHBIC
COBPEMEHHBIMHU MPOTrPaMMHO-METOINYECKMMHU KOMIUIEKCAaMHU

AyIuTOpHUr I CAMOCTOSTENEHOW PabOThI (KOMITBIOTEPHBIE KJIACCHI; YATAIBHBIC 3aJIbI
6ubnuoTexn): Crnenuaau3upoBaHHas (ydeOHas) meOenb (CTONbI, CTYJbs, AOCKA ayJUTOpHAas),
NIEPCOHATBbHBIE KOMITBIOTEPHl 0OBEAMHEHHBIE B JIOKAIBHBIE CETH C BHIXOJIOM B MHTEpHET U ¢
JOCTYIIOM B DJEKTPOHHYI HH(GOPMAallMOHHO-00pa30BaTENbHYI0 Cpely YHHMBEpPCHUTETa,
OCHAIIIEHHBIE COBPEMEHHBIMH IIPOTPAMMHO-METOAMYECKIMH KOMITJICKCAMHU

ITomemenne i XpaHeHMs M NPO(UIAKTHYECKOTO OOCITYKMBAaHUS Yy4eOHOTO
000pyoBaHus: MeOeNb (CTOJIBI, CTYJIbsSI, CTEJUIAXKH IJIsi XpaHEHUs y4eOHO-HATTISAHBIX IOCOOHI 1
y4eOHO-METOINYECKOM JOKYMEHTAIMN ), IEPCOHATbHbBIE KOMITBIOTEPHI.



IIpunoxenne 1

6 YueOHO-MeTOAHYECKOe o0ecneYeHrne CaMOCTOATEIbHOI padoThl 00y4aloIUXCH

[To mucruruinae «MeTOIbI M CPEeICTBA 3aTUTHI HHPOPMAITUN MTPEIYCMOTPEHA
ayIUTOpHAs U BHEAYAUTOPHAsl CaMOCTOsTeNIbHAsi paboTa OakanaBpoB.

AynuropHas caMOCTOsITeNbHAs paboTa 0akagaBpOB MIPEAINONATAET PELICHUE U
o(opMIIEHHE COTJIACHO 33JaHHBIM TPEOOBAHUAM 3a/laHui TabopaTopHbIX paboT. TpeboBanus k
oopmnenuto Haxoaarcs B CMK-O-CMI'TY-42-09 KypcoBoii ipoekT (paboTa): CTpyKTypa,
coJiep;kaHue, 00IIKe MpaBuiia BBIMOTHEHUS U OOPMIICHHUS.

BueayauropHas camocTosiTenbHast padoTa CTYAEHTOB OCYILECTBISAETCS B BUAE U3YUEHUS
yueOHOI 1 HAyYHOU JIUTEPaTypPhI [0 COOTBETCTBYIOLIEMY pa3zeny ¢ mpopaboTKoi Marepuana,
ydacTue B IUCTaHIMOHHOM Kypce win uzydennn MOOK, npeiokeHHOM IIpernoaaBaTeieM 1
BBITMIOJTHEHUS IOMAIIIHUX 3a/1aHui (OArOTOBKA K JIAOOpaTOPHBIM paboTaM) ¢ KOHCYIbTAllUSIMU
npernoaaBaress.

Bonpoch! 1J1s1 caMOCTOATEIBLHOI0 H3YYeHHS:

1. [TpoBenuTe cpaBHUTENbHBIM aHAINW3 JOKTPUH M KoHuenuui rocymapcts CIIA,
I'epmanun, @panmun, SMOHUK M OPYTrUX Pa3BUTHIX CTpaH B 00JacTH OOECredeHUs] pa3BUTHUS
UHPOPMALIMOHHBIX TexHonorui (konuenuuu Knunrona-I'opa, bannremana B Espone,
Oxunapckas xapTust «I 1o0anpHOe MHPOPMAITMOHHOE OOIIECTBO» U T.1I.)

2. N3yuute COBOKYIHOCTh O(QUIMAIBHBIX B3IJISI0B HA LEJH, 33/1a4M, IPUHIUIBI U
OCHOBHBIC HarpaBJIeHUs oOecrieueHnss THPOpPMAITMOHHOH Oe3omacHocT Poccniickoii denepanuun
B «/lokTpuHe uH(pOpMaMOHHONH 0€30MaCHOCTH POCCHMCKOM (enepauun», yTBEPKICHHON 9
certa0ps 2000 r. No  TIp-1895.

3. [To3HakoMbTECH CO CTaThbsIMM OCHOBHOro 3akoHa Poccuiickoit ®enepauunm —
Koncturynueit  (mpunstor 12 ngexabps 1993 ropma), 3aTparuBarOlIMMH  BOINPOCHI
uHpopmanmoHHoM 6e3omacHocTH (cTaThu 23, 24, 29, 41, 42).

4. PaccmotpuTe ompenenenus BceX BaKHEHITUX KOMIIOHEHTOB HH()OPMAIMOHHON
JEeSITEeIbHOCTH M HANpaBICHUS PA3BUTUS 3aKOHOJATENIbCTBA B 00JacTH HMH(DOPMALMOHHON
6e3omacHocTH B 3akoHe «O0 mHpopManuu, nHopMaTU3alUK U 3amuTe nHGopmauun» ot 20
despans 1995 rona Homep 24-D3 (mpunsat ['ocynapcrBenHoit Jlymoit 25 suBaps 1995 rona).

S, W3yunte 0CHOBHBbIE HOPMAaTUBHBIE AKTHI, PETJIAMEHTHPYIOIINE OXPaHbl 0OBEKTOB C
IIOMOLIBI0 HOPM aBTOPCKOrO IpaBa B 3akoHax «O IpaBOBOM OXpaHE Mporpamm s
AIIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH U 0a3 JaHHBIX», «O MpaBOBOW OXpaHE TOMOJOTUU
MHTErpalbHBIX MUKpocXeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IPaBax».

6. Kak omnpenenenbl nmoHsTHs OaHKOBCKasi, KOMMepYeckas U ciykeOHas TaliHa B
I'paxxnanckoM konekce Poccuniickoit denepanun.
1. Kak oTpaxkeHbl BOMpPOCHI NMPaBOBOrO pexuma WHPOPMAlMU C OTpaHUYEHHBIM

JIOCTYIIOM B 3aKOHaX O TOCY/IapCTBEHHON M KOMMEpPYECKOM TallHaX, B TpaxaaHCKoM kojaekce PD B
cratbe 139 «CnyxeOHasi U KOMMepYeCcKas TaiHay.

8. Kakue cBeieHus1 He OTHOCATCS K KOMMEPUYECKOM TaliHE.

9. Kak omnpenensercs noHstue u cojepxaHue KOHPpHUIESHIMANIbHON UH(pOpMALUU B
Vxkaze [Ipesunenta PO «O0 yTBepk1eHUN NepeyHs CBECHUN KOH(PUISHIIMATBHOTO XapaKkTepay.

10. JlaiiTe xapakTepuCTHKY cleaAyoumX Gopm 3amuThl HHPOPMAIIMK: TATEHTOBaHUE,

aBTOpPCKOE TpaBo, ToBapHble 3HAKU («I[larentHblli 3akoH P®Dy», «O TOBapHBIX 3HAKAX, 3HAKAX
00CITy>)KMBaHUSI 1 HAMMEHOBAHUH MECT IMPOUCXOXKICHUS TOBAPOBY).

11. PaccMoTpuTe BOMPOCH! JHUIICH3UPOBAaHUS B OOJIACTH 3aIlUTHl WHGOpPMAIUU B
3akoHe «O JTUIEH3UPOBAHUU OTIEJIBbHBIX BHAOB JAeATeNbHOCTH» OT § aBrycra 2001 roma Homep
128-®3 (ITpunst 'ocynapcrBennoit Jymoit 13 utons 2001 rona).

12. Kaknmu rocyiapCTBEHHBIMU NPABOBBIMU TOKYMEHTAMH OIIPEIEISAIOTCSA AEUCTBUS
10 3aUTe MHPOPMAIIUN OT HECAHKIIMOHHUPOBAHHOTO JOCTYIIA.
13. Onpenenure poiab U Mecto PDenepasbHON CIyKObl MO TEXHUYECKOMY U

skcnoptHoMy  koHTponro  (DPCTOK, www.fstec.ru), sBisromeiics MpaBOMPEEMHUKOM


http://dvabop.narod.ru/docum/xartia/xrt.htm

I'ocymapctBenHoi TexHHueckod komuccuu Ipu  Ilpesunenre Poccuiickoin @Penepanuu
(www.infotecs.ru/gtc/)

14. KakoBbl OCHOBHBIE HallpaBiIeHUs JesATelbHOCTH DenepanbHOrO0 areHTCTBa
NPaBUTEIILCTBEHHON CBsisv U uHpopmanuu (PAIICU — www.fagci.ru) B rocymapcTBeHHOM
CHCTEME 3aIUThl HHPOPMAIUH.

15. KakoBel ocHOBHbIC HampaBieHusi nestenbHocTH «CoBera besomacHocTn
Poccuiickoit denepanum».
16. 3Havenue 3akoHa «O0 ydyacTuu B MeXKIyHApOIHOM HH(POPMAITMOHHOM 0OMEHE» OT

4 wrons 1996 rona Homep 85-D3 (mpunst ['ocynapcrBennoit Jymoii 5 utons 1996 roxa) B anoxy
[J100aMbHBIX KOMMYHUKAIIUA.

17. PaccmoTpuTe 3aKOHOMPOEKTHI M CYIIECTBYIONIYI0 HOPMAaTHBHO-TIPABOBYIO 0a3y 1o
BOIIPOCaM JJIEKTPOHHOIO Ou3Heca M JoKyMeHTooOopora. Kakum obOpazom obecrieunBaroTCs
MPABOBBIC YCIIOBUSI WCIOJIB30BAaHUS OSJCKTPOHHOW IU(GPOBON TMOAMHMCH B SIEKTPOHHBIX
JIOKYMEHTaX COIIACHO 3aKOoHY «O0 31ekTpoHHOH 1udpoBoi mognucu» Ne 1-O3 (mpuHsATOMY
['ocynapcrennoii lymotii 13 nexadpst 2001 roga).

18. [ToznakombTeCh co ctaThsiMu Kozekca 00 aIMUHUCTPATUBHBIX ITPABOHAPYIICHUSX
1o mpobiaemMaM npaBOHAPYIICHUH B obnacTu cBsizu U nHpopmanuu (I'masa 13).

19. Wzyuute cratbu YronoBHoro koaekca Poccuiickoii denepauuu (peaakmus ot 14
mapta 2002 rona) mpeaycMaTpUBAIOUIUME YTOJOBHYIO OTBETCTBEHHOCTh 3a KOMIIBIOTEPHBIC
MPECTYIICHUSI.

20. ['naBa 28 «[Ipectymienus B cdepe KOMIBIOTEPHON HH(POPMAIIUNY», TPU CTATHU:

21. cTaths 272. HempaBoMepHBIi 10CTYI K KOMIBIOTEPHON MH(POpMAIUK;

22. cratbss 273. Co3nmaHue, HCHOJIB30BAaHUE M PACHPOCTPAaHEHUE BPEIOHOCHBIX
nporpamm st 9BM;

23. ctatbs 274. Hapymenue npasmi skcrnyataiun OBM, cucrembr OBM nnm ux
CETH.

24, [To3snakombTech co ctaTtbsiMu YK P® mnon aeiicTBHE KOTOPBIX MOTYT IOIAIATh

IPOTHBOIPABHBIE JESIHUS, COBEPILIEHHbBIE C UCIOJIb30BaHUEM KOMIIbIOTEpA U/WiH ceTH. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

25. [IpuBenure mpuMepbl CyJeOHONW TMpakTUKU B paccMaTpuBaeMoil cdepe.
Hcnonb3yiiTe MaTepualibl IEpUOANYECKOl neyatu, myoiaukanuu B IHTepHeT.

26. Crenaiite 0030p MEXITyHapOIHOTO HH(pOpMarmoHHOTo 3akoHoAaTenscTBa (CIIIA,
I'epmanuu, BenukoOpuranuu, @panuuu, SSnoHun) B 061aCcTH 3a1U Tl HHOOPMAIIHH.

27. Paccmorpure mpaBoBoe perynupoBaHue cetu MHTepHer B crpanHax EBpomsl,
CIIA, Poccun.

28. [ToznakombTeCh € mporpamMmoit «OnekTpoHHass Poccusi». KakoBbl pe3ynbTaTsl
peanu3annuy JaHHOM IporpamMmmbl?

29. OrneHouHbIe CTaHAAPTHI U TEXHUYEcKHe crienndukanui. OCHOBHbIE TOHATHUS.

30. Crannapr MunucrepctBa 060oponsl CIIIA «KpuTepun OLIEHKH JOBEPEHHBIX

koMmnbroTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHUTa») KaK OILEHOYHBIM cTaHmapT. Vctopus co3maHus u
tekymuii craryc. [lomutuka Oe3omacHocT corjacHo «OpankeBoil kHure». Kiaccsl
6e30macHOCTH MH(pOPMALIMOHHBIX CHCTEM IO CTeNeHu aoBepusi OezomacHocTu («OpaHkeBas
KHHUTa).

31.  Kpacnas kHura. MHTEprnpeTanus KpUTCPUCB OICHKH HAJCKHOCTH CHUCTEM IS
cereii. Trusted Network Interpretation. 1993. (NCSC-tg-005).
32.  PosoBas kuura. IuTepnpeTaiys CUCTEMbI YIIPaBJICHUS HAJACKHON 0a30ii TaHHBIX B

KPUTEPHSIX OICHKH HAaJeKHBIX KOMIBIOTEPHBIX cHCTeM MuHHCTEpCcTBA OOOPOHBI M3 YHUCIA
KPHUTEPUEB OIICHKM HAJCKHBIX KOMIBbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).


http://www.infotecs.ru/gtc/
http://www.fagci.ru/

33. HNudopmanonHas 0e30MacHOCTh PaCHpEIeICHHBIX CHUCTeM. PekoMeHmanuu
X.800 «ApxuTtekTypa 6€301maCHOCTH JIJIsl B3AMMOJICUCTBHS OTKPBITBIX CUCTEM).

34. Crnemudukamus  Internet-coobmectea RFC 1510  «CerteBoit  cepBuc
ayrertudukamnuu Kerberos (V5)» [Kerb].

35. locymapctBennbie  crangaptel. [OCT P HMCO/MDK  15408-2002.
HNndopmannonnas tTexHosorus. MeToasl U cpeacTBa obecrnieueHus 6ezonacHoctu. Kpurepuu
OIICHKU 0€30MacHOCTH MH(OPMAIIMOHHBIX TEXHOJIOTHH (B PYCCKOSI3BIUHOM JTUTEpaType OOBIYHO,
HO HE COBceM BepHO, mMeHyemblld «Oomue kputepun» -OK). OCHOBHBIC TIOHSTHS U HJICH.
(Mexnynapoanstii crannapt ISO/IEC 15408).

36. I'OCT P UCO/MDBK 15408 — «BBenenue u ob6mmas mMozaeiby. OOIMUNA MOoAX0I K
dbopMupoBaHUIO TpeOOBaHUH U OlleHKe Oe30MmacHOCTH (()YHKITMOHATBLHBIC U JIOBEPHS), OCHOBHBIC
KOHCTPYKIIMK (NpOouiIb 3alUThI, 3aJaHUuE IO OE30MacHOCTH) TMPEICTaBICHUS TpeOOBaHUMN
0€30MacHOCTH B MHTEpecax MoTpeduTeneil, pa3paboTIMKOB U OICHITUKOB MPOJYKTOB U CUCTEM
NT. TpeboBanusi Ge3omacHocTH 00bekTa oneHku (OO) mo meromosioruu OOHMMX KPUTEPUEB
OTIPEICIISIOTCS UCXOJIS U3 Ieieii 6e30MacHOCTH, KOTOPhIe, B CBOIO OYepelb, OCHOBBIBAIOTCS Ha
aHanuze HazHadeHuss OO u ycIOBHIl cpelbl €ro HCHOJIb30BaHUS (yrpo3, MPeanoiioKeHUH,
MOJINTUKU O€30ITaCHOCTH).

37. I'OCT P HCO/MBK 15408-2 — «DyHKIMOHANIBHBIE TpeOOBaHUS
oe3omacHocTHy. Kitaccudukanus (QyHKIIMOHAIBHBIX TpeOoBaHmid Oe3omacHocTH  «OOmmx
kputepueB». Kiaccel QyHKIMOHANBHBIX TpeOOBaHMI, OMUCHIBAIOIINE AJIEMEHTAPHBIE CEPBUCHI
oe3omacHocTH. Kitaccel pyHKIIMOHABHBIX TPeOOBaHMM, ONMUCHIBAIONINE TIPOU3BOIHBIC CEPBHUCHI
0e30MacHOCTH.

38. 3amuTa JaHHBIX MOJIb30BaTesl. 3anmTa QYHKIUH 0€30MaCHOCTH OOBEKTa OIICHKH.

39. Knaccel G yHKIIMOHATBHBIX TPeOOBaHUM, UTPAIOIINE HHPPACTPYKTYPHYIO POJIb.

40. I'OCT P UCO/MDK 15408-3 — «TpeboBanusi noBepust K O€30MACHOCTH.
OcHoBHbIE TOHATHUA U KJIaccuukanus TpedoBaHMi JoBepHUsi OE30MACHOCTH.

41]. Orenka npoduiielt 3anmThl U 3a1aHui 1o 6e3omacHocTH. TpeOoBaHUS JOBEPHS K
sTany pa3paboTku. TpeOoBaHUS K ATaly MOJIYYEHHS, MPEACTABICHUS M aHAIH3a Pe3yJbTaToOB
pa3pabotku. TpeboBaHUs K MOCTaBKE U SKCIUTyaTalluH, OJEPIKKa JOBEPUS

42. OrneHouHbIE YPOBHHU JA0BepUs 6€30MaCHOCTH B «OOIINUX KPUTEPUIX).

43. [Tpodunu 3ammrel, pazpaboTaHHble Ha OCHOBE «OOmMX KputepueB». OOmiue
TpeboBaHUs K cepBUcaM Oe3omacHOCTH. buomerpuueckast naeHTUUKALMS U ayTeHTU(DUKALUS.

44, Bbpurtanckuii crangapt BS 7799 «Vnpasnenue nndopmanmoHHoM 6€30M1aCHOCTHIO.

[Tpaktuueckue npasuna» (Code of practice for information security management) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBieHuss WH)OpMAIMOHHOW O€30MacHOCTHIO -
cneunduKanus ¢ pyKoBOACTBOM 10 Hcnoib3oBaHuio» (Information security management systems
- Specification with guidance for use) [BS7799-2] st npakTH4eCKOTO CO3AaHUs U MOACPKAHUS
pexxumMa MH(OPMAIIMOHHONW O€30MaCHOCTH € IMOMOIIBIO PEryJISTOPOB aJIMUHUCTPATUBHOIO U
poLEeAYpPHOTro ypoBHEH. PerynsaTopsl 6€30macHOCTH U peanu3yeMble MU 1enu. YeTblpexpazHas
MOJIeJb Tpoliecca YIpaBiIeHUs HHPOPMALIMOHHOM 0€3011aCHOCTHIO.

45. Cranngapt ISO/IEC 17799:2002 «Ynpasnerue nHGOPMAITMOHHONW 0€30MTaCHOCTHIO
— MH(popManmoHHbIe TEXHOIOTUI.

46. O®enepanbubiii ctanaapt CHIA FIPS 140-2 "TpeGoBanust 6e30macHOCTH JUis
kpunrorpaduyeckux moayneit" (Security Requirements for Cryptographic Modules) [FIPS140].

47. TpebGoBanusi K NTPOU3BOIBHOMY (IUCKPELIMOHHOMY) YIIPABJICHUIO JIOCTYIIOM.
PykoBomsiuit - nokyment [l'ocrexkomuccun Poccum  «be3omnacHoCTh  MH(GOpPMAIIMOHHBIX
texHojoruil. Konrponupyemsiit noctym. [poduns 3amute» (113 KI).

48. TpeboBaHust K MNPUHYAUTEIBHOMY (MaHIATHOMY) YIPABICHHIO JOCTYIIOM.
PykxoBomsmmit  moxkyment ['octexkomuccuum Poccunm «besomacHOCTh  HMH(DOpPMAIMOHHBIX
TexHosoruil. Merounas 3ammuTta. [Tpoduns 3amuten (113 M3).

49, PosteBoe ympaBiieHre JOCTYIIOM.



50. MexceTeBoe dKpaHuUpoBaHHE. PykoBoasme JAOKyMEHTHl [ OCTeXKOMHCCHUU
Poccun (Knaccuduxkarus aBromatusupoBaHHbix cucTeM (AC) 1o ypOBHIO 3aIIUIEHHOCTH OT
HecankuronuposanHoro gocryna (HCJ), Knaccudukanus MexxceTeBbIX SJKPaHOB).

51. CucremMbl aKTUBHOTO ayAWTa. AHOHHMMHU3ATOpbl. BEIMYCK ©  yIpaBiieHUE
ceprudukaTamu. AHAIH3 3aIUIEHHOCTH.
52. [Tpodunm 3amuThl, pa3paboTaHHbie Ha OCHOBE «OO0mMX KpuTepueBy. YacTHbIC

TpeOOBaHUS K KOMOMHALMAM U MPHIOKEHHUAM CEpBHCOB Oe3omacHoCTH. OrnepalnuoHHbIe
CHCTEMBI.

53. YacrtHble TpeOOBaHUSA K KOMOMHALIUSAM U MIPUIIOKEHUSIM CEPBUCOB OE30MTaCHOCTH.
CucreMmsl ynpaBieHus 6a3aMu JaHHBIX.

o4, YacrtHble TpeOOBaHUS K KOMOMHALIUSAM U MPHIIOKEHHUSIM CEPBHCOB O€30MacHOCTH.
BuptyansHble uacTHble ceTd. BupTyanbHsble okanbHble ceTd. CMapT-KapThl.

95. I'apMoHU3UpOBaHHBIE KpUTEpUU EBpPONIEHCKUX CTpaH.

56. Texauueckass crneuudukanus «OOOOMEHHBI TPUKIAAHOW MPOTPAMMHBIN

unrepdeiic cnyxos 6e3onmacnocti» (Generic Security Service Application Program Interface,
GSS-API) [GSS-API].

o7, OcHoBHBIC TIOHATHS U uaen pekomennanmii cemerictBa X.500. X.501 "Ciyx06a
mupektopuit: moxenu" [X501] m X.511 "Cnyx0a aupekTopuii: aOCTpakTHOE OmpeeieHue
cepsuca" [X511].

58. Kapxkac ceptudukaroB oTKpbIThIX KIoueh. X.509 "Cnyx6a qUpeKTOpHii: KapKachl
ceptudukaToB OTKphITHIX Kitouerd u arpuOyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

59. Kapkac ceprudukaroB atpudyToB. [Ipocras u cunbHas ayTeHTH(UKAIUS.

60. Cneuuduxanuu Internet-coobmecta [Psec. Apxurekrypa cpecTB 6€30MacHOCTH
IP-ypoBHsL.

61. Cnemudukaruu  Internet-coobmectBa [Psec KoHTekcTsl 0Oe3omacHOCTH U
yIpaBlieHUE KITFOYAMHU.

62. [TpOTOKOJIbHBIC KOHTEKCThI U MTOJIMTHKA O€30IMaCHOCTH.

63. Obecneuenne ayreHTHUHOCTH [P-makeroB. ObecrieyeHne KOH(MUACHINAIEHOCTH
CEeTeBOro Tpaduka.

64. OcHoBHbIe unen W mnoHsATUs Tpotokona TLS. Tlporokom mepemaum 3amucen.

ITpoTOKON yCTAaHOBJIEHUS COEOUHEHMM W acCOLUMUPOBAaHHbIE IPOTOKOJBL. IIpuMeHeHune
nportokosa HTTP nan TLS.

65. OO0001IeHHBIN TPUKIaHOW MPOrpaMMHBIA HHTepdeiic ciyk0bl 0e30MacHOCTH.
OcCHOBHBIE TIOHSTHSI.
66. OO0O0O01IeHHBIN NPUKIAJHON MPOrpaMMHBIA HHTEpdeNc cirykObl 0Ge30MacHOCTH

OyHKkIMM A8 paboTel ¢ yaoctoBepeHusiMH. (Co3gaHHMe W YHMUYTOKEHHUE KOHTEKCTOB
6e3omacHocTH. 3amura coodmenuil. Jloruka paboTs! monb3oBatenieit uuTepdeiica 6e30MacHOCTH.

67. Crpyktypa u cojaepkanue JokymeHnta «llomutuka  wHGOpPMAIIMOHHON
0€30MacHOCTH OpPraHu3alum».

68. Cnyx06a nndopmarnmonHoit 6e3omacHoctu opranuzamnuu. Cocras, 1EIU U 3a1a91
CIIy>KOBI HTHPOPMAIITMOHHON O€30MaCHOCTH OpraHU3aIUH.

69. Ponp crannmaproB u TpebGoBaHMIA no uHGOpMalMOHHONH 0e30macHOCTH
npennpusaTus B popmupoBanuu «llonmutuku nahopMalimoHHONH 6€30MaCHOCTH OpTraHU3AIUN.

70. [TpuHIIMIIBEI pacTipeeIeHUs TOTHOMOYH.

71. [Tpouenypsl U MeToabl WH(MOPMAIMOHHONW OE30MacHOCTH OpTaHHM3allH Kak

coctapistrone «l[lomuTrnkn nHOPMATMOHHOI 6€30MaCHOCTH OpraHU3aNuN.
72. [Tpodwin 3amuTHI

73. O0s13aHHOCTH COTPYTHUKOB IO 0OecreyeHn0 NHHOPMAIIMOHHOMN 0€3011aCHOCTH.

74.  Tlopsaok ycTaHOBIIEHHS peXuMa KOH(GUASHIHATbHOCTH HHpopManun. [lepeueHs
CBEJICHUH, OTHOCHUMBIX K KOH(QHICHIIHATHHON HH(POPMAIINY 1 HE MTOJIISKANTUX 3aCEKPEUHBAHUIO.

75. TpeboBanus, npeabsBIsieMble K MPETeHICHTaM Ha paboTy ¢ KOH(UAEHIIMATbHON

nH(popMaIen u K MpeTeHAeHTaM Ha JI0JDKHOCTD CTyKO0y HH(POPMAIIMOHHON 0€301acHOCTH.



76. [Topsimok obecrieueHusi COXPAHHOCTU KOHGUACHIMATBFHOW HMHGOpMAIMU TIpH
HOCTOSTHHOM WJIM BPEMEHHOM MPEKPAIIeHUH MOIb30BaTelIeM JI0CTyna K KOH(OUACHIMATBHOMY
UH(OPMAIIMOHHOMY PECYPCY.

77. OpraHu3alMOHHbIE MEphl 110 00ECIEUEHHUIO M HOJAEPKaHUI0 MH(POPMALMOHHOM
0€30MaCHOCTH B NIEPUO]] YPE3BBIYANHBIX CUTYALIUH.

78. Buaps! nHdopmarum opranuszanny, noasiesKaliye 3amuTe.

79. Pernamenranus elicTBUI BCeX KaTeropuii COTPYAHHUKOB, TOMYIICHHBIX K pa0doTe C
UH(POPMALIMOHHBIMU CUCTEMaMH.

80. Cucrema oOpraHu3allMOHHO-PACIIOPAIUTENBHBIX JOKYMEHTOB YUPEXKACHUS IO
BOIpocaM obecrieyeHuss HHPOPMallMOHHONW 6€30aCHOCTH.

81. [TonmuTrka 6€30MACHOCTH YUPEKICHUS.

82. [Iporpamma 6€30NaCHOCTH YUPEIKICHUSA.



Ipuio:xkenne 2

OueHovHbIe CPeACTBA /IJIsl MPOBeIeHUs MPOMEKYTOUHOM aTTeCTANNH
a) I[lnanupyemble pe3yiabTaThbl O00y4YeHHMSl M OIIEHOYHbIEe CpeACTBAa /ISl TPOBeJAeHHS
NMPOMEKYTOYHOM aTTeCTaAlluM:

Kon Nupukarop nocTHKEHUS OlLieHOYHBIE CpeICTBa
HWHIWKATOpa KOMIICTCHIINU
YK-8 - Cnocoben co3naBaTh M TONIEPKUBATH B TOBCEIHEBHOH KHU3HH M B
npogecCHOHAILHOM  /IeSITeIbHOCTH  0e30MAacCHble  YCJIOBHSl  KU3HEAESITeIbHOCTH  JIJIsl

cOXpaHeHHs] IPUPOIHOI Cpe/ibl, 00ecredeHusl YCTOMYHUBOTO0 PA3BUTHSA 00111eCTBA, B TOM YHCJIe
MPH yIrpo3e U BOSHUKHOBEHHH YPe3BbIYANHBIX CUTYallMii U BOEHHbIX KOH(JIMKTOB

YK-8.1

AHanuzupyer u
UIeHTUPULHPYET
(daxkToppl  OMAacCHOro u
BPEIHOTO BIIUSHUS
3JIEMEHTOB cpebl
o0WTaHMs (TEXHUYECKUX
CPE/ACTB,
TEXHOJIOTHUECKUX

IPOLIECCOB, MaTEepHUaIOB,
3IaHUNM M COOPYKEHUH,
HPUPOTHBIX U
COLIMAJIbHBIX SBJICHUN)

IIpumepHBbIe BApHAHTHI TECTOBBIX 3a/1aHU M.

1. Yo Takoe 6e301acHOCTh JaHHBIX?

a. 9TO COCTOSHME XpaHMMBIX, 00pabaThIBa€MbIX U
NepelaBaeMbIX JIaHHBIX, IPX KOTOPOM HEBO3MOXKHO
UX Ccly4aiiHOe WM [peJHAMEPEHHOE IOJIy4eHue,
M3MEHEHNE WIN YHUUYTOKEHUE

b. 3TO cocrosiHMe XpaHUMBIX, 0OpadaTHIBAEMBIX WU
[epelaBaeMbIX JIaHHBIX, IIPX KOTOPOM HEBO3MOXKHO
UX CIIydalfHOE UCKa)KEHUE

C. 3TO COCTOSHUE XPAaHMMbIX, 00pabaThIBAEMbIX U
HepeaaBaeMblX JaHHBIX, IPU KOTOPOM HEBO3MOXKHO
UX TpeJHAMEPEHHOE IOIY4YeHHE, W3MEHEHHE WIIU
YHUYTOKEHUE

d. cocrosiHME  3AlMIICHHOCTH  HAIMOHAIbHBIX
uHTepecoB P® Bo Bcex cdepax uenoBeUecKOi
JeSITEIIbBHOCTH

2. YKaXuTe HEeKOPPEKTHOE OTpeJIeIeHUue HapyIInuTels
Ub:

a. (usznueckoe IUIO, CIyYaiiHO UM TPEJHAMEPEHHO
coBeplIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABJISIETCA HapylIeHHe O0e30MacHOCTH HWH(POpMaluu
pu ee 00paboTKe TEXHUYECKUMU CPEACTBAMU

b. ¢dusnueckoe M rOpUIMYECKOE JHIIO, CIyYailHO
coBeplIalollee JIEHCTBUSA, CIEJICTBUEM KOTOPBIX
ABJISICTCA HapylIeHHe O0e30MacHOCTH HUH(POpMaluu
pu ee 00paboTKe TEXHUYECKUMU CPEACTBAMU

C. 9TO JINLO, IPEANPUHSABLIEE ITONBITKY BBITIOJHEHUS
3ampenieHHbIX orepanui (IeicTBUi) 1Mo omuodKe,
HE3HAHUIO WM OCO3HAaHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX HHTEPECOB) UM O€3 TAKOBOTO (pajid UTPbHI
WIM YJIOBOJIBCTBUS, C LENbI0 CaMOYTBEP)KICHUA U
T.I.) W UCHOJB3YIOUIee JUIsi D3TOr0 pas3IUyHbIE
BO3MO>XHOCTH, METOJIbI M CPENICTBA

4. Yto Takoe 3amuiraemas nHbopmarus?

a. mobas nHpopmanus, kotopas nossisercs B CMU
b. uHbOpManus, KOTOpas MOJICKUT 3allUTe B
COOTBETCTBUU c TpeGOBaHUSAMU MPaBOBBIX
JOKYMEHTOB U 00s3aTeIbHO  OTHOCHUTCS K
rOCyJapCTBEHHOM TailHE

C. wmHbopmarmus, SIBJISTFOIIIASICS MPEIMETOM




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

COOCTBEHHOCTM M  TNoaJexamas  3alluTe B
COOTBETCTBUHU c TpeOOBaHUSAMHU [IPaBOBBIX
JOKYMEHTOB HJIM TPeOOBAaHHUSMH, YCTaHABIMBAEMBIMH
COOCTBEHHUKOM HH(OpMaIIH

IlepeyeHb BOMPOCOB /I MOJATOTOBKH K 3K3aMeHY

1. TlonsTue nHGOPMAMOHHON OE30MaCHOCTH.

2. OCHOBHBIE COCTaBISIOUINE HWH(POPMALMOHHON
Oe3omacHoCTH

3. BaxHOCTb u CJIOXHOCTh
nH(pOpMaIMOHHOM 0€30IMacHOCTH

4. 3akoHOAATENBHBIA YPOBEHb HWH(MOPMAIIMOHHON
Oe3omacHoCTH

5. O0630p pOCCHIICKOTO 3aKOHOIATEIIHCTBA B 00JIACTH
nH(pOpMaMOHHOM 0€30IMacHOCTH

6. IIpaBoBbie AKTBI o0rmiero Ha3HAYCHMUS,
3aTparuBaroIIne BOIIPOCHI UH(POPMAIIMOHHOM
0e301acHOCTH

7. TlonsTue nHGOPMAITMOHHON OE30ITaCHOCTH.

8. OCHOBHBIC COCTaBISIOIIKME HWHPOPMAITUOHHON
Oe3omacHoCTH

9. OcHOBHBIE OTIpeNIeIeHNUs "

KJIaccu(UKaluu yrpos

10. HauGomnee pactpocTpaHeHHBIC
JIOCTYITHOCTH

POOIIeMBI

KpUTEpUHU

yIpO3bI

IIpakTH4yeckoe 3a1anue
PazpaGorate  Mopenb
npeaMeTHON 001acTu

yrpo3 WM HapylIIUTeNs

YK-8.2

BeisBiasier  mpoGiiemsl,
CBSI3aHHbIE c
HapyLIEHUSAMU TEXHUKH
6e3omacHoCTH Ha
pabouem MECTE;
npejiaraeT
MEPONPUATHAX
MIPEOTBPALICHUIO
Ype3BbIYAHBIX CUTYALIUN

10

IIpuMepHbIe BADHAHTHI TECTOBBIX 3a]aHUM.

1. Yro Takoe 6€30MacHOCTh TaHHBIX ?

€. 2TO COCTOSIHHE XpaHHMBIX, 00padaThIBA€MBIX U
MepeaBaeMbIX JTaHHBIX, TPU KOTOPOM HEBO3MOXKHO
UX CcIydalHOE€ WIM MpeIHAMEPEHHOE IIOJyYeHHE,
M3MEHEHUE WIH YHUUITOKEHNE

f. 9TO cocTosHME XpaHMMBIX, 00pabaTHIBACMBIX H
MepeaBaeMbIX JTaHHBIX, TPU KOTOPOM HEBO3MOXKHO
UX CIIy4ailHO€ HCKaKeHUe

g. 2TO COCTOSIHME XPaHHMBIX, 00padaThIBa€MbIX W
NepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOMKHO
X IPEAHAMEPEHHOE IIOJyYE€HHE, W3MEHEHHE WIH
YHUUTOXEHUE

h. cocTosHume  3aIMMIIEHHOCTH  HAIMOHAJIBHBIX
uHTepecoB P® Bo Bcex cdepax denoBeuecKoi




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

JeSITEIIbHOCTH
2. Yro sBisieTCS LENbIO 3aIIUTH HHPOpMAIH?

a. 3amura uHOPMAIUU OT YTEUKU

b. ’keraeMblii pe3ysbTaT 3aIIUTHI HHPOPMALTUU

C. 3amuTa HHPOpPMAIUHU OT YTPaTh

d. mpenoTBpaiieHre  yTpaThl M YTE€UYKH

KOH(pHUACHIIMAIBHON HH(pOpMaIun
3. YKaxxuTe HEKOPPEKTHOE OTIPeIeIIEHUE HAPYILIUTEIs
Ub:

a. (usnyeckoe JIMIIO, CITy4aitHO WIn
peHaMepPEeHHO coBeplIaroIIee JeicTBus,
CIEJICTBUEM  KOTOPBIX  SIBIISICTCS  HApyIIECHUE
O0e3omacHOCTH HWHGPOPMAlMK TpU €€ 00paboTKe
TEXHHUYECKUMU CPEJICTBAMU

b. ¢usmyeckoe WM  OpPUAMYECKOES  JIUIIO,
CIy4ailHO COBepLIAKollee JACHCTBUS, CIEACTBUEM
KOTOPBIX  SIBIIIETCS  HapylIeHHe  Oe30MacHOCTH
uHpopManuu npu ee o0paboTKe TEXHUYECKUMU
CpeIcTBaMu

C. dTO  JHWIO, TMPEANPUHSBIICE  MOMBITKY
BBITIOJTHEHUSI 3allPEIeHHBIX onepanuii (IeicTBuif) mo
ommMOKe, HE3HAHWIO WM OCO3HAHHO CO 3JIbIM
YMBICJIOM (M3 KOPBICTHBIX HWHTEPECOB) WM 0e3
TAKOBOTO (pagyl UTPHl WIH YAOBOJBCTBHS, C IIEIBIO
CaMOYTBEP>KIEHUS U T.I1.) U UCIIOJIB3YIOIIEE AJISl 3TOTO
pa3IMYHBIE BOBMOKHOCTH, METOJIBI M CPEJICTBA
4. Yro Takoe 3amuiaemas nadopmanus?

a. smrobas wHbOpMaIHs, KOTOpas TOSBISETCS B
CMH

b. uHpopmaIus, KOTOpas MOAJICKHUT 3aIIUTE B
COOTBETCTBUU c TpeOOBaHUSAMU MIPaBOBBIX
JOKYMEHTOB M 00S3aTeNlbHO  OTHOCHUTCA K
rOCyAapCTBEHHOU TaliHEe

C. uHpopmauus,  SABIAOLIAsICS  MPEAMETOM
COOCTBEHHOCTH W  TOJJeXalas  3aluTe B
COOTBETCTBUU c TpeOOBaHUSIMU IIPaBOBBIX

JJOKYMEHTOB WJIM TPeOOBaHHUSIMHU, YCTaHABIUBAECMbIMU
CcOOCTBEHHUKOM MH(pOpMaIUU

IlepeyeHsb BONMPOCOB /IS MOATOTOBKH K IK3aMeHY
11. [ToHsATHE U CYITHOCTH 3aIUTHI HH(OPMALIUH.

12. OOBEKTHI 3aMUTHI HH()OPMAITHH.

13. CpenctBa 3amuTsl HHGOPMAIUH.

14. MeTtons! 3amuThl HHDOpMAITUH.

15. OcHOBHBIC MOHATHS AAMHUHHCTPATHBHOTO YPOBHS
nH(pOpPMaLMOHHON 6€30MacHOCTH

16. [Monutrka 6€30MaCHOCTH

17. Ilporpamma 6e30macHOCTH

18. Unentudukanus u ayTeHTHUPUKAIUS

19. Vnpasnenue noctymnom




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

20. PosieBoe ynpaBiieHUE TOCTYIIOM

21. IIpoTOKONMUPOBAHUE U AYIHUT

22. lludpoBanue

23. DKpaHUpOBaHHE

24. Knaccudukanus MeKCEeTeBbIX IKPaHOB

25. AHanu3 3alMIeHHOCTH

26. JlocTymHOCTh

27. OTKa30yCTOWYMBOCTH U 30HA PUCKA

28. Kpunrorpadust

29. BpenoHOCHBIE IPOTPAMMBI U CITOCOOBI 3aIUTHI OT
HUX

30. IToapaznenenust TEXHUYECKOH 3aIUTHI
uHpopmanuu.

31. MecTo 1 poib anmapaTHO-NPOTPAMMHBIX CPEICTB
3alHTHI.

32. TpeOboBaHUS  PYKOBOISAIIMX  JTOKYMEHTOB K
cpeacTBaM 3aIUThI UHpOpMaLIUU oT
HECAHKIIMOHUPOBAHHOTO JAOCTYIIA.

33. O6GHapyKeHHe CeTEeBOM aTakKu.

34. CriocoOb1  obecnieueHust Oe3omacHOi pabOTHI B
HnTepHer.

35. [MpuHnuns! GyHKIMOHUPOBAHUS OpaHIMAay3POB.
36. [TepeueHn HH()OPMAITMOHHBIX pecypcoB,
MOJIeKAINX 3aIIHUTE.

37. OcHOBBI 0€30MacHOCTH Web-pecypcoB.

38. CriocoObl  3amMThl  (PaljIOB OT ITOCTOPOHHETO
JIOCTYyTA.

39. DproHoMuveckne U HOPMaTHBHBIE TPEOOBaHUS K
OpraHu3zaium pabouero Mecra rnoJjib30BaTens

40. BpetoHOCHOE MPOrpaMMHOE O0eCTICUeHHE.

41. Tlytn IIPOHUKHOBEHUS BpPELOHOCHOIO
MIPOrpaMMHOTO 00eCTIeueHUs.

42. CriocoObl 3aIUThI oT BPEJOHOCHOTO
MPOrpaMMHOTO 00ecTrieueHus

IIpakTHyeckoe 3a1aHue

ITpoBecTn ayauT 3alMIEHHOCTH CETH

BoccranoBuTh yaneHHyo HH(OpMALIKIO

VY nanuth “HGOPMALIMIO C 3a/JaHHBIMU NTapaMeTpaMu
3amuTUTh HMHQOPMAIMIO: MapoJib, KpUOTOrpadus,
creraHorpagus

Paccrpuika coo01eHuni c COXpaHEHUEM
KOH(HIEHIIMATBLHOCTH apecara

PazpaGorate Mozenbs HapywmuTens Uil 3aJaHHOM
OpraHu3aluu

KommniekcHoe 3aganue
O6ecrieunTh 3amUTy HWHGOpPMALUA  JOKYMEHTOB
pasIMYHOTO  THMAa  (IOCTYIHOCTH, IIEJOCTHOCTD,
KOH(UIEHIIMATLHOCTE)  OT  BBIBIEHHBIX  YTPO3
MPEAMETHOM 001acTH

VK-8.3

Pazbscuser MpaBuiIa

Hepeqeﬂb BOIIPOCOB NJISl MNOATOTOBKU K IK3AMECHY




Kon

HH}II/IK&TOP JOCTHKCHUS

OneHoYHBIE CpeCTBa

HWHIOWKaTOpa KOMIICTCHIINHA
MTOBE/ICHUS nipu | 43. BpeioHOCHOE TporpaMMHOe 00ecriedeHre
BO3HUKHOBEHUH 44. OcHOBHBIE YTPO3bI LIETOCTHOCTH
ype3BbIUaiiHbIX cuTyanuii | 45. OcHOBHBIE yTpo3bl KOH(DUIECHIIMAIBHOCTH
MIPUPOTHOTO u | 46. YnpaBneHue puckaMmu
TE€XHOTEHHOTO 47. OCHOBHBIE KJIACChl MEp MPOLEAYPHOIO YPOBHS
MIPOUCX0XKJICHNUS; 48. YrpaBneHue mepcoHaioM
OKa3bIBaeT nepByo | 49. duznueckas 3amura
TIOMOIIIb, ormceiBaet | 50. [Tognepikanue paboTOCIIOCOOHOCTH
cnocoObl  yuyactus B |[51. PearupoBanue Ha HapyIICHUS pexuma
BOCCTAHOBUTEJIbHBIX 0€301acHOCTH
MEPONPUATUAX 52. OCHOBHBIE TOHSTHUS MPOTPAMMHO-TEXHHUECKOTO

ypOBHS HHGOPMAITMOHHON 0€30MMaCHOCTH

53. OcOOEHHOCTH COBPEMEHHBIX HH()OPMAIIMOHHBIX
CUCTEM,  CYIIECTBEHHBIE C  TOYKH  3pPCHUS
0e30MmacHOCTH

IIpakTH4yeckoe 3a1anue
CdopmupoBaTh Mapoib ¢ 33aJaHHBIMA KPHTECPUSIMU

YCTOMYUBOCTH

PaccunraTh yCTOMYMBOCTD NTAPOJIS

[IpuMeHATh  CHEUATU3UPOBAHHOE  MPOTrPAMMHOE
o0ecrieyeHne JUIsi COXpaHEHHsI CTaTyca HH(OpMAIIH:
XpaHeHue  Mmapojed, yaajgeHue  MHpOpMaLuH,

COKpBITHE HH(OpMAITIH

KoMmmiekcHoe 3aganue

Halitn HapymeHnss HOpMaTUBHBIX IIPABOBBIX
JIOKYMEHTOB B IIPEIJIOKEHHBIX 33/IaHUAX:

- PENoCT 3aIucH, cojiepxailieil 0100peHne
HapylleHue 3aKkoHoaarenbcrsa PO;

- CKQUMBaHUE «B3JIOMaHHBIX) MPOTPAMM;

- pacchliKa crama;

- IOKYTIKa MUHU-BUIEOKAMEPHI;

- YCTaHOBKa MPOTpaMM MPOCTYIIKU Ha TenedoH
CYNpyTy, peOCHKY;

- HCTIOJIb30BAaHUE JOCTYIA B UYXKYIO COLUUAIIbHYIO CETh
(moacMoTpen napoib, He Pa3IOTMHUIICS [10JIb30BaTENh
u Jp.)

- MpocMOTp 4y>ko# noutkl. [logoOpaTe TpeboBaHMs
CYILIECTBYIOIIETO 3aKOHOJATENbCTBA K CUTYAIUSIM:

- paboTonaTenb TpedyeT MPOXOAUTH AETEKTOP JKH
COTPYAHHUKOB IOCJI€ UHIIMJACHTOB HA MPEAIPUITHH;

- paboTonaTenb TpedyeT COOOIUTh CBEICHUS O
JIOXO0/1aX BCEX YJICHOB CEMbU PaOOTHHKA;

- TI0JIB30BATENh BOIIEI 0T YYETHOM 3aUCHIO IPYTOTO
paboTHUKA AJIs BBITIOTHEHHSI MPOQECCHOHATBHBIX

3a/1ayg;
- TIONB30BaTeNbh  3apasuil  pabodylo  CTaHIIHIO
BPEIOHOCHOM  TPOTrpaMMOM,  HCHOJIb3ysl  CBOM

¢nen-nHocuTens (BapuaHT | — yMBIIIIEHHO, BApUAHT 2
— HEYMBIIIIJIEHHO)




0) Ilopsinok mpoBedeHHs] NPOMEKYTOYHOH AaTTeCTAllUM, TMOKa3aTeJM M KPUTePHH
OLICHUBAHMUS:

[IpomexxyTounast arrTecTamusi MO JUCHUIIUHE «MeTonbl W CpeACcTBa  3alllUThl
uH(pOpMallMN» BKJIIOYAET TEOPETHUUECKHUE BOMPOCHI, O3BOJIAIONINE OLIEHUTh YPOBEHb YCBOCHHS
00yJarmUMUCs 3HaHUH, U TIPAKTHYECKUE 3aaHMsI, BBISBIISIIONINE CTENCHh CHOPMHUPOBAHHOCTH
YMEHHH U BIaJICHUN, IPOBOAUTCS B (hOopMe IK3aMEeHa.

DK3aMeH M0 JIaHHOHM JMCUUIUIMHE MPOBOJIUTCS B YCTHOW (DOpMe MO dK3aMEHAIIMOHHBIM
OusietaM, KaKIbld M3 KOTOPBIX BKJIIOYAET JBa TEOPETHUECKHUX BOIPOCA U OJIHO MPAKTUUYECKOE
3a1aHKeE.

Iloka3aTesn M KpUTEPUH OLIEHMBAHUSA IK3aMeEHA:

«OTIUYHO» — OlIEHKA 3HAHMI OakanaBpa, KOTOPBI CBOOOIHO BiIaICeT:

1) NOHATUHHO-TEPMHUHONOTHYECKON 0a30i AMCHMIUIMHBI M 3HAET 3HAYeHHE Haubosee
4aCTO UCMOJIb3yEeMBIX a00peBHATYp;

2) 4eTKO yBSI3BIBAET TEOPETUUYECKOE IMO3HAHNE AUCHHUIUIMHBI C pealbHON MPaKTUKOM;

3) 3HaKOM C ILIMPOKUM KPYrOM JIMTEPATYPHBIX HCTOYHUKOB, 3HAET, IJ€ MX JIOCTaTh,
XOpOIIIO pa30upaeTcsi B HCTOPUU CTAHOBIICHUS IMCIUIUIMHEI, B OIICHKE €€ TEKYILEro COCTOSIHUS U
MEPCIIEKTUB €€ PA3BUTHS;

4) MOJHOCTBIO BIIa/IEET MaTepUaIOM MPAKTUUECKOTO 3a/I1aHus, YeTKO U apTyMEHTUPOBAHO
3alIUIIACT €r0 MOJIOKHUTEIbHBIE pPe3yJIbTaThl, OOOCHOBAaHO KOMMEHTHUPYET H OOBSCHSET
JOMYLIEHHBIE HEJ0YETHI.

«Xopomo» - OLICHKA 3HAHUU OakamnaBpa, KOTOPBII BJIAJICET
MOHITUHHO-TEPMUHOIOTHYECKON 02301 TUCIUILIMHBI, MOXKET yBS3aTh TEOPETUUYECKOE MO3HAHUE
JACLIMIUIMHBI C pEAIbHOM MpakTUKOW. Briageer maTepuanoMm MPaKTUYECKOro 3aJaHus, OKa3al
CIIOCOOHOCTH K 00BSICHEHHIO CMBICIIA OCHOBHBIX MOJIOKEHHIA;

«Y IOBIIETBOPUTEIILHOY — OLICHKA 3HAaHUM OaKaiaBpa, KOTOPBIN B OOJIbIIIEH YaCTH BIAJICET,
C HeOONBIIMMHU H3bSHAMH, TMOHATUHHO-TEPMHUHOJIOTHYECKONH 0a30il AMCUMILIUHBI, HUMEET
MPEICTAaBICHHE O BHYTPCHHEHW JIOTMKE JTUCIHIUIMHBI, TIPEJCTABICHHOW B BHUAC Y4eOHOU
nporpammel, Biiaieer, Ho HEYBEpeHHO, MaTEPUAJIOM IPAKTUYECKOTO 3aaHMS.

«HeynoBneTBopuTeNbHO» — OLIEHKa 3HAaHMM OakanaBpa, KOTOpBIA HE BIaJeeT
MOHITUHHO-TEPMUHOIOTUYECKON 0a30¥ TUCITUTUIMHBI U MAaTEPUATIOM MTPAKTHYECKOTO 3aJaHusl.



