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Pa6ouas porpamma cocrasiera Ha ocHoBe ®I'OC BO - marucTparypa 1o
HanpasaeHuto nmoarorosku 01.04.02 INpuxitagHas MaTeMaTHka 1 HHGOpMaTuKa (IIpHKas
Muno6prayku Poccun ot 10.01.2018 1. Ne 13)

Pa6ouas mporpamMma paccMOTpeHa i 000peHa Ha 3acenanun kKadeapsr IIpukimaxHon

MaTeMaTuK{ 1 HH)OPMATHKU
14.01.2025, mporoxoin Ne 5 /@/
3aB. kadenpoit . [O.A. UzBekoB

Pa6ouas mporpamma omo6pera metonuueckoit komuccueit VIEnC
03.02.2025 r. mpoTokoa Ne 5

IIpencenarens %@Mﬁ 10.B. ComoBa
P

Pabouas mporpamma coCTaBJIeHa:
notent kadenps! [IMul, xann. nexn. Hayk T.I1. 3neiHeBa

~

Perensenr: M
3aB. Kapenpoit Pu3uKH, KaHA. GU3.-MaT. HAYK JI.M.lonrymus




JIner akryaauszanuu padoueil mporpaMmbl

Pabouas nmporpamma nepecMoTpeHa, o0cyxaeHa u ogodpena st peanmsanuu B 2026 - 2027
y4eOHOM roy Ha 3acenanunu kadeapel [IpukiaaHoi MaTeMaTUKU U HHOOPMATUKH

[Ipotokom ot 20 . Ne

3aB. kadeapoii I0.A. UsBekos

Pabouast mporpamMmma repecMoTpeHa, 00CcykaeHa u 0100peHa s peanuzamnuu B 2027 - 2028
yueOHOM roy Ha 3acefaHuu kapeapel [IpukiamaHoil MaTeMaTuku U HUHPOPMATHKH

IIporokom ot 20 1. Ne

3aB. kadeapoii I0.A. U3Bekos




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Henssmu  ocBoeHust aucuuiinHbl  «MHpOpManmonHas Oe30macHOCT, W 3aluTa
UH(POPMALIUN SIBIISTIOTCS:

3HAaHUE U pelIeHre mpodieMbl HHGOPMAITMOHHON 0€30MacHOCTH;

(dhopMUpOBaHHE YMEHUH 110 TPUMEHEHUIO MEp 00ECTICUEHUS 3aIUThI HPOPMAITUY;

MOJIyY€HHUE HABBIKOB PEHICHMs] MPAKTUYECKUX 3a/Jad — IOCTPOCHHS] MOJENU Yyrpo3
Oe3omacHOCTH wWH(OpMAIK, pa3pabOTKHM TOJUTHUKKA OE30MaCHOCTH OpraHU3allid, OICHKH
0e30macHOCTH HH(GOPMAITMOHHBIX TEXHOJIOTHIA;

IOJrOTOBKA CTYJACHTOB K MCIIOJIb30BAaHUIO 3HAHMI, YMEHUN U HABBIKOB B IPAKTUYECKOUN
JESTEIIbHOCTH ¥ CUCTEMATHUYECKOMY MOBBIIIEHUIO CBOETO MPO(eCcCHOHATBHOTO YPOBHSI.

2 MecTo TMCHHMIIMHBI (MO/1YJIsI) B CTPYKTYpe 00pa3oBaTe/bHOil POrpaMMbl

Jucrunrna MHpopManmonHas 6e30macHOCTh U 3aliuTa HHPOPMAIMK BXOJUT B 4acTh
yueOHOro 1mjiaHa GopMUPYEMYIO YHaCTHUKaMHU 00pa30BaTeIbHbIX OTHOIIEHUH 00pa30BaTeIbHOMN
HPOTPaMMBI.

I[JI)I HU3YyUCHUA JAUCHUITIIMHBI HGO6XOI[I/IMI)I 3HaHUA (YMCHI/ISI, BJIaZICHI/ISI),
c(hOpMUPOBAHHBIC B PE3Y/IbTATE H3YUCHHS TUCIUIUTNH/ TIPAKTHK:

Pa3paboTka HHTEpHET MPHIIOKCHUN

VYueOHas - TeXHOJIOTHYECKast (IPOEKTHO-TEXHOJIOTHYECKas )IIPaKTHKA

COBpeMeHHBIe KOMITIBIOTCPHBIC TCXHOJIOTHHN

3nanus (YMEHHs, BIIAJICHUS), TOTyYCHHbIE NMPH M3yYCHUU TAHHOW NUCIMILIMHBI OyIyT
HEOOXOMMBI [T U3YUSHHS TUCIUTUINH/TIPAKTUK:

[Tpou3BoaCTBEHHAS - HAYYHO-UCCIIEIOBATEIbCKAs padoTa

HpOI/ISBOI{CTBeHHaﬂ - IpCAAUIITIOMHAA IIpaKTUKa

BeimonHeHue 1 3a1uTa BBITYCKHOM KB (UKAIIMOHHON paboThI

3 Komnerenuun ody4aromierocs, popMmupyembie B pe3y/ibTaTe 0CBOCHUS

AUCHUILIMHBI (MOAYJIS1) ¥ IIJIAHUPYeEMble Pe3yJIbTAThl 00yUeHu st

B pesynbrare ocBoeHus aucuumuiuHbl (Moayns) «MHdopManuoHnHas 6e30MacHOCTb U
3amuTa nHpopMaun» o0ydarmuics 10JKeH 001a1aTh CIEAYIOIUMU KOMITETEHIIUSAMU:

KO)I HHJUKaTOopa I/IHILI/IKaTOp JOCTHIXXCHUA KOMIICTCHIITNN

[TK-1 Cnioco6HOCTh ompenensaTh NepBOHavYaIbHbIe TpeOoBaHus 3aka3unka kK IC u Bo3MOKHOCTH
nx peanm3anun B UC Ha Tarne npeJKOHTPaKTHBIX padoT

IK-1.1 [Inanupyer paboThl 1O OIpENeTeHUI0 MEePBOHAYAIBHBIX TpeOOBaHUN
3aka3uuka K C u Bo3MoXkHOCTH HX peanusanuu B IC

I1K-1.2 3HaeT HHCTPYMEHTHI X METO/Ibl YIIPABJICHUs TPEOOBAHUIMU

ITK-1.3 Brnageer meronukamMu OmMMCaHUS W MOJCIHUPOBAHUS OW3HEC-TIPOIIECCOB,

CpC€ACTBaAMHU MOACIUPOBAHUA 6H3HCC-HDOHCCCOB




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET S 3adyeTHbIX enuuuil 180 akaa. gacoB, B TOM
qyuce:
— KOHTaKTHas pabora — 36,2 akaj. 4acoB:
— aynutopHas — 36 akaJ. 4acoB;
— BHeaynutopHas — 0,2 akaJ1. 4acoB
— caMocTosTenbHas padbora — 143,8 akan. 4acos;
— B (hopMe MpaKkTUIECKOM o AroToBku — 0 akaj. Jyac;,

dopma aTTecTaluy - 3a4ET C OUEHKON

AynuropHas ) =
o | xonraxrHAs pabota E 3 dopma TEKyIIEro
=
N B aKaJl. yacax 3] Bun KOHTPOJIS
Paznen/ Tema 3 (B axaz. vacax) S . P Kon
S g © | caMOCTOATENbHOM | ycIIeBaeMOCTHU U
JTACIUTUTAHBI 5 [ . | xoMneTeHK
@) 9 & paboThI MIPOMEKYTOUHOM
na0. | mpakrT. | =\
Tlex. Z'g aTTecTaluu
3aH. | 3aH. | O &
1. OcHoBbl HH(MOPMAIMOHHOH
0e30I1acCHOCTH
ITogroroska k
nabopaTopHo-
MIPaKTHYECKOMY
1.1 OcHOBHBIE TIOHATHA U 3aHATHIO
JlaGopaTopHble
onpeaeneHus Pa6ora ¢ MK-1.1,
N 2 6 paboThI
MH()OPMAITIOHHON KOMITBIOTEPHBIMH MK-1.2
Tectuposanue
6e30macHOCTH 00y4aromuMu
IpOorpaMMaMmH,
AJIEKTPOHHBIMHU
ydaeOHUKaMu
Pabora ¢
SNIEKTPOHHBIMHU TecTupoBanue
1.2 IMonuTHKa TOCyIapcTea B
o yueOHUKaMH ITposepka MK-1.1,
obsacti  MH(OPMALMOHHOH 2 8
[Mox6op n WHINBUIYaITbHBIX IK-1.2
Oe3omacHOCTH o o
OIUCaHMe CalTOB 3a1aHui
Hurteprer
3 TToaroroBka k
nmabopatopHo-
HPaKTUYECKOMY JlaGopaTopHble MK-1.1,
1.3 VYrpo3sl u HapymuTenu
66301‘[8.(1:3H0CTI/I - (bg yf/-[[aunn 2 10 3aHATHIO paboThI IK-1.2,
P Pabora ¢ TectupoBanue MK-1.3
JNIEKTPOHHBIMHU
yueOHUKaMU
IToaroroBka k
naboparopHo-
MIPaKTHYECKOMY
3aHATUIO
14 Mojens o3 PaGora ¢ JlaGopaTopHble IK-1.1,
GesonackocTn uHbO Ma?lr_[rl/lil/l 2 8 | commbrorepHbiv padorel TIK-1.2,
p p TectupoBanue IK-1.3
oOyJaromumn
IporpaMMaMmy,
JNIEKTPOHHBIMHU
yueOHUKaMU




1.5 Tonurrka 6€30macHOCTH
OpraHu3aliu

IToxroroBka k
1a60paTOpHO-
IIPaKTHIECKOMY
3aHSITHIO
Pabora ¢
KOMITBIOTEPHBIMH
o0yJaromumMu
IIporpaMMaMmH,
ANIEKTPOHHBIMHU
yueOHUKaMU

Jlab6opaTopHble
paboThI
TectupoBanue

IK-1.1,
MK-1.2,
IK-1.3

1.6 OcHOBHBIC CTAaHIAPTHI B
obmact  MHGOPMALIMOHHON
6e3omacHOCTH

10,8

Pabora ¢
JNIEKTPOHHBIMHU
yueOHUKaMH
Ion6op u
OIHCaHUE CAUTOB
HuTepner
CocraBienue
Tabnuig

TectupoBanue
[IpoBepka
HMHJUBUAYaIbHBIX
3aJIaHUHA

MK-1.1,
IK-1.2

Hroro no pazpeny

12

48,8

2. 3amura uHGOpMaIUU

2.1 Mepsl obecrneueHus
3alIUThl UHPOPMAIHH

14

IloaroroBka k
nabopatopHo-
NPaKTUYECKOMY
3aHATHIO
PaGora ¢
KOMITBIOTEPHBIMH
o0yJaromumMu
IIpOorpaMMaMmH,
AJIEKTPOHHBIMHU
yueOHUKaMHU

JlaGopaTopHble
paboThI
TectupoBanmue

MK-1.1,
IK-1.2,
IK-1.3

2.2 OpraHu3alMOHHbIE MEPHI
3aIUTH HHOOPMAIIH

12

IToaroroBka k
naboparopHo-
TIPaKTHIECKOMY
3aHATHIO
PabGoTa ¢
AJIEKTPOHHBIMHU
ydaeOHUKaMu

JlaGopatopHbie
paboThI
TectupoBanue

IK-1.1,
MK-1.2,
IK-1.3

2.3 Metonbl KOHTpONS H
pasrpaHUYeHHs JOCTyMNa

14

IToaroroBka k
nmabopatopHo-
MPaKTUYECKOMY
3aHATHIO
Pabora ¢
KOMITbIOTEPHBIMU
o0yJarmmumMu
porpaMMamH,
AJIEKTPOHHBIMHU
y4aeOHUKaMu

JlaGopatopHbie
paboThI
TectupoBanue

IK-1.1,
MK-1.2,
IK-1.3

24 Kpunrorpaduyeckue
METOJIBI 3aIIUThI
HHpOPMAIIH

14

IToaroroBka k
nabopaTopHo-
MPaKTUYECKOMY
3aHATHIO
Pabora ¢
KOMITbIOTEPHBIMU
o0yJarmumMu
porpamMMam,
AJIEKTPOHHBIMHU
y4aeOHUKaMu

JlaGopaTopHble
paboTsI
TectupoBanue

MK-1.1,
IK-1.2,
IK-1.3




TloaroroBka k

1a60paTOpHO-
IIPaKTHIECKOMY
3aHSITHIO
25 Creranorpaduueckas Pa6ora ¢ JlaGopatopurie IK-1.1,
3;1 uta uHpO Map uu 4 14 KOMITBIOTEPHBIMU padori [IR-1.2,
t pMall P TectupoBanue IK-1.3
o0yJaromumMu
IIporpaMMaMmH,
ANIEKTPOHHBIMHU
yueOHUKaMU
IToxroroBka k
1a60paTOpHO-
IIPaKTHYECKOMY
2.6 Texuuyeckas 3alIuTa 3aHATHIO
HEOpMAIHH H PaGora ¢ JlaGoparopHsie [K-1.1,
PMATLILH. 4 14 pa6oTs! MK-1.2,
ITporpaMMHO-TEXHHYIECKHUE KOMITBIOTEPHBIMH
TectupoBanue IK-1.3
MEpBI 3alUThl HHPOPMAITUH 00yJarurMu
nporpamMMam,
ANIEKTPOHHBIMHU
yueOHUKaMU
IloaroroBka k
71a00paTOPHO-
patop JlaGopatopHbie
IPaKTUIECKOMY AGoThL
2.7 Cucrempl OOHapyXeHHS 3aHATHIO Hp OBeDKA MK-1.1,
u NIPEeIOTBPALICHUS 4 15 Pa6Gora ¢ POBCP I1K-1.2,
WHUBUAYaJIbHBIX
KOMITHIOTEPHBIX aTak ANIEKTPOHHBIMHU . IK-1.3
3amaHul
yueOHUKaMHU
TectupoBanue
Cocrasienue
TaOJIHIL
Hroro no pazneny 24 95
Hroro 3a cemectp 36 143,8 320
Hrtoro no qucuuiinHe 36 143,8 3a4eT C OLEHKOM




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

B xome wusyuenus aucuuruinabl «HbopManmonHas 06e30mMacHOCTb W 3alllUTa
uHpOpMALIUK» PEKOMEHAYETCS HCIONb30BaTh O0pa3oBaTelbHble H  HMH(OPMAIOHHBIC
TEXHOJIOTHH:

1. TpaguunoHHbIE TEXHOJIOTMH OOYyYEHUs, MpEAIoaralye nepeaadyy nHhpopmanuu B
TOTOBOM BHUJIE, (HOPMUPOBAHKE YIEOHBIX YMEHHH 110 00pa3ily: JabopaTopHbIe pabOTHI U JIp.

Hcnonp30Banue TpaguIIMOHHBIX TEXHOJOTHIA 00eCTIeYMBAEeT OPHUEHTUPOBAHUE CTY/IEHTA
B NOTOKEe MH(OpPMAIMH, CBA3aHHON C PA3IMYHBIMU MOAXOJaMH K ONPEAENICHUIO0 CYUIHOCTH,
COJIepKaHuUs1, METOJIOB, (OPM Pa3BUTHS U CAaMOPa3BUTHSI TMYHOCTH; CAMOOTIPEIeIIeHNE B BEIOOpE
ONTUMAJILHOTO MYTH U CIIOCOOOB JTMYHOCTHO-IPOPECCHOHANIBHOIO Pa3BUTHS; CUCTEMATU3AIIUIO
3HAHUHM, IMONYYCHHBIX CTYACHTAMH B IPOIECCEe AyJUTOPHOM M CaMOCTOSATENIBHOW pabOTHI.
JlekuMOHHBIE  3aHATUS MPOBOASATCS C  HCIOJB30BAaHUEM  MYJIbTUMEIUUHBIX  CPENICTB.
JlaGopaTopHble 3aHATUS OO0ECIEYMBAIOT pPAa3BUTHE U 3aKpEIUICHWE YMEHHH M HaBBIKOB
ompezeNeHusl Iesied M 3aJad CcaMOpas3BUTHs, a TaKXke MpUHATHS HaubOosee 3(h(HEKTHBHBIX
pelieHui no ux peanusauuu. JlabopaTopHble 3aHATHS MPOBOASTCS B KOMIIBIOTEPHBIX Kilaccax
BhiunciuTesnbHoro neHrtpa ®I'bOY BO «MI'TVY um. I'.11. Hocoay.

B xone npoBenenus naboparopubie padOT NpeaycMaTpUBaeTCs UCIONIb30BaHUE CPEICTB
BBIUMCIUTENFHON TEXHUKU TIPY BBITOJIHEHUU UHIUBUAYAIbHBIX 3aJaHUI U TECTUPOBAHUSI.

Texkymuil 1 MPOMEXYTOYHBI KOHTPOJIb OCYIIECTBIIAECTCA C MCIIOJIIB30BAaHUEM CPEACTB
BBIUHCIUTENbHON TEXHUKH.

2. VIHTepaKTHBHBIE TEXHOJOTHH, NPEANONArafollie OpraHu3alruio OOyYeHHs Kak
MPOIYKTUBHON TBOPUECKOM IEATEIHLHOCTH B PEKUME B3aUMOJICHCTBUS CTYACHTOB JIPYT C IPYTOM
U ¢ 1mpenojaBaTenieM. lcnonb30BaHHWE HHTEPAKTUBHBIX 00pa30BaTENbHBIX TEXHOJIOTHM
CIOCOOCTBYET MOBBIIICHUIO MHTEpPECa W MOTHUBALIMU YYAIIMXCS, aKTUBU3ALUU MBICIUTEIBHON
NEeSITEIbHOCTH M TBOPYECKOTO MOTEHIIMAIa CTYJASHTOB, jAeiaeT Ooiee d3((PEeKTUBHBIM yCBOCHHE
MaTepuana, MO3BOJISIET MHAWBUIYaIN3UPOBATh OOyUYE€HHE M BBECTH SKCTPEHHYIO KOPPEKIIHIO
3HAHUM.

3. NHupopmaninoHHO-KOMMYHUKAIIMOHHBIE o0Opa3oBaTeNbHbIE TEXHOJIOTHH,
Iperoiaraolye opraHu3auo 00pa30BaTeNbHOIO MPOIecca, OCHOBAHHYIO Ha NMPUMEHEHUU
CHEMAIN3UPOBAHHBIX MPOIPAMMHBIX CPEJl U TEXHUYECKUX CPEICTB paboThl ¢ MH(pOpMaLKeH.
Mal UCIIOJIb3YEM TaKHe (bopmbI yueOHBIX 3aHATUN c HCIIOJIb30BAaHNEM
MH(OPMaLlMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTMH KakK IpakTUYecKHe 3aHATUS B Qopme
IIPE3EHTALUH.

[Ipy nmnpoBeneHMM NPAKTUYECKUX 3aHSITUH UCHOJB3YIOTCS TIpymmoBas padora,
TEXHOJIOTHSI KOJUIEKTUBHOM TBOPYECKOM  JEATEIBHOCTH, TEXHOJIOTHS COTPYAHHYECTBA,
obcyxaeHue mpoodsemsl B ¢opme aucKyccuu, Aedatvl. JlaHHBIE TEXHOJIOTHU O00€CIeUMBAIOT
BBICOKMI YpPOBEHb YCBOEHHUS CTYAEHTaMM 3HaHUHM, 3(()EKTUBHOE U YCHEIIHOE OBJIAJIECHUE
YMEHMSIMHU U HaBBIKAMU B MPEAMETHON 00s1acTH, HOPMHUPYIOT MO3HABATENIbHYIO OTPEOHOCTD U
HE00X0/IMMOCTh JAJIbHENIIETO camMo00pa3oBaHus, MIO3BOJISIFOT aKTUBU3HPOBAThH
HCCJIEIOBATEIbCKYIO JIEATENbHOCTh, 00ecreunBatoT 3 (PEeKTUBHBIN KOHTPOJIb YCBOCHUS 3HAHUH.

4.BozmoskHoctu obpazoparenbHoro noprana ®I'bBOY BO «MITY um. I''11. HocoBa»
JUISL  TIPEIOCTABJIEHUS CTyJE€HTaM rpauKka CaMOCTOATEIbHOW paboThl, paclnucaHus
KOHCYJIbTallMi, 3aJaHuil Ui CaMOCTOSITEILHOIO BBIMOJHEHMS M PEKOMEHAYEMBIX TEM IS
CaMOCTOSITENIbHOTO U3y4YEeHHUSI.

Hcnonb3yemble 00pa3oBaTelbHbIE TEXHOJOTMHM MO3BOJSIOT AKTUBHO IPHMEHSATH B
y4eOHOM MPOLECCe NHTEPAKTUBHBIE (DOPMBI MTPOBEAEHUS 3aHATHI (KOMIBIOTEPHAS] CUMYIISALUSA,
pa300p KOHKPETHBIX CUTYAIHi1), YTO CIIOCOOCTBYET (POPMUPOBAHUIO U PA3BUTHIO



npoeCCHOHATBHBIX ~ HAaBBIKOB ~ oOyuaromuxcs. I[IpumeHseMble B Ipolecce H3y4eHUs
JUCLUIUIMHBl TTOMCKOBBIM M HCCIENOBATEIbCKUM METOJbl B IOJHONW Mepe COOTBETCTBYIOT
tpedoBanusM @I'OC no peanuzanny KOMIIETEHTHOCTHOTO [TOAX0/1a.

6 YueOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4yaroIMXCcst
IIpencrasneno B npuiioxeHu 1.

7 OueHoYHbIE CPeCTBA IJIs POBeIeHUs POMEKYTOYHOM aTTecTaluu
[IpencraBieHbl B IPUIOKEHUH 2.

8 YueOHo-MeTOAMYecKOEe H HH(POPMALIMOHHOE O0ecneyeHue TUCIUIITIHHBI (MOTYJIs1)

a) OcHoBHas TUTEpaTypa:

1. bapanoga, E. K. Madopmanronnast 6€30macHOCTb | 3amuTa HHGOpMAaIuy | yaeOHOe
nocobue / E. K. bapanosa, A. B. babam. — 4-e u3z., nepepa6. u norn. — Mocksa : PUOP :
NH®PA-M, 2020. — 336 c¢. — (Bricmiee obpazoBanue). - ISBN 978-5-369-01761-6. - Tekcer :
anekTponnbii. - URL: https://znanium.com/catalog/product/1114032 (mara oOparieHwus:
25.03.2025). — Pesxum gocTyra: Mo Mo ImucKe

2. WmeitnoB, B. S. OcHOBHBIC TMONOXCHUS HHPOPMAIMOHHOW OE30MacHOCTH !
yue6.mocobue / B.S. Ueitnos, M.B. Meuarynsin. — Mocksa : @OPYM : UHOPA-M, 2018. —
208 c. — (Cpennee mpodeccuonansaoe obpazosanme). - ISBN 978-5-00091-489-2. - Tekcer :
snektpounsii. - URL: https://znanium.com/catalog/product/927190 (mata o6parenus:
25.03.2025). — Pexxum goctymna: 1o moaucKe.

0) JlomostHMTEIbHAS JIATEPATYpa:

1. AnmapaTHO-TIporpaMMHbIe cpejcTBa 3amuThl uHGopMarmu: [Tpaktukym / Jlymkux
A.B., [yoposun A.C., 3gonsHuk B.B. - Boponex:Hayunas xuura, 2017. - 198 c.: ISBN
978-5-4446-1043-5. - Tekcr : AIIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/977192  (mata obpamenus: 25.03.2025). — Pexum
JIOCTYTIA: IO TIOJITHCKE.

2. bab6am, A. B. MonenupoBanue cucTeMsbl 3aiuTsl nHGopmarun. [IpakTukym : yaueOHoe
nocobue / E. K. bapanosa, A. B. babdam. — 3-e u3g., nepepad. u morn. — Mocksa : PUOP :
NHOPA-M, 2020. — 320 c. — (Bricmiee obpazoBanue). - ISBN 978-5-369-01848-4. - Tekcr :
sanektponHbii. - URL: https://znanium.com/catalog/product/1052206 (mara oOpaieHus:
25.03.2025). — PexxuM focTyma: 1o MmoInucKe.

3. BapanoBa, E. K. AkryasibHbIe BOIPOCH 3aluThl HHPOpMaimu : MoHorpadus / A.B.
ba6am, E.K. bapanoa. — Mockga : PUOP : UHOPA-M, 2020. — 111 c¢. — (HayuHas MbICIb).
— https://doi.org/10.12737/monography_58dbc380aa3a4. - ISBN 978-5-369-01680-0. - Teker :
anektponHsii. - URL: https://znanium.com/catalog/product/1052207 (nara oOpaieHus:
25.03.2025). — Pexxum rocTyma: 1mo mo ImicKe.

4. bauusi, II. H. WuadopmanuonHas Oe30macHOCT, M 3amuTa HHPOpPMALUU
[DnexTponnsiii pecype] : yueonuk / I1. H. banuer, A. B. ba6am, E. K. Bapanosa. - Mocksa :
PUOP, 2013. - 222 c. - ISBN 978-5-369-01178-2. - Tekct : snektpoHHsii. - URL:
https://znanium.com/catalog/product/405000  (mata oo6pamenus: 25.03.2025). — Pexum
JIOCTYTIA: MO TOJIHCKE.

5. Benenue B nH(pOpMAIMOHHYIO 0€30MaCHOCTh: YueOHoe mocobue s By30B / A A.
Manok, B.M. Kopones, B.M. ®omuues; Ilog pexa. B.C. T'opbatoB. - Mocksa : [op.
muaus-Tenexom, 2011, - 288 c.: wi.; . - (CnermanbHOCTh). ISBN 978-5-9912-0160-5, 1000 5Kk3. -
Tekcrt : anekrponnsiid. - URL: https://znanium.com/catalog/product/265558 (nata oGpaieHus:
25.03.2025). — Pexxum 10CTyma: 1Mo MOIIMTHCKE.

6. EmenbsinoBa, H. 3. 3amura undopManuu B NepCcOHATLHOM KOMITBIOTEpE © yueOHOe
nocobue / H.3. Emenbsrosa, T.JI. [Tapteika, .W. [Too. — 2-e u3a. — Mocksa : POPYM



https://znanium.com/catalog/product/977192
https://znanium.com/catalog/product/1052206
https://znanium.com/catalog/product/1052207
https://znanium.com/catalog/product/405000
https://znanium.com/catalog/product/265558

: UH®PA-M, 2020. — 368 c. — (Cpemnee mupodeccuonanpHoe obOpazoBanue). - ISBN
978-5-00091-466-3. - Teker : 3JICKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1058219 (nata obparuenus: 25.03.2025). — Pexxum nocrymna:
10 TTO/IITUCKE.

7. Nmeitnos, B. f. OpraHu3zanuoHHoe W TEXHHYECKOe obecriedeHrne nHGOOpMalnoOHHON
0e30macHOCTH. 3amura KoH(pUAeHIIHaIbHOW nHbopManuu © yaeonoe mocodue / B. S. Uiieiinos,
M. B. MenaryssH. - 2-e u3n., nepepa0. u gor. - Mocksa : UHOPA-M, 2021. - 256 c. - (Beicuiee
obpazopanue:Cnenuanurer). - ISBN 978-5-16-016535-6. - Tekct : anmektponnbiii. - URL:
https://znanium.com/catalog/product/1178151 (nata obparuenus: 25.03.2025). — Pexxum nocrymna:
10 TTO/IITUCKE.

8. Kimmmenko, 1. C. Madopmarnmonnas 6e30macHOCTh U 3aIuTa MHOOPMAIMH: MOJIEIH U
MeToabl yrpasiaeaus : MoHorpadus / 1.C. Knmumenko. — Mocksa : UTHOPA-M, 2021. — 180 c.
— (Hayunas wmwbicip). — DOI 10.12737/monography_5d412ff13c0b88.75804464. - ISBN
978-5-16-015149-6. - Teker : 3JICKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1137902 (nata obparuenus: 25.03.2025). — Pexxum nocryma:
10 TTOJIITUCKE.

9. Xopes, II. b. IIporpammHo-anmnaparHas 3aumra uHGopmanuu . yaeonoe nocoodue / I1.
b. XopeB. — 3-e u3n., ucnp. u gomn. — Mocksa | UHOPA-M, 2020. — 327 c¢. — (Bsicuee
obpa3oBanme: bakamaBpuar). - ISBN 978-5-16-015471-8. - Tekcrt : snekrponnsbni. - URL:
https://znanium.com/catalog/product/1035570 (nata obpamienus: 25.03.2025). — Pexum nocryma:
IO TIOJIITUCKE.

10. lanbrun, B. ®@. KommiekcHas 3amura nvHGOpMAIMKA B KOPIIOPATUBHBIX CUCTEMaX !
yueOHoe nocobue / B. @. llanbrun. — Mocksa : ®OPYM :MHOPA-M, 2020. — 592 c. —
(Beicmiee obOpazoBanme: bakanaBpuar). - ISBN 978-5-8199-0730-6. - TekcT : 37€KTpOHHBIN. -
URL: https://znanium.com/catalog/product/1093695 (mata ob6pamenus: 25.03.2025). — Pexum
JIOCTYTIA: IO TIOJITTHCKE.

B) MeToanyeckne yKazaHus:

Yepuosa, E. B. Uudopmannonnas 6e3onacHocts : yueoHoe mocodue / E. B. UepHoBa ;
MI'TY. - [2-¢ u3a., moarot. mo me4. u3a. 2011 r.]. - Marautoropck : MI'TY, 2015. - 1
AIIEKTPOH.OMT. JICK (CD-ROM). - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=1453.pdf&show=dcatalogues/1/1123
976/1453.pdf&view=true (mara obOpamenus: 25.03.2025). - Makpooobekr. - Tekcr

r) IIlporpammHuoe ob6ecnieyenune u MHTEpHET-pecypehl:

IIporpamMmmHoe oGecrieueHue

Haumenoanue 110 Ne oroBopa Cpox neticTaus
JUTICH3UU
MS Office 2007 Professional Ne 135 ot 17.09.2007 OeccpodHo
7Zip cB00OOTHO pacmpocTpansemoe [10 0eccpovHO
FAR Manager cB000JTHO pacnpoctpansemoe [10 0ECCPOYHO



https://znanium.com/catalog/product/1058219
https://znanium.com/catalog/product/1178151
https://znanium.com/catalog/product/1137902
https://znanium.com/catalog/product/1035570
https://znanium.com/catalog/product/1093695
https://magtu.informsystema.ru/uploader/fileUpload?name=1453.pdf&show=dcatalogues/1/1123976/1453.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=1453.pdf&show=dcatalogues/1/1123976/1453.pdf&view=true

IIpodeccnonanbHble 0a3bl JaHHBIX M MH(POPMAIMOHHBIE CIPABOYHbIE CHCTEMbI
HassaHue xypca CcolaKa

Wudopmannonnas cucrema - HopmatuBHbie IpaBOBbIE
aKTbl, OPraHU3aLMOHHO-PACIIOPSAIUTEbHBIC
JIOKYMEHTBI, HOPMaTUBHBIE U METOJUYECKHE
JIOKYMEHTBI U IIOJITOTOBJIEHHBIE TPOEKTHI JOKYMEHTOB
no Texuuueckoit 3anmre uHpopmanuu @CTIK Poccun

https://fstec.ru/tekhnicheskaya
-zashchita-
informatsii/dokumenty-tzi?
ysclid=lujknksfy724757053

HudopmanronHas cucremMa - baHK TaHHBIX yrpo3 https://bdu.fstec.ru/?
6e3onacuoctu napopmannu PCTIK Poccun ysclid=lujkqy7cnw630508962
DnexkTpoHHbIe pecypchl oubmorekn MI'TY um. I'.1. https://host.megaprolib.net/M
Hocoga P0109/Web

https://www.rsl.ru/ru/4readers

Poccwiickas 'ocynapcrBennas 6ubnuoreka. Karamorn
/catalogues/

HannonansHas nHpOpMannoHHO-aHATUTHYECKAS URL:
cucrema — Poccuiickuii nHaeke HaydHoro nutupoBanus | https://elibrary.ru/project_risc.
(PUHLY) asp

OnekTpoHHas 0a3a nepuouueckux u3nanuii East View
Information Services, OO0 «MIBUC»
9 MaTtepHaJIbHO-TEXHHYECKOE o0ecTeueHne TUCIUTILIHHBI (MOLYJIs1)

https://dlib.eastview.com/

MatepuraiabHO-TEXHUYECKOE 00eCIeYeHNE IUCHUIUIMHBI BKIIOYAET:

VYyebHas aynuTopus I MPOBEACHUS JTAOOPATOPHBIX PAOOT: KOMITBIOTEPHBIEC KIJIACCHI.
OcHaienue: Ilepconanbubie KoMibioTepbl ¢ makerom MS Office, Beixomom B MHTEpHET 1 C
JIOCTYIIOM B JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[Tomemienus A caMOCTOSATENBbHOM padoThl oO0yvaromuxcs. OcHamenue: [lepconanbubie
komIeloTepsl ¢ maketom MS Office, BbixogomM B MHTEpHET M € OCTYIIOM B 3JCKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYIO CPEly YHUBEPCUTETA.

VY4eOHble ayauTOpUU JUIsl TPOBEIACHUS MPAKTUUYECKUX 3aHATHM, TPYINIOBBIX H
VWHIVBUAYAJIbHBIX KOHCYJbTallMM, TEKYIIEro KOHTPOJIS M NPOMEXKYTOYHOW aTTECTAalUH.
OcHamenue: Jlocka, MyJIbTUMEAUMHBINA MPOEKTOp, 3KpaH. KoMIiekc TeCTOBBIX 3ajaHUil aJis
IPOBEPKU MMPOMEKYTOUHBIX M PYOEKHBIX KOHTPOJIEH.

[lomemenne ans  XpaHeHuss U OPOQUIAKTHYECKOrO0 OOCIYXHBaHUS  y4yeOHOIo
oOopynoBanusi. OcHamenue: Cremgaku Ui XpaHEHUs y4eOHO-HAIJISAHBIX IOCOOMH H
V4eOHO-METONINYECKON TOKVMEHTAIINH.



[Tpunoxenuel

6 YueOHO-MeTOoAHUYeCKOe o0ecneyeHne caMOCTOATEIbHOI padoThl 00y4aloIuXCs

[To muctumummae «MHpOpMaAIMOHHAs 0€30MACHOCTh M 3alIuTa WHGOPMALMNY» MPETYCMOTpPEHA
ayJUTOpPHAsl ¥ BHEAYJUTOPHASI CAMOCTOSITeNIbHAs pab0oTa 00y4YaroInuXCsl.

AyIuTOpHas caMOCTOsITeTIbHAass paboTa CTYACHTOB HpEANoiaraeT padoTy C KOMIBbIOTEPHBIMH
00y4aromyMH MporpaMMaMH Ha JIAO0OPAaTOPHO-TIPAKTUICCKUX 3aHSITHUSX.

Ko BceM wu3yyaeMbIM TeMaM IMpeUIaraloTcs TECTOBBIC 3a/JaHUsl, MO KOTOPBIM IPOBOAMUTCS
KOHTPOJIb.

Tecmoegvle 3a0anus no memam Kypca:
1.1 OcrosHvle nonsamus u onpeoenenus UHGOPMaAYyUOHHOU Oe30NACHOCMU

1) HannbiMu, cormacio ['OCT «Cucrembl o00pabotku uHpopmanuu. TepMHHBI U
OTIpeNieNIeHus», Ha3bIBaeTCs WH(GOpMANHs, MPEICTABICHHAS B BUJAE, MPHUTOTHOM IS
00paboTKu:

HNHdopMamoHHBIME CUCTEMaMU IO/ yIIPaBICHUEM YeJIOBEKa
ABTOMaTU3UPOBAHHBIMHU CHUCTEMAaMHU

ABTOMaTHYECKUMU Cp€acTBaMH IIpHU BO3MOKHOM YJaCTHUH YCTIOBEKA

YYD

CpencTBaMy BBIYMCIUTENBHON TEXHUKU
2) Tlox »7aeKTPOHHBIM COOOIEHHEM, COTJacHo ¢eaepanbHOMy 3akoHy «O0 HH(bOpMAIUH,

I/IH(1)OpMaI_II/IOHHBIX TCXHOJOI'uAX U O 3allIUTC I/IH(1)OpMaI_[I/II/I», IIOHUMACTCA I/IH(bOpMaI_II/IHZ
C

f"
f"

OdopmiieHHas: B BHJE AIEKTPOHHOTO JOKYMEHTA, NIepe1aBacMOro MM MOTYYEHHOTO 110 CETSM CBS3H
IlepenanHast nny NoMyYeHHAs MOJIb30BaTeNeM HHPOPMALIMOHHO-TEIEKOMMYHHKAMOHHON CeTH

HpeHCTaBHeHHaH B DJICKTPOHHOM BHJIC, IPUTOAHOM JJI Iepeaavun IIpru oMo CpeacTB
BBIYHCIUTEIIFHON TEXHUKH

C HepezlaBaeMaﬂ 1o I/IHCI)OpMaI_II/IOHHO-TGHGKOMMYHHKaHHOHHOﬁ CCTU C UCIOJIB30BAHUECM CPCJCTB
BBIYMCIIMTEIIFHON TEXHUKHU

3) Vkaxute Bce JeUCTBHA ¢ HHPOpMAIKel, BO3MOKHOCTh KOTOPBIX, COTJIACHO
benepanbHOMy 3akoHY «O0 mHpOpMaluu, HHHOPMAITMOHHBIX TEXHOJIOTHSIX M O 3aIUTE
uH(pOpMaLIUN Y, TTOyYaeT JIUII0, KOTOPOMY MIPEIOCTaBIIEH AOCTYI K HH(pOpMaLIUU:

ITonyuyenue

O3HaKOMIICHHE

Pacnpoctpanenue

Ucnonb3oBanue

Ilepenaua

B I .

IIpenocrasieHne
4) VYkaxure Bce KOMIIOHEHTHI, Bxojsimue, corimacuo ['OCT «Bamura napopmanun. O0bEKT

uHpopmaruzanuu. PakTopsel, Bo3AeicTByroNMe Ha HHPopMaluio. O0IIre MOT0KEHH, B
nonstue «Cucrema 06paboTku nHGOpMALIUN»:

[IporpammHoe obecrieueHme

TexHuueckue cpeacTna

JeiicTBud nepcoHana

Metoabl 00paboTku HHOpMaLUU

Mertobl XpaHeHus: HHGOPMAIIUH

Mero b1 iepenaun nHGOpMAaIH

I R R I AR R

MNudopmanroHHbIe TEXHOIOTHH



5) Vkakute Bce BO3MOKHBIC OCHOBAHHSI JIJIsI 3aIIUThI HH()OPMAIIUH, TIPEYyCMOTPEHHbIC TTOHITHEM
«Bammuiaemas uapopmaiusy, cornacHo ['OCT «3arura uapopmain. OCHOBHbIE TEPMUHBI U
oTpeCICHUS:

- TpeboBaHus coOCTBeHHIKA HHGOPMAITHH
Pe3ynpratr sKCIepTHOM OLEHKH
TpeboBaHus IPaBOBBIX TOKYMEHTOB

Pemenue cyna

.

Cornamrenre MeXay COOCTBEHHHKOM U TIOJIh30BaTeIeM WH(OPMAITUN

1.2 Ilonumuxa eocyoapcmea 6 ooracmu UHGHOPMayUoHHOU Oe30nacHOCmuU

1) UndpopmanmonHas Oe3omacHOCTb, cornacHo CTpaTernd HalMOHAIbHOW  0€30MacHOCTH
Poccuiickoit denepaiun,

C SIBnsieTcs caMOCTOSITETHHBIM BHIOM 0€30MaCHOCTH HapsILy ¢ HAIMOHAIBHON 0€30IacHOCTHIO
BxoIuT B MOHATHE HAIMOHAIBHOHN 0€30IaCHOCTH BMECTE C JPYTUMHU BHIaMU 0€30MAaCHOCTH

BxoIuT B MOHSATHE HAIMOHAIBHON 0E30MaCHOCTH BMECTE C OOOPOHOW CTpPaHbl U IPYTMMH BUJIaMU
0€e30I1aCHOCTH

C BxomuT B MOHATHE HAIMOHAILHOM 0€30MaCHOCTH BMECTE ¢ BHEIHEH MOJUTUKOW U IPYTUMH BUJIaMU

0e30macHOCTH

2) Cucrema obecredeHus wuH(pOpMaMoHHONW Oe3omacHOCTH, coracHo  JlokTpuHe
nHpopmanmoHHo Oe3zomacHocTH Poccuiickoit  ®denepanuu, mnpencraBiser cobOoi
COBOKYITHOCTD

Cun obecrieuennst b, a Taxoke cpencts obecriedenns Vb, ympaBisieMbIx orepaTopaMu

Cpencts obecnieuenus b u moanepkuBaronux ux cui odecneuenus: b

Cun obecnieuenust b u ucnons3zyeMsix umu cpencts obecrnieuenus: b

TN

Cpencts obecnieuenns: Ub 1 koopIMHHUPYIOIIKX UX UCTIONB30BaHuE cuil obecriedenus b

3) Vkaxute Bce IeicTBUS, KOTOpbIe, cormacHo @3 «O6 unbopmariu, HHGOPMAITHOHHBIX
TEXHOJIOTHSX U O 3amuTe HHGOpMAIIUU», BIIPpaBe COBepIIaTh oOaaaTens HHGOpMaIiH,
€CJIM UHOE HEe TIPEyCMOTPEHO (eiepalbHBIMU 3aKOHAMH:

-

-

[ 3aH_II/IH_IaTL CBOMU IIpaBa YCTAHOBJICHHBIM 3dKOHOM CII0cO0OM B CJIydac UCIIOJIb30BaHU WA MMOJTYYCHUA
I/IH(bOpMaLIHI/I HWHBIMHU JIHIIAMHU

OnpenensTe TOPSIIOK U YCIOBHS JOCTYIA K MHPOPMAIH

IlepenaBaTh HHGOPMALIUIO IPYTUM JIMLIaM COTTIACHO JOTOBOPY

- Paspemats WM OrpaHUYMBATH JOCTYI K HHGOPMaLn
4) HeoOX0IMMBIM yCIIOBHUEM JJIsl OTHECCHUsI MH(OPMAIMU K KOMMEPUECKOi TallHe SIBISICTCS

TO 00CTOITEIBLCTBO, YTO

e I/IH(i)OpMaI_II/I}I HOCHUT HpOH3BOI[CTBeHHLIfI, TGXHHHGCKHﬁ, SKOHOMMYCCKUN WU 0pFaHI/I3aHPIOHHLII>'I

XapaxkTep

O6J'Ia,[[aTeJ'H: I/IH(l)OpMaLII/II/I YCTAHOBUJI 3aIIpe€T HA AOCTYII K HEM TI0OBIX HHBIX JINI]
r

C

I/IH(i)OpMaIII/ISI HE N3BECTHA TPECTHUM JIMLIaM

uHGOpMAIUS [T03BOJIAET 00JIaaTeII0 YBEIHYUTh JOXO/Ibl, H30€KAaTh HEONPABIAHHBIX PACXOJ0B HIIH
COXPAHUTH TOJIOKEHHNE Ha PHIHKE TOBAPOB, paboT, yCIyT
5) VkaxuTte BCe MPUHIUIBI 00paOOTKH MEPCOHANBHBIX JaHHBIX, peaycMoTperHbie D3 «O
MEPCOHAJIBHBIX JaHHBIX»:
[ O0paboTka MakCHMAaJIBbHOI'O HaOOpa NMEPCOHATBHBIX JAaHHBIX JUIsI HAUOOJIEe TOUYHOTO OIPEIACIICHUS
cyOBeKTa MepCOHANBHBIX AaHHBIX; OnpeaeneHne MPUHIMIOB 00pa00TKH MEPCOHATBHBIX TaHHBIX
- XpaHeHre MepCcOHATbHBIX JaHHBIX, COOPAHHBIX JIIS JJOCTHKECHUS KaX]I0W 1einu o0paboTKu, CTPOro B
OTJICNBHBIX 0a3aX JTaHHBIX
MeYeHNe TOYHOCTH IT HATBHBIX JJAHHBIX
" O6ecneuenne Tounoc epcoHarn a

- HpI/IH}ITI/Ie MCED 110 YAAJICHUIO UJIW YTOYHCHUIO HEIIOJHBIX UM HETOYHBIX JaHHBIX



-

CooTBeTCcTBHE COACPIKAHUS MEPCOHAIBHBIX NTaHHBIX 3aABJICHHBIM LCISIM O6pa6OTKI/I

1.3 Veposvl u napywumenu bezonachocmu uHpopmayuu

I R R R A I R R R R

.

1) Cormacho  pykoBomsimiemy  gokymentry  @®CTOK  Poccum  «3amura ot
HECaHKIIMOHUPOBAHHOTO JOCTyMa K HHPopMaIK. TepMUHBI U ONpeneaeHUs», JOCTYM K
uH(pOpMaIlMK, HAPYIIAIOUIMN MpaBWIa pPa3TPAaHUYCHUS JOCTyNMa C HCIOIH30BAHUEM
HITATHBIX CPEJCTB, MPEIOCTaBISEMbIX CPEACTBAMH BBIYMCIUTEIBHON TEXHUKH WIU
ABTOMATU3UPOBAHHBIMU CUCTEMaMHU, HA3bIBACTCS .

2) VKaxuTe MOPSIO0K CIICJAOBAHUS CIACTYIONINX MOHATHH B JIOTHYECKON MOJICTH Pean3aIiiu
yrpo3bl  0e30MmacHOCTH  HMH(OpPMAIMH, COTJIACHO MeTOIuKe OIpeaesieHus]  yrpo3
Oe3omacHOCTH MH(GOpPMaIMK B MHPOPMAIIMOHHBIX cucTeMmax, paspadoranHoir ®CTOK B
2015 r. B oTBeTe 3amuImmMTe MOCIEAOBATEIBHOCTh HU(MP Oe3 3amsaThix U MPoOEoB
(manpumep: 1234): 1. VYazsumocts; 2. HCJl x undopmaruu; 3. Yrposa; 4. Mcrounuk
YIPO3BL.

3) BsiOepute Bce NCHUCTBHSI, OTHOCAIIEECS K OCHOBHBIM BHIAM Yyrpo3 0€30MacHOCTH
uHpOpMaLNK:

Pacripocrpanenue na)OpMAITIU
Pasrnamenue uadopmanyn

XunieHue HHPOpMaIH

Hoctym k nabDOpMATTUN

Otpunianue MoUTMHHOCTH HH(POPMAaIHN

Hckaxxenne napopmanyu
4) VYkaxuTe BCe yrpo3bl, 3aCTParuBaroIne JOCTYITHOCTh HH(POPMAIIHK:

Brecenue B ucmonHseMsbIi (haiin TekcTa BUpyca

BriBog u3 crpost USB Hocurenst

H3menenne OLICHKH B 3JICKTPOHHOM JTHCBHUKEC

HckaxxeHre cCUCTEMHOTO (paiina onepanoHHON CUCTEMBI, IPUBOASIIEE K HEBO3MOKHOCTH €€ 3aITycKa
BrokupoBaHue yueTHOM 3aIiCH TOJIBb30BATENs B PE3YJIbTaTe KOMIIBIOTEPHON aTaku

OTHpaBKa CCTEBBIX MMAKECTOB C NOAJAC/IBHBIM aAPCCOM OTIIPABUTECIIA

5) Bwibepure BCe BHIBI HApYNIMTENCH, COMIACHO METOJHMKE ONpeNesieHHs Yrpo3
6e30macHOCTH MH(popMalMM B HH(POPMALIMOHHBIX cUcTeMax, pa3dpadoranHoit ®CTOK B
2015 r., OTHOCSIIMXCS K BHYTPEHHEMY TUITY:

Jluua, npuBneKaeMble AJIsl yCTAHOBKH 000PYAOBaHUS
BeIBIINI COTPYIHUK OpraHU3aLUU
CoTpynHUKH CITyXObI OXpaHbI

[ocraBminku 060pynOBaHUS

1.4 Mooenwv yepos bezonacnocmu ungopmayuu

I R I A R R

1) Vkaxure Bce paszlenbl, BXOJSIIME B CTPYKTYpy MOJENU YIrpo3 Oe30MacHOCTH
nH(popmaluu, coraacHo MeToauke omnpeaesieHus yrpo3 0e30MmacHOCTH WHpopMmaiuy B
UH(POPMALMOHHBIX cucTeMax, pazpadboranHoit ®CTOK B 2015 r.:

nepeveHb HICHTU(UIIMPOBAHHBIX YIpo3 0e30MacHOCTH HH(OpMAIUN

ornvcanue NHQOPMAIIHOHHOW CUCTEMBI

OLIEHKA IIEHHOCTH MH(POPMAINH, coAepKaleiics B MHYOPMAIIMOHHOH CUCTEME KaK aKTHUBa
MO/JIeJIb HAPYLIUTEIS

HepeyYeHb aKTyalbHBIX YTPo3 0€30MacHOCTH HH(OPMAIUN

OLICHKA PUCKOB, CBS3aHHBIX C HACHTU(HUINPOBAHHBIMU YTPO3aMHu 0€30MacHOCTH HH(POPMAIUN

MCTO/JbI 3allIUTHI OT AKTYaJIbHBIX YTPO3 0e30IMacHOCTH I/IH(I)OpMaI_II/II/I



-

MMPUHATHIC PCIICHUA B OTHOIICHUH PUCKOB, CBA3AHHBIX C YIPO3aMU 0€e30IacCHOCTH I/IH(l)OpMaL[I/II/I

2) VYkaxure MOPAIOK CIIEJOBaHMS JJIEMEHTOB OIMCAHUS HACHTU(DUIIMPOBAHHBIX YIPO3
6e3omnacHocT nHpopmanuu B onucanuu YBHU], cormacHo MeTtoauke onpeaeieH s yrpos3
6e3onmacHocTH MHMOpMaIMy B HHPOPMAIIMOHHBIX cUcTeMaX, paspadotanHoin ®CTOK B
2015 r. B oTBeTe 3amuImmMTe TMOCICIOBATEIBHOCTh HU(MP 03 3amsAThiX W TPOOETIOB
(manpumep: 12345): 1. VYs3Bumoctu uHpopManmoHHOW cuctemMbl 2. OOBEKTHI
Bo3zelicTBus Hapymutenss 3. Hapymurens (uctounuk yrpossl) 4. IlocnenctBust ot
peanu3anuu yrposbl 6e3omnacHoctu nHpopmanuu 5. Cnocod peanusanuu yrpo3bl.

3) AKTyallbHOCTH yrpo3bl, COIVIACHO MeTonuKe OmpenesieHuss yrpo3 0e30MacHOCTH
nHpopmanun B HMHPOPMAIMOHHBIX cHcTeMax, paspaboranHoi PCTOK B 2015 1.,
03HAYaET, 4To:

“B WH(POPMAITMOHHOW CUCTEME CYIIECTBYET BOSMOKHOCTh PEATN3aINN YTPO3BI

e CymiecTByeT aTyalbHBIA Ui JaHHOW HWH(M)OPMAIMOHHOW CHCTEMBI HAPYIIUTENh C JOCTATOYHBIM

MOTEHIAJIOM JJIS pealli3aliu yIpO3bl

“ B WH(GOPMAITMOHHON CHUCTEME CYIIECTBYET BO3MOXKHOCTH pealu3allié yTPO3bl HAPYIIUTENEM C

COOTBETCTBYIOIIIUM MMOTECHIHUAIOM U €€ p€an3anunsd NPUBEACT K HAHECCHUIO yLuep6a

C Peanmzamust yrpo3sl HaHeceT ymiepO BIaeNblly WM ONepaTopy HHPoOpMaImuu JHOO CyOBEKTY

IIEPCOHAIIBHBIX TaHHBIX

“ B WH(GOPMAITMOHHOW CHUCTEME CYIIECTBYET JOCTaTOYHAs (CPENHSSI WM BBICOKAsl) BEPOSTHOCTH

pealm3anuy yrpo3sbl, a €€ MOCIeACTBUS UMEIOT CPeTHUH HITH BBICOKHH YPOBEHb HAHOCHMOTO yIepoa

4) JIns OLEHKH BO3MOXHOCTH peallu3alli Yrpo3bl 0€30MacHOCTH HH(OPMAIMH, COTJIACHO

Metoauke ompeneneHus yrpo3 Oe3omacHOCTH HWHGPOpPManUKd B HH(POPMAITMOHHBIX
cucremax, pazpaborannoit ®CTOK B 2015 r., HEOOXOAMMO YYUTHIBATH CIEAYIOIIHE
napaMeTpsl yrpo3bl U HHPOPMAIIMOHHOW CUCTEMBI:

C YpoBeHb 3alMIIIEHHOCTH HHPOPMALMOHHON CUCTEMBI, TOTCHLHAN HAPYIIUTEIS

e yp0B6HL 3alIUIIICHHOCTH WJIN HpOGKTHOﬁ 3alIUIICHHOCTHU PIH(I)OpMaLIPIOHHOﬁ CHUCTCMBI, ITIOTCHIIMAI
HApyHIUuTCIIA

e yp0B6HL HpOGKTHOﬁ 3alIUIICHHOCTH I/IH(I)OpMaI_II/IOHHOI‘/JI CHUCTCMBbI, IOTCHIHAJI HAPYIIUTECIIA

C YpoBeHb MPOEKTHOM 3alIMIIAHHOCTH WHPOPMAITMOHHON CUCTEMBI, TOTEHIIMAI HAPYIIUTEIS HITH
YpOBEHb yIiepoa
5) Peamusanuss yrpo3bl 0€30MacHOCTH HWH(POPMAIMU CUYMTACTCS, COrjacHo Mertoanke

ompezeneHuss yrpo3 Oe3omacHOCTH HHPOpMAMK B WH(MOPMAIMOHHBIX CHCTEMax,
paspabotanHoit ®CTIK B 2015 1., oka3pIBaOIIEH BO3ACHCTBIE HA KOHKPETHOE CBOMCTBO
Oe3omacHOCTH WH(MOPMAIIMK, €CIH B pPE3ylbTaTe peaju3alid YIpo3bl OE30MacCHOCTH
uH(popMauu:

c Bo3MOXHBI HekeJIaTeabHBIC HeﬁCTBHﬂ C HH(l)OpMaHHCﬁ, OTHOCAIIHECA K JaHHOMY CBOﬁCTBy

Oe3omacHOCTH HH(POPMALIUH

C HexenarensHble ﬂeﬁCTBHﬂ C HH(I)OpMaL[HCfI, OTHOCAIIUCCA K AAaHHOMY CBOﬁCTBy 0€30I1aCHOCTH

I/IH(i)OpMaIII/H/I, HUMCIOT JOCTATOYHYIO BEPOATHOCTH OCYHICTBIICHUA HAPYIIUTEIIEM

c HexenarensHble ﬂeﬁCTBHﬂ C HH(I)OpMaL[HCfI, OTHOCAIIHUECT K AaHHOMY CBOﬁCTBy 0€30I1aCHOCTH

I/IH(i)OpMaIII/H/I, HNMCIOT BBICOKYIO BEPOATHOCTH p€ain3allii HAPYIIUTEIIEM

© Heus6esxno Oy/IyT OCYIIECTBIICHBI HEXeNaTeNbHbIE JNEHCTBHUS ¢ WHQOpMAIUel, OTHOCSIIUECS K
JTAHHOMY CBOMCTBY 0e30macHOCTH HH(MOpMAaIuu

1.5 Illonumuxka 6e3onacnocmu opeanusayuu.

1) Vkaxure BCe HMCTOYHHKMA  33aKOHOAATENBHBIX  Mep  3allMThl  WHGOPMAIHH,
pacTpoCTPaHSIONIMXCS Ha BCEX YYACTHUKOB HWH(MOPMALMOHHBIX OTHOIIEHUH, B
Poccuiickoit ®enepanuu:

-

YKa3bl (be):[epanLHHx OpraHoB HCIIOJIHUTEIILHOM BIIACTH

MPUKa3bl YIIOJIHOMOYEHHBIX (ellepanbHbIX CIyXO0
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PacCopsZKCHUA U TPUKA3bl MUHUCTCPCTB PO

MEXKIYHApOIHbIE 10roBOpsl PD
2) Pa3paboTka MOJUTHKH OE30IMaCHOCTH MPEIyCMaTPUBAETCS B paMKax

OpraHU3alMOHHO-TeXHUYeCKuX Mep 31
MpOrpaMMHO-TeXHUIeCKHX mep 3U
aJMIUHHACTPATUBHBIX Mep 3U

MOPAJIbHO-3THUYCCKUX MCP 31
3) VkaxwuTe Bce MOJICUCTEMBI BXOISIINE B COCTaB CHCTEMBI 00ecIeueHus: 0€30MacHOCTH

nHpopmanuu:

.

10T T T

IloncucTema KOHTPOJIS LIEIOCTHOCTH
[loncucrema MpOTOKOIUPOBAHUS U AyAHUTa
Iloacucrema aHTUBUPYCHOM 3aILIUTHI
IToacucremMa 3a1IUTEHI HIOTOKOB

ITopcucrema KOHTpOJIA JOCTYyIA
4) YkaxxuTe Bce IeUCTBUS, AJIsl COBEPIICHUS KOTOPBIX, COTJIACHO OIMPEICTICHUIO

BPEIOHOCHOH NPOrpaMMbl U3 YTOJOBHOTO Kojiekca P®D, nomkHa ObITh 3aBEJOMO IIpeJHA3HAUEHA
porpaMma, 4ToObl CUUTAThCs BPETOHOCHOM

.

1T T T

HecankumonupoBaHHOE pacnpocTpaHeHrne HHGopMauu
HecankumonupoBaHHOE YHUUTOXEHUE HHPOPMALIUU
Iouck yszsumocteit B UC

BriBon u3 crpost komnonenToB MC

Heiitpanu3zanus cpeicTB 3aUThl KOMIBIOTEPHOH HHPOPMAIH
5) MeTo oOHapyKeHUs BPEIOHOCHBIX ITPOrPaMM, CYyTh KOTOPOTO 3aKITF0YACTCS B TIOMCKE

Y4aCTKOB KOJa UCITIOJIHACMOI'O 06’beKTa, OTBCUAIOMIUX 3a KOHKPETHBIC BPECAOHOCHBIC HCﬁCTBHH,
Ha3bIBACTCA

&

TN

KoMIieKCHbIM aHaTTN30M
CurHaTypHbIM aHaJIN30M
OBpPUCTHYECKUM aHATU30M
MeToaoM TOYHOTO MONCKa

MeTo1oM AMYTSAIIH KOJa

1.6 Ocnognvie cmanoapmul 6 obaacmu UHGOPMayuonHoU be30nacHocmu

1) JlokyMeHT, ycTaHaBIMBAIOUINHA XapaKTePUCTHKH MPOAYKIINH, TPABHIIA OCYIIECTBICHUS U
XapaKTEePUCTHKH POIIECCOB, HAIPUMEP, IPOU3BOJCTBA U HKCIUTyaTalliH, BBITOJHEHHUS padOT WK
OKAa3aHUs yCIyT, Ha3bIBAETCS:

-
C

T'ocynapcTBeHHBIM CTaHIAPTOM
Crenudukanmeit
TexaUUecKnM 3aJaHUEM

Crangaprom
2) o comepxkaHuio CTaHAAPTHI B 001acTH MHGOPMAITMOHHON 0€30MacCHOCTH MOKHO

pasaciInTh Ha:

&
C
C
&

OrneHOoYHbIE CTaHIAPTHI U K1acCU(UKAIINN
PyxoBojicTBa U METOJIUKHU
Metoauky u cerupuKarium

OLeHOYHbIE CTaHAAPTHI ¥ CIIeNUPHUKALIT
3) YkaxuTte Bce Kpunrorpaduyeckue allrOpuTMBbl, A1 KOTOPBIX CYIIECTBYIOT

nercTBytomuye ctanaaptsl Poccutickoit @enepamnuu kareropun Kpunrorpadudaeckas 3amura
uHpOpMaLUu:



IToTounsie mudps
brounsie mmdpor
ACUMMETPUYHBIC CUCTEMBI ITUPPOBAHUS

[TpoTokon BEIpaOOTKH 00IIEro Kiroya

N .

OYHKINA XIHPOBAHU
4) 'ocynapCTBeHHBIN CTaHIAPT HA TPOIECChl (POPMUPOBAHUS U TPOBEPKH IIICKTPOHHOMN
1u(pOBOI TOTUCH:

“ He NpeyCMaTPUBACT UCTIONB30BaHus (YHKIIUU X3ITHPOBAHUS

C Conepxut onrcanne GyHKIMU XAIIUPOBAHUS, KOTOPAs JO0JDKHA UCTIONB30BaThCs PU (HOPMUPOBAHUN
AIIEKTPOHHOH ITUGPOBO TTOMITHCH

C [IpenycmarpuBaeT UITOIL30BaHUE TPOU3BOILHOMN (PYHKIIMU XAIIUPOBAHHUS 110 BHIOOPY MOJB30BATEIS

[IpemycMaTpuBaeT HCIOIB30BaHKHE HYHKIMU XIIIMPOBAHHS, OMCAHHON B COOTBETCTBYIOIIEM
rocygapctBeHHOM crangapre Poccutickoit @enepanuu
5) ®CTIK Poccuu sBisieTcs yoJIHOMOYEHHBIM OPTaHOM I10 BOIPOCAM 3alllUThI
uHpopMmanuu:

C IIporpaMMHO-TEXHUYECKUMHU METOJaMU

OpFaHI/I3aHI/IOHHO-TeXHI/I‘lCCKI/IMI/I METOJaMH
&

&

Opranu3anmoOHHBIMA METOIAMH

Hexpunrorpaduueckumu MeTo1aMu

2.1 Mepul obecneuenus 3auumuol unghopmayuu
1) o crtocob6am ocymecTBICHHSI MEPhI 00eCIICUCHNS 3aIIUThI HH(pOopMaIu
MOJPA3IENIAIOTCS Ha:

3aKOHOAATENBHbBIE, MOPAIBHO-ITHYECKUE, aJMHUHUCTPATHUBHBIC, OPraHW3ALMOHHO-TEXHUUYECKNUE,
MIPOrpaMMHO-TEXHUYECKHE
C 3aKOHOAATENBHEIE, MOpaJIbHO-3TUYECKHE, aJMHHUCTPaTUBHBIE, OpraHu3alMOHHEBIE,
MPOrpaMMHO-TEXHUYECKHE
C OpranuzaioHHble, Kpunrorpapuueckie, Mepsl Texundeckoil 31, creranorpaguueckue

3aKoHOJaTeNbHbIE, MOPAIIBHO-3THYECKUE, aAMUHUCTPATUBHBIE, OPTaHU3ALMOHHO-TEXHUUECKHIE
2) Ykaxxute Bce KpUNTorpaduieckue METOAb! 3alUThl HHPOPMALIUH, UCTIONb3yEeMbIe AJIsl 0OecneueHHs
[EJIOCTHOCTH WHPOPMAITUH:

" Cucremsr mudpoBaHUs

" Cxempr AIIEKTPOHHOU TUPPOBOIi Mo IIrCcH
- KoHTponbHBEIE CyMMBI

- OYHKINN XOUIMPOBAHUS

" Biaummas ayTeHTUUKaIVsI aOOHEHTOB
3) Ykaxure Bce yrpo3bl, AJIs 3alIUThl OT KOTOPBIX MEpPbl TEXHUYECKON 3alUThI
UHOPMAIIUU PacCMaTPUBAIOTCS KaK dPPEKTUBHBIE:

[ Yrpo3a HapynIeHHs JOCTYITHOCTH WH(GOPMAIUK B NHGOPMAIIIOHHOW CUCTEME

[ VYrpo3a yreuku peueBoi ¥ BUIOBOH HHPOPMALIMK 110 TEXHUISCKUM KaHajiaM

[ Yrpo3a HECAaHKITMOHUPOBAHHOTO CheMa nH(opMaImu, 00padaTeIBAEMOM TEXHUIECKUMHU CPEICTBAMHA
- YTrpo3a HeCaHKIIMOHUPOBAHHOTO JIOCTYIIA IOCTOPOHHUX JIUI] B TIOMEIICHHUS 00bheKTa HH(GOpMATH3AIHH

[ prOBBI, peaI3yeMbIC BJIaACIbaMU apPCHAYCMbIX XPpaHWJINI JaHHBIX

4) JIroOple AeCTBYIONINE HA TEPPUTOPHH 00BEKTa HH(POPMATH3AIMH TTPABHIIA,
perIaMeHTHPYIOLINE JOCTYI K MHPOPMALIMU U TIOPSI0K pabOTHI C HEH, BMECTE C MEpaMu
o0ecTieYeHHs U KOHTPOJISI UCTIOJICHHUS TAKUX TPABHII, COCTABIISIOT:



aJMHHHCTPATUBHBIE Mephl 3U
KoopAuHHpYomue Mepsl 31

OopraHu3anuoHHbIe Mephl 3U

e e e

OpraHnu3allMOHHO-TCXHUYCCKUEC MCPLL 3U
5) YkaxxuTe Bcex HapyIIUTENeH, 111 3alUThl OT KOTOPBIX KPUITOTpauyeckre METOAbI
3alUThl HHPOPMALIUU PACCMATPUBAIOTCA KaK A(PPEKTUBHBIE:

B BayTpeHHUl HapyIIUTEIh, OTBETCTBEHHBIN 32 BRIPA0OTKY M PacpOCTPAHCHUE KPUIITOTPAPUUECKUX
KIIIoueH

[ HapyuH/ITeneﬁ, HCIOJIB3YIOIUX CPEACTBA HCCAHKITMOHUPOBAHHOT'O MTOJIYYCHUS I/IH(i)OpMaI_II/II/I,
nepe}laBaeMoﬁ 110 KaHaJlaM CBs3H

[ HapyIHI/ITCJ'II), I/ICHOJ'II)?;YIOHII/Iﬁ CpeaACTBa HCCAHKIIMOHUPOBAHHOI'O MOJTYYCHUSA I/IH(bOpMaHI/II/I,
O6'pa6aTI)IBaCMOI71 TEXHUYCCKUMHU CPEACTBAMHU B OTKPBITOM BH/IC

[ HapyIHI/ITCJ'II), o6nanalo1um71 SHAYUTCIIbHBIMHA BBIYUCIUTCIbHBIMU pECYpCaMun

2.2 Opeanuszayuontvie mMepbl 3auumsl UHGOPpMAYUU

1) B 3agauu opraHu3aMOHHBIX MEP 3aIIUThl HHPOPMALIUN BXOIUT
-

C

perIaMeHTHpOBaHNe NEHCTBUH IMOCETUTENEH Ha TEPPUTOPUH 00bEKTa HHPOPMATH3AINN

3aliuTa OT KOMIIbIOTCPHBIX aTaK, OCYIICCTBIIACMBIX I10 I/IH(I)OpMaLII/IOHHO-TCHCKOMMYHI/IKEIL[I/IOHHBIM
CECTAM
r

C

CO3/IaHUE YCJIOBUI oOecreueHts: U KOHTPOJIS COOJIIOICHUS PETJIAMEHTOB U IPAaBUII

MPOTHUBOJICHCTBHE HECAaHKIIMOHUPOBAHHOMY CheMy MH(popMaIuu, 06pabaThIBacMOM TEXHUUECKUMHU

cpencTBaMu

2) YKaxuTe BCE MEPOIPHUATHSA, KOTOPbIC BKIIOYAIOT OPraHU3al[MOHHO-TEXHHYECKUE MEPBI
3U:

[ DKpaHUPOBAaHHUE ITOMEILEHUH 00paObOTKH KOH(PHICHIIMATBLHBIX CBEICHHI
[ BBeneHue npomyCcKHOTO PeXHMa Ha TEPPUTOPHH TPEATTPUATHS
I Pa3paboTka pernaMeHTOB ASHCTBHI TIepcoHaa B YPE3BBIYANHBIX CUTYAIMAX

- 3ammra 00beKTa HHPOPMATH3AINN OT CTUXUHHBIX YIPO3
3) Ilo cmocobam  OCyIIeCTBACHHUS  Mepbl  OOECIEYCHHs  3allUuThl  WUHPOPMAIIUU
MOAPa3AeAI0TCS Ha:

33KOHOIL3TCJ'IBHBIG, MOPAJIbHO-3THYCCKHUE, AAMHUHHUCTPATUBHBLIC, OPraHU3allMOHHO-TCXHUYCCKUC,

IIPOrPaMMHO-TEXHUYECKUE

C 3aKOHOI[aTe.HBHBIe, MOPAJIbHO-3THYCCKHE, AIMUHUCTPATUBHBIC, OpraHU3alMOHHBIC,

MIPOrpaMMHO-TEXHUYECKHUE
Opranu3aimoHHble, Kpunrorpapuaeckue, Mepsl Texandeckoit 31, creranorpaduueckne

C 3aKOHOIIaTeHBHBIe, MOPAJIbHO-3THYECKUE, AIMUHUCTPATUBHLIC, OPTraHU3allOHHO-TEXHUYCCKUEC

4) VYkaxuTe BCE MEpPONPHUATHS, KOTOPbIC BKIIOYAIOT aJMUHUCTPATHBHBIC MEPbI 3allUTHI
uH(popMauu:

YcTaHOBIIEHHE IPOMYCKHOTO PEXXUMa Ha TEPPUTOPUH TIPEIPUSTHS

Onenka yrpo3 0e3omnacHOCTH HH(popMayu

OO0y4eHne 1 HHCTPYKTaX IMepcoHaa

Br160p MeTOIOB M CpeJICTB 3aliThl HHPOPMAIIUKN B OPraHU3AINN

.

3aH_II/ITa 0o0beKTa HH(bOpMaTH3aHHH OT TEXHOI€HHBIX M CTUXMHHBIX yrpos

5) CoBOKYMHOCTH JIt0JIeH, MPOIIeTyp U 000pyTIOBaHUS, 3AIMUIIAIOIINX 00BEKT
UHPOPMATH3AIUH OT IEHCTBUH, HAPYIIAIONINX ero Oe30MaCHOCTh MPEICTABIISET COOO0M
(BBIOEpUTE OJTMH BapUAHT U3 MEPEUUCICHHBIX )
CucreMy KOMIUIEKCHOH 3aIlUThI HHGOPMAIHH

e OpFaHI/IBaL[I/IOHHO-TeXHI/I‘lCCKI/IC MCPBI 3alIUThI I/IH(l)OpMaLII/II/I



C Cucremy (hU3HUECKOM 3aITUTHI

C [IporpaMMHO-TEXHUYECKII KOMIUIEKC 3alUTHl HHPOPMAIIAN

2.3 Memoovl konmpons u pazepanudenus 00cmynd

1) Ipouenypa ompeneieHus TOKACCTBEHHOCTH CyObEKTa OJTHOMY U3 3aperucTPUPOBAHHBIX
B UC unentuduxaropoB HazpIBaeTcs: (BHIOCPUTE OJIMH BApUAHT U3 TIEPEUNCICHHBIX )

ABTopuzanueit
Bepuduxanueit

Ayrentudukanuen

7T D

Wnentndukarueit
2) B nporecce nacHTH(UKAIMK CYyOBEKT MPEACTABISACT CHCTEME (BBIOEPUTE OJMH BapUaHT
U3 MEPEUUCIICHHBIX )

WHauBrayanbHbBIN KITH0Y HNOJIb30BATENS

D)

[Tapons nosb3oBatens

)

Wnentudukarop mons3oBarens
3) Ayrentudukanus — npoienypa: (BbIOEpUTE OJUH BapHUAHT U3 MIEPEUUCICHHBIX )

HOI[TBCp)K)IeHI/Iﬂ JIMYHOCTH I10JIb30BaTCICM
YcranopneHus NOJJIMHHOCTH HpCI['bﬂBH)ICMOfI CY6'LCKTOM y‘-ICTHOﬁ 3aIIMCH I10JIb30BaATCIIA

ComnocraieHus CyObeKTa OTHOMY U3 3aperHCTPUPOBAHHBIX HICHTU(PHKATOPOB

7T D

YcTaHOBIEHUS TTOATMHHOCTH MPEIBSIBISIEMOTr0 CYObEKTOM HIIEHTH(PHUKATOPA
4) YkaxxuTe Bce CBOWCTBA, XapaKTEPHbIE JIJIs1 MHOIOPa30BBIX Haposiei: (BbIOepUTe Bce
HOJXO/ASIIIE BAPHUAHTBI)

[ Kaxxapiii crieayronuii maposib BeIpadaThIBACTCS HA OCHOBE ITOCJICAOBATEIIBHOCTH MPEIBITYIITUX
[ [Taponu MOTYT co3/1aBaThCsl CaMUM T0JIb30BATENIEM

" Opnmoit m3 (hopM mepenadu mapoJis MoTb30BaTENIO SIBISICTCS KOPOTKOE COOOIICHUE HA MOOMITbHBIN
tenedon

- [MTaponu MOTYT OBITH 3aTIOMHEHBI MTOJIL30BATEIIEM

[ DTaNOHHBIN 06p33611 MapoJId 3alpammnBacTCA y OJIb30BaATCIIA
5) Ilepeuncnure Bce NEHCTBUS, OTHOCSIINUECS K OCHOBHBIM 3a7auaM pa3rpaHHueHuUs
JoCTyTa: (BEIOEPUTE BCE MOIXOIAIINE BAPUAHTHI)

OoGecrieueHre JOCTYITHOCTA HHPOPMAIINH B YCIOBHSX JICUCTBUS BHEIITHETO HAPYIIUTEIS
KonTtpons aeiicTBuii moiap3oBatess

BrlisiBeHre HCTOYHUKOB BHYTPEHHUX U BHEITHUX YTPO3

ObGecrieueHre MENOCTHOCTH WHGOPMAITUT

MuHUMU3ALUS TOTHOMOYUH MOIB30BaTeIIeH

BrigBienne aHOMaIILHOTO TIOBEAEHUS T0Ib30BaTEIEH

I RN I A A R

KonTpons noannHHOCTH CyOBEKTOB MOCIIE TPOXOXKIASHHSI UMHU TPOIIETyphl aBTOPU3AIINU

2.4 Kpunmoepadghuueckue memoowvl 3auyumsl UHGopmayuu

1) Vkaxure Bce TpeOOBaHMS, IPEIbSBIsEMbIE K COBPEMEHHBIM KPUNITOTpaUIECKUM CUCTEMAM:
(BBIOEpUTE BCE MOIXOAIINE BApPHAHTHI)

- Y 100CTBO UCTIONB30BAHUS

[ Y CeToHurBOCTh K eI POBAHKIO TIPH TOMOIIXA BEIYUCITUTEIHHOW TEXHUKH
B OTcyTTBHE HEOOXOIUMOCTH HUCIIONIH30BAThH CIIYIAMHBIN KITFOY

" BoswmoxnocTs CTaHJApTU3ALMU aJTOPUTMOB

[ VY CcTONYUBOCTD K HaBsI3BIBAHUIO COOOIIEHUI



2) B coBpeMeHHBIX OJIOUHBIX MHU(pPax K ONeparusM 3amuGpoBaHust U pacmnpoBaHUs
n00aBIIsIeTCs orepans: (BBIOEpUTE OAMH BapUaAHT U3 MIEPEUUCICHHBIX )

PazBeprku kimtoua
C BripaboTtku kimrova
C Pacnipenenenus kiroueit

BripaboTkH KITI04eBOil Mapsl
3) OTnnunrensHO uepToil cetn PeiicTens Mo cpaBHEHUIO ¢ SP-ceThIo SBIISETCA:
(BpIOCpPUTE OJIMH BapUAHT U3 MEPECUNUCICHHBIX )
© Mcnonbsosanne OIEPALMHU «CIIOKEHHE 110 MOJYIIIO 2
© Henonpsosanue PayHIIOBBIX KIIIOUEH
C OTCyTCTBHE HCITOIB30BaHUS S-0JI0KOB
© Paspenenue 6roxa OTKPBITOTO TEKCTa Ha MOAOIOKH JUIsl 3alIN(POBAHUS

4) HapexHoCTh KpunTorpapuueckoir cucteMbl RSA 0CHOBBIBaeTCsSI Ha CIIOKHOCTH 33/1a4H:

(BpIOCpUTE OJIMH BapUAHT U3 MEPCUNUCICHHBIX )

C Haxoxaenus 06paTHOFO 3JICMCHTA KOHCYHOT'O ITOJIA

daxTopuzanuy (pasnoKeHUsI HAaTypaJIbHOTO YHCIIA Ha IPOCThIE MHOXKUTEIH)

)

Bo3Benenus simeMeHTa KOHEYHOTO TI0JIS B CTEIICHD

)

JuckpeTHOro norapuMupoBaHus
5) KimrodeBbie (yHKIIMU XAMIHMPOBAHUS: (BBIOCPUTE OJTUH BApPUAHT U3 TIEPEUNCIICHHBIX )

He 3ammmaror ot nmoaenku cooomeHus
Hcronb3yroT OTKPBITHIN KIIFOY I IPOBEPKH
Wcnonb3ytores 1uist ayTeHTU(PUKALIMKA aBTOPa COOOIICHUS

YD

Hcnonp3yroTes A1 IpOBEPKU LETOCTHOCTH COOOIIEHUS

6) Haunbonee pacnpocTpaHEeHHON CXEMO COBMECTHOTO MCIIOIb30BAHMS CHMMETPHYHBIX U
ACUMMETPUYHBIX CUCTEM MG POBAHUS SBIISAECTCS UCTIOIb30BaHKE: (BHIOEPUTE OJTMH BapUAHT U3
MEPEUYHCIICHHBIX )

C CHUMMETPUYHON CUCTEMBI [Tl ITU(PPOBAHUS COOOIICHHUH, 1IEJIOCTHOCTh U aBTOPCTBO KOTOPBIX
TIOITBEPIKIAFOTCS AIEKTPOHHOUN U(POBOH TOAHCHIO

C CHUMMETpUYHOHN CUCTEMBI JJ1S IIU(PPOBAHUS MEHEE BXKHOM MH(POPMAIIH, aCHMMETPUYHOMN — JIJIsI
muQpoBaHus 0CO00 BaXKHBIX COOOIIEHUH

C CuUMMeTpHYHBIX CHCTEM MM (POBAHUS IS CBSI3H BHYTPH yCTOWUIMBBIX TPy AaOOHEHTOB,
ACUMMETPUYHBIX CUCTEM — JJIs CBSA3U C a0OHEHTAaMH, HE BXOASIIMMHU B TAKKUE TPYIIIIbI

C CHUMMETpUYHOHN CUCTEMBI AJIs1 IIU(PPOBAHUS COOOIIECHNH, KIII0Y KOTOPOH NepeaeTcs Ipy MOMOIIN
ACUMMETPUYHON CHCTEMBI

2.5 Cmeeanoepaghuueckasn 3awuma ungopmayuu

1) Ykaxxute Bce mpuMephl IPUMEHEHHsI CTeraHorpaduuecKoi 3aiuTsl HHQOpMaIiu:
(BBIOEpPUTE BCE MOIXOAIINE BAPHAHTHI)

" Henonssosanue mm¢pa «pemerka Kapaano»
" Henonssosanne mKU(pPOBAIBHOIO YCTPOMCTBA «cLIUTAIa
" Hammcanne texcra na PEAKOM SI3BIKE

" Henonssosanue NpPUEMOB KaJUTUTpaduu

2) OObenHEHHE METOAOB U CPEJICTB, UCIOIB3YEMBIX JIUIsl CO3AAHUS CKPBITOTO KaHaja
nepegayn nHGoOpMaluy Ha3bIBaeTcs: (BbIOEPUTE OMH BapUaHT U3 MEPEUUCICHHBIX )

Creranorpaguueckoil CHCTEMOM
C CreranorpaMuecKuM KaHaJIOM

C CreranorpapuuecKiuM CpeiCTBOM



C Creranorpadudeckoii cpeaoi
3) HaBsi3p1BaTh T€ MM WHBIC JEHCTBUS a0OHEHTAM CTETaHOTPAPUIECKON CUCTEMBI
HAPYIIUTETh MOXET, pealln3ys yrpo3y (BeIOCpUTE OJUH BapPUAHT U3 NIEPECUNCIICHHBIX )

C IToamens! cTeranorpaguIeckoro KOHTEHHepa
C IToaMeHBI CKPBITOTO COOOIIEHNUS
C PazpymeHust CKpbITOro COOOIICHMSI

C Paspymienus creraHorpaguyeckoro KOHTelHepa
4) AKTUBHBIM Ha3bIBAa€TCs HAPYILIUTENb O€30IIaCHOCTU CTEraHOrpauuecKOl CUCTEMBI,
KOTOpPBI HMEET BO3MOKHOCTD (BBIOEPUTE OAMH BApUAHT U3 NIEPEUHUCICHHBIX )

C MoauduimpoBarsb, KOMOMHHPOBATH, a TAK)KE TOAIEITBIBATH ITePEChIaeMbIe COOOIICHUS
C IIpocmaTpuBaTh, aKTHBHO M3y4YaTh, KOMMUPOBAThH M COTIOCTABIIATH NIEPECHIIAeMbIE COOOIICHNUS

© AkTuBHO BHATH Ha paboty cTeraHorpauyeckoil CHCTEMBI, Ha BO3MOKHOCTh a0OHEHTOB CO3/1aBaTh,
OTIIPABJIATD U MOy4YaTh COOOIIECHUS

[MpocmaTtpuBaTh cOOOLICHNUS, MOTUPHUINPOBATH UX 0€3 U3MEHEHUS BUIMMOMN CEMaHTUUECKOW YaCTH
5) Bricokoit 3 PeKTHBHOCTHIO 110 KPUTEPUIO OTHOLICHUSI CUTHAII-IIIYM 00J1a1aeT
(BpIOCpPUTE OJIMH BapUAHT U3 MEPECUNUCICHHBIX )

© Yernoe KOJMPOBAHUE
© ®asosoe KOJUPOBAHUE
C MeTto pacIIMpeHHOT O CIEKTpa

C DX0-METOJ] BCTpauBaHUsI COOOIICHUH

2.6 Texnuueckas 3awuma ungopmayuu. Ilpoepammno-mexnuveckue mepol 3auumsl
uHgpopmayuu

1) ITousiTHS «TEeXHIUYECKUE CpeacTBa 00pabOTKH HHPOPMALIUN» U «CPEICTBA
BBIYUCIIUTENIbHON TEXHUKI CBSI3aHBbI CIEAYIOIINUM 00pa3oM: (BbIOEpUTE OJMH BapUAHT U3
MEPEYUCIICHHBIX)
© Osnavator pa3N4HBIe, HE UMEIOIIHE IEPECEUCHUH KaTeropu 00bEeKTOB
C CpencTBa BEIMUCIUTEIILHOIN TEXHUKH — OJIHA U3 KATErOPUil TEXHUYECKUX CPEACTB 00padTKH
nHpOpMAITUH
© SIBnsioTes cHHOHMMAMH, 03HAYAS TOYTH COBIAAIONIAE KaTeropuu oObeKTOB
C TexHudeckue cpencTra 00padTKu HHOOPMAILIUK — OJTHA M3 KATErOPUI CPE/ICTB

2) TexHUYeCKUH KaHaJ yTeUYKU HH(OPMALIUK XapaKTepU3yeTcsl TeM, YTo: (BbIOepuTe
OJIMH BapHaHT U3 MEPEUNCIICHHBIX )
C 3H0yMBIIlIJ'IeHHI/IK HCIOJIB3YCT TCXHUYECKOC CPEACTBO ChEMaA I/IH(i)OpMaHI/H/I
C PacnipocTpaseHne HHGOpPMAINH CBsI3aHO € PabOTOM TEXHUYECKHUX CPEJICTB;
C IMepenaBaemast nHGOPMALHS IPUTOIHA IS BOCHPHATHS TOJIBKO TEXHUYECKUMH CPEACTBAMH
© Hcrounnxom MH(OPMALINH SBIISETCS TEXHUYECKOE CPEACTBO 00pabOTKN HHPOpMALUH

3) [Mapa3uTHBIC ANEKTPOMATHUTHBIE CBS3U M HABOJKH SIBJISICTCS MPUIHNHOMN

BO3HHUKHOBCHUA: (BBI6epI/ITC OJIUH BapHUaHT U3 Hepe‘-II/ICHCHHLIX)

C Copeprxamux nHGOPMAIIHIO U3ITyYEeHUH BOKPYT 3BYKOYCHIINTEIBHOMN anmapaTypsl

Coneprxamux HHOOPMAITHUIO U3ITYICHUH BOKPYT BRIYUCIUTEIEHON TEXHUKH
-

&

Conepmamnx I/IH(l)OpMaI_II/IIO CHUI'HAJIOB B HeI/IH(i)OpMaLII/IOHHBIX JIMHUAX U TOCIIAX

Conepxamnx I/IH(l)OpMaI_II/IIO paaAnuOCUTHAJIOB, PACTIPOCTPAHAOIINXCA B IIPOCTPAHCTBC

4) Meton HeUTpaIu3aIuy TEXHHUYECKUX KaHAIOB YTEYKH WH(DOPMAINH, 3aKITFOYAFOIITHICS
B OTJCNICHUH UCTOYHHUKA MHPOPMALIUHU OT CpeJibl paclpOCTpaHEHUS HEMPEOJOTMMBIM IS
HocUTeNs HHPopMalu 0apbepoM, Ha3bIBaeTCs: (BIOEpUTE OJIMH BapUAHT U3 MIEPEUNCIICHHBIX )
3KpaHI/IpOBaHI/I€M

C OrpanuueHueM



c Jlokanuzanuen
C N3onupoBanuem

5) YkaxuTte Bce 1eHCTBUS, BKIIOYaEMbIe B IIOHATHE aHTUBUPYCHOMN 3aIUTHI, COITIACHO
metoanyeckuM gokymentaM @CTOK, coneprkamux npodunmm 3ammte CAB3:

[ [IpensTcTBOBaHME «3apakeHNI0» 00bekTOB B MIC

- OO6HapykeHue BpeIOHOCHBIX KOMIIBIOTEPHBIX ITPOrPaMM
- N30nupoBaHue BPEJOHOCHBIX KOMITBIOTEPHBIX IIPOrpamMm
" Vianenue «3apakeHHbBIX» OOBEKTOB

- BbnokupoBaHue «3apaKeHHBIX» 0OBEKTOB

2.7 Cucmemvl oOHapydHCeHUs U NPEOOMBPALYEHUSI KOMNLIOMEPHBIX amakK

1) OcHOBHBIM Ha3HAYEHUEM CUCTEM OOHAPYKEHUS U IPEJOTBPAILCHHS] KOMIIBIOTEPHBIX
aTaK sBJISAETCA:

C MuHrMHA3a1Us BEPOATHOCTH YCIIEIIHOW peanu3aluy aTaKu HapyLIUTeIeM
© Bruserenue HapYIICHUH MOJIMTHKHA O€30MaCHOCTH OPraHU3aIH

BrisiBnenne neiictBuil HapymuTenei 6e30macHOCTH HHMDOpMaInu, HHOOPMUPOBAHUE O TAKUX
JIEHCTBUAX
© Hcxmouenne sosmoskHocTH peanu3anry KOMIBIOTEPHOH aTaky HapyLIUTEIeM
2) YkaxuTe Bce YSI3BUMOCTH, PUCYIITUE JTF000M cHCTEME KOHTPOJIIS U pa3rpaHUueHUs
JIOCTYTIa Ha OCHOBE MPUHIIUIIOB €€ padOTHI:

B [MpeaycMaTpHBalOT MPeIOCTaBICHIE NPAB JOCTYIA CYOhEKTaM OJJHOBPEMEHHO K TPYIIaM CXOHBIX
00BEKTOB

" He KOHTPOJIMPYIOT IEHCTBUS [10JIB30BATENS B pAMKaX €ro MOJHOMOYHH B CUCTEME ITOCIIE YCIIEIIHOTO
MIPOXOXKICHUS aBTOPU3AIUH

" He umeror Mexanmsmos OTpaHUYCHHS NPaB NPUBHICTUPOBAHHOTO MOJIb30BATENS CUCTEMBI
- JonyckaioT ommb04YHOe yCIEeIHOE NPOX0XKICHHE TPOLEAYPHl ayTeHTUHUKALIIH

" He nossonstor WHJIMBU/TyaJIbHO HACTPOUTH MpaBa JOCTyNa K 00bEKTaM JUIS KaXI0TO MOJIb30BaTeNs
3) Ykaxxurte Bce pe3yabTaThl, JOCTHKEHHE KOTOPBIX MOXKET 00ECIIEYUTh UCTIOJIb30BaHUE

CUCTEeM OOHApy>KEHUs U MPEJOTBPAIICHNUS KOMITBIOTEPHBIX aTaK:

" Monuoe nekmouenue BosMoKHOCTH YCIIENIHOW peann3aliuyl KOMIIBIOTEPHOH aTaKu

" Monnas asTomatusanus 0OHapyKEHUS MONBITOK PEeATN3ALHA KOMIIBIOTEPHBIX aTaK

- OOHapysxeHHe ySI3BUMBIX HACTPOEK, OIIMOOK KOHpUrypauuu y3moB AC

- ABTOMaTH3a1Msl OOHAPY)KEHUSI U3BECTHBIX aTaKk HA OCHOBE CUTHATY]

- KommeHcanus ys3BUMOCTEMH, CHCTEM ayTeHTU(UKAIMHN TT0JIb30BaTesIeH
4) CornacHo KHaCCI/I(bI/IKaL[I/II/I CUCTEM O6Hap}/')KCHI/I$I " OpCAOTBPALICHUA KOMIIBIOTCPHBIX

aTak, MOCJIE 3aBEPIICHUS aTaKH JE€HCTBYIOT:
© Cucremi ananusa JKYpHAJIOB pETHCTpaLUU
CucteMbl 00HapyKEHHSI BTOP>KEHUN

«Kmaccnueckue» cucreMbl 0OHAPY)KEHHS aTaK

TN

Cucrembl aHATHM3a 3AUIIEHHOCTH
5) YkaxxuTe Bce BapuaHTHI pa3MeEIIEeHUs] CEHCOPOB CETEBOM CUCTEMBI OOHAPYXEHUS aTak,
[P KOTOPBIX TpapUK MEXIY JTOKAIBHOM CEeThIO U ceThio IHTepHET He KOHTPOIHpYyeTCs:

- Ilepen mapmpyTH3atopom

B JIEMWINTApU30BaHHOM 30HE

- Mexmy MapmipyTH3aTOPOM U MEKCETEBBIM SKPAHOM
Ty cepBepa yAAJIeHHOro JOCTYyIa

[ 3a MEKCETEBEIM OKpaHOM



BreayauropHast caMmocTosiTenbHast paboTa 00y4Jaronuxcst OCYIIECTBISECTCS B BUAC U3YUCHHS
JUTEPaATYyphI IO COOTBETCTBYIOLIEMY pa3eny ¢ mpopabOTKOM MaTepuana, MOArOTOBKHU K
7a00paTOPHO-TIPAKTHUECKUM  3aHSTHSM, BHIIOJTHEHUSI MHIMBUAYAIBHBIX 3a1aHUH (COCTaBIICHUE
Ta0IMIL, MO00p U omKcaHue caiToB MHTEpHET)

Iloocomoeka K 1abOpamopHO-NpAKMU4ecKUM  3aHAMUAM TIPOBOAMTCS B COOTBETCTBUH C
3aJIaHUsIMH, TIPEJCTaBICHHBIMU Ha oOpaszoBatesnibHOM moprtaiie ®I'BOY BO «MITY um. I'.N.
Hocosa».

HnousuoyanvHule 3a0anust.

cocTraBiieHHe Tabnul, — 1o TeMaM «OCHOBHBIEC CTaHJAPTHI B 00JIaCTH UH(POPMAITMOHHOMN
6e3omacHOCTH, «CHcTeMbl 0OHAPYKEHUS U IPEJOTBPAIICHUS KOMITBIOTEPHBIX aTaky;

noa60p u onucanue caiitoB uTepHeT — o reme «OCHOBHBIE CTaHIAPTHI B 00JIACTH
nH(pOopMalMOHHON Oe3omacHocTy, «[lomuTHKa rocynapcTsa B 06J1acT HHGOPMATMOHHON
0€30MacCHOCTHY.



[Ipunoxenue 2

7 OIIeHO‘IHBIe cpeacrea AJisi MIPpOBECACHUSA l'[pOMQ)KyTO‘lHOﬁ arrecranuu

a) [lnanupyembie pe3yJbTaThbl 00yUYeHHS U OLlEHOYHbIE CPeACTBA /ISl POBEACHUS NMPOMEKYTOUHOM aTTecTAlNM:

Kon
AHIUKATO

pa

I/IH[[I/IKaTOp JOCTHXKCHUS KOMIICTCHIIUN

OneHouHble CpeCTBA

I1K-1 CnocobHoCTh OnpeensTh nepBoHavyanbHble TpeboBanus 3aka3zurka K C u Bo3mMoxkHocTH ux peanu3anuu B MC Ha sTane npeAKOHTPAKTHBIX paboT

IK-1.1 [Inanupyer paboThI 1o onpenenenuro | Ilpakmuueckue 3a0anusn
nepBoHayayibHBIX TpeboBanuil 3akazunka Kk IC u | 1. Tloarorouts Tabnuiy " [lakeTsl aHTUBUPYCHBIX MPOrpaMM ", HCHOJIb3Ys JHOObIE JOCTYITHBIE
BO3MOXXHOCTH UX peanuzanuu B UC WCTOYHHUKH WH(POPMALINH.
2. Hcnonw3ys OJUH U3 aJITOPUTMOB CUMMETPUYHOTO IU(POBaHUs, 3aIIM(POBATh CBOU JAHHBIE:
(bamMuIuIo, MM, OTYECTBO. BHIMOIHUTE MPOBEPKY, pacmin(poBaB MOIYICHHOE COOOIICHHE.
3. PaspabGotare mnporpammy, NpeACTaBISIONIYI0 coOOi (opMy nocTyma K onpenenéHHbIM
nH(POPMAIIMOHHBIM pecypcaM Ha OCHOBE IMapoJisi: B KauyecTBe MH(POPMALMOHHOTO pecypca
HCIOJIb30BATH JII00OH (hailsl WM NpUIIOKEHHE.
4. CdopmupoBath 3JIEKTPOHHO-IIM(PPOBYIO TMOJMUCH K COOOIIEHUIO (COTJIACHO BapUAHTY) H
MIPOU3BECTH MIPOBEPKY LIEIOCTHOCTH MPUHITOTO COOOIIEHHUS.
5. Pa3pabotaTh mporpamMmy HWMUTHPYIONIYI0 HEKOTOpHIE (COTJIACHO BapUAHTYy) NEHCTBUS IO
NPEIYNpPEXKACHUI0 BUPYCHBIX YIpo3, OOHAPYXKEHMIO M YJAJIEHUI0 BUPYCHBIX U APYrHX
BPEJOHOCHBIX NMPOTrPaMM U MOJIFOTOBUTH OTYET O MPOJIETAHHOMN paboTe.
I1K-1.2 3HaeT MHCTPYMEHTbl M METOIbl YymnpasieHus | Konmponvusiit mecm

TpeOOBaHUSIMHU

1) VkaxuTe Bce BApUAHTBI TOTO, YTO MOKET SIBISITHCSI 0OBEKTOM 3aLUTHI HH(POpMAIUH,
npenycmorpennbie ['OCT «3amuTa nnpopmaru. OCHOBHBIE TEPMUHBI U OIIPEICIICHUS»:

- Nudopmanus

" Hocurens uH(popMaluu

" Cucrema 00paboTKu uHpopMaIuu
- WudopmanroHHas TeXHOIOT U

I WudopmannonHslii mporece
2) YKakuTe Bce MPUHIIMIIBI, B COOTBETCTBUH C KOTOPBIMH, COTIIACHO 3aKOHY «O rocyapCcTBEHHOM
TaiHe», OCYIIECTBISIETCS] OTHECEHNE CBEICHUH K TOCY/IapCTBEHHON TalfHE M MX 3aCEKpeUHBaHHE:




CBOEBPEMEHHOCTH
3aKOHHOCTH
O6ocHOBaHHOCTH
[enecoobpa3noctu
Heobxomumoctu
Honyctumoctu

[ I R U R A

CnpasennuBocTu

3) Vkaxure MOPSIOK CIEAOBAaHUS CIEAYIOUIMX MOHATUH B JIOTMYECKOM MOJIETH pealn3aluu
yrpo3bl 0e30macHOCTH MH(POPMALIMU, COTIACHO METOIUKE ONpeNieieHuss yrpo3 0e30MacHOCTH
uHpopmanuu B MHGOPMAIMOHHBIX cucTeMaX, paspaboranHoit ®CTOK B 2015 r. B otBere
3aMUIIUTE TOCIEAOBATEIBPHOCT, HUpp 0e3 3amsaTelX W mpoOenoB (Hampumep: 1234): 1.
VYa3sumocts; 2. HCJI k undopmanuu; 3. Yrposa; 4. ICTOYHUK yrpo3bl.
4) YKaKXUTE BCE KPUNITOTPAPUICCKHIE aITOPUTMBI, ISl KOTOPBIX CYIIECTBYIOT ICHCTBYOIINE
ctannaptsl Poccuiickoit @enepannu kareropuu Kpunrorpadudeckas 3amura nHGOpMaLUu:

" Morounsre I PbI

" Buounsre I PpbI

- AcUMMeTpUYHBIE CUCTEMBI IU(PPOBAHUS
- IIpoTokoI BEIpaOOTKH OOLIET0 Kiltoya

I DyHKIMSI XDIIUPOBAHUS

5) Ykaxxute Bce MOACUCTEMBI BXOJISIINE B COCTaB CUCTEMbI 0OecrieueHus1 0€30MacHOCTH
nHpopManuu:

" Toxcucrema KOHTPOJISI LIEJIOCTHOCTH

" Toxcucrema IIPOTOKOJIMPOBAHUS U ayJUTa
" Toxcucrema AHTUBUPYCHOM 3aLUTHI

B TTogcucrema 3anUTEI IOTOKOB

" Tloxcucrema KOHTPOJISI JoCcTyna
6) YkaxxuTe Bce yrpo3bl, JJI 3aIUThl OT KOTOPHIX MEPhl TEXHUUECKON 3alUThl HH(pOpMAIUU
paccMmarpuBaroTcs Kak 3 PpeKTuBHbIE:

B Yrpo3a HapymeHus JOCTYITHOCTH HH(OopMaIui B HH(GOPMAIIMOHHOHN cucTeMe




I VYrpo3a yreuku peueBoil U BUJ0BON HH(GOPMAIIMU M0 TEXHUYECKUM KaHalaM

I Yrpo3a HECaHKIMOHHUPOBAHHOTO CheMa HHQopMalu, oOpadaThiBA€MON TEXHHUYECKUMU
CpeaCTBaMU

I VYrpo3a HECaHKIMOHUPOBAHHOTO JOCTYyNa IOCTOPOHHHUX JIMI B IOMELIEHUS OOBbEKTa
nH(popMaTU3aLuU

- VYrpo3bl, peanuzyemble BIaJeablaMi apEHAYEMBIX XPaHWINIL TaHHBIX
7) YkaxxuTe Bce MpUMEPhI TPUMEHEHHSI CTeTaHOTpadUIeCcKOi 3aiThl HHpopMaryu: (BEIOepUTe
BCE MOAXO/IAIINE BApUAHTHI)

" Mcnonpsoanue mmdpa «pemerka Kapaano»
" Mcnonssosanne U (POBATHHOTO YCTPOMCTBA «CIIUTATIA
| Hanmcanue TekcTa Ha PEJIKOM S3bIKE

" Mcnons3oBanme npremoB Kamiurpadun
8) Ykaxkute Bce 1eHCTBUS, BKIOYaeMble B IIOHATHE aHTUBUPYCHOMN 3aIUTHI, COITIACHO
metoamueckuM nokymeHTamMm @CTOK, comeprxkamux npodunm 3anmrser CAB3:

' IpensiTcrBoBaHue «3apaxkeHnIo» 06beKkToB B MIC

- OO6HapykeHue BpeIOHOCHBIX KOMIIBIOTEPHBIX ITPOrpaMM
" MsomupoBanue BPeOHOCHBIX KOMIIBIOTEPHBIX IPOIPAMM
B VY nanenue «3apa’keHHBIX» 00BEKTOB

" BrokupoBaHHE «3ap@KEHHBIX» 0OBEKTOB

I1K-1.3

Bnageer MeToarkaMu OnMcaHusi U MOJIETUPOBAHUS
OM3HEC-TIPOLIECCOB, CPEJICTBAMHU MOJEIUPOBAHUS
OM3HEC-TIPOLIECCOB

Konmponvuwviit mecm

1) Yrpo3za 6e3onacHocT HH(MOpPMAIUH, COrJIacHO MeToauKe OnpeeieHus] yrpo3 0€30macHOCTH
uHpopManuy B MHPOPMALMOHHBIX cucTeMax, pazpaboranHoi PCTIK B 2015 r., Ha3bIBaeTcs
LIeJICHAPAaBJIECHHOM, €CITN

&
&

&

yrpo3a HarpasJieHa Ha KOHKPETHYIO HH(POPMALIMOHHYIO CUCTEMY
HCTOYHUKOM YI'PO3bI SIBJISIETCS YENIOBEK, AEUCTBYIOLINI IPEAHAMEPEHHO

B PpC3ylbTaTe pcain3al Yrpo3bl BJIAACIIbBIY HH(bOpMaHHOHHOﬁ CHUCTCMBI HAHOCHTCA

MaTepUaTbHBIA yIIepo

e B PE3YJIbTATC pCaIM3allun YTPO3bl HAPYUIUTCIIb IMOJIYy4aCT MATCPUATIbBHYIO UJIK UHYIO BBII'OAY

2) Peanmzamust yrposbl Oe3omacHOCTH WHGOpPMAIMU  CUMTAETCs, COTJIacHO MeToauke
ornpezesneHus yrpo3 6e30macHocTi nHGopMaluy B ”HPOPMAIIMOHHBIX CUCTEMAX, pa3paboTaHHON




OCTOK B 2015 1., okaspIBaoIiei BO3JEHCTBHE Ha KOHKPETHOE CBOMCTBO 0€30MacHOCTH
nH(pOpMAIINH, €CIH B PE3YJIbTaTe Peaan3alliy Yrpo3bl 0€30MacHOCTH HH(OPMAIIHH:

© Bo3MOXHBI HexenaTebHble ACHCTBIS ¢ HHPOPMALIHEH, OTHOCSIIMECS K JAHHOMY CBOHCTBY
0e30macHOCTH HHGOPMAITH

©  HexenarenpHbie neHcTBHS C uHpopManuen, OTHOCALIMECS K JaHHOMY CBOHCTBY
6e30macHOCTH HH(POPMALIUU, UMEIOT IOCTaTOYHYIO BEPOSITHOCTh OCYILETBICHUS! HAPYIIUTEIEM

© Hexenarenbubie nercTBus ¢ uwHGOpMAIMEH, OTHOCSIIMECS K JaHHOMY CBOWCTBY
Oe3omacHOCTH HH()OPMALIHH, UMEIOT BBICOKYIO BEPOSTHOCTD PealU3alliy HAPYIIUTEIEM

“ Heus6exmno OyAyT OCYIIECTBIIECHBI HEXKeNaTeIbHbIE IeUCTBUA ¢ HH(POpMaIel, OTHOCSIIUECS
K JaHHOMY CBOMCTBY Oe30macHoCTH HH(pOpMaLun

3) ITo criocobam ocymiecTBICHHS MEPBI 00ECTICUCHNUS 3aIUTHl HH()OPMAITH OPA3IEIIOTCS Ha:

e 38.KOHOI[3.TCJ'IBHBI€, MOPAJIbHO-3THUYCCKUC, AJIMUHHUCTPATHBHBIC,

OpPraHnu3alMOHHO-TCXHHUYCCKHC, ITPOTPAMMHO-TCXHUYCCKHEC

C 33.KOHOI[3TCJIBHI>IG, MOPaJIbHO-3TUYCCKHC, AAMHUHUCTPATUBHEBIC, OpraHnu3allMOHHBIC,

IIpOorpaMMHO-TCXHHYCCKHEC

C OpranuzannoHHble, KpUnrorpapuieckue, Mepbl Texundeckoit 31, creranorpaguyeckue

C 3aKOHOI[aTeJ'H>HI>Ie, MOPaJIbHO-3TUYCCKHUC, AJIMUHHUCTPATHBHEIC,

OpraHru3allMOHHO-TEXHUYCCKHC
4) B npouecce uaeHTUGHUKAIMUA CYOBEKT MpPEACTaBIsIeT cucTeMe (BbIOEpUTE OJMH BapHaHT U3
MIEPEYNCIICHHBIX )

e I/IH,ZLI/IBI/II[yaJ'IBHHﬁ KJIKOY ITOJIB30BaTCIIA
C HaponL IIOJIB30BaTCIIA

C Wnentudukarop noap3oBaTens
5) HanexHnocts kpuntorpaduueckoit cucreMbl RSA ocHOBbIBaeTcs Ha CI0KHOCTH 3aauu:

(BBIOEpHTE OJTUH BapHAHT U3 MIEPEUNCIICHHBIX )
&

C
C
C

Haxosxnenust o00paTHOTo 37eMeHTa KOHEYHOTO TIOJIsS
®dakropuzanuu (pa3aoKeHUs] HATYPAIBHOTO YKCiIa Ha TPOCThIE MHOYKUTEITH)
Bo3BeneHus aneMeHTa KOHEUHOIO MOJIs B CTENEHb

JlMcKkpeTHOTro JTorapu(pMUpOBaHUS
6) HaBsi3pIBaTh T€ WK MHBIE JeCTBUS aDOHEHTaM cTeraHorpaduyeckoi CUCTEMbl HAPYITUTENb




MOJKET, peanu3ys yrpo3y (BbIOEpUTE OMH BapUaHT U3 MEPEUHCICHHBIX )
&

&
C
C

[Tonmens! creranorpaduyeckoro KOHTeHHepa
[ToaMeHbI CKPBITOrO COOOIIEHHUS
Pa3pymienust ckppITOro cooOmeHus

Pa3pymienus creranorpaguueckoro KoHTeitHepa
7) Texuuyeckuit KaHal yTeuykd HH(GOPMALIMU XapaKTEPU3yeTCsl TeM, UTO: (BbIOEpUTE OAUH

BapUaHT U3 N1EPEUNUCIICHHbIX )
C

&
-
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31M0YMBINIJICHHUK UCIOIb3YeT TEXHUUECKOE CPEACTBO CheMa H(opMaluu
PacmipocTpanenue nnpopMaiuu cBsi3aHo ¢ paboTol TEXHUYECKUX CPEICTB;
[TepenaBaemast nH(MOpPMALIKS TPUTOTHA JJII BOCIPUSATHS TOJBKO TEXHUYCCKHUMHE CPEICTBAMU

HcTtounnkom nHpOpMAITUH SBISETCS TEXHUIECKOE CPEICTBO 00padOTKN HHPOPMALIUT
8) OCHOBHBIM Ha3HAYEHHUEM CUCTEM OOHAPYKEHUS U MPEJOTBPAIIECHUS KOMIIBIOTEPHBIX aTak
SABJIACTCA:

¢ Munnvusauus BEPOSITHOCTH YCIEIIHOW pean3aliy aTaKu HapyLIUTEIIEM
© BrisBnenne HapyIEeHUH MOJTUTUKH 0€30MaCHOCTH OpraHU3aluu

“ Brispnenne neicTBUi HapymuTenel 6e3omnacHocTi nHopManuu, THPOPMUPOBAHUE O TAKUX
NENUCTBUIX

© HckmoueHne BOSMOXKHOCTH pean3alii KOMIIbIOTEPHON aTaKy HapyIIUTENeM




0) Ilopsinoxk mpoBeneHUs] MPOMEKYTOYHOH aTTeCTALMH, NMOKa3aTeJld W KPUTePHH
OLICHUBAHUS:

[IpomesxyTounas arrectanus no aucuuruinie «Madopmanmonnas 6e30macHOCTh U 3aIUTa
UH(pOpPMAaLMN» BKIIOYAET TEOPETUUYECKUE BOIPOCHI, MO3BOJISIONINE OLEHUTh YPOBEHb YCBOEHUS
00y4aroIUMuUCs 3HAHUHM, U MPAKTUYECKUE 3aJlaHMsl, BBIABISIONINE CTENEHb C(HOPMUPOBAHHOCTU
YMEHHH U BIIaJICHUI.

[IpomexxyTounasi arrecTanus MO AAHHOW AMCLUUIUIMHE MPOBOAUTCS B (popme 3auera c
OLIEHKOH. 3auer npoBoAMTCS B OPME UTOTOBOIO TECTUPOBAHHUS [10 TEOPETUUECKOMY MaTepUaly
Y BBIIIOJIHEHUS] HUTOTOBOI'0 IIPAKTUUYECKOT'0 3a/1aHus Ha KoMIbloTepe. K nToroBoMy TeCTUpOBaHUIO
JIOITYCKAIOTCS TOJIBKO T€ CTYJEHTbI, KOTOPbIE OTUUTAIUCH 10 BceM (hopMaM TEKYIIEro KOHTPOJIS
(mabopaTtopHble pabOTHI, TEKylIee TECTHPOBAHHWE — KaXKJI0€ TECTOBOE 3a/aHUE JIOJDKHO OBITh
BBINIOJIHEHO He MeHee ueM Ha 50 %). [To pe3ynbTrary BBIIOIHEHUS HTOIOBOTO TECTOBOTO 33IaHHs
BbICTaBIIsAeTCS OlleHKa. OIeHKa MO MPOMEXYTOYHOW aTTecTallMd 3aBUCUT OT pE3yJbTaTOB
TEKYLEro KOHTPOJI, OLEHKM 3a HTOrOBOE TECTOBOE 3aJaHWE M OLIEHKM 3a HMTOIrOBOE
IIPAKTUYECKOE 3aJJaHHeE.

Ilepeuenv mem 011 nOO20MOBKU K 3a4emy:
. OcHoBBI MH(OPMaLIMOHHON 6e30nacHOCTH. OCHOBHBIE MOHATHS U ONPEEeICHHS
. ITomutuka rocynapcTa B 006J1acTi HHPOPMALMOHHOM 6€3011aCHOCTH
. YTpo3bl ¥ HapyLIUTEau 0€30MacHOCTH UH(DOPMAIIH.
. Mogens yrpo3 GezonacHoctu HH(popMauu
. Mepsbl obecrnieueHus 3auThl HHPOpMaluu
. OpranuzanoHHbIE MEPHI 3aIUTHI HHPOPMALUH
. MeTo/1bl KOHTPOJIS U pa3rpaHUdYeHUs] JOCTyMa
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. UcTtopuueckuii 0630p kpuntorpadguyeckux METOI0B 3alUThl HHOPMaLIUU
9. Kpunrorpaduieckue MeToabl 321U Thl HHGOPMAITUH

10. Creranorpaduueckas 3amnura nHGopMaIuu

11. Texaudeckas 3amura nHOOpMAITUN

12. TIporpaMMHO-TEXHUYECKUE MEPHI 3aIIUThI HH()OPMALIUN

13. TlonuTrka 6€30MacHOCTH OpraHU3AIHH

14. Cuctembl 0OHapyKEHMsI U TPEIOTBPALICHHUS] KOMITBIOTEPHBIX aTaK

15. OcHoBHBIE CTaHAAPTHI B 0071aCTH HHGOPMAITMOHHON O€30MTaCHOCTH

Hmoecosoe mecmosoe 3a0anue conepkut 30 TEOPETUUECKUX BOMPOCOB, KAXKIBIN
IIPaBWIBHBIN OTBET olleHuBaeTcs B 1 6amin. Kpurtepuii olileHuBaHMsI U'TOTOBOTO TECTA!
— Ha OlEHKY «omauunoy — 25-30 6ayos;

— Ha OLEHKY «xopouioy — 20-24 6annos;
— Ha OIEHKY «ydosiemsopumenvhoy — 10-19 6amnos;
— Ha OILIEHKY «HeydosremsopumenvHoy — Meree 10 0aos.

HUmoeosoe npakmuieckoe 3a0anue OpeaACTaBJIACT 000 KOMILJICKCHOE 3alaHueC, KOTOPOC
H€06XOJII/IMO BBITIOJTHUTh Ha KOMIIBIOTEPCE. OrneHuBaHNe IMPAKTUYCCKOr'0 3alaHUus: 3a4¥meHo NI
He 3a4meHOo

Ilokazamenu u Kpumepuu oyeHu6aAHUA 3auema:

— Ha OLIGHKY «OMIUYHO» CTYJEHT JEMOHCTPHUPYET BBICOKHI ypOoBEHb C(POPMHUPOBAHHOCTU
KOMIIETEHIIN, TOKa3bIBAET BHICOKUN YPOBEHb 3HAHUI HE TOJBKO Ha YPOBHE BOCIIPOU3BEIACHHUS U
00BsICHEHUS] TEOPETHUECKON MHGOpPMaIuU, HO U WHTEJUIEKTyallbHbIE HABBIKHU 1O 00ECIeUeHHUIO
nH(pOpMallMOHHON 0€30MacHOCTH U 3alluTe HHGOPMAIUU, HAaXOXKACHUS YHUKAJIBHBIX OTBETOB K



npobiieMaM, CBOOOJHO BBIMOJHSET MPAaKTHUYECKHUE 3a7aHus, CBOOOJHO ONEpUPYET 3HAHUSIMU,
YMEHMSIMU, IPUMEHSIET UX B CUTYyallUsIX TOBBIIIEHHON CII0KHOCTH;

— Ha OLEHKY «XOpouio» CTYICHT JIEMOHCTPUPYET CPEAHUN YpOBEHb C(OPMHUPOBAHHOCTH
KOMIIETEHIIMH, TOKa3bIBAaeT 3HAHUS HE TOJBKO HAa YPOBHE BOCIPOU3BEICHHS U OOBICHEHUS
uHpOpPMaLMK, HO M XOPOIIME HABBIKM MO OOecredyeHuI0 WH(OPMAIMOHHON Oe30MacHOCTH U
3amuTe UH(QOpPMAIMK: OCHOBHBIE 3HAHMSI, YMEHUSI OCBOCHBI, HO JIOMYCKAIOTCSl HE3HAUUTEIbHbIE
OIIMOKHU, HETOYHOCTH, 3aTPYTHEHUS [TPH AHATUTUUECKUX ONEPALUX, IEPEHOCE 3HAHUHN U YMEHHI
Ha HOBBIE, HECTAHIAPTHBIE CUTYaLlUU;

— Ha OULEHKY «Y008/1emeopumenvbHo» CTYACHT JIEMOHCTPUPYET MOPOTOBBIM YpOBEHb
c(OPMHPOBAHHOCTH KOMIICTCHLIMH, MOKa3bIBA€T 3HAHWS HAa YPOBHE BOCIPOM3BEACHUS U
00bsicHeHus1 WH(GOpPMAIMK, HABBIKM BBIMOJHEHHUS MNPOCTEHIIMX 3aJaHUil 1O 00ecrneueHUIo
UH(POPMALIMOHHON 06€30IaCHOCTH M 3aIIUTe WHPOPMALIUH, TIPOSBISIETCS OTCYTCTBUE OTICIBHBIX
3HaHUH, yYMEHHH, HAaBBIKOB, OOYYAIOUIMICS HWCIBITHIBACT 3HAYUTEIbHBIC 3aTPYIHECHUS IPH
ONEPUPOBAHUU 3HAHUSIMU U YMEHUSMU IIPU UX [IEPEHOCE HA HOBBIE CUTYAIINH;

— Ha OLICHKY «Hey00811emeopumeibHO»CTYICHT HEe MOXKET TOKa3aTh 3HAaHUS Ha YPOBHE
BOCTIPOM3BEJCHUSI U OOBsSCHEHUS WMH(GOpMAallMU, HE MOXET IOKa3aTh HABBIKU O00ECHEUYEeHUIO
nH(GOPMaLMOHHON 0E€30MaCHOCTHU U 3allUTe HH(OPMAaLIUU.



