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JIner akTyanusanuu padoyeil nporpaMmsl

Pabouast mporpamMma nepecMoTpeHa, o0CykieHa u ogoopeHa s peanm3anuu B 2026 - 2027
y4eOHOM rojy Ha 3aceqanuu Kadeapsl busnec-uHGoOpMaTHKN 1 HH(GOPMAITMOHHBIX

[Iporokom ot 20 . No
3aB. kadenpoii I'.H. YycaButuna

PaGouas mporpamma nepecmMoTpeHa, oocyxaeHna u ogodpena st peanmszanuu B 2027 - 2028
yueOHOM rojy Ha 3aceqanuu Kadeapsl busznec-uHGOpMaTHKN 1 HH(OPMAITMOHHBIX

[Iporokom ot 20 . No
3aB. kadenpoii I'.H. YycaButuna

PaGouas mporpamma nepecmMoTpeHa, oocyxaena u ogodpena st peanuzanuu B 2028 - 2029
y4eOHOM roj1y Ha 3acenanuu kadeapsl busHec-uHGOpMaTHKH 1 MH(GOPMAIIMOHHBIX

[Tporokom o 20 . N
3aB. kadenpoit I'.H. YUycaButuna

PaGouas nmporpamma nepecmoTpeHa, oocyxaena u ogodpena st peanuzanuu B 2029 - 2030
y4eOHOM rojy Ha 3acenanuu Kadeapel busHec-uHGOpMaTHKH 1 MHGOPMAIIMOHHBIX

[Iporokonm ot ___ 20 . Ne
3aB. kadeapoii I'.H. YUycaBuTuHna




1 lean ocBOCHMS TUCHUNIIIMHBI (MOIYJISA)

Lens ocBoenus auctuiumabl «HBOpMaronHas 6€301acHOCTh - CHOPMHUPOBATH Y
0axaaBpoB KOMIIETEHLIMU B 00JaCTH METOJIOB U CPEACTB obecreyeHus: HHPOPMAIIHOHHOMN
0€30MMacCHOCTH B OpraHU3alUsAX U Ha IPEIIPUITUIX PA3INYHBIX cep AesTeTbHOCTH U hopM
COOCTBEHHOCTH, OCHOBBIBASICh HA HOPMaTHUBHO-TIPABOBBIX JOKYMEHTaX, MEXIYHAPOIHbIX U
OTEYECTBEHHBIX CTaHIapTaxX B 00JIaCTH MHPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHIi, HA OCHOBE
nH(pOopMaMOHHON 1 OubIHOrpaduIECKOl KyIbTYphl C MPUMEHEHHEM HH(POPMAIIMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTHH U C y4ETOM OCHOBHBIX TpeOOBaHUI HHPOPMALIMOHHOM
0€30MacHOCTH

2 MecTO AUCHMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa3oBaTe/IbHOI MPorpaMmbl

Jucuunnuna MadopmanmonHas 0€30MacHOCTh BXOAUT B 00sI3aTEIbHYIO YaCTh
y4eOHOro maHa o0pa3oBaTeNbHON IPOrPaMMBI.

Jis n3yyeHus JUCUUIUTMHBI He0OXOAUMBI 3HaHUS (YMEHUs, BIAJCHNUSA),
c(OpMHPOBAHHBIC B PE3YNIbTATEe U3YICHUS TUCIUILINH/ TPAKTHK:

HNudpopmaruka

WNHpopMaLnOHHbIE CUCTEMBI U TEXHOJIOTUU

VYyeOHast - TeXHOIOTHYecKast (MPOCKTHO-TEXHOIOTUYECKasT) IPAKTHKA

UT-undpactpykrypa

[Tpon3BoICTBEHHAs - TEXHOJIOTHYECKas (IIPOEKTHO-TEXHOJIOTMYECKas) TPaKTHKa

3HaHus (YMEHUs, BIa/ICHN), IOJIYYEHHbIE IIPYU U3YYEHNUU JaHHON JUCLUITIMHBI
OyayT HeOOXOAMMBI [T U3YUEHUS! TUCIIUILINH/TIPAKTHK:

[TonroroBka K caue U caya rocyJapCTBEHHOTO IK3aMeHa

3 Komnerenuuu odyyarouierocsi, popmupyemblie B pe3yJibTaTe 0CBOCHUS

AUCHUILNIMHBI (MOAYJIs) M INIAHMPYeMbIe pPe3yJabTaThbl 00y4eHust

B pe3ynbrate ocBoeHUs nucHUIInHbL (Monyis) «MHpopManmonHas 6e30macHOCTh»
o0yyaroImuics 10JKeH 001aaTh CIeYIOUMMHA KOMIETEHIUSAMMU:

KO)I HHAUKaTopa I/IHI[I/IKaTop JOCTHXKCHUS KOMIICTCHIINN

VK-8 CriocobeH co3niaBaTh U OJIEPKUBATh B TIOBCETHEBHOM JKU3HU U B
po¢eCcCHOHATILHOMN AeATEIbHOCTH 0€30MacHbIe YCIOBUS KU3HEAEATETbHOCTH JUIs
COXpaHEHMs IPUPOJHOH cpelibl, 00ecTIeYeHNns yCTOMUMBOTO pa3BUTHS OOIIECTBA, B TOM
qucyie PU Yrpo3e U BOSHUKHOBEHUH YPE3BbIUAHBIX CUTYallMi U BOEHHBIX KOH(IUKTOB

YK-8.1 AHanu3upyeT U UACHTUPHUIHUPYET GaKTOPbI ONACHOTO U BPETHOTO
BJIMSIHUS DJIEMEHTOB CpeJibl 0OUTaHMsI (TEXHUUECKUX CPEJCTB,
TEXHOJIOTHYECKUX MPOIECCOB, MATEPUAIIOB, 31aHUI 1 COOPY>KEHUH,
PUPOJIHBIX U COIIMAIILHBIX SBJICHUN)

YK-8.2 BersBiisieT npoGiieMsl, CBSI3aHHBIE C HAPYILIEHUSIMH TEXHUKU
0e3omacHOCTH Ha paboueM MecTe; peaIaraeT MeponpusTHIX 1O
IIPEIOTBPALIEHUIO YPE3BBIYANHBIX CUTyalUN

YK-8.3 PazbsicHsieT mpaBuia MoBEeACHHS IPH BOZHUKHOBEHUH Ype3BhIYaHbBIX
CUTyalluil IPUPOJHOTO ¥ TEXHOTEHHOIO ITPOUCXOXKICHHUS; OKa3bIBAET
MEPBYIO MOMOIIIb, OIUCHIBAET CIIOCOOBI y4acTUsi B BOCCTAHOBUTEIBHBIX
MEPONPUATHIX

OIIK-3 CnocoOeH pemiaTh CTaHAAPTHBIE 3a]1a4l IPOPEeCCHOHATBHOM 1eATebHOCTH Ha
OCHOBe MH(OPMAIIMOHHOM U 6ubIHorpadguyeckoil KyabTyphbl C IPUMEHEHHEM
MH(POPMAIMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTUN U C y4ETOM OCHOBHBIX TpeOOBaHUMN
nH(POPMAIIMOHHOI 0€30MacHOCTH;

OIIK-3.1 Mcrionb3yeT NpUHLMITBL, METO/bI U CPEACTBa MHPOPMALMOHHON U
oubnmorpaduyeckoit KyabTyphl JUI peLICHUs CTaHAPTHBIX 3a/1a4
npodeCCHOHATBLHOM IeATEFHOCTH C UCIIOIb30BaHUE HMH()OPMAITMOHHO-




KOMMYHUKAIIMOHHBIX TCXHOJIOT i

OIIK-3.2

Pemaet ctangapTHbie 3a1a4u TPO()ECCHOHATILHOM ACSITEIHPHOCTH C
Y4€TOM OCHOBHBIX TpeOOBaHMI MHGOPMAITMOHHON 0€301TaCHOCTH




4. CTpyKTypa, 00bEM U colepKaHue U CHUILTHHBI (MOTYJINA)

OO01mast TpyA0€MKOCTh JUCIUTIINHBI COCTaBsAeT 3 3aueTHBIX enuHull 108 akan. yacos, B ToM

HHUCJIIC:

— KOHTaKTHast pabota — 55 akaj. 4acos:

— ayauTopHas — 54 akaj. 4acos;

— BHeayAuTOpHas —1 akaj. 4yacos;

— caMmocTosTenbHas pabora — 53 akaJl. 4acos;

— B opme npakTudeckoit moaroroBku — 0 akaj. vac;

dopma aTTeCTalMu - 3a4€T C OLECHKON

AynutopHast g =
KOHTaKTHas pabora E z dopma TeKyIero
o =
N B aKaJl. yacax 3] Bu KOHTPOJIS
Paszen/ Tema 3 (B axan ) SR A y P Kox
g & © | camocrosATenbHON |  yCIIeBaeMOCTH U
JTACIUTUTAHBI 3 g = . | xommerenun
O o & padoThI MIPOMEKYTOUHOM
na6. | mpakr. | €3
Tlex. . 1 28 aTTeCTaluu
3aH. 3aH. | O &
1. HopMaTHBHO-IIPaBOBBIC
OCHOBBI HH(POPMAIIMOHHO
0€30I1aCHOCTH U 3aIUTHI
uHpOpMaIU
Koncnexruposan
ue yu4eOHBIX
MaTepHaJoB
CamocTosiTenbHOe Onpoc
1.1 1.1 CymHOCT 1 H3y4eHUe
i . yreny JIP 1 «HanexxHocTh OI1K-3.1,
MOHATHE WH(POPMALTUMOHHON 2 2 4 yueOHO u
o 1 IOCTOBEPHOCTH OITK-3.2
0e3omacHOCTH Hay4JHOI
uH(OpMaIN
JUTEPATyPhI
[Noaroroska k
1a00paTOpHOMY
3aHATHIO
1.2 1.2 Yrpo3sl
UHPOPMALTUOHHON
Oe3omacHOCTH
YTpo3sl HHPOPMATMOHHOH
6€30MacHOCTH | 3alIHUTHI 6
HHDOPMAITHH. KoncnektrpoBan
Jecrabunusupyroiiee ue yueOHbIX
BO3/IEIiCTBHE Ha MaTepHajoB Ompoc
3aIIUIIAEMYIO CamocrosTenpHOE P 2 <<II)<eﬁcr,1
uH(pOpMALIHIO. H3y4eHHE "HeKycoTBeHHbIH VK-8.1, VK-
Knaccudukarys BUmIoB 2 2 4 yaeOHOU 1 8.2, OIIK-3.1,
o N HHTEIUIEKT B
yrpo3 uHGOpMaIHOHHO HayJHOU . OIlK-3.2
nH()OpMAOHHON
6e30macHOCTH IO JIUTEPaTyphl "
Oe3omacHocTH"»
Pa3TUYHBIM MPU3HAKAM. IMoaroToBka K
HecankunonnpoBaHHBIH 71a00paTOpHOMY
JOCTYII K HH(pOPMALIUH. 3aHSITHUIO
HckycCcTBEHHBIN MHTEIUIEKT
B BOIIpOcax obecrieueHus u
MOJICPIKKU
UHPOPMAIIIOHHO
6e3omacHoCTH




1.3 1.3 TIpaBoBBIC OCHOBBI

KoHcnektipoBan
obecriedeHus1 0€30MacHOCTH Omnpoc
re y4eOHbIX
UH()OPMAIOHHBIX BeicTymieHue Ha
N MarepuaoB
TEXHOJIOTUI cemunape 1o JIP 3
CamocrosTensHoe
HasnaueHue u CTpyKTypa HEVaeHIe «3aKkoHOIaTeNbHAS
MPaBOBOTO OOECTICUeHNUS engoﬁ . 1 HOPMATHBHO-
3alUThl KHPOPMAIHH. y:a Hoi npaBoBast 6aza
[IpaBoBBIE OCHOBBI 3aIIUTEI J'II/ITeyI;T - obecrieyeHust
UHPOpMAIIH B patyp MHPOPMALTUOHHOM OIIK-3.1,
4 2 IToaroroBska k
OpraHu3aluy. 6e30macHOCTH OIIK-3.2
CEMHUHAPCKOMY
MexryHapOIHbIC 1 BeicTymieHue Ha
3aHsTuio mo JIP 3
HaIMOHAJIbHBIC CTAHAAPTHI U . cemunape o JIP 4
u 4: npopaboTka
cnenupuKauy B 0061actu HAVIHO «Cranpaptsl 1
Nb. CoBpemeHHbIE i . cnerudukanuy B
METOAMYECKOI
CTaHIAapTHI B 007IaCTH obnacTu
JUTEPaTypBhl, .
YIIpaBJIEHHs PUCKAMHU OKIAN 1t “H)OPMATMOHHOM
UH(POPMAIIOHHOM 6e30macHOCTH
Tpe3eHTaLHS
6e30MacHOCTH
HWroro no pazaeny 8 10
2. AIMUHHCTpPaTUBHBIA U
MPOLIETYPHBINA YPOBHH
MH(OPMaIIOHHOH 0€3011acCHOCTH
KoncnexrupoBan
ne y4eOHbIX
MaTepHaJoB
CamocToTeNnbHOE
U3y4YeHUE
. 4eOHOH U
2.1 AnMMHUCTPaTUBHBII y N, Omnpoc
Hay4HOI
ypoBeHb obecnieuenus b HTeDATYDRL BricTynnenue Ha
INonuTHuka 6€30MacHOCTH. patyp cemunape o JIP 5 | YK-8.3, OIIK-
2 4 IMoaroToBka k
IIporpamma 6e30MacHOCTH. «ITonutrka 3.1, OIIK-3.2
O1eHKa PUCKOB 1 0a30BBIH CEMHHAPCKOMY “H)OPMATMOHHOM
P 3aHsATHIO 110 JIP 5: P
YPOBEHb 3aIUTHI 0e301acHOCTH»
npopaboTka
HaY4HO-
METOINYECKOU
JATEPaTypBHI,
JOKJIAJ 1
Mpe3eHTaLUs
2.2 Knaccel mep Koncnexruposan Onpoc
MIPOLIEAYPHOTO YPOBHS ne y4eOHbIX
POLCAYD P i JIP 6 «Aynur
VYrpapieHue nepcoHaNIoM. MarepuaoB
duznyeckas 3ammra CamocrosTenpHoe | 0 WHICHEOCTH
ITognepxanue . U3y4eHue cereiby YK-8.1, VK-
p v N JIP 7 «IlaponbHas 8.2, YK-8.3,
paboTtocnocobHOCTH. 6 8 yueOHOIt n
PearupoBanue Ha Hay4HOU JattTa n OIK-3.1,
4 MEHEKEPHI OIIK-3.2
HapYIICHUS PEIKUMA JIUTEPATYPhI o
napoJei»
0€30MacHOCTH. IMoaroToBka k
JIP 8 «MaccoBas
[TnanupoBanue JTa00paTOPHOMY
pacchbuIKa mUcem»
BOCCTaHOBHUTEIBHBIX paboT 3aHSTHUIO
HWroro no pazneny 8 12
3. IIporpaMMHO-TEXHUUECKHE
MepBI 00€CTIeUEHH ST 3aIUTHI
nuHpopMau
Koncnextrposan Omnpoc
3.1 IIporpaMMmHbIe CpencTBa
ne y4eOHbIX JIP 9 «3amura ot
3aIuThl nHGOpMaLH
MaTepuaioB HECaHKIIMOHUPOBaH
3aiura nporpaMmHoro CamocrosTensHoe HOTO J0CTyna K yK-8.1, VK-
o0ecIieueHus OT 8 4 HEVACHIC (o MaL}I’EH» 8.2, OIIK-3.1,
HECaHKIMOHHUPOBAHHOTO yien P OIIK-3.2
N yueOHOI JIP 10 «3amura
pocryna. Kparkuii 0630p .
HAYYHOM HHPOPMAIIH B

CYILECTBYIOLIUX Ha PbIHKE

JIUTEPATYpPbI

JOKYMEHTax»




CPEJCTB 3all[UTHI
uH(pOpMaIUU OT

JIP 11 «Y nanenwue u

BOCCTAaHOBJICHHE
HECaHKIIMOHUPOBAHHOTO
IMoaroToBka k nHpOopMaLII»
JocTyma. 3ajada 3alyThl OT y
naboparopuomy | JIP 12 «Hacrpoiika
BMeNIaTeIbCTBA N
3aHSTUIO 6e3onacHoi
MOCTOPOHHHUX JIUI] U
paboThI B
anmaparHble CPeACTBa
Opayzepe»
ayTeHTU(HUKAIIMT
3.2 Bupycsl 1 CaMocTosTenbHOE
AQHTHBUPYCHBIC CPEICTBA n3ydeHue
Omnpenenenue yueOHOH u
KOMIIBIOTEPHBIX BUPYCOB. HayJHOU Ormpoc
Knaccugukarmst TUTEepaTyphl BricTynnenne Ha
KOMITBIOTEPHBIX BUPYCOB. IMoaroroBka k | cemunuape mo JIP 13
TIpu3Haku 3apakeHuUs. CEMHHAPCKOMY «CoBpemennbie | YK-8.2, OIIK-
IIpodunakTika 3apakeHus.. 3aHsTHIo 1o JIP BPEIOHOCHBIE 3.1, OIIK-3.2
IIporpammHsle 13: npopaboTka MIPOTPaMMBI JJIs
AQHTUBUPYCHBIE CPEICTBA. Hay4HO- ITK 1 MOOWIIBHBIX
CtpyKTypa aHTUBUPYCHOU METOAUYECKON YCTPOUCTBY
nporpamMMel. [IpuHINTIEL JIATEPaTypHI,
BBIOOpA CUTHATYPHI JOKJIAJ 1
KOMITBIOTEPHOTO BHpYCa Tpe3eHTALHS
3.3 Kpunrorpaduueckue
p rpag KoncnexrupoBan
METO/IBI 3aIUTHI
ue y4eOHbIX Omnpoc
Metoabl kpunrorpaduu.
Cpencraa MaTepHajoB JIP 14 3amura
. CamocTosTenbHOE uHpopMaIy ¢
Kpunrorpadueckoit u3ydeHue HIOMOILBIO
3aIIUThl HHQOpMAIIHH. M N VK-8.2, OIIK-
yueOHO# 1 Kpunrorpaduu
Kpunrorpapuueckue N 3.1, OIIK-3.2
HayJHOU JIP 15 «3ammuTa
NpeOOpasOBAIHA. JUTEPATyPhI nuHbopmarm ¢
HIudposanue u patyp p
IMoaroToBka K TTOMOUIBIO
nemudpoBaHue
ropmaran. 1udposas 1a00paTOpHOMY creraorpadum»
p ’ P 3aHATHIO
TIOJIITUCE.
KoncnektipoBan
3.4 TexHuueckue cpeacTsa ne y4eOHbIX
3aIuThl nHGOpMaLH MaTepuaoB Omnpoc
WmxenepHas 3amura CaMocCToATeNnbHOE JIP 16 «CVSS
00BEKTOB, 3aIIUTA U3y4eHue «Ob6mas cucrema | YK-8.2, VK-
UHQOPMAIMH OT YTEYKH IO yueOHOI 1 OILIEHKH 8.3, OIIK-3.1,
TEXHHYECKUM KaHaJIaM. Hay4JHOI YSA3BHMOCTEH» OIIK-3.2
Cranmapt CVSS «OO6rmas JTUTEPATYPBI JIP 17 «Marpwuna
cucTeMa OLeHKU [Monroroska MITRE ATT&CK»
YA3BUMOCTEI» 71a00paTOpHOMY
3aHSTHUIO
3.5 NudopmaronHo-
IICHXOJIOTHYECKast
0e30macHOCTb
INonsTre napOpMaLOHHO- Koncnexruposan
TICHXOJIOTHYECKON ne y4eOHbIX
6e3omacHocTH. ICTOYHUKH MaTepuaioB
HUH(POPMALMOHHO- CamocrosTensHoe Omnpoc
MICHXOJIOTHYECKOTO U3y4eHHe JIP 18 VK-8.2, VK-
BO3/ICHCTBHS Ha YEJIOBEKA. yueOHOIt n «adopmanmonso- | 8.3, OIIK-3.1,
Buns! uaopmanonto- Hay4YHOU MICUXOJIOTHYECKHE OIIK-3.2
MICHXOJIOTHYECKUX JIUTEPaTyphl MaHUITYJISIHN
BosaerictBuii. HJITI. CekThl. ITonroroBska k
TMupamuper. Pacceurky. JTa00paTOPHOMY
3amuTa JIMYHOCTH OT 3aHATHIO

“H(GOPMALUOHHO-
TICUXOJIOTHYECKUX
BO3JICHCTBUI




Htoro o pa3zeny 8 20 31
Htoro 3a cemecTp 18 36 53 320
HWroro no aucuurinze 18 36 53 3a4eT ¢ OLEHKOH




5 Obpa3oBaTesibHbIEC TEXHOJIOTHH

[Tpu npoBeieHUH 3aHATUI U OPraHU3aLUN CAMOCTOSITEIbHOIN paboThl OaKkataBpoB
UCIIOJIb3YIOTCS:

TpanuiroHHBIE TEXHOJIIOTHH 00YYEHUs, IPEAIoararolye nepenady nHpopMaium B
TOTOBOM BHJIE, JOPMUPOBAHNE YUECOHBIX YMEHUI 11O 00pa3ily: JEKIUs-U3I0KEHUE, TICKIIHS-
o0BsicHEeHHE, TabopaTOpHBIE pabOThI, KOHTPOJIbHASI paboTa u JIp.

Hcnonb30BaHue TPaAUIMOHHBIX TEXHOJIOTHI 00ECIICUMBACT OPUCHTUPOBAHUE
CTyJIEHTa B IOTOKE WH(POPMAIIMH, CBSI3aHHON C PA3IMYHBIMH TOAX0JAMHU K OIPE/ICICHHIO
CYIIHOCTH, COJICP)KaHUs1, METOOB, GOpM pa3BUTHUS U CAMOPA3BUTHS JINYHOCTH;
CaMOOIIpE/ICIICHIE B BHIOOPE ONTUMAIIBHOTO ITYTH M CIIOCOOOB JIMYHOCTHO-
npodeCcCHOHAIBHOTO Pa3BUTHS; CUCTEMATU3AIMIO 3HAHHUH, TOJYYCHHBIX CTYICHTaMH B
MPOILIECCE AYAUTOPHON U CAMOCTOATEIbHOM paboThl. JlabopaTopHbIC 3aHATHS 00ECIICYNBAIOT
pa3BHUTHE U 3aKPEIUICHHE YMCHUI M HABBIKOB OIIPEICIICHUS LIeJIeH U 3a7a4 CAMOPa3BUTHS, a
TaKKe MPUHATUS Hanbosee 3P PEeKTUBHBIX PEIICHHIA IO UX peaTh3aluy.

WuTepakTiBHBIE POPMBI 00YYCHUS, IPEAIOJIATAIONINE OPTaHU3aIUI0 O0YUCHHUS KaK
MPOJAYKTUBHON TBOPUECKOM JCSITEIBHOCTH B PEKUME B3aUMOJICHCTBHS CTYJICHTOB JIPYT C
JPYrOM U C MPEeroiaBaTesieM

VMcnonp30BaHne HHTEPAKTUBHBIX 00pa30BaTEIbHBIX TEXHOJIOTHI CIIOCOOCTBYET
MOBBIIICHUIO UHTEPECA M MOTHBALIUHU YYAIIMXCSl, AKTUBU3ALUU MBICIUTEIILHON
JESITeIbHOCTH U TBOPUYECKOTO MOTEHITMAJIA CTYJICHTOB, JiesiaeT 0ojiee 3 (HEKTUBHBIM
YCBOCHHE MaTepHalia, M03BOJISCT HHIUBHUIYaTH3UPOBATh 00YUECHHE U BBECTH SKCTPEHHYIO
KOPPEKIUIO 3HAHUH.

[Tpu npoBeneHnM 1a00PATOPHBIX 3aHATHIA UCTIOIB3YIOTCS TPYIIOBas paboTa,
TEXHOJIOTHUS KOJUICKTUBHOW TBOPYECKOH NIEATEILHOCTH, TEXHOJIOTHS COTPYTHUYECTBA.
JlaHHBIE TEXHOJIOTHH 00ECIICUYMBAIOT BRICOKUH YPOBEHb YCBOCHHUS CTYJACHTAMH 3HAHUH,
3¢ GEKTUBHOE U YCIICIITHOE OBJIJICHHE YMEHUSMH U HAaBBIKAMHU B TIPEJMETHON 00JIacTH,
(GOpMHUPYIOT IO3HABATEIBHYIO MOTPEOHOCTH M HEOOXOJMMOCTh TAIbHEHIIIET0
caM000pa30BaHMs, TO3BOJISIOT AKTHBH3UPOBATh UCCIIEOBATEIBCKYIO IS TEIHHOCTD,
obecrieunBarOT 3GHEKTUBHBIA KOHTPOJIb YCBOCHHMSI 3HAHU I

6 YuedHo-MeTOANMYECKOE 0fecTiedyeHre CAMOCTOATEIbHONH PAG0ThI 00yYaroImuXCst

HpeI[CTaBJ'IeHO B IIPUJIOKCHU U 1.

7 OueHOYHbBIE cpeCcTBA A/ NPOBeAeHUs IPOMEeKYTOYHOM aTTecTAlUH
[IpencraBieHbl B IPHIIOKEHUH 2.

8 YueOHO-MeTOoAu4YeCcKOe U HH(OPMAIHOHHOE 00ecTieYeHUe U CHUTLIMHBI

a) OcHoBHas JIuTepaTypa:

1. Buykos, A. A. 3amuta nadopmanuu : yueOHUK Ut By30B / A. A. BHykoB. — 3-¢
u31., nepepad. u gon. — Mocksa : M3natensctBo HOpaiit, 2025. — 161 c. — (Beiciee
oOpazopanue). — ISBN 978-5-534-07248-8. — Tekcr : anexrponHslii // OOpazoBarenbHast
iatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/561313 (nmara oOparieHus:
14.01.2025).

2. OpranuzalMoHHOE U MpaBoBoe obecreueHne HHHOPMAIIMOHHON 6€30acHOCTH !
y4eOnuk i By3oB / T. A. [Tonsikosa, A. A. Crpensios, C. I'. UyOykosa, B. A. Huecos ;
nox penakuueii T. A. ITonskoBoit, A. A. CTpenbiioBa. — 2-€ U3, nepepad. u a0, —
Mocksa : U3narensctBo FOpaiit, 2025. — 357 ¢. — (Bsiciiee o6pazoBanue). — ISBN 978-5
-534-19108-0. — Texcr : anexrponHblit // OOpa3oBarenbHas miatdpopma FOpaiit [caiT]. —
URL: https://urait.ru/bcode/560516 (nara oopamienus: 14.01.2025).



https://urait.ru/bcode/561313
https://urait.ru/bcode/560516

0) /lomoJiHUTe IbHASA JIUTEpaTypa:

1. Yepnona, E. B. HMudopmarmonnas 6e30macHOCTh YeIOBEKa . yueOHOe mocooure
s By30oB / E. B. Uepnosa. — 3-e u3g., nepepad. u gon. — Mocksa : M3marensctBo KOpaiir,
2024, — 327 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-16772-6. — Tekcr :
anektpouHbii // Ob6pazoBarenbHas miardopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/542739 (mara obpamenus: 14.01.2025).

2. Corues, 1O. H. CranmapTsl nHGOpMAIIMOHHON 0€3011aCHOCTH. 3aniuTa 1 00padoTka
KOH(UICHIIMATIBHBIX TOKYMEHTOB : yueOHoe nocodue / FO.H. CerueB. — 2-¢ u3j., nepepad. u
non. — Mocksa : UTHOPA-M, 2024. — 602 c. — (Bsiciiee o6pazoBanue). - ISBN 978-5-16-
019904-7. - Tekcrt : anexkrponnsiid. - URL: https://znanium.ru/catalog/product/2021464 (nata
obpamenus: 14.01.2025). — Pexxum nocTyna: mo MOAINUCKE.

3. Kopabenpaukos, C. M. Ilpecrymienus B chepe nHPOpMAIIMOHHON 0€30IaCHOCTH !
yuebHoe nmocoowue s By3oB / C. M. KopabenbaukoB. — Mocksa : Mznarenscto FOpaiiT,
2024. — 111 c. — (Beicmiee o6pazoBanue). — ISBN 978-5-534-12769-0. — Tekcer :
anektpoHHbIi // O6pazoBatenbHast miardopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/543351 (mara obparenus: 14.01.2025).

B) MeToanueckue yKasaHus:

1. Yepnoga, E. B. [IpakTukym no HHGOPMAIIMOHHONW 0€30MacHOCTH [T OaKalaBpOB
NPUKJIaHOM nHpOpMaTHKH : ipakTukyM [t By3oB] / E. B. UepHoBa ; MaruuTtoropckuii
roc. rexundeckuid yH-T uM. I'. U. HocoBa. - Marautoropck : MI'TY um. I'. M. Hocoga, 2019.
-1 CD-ROM. - 3arn. ¢ tutyin. skpana. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/2646 (nata oOparieHus:
18.01.2025). - MakpooObeKT. - TekcrT : aekTpoHHbId. - CBeleHHs oCTyHbI Takke Ha CD-
ROM.

2. MeTromuieckre yKa3aHus IO BHITOJIHEHHIO JTabopaTopHO# paboTs! «HamexHOCTh 1
JOCTOBEPHOCTH HH(pOpMaIwmy» s OakaaBpoB HampasieHus 38.03.05 busnec-
nHpopmaruka, 09.03.03 «Ilpuknagnas napopmarukay, 44.03.05 «llegarormueckoe
oOpasoBanue (Mupopmaruka u skoHOMUKa)». — Maruutoropck: M31-Bo Marautoropck. roc.
texH. yH-Ta uM. [.1. Hocosa, 2020. — 12 c.

r) [Iporpammuoe odecnieuenue u UnTepHeT-pecypcehi:

IIporpamMmmHoe o0ecnieueHue

Haumenosanue .
o Neo norosopa Cpok AeiCTBUS TULEH3UN

MS Office 2007

Professional Ne 135 ot 17.09.2007 06eccpouHo
7Zip cB00OOIHO pacnpocTpansemoe [10 0eccpovHO
MS Office 2003

Professional Ne 135 ot 17.09.2007 06eccpouHo
]IiFr Z¥3ip Mozilla cB00OOTHO pacnpocTpansemoe [10 0eccpovHO
FAR Manager cB0OOHO pactpocTpansemoe 10 0eccpouHO
Bpaysep Yandex |cBobGomgHO pacnpoctpansemoe [10 6eccpodHo

IIpodeccnonanbubie 6a3bl JAHHBIX 1 HHPOPMALMOHHbIE CIIPABOYHbIE CHCTEMbI


https://urait.ru/bcode/542739
https://znanium.ru/catalog/product/2021464
https://urait.ru/bcode/543351
https://host.megaprolib.net/MP0109/Download/MObject/2646

Hassanue xypca CchIIKa
HammmonansHas
UH()OPMAIIMOHHO-aHATUTUYECKAST URL.: https://elibrary.ru/project _risc.asp
cucteMa — POCCHUCKHMHM HMHOEKC
Poccuiickas I'ocynapcTBeHHas
oubamoreka. Karamoru
DNEKTPOHHBIE Pecypchl OMOIHMOTEKH _ .

MLTY 1. LI Hocosa https://host.megaprolib.net/MP0109/Web
YHuBepcurerckas uHGOpMaMOHHAS
cucrema POCCHUSA

Mndopmanmonnas cucrema - bank https://bdu.fstec.ru/?ysclid=lujkqy7cnw630508962
JIAHHBIX yrpo3 0e3011aCHOCTH
HNudopmannonnas cucrema -
HopmaTuBHBIE  TpaBOBBIE  aKTHI,

https://www.rsl.ru/ru/4readers/catalogues

https://uisrussia.msu.ru

https://fstec.ru/tekhnicheskaya-zashchita-informatsii/doku

OpTaH3alMORHOPACTIOPARMTEILHE | oty t7i9ysclid=lujknksfy724757053
[ JAOKYMCHTHI, HOPMATHUBHBIC u

METOJHNYCCKHEC JOKYMCHTEI )48

9 MarepuajibHO-TeXHHYECKOe oDecriedeHne JUCHUIIMHBI (MO1yJIs1)

MarepuanbHO-TEXHHUECKOE 00eCIIeUeHUE JUCIUTUINHBI BKITFOUACT:

VY4aeOHple  ayoUTOpUM  JUIS  TPOBENEHHUS  3aHSATHH  JIGKIMOHHOTO  THIIA:
cnenuanusupoBaHHas (yueOHasi) Mmebenb (CTOMNbI, CTYIbs, JOCKA AyAUTOPHAS ), MyJIbTUMEINITHOE
obopynoBanue (MPOEKTOP, KOMMBIOTEP, JKpaH) JUisl MPE3eHTAMU Y4eOHOro marepuaia Io
JMCIUTUIAHE;

VY4eOHbIE ayAUTOPUHM [UIsL TIPOBEINCHHS J1aOOpPATOPHBIX 3aHATHH, TPYIIOBBIX U
WH/IMBUYAIbHBIX KOHCYJbTAIMHA, TEKYIIETO0 KOHTPOJS M IPOMEKYTOYHOH aTTECTAI[HH:
cnenuanu3upoBanHas (yueOHas) mMeOenb (CTONBI, CTYJNbs, JIOCKa ayAWTOpHAs), IEPCOHAIbHBIC
KOMITbIOTEPBl OO0BEJMHEHHBIE B JIOKAJIbHBIE CETH C BBIXOJOM B VHTEpHET M C JOCTYNOM B
DIIEKTPOHHYIO  MH(POPMAIMOHHO-00pPa30BaTENbHYI0  Cpelly  YHHBEPCHTETa, OCHAIICHHBIC
COBPEMEHHBIMHU MPOTrPAMMHO-METOINYECKMMHU KOMIUIEKCAMHU

AymuTopun JUIsl CaMOCTOSITENTbHOW paboThl (KOMITBIOTEPHBIE KJIACCHI; YATAIBHBIC 3aJIbI
6ubnuoTekn): crnenuanu3upoBaHHas (ydueOHas) meOenb (CTOJNBI, CTYNbs, JIOCKa ayAMTOpHAs),
NepCOHATbHBIE KOMIBIOTEPHI 00BENMHEHHBIE B JIOKAJHHBIE CETH C BBIXOJIOM B WHTEpHET U C
JOCTYIIOM B DJIGKTPOHHYIO  MH(OPMALlMOHHO-00pa30BaTENbHYIO Cpelly YHHMBEpPCHUTETa,
OCHAIIIEHHBIE COBPEMEHHBIMH IIPOTPAMMHO-METOAMYECKIMH KOMITJICKCAMHU

[Tomemenne Uit XpaHeHMs W NPOPUIAKTHYECKOTO OOCIY)KMBAaHUS — y4eOHOro
00opyoBaHus: MeOemb (CTOJBI, CTYJIbsI, CTEIUTAXKH JIJISl XpaHEHUs Y4eOHO-HATJISTHBIX TTOCOOH 1
y4eOHO-METOINYECKOM JOKYMEHTAIMN ), IEPCOHATbHbBIE KOMITBIOTEPHI.


https://elibrary.ru/project_risc.asp
https://www.rsl.ru/ru/4readers/catalogues
https://host.megaprolib.net/MP0109/Web
https://uisrussia.msu.ru/
https://bdu.fstec.ru/?ysclid=lujkqy7cnw630508962
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi?ysclid=lujknksfy724757053
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi?ysclid=lujknksfy724757053

IIpunoxenne 1

Y4eOHO-MeTOANYECKOE O0ecTIeyeHHe CAMOCTOSTEIbHOM Pa0doThl 00y4al0IIUXCS

[To mucummumue «HpOopManmonHas 0e30MacHOCTh» MPEAYCMOTpPEHA ayAUTOpHAs H
BHEAyIUTOpHAsi CAMOCTOSTENbHAs paboTa OaKalaBpoOB.

AynuropHas —camocCTosiTeldbHass paboTa OakalaBpoB IPEANOJIATaeT pelICHHE U
oopmiteHHE COTIACHO 33aHHBIM TPEOOBAHMAM 3aJaHHUN JIAOOPATOPHBIX padboT. TpedoBaHus K
opopmaenuto Haxoaarcss B CMK-O-CMI'TY-42-09 KypcoBoii mpoekt (paboTa): CTPyKTypa,
coziepkaHue, oOIIye MpaBuia BEITOTHEHUS U O()OPMIICHHUS.

BueaynuTopHas camocTosiTenbHas padoTa CTYACHTOB OCYILECTBIISICTCS B BHJIE U3YYCHUS
y4eOHON M Hay4HOH JIMTepaTypsl IO COOTBETCTBYIOLIEMY pa3zeiy ¢ MpopadOTKOH MaTepHana,
ydacTue B JUCTAaHLIMOHHOM Kypce win uzydyeHun MOOK, npennokeHHOM mpenogaBaTeieM U
BBINIOJTHEHUS IOMAIIHUX 33/1aHUH (IOATOTOBKA K Ja0OpaTOPHBIM padOTaM) C KOHCYIbTalUsSMH
IpernoaaBaTes.

Bonpocs! /151 cCaMOCTOATETbHOTO H3YYeHUsI:

1. [IpoBenuTe CpaBHUTENbHBIA aHAINW3 JOKTPUH U KoHueniuili rocygapcts CIIA,
['epmanun, @panuuu, SAMOHUM U IPYTHX PAa3BUTHIX CTpaH B 00JacTH OOeCHedeHHUs Pa3BUTHUS
uH(pOpMalMOHHbIX TexHojorud (koHuenuuu Kiwmnrona-I'opa, bannremana B EBporme,
OxunaBckas xapTust «I ' modanbHOe HH(POPMAIIMOHHOE OOIIECTBO» U T.1I.)

2. W3yunte COBOKYIMHOCTh O(HUIMATBHBIX B3IJISIIOB HA IIENH, 3a7a9d, IPUHIIUAIIEI |
OCHOBHBIE HarpaBieHus obecrieuenust nHGopMamoHHoi 6ezonacHoctu Poccuiickoii denepanuu
B «JlokTpuHe WH(POPMAIMOHHON OE30MaCHOCTH POCCHICKOW (emepamum», yTBepkKIeHHOH 9
centsa0ops 2000 r. No  [Ip-1895.

3. Ilo3HakoMbTECH CO CTaThIMM OCHOBHOrO 3akoHa Poccuiickonn ®enepanun —
Koncrturynmeit  (mpunsitodr 12 pmexabps 1993  roma), 3arparMBaioOIMMU  BOTIPOCHI
uH(opMarmonHol 6e3omacHocTu (ctathu 23, 24, 29, 41, 42).

4, PaccmotpuTe ompeneneHns BceX BaKHEHIIMX KOMIIOHEHTOB HH(OPMAIMOHHOMN
NeSITeIbHOCTH M HANpaBJiICHUs Pa3BUTUS 3aKOHOJATENbCTBA B 00JIACTHM HH(POPMALMOHHOM
6e3omacHocT B 3akoHe «OO0 mHbopMmanmu, nHGopMaTH3amu u 3ammrte nHpopmammmn» ot 20
despanst 1995 rona Homep 24-D3 (mpunsat ['ocynapcrBenHoit Jymoit 25 suBapst 1995 rona).

5. N3yunTe 0CHOBHBIE HOPMATHUBHBIC aKTHI, PETJIAMEHTHPYIOIIHE OXPaHbl 00BEKTOB C
MOMOIIbI0 HOPM aBTOPCKOrO IpaBa B 3akoHax «O TMpaBOBOM oOXpaHe Mporpamm s
3JIEKTPOHHO-BBIYMCIUTEIBHBIX MalIMH M 0a3 JIaHHBIX», «O MpaBOBOM OXpaHE TOMOJOTHH
MHTETPaJIbHBIX MUKpocXeM» U «O0 aBTOPCKOM IIPABE U CMEXKHBIX IPaBax».

6. Kak ompenenensl moHsTHs OaHKOBCKas, KOMMeEpuUecKas W ciyxeOHas TailHa B
I'paxxnanckom konekce Pocceniickoit denepanun.
1. Kak oTpakeHbl BOIPOCHI MPABOBOIO peXMMa HMHPOPMALUU C OrpaHUYEHHBIM

JIOCTYIIOM B 3aKOHAaX O TOCYJapCTBEHHON U KOMMEPYECKON TaliHax, B IpaKAaHCKOM Kojekce PO B
cratbe 139 «Ciry>xkeOHast 1 KOMMepUecKas TaifHay.

8. Kakue cBeieHus: He OTHOCATCS K KOMMEPUYECKOM TalHE.

Q. Kak onpenensiercs noHstue u cojepxaHue KOHQHUISHIUATbHON MH(OpPMaLUU B
Vkaze [Ipesunenta PO «O0 yrBepxaeHUN NEepeyuHs CBEACHUIM KOH(UIECHIIMATBHOTO XapaKTepay.

10.  [aiite xapakTepHCTHKY CIEAYFOIMX (OPM 3aIUTH MHPOPMALMK: IATEHTOBAHME,
aBTOPCKOE TpaBo, ToBapHbie 3HAKU («IlateHTHBI 3akoH PDy», «O TOBapHBIX 3HAKaX, 3HaKaX
00CITy’)KUBaHUSI U1 HAUMEHOBaHUU MECT ITPOUCXOXKACHUS TOBAPOBY).

11.  PaccmoTpuTe BOHpOCH NHIEH3UPOBaHWS B OOJACTH 3aIIUTHI MHPOPMALMH B
3akoHe «O JHMIIEH3UPOBAHUU OT/AEIbHBIX BUAOB JesTensHocTH» OT 8 aBrycra 2001 roga Homep
128-®3 (Ilpunst 'ocynapcTennoit ymoii 13 uronst 2001 roqa).

12. Kakumu rocy1apcTBEHHBIMH ITPaBOBBIMU JOKYMEHTAMU ONPEIEIIAIOTCS AEHCTBUSA
I10 3alIUTe I/IH(bOpMaLII/II/I OT HCCAHKIIMOHUPOBAHHOI'O AOCTYIIA.
13.  Onpepenute pons um mecto DenepanbHON CIOyKObl 110 TEXHUYECKOMY H

skcnoptHomMy  KoHTpoiro (PCTIK, www.fstec.ru), sBusromeiics MnpaBONPEEMHUKOM


http://dvabop.narod.ru/docum/xartia/xrt.htm

I'ocymapctBenHoi TexHMYeckod komuccun mpu  Ilpesunenre Poccuiickoit ®Pepepanuu
(www.infotecs.ru/gtc/)

14. KakoBbl OCHOBHBIE HamlpaBieHUs IeATENLHOCTH {DenepasbHOro areHTCTBa
IPaBUTEILCTBEHHON cBsi3u U umHpopmarmu (PAIICHU — www.fagci.ru) B rocymapcTBeHHOM
CHCTEME 3aIUThl HHPOPMAIUH.

15. KakoBbl ocHOBHBIE HanpaBineHus gaearenbHoct «Cosera bBeszomacHocTn
Poccuiickoit denepanmmy.
16.  3uauenue 3axoHa «O6 yUacTHH B MEXKTyHAPOAHOM HH(POPMALILOHHOM 0OMEHE» OT

4 wrons 1996 roga Homep 85-D3 (mpunst ['ocynapcTBennoit {ymotii 5 utons 1996 roma) B samoxy
I00ATEHBIX KOMMYHUKAIIHA.

17.  PaccMoTpuTe 3aKOHOMPOEKTHI M CYLIECTBYIONIYIO HOPMATHBHO-IIPABOBYIO 6a3y MO
BOIIPOCaM AJIGKTPOHHOrO Ou3Heca M AoKyMeHTooOopora. Kakum obOpazom obecrieumBaroTcs
NPaBOBBIC YCIIOBHSI HCIIOJIB30BAHUS JJIEKTPOHHOW HHM(POBOM NOANMCH B 3IIEKTPOHHBIX
JIOKYMEHTaX COIVIACHO 3aKoHYy «O0 anekTpoHHOHN 1udpoBoit moamucu» Ne 1-O3 (mpuHsATOMY
['ocynapcrennoii lymoii 13 nexkadps 2001 rona).

18. [ToznakombTech co ctaThsiMu Kozekca 00 aAMUHHUCTPATUBHBIX [IPABOHAPYIIIEHUSIX
1o mpobJieMaM paBOHAPYIICHUH B 00acTu cBsi3u U uHopmaruu (I'nasa 13).
19. Wzyuute cratbu YronoBHOro kojekca Poccuiickoit @enepanuu (penakius ot 14

mapra 2002 ropma) mpeaycMaTpHBarOIlME YrOJOBHYIO OTBETCTBEHHOCTb 3a KOMIIBIOTEPHBIE
IIPECTYIUICHUS.

I'naBa 28 «[Ipectymnenus B cepe KOMIbIOTEPHON HH(POPMALIUN», TPH CTAaThU:

cratbs 272. HerpaBOMEpHBIH JOCTYI K KOMITBIOTEPHOH HH(MOpMAIHH;

cratbs 273. Co3aHue, UCIOIb30BAHNE M PACIIPOCTPAHEHHE BPEIOHOCHBIX IPOTpaMM JIst
OBM;

cratbs 274. Hapyenue npasui skciutyaraiuu 9BM, cucrembsl 9BM win ux ceru.

20.  TlosnakombTech co crathamu YK P® nop aeiicTBHe KOTOPBHIX MOTYT I10HAaTh
IPOTHBOIPABHBIE JIESIHUS, COBEPILIEHHBIE C UCIOJIb30BaHUEM KOMIbIOTepa U/uiaK ceTu. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

21. Tlpusemute mnpuMephl CcyneOHOM NpakTHKM B paccMaTpuBaeMoii  cdepe.
Ucnonp3yiiTe MaTepuaibl IEPUOIUIECKON TIeyaTH, myonukanuu B UHTepHer.

22. Caenaiite 0030p MEXAYHAPOAHOTO HH(POpMaImoHHOTO 3akoHOAaTenbcTBa (CIA,
I'epmanun, Benukoopuranuu, @panmnuu, AnoHun) B 006JacTH 3alIUTH HHPOPMALIUH.

23.  PaccMoTpuTe IIpaBOBOE pErylMpoBaHME ceTH MHTepHeT B cTpaHax EBpomsl,
CIIA, Poccun.
24.  TlosnakombTech C IporpamMmoil «DnekTpoHHas Poccusi». KakoBbl pe3ynbTaThl

peanu3anyy JaHHOM MporpamMmabl?
25.0O1ueHoYHbIe CTAHAAPTHI U TeXHUUYeckue crenudukanun. OCHOBHBIE TOHATHSL.

26.Crannapr Munucrepcrsa o6oponsl CIIA «KpuTepun OLEHKHM JIOBEPEHHBIX
kommbroTepHbix cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpamkeBasi KHUTa») Kak OIEHOYHBIA cTaHmapT. Mcropus co3maHus u
tekymmii craryc. [lommtuka Oe3omacHocTu cornacHo «OpamkeBoil kHure». Kiaccel
0e30macHOCTH MH(GOPMAIIMOHHBIX CHUCTEM TIO0 CTENEeHH NoBepusi OezomacHOCTH («OpamxeBas
KHUTa»).

27 .Kpacnas xaura. MHTepnpeTanus KpUTepUes OLEHKU HaJeKHOCTH CHCTEM JJIs CeTell.
Trusted Network Interpretation. 1993. (NCSC-tg-005).

28.Po3oBas kHHTA. HHuTtepripeTanusi CUCTEMBI yIPaBJICHUs] HAJIEKHON 0a30i JaHHBIX B
KPUTEPHUSAX OIEHKH HAJIeKHBIX KOMITBIOTEPHBIX CHCTEeM MMHHCTEpCTBA OOOpPOHBI W3 YHUCIA
KPHUTEPUEB OIICHKU HAJI)KHBIX KOMITBIOTEpHBIX cucteM. |rasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).

29.VupopmannonHas 6e30IacHOCTh paclpeeleHHbIX cucrteM. Pexomenpanuu X.800
«ApXHUTEKTypa 0€30MaCHOCTH JJIsi B3AUMOJCHCTBHS OTKPBITHIX CUCTEM).


http://www.infotecs.ru/gtc/
http://www.fagci.ru/

30.Cnenuduxamus Internet-coobmectsa RFC 1510 «CeTeBoii cepBHc ayTeHTU(DHKAIMH
Kerberos (V5)» [Kerb].

31.Tocynapcrennsie crangaptsl. TOCT P MICO/MDK 15408-2002. MudopmanuoHHas
TeXHOJIOTUS. MeTobl M cpeacTBa obecnieueHus Oe3omnacHocTH. Kputepuu onieHKH 6e301acHOCTH
UH(POPMAIMOHHBIX TEXHOJOTHH (B PYCCKOSI3BIYHOM JIMTEPAType OOBIYHO, HO HE COBCEM BEPHO,

umenyeMsbIil «O0mme kputepun» -OK). OcHoBHBIE MOHATHS U uaeH. (MexXayHapoaHbIH cTaHIapT
ISO/IEC 15408).

32.TOCT P UCO/MDK 15408 — «Bsesenue u obmas moaenb». OOMmuii MoaXoa K
dbopmupoBaHuio TpeOOBaHMI U OlleHKe O0e30macHOCTH ((hYHKIIMOHAJILHBIE U JIOBEPHS), OCHOBHBIC
KOHCTPYKIIMU (TIpodWiib 3allMTHI, 3aJaHHe IO OE30MaCHOCTH) MPEICTaBICHUS TPeOOBaHUN
0e30MacHOCTH B MHTEpecax MmoTpeduTenel, pa3pabOTYMKOB U OICHIIMKOB IPOAYKTOB U CUCTEM
NT. TpeboBanus GezomacHocTH 00bekTa omnenku (OO) mo meromonoruu OOMMX KPUTEPHUEB
OTIpEICIIAIOTCA UCXOI U3 1eieil 6e30MacHOCTH, KOTOphIE, B CBOIO OYepe/lb, OCHOBBIBAIOTCS Ha
aHann3e HazHaueHuss OO UM yclIOBUH cpeibl €ro HCIHOJIb30BaHUA (Yrpo3, NPEANOIOXKEHHH,
MOJIMTUKU OE30MaCHOCTH).

33.'OCT P UCO/MDK 15408-2 — «DyHKIMOHAIbHbIE TPeOOBaHHs GE30IIACHOCTHY.
Knaccudukanus (yHKIMOHATBHBIX TpeboBaHui Oe3omacHocT «OO0mmMX KpuTepueBy». Kiacce
(GyHKIIMOHATIBHBIX TPEOOBAHMM, OMUCHIBAIOIINE dJIEMEHTapHbIe CepBUCH Oe3onmacHocTH. Kimaccsl
(GyHKINOHATBHBIX TPEOOBAaHUI, OMMCHIBAIONINE TPOU3BOAHBIE CEPBHUCHI OE30MTaCHOCTH.

34.3amuTa naHHEIX M0Ib30BaTeNs. 3amura GpyHKIHA 0€30MaCHOCTH 00BEKTA OLIEHKH.

35.Knacchl GyHKIMOHANBHBIX TpeOOBaHMIA, Urparolue HHPPACTPYKTYPHYIO POIlb.

36.'OCT P UICO/MDK 15408-3 — «TpeGosanus noBepus k 6e30nacHoCTH». OCHOBHBIE
HOHSTHS U Kiaccudukanus TpeOoBaHHii JoBepus 0€30I1aCHOCTH.

37.0uenka mpoduieli 3amuThl M 3agaHuil 0o GezomacHocT. TpeOoBaHus I0BepUs K
sTamy pa3paboTku. TpeOoBaHUS K 3Tamy MOJNYy4YCHHUS, NMPEICTABICHHUS M aHAIN3a PE3yJIbTaToB
pa3pabotku. TpeOoBaHUs K TOCTaBKE M SKCIUTyaTalluy, OJIEPKKa TOBEPHS

38.Ouenounsle ypoBHH J10BepHs 6€30MacHOCTH B «OOIINX KPUTEPUSIX».

39.Mpodunu 3amuTel, pazpaboTaHHble Ha ocHOBe «OOmMX KpurepueBy». OOmme
TpeOoBaHus K cepBrcaM 6e3onacHOCTH. buomerpuueckas naeHTUPHUKALUSA U ayTeHTUPUKALUS.

40.bpuranckuii crangapr BS 7799 «Vnpapienue MHPOPMAMOHHON 0G€30MaCHOCTBIO.
IMpakTrueckue nmpasuiay (Code of practice for information security management) [BS7799] u ero
BTOpas 4yacte BS 7799-2:2002 «Cucremsl yrpaBieHHs WH(OPMAIMOHHON O€301acHOCTHIO -
crieruduKaIus ¢ pykoBOACTBOM IO Kcmob3oBanuio» (Information security management systems
- Specification with guidance for use) [BS7799-2] miis npakTH4eCKOTo CO37aHus U MO ICPKAHUS
pexxumMa MH(OPMAIIMOHHOM O€30MacHOCTH € MOMOIIBI0 PETYISATOPOB aJAMUHUCTPATUBHOTO H
IpoLEeAypHOro ypoBHEH. PerynsaTopsl 6€30nacHOCTH U peanu3yeMble UMU Lieiu. YeTbipexdazHas
MOJIEJIb Tpoliecca YIpaBieHus HHPOPMALMOHHOM 6€301acHOCThIO.

41.Cranpapr ISO/IEC 17799:2002 «Ynpasinenre HHGOPMAMOHHON GE30MACHOCTHIO —
WNHdopManinoHHbIe TEXHOIOTUN.

42 . ®enepanbnpiii  crangapr CIIA FIPS 140-2 "TpeGoBanusi 6Ge30MacHOCTH IS
kpunrorpaduueckux moayiei" (Security Requirements for Cryptographic Modules) [FIPS140].

43.TpeboBanuss K HPOU3BOILHOMY (JIMCKPEMOHHOMY) YIIPABICHHIO JIOCTYIOM.
PyxoBomsmmit  moxkyment ['octexkomuccunm Poccun «be3omacHOCT,  MHPOPMAIIMOHHBIX
texHosoruil. Konrponupyemsiii qoctyn. [Ipoduns 3anmren (113 KI).

44, TpeGoBanuss K NPUHYIUTENFHOMY (MaHIATHOMY)  YIPABIECHHIO  JIOCTYIIOM.
PykoBomsmumit  moxkyment ['octexkomuccunm Poccun «be3zomacHOCT,  MHPOPMAIIMOHHBIX
TexHosoruil. Metounas 3amura. [Ipoduns 3ammre (113 M3).

45.Ponesoe ynpasieHue J0CTYIIOM.

46.MexceTeBoe 3kpaHupoBaHMe. PykoBojsie J0KyMeHTHl 'ocTexxkomuccuu Poccuu
(Kmaccudukammst aBromatusupoBaHHBIX cucteM (AC) 1O ypOBHIO 3alWIIEHHOCTH OT
HecankimonupoBanHoro goctymna (HCJI), Knaccudukanus MexceTeBbIX SKpaHOB).

47.CucteMbl  akTHBHOTO ayauTa. AHOHMMHM3ATOPbl. BBIIYCK M yHpaBlieHHE
cepTupUKaTaMu. AHAIN3 3alUILEHHOCTH.



48.Tlpodunu 3ammThl, pazpaboTaHHble HA OCHOBe «OOIIMX KpUTepHeB». YacTHbIE
TpeOOBaHUS K KOMOHWHAIIMSAM M TPUIIOKECHUSIM CEpPBUCOB Oe3omacHOCTH. OrepanioHHbIC
CHCTEMBI.

49.YacTuple TpeboBaHMS K KOMOMHALMAM M IIPUIOKEHUSIM CEPBUCOB OE30MACHOCTH.
CucreMmsbl ynpaBicHUs 0a3aMu JaHHBIX.

50.YacTthbie TpeGoBaHMS K KOMOMHALUAM M HPUIIOKEHHAM CEPBUCOB OE30MACHOCTH.
BuptyansHble yacTHbIe ceTH. BupTyaibHbIe TOKanbHbIe ceTH. CMapT-KapThl.

51.TapmonusupoBannbie Kputepuu EBponeickux cTpa.

52.Texunueckas cnenuduxanus «O600IEHHbIH TPUKIAHOM TporpaMMHBbIil uHTEpdeiic
ciy:k0b1 O6e3omacuocTr» (Generic Security Service Application Program Interface, GSS-API)
[GSS-API].

53.0OcHoBHbIE TIOHATHA W Maed pekoMmeHpanuii cemeiicta X.500. X.501 "Cnyx6a
mupexropuii: momenu" [X501] m X.511 "Cnyx0a AupeKTOpHii: aOCTpaKTHOE OIpEeaCIICHHE
cepsuca" [X511].

54.Kapkac ceptudukatoB OTKpBIThIX Kitodeil. X.509 "Cuyx6a qupeKkTopuil: KapKackl
ceptudukaToB OTKpBITHIX Kitouerd u arpuOyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

55.Kapkac ceprudukaros arpuOyToB. [IpocTas v cuIbHas ayTeHTHOUKALHS.

56.Cnemuduxanun Internet-coodmecrna IPsec. ApxuTektypa cpeAcTB 0e30MacHOCTU
IP-ypoBHsL.

57.Cnennpuxamuu Internet-coodmectsa IPsec KonTekcThl 6€30MaCHOCTH M yIPaBICHUE
KITFOYaMHU.

58.ITpoToKoIbHBIE KOHTEKCTHI U TIOJIUTHKA 6€30I1aCHOCTH.

59.06ecneuenne ayrentuunoctu IP-makeroB. OGecredenre KOH(DHIEHIMAILHOCTH
CEeTeBOro Tpaduxka.

60. OcuoBuble nyen u noHsTHs npotokona TLS. IIpoTokon nepegaun 3anuceit. IIporokon
YCTaHOBJICHUSI COCIMHEHHN M acCOIMUPOBAHHBIE MPOTOKOJBI. [Ipumenenue mporokona HTTP
Hax TLS.

61.06006meHHbBI NpUKIAgHON TIpOrpaMMHBIA MHTepdeic CciIy)Obl 0e30MacHOCTH.
OCHOBHBIE TTOHSTHS.

62.006006m1eH b  MPUKIATHON IIPOrpaMMHBIA HHTepdeiic ciyx0bl 6e30IacHOCTH
Oynkiuu s paboTel ¢ yaocToBepeHusiMH. (Co3maHMe W yHUYTOXKEHHE KOHTEKCTOB
6e3omacHocTH. 3amura coodieHuil. Jlornka paboTsl monb3oBareneit uHTepdeiica 6e30MacHOCTH.

63.CrpykTypa u conepxanue nokymenrta «[lonuTuka HHGOPMAIMOHHON GE30MACHOCTH
OpraHu3aLun».

64.Cnyx6a nadopManuoHHOH 6Ge3omacHocTH opraHmsanuu. CocTas, LEId U 3a7aud
CITY>OBI UHPOPMAIIMOHHON O€30MaCHOCTH OPTaHU3aIUH.

65.Posb cTanmapToB U TpeGoBaHUH 10 MH(OPMALMOHHON G€30MACHOCTH MPEANPUITHS
B (hopmupoBanuu «lloautku nHGOpMaIMOHHON 0€30MIaCHOCTH OpraHU3aIUN.

66. IIpuHIMIBl pactpeaeneHus MOJTHOMOYHIA.

67.1pouenypsl u MeTOAB HMHPOPMAIMOHHON 6E30IaCHOCTH OpraHU3allMh  Kak
cocrapistrone «[lomuTukn HHPOPMATMOHHOW OE301TaCHOCTH OpTraHU3aAIAN.

68. IIpopunu 3amurkL.

69. O6s3aHHOCTH COTPYHUKOB MO 06ECTIEUEHHI0 HHPOPMALIMOHHON GE30MaCHOCTH.

70.TTopsamox ycTaHOBJIEHHs peXuMa KOH(DHIECHIHMATLHOCTH HHpopMmauuu. IlepedeHs
CBE/IEHUI, OTHOCUMBIX K KOH(HIECHIIMAIHHON HH(OPMAIIMK U HE MOJUIeKAINX 3aCEKPEUMBAHUIO.

71.TpeboBanus, npembsBaseMble K NpPETEHIECHTaM Ha paboTy ¢ KOH(HACHIUAIBHOM
nH(popMalen U K MpeTeHeHTaM Ha JOKHOCTh CITy>KOy HH(OpPMAIMOHHOM 0€30MMacHOCTH.

72.Tlopsanok obecrieueHnss COXPAHHOCTH KOH(QMACHIMAILHON HMH(OPMALUKM IpH
IOCTOSIHHOM WJIM BPEMEHHOM IPEKPALIEHUH I0JIb30BaTEeNIEM JIOCTYNa K KOH(PUIECHIHAIbHOMY
UH(OPMAIIMOHHOMY PECYPCY.

73.0prann3aiuonHble MEPBl 10 OOECTIEYEHUI0 U TOUIEPKAHAI0 HHPOPMAMOHHON
0€30MacHOCTH B TIEPHO/T YPE3BbIUANHBIX CUTYaIIUM.



74.Bunsl nHpOpMaIMK OPraHU3ALMH, TTOJIEKAIME 3aIIHUTE.

75.PernaMenTanus neicTBHA BCEX KaTeropuii COTPYAHUKOB, JOMYIIEHHBIX K padoTe ¢
nH()OPMAITMOHHBIMHU CUCTEMaMH.

76.CucteMa  OpraHM3alMOHHO-PACHIOPAMUTENBHEIX JOKYMEHTOB — YUPEXKIEHHS 110
BOIpocam obecrieueHus: THPOPMAITMOHHOI 0€30MacHOCTH.

77 .Tlonurrka 6€30MaCHOCTH YUPEKICHHS.
78.TIporpamma 6€30MacCHOCTH yUPEKICHHUS.



IMpunoxenne 2

OueHo4HBbIE CpeICTBA AJ5 NPOBeIeHUs] MPOMEKYTOUHOI aTTecTaluu

a) Ilnannpyembie pe3yibTaThl 00y4eHHs] M OLICHOYHbIE CPeACTBA I IPOBECHUS

MPOMEKYTOYHOM ATTECTALMHU:

Kon
WHAWKATOPa

Nuaukatop A0CTIKEHUS
KOMIIETCHIINH

O1eHOYHBIC CpPeICTBa

YK-8 — CnocoGeH co31aBaTh M NOJJIEPKMBATH B IOBCETHEBHOM KU3HU M B PodeccHOHATbHOI
AeATeJbHOCTH 0e30MacCHbIe YCJIOBUS KU3HEIeSITeTbHOCTH /IJIl COXPaHEeHHUs MPUPOIHOI cpeabl,
ofecrneyeHHsl yCTOIYMBOrO Pa3BUTHS 00IECTBA, B TOM YHCJI€e IPHU YIPo3e H BOSHUKHOBEHUH

Ype3BbIYANHBIX CUTYallui M BOEHHbIX KOH(QIUKTOB

VK-8.1

AHanuzupyet u
UACHTHQHUIUPYET
¢akTopel  OMacHOTO W
BpEIHOTO BIIMSHUS
JIEMEHTOB cpenbl
oOuTaHust  (TEXHUYECKUX
CPEICTB, TEXHOJIOTHUECKUX
IPOLIECCOB, MAaTEepHajoB,
30aHHA U COOPYXKEHUH,
NPUPOAHBIX U COLMATIBHBIX
SIBJICHHIA)

IIpumepHble BApDMAHTHI TECTOBBIX 3a/IaHMUIA.
1. TpeboBanus «OOINX KPUTEPUEBY» TPYIIIUPYIOTCS B!
a.Kmaccet
b. Tloaxmaccer
C. I'pynnibt
d. [oarpymmsrl

IlepeyeHb BONPOCOB /sl MOATOTOBKH K 3a4eTy €
OLICHKOM

1. Tonsarue nHPOPMALMOHHON OE30MACHOCTH.

2. OcCHOBHBIE COCTaBIISIONTNE HH()OPMAITMOHHOMN
Oe3omacHoOCTH

3. BaxxHOCTB H CIIOKHOCTH MTPOOIEMEI
WHPOPMAIMOHHOHN 0€30MacCHOCTH

4. 3akoHOmAaTeNbHBIN YpPOBEHb HH(POPMALIMOHHOI
6e3omacHOCTH

5. O030p pocCHIICKOro 3aKOHOIATEILCTBA B 00JIACTH
WH(POPMAITMOHHON 0€301TacCHOCTH

6. IIpaBoBbIE aKThI OOLIETO HA3HAYCHUS,
3aTparuBalore BOIPOCH HH)OPMAIMOHHON
Oe3omacHOCTH

7. O630p 3apyOexHOro 3aKOHOJATEIbCTBA B 00JIACTH
WHPOPMAITMOHHOHN 0€30MaCHOCTH

8. OuenouHble CTaHJIaPThI u
CrieT(pUKAIIHL.

TCXHHUYCCKHUC

IIpakTH4eckoe 3a1anue
IIpoBecTn ayauT 3alUIIEHHOCTH CETH

Hactpouts paznudnbie CriocoOBI aBTOPHU3AIIAN Ha
BeO-pecypce ¢ y4eTOM TOCTaBJICHHBIX 3aj1a4

KommiekcHoe 3aganne

ObecneunTs 3amUTy HHPOPMAMH JOKYMEHTOB
Pa3IMYHOro TUMA (IOCTYITHOCTb, EJIOCTHOCTD,
KOH(QHICHIIMATLHOCTb ) OT BBISIBJICHHBIX YIPO3 TPEAMETHOM
oOnactu

YK-8.2

BeisBisier poOJIEMBI,
CBSI3aHHBIC c
HAPYLICHUSMH  TEXHUKH
Oe3omacHOCTH Ha paboueM

IIpuMepHBIe BAPHAHTHI TECTOBBIX 3aaHHUI.
1. YxaxuTe HEKOppeKTHOE ompeaeneane Hapymmutens Ub:

a. (1)I/I3I/I‘16CKOG JIMIIO, cnyqaﬁHo WJIn IMpEAHaAMEPCHHO
COBCpHIAIOIICC I[CﬁCTBHﬂ, CJICACTBUCM KOTOPBIX




Kon WNunukatop noCTmKeHUs OLeHOYHBIE CpeICcTBa
WHANKATOpa KOMITETeHIIUN
MecCTe; npezsiaraet ABJISIETCSl HApYIIEHUE 0e30MacCHOCTH HH(popMau
MEPOTPHUSITHUSIX o npu ee 00pabOTKE TEXHUIECKUMH CPEACTBAMH
MPEIOTBPAIICHUIO b. ¢usmueckoe WM IOPUIMIECKOE JIUIIO, CITyIaiHO
YpE3BBIYAHHBIX CUTYALHN COBepIIarolee JeHCTBUS, CICACTBUEM KOTOPBIX
ABJISIETCSl HApYIIEHUE 0e30MacCHOCTH HH(popMaIun
IpH ee 00pabOTKE TEXHUUSCKUMH CPEACTBAMHU
C. 3TO JIUIO, IPEAMPUHSBIIEE MTOMBITKY BBITOTHEHUS
3alpelIeHHbIX onepauuii (AeHcTBHi) MO OINOKeE,
HE3HaHWIO WJIA OCO3HAHHO CO 37TBIM YMBICIIOM (U3
KOPBICTHBIX HHTEPECOB) WITH 06€3 TAaKOBOTO (pagu
UTPBI WU YAOBOJBCTBUS, C LEIBIO
CaMOYTBEPKACHUS U T.I1.) M UCTIONB3YIOMIEe JIIst
3TOTO Pa3IAIHBIE BO3SMOXHOCTH, METOJIBI U
cpencTaa
IlepeyeHb BONPOCOB A1 MOATOTOBKH K 3a4eTY C
OLICHKOM
9. OcHoOBHEIE OTIpe/ieTICHUs u KpUTEpUHU
KJIACCU(UKAIMH YTPO3
10. Haubomnee pacrpocTpaHeHHbIE YTPO3bI JOCTYITHOCTH
11. BpemorocHOE IporpaMMHOe OOecTieueHe
12.OcHOBHBIE YTPO3bI IIETOCTHOCTH
13. OcHoBHBIE YIp0O3bl KOHPUAESHIIHATHHOCTH
14. Vinentudukaus u ayTeHTUGUKALIAST
15. YnpaBneHnne 10CTynoM
16. PosieBoe yrpaBieHue 10CTYOM
17.1IpoTokonupoBaHue U ayAUT
18.llIudposanue
19. DxpanupoBanue
20.Knaccudukarms MeKCETEBbIX IKPAHOB
21. AHanu3 3alHIIEHHOCTH
22. JlocTymmHOCTB
23.0OTKa30yCTOHYMBOCTD ¥ 30HA PHCKa
24 Kpunrorpadus
25.BpenoHocHOE TporpaMMHOE OOecTieueHHe.
26.11yT MPOHUKHOBEHHS BPEJIOHOCHOTO TPOIPAMMHOTO
obecrieueHusl.
27.Crioco0bl 3alUTHI OT BPEJOHOCHOTO MPOTPaMMHOTO
obecreyeHuns
IIpakTH4eckoe 3a1anue
Pa3paboTaTts Moeh yrpo3 0€30MaCHOCTH U HAPYIIUTENS
IUIS IpeAMETHOM obnacTu
Kommnuekcnoe 3aganne
Pa3zpaboTaTs mporpamMmmy 0€30MMaCHOCTH JIJIST TPEIMETHOM
obnactu
YK-8.3 Pazbsicusier mpaBuia IIpuMepHbIe BAPHAHTHI TECTOBBIX 3a/1aAHUIA.

IMMOBCACHUS ITPU
BO3HUKHOBCHHUH

2. Uto sIBNsICTCS IEBIO 3aIUTHI HHGOPMAIHH?
a. 3ammTa nHGOPMAIIH OT YTEUKH




Kon
WHIUKATOpa

WuaukaTop MOCTHXKCHHUS
KOMIIETEHILINT

OneHoYHBIE CPECTBA

Ype3BbIYANHBIX CUTYalIUN
MPUPOTHOTO U
TEXHOT'€HHOI'O
MIPOUCXOXKICHUS;
OKa3bIBACT MEPBYIO
IMOMOIIb, OIIUCHIBAET
CIIOCOOBI y4acTus B
BOCCTAaHOBUTECIIBHBIX
MEPOTIPUATHIX

b. skemaempblii pe3ynbTaT 3aIIUTH HHOOPMAIHH
3ammTa HHHOpPMAaLUHU OT YTPaThl
MIPEIOTBPAIIEHHE YTPAThI U yTCUKU
KOH(UISHINANbHONH HHOopMayn

oo

IlepeyeHb BONPOCOB A1 MOATOTOBKH K 3a4eTY C
OIICHKO

28.0OCHOBHBIC TIOHSTHS aAJMHUHHCTPATUBHOTO YpPOBHS
WHPOPMAaMOHHON 0€30MaCHOCTH
29.TTonuTHKa 6E30MaCHOCTH
30.I1Iporpamma Ge30macHOCTH
31.CuHXpoHH3alMsl  MPOTPaMMBbI
JKU3HCHHBIM ITUKJIOM CHCTEM

0€30IacHOCTH €

IIpakTH4yeckoe 3aganue
BoccranoBuTh ynaneHHyo HH)OpMAaLHIO
VY nanurte I/IH(bopMaumo C 33JJaHHBIMU ITIapaMeTpaMu

ITpoTHBOCTOSATH PacCHPOCTPAHEHHBIM CIIOCO0aM
WHPOPMAITMOHHOTO MaHUITYJINPOBAHHUS

KommiekcHoe 3aganne

[TpuMeHsTh cCrienuaTu3upOBaHHOE TPOTPAMMHOE
obecrieyeHre JUTst COXpaHeHUs] KOH(UIESHIIHATbHOCTH
nH(pOpMaIMH: XpaHEeHHe MapojieH, yaaaeHue HHPOpMaIny,
COKpBITHE HHPOPMAITUH

OIIK-3 — crioco0eH pemiaTh CTaHIAAPTHBIE 321a4H NPodecCHOHATLHOI AesiTeTbHOCTH HA 0OCHOBE
UHG(popManMOHHOH M OuOIMOrpaduYecKoil KyJbTYpPbl ¢ IPUMEHEHHEM
HHG(POPMALMOHHO-KOMMYHMKALIMOHHBIX TEXHOJOTUH U € y4eTOM OCHOBHBIX TPeOOBaHMA
HHPOPMALHMOHHOM (6€30IIACHOCTH;

OIIK-3.1

Hcnosnp3yeT NpUHLMIILL,
METOJBI ¥ CpelCTBA
MH(POPMALMOHHON H
6ubmmorpaduueckoit
KYJIBTYPBI TSI pEIIeHHs
CTaH/IapTHBIX 3a/1a4
npodeccnoHamTbHOMI
JIeSTEIIbHOCTH C
UCIIOJIb30BaHHE
nH()OPMALMOHHO-KOMMYHHKA
IMOHHBIX TEXHOJIOTHI

[IpuMepHbIe BADHAHTHI TECTOBBIX 3aJaHMIA.

1. Kakoit npuHImn nHGOPMALIMOHHON KYIbTYpBl Hanboee BaKeH
U1 IPEeIOTBPALICHUS YTEUKH KOHDHICHIMABHBIX TaHHBIX?

a) MakcuManbHOE OTpaHWIEHHE JOCTYIIA K JIFOOBIM
MHPOPMALMOHHBIM pecypcaM

b) Cucremarnueckoe 0OHOBJIEHUE TPOTPAMMHOTO 00ECIIEUEHNUS
¢) Cobiro/IeHre HOPM LIUTHPOBAHKS U OUOIHOrpagUIECKOro
OIIMCaHUs

d) Vcmonp30BaHue JOCTOBEPHBIX HCTOYHUKOB 1 TIPOBEPKA
uH(bOpMALUK TIepe] IPUMEHEHUEM

2. Kakoit MeToz morcka nHpopmanuu Handoee 3GdexkTuBeH st
crienpanucTa o Ub npu aHannse HOBBIX KHOEpyrpo3?
a. A) PyuHoii mouck B ciaydaiHbix Gorax u hopymax
b. B) MouutopuHr crieranu3upoBansix 6a3 nanueix (CVE,
MITRE ATT&CK) 1 Hay4HBIX ITyOIHKAIHI (BEPHBIA)
¢. C) Ucnomp3oBaHnE TOIBKO BHYTPEHHUX KOPIIOPATHBHBIX
OTYETOB
d. D) 3ampocsl B 4aTax MECCEHIKEPOB

Hepeqeﬂb BOIIPOCOB JJId MNOATOTOBKH K 324€TYy C




Kon
WHIUKATOpa

WuaukaTop MOCTHXKCHHUS
KOMIIETEHILINT

OneHoYHBIE CPECTBA

OLIEHKOM

1. Kakue npuHIMIB HHOOPMAIIMOHHON KYJIBTYPHI
HauOosiee BaXHBl JUIsl  CIENUAIUCTa B  00JacTy
H(GOpPMAIIMOHHOM 0e30macHOCTH?
2. Kak 6ubmmorpaduueckas KyiabTypa CIocoOCTBYeT
npodeccuoHanbHON  gesTenbHOocTH B chepe  UB?
[IpuBenuTe NpUMEpBHI.

3. Kaxue meTopl moucka u anaiau3a nH(GOPMAIMU Bl
BHaeTe W Kak MX MOXXHO IPUMEHUTh B 3a7ayax
H(GOpPMAIIMOHHOM 0e30macHOCTH?
4.  Onuimure, KaK|
H(POPMAIIMOHHO-KOMMYHUKALMOHHBIE  TEXHOJOTHH
(MKT) nomoratroT B pelIeHMHM CTaHJApTHBIX 3a]ay
HGOPMAIIMOHHOM 0€30MacHOCTH.
5. Kakme »sTHueckMe UM IpaBOBbIE  ACHEKThI
HE00X0MMO YUUTHIBATH npu pabote c
H(bopMalnoHHBIMU pecypcamu B B?
6. Kax BbI opraHu3yere MOUCK aKTyaJIbHBIX yIpo3 U
YI3BUMOCTEH B OTKPBITBIX HMCTOYHMKaX? ONuIInTe
QITOPUTM JICVCTBHUIA.
7. Kakme  puckM  MOIyT  BO3HUKHYTH  IpH
MICII0JIb30BAHUU OTKPBITBIX UH(OPMALMOHHBIX|
[pecypcoB B npodeccruoHanbHOu AestenbHocTu? Kak ux
MUHHUMU3HPOBATH?

[IpakTHYeckoe 3a1aHne
PazpaboraiiTe miiaH HHGOPMAILIMOHHOTO IIOMCKA MO TEMeE
«HoBble MeTOIbI 3aILUTHI OT (YUIIMHTOBBIX ATaK».

KommiiexkcHoe 3aganue

Br1 — crienuanuct no nHGOPMaLMOHHON 0€30MacHOCTH, U
BaM HE00XOJUMO TIOATOTOBUTH aHAUTHYECKUIA OTYET Ha
remy «CoBpeMeHHbIe MeTOIbI 3aIuThl OT DD0S-ataky. Bam
[PYKOBOIUTENb TPeOyeT, 4TOOBI TEKCT ObLT OPUTHHAIBHBIM,
COOTBETCTBOBAJI HOPMAaM aKaJeMHUYECKOH 3THUKH U UMEI
YpOBEHb 3aUMCTBOBaHUH He Oonee 15% (1o JaHHBIM
AHTUTUIATAATA)

OIIK-3.2

Pemaer CTaHJIAPTHBIC
3a/1a4mn
podeCCHOHATEHOM
JESITeIbHOCTH C  Y4eTOM
OCHOBHBIX TpeOOBaHMIA
UHPOPMAITMOHHOH
Oe3omacHocTH

IIpuMepHBIe BADHAHTBI TECTOBBIX 3aJaHUI.
1. Yro Takoe 3amumiaemMast ”Hpopmaus?

a. mobas nHpopmanus, KoTopas nosisercs B CMU

b. wunHpoOpmanus, KOTOpask MOISKHUT 3aIIUTE B
COOTBETCTBHH C TPEOOBAHUSIMU TIPABOBBIX
JIOKYMEHTOB U 00513aT€IbHO OTHOCHUTCS K
roCy/lapCTBEHHOM TaliHe

C. wuH(DopMaIHs, SBISIONIASCS PEIMETOM
cOOCTBEHHOCTH M MOAJIEKAIIAst 3aIIUTE B
COOTBETCTBHH C TPEOOBaHUSIMU TPABOBBIX
JIOKYMEHTOB WJIH TPeOOBaHUIMH,
YCTaHaBIIMBAEMBIMU COOCTBEHHUKOM MH(OpMaInu

2. Uto Takoe 0e30macHOCTD JaHHBIX?

a. 93TO COCTOSIHUE XPaHUMBIX, 00padaTbIBa€MBIX U
IepeaBaeMbIX JaHHBIX, IPU KOTOPOM
HEBO3MOXKHO UX CllyyailHOe WM IpeHaMEpEeHHOE
MOJTy4YEeHUE, N3MEHEHUE WM YHUUTOXKECHHE

b. »aT0 cocTosHIE XpaHUMBIX, 00pPa0ATHIBAEMBIX 1

Tepe1aBaeMBbIX TAHHBIX, IPH KOTOPOM
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HEBO3MOKHO UX CIy4ailHOE HUCKaKCHHE

C. 3TO COCTOSIHME XpaHUMBIX, 00pabaThIBACMBIX U
Iepe1aBaeMBbIX TAHHBIX, PH KOTOPOM
HEBO3MO>KHO UX MPEIHAMEPEHHOE MOTyUCHHUE,
U3MEHEHUE WM YHUUTOKCHHE

d. cocTosHME 3aNIHUIIIEHHOCTH HAIIMOHATBHBIX
nHTEepecoB PO Bo Beex chepax denmoBeuecKoit
JIeSATEIbHOCTH

Hepeqem, BOl'[pOCOB IJIF MOATOTOBKH K 3aquy C
OIICHKOM

32.TlonsiTue nHMOpMAMOHHON 6€30TaCHOCTH.

33.OcHOBHBIE  COCTaBJSIOIME  WUH(POPMAIIMOHHOM
Oe3omacHoCTH

34.BaxHOCTh " CIIO)KHOCTh MpoOIIEMBI
WHPOPMAIIMOHHOHN 0€30MacCHOCTH

35.Tloapaznenenns TeXHIIECKON 3aIUThl HH()OPMAITHH.

36.MecTo W poJb ammapaTHO-TIPOTPAMMHBIX CPEICTB
3alUTHI.

37.TpeboBaHus PYyKOBOJAIIMX TOKYMEHTOB K CPEJCTBAM
3amuThl  MHGOpMAIMM  OT  HECAaHKIMOHHPOBAaHHOTO
JOCTYyTIA.

38.O0Hapyx)eHHE CETCBOM aTaKy.

39.Cmoco0pl  obecrieueHnsi 0e30macHO paboOTH B

WNurepHerT.
40.TTpuHuumns! GYyHKIUOHUPOBAHHUS OpaHIMayIPOB.
41.TlepeueHn “H(POPMAITMOHHBIX pecypcoB,

HOJISKAIHX 3aIINTE.
42.OcHOBBI Oe30macHOCTH WeD-pecypcoB.
43. CriocoObI 3aIUThI (PaiijIoB OT IIOCTOPOHHETO AOCTYIIA.
44 3proHoMHYecKHe M HOpPMAaTUBHBIE TpeOOBaHUS K
opraHuzaiuy pabovero MecTa Mmojb30BaTels

IIpakTH4yeckoe 3aganue

CdopmupoBath aposb ¢ 33JaHHBIMI KPUTEPUSIMU
YCTOMYUBOCTH

Paccuurats YCTOfIqHBOCTB napoJis

3ammTUTh HHPOPMAITUIO: TTAPOJIh, KpunTorpadus,
crera"orpadus

Pacceika coobmieHmii ¢ coxpaHeHHEM
KOH(QHICHLIMAILHOCTH ajipecaTa

KomiuiexcHoe 3a1aHue

Haiitn HapyleHnss HOpMaTUBHBIX MPABOBBIX
JIOKYMEHTOB B IIPEIJIOKCHHBIX 3a1aHUSX:

- PErocT 3aIuCH, CoAepxkKalleil onoopeHue
HapylleHne 3aKoHoarenscTa PO;

- CKaUMBaHUE «B3JIOMAHHBIX» ITPOTPAMM;

- pacchlIKa crama,

- IOKYIIKa MUHHU-BUICOKaMeEPBbI;

- yCT@HOBKA MPOTrpaMM MPOCITYIIKH Ha TeaepoH

CYNpyry, pebeHKy;
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- UCTIOJIB30BaHUE JIOCTYIA B UY)KYIO COITHAITBHYIO CETh
(mocMOTpen naposib, He Pa3IOrMHUICS TOJIb30BATEINb
u ap.)

- IPOCMOTP 4ykoi moutsl. [loqo6pats TpeboBanus
CYIIECTBYIOIIETO 3aKOHOAATEIbCTBA K CUTYAIIUsIM:

- paboTonarens TpeOyeT MPOXOAUTH AETEKTOP JIKH
COTPYZHUKOB TIOCJIC MHIMJICHTOB Ha MPEIIPUSATHH;

- paboTonaTens TpeOyeT COOOIUTH CBECHUS O
JI0X0JIaX BCEX YJICHOB CEMbU Pa0OTHHKA;

- II0JIB30BATEIIb BOIIET O] YYETHOH 3aITUCHIO APYTOro
pabOTHUKA /ISl BBITOITHEHUS TPOPECCHOHATBHBIX
3ajay;

- IOJIL30BATEb 3apa3uil PadOYYIO CTAHIIUIO
BpPEIOHOCHOM MPOrPAMMOM, UCIIOJb3Yys CBOM
dnewm-HocuTenb (BapuaHT 1 — yMBIIIJIEHHO, BApUAHT 2
— HEYMBIIIIJICHHO)




0) Ilopsinok mpoBeaeHUS MPOMEKYTOUYHOM ATTECTAIUN, IOKA3ATEJN U KPUTEPUH
OlLleHUBAHUS:

[IpomexxyTounass arrecramuss 1no auciuiimHe «WudopmanmuonHas 0e30MaCHOCTHY
BKITIOUAET TEOPETUYCCKUE BOMPOCHI, MO3BOJISIONINE OIICHUTh YPOBEHb YCBOCHUS 00YJaIOIIUMUCS
3HAHUW, W TPaKTUYECKHE 3aJaHMsl, BBIABISAIONIME CTENEHb CHOPMUPOBAHHOCTH YMEHUH U
BJIQJICHUM, IPOBOAUTCS B (hOpME 3a4eTa C OI[CHKOM.

3aueT Mo JMaHHOM AMCUUIUIMHE MPOBOJUTCS B YCTHOM (popMme MO 3aueTHBIM Oujeram,
Ka)XbIid U3 KOTOPBIX BKIIFOYAET OJIMH TEOPETUYECKUI BOMPOC U OJHO MPAKTHYECKOE 3a/1aHUE.

IMoka3aTesiu 1 KPpUTEPUN OLIEHMBAHUSA 324eTa € OLEHKOI:

«OTIMYHOY» — OIICHKA 3HAHUH CTYJIEHTa, KOTOPbIi CBOOOIHO BIIaICeT:

1) NOHATHHHO-TEPMHUHOJIOTHYECKON 0a30i MUCIHUIUIMHBI U 3HACT 3HAYCHHUE Haubosee
9aCcTO MCIIOJIb3yEeMbIX a00peBUaTyp;

2) 4ETKO YBSI3bIBACT TCOPETHUECKOE MO3HAHUE JUCIIUILIHMHBI C PEabHOM MPAKTUKOM;

3) 3HAKOM C MIMPOKHUM KPYroM JIMTEPATYPHBIX HCTOYHHUKOB, 3HAET, IJIe€ MX JOCTAaTh,
XOpOIII0 pa30upaeTcsi B HCTOPUU CTAHOBIICHUS IUCIUIUIMHBI, B OIICHKE €€ TEKYILEro COCTOSHUS U
MEPCIEKTUB €€ PAa3BUTHS;

4) MOJIHOCTHIO BJIA/ICCT MATEPUAIOM MPAKTHUECKOTO 3aIaHHsI, YETKO U apTyMEHTHPOBAHO
3allMINAET €€ TMOJOKUTEIbHBIE pPE3yJbTaTbl, OOOCHOBAHO KOMMEHTHUPYET U OOBICHSIET
JIOTYLIEHHBIE HEJ0YETHI.

«Xopomo» — OLICHKA 3HAHUU CTYJICHTA, KOTOPBII BJIAJEET
MOHITUHHO-TEPMUHOJIOTUYECKON 02301 TUCIUILIMHBI, MOXKET yBSI3aTh TEOPETUUECKOE MO3HAHUE
JTUCLUIUIMHBI C peaIbHOM MPaKTHKON. Brageer marepualioM MpakTHYECKOW pabOThI, MmoKazas
CIIOCOOHOCTH K 00BSCHEHHIO CMBICIa OCHOBHBIX MOJIOKECHHI;

«Y 10BJIETBOPUTEIHLHOY — OLIEHKA 3HAHUM CTY/IEHTa, KOTOPBIN B OOJIbIIEH YacTH BIIaJEET,
C HEOONBIIMMH M3BbSHAMH, TOHATUHHO-TEPMHHOJIOTHYECKONH 0a30i JUCIUIUIMHBI, HMEET
MPEACTABICHHE O BHYTPEHHEW JIOTUKE JTUCHUIUIMHBI, TPEACTABICHHOW B BHUIE Y4YEOHOM
nporpammel, Biiasieer, Ho HEYBEpEeHHO, MaTEPUATIOM MTPAKTUYECKOTO 3aJaHMS.

«HeyaoBIETBOPUTENBbHO» — OIEHKAa 3HAHWUWA CTYJEHTA, KOTOPBIA HE BIAJECET
MOHITUIHO-TEPMUHOIOTUYECKON 0a301 TUCIUTUIMHBI U MaTEPUATIOM MPAKTUYECKOTO 3a/IaHusl.



