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JIner akTyanusanuu padoyeil nporpaMmsl

PaGouas mporpamma nepecmMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2026 - 2027
y4eOHOM rojy Ha 3aceqanuu Kadeapsl buznec-uHGoOpMaTHKN 1 HHPOPMALIMOHHBIX

[Iporokom ot 20 . Ne
3aB. kadenpoii I'.H. YycaButuna

PaGouas mporpamma nepecMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2027 - 2028
y4eOHOM rojy Ha 3aceqanuu Kadeapsl buznec-uHGOpMaTHKN 1 HHOPMAITMOHHBIX

IIporokom ot 20 . Ne

3aB. kadeapoii I'.H. qycaBHmHa

PaGouas mporpamma nepecmMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2028 - 2029
y4eOHOM rojly Ha 3acefnanuu kadeapsl busHec-uHGOpPMATHKU ¥ HHPOPMAIIMOHHBIX

IIporokom or 20 . Ne
3aB. kadeapoii I''H. UycaBuTuHna

Pabouas mporpamma nepecMoTpeHa, odcyxieHa u ogoopena s peamsanuu B 2029 - 2030
y4eOHOM rojty Ha 3aceqaHuu kKadeapsl busnec-mHGpOpMAaTHKN ¥ HH(POPMAITMOHHBIX

IIporokom or 20 . Ne
3aB. kadeapoii I''H. UycaBuTuHna

PaGouas mporpamma nepecmMoTpeHa, oocyxaeHa u ogodpena st peanuszanuu B 2030 - 2031
yuyeOHOM o1y Ha 3acefannu kagenpsl busHec-uHPpOpMATHKU ¥ HHPOPMAIIMOHHBIX

[Iporokom ot 20 . Ne

3aB. xadenpoit I''H. UycaBuTnHa




1 Heau ocBOeHNS AUCHUIIIHMHBI (MOIYJIA)

[enb qucruruinHbl «MeTobl U CpeCTBa 3alUThl HHPOpMaLUm - chOpMHUPOBATH Y
0akaiaBpoB KOMIIETEHIIMU B 001acT 00ecreYeHrs OXpaHbl 3I0POBbS U KU3HU
oOyuaroluxcst Mpu 00paleHNH ¢ KOMITBIOTEPHON TEXHUKON U MMPOTrpaMMHBIM 00ecTieueHneM
U, B 0COOCHHOCTH, B 00J1aCTH MPUMEHEHHSI PA3JIMUHBIX CETEBBIX TEXHOJIOTUH, a TAKXKe
MPAKTUYECKUX HaBBIKOB 0OecIeyeH s 3alUThl HH(pOpMaLK B cucTeMax 00paboTKu
unpopmanuu. [lomyunts 0a30Bble 3HAHUS, YMEHHS U HaBBIKU B 00J1aCTH METOJIOB 3aIIUThHI
nH(bOpMaLIUY I TOIJICPKKU JESITEIbHOCTH 00YJaroIUXCsl B y4eOHO-BOCIIUTATEIbHOM
MpoLiecce U BHEYPOUHOU padoTe; it co3aaHusl, GOpMUPOBAHUS U aIMUHUCTPUPOBAHUS
ANEKTPOHHBIX 00Pa30BaTEIbHBIX PECYPCOB C TPeOyeMbIM YPOBHEM 0€30IaCHOCTH

2 MecTo qucHuIIMHBI (MOYJIsI) B CTPYKTYype 00pa3oBaTe/IbHOM NPOrpaMMbl

Hucnurmuaa MeToabl M CpeICTBa 3aIUThl HH()OPMAIIUK BXOIUT B 005A3aTEIbHYIO
4acTh yueOHOro IjaHa 00pa3oBaTeIbHON IPOrPaMMBbI.

st u3ydeHus TUCIUIUIMHBI HEOOXOAUMBI 3HAHUS (YMEHHUS, BIAICHHUS),
c(hOpMHUPOBAHHEIC B PE3YJIBTATE U3YUCHUS JUCIHUILINH/ TPAKTHK:

be3onacHOCTE KU3HEAEATEIHLHOCTH

3uanus (yMEHUs, BJIa/ICHNUs ), TOTYYCHHbIE IPU U3yYEHUU JaHHOM IUCIUTLINHBI
OyayT HEOOXOAMMBI AJI U3YUYECHUS JUCIUILTAH/TIPAKTHK:

NudopmarnmonHas 6€301MacHOCTh B CUCTEME OTKPBITOTO 00pa3oBaHUs

[ToaroToBka K ciaue u caada rocyJapcTBEHHOTO K3aMeHa

3 Komnerennun ody4uaronierocsi, opmupyemMbie B pe3yJbTaTe 0CBOEHMSI

AUCHHILIMHBI (MOAYJIs1) M IVIAHUPYeMble Pe3yJIbTAThI 00y4eHHUs

B pe3ynbraTe ocBOGHUS TUCHMITIMHBI (MOIY ) «MeTobl U CpeICTBa 3aLUThI
uHpopManun» o0yJyaroMNics T0JKeH 001a1aTh CIeYIOUMMHA KOMIETEHIUAMMU:

KO)I HHAUKaTopa I/IHI[I/IKaTop JOCTHXKECHUS KOMIICTCHIIN

VK-8 CriocobeH coziaBaTh U MOAIEP>KUBATh B TOBCEHEBHOM KU3HU U B
npoecCHOHATILHOMN 1eATEIbHOCTH 0€30MacHble YCIOBUS XKU3HEACATEIbHOCTH IS
COXpaHEeHMs IPUPOIHOH cpelibl, 00ecTiedeHns] yCTOWYMBOIO Pa3BUTHUS OOIECTBA, B TOM
qucye MPU Yrpo3e U BOSHUKHOBEHNUHU Ype3BbIYaHBIX CUTYallui M BOCHHBIX KOH(IUKTOB

YK-8.1 AHanu3upyeT U UASHTUPUIUPYET (PaKTOPhI OMACHOTO U BPEIHOTO
BJIMSIHUS DJIEMEHTOB CcpeJibl 0OUTaHMs (TEXHUUECKUX CPEACTB,
TEXHOJIOTUYECKUX MTPOLECCOB, MATEPUAIIOB, 3/1aHUI U COOpPYKEHUH,
IPUPOJHBIX U COIMATIBHBIX SBJICHUN)

YK-8.2 BersBiisieT nmpoGieMsl, CBSI3aHHBIE C HAPYILIEHUSIMH TEXHUKU
Oe3omacHOCTH Ha paboueM MecTe; MpeJyiaraeT MepONPUATHSX 110
IIPEIOTBPALIEHUIO YPE3BBIYANHBIX CUTYallU

VK-8.3 PasbAcHAET npasuna noBedeHWUA NPU BO3HUKHOBEHMM YpPe3BblYaHbIX CUTyaLmiA
NPUPOLHOTO M TEXHOTEHHOTO MPOUCXOXAEHWUA; OKasbiBaeT MNEPBYO MOMOLLb,
ONMCbIBAET CNOCO6bI yHacTUA B BOCCTAHOBUTE/IbHbIX MEPONPUATUAX




4. CTpyKTYypa, 00bEM U COJEpKAHNE TUCUUIIIMHBI (MOXYJIs)

OO6mias TpyA0€MKOCTh JUCIMIUIMHBI COCTABIISIET 4 3a4eTHBIX eauHuI] 144 akaja. yacoB, B TOM

HHUCJIIC:

— KOHTaKTHas pabora — 76,1 akaz. 4acos:
— ayuTopHas — 72 axkaj. 4acos;
— BHeayauTopHas — 4,1 akaj. 4acos;

— camocTosITenbHas pabota — 32,2 akaj. 4acos;

— B (popme npakTuueckoit moarotoBku — 0 akas. gac;
— MOATOTOBKA K 3K3aMeHy — 35,7 akaj. yac

<DopMa aTTeCTaluu - 3K3aMEH

AynutopHast 3w
KOHTakTHas paboTa e % dopma TeKyIero
Pasien/ Tema § (B akaj. yacax) g E‘ Bun 5 KOHTPOJIS Ko
T — : g © | camocTosTENLHOM | yCEBACMOCTHH | | o
3 g g paboThI TIPOMEKYTOYHOM
Tek. mal. | mpakT. 2'S aTTeCTaluu
3aH. 3aH. | O &
1. HopmMaTHBHO-TIpaBOBBIE
OCHOBBI 3alUTHl HHPOpMALIUH
1.1 CymHoCTh U TOHSATHE
UHPOPMALTUOHHON
0€30MacHOCTH U 3aIINTHI
nHpOpMALTUU
OCHOBHBIE TOHATUSL. Koncnextuposan
3HavyeHue HHPOPMALUOHHON ue y4eOHbIX
6€e30MacHOCTH AT MaTepuaIoB
Cy?b’beKTOB CamocrosTensHoe Onpoc
MHQOPMALOHHBIX n3ydeHue
otHomeHuit. [ToHsaTue u 4 2 2 y4eOHOi 1 JIP 1 «Hapexocts VK-8.1
CYIIHOCTB 3aIATHI Hay9IHOH 1 OCTOBEPHOCTE
nHPOPMALTHNY
unpopmarmu. Lemu u JUTEPaTypbl
KOHIIENITYaJIbHbIE OCHOBBI IMoaroroka k
3aIIUTHl HHpOpMALUHL. 1a00paTOpHOMY
Kpurepuu, ycnosus u 3aHATUIO
TIPUHLUIIBI OTHECEHHS
uH)OPMAILIUHU K
3amuiiaemon. Hocurenn 7
3amuIaeMoi HHpoOpManum.
1.2 IlpaBoBoe obecrieueHue Koncnektuposan Omnpoc
MH()OPMAITIOHHON ue y4eOHbIX BeicTynnenune Ha
0€30MacHOCTH U 3aIIUTHI MaTEpUajIoB cemuHape 1o JIP2
UHPOpMaIH CamocrosTenbHoe | «3akoHoJaTenbHas
HasnaueHwue u cTpyKTypa n3y4YeHUe ¥ HOPMAaTHBHO-
TIPaBOBOTO OOeceUeHHs y4eOHOit 1 mpaBoBast 0aza
3aMUThl KHPOPMAITHH. HAYYHOH obecrieyeHus
IIpaBoBBIE OCHOBBI 3AIUTHI 4 4 2 TUTEepaTyphl “HPOPMALMOHHON VK-8.1
uH(popMaIy B IToxnroroska k 6€e301acHOCTI»
OpTaHU3alNH. CEeMUHAPCKOMY
MexnyHapoansie u 3anaruio o JIP 2: | Brictyrienue Ha
HaIMOHAJIbHbIE CTAHJAPTHI U npopaboTKa cemuHape 1o JIP3
cnenupuKanuy B 061acTu Hay4HO- «CranmapTsl 1
Hb. CoBpeMeHHbIE METOJAUYECKON cnenudukanuy B
CTaHIapTHI B 0071aCTH JUTEPATYPBI, obnactu




YIIPaBJIECHUS PUCKAMU

N OKJIaJ U UH(OPMAIIMOHHOM
UH(POPMAIIIOHHOM A A popman
Mpe3eHTalUs 06e30MacHOCTHY
6€30MacHOCTH
HWroro no pazaeny 8 6 4
2. Knaccudukanus yrpos u
METOJIOB 3alUTHl HHHOPMALUH
2.1 Buasl ¥ HCTOYHUKH
yrpo3 uHGOpMaIMOHHO#
0e30macHOCTH
Yrpo3bl nHpOPMATHOHHON
0€30MacHOCTH U 3aIINTHI
UHPOPMAITIH. KoncnexktrpoBan
Jecrabunusupyromee ne y4eOHbIX
BO3/ICHiCTBHE HA MaTepHajoB
3aIIUINAEMYIO CaMmocrosTensHoe Ompoc
uHpopma I/}IIIO H3yUCHHE JIP 4 «Keiicnt
Knacfmby?Kau.m BHJIOB 6 6 4,2 ggHOﬁ " "Hciycersenmnbiii | VK-8.1, VK-
03 HH()OPMAIIMOHHOM , y:a HOM VHTCILICKT B 8.2, VK-8.3
yrp p i UH(POPMAIIIOHHOM
6€e30MacHOCTH 110 JIUTEPATYpPhI "
Oe3omacHocTH"»
pa3IM4HBIM IPU3HAKAM. IMonroroska
HecankunonupoBaHHbIH 1a60paTOpHOMY
JIOCTYTI K MH(OpMAIIHH. 3aHATHIO
HckyccTBeHHBINH MHTEIUIEKT
B BOIIpOCax obecreueHus U
MO JIEPIKKU
UH()OPMAITIOHHON
6e30MacHOCTH
2.2 Knaccudukanus u KoncnexrupoBan
XapaKTePUCTHKA OCHOBHBIX ne y4eOHbIX
METOJIOB ¥ CPEJICTB 3AILUTHI MarepuaioB
Mertonap! 3auTEL CamocTosITEIbHOE VK-8.1, VK-
4 2 Omnpoc
uHpopmarmu. Crioco0b U3y4YECHHE 8.2
3alIUTHl HHPOPMAIHH. yueOHOI 1
CpencTBa 3alUThI Hay4YHOM
rHGOpMaUH JUTEPATyPhI
HWroro no pazaeny 10 6 6,2
3. YpoBHU 3aUTH HHPOPMALIUH:
aJIMHHUCTPaTHBHBIH,
IpOrpaMMHBIi,
Kpunrorpaduyeckuii u
TEXHUYECKUI
Koncnexkruposan
. ue yueOHbIX
3.1 AIMMHUCTPATUBHBIH vt Omnpoc
MaTepHaoB
ypoBeHb obecrnieuenust Ub Brictymnenue Ha
CaMocrosTensHoe
ITonmutuka 6e30macHOCTH. cemuHape 1o JIP 5
n3y4YeHUe
IIporpamma Ge3omacHOCTH. GHOM 1 «ITonuTHka
O1eHKa PUCKOB U 0a30BBIH y:a Hoif UHPOPMAIIIOHHO
YPOBEHB 3aILUTHI. i 06e30MacHOCTHY
JIATEPATyphI
VipasieHne nepcoHaIoM. JIP 6 «Aynut
[ToaroroBka VYK-8.1, YK-
durznyeckas 3aIIuTa. 4 8 7 3aIIUIIEHHOCTH
CEMHHApPCKOMY . 8.2, VK-8.3
Tonnepxanue cerei»
3anaruio 1o JIP 4:
paboTOCIOCOOHOCTH. JIP 7 «ITaponbHas
popaboTKa
PearupoBanue Ha HAVYHO 3a1UTa U
HapYIICHUS PeKUMa v . MEHEDKEPbI
METOIMYECKOM .
0€30MacHOCTH. TCDATYDRL napoJjei»
IInanupoBanue ,HOIE)J'IaI}L]I:I)/I ’ JIP 8 «MaccoBast
BOCCTaHOBUTEJBHBIX paboT pacchUIKa IMUcem»
Mpe3eHTALHS
INonroroska x




nabopaTopHOMY

3aHATHUIO
Ormpoc
3.2 IlporpamMmHEIE cpeacTBa JIP 9 «3amura ot
3aIIUThl HHQOpMAIHH HECaHKLIMOHUPOBAH
3amyra nporpaMMHOTO HOT'O JIOCTyIa K
obecrieyeHus ot Koncnextuposan uHMOpMAIHN
HECaHKI[HOHUPOBAHHOTO ue y4eOHBIX JIP 10 «3ammuTa
nocryna. Kparkuit 0630p MaTepHaioB HHPOPMAITUH B
CYIIECTBYIOIINX Ha PHIHKE CamocrosTensHOe JIOKyMEHTaX»
CPEIICTB 3aIIUThI H3y4eHue JIP 11 «Ynanenne u VK-8.1. VK
uH(pOpMaIU OT 4 12 4 yueOHOil u BOCCTaHOBJICHHUE 8 2’
HECaHKLIMOHUPOBAHHOTO Hay4YHOU uHOOpPMAIHN '
Joctymna. 3aja4a 3aluThl OT JUTEPATYPBI JIP 12 «Hactpoiixa
BMeIlIaTeIbCTBA IToxroroBka k 6e3omacHol
TTOCTOPOHHUX JIUI U nabopaTopHOMY paboThI B
anmaparHble CpeiCTBa 3aHATHIO Opaysepe»
ayreHtudukaimu. CTaHaapT JIP 13 «CVSS
CVSS «O6mas cucrema «Obmas cucrema
OLICHKH YSI3BUMOCTEW» OLICHKH
YSI3BUMOCTEH»»
3.3 Bupycsl u
AHTHUBUPYCHBIE CPEACTBA
Onpenenenue
KOMITBIOTEPHBIX BUPYCOB. Omnpoc
Knaccudukarmst BricTymenne Ha
CamocrosTenbHOe
KOMITBIOTEPHBIX BHPYCOB. cemuHape 1o JIP 14
U3y4YeHHE
IIpu3naku 3apakeHusl. N «CoBpemMeHHBIE VK-8.1, VK-
2 2 1 yueOHOM U
IIpodunakTika 3apakeHus. HAVIHO BpPEIOHOCHBIE 8.2
IIporpammHBbIe i MIPOTPaMMBI JJIs
JUTEPATYPHI
AHTHUBUPYCHBIE CPEICTBA. TIK 1 MOOMNBHBIX
CtpyKTypa aHTHBUPYCHOMH YCTPOWCTB»
mporpamMMel. [IprHIUTIBI
BBIOOpA CUTHATYPEI
KOMITBIOTEPHOT'O BHpYyca
3.4 Kpunrorpaduueckue
METO/IBI 3aIATHI
Mertop1 KpUITOTpaduH. CamocrosTenpHOE
CpencrBa U3yueHHE Omnpoc
Kpunrorpadudeckon yueOHOi u JIP 15 «3amura
3aIIUTHl HHpOpMALUHL. 4 2 10 HaY4YHOU uHpopmaryu c YK-8.1, VK-
Kpunrorpaduueckue JIUTEPATYPbI TTOMOIIBIO 8.2
peoOpa3oBaHusl. IoaroroBka K KpHITOrpaduu 1
udposanue u nabopaToOpHOMY creraHorpadumny
nenpoBaHue 3aHATHIO
uapopmarmu. [udposas
MOJIITHCH
3.5 Texauueckue cpeacTsa
CamocrosTenpHOe
3aIuThl HHGOpMAaIIH
U3yuCHHE
MuxenepHas 3amura . VK-8.1, VK-
4 yueOHOH U Omnpoc
00BEKTOB, 3aIIUTa N 8.2
Hay4IHOH
MH(OPMAIH OT YTEUKH 10
JUTEPATYPHI
TEXHUYECKUM KaHajIaM
HWroro no pazaeny 18 24 22
Hroro 3a cemectp 36 36 32,2 9K3aMeH
Uroro no aucuuruinee 36 36 32,2 JK3aMeH




5 O0pa3oBaTesibHbIE TEXHOJIOTHH

[Tpu mpoBeieHNH 3aHATUI U OPTaHU3AIMH CAMOCTOSATEIBHON paboThl OaKalaBpOB UC-
MOJIB3YIOTCS:

TpanuioHHbBIE TEXHOJIIOTHH 00Y4EHHsI, TIPEoaralonme nepeaady napopmanuu B
ro-TOBOM BUjE, (hopMHpOBaHUE YIEOHBIX YMEHUN IO 00pasIly: JEKIUI-U3II0KCHUE, JICKIIHSI-
o0BsicHEeHHE, TabopaTOpHBIE pabOThI, KOHTPOJIbHAS paboTa u Jp.

Hcnonb30BaHue TPAJAUIIMOHHBIX TEXHOJIOTHI 00ECIICUMBACT OPUCHTUPOBAHUE
CTYJICHTa B [IOTOKE HH(POPMAIINH, CBA3aHHOH C pa3IMYHBIMU ITOIX0IaMH K OIIPEICICHUIO
CYIIHOCTH, COJICPYKaHMUs1, METOIOB, (HOPM Pa3BUTHUS U CAMOPA3BUTHUS IUIHOCTH;
CaMOOIIpE/ICIICHIE B BBIOOPE ONTUMAIILHOTO ITYTH U CIIOCOOOB JIMYHOCTHO-
npodeCcCHOHAIBHOTO PA3BUTHSI; CUCTEMATU3AIIMIO 3HAHUH, IOJTYYEHHBIX CTYJICHTAMU B
MIPOILIECCE AYAUTOPHON U CAMOCTOATEIbHOU paboThl. JlabopaTopHbIe 3aHATHS 00ECTICYHBAIOT
pa3BHUTHUE U 3aKPEIUICHHE YMCHUI U HABBIKOB OIPECIICHUS LIeJIeH U 3a/1a4 CaMOpPa3BUTHS, a
TaKKe NPUHATUS Harbosee 3Q(HEKTUBHBIX PEIICHUH 110 UX Pean3allHH.

WutepakTrBHBIE GOPMBI 00yUEHUS, IPEIIOIArarolne OPraHU3aIui0 00yUIEeHUS KaK
MPOAYKTUBHON TBOPUECKOW JCATEIBHOCTH B PEXKHME B3aUMOJICHCTBHUS CTYICHTOB JIPYT C
JPYrOM U C TIperoiaBaTesieM

Hcnonp30BaHne HHTEPAKTUBHBIX 00pa30BaTEIbHBIX TEXHOJIOTHI CIIOCOOCTBYET
MOBBIIICHUIO HHTEPECa M MOTUBAIIUH YUAIIUXCSI, AaKTUBU3AI[MH MBICJIHTEIBHOM
JEeSITeTbHOCTH U TBOPYECKOTO TIOTEHIIMAJA CTYACHTOB, JiesaeT 0osee 3PPEeKTHBHBIM
YCBOCHHE MaTepHala, Mo3BOJISET HHAUBH Iy TH3UPOBATh 00YYCHHE U BBECTU IKCTPEHHYIO
KOPPEKIUIO 3HAHUH.

[Tpu npoBeneHny 1a00PATOPHBIX 3aHATHIA UCTIONB3YIOTCS TPYIIOBas paboTa,
TEXHOJIOTUS KOJUIGKTUBHOU TBOPYECKOM NESITEIBHOCTH, TEXHOJIOTHSI COTPYAHHYECCTBA.
JlaHHBIE TEXHOJIOTHH 00ECTICYMBAIOT BRICOKHI YPOBEHb YCBOCHHUS CTYACHTAMH 3HAHUH,
3¢ GEKTUBHOE U YCIICIITHOE OBJIAJICHUE YMEHUSIMH U HaBBIKaMU B IIPEIMETHOM 00J1acTH,
(GOpMHUPYIOT IO3HABATENBHYIO TOTPEOHOCTh M HEOOXOANMOCTD JaTbHEHIIIETO
caMo00pa3oBaHusl, MO3BOJISIOT AKTHBU3HPOBATh MCCIICIOBATEIBCKYIO ICATEIBHOCTD,
obecrieunBarOT 3P HEKTUBHBINA KOHTPOJIb YCBOCHHUS 3HAHUI

6 Y4eOHO-MeTOqMYECKOE 0O0ecTIedeHHe CAMOCTOATEIBLHOM padoThl 00y4YaoImuXxcst

[IpencraBieHo B npuiioxeHuu 1.

7 OueHo4HbIe CpeAcTBA IJISl IPOBeAeHHUS IPOMEKYTOYHON aTTeCTalluu
[TpencraBieHbl B IPUIOKEHUH 2.

8 YuedHO-MeTOoHYEeCKOE U HH(OPMAIHOHHOE 00ecTieYeHre TN CIUTITHHbI

a) OcHoBHas JUTEpaTypa:

1. Baykos, A. A. 3amuTa nHbopmanmu : y9eOHHUK 17 By30B / A. A. BHykoB. — 3-¢
u31., nepepabd. u gon. — Mocksa : U3parensctBo FOpaiit, 2025. — 161 c. — (Briciee
obpazoBanue). — ISBN 978-5-534-07248-8. — Texkct : anekrponnsiii // O6pazoBaTenpHas
mwiargopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/561313 (marta obpareHus:
14.01.2025).

2. Opranu3aloHHOE U TIPaBOBOE obecreyeHne MHPOPMAIIMOHHOM 0€301aCHOCTH :
yueOHuk /s By30B / T. A. IlonsikoBa, A. A. Ctpenbuos, C. I'. Uybykosa, B. A. Huecos ;
nox penakmueii T. A. ITonskoBoi, A. A. CtpenbiioBa. — 2-¢ U311, mepepad. u J01m. —
Mockga : U3narensctBo FOpaiit, 2025. — 357 ¢. — (Bricmiee oopazosanue). — ISBN 978-5
-534-19108-0. — Tekcr : anekrponHbIH // OOpa3zoBaTenbHas miatdopma FOpaiit [caiT]. —
URL.: https://urait.ru/bcode/560516 (mara obpamienus: 14.01.2025).
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0) JonosHuTebHAS JJUTEpaATypAa:

1. Yepnona, E. B. Hudopmanmonnas 6e30nacHOCTb 4eJI0BeKa : yaeOHoe mocodue
s By30B / E. B. UepHoBa. — 3-e u3., nepepad. u jgorn. — Mocksa : U3parensctBo KOpaiiT,
2024. — 327 c. — (Bwicmiee obpazoBanue). — ISBN 978-5-534-16772-6. — TekcT :
anekTpoHHbIH // OOpa3zoBatenbHas miargopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/542739 (nara obparenus: 14.01.2025).

2. Crrues, 0. H. CrangapTsl H”HPOpPMALIMOHHON 0€30MacHOCTH. 3ammTa 1 00padoTka
KOH(HUACHIIMAIBHBIX JOKYMEHTOB : yueOHoe nocooue / FO.H. CorueB. — 2-¢ u3zg., nepepad. u
non. — Mocksa : UTHOPA-M, 2024. — 602 c¢. — (Bricmee o6pa3zoBanue). - ISBN 978-5-16-
019904-7. - Tekcrt : anexkrponnsiii. - URL: https://znanium.ru/catalog/product/2021464 (mata
obpamienus: 14.01.2025). — Pexxum q0CTyma: 1O MOAIMKCKE.

3. KopaGenbuukos, C. M. Ilpectymienus B cgepe nuHbopMamoHHON 6€30MacHOCTH :
yuebHoe nocobue st By30B / C. M. KopabensnukoB. — Mocksa : U3narensctBo FOpaiiT,
2024, — 111 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-12769-0. — Tekcr :
anekTpoHHbIH // ObpazoBatenbHas miargopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/543351 (mara obparmenus: 14.01.2025).

B) MeToanueckue yKa3zaHusi:

1. Meronuueckue yKa3aHus IO BBIIOJIHEHHIO Ja0OPAaTOPHBIX Pa0dOT MO AUCLUIIMHE
«MeTobl U cpeACTBa 3aUTH HHGOpMaIu 1yt 6akanaBpoB HanpasieHus 44.03.05
«Ilemarornueckoe oOpasosanue (MHpopmaTuka u s3koHOMUKa)». — Marauroropck: M3n-so
MarnuToropck. roc. TexH. yu-ta uM. ['.11. Hocosa, 2020. — 30 c.

2. Meronnyeckue yka3aHus IO BBINOJIHEHHIO JJabopaTOopHO# paboTs! «HanexHoCTh 1
JOCTOBEPHOCTH MH(pOopMaum» i 6akanaBpoB HarpasieHus 38.03.05 busnec-
uHpopmaruka, 09.03.03 «IIpuknannas uapopmatukar, 44.03.05 «llegaroruueckoe
obpazoBanue (MudpopmaTuka 1 3KOHOMHUKA)». — Marauroropck: M3a-80 Marauroropck. roc.
TexH. yH-Ta uM. I'.11. Hocoga, 2020. — 12 c.

3. Mertoauueckue ykazaHus Ul OLEHKU 3HAaHUM CTYAECHTOB 10 JUCLUILINHE
«MeTo/ibl U CpeicTBa 3aIUThl HHpopMalumu» s OakanaBpoB Hampasienus 44.03.05
«ITemarorunueckoe oOpasoBanue (Mupopmaruka u skoHomuka)» / E.B. UepHoa —
Marnuroropck: M3n-so Marauroropck. roc. Texs. yu-ta uM. I'.1. Hocosa, 2022. — 35 c.

r) [lporpammuoe odecnieuenne u UnTepHeT-pecypcehi:

IIporpammHoe o0ecnieuenue

Haumenoanue .
10 Ne norosopa Cpok elicTBUS JTUIICH3UH

MS Office 2007 |\ 135 o1 17.09.2007 Geccpoumo
Professional

7Zip cB0OOIHO pacnpocTpansemoe [10 0eccpovHO

MS Office 2003

Professional Ne 135 o1 17.09.2007 6eccpouHO

FAR Manager cB00OOTHO pacnipocTpansemoe [10 0eccpovHO
Eﬁg;)e(p Mozilla cB00OOHO pactpocTtpansemoe [10 6eccpouHO

Ipodeccnonanbubie 0a3bl JAHHBIX U HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMBI

Hassanue kypca | Ccbuika



https://urait.ru/bcode/542739
https://znanium.ru/catalog/product/2021464
https://urait.ru/bcode/543351

NudopmannonHas
cucreMa - bauk mannbIx | https://bdu.fstec.ru/?ysclid=lujkqy7cnw630508962

yrpos

Nudopmarnmonnas
cucrema - HOpMaTI/IBHBIC
IIPaBOBBIC https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi
aKTBhI, ?ysclid=lujknksfy724757053

OpraHru3alMOHHO-PpACIIOp
AOUTCIIBHBIC

ONEKTPOHHBIE  PECypChl
oubmmorexku MI'TY wum. | https://host.megaprolib.net/MP0109/Web
I''1. Hocosa

HaunonansHas
uHpopmanronHo-ananut | https://elibrary.ru/project_risc.asp
nyeckasa

9 MarepuajibHO-TeXHHYECKOE oDecredeHne TUCHUITIHHBI (MOITYJIs1)

MarepuanbHO-TEXHHUECKOE 00eCTIeYeHHEe JUCIUTUINHBI BKIIOYALT:

Y4eOHble ayIUTOPUH IS IPOBEICHUS 3aHITUHN JICKIIMOHHOTO TUTIA:
crienuanu3upoBanHas (yueOHas ) MeOelnb (CTOJbI, CTYNbs, TOCKa ayAUTOpHAs),
MYJIbTHMEIMIHHOE 000pyI0BaHKE (IPOSKTOP, KOMIIBIOTED, KPaH) AJIs IPE3CHTAUN
y4eOHOT0 MaTepualia 1o JUCIUILINHE,

YueOHble ayIUTOPUH IS IPOBEICHUS JTAOOPATOPHBIX 3aHATHUH, TPYIIIOBBIX U
WH/IMBUyIbHBIX KOHCYJIbTAIIMNA, TEKYIIIEr0 KOHTPOJISI U IPOMEKYTOYHON aTTeCTallUu:
crenuanu3upoBaHHas (yueoHas ) MeOeb (CTOJIbI, CTYbs, TOCKa ayJUTOpHAs),
MEPCOHAJIbHBIC KOMIIBIOTEPBI 00BETMHEHHBIC B JIOKAIBHBIC CETH C BBIXOJI0M B Internet u ¢
JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTENbHYIO Cpe/ly YHUBEPCHUTETA,
OCHAIllEHHbIE COBPEMEHHBIMH ITPOrPaMMHO-METOAMYECKMMH KOMILJIEKCAaMH

AyIUTOpHUH IJI1 CAMOCTOSITENIbHON paObOTh! (KOMIIBIOTEPHBIE KIACChI; YUTATbHbIE
3aj16l OMOIMOTEKN): Crienuanu3upoBaHHas (yueOHas) MeOenb (CTOMbI, CTYIIbs, JOCKa
ayJAMTOpHAs ), EPCOHAIbHbIE KOMIIBIOTEPHI 00BETMHEHHBIE B JIOKAIBHBIE CETH C BBIXOJOM B
WHTEepHeT U ¢ JOCTYIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTeIbHYIO Cpely
YHHUBEPCUTETA, OCHAIIIEHHbIE COBPEMEHHBIMU MPOTrPAMMHO-METOAMYECKUMH KOMIUIEKCAMHU

[Tomerienue Juist XpaHeHHUs U TPOPUIAKTHUECKOT0 00CITy>)KUBaHUS Y4eOHOTO
o0opynoBaHus: MeOEIb (CTOJIBL, CTYJbS, CTEUIAXKH Ul XpaHEHUs y4eOHO-HaTJISAHbIX
1nocoOuit ¥ yueOHO-METOIUYECKOM TOKYMEHTAIUH ), TIEPCOHAIbHBIE KOMITBIOTEPHI.



https://bdu.fstec.ru/?ysclid=lujkqy7cnw630508962
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi?ysclid=lujknksfy724757053
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi?ysclid=lujknksfy724757053
https://host.megaprolib.net/MP0109/Web
https://elibrary.ru/project_risc.asp

IIpunoxenne 1

6 YueOHO-MeTOAHYECKOe o0eceYeHne cCaMOCTOATeIbHOI padoThl 00y4aloIUXCs

[To mucruruinae «MeTOIBI M CPEeICTBA 3alTUTHI HHPOPMAITUN MTPEIYCMOTPEHA
ayIUTOpHAs U BHEAYAUTOPHAsl CaMOCTOsITeNIbHAsl paboTa OakanaBpoB.

AynuropHas caMOCTOsITENbHAsI paboTa OakagaBpOB MIPEAINONATAET PELICHUE U
o(opMIIeHHE COTJIACHO 33JaHHBIM TPEOOBAHUAM 3a/laHui TabopaTopHbIX paboT. TpeboBanus k
oopmnenuto Haxoaarcs B CMK-O-CMI'TY-42-09 KypcoBoii ipoekT (paboTa): CTpyKTypa,
coJiep;kaHue, 00IIKe MpaBuiia BBIMOTHEHUS U OOPMIICHHUS.

BueayauropHas camocTosiTenbHasi padoTa CTYAEHTOB OCYILECTBISAETCS B BUAE U3YUECHUS
yueOHOI U HAyYHOU JIUTEPaTypPhl [0 COOTBETCTBYIOLIEMY pa3zeny ¢ mpopaboTKoi Marepuarna,
ydacTue B IUCTaHIMOHHOM Kypce win uzydennn MOOK, npeniokeHHOM IIpernoaaBareieM 1
BBITMIOJTHEHUS IOMAIIIHUX 3a/1aHui (IOArOTOBKA K JIAOOpaTOPHBIM paboTaM) ¢ KOHCYIbTAllUSIMU
npenoaaBaress.

Bonpochl 1J1s1 caMOCTOATEJIBLHOT0 H3YYeHHS:

1. [IpoBenuTe CpaBHUTENBHBIN aHANW3 JOKTPUH U KoHIenuuii rocynapcts CIIA,
I'epmanun, @panmun, SMOHUK M OPYTrUX Pa3BUTHIX CTpaH B 00JacTH OOecredeHUs] pa3BUTHS
uH(GOPMalMOHHBIX ~TexHojorui (konuenuuu Knuntona-I'opa, banntemana B EBporme,
OxunaBckas xapTust «l o0anbHoe HHGOPMAITMOHHOE O0IIECTBO» U T.1I.)

2. N3yunte COBOKYIMHOCTh OQHUIIMATBHBIX B3TJISI0B HA 1N, 33/1a49H, TPUHIUIBI 1
OCHOBHBIE HanpaseHus obecrieueHus HHPopMaImoHHoi 6e3omacHocT Poccuiickoit denepanuu
B «JlokTpuHEe WH(POPMAIIMOHHON 0€30MacHOCTH POCCUUCKON (emepanuny», yTBEpKIeHHOW 9
ceHTsa0psa 2000 r. No  [Ip-1895.

3. Ilo3HakoMBTECH €O CTaThIMM OCHOBHOrO 3akoHa Poccuiickon ®enepanum —
Koucturynueit  (mpunsitoir 12 ngexabps 1993  roma), 3aTparuBarollUMH  BOMIPOCHI
uH(popmanroHHoi 6e3omacHocTu (ctathu 23, 24, 29, 41, 42).

4. PaccMmoTpuTe ompeneneHuss BceX BaXXHEWIIMX KOMIIOHEHTOB WH(pOPMAalMOHHOM
JESTEIbHOCT W HalpaBlICHUS pa3BUTHUS 3aKOHOJAATENbCTBA B 00JACTH HH(OPMALMOHHON
6e3omacHocTH B 3akoHe «OO0 mH(popmanuu, uH(popMaTU3aLKUU U 3amuTe nHpopmanun» ot 20
depains 1995 roga nHomep 24-®3 (mpunsit ['ocynapcrsennoit Jlymoii 25 suBaps 1995 rona).

S. N3yunTe 0CHOBHBIE HOPMATHUBHBIE AKThI, PETJIAMEHTHUPYIOIIHNE OXpaHbl OOBEKTOB C
MOMOIIbI0 HOPM aBTOPCKOrO IpaBa B 3akoHax «O TMpaBOBOM oOXpaHe Mporpamm s
AJIEKTPOHHO-BBIYMCIUTEIbHBIX MallMH M 0a3 JaHHbIX», «O NpaBOBOH OXpaHE TOIMOJOTUU
MHTETPATBHBIX MUKpOcXeM» B «O0 aBTOPCKOM TpaBe M CMEXKHBIX TPaBaxy.

6. Kak ompenenensl moHsTHs OaHKOBCKas, KOMMEpuUecKas W ciayxeOHas TailHa B
I'paxxnanckoMm konekce Poceniickoit denepanun.
7. Kak oTpakeHbl BOIPOCHI MPABOBOTO pEeXHMMa HMHPOPMALUU C OrpaHUYEHHBIM

JIOCTYIIOM B 3aKOHAX O TOCYJaPCTBEHHON U KOMMEPUYECKOM TailHax, B TPAXKIaHCKOM Kojiekce PO B
cratbe 139 «CnyxebHas 1 KoOMMepUecKas TaitHay.

8. Kaxkne cBesieHns He OTHOCATCA K KOMMEPYECKOM TaiHe.

9. Kak onpeznensercs noHsTue u cojepxaHue KOHPUIESHIMAIBHON HHPOpPMAIUN B
Vkasze [Ipesunenta PO «O0 yrBepxaeHnN NepeyHs CBEACHUNH KOH(MUICHIIMATBFHOTO XapaKTepay.

10. JlaiiTe XapakTepHCTUKY clenyromux (GopM 3amuTel HH(OpMAIMU: TATEHTOBAHUE,

aBTOPCKOE TpaBo, ToBapHbie 3HAKU («I[lareHTHBIN 3aKk0oH P®Dy», «O TOBapHBIX 3HAKAX, 3HAKAX
00CTyKMBaHUS 1 HAUMEHOBAHUU MECT MTPOUCXOKIACHUS TOBAPOBY).

11. PaccmoTpuTe BONpOCH! JIMIIEH3UPOBAHUS B O0OJACTH 3alIUTHl MHQOpPMAIMU B
3aKkoHEe «O JTUIEH3UPOBAHUM OTAEIBbHBIX BUIOB AeaTenbHOCTH» OT 8 aBrycta 2001 roga Homep
128-®3 (ITpunst ['ocymapcreennoit Jymoit 13 uronst 2001 roma).

12. Kakumu rocyapcTBEHHBIMHU ITPABOBBIMU JJOKYMEHTAMU ONPEIEIIAIOTCS AEHCTBUSA
10 3aIKTe HHPOPMAIIUN OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
13. Omnpenenure ponb u Mecro DenepanbHONH CIYKOBI MO TEXHHYECKOMY H

skcropTHOMy  KoHTpodaro  (PCTDK, www.fstec.ru), sBisromeiics mpaBOIPeeMHUKOM
I'ocymapcrBenHoi TexHHueckod komuccuun Ipu  Ilpesunenre Poccuiickoin @Penepaunuu
(www.infotecs.ru/gtc/)


http://dvabop.narod.ru/docum/xartia/xrt.htm
http://www.infotecs.ru/gtc/

14. KakoBbl OCHOBHBIE HampaBlieHUs JeATeNbHOCTH DeaepanbHOro areHTCTBa
NpaBUTENLCTBEHHON cBsi3u U mHpopmarmu (PATICU — www.fagci.ru) B rocymaapcTBeHHOM
CHCTEME 3aIUThl HHPOPMAIUH.

15. KakoBel oOcHOBHBIC HampaBieHusi nestenbHOocTH «CoBera besomacHocTH
Poccniickoit denepanum».
16. 3HaveHue 3akoHa «O0 ydyacTuu B MeKIyHAPOAHOM HH(DOPMAIIMOHHOM OOMEHE» OT

4 wrons 1996 rona Homep 85-D3 (mpunst ['ocynapcreennoit JJymoii 5 utons 1996 roxa) B anoxy
[J100aMTbHBIX KOMMYHUKAIIUA.

17. PaccmoTpuTe 3aKOHOMPOEKTHI M CYLIECTBYIOINIYI0 HOPMAaTUBHO-TIPABOBYIO 0a3y 1Mo
BOIIPOCaM AJIEKTPOHHOro Ou3Heca W JoKyMeHTooOopora. Kakum o6pa3oMm obecrneuuBaroTcs
MIPABOBBIC YCIIOBUSI HCIOJIB30BAHUS dJJCKTPOHHOW IU(GPOBON TMOAMHMCA B SICKTPOHHBIX
JIOKYMEHTaX COIIACHO 3aKOHY «O0 31eKkTpoHHOH 1udpoBoi mognucu» Ne 1-O3 (mpuHsATOMY
['ocynapcrennoii lymotii 13 nexadpst 2001 roga).

18. [ToznakombTech co craThsiMu Kozekca 00 aAMUHUCTPATUBHBIX IPABOHAPYILICHUSX
1o mpobiaemMaM IpaBOHAPYIICHUH B obnacTu cBsizu U nHpopMmanmu (I'masa 13).

19. Wzyuute cratbu YronoBHoro kogekca Poccuiickoii ®@enepauuu (pepakius ot 14
mapta 2002 rona) mpeaycMaTpUBAIOUIUME YTOJOBHYIO OTBETCTBEHHOCTh 3a KOMIIBIOTEPHBIC
MPECTYIICHUS.

20. ['maBa 28 «IIpectymienus B chepe KOMIbIOTEPHON HHPOPMAIINIY, TPU CTAThU:

21. cTaThs 272. HenpaBoMepHbIil 10CTYN K KOMIIBIOTEPHON MH(POpMALUY;

22. cratbsd 273. Co3naHue, HCHOJIB30BAHME U PACHPOCTPAHEHUE BPEIOHOCHBIX
nporpamm ais O9BM;

23. cratbs 274. Hapymenue npasBui skcrryatanuu OBM, cucremsr OBM ninm ux
CETH.

24. [ToznakombTech co ctaTthamMu YK P® mopn npeiicTBUE KOTOPBIX MOTYT IOINAJaTh

POTHBOIPABHBIC JICSTHUS, COBEPILICHHBIE C UCIOIB30BaHUEM KOMITbIOTEpa n/nin ceTH. CTaThbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

25. [lpuBeaure mnpuMepbl cyaeOHONM TpPakTUKW B paccMaTpuBaeMoil cdepe.
Wcnonp3yiiTe MaTepraibl IEPUOIUISCKON TIeyaTH, myoaukanuu B UHTepHeT.

26. Crenaiite 0030p MexayHapoJHOTO HH(opMamoHHoro 3akoHoAarenbersa (CILIA,
I'epmanun, BenukoOpuranuu, @panuuu, SAnoHun) B 006JaCTH 3aIUThl HHOOPMALIHH.

217. Paccmotpute mnpaBoBoe perynupoBaHue cetu MHTepHer B crpaHax EBpomnsl,
CIIA, Poccun.

28. [ToznakompTeCh € mporpamMmoi «QiekTpoHHass Poccusi». KakoBwl pe3ynbpTaTsl
peanu3anuu JaHHOW MPOrpaMMbl?

29. OrneHouHbIe CTAaHAAPTHI U TEXHUUYEeCcKHe cnenudukanuu. OCHOBHbIE OHATHS.

30. Cranpgapt MunucrepctBa oboponsl CIHIA «Kputepun OLEHKH 1OBEPEHHBIX

KommbloTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHUTa») KaK OIICHOYHBIN cTaHmapT. Mctopus co3manus u
tekymii cratyc. Ilomutuka Oe3omacHocTH cornacHO «OpamkeBoil  kHure». Kitaccsl
0e30macHOCTH WH(POPMAIMOHHBIX CHCTEM IO CTETEeHW aoBepusi OezomacHocTH («OpaHkeBas
KHUTa»).

31. KpacHaa kuura. MHTepnperanns KpUTEpUEB OLICHKH HAJEKHOCTH CUCTEM JUIS
cereid. Trusted Network Interpretation. 1993. (NCSC-tg-005).
32. Po3zoBas kaura. UHTepnperanusi CUCTEMbI YIpaBlIeHUs HaIe:KHON 0a30i1 TaHHBIX B

KPpUTCPUAX OICHKU HAJCKHBIX KOMIIBIOTCPHBIX CUCTEM MI/IHI/ICTepCTBa 060pOHLI U3 4Yucia
KPHUTEPUEB OIICHKU HAJIKHBIX KOMITbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).

33. NudopmanonHas 0e30MacHOCTh PaCHpEIeICHHBIX CHUCTeM. PekoMeHmanmu
X.800 «ApxurtekTypa 6€301maCHOCTH JIJIsi B3aUMOJACHCTBUS OTKPBITHIX CHCTEM).
34. Crnemmdukamus  Internet-coodbmectea RFC 1510  «CerteBoit  cepBuc

ayrertudukaruu Kerberos (V5)» [Kerb].


http://www.fagci.ru/

35. locymapctBennbie  crangaptel. [OCT P HMCO/MDK  15408-2002.
Nudopmanmonnas texHnosorusi. MeToasl U cpeactBa odecnedeHus: OezonacHocTu. Kpurepun
OIICHKU 0€30MacHOCTH MH(OPMAIIMOHHBIX TEXHOJOTHH (B PYCCKOSI3BIYHOM JTUTEpaType OOBIYHO,
HO HE COBceM BepHO, uMeHyeMmblid «Oomue kputepun» -OK). OCHOBHBIC TOHSTHS U HJICH.
(Mexnynapoanstii crannapt ISO/IEC 15408).

36. I'OCT P UCO/MDBK 15408 — «BBenenue u ob6masa Moaeiby. OOMmuA Hoaxon K
dbopMupoBaHUIO TpeOOBaHUH U OlleHKE Oe30MmacHOCTH (()YHKIIMOHATBLHBIC U JIOBEPHS), OCHOBHBIC
KOHCTPYKIIMK (TTpoduiib 3alIUThl, 3aJaHue IO OE30MacHOCTH) MPEICTaBICHUS TpeOOBaHUMN
0€30MacHOCTH B MHTEpecax MoTpeduTenei, pa3paboTIMKOB U OICHITUKOB IMPOJYKTOB U CUCTEM
HT. TpeboBanus Ge3omacHocTd 00bekTa oneHku (OO) mo meromosioruu OOHMMX KPUTEPUEB
OTIPEICIISIIOTCS UCXOIS U3 Ieiel 0e30MacHOCTH, KOTOPhIe, B CBOIO OYepelb, OCHOBBIBAIOTCS Ha
aHanmze HazHadeHHss OO U yclnoBHIl cpelbl €ro HCHOJIb30BaHUS (yrpo3, MPEearnosioKeHUH,
MOJIUTUKU OE30MMaCHOCTH).

37. I'OCT P HCO/MDK 15408-2 —  «DyHKIIMOHANIBHBIE TpeOOBaHUS
Oe3omacHocTry. Kitaccupukamus (QyHKIMOHATBHBIX TpeboBaHui OezomacHocTH «OO0mUX
kputepueB». Kiaccel QyHKIMOHANBHBIX TpeOOBaHMIA, OMUCHIBAIOIINE SJIEMEHTAPHBIE CEPBUCHI
oe3omacHocTH. Kitaccel pyHKIIMOHAIBHBIX TPEOOBAHUH, OMMCHIBAIOIINE MTPOU3BOIHBIC CEPBUCHI
0€30MacHOCTH.

38. 3amuTa JaHHBIX MOJIb30BaTeNs. 3amuTa GyHKIUH 0€30MacCHOCTH 00bEKTa OLICHKH.

39. Knaccel yHKIIMOHAIBHBIX TpeOOBaHUHN, HTPAIOLIHE HHPPACTPYKTYPHYIO POIIb.

40. ['OCT P UCO/M3BK 15408-3 — «TpebGoBanusi moBepus K O€30HaCHOCTHY.
OcHOBHBIE TIOHATHS U KJIaccupuKaus TpeOoBaHNi T0BepHUsi 0€30MaCHOCTH.

41. OneHka npoduiIeid 3aluThl ¥ 33JIJaHUi 10 0e30macHoCTH. TpeboBaHus 10BEpHUs K
sTamy pa3paborku. TpeOoBaHMS K 3TaIly MOJYYCHHS, MPEICTABICHHUS W aHAJIA3a PE3yJIbTaTOB
pa3paboTku. TpeboBaHuUs K MOCTaBKE M IKCILTyaTallUU, TOJACPKKA JOBEPHS

42. OneHouyHbIe YPOBHU J10BEpUsl 0€301aCHOCTH B «OOIIUX KPUTEPUIX).

43. [Tpodwin 3amuTel, paspaboTaHHble Ha OCHOBe «OOmMX KpuTepuer». OOmue
TpeOoBaHUs K cepBUCaM Oe30macHOCTH. buomerpuyeckast nACHTU(UKAIMS U ayTeHTH(DUKALIUS.

44, Bbpuranckuii crannapt BS 7799 «Ynpasnenue napopMaIiioHHOH 6€30M1acHOCTBIO.

[Tpaxtuueckue mpasuna» (Code of practice for information security management) [BS7799] u ero
BTOpast 4yactb BS 7799-2:2002 «Cucremsl ympapieHHs WH(POPMAIMOHHON 0€30MacHOCThIO -
crienuduKanus ¢ pyKoBOACTBOM I10 McTosib3oBaHuio» (Information security management systems
- Specification with guidance for use) [BS7799-2] st mpakTH4eCKOTO CO3aHUs U TOAICPIKAHHSI
pexuMa MHQOPMAIMOHHOM 0€30MacHOCTH € MOMOIIbIO PETYJISTOPOB aAMHHHCTPATHUBHOIO U
IpoIelypHOTro ypoBHeil. Perynaropsl 6e30macHOCTH U peanu3yemble UMH 1enu. Yetbipexdasznas
MOJIEJIb MpoIlecca yIpaBieHus HHPOPMaITMOHHON 0€30MaCHOCTHIO.

45, Cranpapt ISO/IEC 17799:2002 «YnpaBieHne HHPOPMALMOHHONW 6€3011aCHOCTHIO
— MHpopManimoHHbIE TEXHOIOTUI.

46. @enepanbubiii crangapt CLIA FIPS 140-2 "TpeGoBanusi 0Ge30MacHOCTH JJIs
kpuntorpaduueckux moayiueit" (Security Requirements for Cryptographic Modules) [FIPS140].

47. TpeboBaHMsT K TNPOU3BOJILHOMY (JUCKPELMOHHOMY) VIIPABJIECHUIO JIOCTYIIOM.
PyxoBomsmuit  moxkyment ['octexkomuccuum Poccunm «besomacHOCTh  MH(DOpPMAIMOHHBIX
texHosoruil. Konrponupyemsiii goctyn. [Ipoduns 3ammren (113 KII).

48. TpeboBanusi K NTPUHYAUTEIbHOMY (MaHJATHOMY) YIPABIECHUIO JIOCTYIIOM.
PykoBomsiuit - nokyment [l'ocrexkomuccun Poccum — «be3omacHOCTh  MH(GOpPMAIIMOHHBIX
texHosioruii. Merounas 3ammura. [Tpodws 3ammuteny (113 M3).

49, PoneBoe ynpaBienue 10cTymnoMm.

50. MexcereBoe dSKpaHMpoBaHHE. PykoBonsdmpe AOKYMEHTBI ['OCTEXKOMHUCCUU
Poccun (Knaccudukanus aBromarusupoBaHHbIX cucteM (AC) 1Mo ypOBHIO 3alllUIIEHHOCTH OT
HecankuuonuposaHHoro fgoctyna (HC/), Knaccudukanus MexceTeBbIX 3KpaHOB).

ol. CucreMbl aKkTHBHOIO ayauTa. AHOHUMHU3aTOpbl. BbImyck u  ymnpaBieHue
cepTUpUKaTaMU. AHAINU3 3alUILEHHOCTH.



52. [Tpodwin 3ammTel, pazpaboTaHHble Ha OCHOBE «OOIMMX KpUTEepHUeB». YacTHbIE
TpeOOBaHUSI K KOMOWHAITUSM M TPHUJIOKECHUSIM CEpBUCOB Oe3omacHocTH. OniepaliioHHbIC
CHCTEMBL.

53. YactHble TpeOOBaHUS K KOMOWHAITUSAM M TIPUIOKEHUSIM CEPBUCOB OE30MTaCHOCTH.
CucreMmsbl ynpaBieHus 6a3aMu JaHHBIX.

54, YactHble TpeOOBaHUS K KOMOMHAITUAM W TIPHIIOKEHUSIM CEPBHCOB O€30IIaCHOCTH.
BupryansHbie yacTHBIE ceTU. BupTyanbHblie ToKanbHbIe ceTH. CMapT-KapThl.

55. ["apmonu3upoBaHHbIe KpUuTepur EBponeiickux cTpaH.

56. Texuuueckass crnenudukanus «OOOOIIEHHBI NPHUKIATHON MPOrPaMMHBIN

uHTepderic ciyx0b1 6e3omacHocTu» (Generic Security Service Application Program Interface,
GSS-API) [GSS-API].

57. OcHoBHBIE TOHATHS W ujen pexkomeHaanuii cemeiictBa X.500. X.501 "Cnyx0a
mupektopuit: moxenu" [XS501] m X.511 "Cnyx0a aupeKTopwii: aOCTpaKTHOE ONpEIeIICHUE
ceppuca" [X511].

58. Kapkac ceptudukaTtoB oTKpbIThIX Kintoueil. X.509 "Ciy:x0a AUpEKTOPHii: KapKachl
ceptudukaToB OTKpBITHIX Kitouerd u arpubyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

59. Kapxkac ceprudukaroB atpulytoB. [Ipoctas u cunbHast ayTeHTUDUKAITHS.

60. Cneuunduxanuu Internet-coobmecta [Psec. Apxurekrypa cpecTB 6€30MacHOCTH
IP-ypoBHsL.

61. Cnemudukaruu  Internet-coobmecrtBa [Psec KoHTekcThl 0Oe3omacHOCTH U
yIpaBlieHUE KITFOYAMHU.

62. [TpOTOKOJIbHBIC KOHTEKCTHI M MOJIMTHKA OC30IMaCHOCTH.

63. Obecneuenmne ayreHTHUHOCTH [P-makeroB. ObecreyeHne KOH(UACHINAIBHOCTH
CETEeBOro Tpaduka.

64. OcHoBHble unen u mnoustus mporokona TLS. Tlporokonm mepemaum 3amucen.

ITpoTOKONT YCTAHOBJIEHHS COEOUHEHMM W acCOLMMPOBAaHHBIE NPOTOKOJBL. IIpnMeHenue
nportokosa HTTP nan TLS.

65. OO0001IeHHBIN TPUKIaHOW MPOrpaMMHBIA HHTepdeiic ciyk0bl 0e30MacHOCTH.
OcCHOBHBIE TIOHSTHSL.
66. OO0O0O01IeHHBIN NPUKIAJHON MPOrpaMMHBIA HHTEpdeNc cirykObl 0Ge30MacHOCTH

OyHKkMM A8 paboTel ¢ yaoctoBepeHusiMH. (Co3gaHMe W YHMUTOKEHHE KOHTEKCTOB
6e3omacHocTH. 3ammra coobienuil. Jlornka paboTs! osb3oBareneit uHTepdeiica 6e30MacHOCTH.

67. Crpyktypa u coxaepkanue nokymeHta «llomutuka wuHGOpMAIMOHHON
0€30MacHOCTH OpraHu3alum».

68. Cnyx06a nndopmarnmonHoit 6e3omacHoctu opranuzamuu. Cocras, 1EIU U 3a/1a91
CI1y>K0bI THPOPMALIMOHHOM 6€30M1acCHOCTH OpraHU3allly.

69. Ponp cranmaptoB u TpeOoBaHUl no uHGOPMallMOHHONH 0€30MacHOCTH
npennpusaTus B popmupoBanuu «llonutuku nHbOpMarimoHHON 6€30MaCHOCTH OpTaHU3AIHUI.

70. [TpuHIIMIIBI pacTipeeIeHUs TOTHOMOYH.

71. [Tpouenypsl © MeToAbl WHGOPMAIMOHHOW OE€30MacHOCTH OpraHM3allh Kak

coctapystrone «[lonutnkn nHGOPMATMOHHOI 6€30MaCHOCTH OpraHU3aNuN.
72. [Tpodwin 3amuTHI

73. O06s13aHHOCTH COTPYTHUKOB IO 0O€CIIeYeHHI0 HHPOPMAIIMOHHOM 0€301acHOCTH.

74. [Topsimok ycTaHOBIEHHS pexXuMa KOHGUAeHIMaTbHOCTH HHpopManun. [lepeueHs
CBEJICHU, OTHOCHMBIX K KOH(HICHIIHATHLHON HH(OOPMAIIHH U HE MOIJISKAIINX 3aCEKPEUNBAHHIO.

75. TpeboBanus, NpeabsABIsieMble K IPETEHIEHTaM Ha paboTy ¢ KOH(HIEHIIMAIbHON
nH(popmaIen 1 K MpeTeHAeHTaM Ha JI0JDKHOCTD CTYK0y HH(POPMAIIMOHHON 0€301acHOCTH.

76. [Topsimox obecrieueHUs] COXPAHHOCTH KOH(HUAECHIMAIbHOH HH(pOpMAlUU TpU

MMOCTOSTHHOM WJIM BPEMEHHOM IPEKPAIISHUH ITOJIB30BATENIeM JIOCTYIa K KOH(PHUACHIHATEHOMY
UH(OPMAIIMOHHOMY PECYPCY.

7. Opraau3aniioHHbIE MEPBI TI0 00ECTICUCHUIO U TOAEPKaHUI0 MH(HOPMAIIMOHHON
0€30I1aCHOCTH B IEPUOJT UPE3BBIYANHBIX CUTYaLIUH.

78. Bunbr nadopmaruu opraHu3anum, MoJIeKaniue 3amure.



79. Pernamenranus 1elicTBUI BCceX KaTeropuii COTpPYAHHUKOB, TOMYIICHHBIX K paboTe C
UH(POPMALMOHHBIMHA CUCTEMAaMH.

80. CucremMa OpraHu3allMOHHO-PACIIOPSIUTENBHBIX JOKYMEHTOB YUYPEKACHHS TIO0
BOIIpOCaM oOecrieueHus: HHPOPMAaIMOHHOW O€30MaCHOCTH.
81. [TonmuTrka 6€30MACHOCTH YUPEKICHUS.

82. [Iporpamma 6€301aCHOCTH YUPEIKICHUS.



Ipuio:xkenne 2

OueHo4HBbIEe CPeICTBA /1S IPOBeIeHUs IPOMEKYTOUYHOM aTTecTAlMN
a) Ilnanupyemble pe3yjbTarTbl 00y4YeHHMSl M OLIEHOYHbIE CPeACTBA i NPOBeAeHHUS
MPOMEKYTOYHOM aTTeCTALMU:

Kon Nunukatop n1OCTHXKEHUS O1eHOYHBIC CPeICTBa
HWHAWKATOpa KOMIICTCHIIUN
YK-8 - Cnocoben co31aBaTh M MONIEPKMBATH B MOBCEIHEBHON :KU3HM H B
npoecCHOHAIBHOM  JIEATEJbHOCTH  0e30MacHble  YCJIOBUSI  KU3HEAESITeILHOCTH IS

COXpaHeHMsI MPUPOIHOI cpeabl, o0ecnedyeHusl YCTOIYMBOI0 pa3BUTHS 001IeCTBA, B TOM YHCJIe
NPH YIpo3e ¥ BO3HHKHOBEHUH YPe3BbIYaHHbIX CUTYaIlUii U BOCHHBIX KOH(INKTOB

VK-8.1

AHanm3upyer u
UICHTUHUIHPYET
(akTopbl OmacHoro
BPEIHOTO BIIMSTHUS
SJIEMEHTOB cpenbl
o0WTaHMs (TEXHUYECKUX
CpEICTB,
TEXHOJIOTUIECKUX

IPOLIECCOB, MaTEepHUaIOB,
3IaHUNM M COOPYKEHUH,
HPUPOTHBIX U
COLIMAJIbHBIX SBJICHUN)

IIpumepHbIe BAPUAHTHI TECTOBBIX 3a/IaHUM.

1. Yro Takoe 0e301acHOCTb JaHHbBIX?

a. 9TO COCTOSHME XpaHMMBIX, 00pabaThIBa€MbIX U
IepelaBaeMbIX JIaHHBIX, [IPX KOTOPOM HEBO3MOXKHO
UX CIIy4alHO€ WM IpPEIHAMEPEHHOE IIOJIy4CHHE,
M3MEHEHNE WIH YHUUTOKEHUE

b. 3TO cocrosiHMe XpaHUMBIX, 00padaTHIBAEMBIX WU
IepelaBaeMbIX JIaHHBIX, IIPX KOTOPOM HEBO3MOXKHO
UX CIIy4yallHOE UCKaXKECHHE

C. 3TO COCTOSHUE XPAaHMMBbIX, 00pabdaThIBAEMbIX U
[IEPEIaBaEMBbIX JIaHHBIX, IIPX KOTOPOM HEBO3MOXKHO
UX TpeJHAMEPEHHOE IOJIY4YeHHE, W3MEHEHHE WJIIU
YHUUYTOKECHHE

d. cocrosiHME  3aNIMIICHHOCTH  HAlMOHAIBHBIX
uHTepecoB P® Bo Bcex cdepax uenoBeUecKOit
JIeSITEIIbHOCTH

2. YKaXuTe HEeKOPPEKTHOE OIpeJIeIEHUe HapyIIUuTes
Ub:

a. (usnueckoe U0, CIyYaiiHO UM IPETHAMEPEHHO
COBEpULIAIOIIEE JIEHCTBUSA, CIEJICTBUEM KOTOPBIX
ABJIIETCS HapylleHue 0e30MacHOCTH HH(pOpMalnuu
npu ee 00paboTKe TEXHUYECKUMHU CPeCTBAMHU

b. ¢usnyeckoe WK IOPUINYECKOE JIUIIO, CIydaitHO
COBEpULIAIOIIEEe JIEHCTBUSA, CIEJICTBUEM KOTOPBIX
ABIIIETCS HapylleHue 0e30MacHOCTH HH(pOpMaluuu
npu ee 00paboTKe TEXHUYECKUMHU CPECTBAMHU

C. 9TO JIULO, MPEANPUHSBIIEE MONBITKY BBHITIOTHEHUS
3allpelIeHHbIX omepauuil (neicTBuii) mo omuoke,
HE3HAHUIO HWJIM OCO3HAaHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX HHTEPECOB) WM 0€3 TAKOBOTO (pajiki UTPbI
WIH YJIOBOJIbCTBUS, C LENbI0 CAMOYTBEPKIEHUS U
T.JI.) W HUCHOJB3YIOUIEE JUII 3TOrO  pPa3IMYHbIE
BO3MO>XHOCTH, METO/IbI M CPE/ICTBA

4. Yro Takoe 3amuiaeMasi HHGopmaus?

a. mobas nadopmarus, kotopas nossisercs B CMU
b. mHbOpManms, KOTOpas WOIJISKUT 3allUTe B
COOTBETCTBUU c TpeOOBaHUSIMU MIPABOBBIX
JOKYMEHTOB M 00S3aTeNIbHO  OTHOCUTCA K
roCyJ1IapCTBEHHOM TaiiHe

C. uHpopmanus, ABJIAIOILASACS
COOCTBEHHOCTH W TOJJIeXalias

IpeAMETOM
3allUTe B




Kon
WHAWKATOpa

Nunukatop 1OCTHKEHUS
KOMIIETCHIINU

O1eHOYHBIC CpeICTBa

COOTBETCTBUU c TpeOOBaHUSIMHU IPaBOBBIX
JIOKYMEHTOB WJIH TPEOOBAaHUSMH, YCTAaHABIHMBACMBIMHU
CcOOCTBEHHUKOM MH(pOpMaIIUH

Ilepeyensb BONPOCOB A5 MOATOTOBKH K IK3aMeHY

1. Tloustue nnpopMaMOHHON 0€30MaCHOCTH.

2. OCHOBHBIC COCTaBISIIOLIME WH(POPMAIMOHHON
0e3omacHOCTH

3. BaxnocTb " CIIO’)KHOCTh
MH(POPMALIMOHHON 0€30MacCHOCTH

4. 3akoHOMATENbHBIH YpPOBEHb WH(OPMAIMOHHON
6e3omacHoCTH

5. O030p pOCCHIICKOTO 3aKOHOIATEIICTBA B 00JIACTH
nH(pOpMaMOHHOM 06€30MMacHOCTH

6. IIpaBoBbic AKTBI o0rmiero Ha3HAYCHWS,
3aTparuBaroIInue BOIIPOCHI UHPOPMAIIMOHHOM
0e301acHOCTH

7. Tlonstue nHGOPMAITMOHHON OE30ITACHOCTH.

8. OCHOBHBIE COCTaBISIOUINE HWH(POPMALMOHHON
6e3omacHoCTH

9. OcHoOBHEBIE OTIpeNIeICHNUs "

KJaccu(UKaluu yrpos

10. HaubGomnee pacmipocTpaHeHHBIC
JIOCTYITHOCTH

pOOIEMBI

KpUTEpPUHU

yIpO3bI

IIpakTH4yeckoe 3a1aHue
PazpaGorate  Mozenb
MpeAMETHOM 00IacTu

yrpo3 W HapyLIMUTENSA

YK-8.2

BeusiBiser  mpoOriemsl,
CBSI3aHHbIE c
HApyLICHUSIMA ~ TEXHUKH
6e3omacHOCTH Ha
pabouem MECTE;
IpeIaraeT
MEpPONPUATUAX
IIPEJOTBPALLICHUIO
Ype3BbIYAHBIX CUTYaA[UI

10

IIpuMepHBbIe BADHAHTHI TECTOBBIX 3aJaHM .

1. Yro takoe 6e30mMacHOCTh TaHHBIX?

€. 2TO COCTOSIHHE XpaHHMBbIX, 00padaThIBAEMBIX U
[IEPEIaBaEMBbIX JIaHHBIX, NIPX KOTOPOM HEBO3MOXKHO
UX CIIy4ailHOe WM [peJIHaMEpeHHOe IMOIyYeHHE,
WU3MEHEHNE WIH YHUUTOKEHUE

f. 3TO cocTosiHME XpaHHMBIX, 00padaThIBAEMbBIX H
NIEpPEIaBaEMbIX JIaHHBIX, IIPH KOTOPOM HEBO3MOXKHO
UX CIIy4ailHO€ HCKaKEeHUE

g. 9TO COCTOSIHME XPaHHUMBIX, 00pabaThIBa€MbIX MU
NepeaBaeMbIX JTaHHBIX, NP KOTOPOM HEBO3MOXKHO
UX TPEJHAMEPEHHOE IOIY4YeHHE, W3MEHEHHE WIIU
YHUUYTOKECHHE

h. cocrossHMe  3alIMIIEHHOCTH  HAIMOHAJIBHBIX
uatepecoB P® Bo Bcex cdepax yesoBedecKoi
JIESITEIIbBHOCTH




Kon
WHAWKATOpa

Nunukatop 1OCTHKEHUS
KOMIIETCHIINU

O1eHOYHBIC CpeICTBa

2. UTto sABIISIETCS ENIBbIO 3alTUTHI HHPOpMAIUK?

a. 3ammTa HHPOPMALUHU OT YTEUKU

b. skemaeMblii pe3yabTaT 3alUThl HHGOPMAIIUK

C. 3amuTa HHPOPMAIUHU OT YTPATHI

d. mpemoTBpaiieHue ~ yTpathl M YTCUKH

KoH(UIeHITMATbHON HHpOpMau
3. VKaxuTe HEKOPPEKTHOE ONpeIeIeHUEe HapyIIUTENs]
Ub:

a. Qusuueckoe JIUIIO, CIIy4aiiHO WIH
peJHaMEPEHHO COBepIIaroIee JeHCTBUS,
CIEICTBUEM  KOTOPBIX  SIBJISETCA  HapylleHUe
O0e3onmacHOoCTH HWHGPOPMALIMK TpU €€ 00pabdoTKe
TEXHHUYECKUMU CPEIICTBAMU

b. ¢usmyeckoe WM  IOpPUIMYECKOE  JIUIIO,
CIy4alHO COBEpLIAIOIIEE JCHUCTBUS, CIIECICTBUEM
KOTOpPBIX  fIBIIIETCS  HapylleHHe  Oe30MacHOCTH
uHpopManuu npu ee o0paboTKe TEXHUYECKUMU
CpelICcTBaMuU

C. dTO  JHWIO, TMPEANPUHSIBIICE  MOMBITKY
BBITIOJTHEHUSI 3allPEIIeHHBIX onepanuil (IeicTBrif) mo
ommOKe, HE3HAHWIO WM OCO3HAHHO CO 3IIbIM
YMBICJIOM (M3 KOPBICTHBIX HWHTEPECOB) WM 0e3
TaKOBOTO (paay WIPHl WIM yJOBOJLCTBUS, C IEIBIO
CaMOYTBEP>KJIEHUS U T.I1.) U UCTIOIB3YIOIIEE ISl 3TOTO
pa3IMYHBIC BO3MOXXHOCTH, METOBI U CPEACTBA
4. Yro Takoe 3amuinaeMas uHpopMmarus’?

a. srobas wHbOpMaIHs, KOTopas TMOSBISETCS B
CMU

b. urdopmarusa, KOTOpas MOICKHUT 3alIUTE B
COOTBETCTBUU c TpeOOBaHUSIMU MIPaBOBBIX
JOKYMEHTOB W 00s3aTeIbHO  OTHOCHTCS K
roCyAapCTBEHHOU TaliHEe

C. uHpopmauus,  SABIAOLIAsICS  MPEAMETOM
COOCTBEHHOCTH W  TMOJJeXauas  3aluTe B
COOTBETCTBUU c TpeOOBaHUSIMU IIPaBOBBIX

JOKYMEHTOB WJIM TPeOOBaHUSMHU, YCTAaHABINBAEMbIMU
cOOCTBEHHUKOM MH(pOpMaIUU

Ilepeyensb BONPOCOB 151 MOATOTOBKH K IK3aMeHY
11. [ToHsITHE U CYITHOCTH 3aIIUTHI HH()OPMALIUH.

12. OOBEKTHI 3aMUTHI HH()OPMAIIHH.

13. CpenctBa 3amuTsl HHGOPMAITUH.

14. MeTtons! 3amuThl HH(POpMAIUH.

15. OcHOBHBIE OHATHUS AAMUHUCTPATUBHOTO YPOBHS
MH(OPMaLIMOHHON 06€30MacHOCTH

16. [Monutrka 6€30MaCHOCTH

17. Ilporpamma 6e30macHOCTH

18. UnenTudukanus u ayTeHTU(HUKaIus

19. Vnpasnenue 10cTyrnom

20. PoneBoe ympaBiieHHE JOCTYIIOM

21. ITpoTokoaMpOBaHUE U AYJTUT




Kon Nunukatop 1OCTHKEHUS O1eHOYHBIC CpeICTBa
HWHAWKATOpa KOMIICTCHIIN
22. lludpoBanue
23. DKpaHUpOBaHHE
24. Knaccudukanusi MeXCEeTeBbIX IKPaHOB
25. AHanu3 3alUIIeHHOCTH
26. JlocTynmHOCTh
27. OTKa30yCTOWYMBOCTH U 30HA PUCKA
28. Kpunirorpadus
29. BpenoHOCHBIC IPOTPAMMBI U CITOCOOBI 3aIUTHI OT
HUX
30. Ioapaznencuust TEXHUYECKOU 3aIUTHI
uHpopmanuu.
31. MecTo u poJib anmapaTHO-MIPOTrPAMMHBIX CPEICTB
3aIIHTHI.
32. TpeboBanusi  PYKOBOASAIIUX  JOKYMEHTOB K
cpelcTBaM 3aILUTHI UHpOpMaLIUN oT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.
33. OOHapyKXCHHE CETEBOM aTaKH.
34. Cnocobbl obecrieueHusi Oe3omacHoOi padoOTHl B
WNuTtepner.
35. IIpuniuns! GyHKIMOHUPOBAHUS OpaHIMay>pOB.
36. [lepeuyenn UH(POPMALIMOHHBIX pecypcos,
MOTISKAIUX 3aIUTE.
37. OcHOBHI Oe30macHOCTH Web-pecypcoB.
38. CriocoObl  3amuThl  (aijIoB OT MOCTOPOHHETO
JIOCTYTIA.
39. DproHoMu4eckue U HOpMaTHBHbBIE TPEOOBAaHUS K
OpraHu3aiuy pabodero Mecra 1moJib30BaTels
40. BpenoHocHOE IporpaMMHOE 0OecrieueHHe.
41. Ilytu IIPOHUKHOBEHHUS BPEJOHOCHOTO
IPOrPaMMHOT0 00eCTIeueHHs.
42. CriocoObl 3aIIUTHI oT BPEJOHOCHOTO
IPOrPaMMHOr0 00ecreyeHust
IIpakTH4yeckoe 3a1anue
[TpoBecTr ayuT 3aIUIIEHHOCTH CETH
BoccranoButh ynaneHHy0 HHPOPMALUIO
VY nanuth HHPOPMAIIUIO C 3aJaHHBIMH MTapaMeTpaMu
3amuTuTh HHQOPMAIMIO: TapoJib, KpUOTOTrpadus,
creranorpadus
Paccpuika cooOmIeHni C COXpaHEHUEM
KOH(UIEHIMATBHOCTH ajpecaTa
PaspaboraTte Mojenp HapymmTens s 3aJaHHON
OpraHu3aIu
KommnuiexkcHoe 3axanne
ObecrieunTh 3amUTY HWHGOPMALUKU JOKYMEHTOB
pPa3IMYHOrO THUMAa  (JOCTYIMHOCTh, IEJIOCTHOCTH,
KOH(PHUICHIIMAIIBHOCT)  OT  BBISIBICGHHBIX  yTPO3
MpeIMETHOM 00JIacTH
YK-8.3 Pa3psacuser npasuia | [lepedyeHb BONPOCOB 1Jisl NOATOTOBKH K IK3aMeHY
MTOBE/ICHUS nipu | 43. BpenoHoCcHOE TporpaMmMHOe o0ecriedeHre
BO3HUKHOBEHUU 44. OcHOBHBIE YTPO3bI LIETOCTHOCTH




Kon
WHAWKATOpa

Nunukatop 1OCTHKEHUS
KOMIIETCHIINU

O1eHOYHBIC CpeICTBa

YpE3BbIYANHBIX CUTYALIUI

IIPUPOAHOTO u
TEXHOT'€HHOT'O
IIPOMCXOXKICHHUS,;
OKa3bIBACT NIEPBYIO
IIOMOILIb, OIUCBIBAET
crocoObl  y4yacTus B
BOCCTaHOBUTEIIbHBIX
MEPOIPUATHUSAX

45. OcHOBHBIE YIPO3bl KOHPUACHITUATHBHOCTH

46. YpaBineHue pucKaMu

47. OCHOBHBIE KJIACCHI MEp MPOLECAYPHOTO YPOBHS
48. YpaBieHue nepcoHanIoM

49. dusunueckas 3amura

50. TTognepxkanue pabOTOCIOCOOHOCTH
51. PearupoBanue Ha HapyIIEeHUS
0e3omacHOCTH

52. OCHOBHBIC TIOHATHUSI MPOTPAMMHO-TEXHHYECKOTO
ypOBHS HHGOPMAITMOHHON 06€30MacHOCTH

53. OcOOEHHOCTH COBPEMEHHBIX HMH(POPMAIIMOHHBIX
CHUCTEM,  CYIICCTBEHHBIE C  TOYKH  3PCHHS
0€3011acHOCTH

pexuma

IIpakTH4yeckoe 3a1aHue
CcdopmupoBaTh mapoib € 3aJaHHBIMH KPUTEPUSIMU

YCTOMYMBOCTH

PaccuuraTh ycTOMYMBOCTD NAPOJIs

[IpuMmensaTh  cCHEeUMaNM3UPOBAHHOE  MPOrPAMMHOE
oOecrnieueHue A5l COXpaHeHus craryca HH(GOpMaIuu:
XpaHeHHe  Tapojied,  yaameHue  UHGPOPMAINH,

COKpBITHE UHPOpMAINH

KoMmmiekcHoe 3aganue

Halitn HapymeHnss HOpMaTUBHBIX IPABOBBIX
JIOKYMEHTOB B MPEJIOKEHHBIX 3a/laHUAX:

- PENocCT 3aIucH, cojepxalieil 0100peHne
HapylIeHHEe 3aKOHoAaTeIbCTBa PD;

- CKQUMBaHUE «B3JIOMAaHHBIX» IIPOTPAMM,;

- pacchlIKa criama,

- IOKYIKa MUHHU-BUIEOKaMeEPBbI;

- YCTaHOBKa MPOrpaMM MPOCITYIIKU Ha Tese(oH
CYIpyTy, peOeHKY;

- HCIIOJIb30BAaHUE JIOCTYIIA B UY)KYIO COLUAIBHYIO CETh
(mocMOTpen naposib, He Pa3IOrMHUIICS OJIb30BATENb
u ap.)

- IPOCMOTp uykoi nmoutsl. [lono6pats TpeboBanus
CYILIECTBYIOIIET0 3aKOHOAATEIbCTBA K CUTYaI[USIM:

- paboTonatens TpeOyeT MPOXOAUTH AETEKTOP JIKU
COTPYJHUKOB IOCJIE€ UHIUIEHTOB Ha MPEANPHUATHH;

- paboTtonatens TpeOyeT COOOIIUTh CBEEHUS O
JTI0X0/1aX BCEX WIEHOB CEMbU PaOOTHHKA;

- TI0JIb30BATENb BOILEN 0] YYETHOM 3alIUChIO APYTrOro
paboTHUKA AJIs1 BBITIOJTHEHUS TPOPECCUOHANBHBIX

3az1ad;
- TONb30BaTeNlb  3apaswl  pabodyld  CTAHLHUIO
BPEJOHOCHOM  IIPOrpaMMOM,  HCIIOIB3YyS  CBOW

¢neum-HocuTeNb (BapUaHT 1 — yMBIIIJIEHHO, BAPUAHT 2
— HEYMBIIIJIEHHO)




0) Ilopsinok mpoBedeHHs] TPOMEKYTOUYHOH ATTECTAIlMM, TMOKA3aTeJM M KPUTEPHH
OlleHUBAHUS:

[IpomexxyTounast arrTecTamusi MO JUCHUIIUHE «MeTonbl W CpeAcTBa  3alllUThl
uH(pOpMalLlMN» BKJIIOYAET TEOPETHUUECKHUE BOMPOCHI, MO3BOJIAIONINE OLIEHUTh YPOBEHb YCBOCHHS
00yJarmUMUCs 3HAaHUH, U TIPAKTHYECKUE 3aaHVsI, BBISBIISIONIUE CTEIIEHb CPOPMUPOBAHHOCTU
YMEHHH U BIaJICHUN, TPOBOAUTCS B (hOpMe IK3aMEeHa.

DK3aMeH M0 JIaHHOHM JAMCUUIUIMHE MPOBOJUTCS B YCTHOW (DOopMe MO dK3aMEHAIIMOHHBIM
OusietaM, KaKIbld M3 KOTOPBIX BKJIIOYAET JBa TEOPETHUECKHUX BOIPOCA M OJHO MPAKTHUYECKOE
3a/laHue.

IToka3aTenu U KPUTEPUH OLIEHNBAHUS IK3aMeHa:

«OTIUYHO» — OlLIEHKA 3HAHM OakanaBpa, KOTOPBI CBOOOIHO BIaICeT:

1) NOHATUHHO-TEPMHUHOIOTHYECKON 0a30i AMCUMIUVIMHBI M 3HAET 3HAYeHHE Haubosee
Y4aCTO UCMOJIb3yEeMBIX a00peBHATyp;

2) 4eTKO yBSI3bIBAET TEOPETUYECKOE [TO3HAHNE AUCHHUIUINHBI C peaJbHON MPAKTHKOM;

3) 3HaKOM C IIMPOKUM KPYrOM JIMTEPATYPHBIX HCTOYHUKOB, 3HAET, TJ€ MX JOCTaTh,
XOpOIIIO pa30upaeTcsi B HCTOPUU CTAHOBIICHUS IMCIUIUIMHEI, B OIICHKE €€ TEKYILEro COCTOSIHUS U
MEPCIIEKTUB €€ PA3BUTHS;

4) MOJHOCTBIO BIa/ICET MaTepUaIOM MPAKTUUECKOTO 3a/I1aHUs, YETKO U apTyMEHTUPOBAHO
3alUIIAET €ro IMOJIOKUTENbHBIE pe3ylbTaThl, OOOCHOBAaHO KOMMEHTHUPYET U OOBSACHSET
JOTYIIIEHHBIE HEJ0YETHI.

«Xopomio» — OIICHKA 3HAHUU Oakanaspa, KOTOPBIi BIIa/IeET
MOHATUHHO-TEPMUHOJIOTUYECKON 0a30i AUCIUIUIMHBI, MOXKET yBS3aTh TEOPETUUECKOE MO3HAHNE
JTUCIUIUIMHBI C pealbHON MpakTUKON. Braneer maTepuanoM MpakTUYECKOro 3aJaHMs, MOKa3all
CIIOCOOHOCTH K OOBSICHECHHIO CMEICIA OCHOBHEBIX ITOJIOXKCHUIA,

«Y TOBJIETBOPUTEIHLHOY — OIICHKA 3HAHHI OakanaBpa, KOTOPHIH B O0JbIIIEH YacTH BiIajeeT,
C HEOONBIIMMHU U3BbSHAMHU, TOHATUMHO-TEPMUHOJIOTHYECKON 0a30i JUCHUIUIMHBI, HMEET
MpEJCTaBICHUEe O BHYTPEHHEW JIOTMKE IUCIHUIUIMHBL, TPEJCTABICHHOM B BHUAE Yy4eOHOI
nporpammel, Biiazieer, Ho HEYBEpEHHO, MaTEPHAIIOM MTPAKTUUYECKOTO 3aTaHHSI.

«HeynoBneTBOpUTENbHO» — OLIGHKA 3HAHWI OakamaBpa, KOTOPBIA HE BIAJeeT
MOHSATUHHO-TEPMHUHOJIOTUYECKON 0a30¥ AUCIUIUIMHBI U MAaTEPHAIIOM MTPAKTUYECKOTO 3a/IaHHUS.



