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1 BBEJAEHUE

BaxHyro yacTh TeopeTHueckoil u npoecCuOHaIbHOW MPAKTHUYECKOW MOATOTOBKU OOYYaIOLIMXCS
COCTABJISIIOT IIPAKTUYECKUE 3aHATHS.

CoctaB u copepkaHMe NPAKTHYECKUX 3aHATUN HalpaBlIeHbl Ha peanusanuio PDenepalbHOrO
rOCYJapCTBEHHOTO 00pa30BaTEIbHOIO CTAHAAPTA CPEAHETO MPOPECCHOHATHLHOTO 00pa30BaHMS.

Benymell  aunakTH4eckodl — LeIbl0  NPAKTUYECKUX  3aHATUH  sABiIseTcs  (OpMHPOBAHUE
npoEeCCUOHATBHBIX MPAKTUYECKUX YMEHUH (YMEHHIA BBIOJIHATH OINpEesICHHbIE JCHCTBUS, ONEpaluy,
HEOO0XO/AMMBIE B IOCIEAYIOUIEM B MPO(ECCHOHAIBHONW JAEATENbHOCTH) WM Y4YeOHBIX MPAKTHYECKUX
YMEHHH, HEOOXOIMMBIX B TIOCTEAYIONICH Y4eOHOM IeATeTbHOCTH.

Benymenn [IUAAKTUYECKOM LENBI0 NPAKTHYECKUX 3aHATHN  SBISIETCA  DKCIEPUMEHTAIbHOE
IIOITBEPIK/ICHUE U NIPOBEPKA CYIIECTBEHHBIX TEOPETUUECKUX MOJIOKEHUM (3aKOHOB, 3aBUCUMOCTEMN).

B coorBerctBUM C pabouedi mporpammoiri IIM.03 TexHuueckoe oOCTy)KMBaHUE M PEMOHT
KOMITBIOTEPHBIX cucTeM U komruiekcoB, MJIK.03.01 TexHuueckoe OOCTyKMBAaHHE W PEMOHT
KOMIIBIOTEPHBIX CHCTEM M KOMILIEKCOB, pasfeny 6CereBas 6€30MacHOCTh MPEIYCMOTPEHO IMPOBEAECHUE
MIPAKTHUYECKUX 3aHATHH.

B pe3ynbrare uX BBIOJHEHUS, 00YYarOLUIUCs JOIKEH:

ymemb:

—  TPOBOJMUTH KOHTPOJIb, TUATHOCTUKY U BOCCTAHOBJIEHHE PaOOTOCIIOCOOHOCTH KOMIIBIOTEPHBIX
CUCTEM U KOMILJIEKCOB;

—  TPOBOJMTH CUCTEMOTEXHUYECKOE 00CTYKUBAaHUE KOMIIbIOTEPHBIX CUCTEM M KOMIUIEKCOB;

— IpPUHMMATh y4YacTHE€ B OTJIAJKE M TEXHUYECKUX HCIHBITAHUAX KOMIIBIOTEPHBIX CUCTEM U
KOMILJIEKCOB;

—  UHCTAJUISIUUHU, KOH(QUI'YPUPOBAaHMM U HACTPONKE ONEPallMOHHOM CHUCTEMBI, JpailBepoB,
PE3UIEHTHBIX IIPOrPaMM;

—  BBIIOJHATH PErJIaMEHThl TEXHUKH 0€30I1aCHOCTH.

CoznepxaHue NPAKTUYECKMX M J1aOOPATOPHBIX 3aHATUI OPHMEHTUPOBAHO Ha (POpMUpPOBAHME OOIIMX
KOMIIETEHIIMH 10 MPOQEeCCHOHAILHOMY MOJAY/IIO MPOrPaMMbl MOATOTOBKH CHELHUAINCTOB CPEIHETO 3BEHA I10
CIIELMAIILHOCTY U OBJIAJICHUIO HPOPeCcCUOHANbHBIMU KOMNEMEHUUAMU.

IIK 3.1. IIlpoBOANUTH KOHTPOJIb MAPaMETPOB, TUATHOCTHKY U BOCCTAHOBJIEHHE PabOTOCIIOCOOHOCTH
KOMIIBIOTEPHBIX CUCTEM U KOMILIEKCOB.

I1K 3.2. IIpoBOANUTH CUCTEMOTEXHUUECKOE 00CITYKUBAHUE KOMITBIOTEPHBIX CUCTEM M KOMILJIEKCOB.

IIK 3.3. [Ipynumarp ydacTHE B OTJIAIKE M TEXHUYECKUX MCIBITAHUAX KOMIBIOTEPHBIX CHUCTEM U
KOMIUIEKCOB; MHCTAUIALNN, KOHPUTYPUPOBAHUU ITPOTPAMMHOT0 00ECIIeUeHUSI.

A Taxxe GOPMHUPOBAHUIO OOUIUX KOMNEM EHYUIL:

OK 1 [Tonumatp CyHIIHOCTh M COLMAJIbHYIO 3HAUMMOCTh CBOEH Oynyiiel npodeccuu, IposBIsATh K
HEW yCTOWYMBBINA UHTEPEC.

OK 2 OpranuzoBbIBaThb COOCTBEHHYIO N€ATEIbHOCTh, BHIOMPATh TUIIOBBIE METOJABI M CIOCOOBI
BBINOJIHEHUS TPO(ECCHOHANIBHBIX 3a/1a4, OLIEHUBATh UX 3P (PEKTUBHOCTH U Ka4ECTBO.

OK 3 [IIpuHuMare pemeHus B CTAaHAAPTHBIX M HECTAHJAPTHBIX CHUTyalUsX W HECTH 33 HHUX
OTBETCTBEHHOCT.

OK 4 OcymiecTBiaTh MOUCK U HCHOJIb30BaHUE HHPOpPMAIK, HEOOXOAUMOHN Ny 3P PEeKTHBHOTIO
BBINOJIHEHUST NTPOPECCUOHATIBHBIX 3a]1a4, MPO(PECCHOHAITBHOTO U JIMYHOCTHOTO Pa3BUTHSL.

OK 5 Hcnonbs3zoBaTh MHPOPMAIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTMH B NMPOQECCHOHANIbHON
NEATEIbHOCTH.

OK 6 PaboraTh B KOJIJIEKTUBE M KOMaHe, 3QPeKkTUBHO O0MIaThcs C KOJUIEraMH, PyKOBOJICTBOM,
NOTPeOUTENAMHU.

OK 7 Bbpartb Ha ce0si OTBETCTBEHHOCTh 3a padOTy 4WIEHOB KOMaHAb! (MOAYUHEHHBIX), PE3yJbTAT
BBITIOJTHEHUS 3a/1aHUH.

OK 8 CamocTosATenbHO OIpeAeNarTh 3aaadyd Mpo(ecCHOHATBLHOTO M JUYHOCTHOTO Pa3BUTHSA,
3aHUMAaTbCA CaMOO0pa30BaHNEM, OCO3HAHHO IJIAHUPOBATH MOBBIILICHHE KBATH(PHUKALINY.
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OK 9 OpuentupoBaTbCs B YCIOBUSX 4YacTOM CMEHBI TEXHOJIOTMH B NpodecCHOHATHHON
NeSITeIbHOCTH.

BrimonHeHne 00y4aronMucs IpakTHYECKUX U/wim JadboparopHbeix padot mo [1M.03 Texaudeckoe
oOCITy’)KMBaHHE ¢ PEMOHT KOMIBIOTEPHBIX cHcTeM © KomruiekcoB, MJIK.03.01 Texuuueckoe
o0CITy)XKMBaHUE W PEMOHT KOMIIBIOTEPHBIX CHCTEM M KOMIUIEKCOB, pasaeny 6 CereBas 0€30MacHOCTH
HAIpPaBIIEHO HA:

- 000011IeHNE, CHCTEMATU3ALUIO, YIITyOJIeHue, 3aKpeIUIeHUE, pa3BUTHE U ACTATU3AIMIO TOTyYSHHBIX
TEOPETUYECKUX 3HAHUN IO KOHKPETHBIM TeMaM Y4eOHOI THUCUUIUIMHBI;

- (hopMuUpOBaHHE YMEHHI MPHUMEHSATH MOJyYCHHbIC 3HAHUS HA MPAKTHKE, PeaTH3alMio €IMHCTBA
MHTEJUJIEKTYaJIbHOM U MPaKTUUECKOHN JeITeIbHOCTH;

- (opmHpoBaHHE W pa3BUTHE YMEHH: HAOIIOJaTh, CPAaBHHMBATh, COIOCTABISATH, AHAIM3HPOBATH,
JenaTh BBIBOABI U OOOOIIEHHUS, CAMOCTOSITEIbHO BECTH HCCIEIOBaHUS, MOJIb30BAThCS Pa3TUYHBIMU
preMaMy U3MepeHuid, opopMIISTh pe3ynbTaThl B BUAE TaOIHII, CXeM, IpauKOB;

- IpHOOpeTeHHe HaBBIKOB PA0OTHI C pPa3NUYHBIMHM MpHOOpaMu, ammapaTypoid, YCTaHOBKaAMH U
APYTUMH TEXHUYECKUMHU CPEICTBAMH IS TPOBEICHUS OIBITOB;

- pa3BUTUE MHTEJUICKTYAIbHBIX YMEHMH y OyIylIUX CHEHUAINCTOB: aHATUTHUYECKHX,
MIPOEKTUPOBOYHBIX, KOHCTPYKTHUBHBIX U JIP.;

- BBIpaOOTKY MpH PELICHUH MOCTaBICHHBIX 33/1a4 MPOGECCHOHATBHO 3HAYUMBIX Ka4eCTB, TAKUX KaK
CaMOCTOSITENIbHOCTh, OTBETCTBEHHOCTh, TOYHOCTb, TBOPUYECKAsi HUHUIMATHBA.

[pakTUyeckue 3aHATHS IPOBOMASATCS IMOCIE COOTBETCTBYIOLIECH TEMBI, KOTOpas 00E€CHeYnBacT HAIMUUE
3HAHWUH, HEOOXOTUMBIX JIIS €€ BBITOJHEHHMSI.



2 METOJAUYECKHUE YKA3AHUSA

Tema 6.1. BesonacHocth cereii Ethernet

IMpakTnyeckas padora Ne 1
Ayaur 6e3onacHocTu nporoxkoaa SNMP

Hean padorsl: M3ydeHue crioco00B MOHUTOPUHTA U YIIPABJICHUS CEThIO Ha ocHOBE npotokoiaa SNMP ¢
UCTOJIb30BaHUEM COOCTBEHHBIX MEXaHM3MOB OE€30MIACHOCTH.

BbinosinuB padory, Bel Oyaere:
ymemy:
- YIIPaBJIATh CEThIO HAa OCHOBE IpoTokosia SNMP;

MarepunanbHoe obecneyeHue:
yuebHo-nmabopatopHslii crenn «CereBast 6e3onacHOCTE»0

IMopsiiok BbINOJIHEHUS PA0OTHI:
1. [TocTpoiiTe TONOJIOTHIO CETH, IOKa3aHHYIO HAa PUCYHKE 1.

Pucynok 1
Wzyuute paznen «lIporoxkon SNMP» Teopernueckoro nocoous.
Hactpoiite SNMP-nipotokosr Ha KoMMyTaTopax.
W3yuute pa3nen «Y TUIUTHI yIIpaBieHus ceTbio o mpoTokory SNMP».
BamycruteytunutyiReasoning MIB Browser.
3arpysure 6a3y MIB RFC-1213.
Ha o60oux kommyraropax (DES-3010 u DES-3828) BeisicHHTE CIIEAYIOIIHME TapaMETPHI:
— Ha3BaHHWE YCTPOICTBa, BpeMs PabOTHI yCTPOWCTBA, CIYXOBI, 3allylIEHHbIE Ha YCTPOWCTBE
(BeTBB System);
— KOJMYECTBO MHTEp(EiCOB Ha YCTPOMCTBE, COIEPKMMOE TaOnuIpl MHTEp(EiicoB, Ha3BaHKE
JIBYX JIOTIOJIHUTEIBHBIX BUPTYyaIbHBIX MOPTOB (BETBH Interfaces);
— IP-ampec ycTpoiicTBa, copepkumoe TabIUIIbl MapipyTH3aun (BeTBb ip);
TCP-coenuHeHus1, yCTaHOBICHHBIE yCTPOHCTBOM (BETBB tCP).
8 3arpy3ute6azsiMIBTime, DES-3010G-L2MGMTu3 katanora root/Desktop/SNMP/DES3000-
MIB/ private/.
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9. Omnpenenute TEKyIee CUCTEMHOE BpeMsi KOMMYTaTOPa.
10. Onpenenure cocrossHMe TMOPTOB Kommyratopa (6aza DES-3010G-L2MGMT, BerBb
swL2PortinfoTable, Ta6muia swL2PortMgmt).
®opma npeacrapiieHus pesyjbrara: OTUeT o MpoJesiaHHOM paboTe, BHIMOJIHEHHAs padoTa.

Kpurepumn oueHku:

OreHka «OTJIMYHO» CTaBUTCS, €CJIM 3a/IaHKHE BBIMOJIHEHO BEPHO.

OrneHKa «XOpoI1I0» CTaBUTCS, €CIIM X0/ BBIIOJIHEHUS 3a/1aHus BEPHBIH, HO OblIa JOIYIlIEeHa OJIHA WM JIBE
OI_I_II/I6KI/I, MPpUBCAIINEC K HCIIPABUIIBHOMY OTBCTY.

OneHka «yJOBJIETBOPUTEIHHO» CTaBUTCS, €ClIM B paboTe HE IMOIY4YeH OTBET U MPHUBEJICHO HEMOJIHOE
BBIINIOJIHCHUEC 3a1aHUsA, HO X0/ BBIITOJIHCHHUA 3aaHHNA.

OueHka «HeyA0BIETBOPUTEIBHOY» CTABUTCSA, €CIIN 3a/IaHUE HE BBIIIOJIHEHO.

IIpakTyeckas padora Ne 2
Aynut 0e3onmacHocTu nporokoJa STP

Heanb padorei: M3yueHue ys3Bumoctelt anropurma SpanningTreen RapidSpanningTree

Boinosinus patdoty, Bel Oyaere:
ymems:
- BBITIOJIHATH ayAUT 0€30macHOCTH mpoTokona STP;

MatepuajbHoe obecneyeHue:
yueOHo-naboparopHslil creny «CereBas 6€30MaCHOCTH

ITopsinok BbINOJHEHHS PadOTHI:
1. M3yuure paznen «AymuT 0e30MacHOCTH MPOTOKOJdA CBsA3ylomlero jnaepesa STP»
TeopeTHYecKoro mocobus u pazjaen «L2 Featuresy (menro «Spanning Treey).
2. CoOepuTte ceTh C TOMOJIOTUEH, TPEICTaBICHHOMN Ha pUCYHKE 2.

Pucynox 2
3. HacrpoiiTenakTUBU3UpYyiTe Ha KOMMYTartopax mpoTokon SpanningTree(zameuanue: no
npuuune nedopabomku komnanueti D-Link npoepammnozo obecneuenuss kommymamopa DES-
3828 npuopumem rxommymamopa HA OAHHOU MOOenU BbICMABUMb HeB03MOXNCHO.Ilosmomy
npuopumem rkommymamopa DES-3828 nocmosmen u pasen 32768, umo wne mewaem
BbINONIHEHUIO TAOOPAMOPHOU pabomb).



4. TapamnenbHo ¢ marom 3 3amyctute Ha Mammue #3 yrunure tcdump u Beisicaure MAC-anpeca
KOMMYTaTOpPOB, aHAJTU3HUPYs cofepkumoe makto BPDU.
5. COpocbTe HACTPOHKK KOMMYTaTopa B (habpuiHbIe U TIepe3arpy3ure ero.
®opma npeacrapiieHus pesyjbrara: OTUeT o MpoJesiaHHOM paboTe, BHIMOJIHEHHAs padoTa.
Kpurepun onenkmn:
O1eHKa «OTJIMYHOY» CTABHUTCS, €CIIH 33JJaHUE BBITIOJIHEHO BEPHO.
O1eHKa «XOpOIIIO» CTAaBUTCS, €CIIM XOJ BHIIOJIHEHHUS 3aJJaHNUs BEPHBII, HO ObLIa JOMYyIEHA O/IHA WU JBE
OIIMOKH, IPUBE/IIINE K HETPABUILHOMY OTBETY.
OrneHka «yJOBIECTBOPHUTEIBHO» CTaBUTCA, €CIM B paboTe HE IMOJIydYeH OTBET M IPUBEICHO HETOJIHOE
BBITTOJIHEHUE 3aJIaHsI, HO XOJI BBITIOJTHEHUS 3a/IaHUsl.
O1eHKa «HEYIOBJIETBOPUTEIHHO)» CTABUTCS, €CIIH 3a/I1aHUE HE BBIIIOJIHEHO.

IIpakTuyeckast pabora Ne 3
ba3oBble MeXaHU3MBbI KOMMYTATOPOB

HeabpadoTsl: N3yuyenuerexnonoruii T rustedHosts, IP-MACBIndinguPortSecurity.

Boinosinus padorty, Bel Oynere:

ymems.

- KOHTPOJIUPOBATh JIOCTYIl KOMIBIOTEPOB B ceThb Ha ocHoBe ux [P m MAC-agpecoB, a Takxke mopra
MOJKJIFOYECHUS,

MarepunanbHoe obecneyeHue:
yuebHo-nabopaTopHslii creHa «CereBasi 0€30MaCHOCTbY»

Ilopsinok BbINOJHEHHS padOThHI:
1. CoGepuTte TOMONOTUIO CETH, IPEACTABIECHHYIO HAa PUCYHKE 3.

Pucynox 3
2. Nzyunte pazgensl «OrpaHUYeHHE KOJIMYECTBA YIPABJISIONIMX KOMITbIOTEpOB», «HacTpoiika
0e30MacHOCTH WHIMBUAyalbHOro moptay u «TexHomorus ¢unbrpamuu IP-MACBInding»
TEOPETHIECKOTO TTOCOOUSI.
Nsyuntepaszaen «Security» (mento «Trusted Hosts).
Hactpoiite koMMyTaTopsl TakKuM 00pa3oM, YTOOBI KMH MOTJIM YIPABIATH TOJBKO MAaIIuHBI #1
u #3.

Hw

[TIpoBepbTe BHIOJIHEHHBIE HACTPOMKH.

N3yuurepasaen «Security» (menro «Port Security»).
OuucTute TaOIHUIBI KOMMYTAIIMK Ha BCEX KOMMYTaTOpax.
C mamuH #1 u #2 «nponuHryiiTenmamnny #3.
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9. Vbenurech, yTO B TAOIMIIaX KOMMYTALMU HE IPUCYTCTBYET alIapaTHOro aJpeca MaIluHbl #4.

10.  3abmokupyiiTe Ha 000MX KOMMYTAaTOpax TabJIKIIa KOMMYTAIMK B pekuMe Permament.

11.  TlombITaiiTech OCYIIECTBUTh B3aMMOJEHCTBHE C 4-bIM KOMIIBIOTEPOM C JIFOOOTO
KomIbtoTepa. OOBsACHUTE NOJYYEHHBIN pe3yibTar.

12.  Uzyuurepasgen. «Administration» (mento «IP-MAC Binding).

13. COpockTe OJ0KUPOBKY TaOIUI] KOMMYTAIIMH.

14.  Hcnonw3ys texnonoruto IP-MacBinding, nactpoiite Ha koMmyTaropax (GHUIBTPHI TaKUM
00pa3oMm, 94TOOBI B CETH MOTJIM padOTaTh TOJbKO MamuHbl #1 1 #3.

15. COpockTe HACTPOWKH KOMMYTATOPOB B (paOpHUHbIC U TIEpe3arpy3uTe ero.

®opma npeacrapiieHus pesyjbrara: OTUeT o MpoJesiaHHOI paboTe, BHIOJIHEHHAs padoTa.

Kpurepumn oneHku:

OrneHka «OTJIMYHO» CTaBUTCS, €CJIM 3a/IaHKHE BBIMOJIHEHO BEPHO.

OrneHKa «X0poI1I0» CTaBUTCS, €CIIU XOJ] BBIIOJIHEHUS 3a/1aHus BEPHBIN, HO ObLIa TOMyIIEHa OHa WU JBE
OI_III/I6KI/I, MpUBCAIINEC K HCIIPABUIBHOMY OTBCTY.

OneHka «yJIOBJIETBOPUTEIHHO» CTaBUTCS, €ClIM B paboTe HE MOJMYy4YeH OTBET M MPHUBEICHO HEMOJIHOE
BBIIIOJIHCHUEC 3alaHusl, HO XO/1 BbIIIOJIHCHUSA 3a/JaHHA.

OueHka «Hey10BIETBOPUTENBHOY» CTABUTCS, €CIIU 33JJaHNUE HE BBIIIOJIHEHO.

IIpakTnyeckas padora Ne 4
Cnucku konrpoas aocryna ACL

Hean padorei: V3yuenue rexnonorun AccessControlLists.

Beinosnus patdory, Bel Oyaere:

ymemy:

- OTpaHN4YMBAaTh TUIIbL HpPIJ'IO)KGHHfI, Pa3pPCIICHHBIX OJIA UCITOJIB30BAHUA B CCTH,
- KOHTPOJIUPOBATh JJOCTYII MOJIb30BATENIEH K CETH,

- ONPENIENATh YCTPOUCTBA, K KOTOPBIM OHH MOTYT HOAKITIOYATHCS

MarepuanbHoe obecrnieyeHue:
yueOHo-naboparopHsblil crenn «CereBas 6€30MaCHOCTH

ITopsinok BbINOJHEHHS PadOTHI:
1. Cobepute ceTb ¢ TOMOJIOTHEHN, IPEACTABIECHHOMN Ha pUCYHKE 4.

Pucynok 4



2. N3yunte pasgen «CHUCKH KOHTPOJSI OCTYIa» TEOPETHYeCKOro mocodus u pasznen «ACL»
(mento «Access Profile Tabley).
3. HacrpoiiTe criucKu KOHTPOJISL AOCTYIa TAKUM 00pa3oM, YTOOBI:
— HM oauH u3 koMMmyTaTopoB DES-3010 He MOT «IIpONTUHTOBaTh» Maluny #4;
— MamuHa #1 Moruia «IIponuHroBaTh» MalluHy #3, HO HE MOTJIa — MalluHYy #4;
— MarrHa #2 mMoriia ckadaTh (aitn ¢ mamuabl #4 (ucnonb3yst ftp-nmporokoi), HO He Moriia
MOJYYUTh MTOYTOBBIE COOOIICHHUS;
—  TOJIKO TOT TpauK, KOTOPBIA MJIET OT MAIIUHBI #2 K MaluHe #3 «3epKaTUIOBAJICS» Ha
MOPT MaIIWHbI #4.
4. TIpoBepbTe CO3/ITaHHBIE HACTPOUKH.

®opma npeacrabiieHus pesyjbrara: OTUeT o MpoJesiaHHOM paboTe, BHIOJIHEHHAs padoTa.

Kpurepum oueHku:

OneHka «OTJIMYHOY» CTaBUTCS, €CJIN 3a/IaHUE BBIIOJIHEHO BEPHO.

OrneHKa «XOpoI1I0» CTAaBUTCS, €CIIU XOJ] BBIIOJIHEHUS 3a/1aHus BEPHBIN, HO ObLIa TOMYIIEHa OHa WU JBE
OHII/I6KI/I, MpUBCAIINEC K HCIIPABUIIBHOMY OTBCTY.

OneHka «yJqOBJIETBOPUTEIBHO» CTaBUTCS, €ClIM B pa0oTe HE MOJIY4YeH OTBET U MPHUBEACHO HEMOIHOE
BBIIIOJIHCHUEC 3alaHus, HO XO/1 BbIIIOJIHCHUSA 3a/JaHHA.

OueHka «HeyI0BIETBOPUTEIBHOY» CTABUTCS, €CIIU 33JJaHUE HE BBIIIOJIHEHO.

Tema 6.2. Mexanu3Mbl o0ecriedeHns 0€30MACHOCTH 0eCIIPOBOJAHBIX JIOKAJIbHBIX ceTel
IIpakTnyeckas padora Ne 5

IIndpoBanne KaHAIA C HCIOJIB30BaHHEM NPOTOKoJIa WEP

Hear pa6orbi: [lonyueHue HaBbikOB moctpoeHus cereir Wi-Fic wucnonp3oBanueM MexaHH3Ma
mmdposanus WEP.

Beinosinus patdory, Bel Oyaere:
yMmemb:
- UCTIOJIb30BATh aIropuT™MObecieueH st Oe3onacuoctu cereil Wi-Fi;

MarepunanbHoe obecrnieyeHue:
yuebHo-nmabopaTopHblii creHa «CereBasi 0€301aCHOCTEY

ITopsinok BbINOJHEHUS padOThHI:
1. TloctpoiiTe ceTh, TONOIOTHs KOTOPOW MPEACTaBICHA HA PUCYHKE 5.

Pucynoxk 5
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2. Uzyunte pazmen «MexaHusmbl MmHdpoBaHusS B OECHPOBOIHBIX CETIX» TEOPETUUYECKOTO
nocoous.
3. Bruirounte TOUYKy JOCTyIa, HACTPOTE KaHAl M MMs ceTu. Bkmouurte BHyTpeHHHt DHCP-
ceprep. Brmounte mmdposanue WEP, ucnionsiys 40-0uTHBIN KoY.
AccouuupyiTe 1Ba KOMIIBIOTEPA C ITOW TOYKOM JOCTYIIA.
3amycTuTe Ha TPEThEM KOMITbIOTEpe YTHIIUTY «Airodump-ng» ist iepexBaTa MakeToB.
BoinonHuTe B3auMoielicTBUE MEXTy KOMIIbloTepamu 1 u 2.
Yoenutech (1Mo 3Kpany airodump-ng), 4To HECKOJIBKO MAKTOB C JAHHBIMHU OBLIO MEPEXBAYCHO.
Crenepupyiite ¢aiin cioBaps, CoAepKalliuil HECKOJIBKO MPOU3BOJIbHBIX KIIIOUEH U 100aBbTE B
KoHe1 (aitna 3agaHHbi Kito4. JlimHa crioBaps goibkHa ObITh He MeHbIe 10000 3amuceii.
CkpunT Jis TeHepallii HaXOAUTCs Ha JAucke B Katanore /root/Desktop/Scripts/wep.
9. Hcnonb3ys MonMydeHHBIH CIIOBapb M MEepeXBau€HHBIC MAKEThl BBIOJIHUTE aTaky Ha (aili c
NepexBaueHHBIMU TTAKETaMHU C MOMOIIbI0 yTriinThl «\WepAttacky.
10. BoinosnHUTE 3TH K€ NEHCTBUS, U3MEHSAS IIMHY KIII0Ya U UCIOJIB3YS B KAUeCTBE MepexBaTyuKa
Kismetsmecto airodump. Bapeupyiite pasmep daiisa cioBapsi, J00aBiss WIH YAaJsisl 3aIHCH.
Crenaiite BBIBOJ O BIUSHUU JJIMHBI KIII0Ya U pa3Mepa CIoBaps Ha CKOPOCTh aTaKu.
®opma npeacrasiieHus pedyjabrara: OTUeT 0 IPoJesIaHHON paboTe, BHIIOJIHEHHAs padoTa.

NG

Kpurepun onenkmn:

O1eHKa «OTJIIMYHOY» CTABUTCS, €CIIM 33JaHUE BBIIIOJIHEHO BEPHO.

OneHka «xXopoI0» CTaBUTCS, €CJIU XOJ] BBIIOJIHEHUS 3a/laHusl BEPHBIN, HO Oblja OMyIIEHa OHa WU JBE
OLIMOKH, IPUBEALINE K HEIPAaBUIbHOMY OTBETY.

OneHka «yJOBJIETBOPUTEIBHO» CTaBUTCS, €CIM B padOTe€ HE IMOIY4YEH OTBET U NPUBEJCHO HEIMOJIHOE
BBINOJIHEHHUE 3aJIaHHs, HO X0/ BBIIIOJIHEHUS 3a/laHUsL.

OneHka «Hey10BIETBOPUTEIILHO» CTABUTCSI, €CIIH 3a/1aHUE HE BBIITOJIHEHO.

IIpakTuyeckas padora Ne 6
IIndpoBanue kaHa a ¢ HCNOJb30BAHHEM NMPOTOKOJIa WPA

Hean padorwi: [lomyuenwe HaBbIKOB mocTtpoenusi cereir Wi-Fic wucmons3oBanreM MexaHH3Ma
mmdposanusWPA.

Beinmosinus padorty, Bl Oynere:
ymemy:

- KOHTPOJIMPOBATH OOCTYII K 6CCHpOBOI[HBIM CETSIM,

MatepuajabHoe o0ecnieyeHue:
yueOHo-abopaTopHsblil creny; «CereBas 6€30MacCHOCTb

IHopsiaok BbINIOJIHEHHUS PA0OTHI:
1. Tloctpoiite ceTh, TONOJIOTU KOTOPOH Mpe/icTaBIeHa Ha PUCYHKE 6.
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: DIR-300 N
((9)) ()

Pucynox 6
Wcnonp3yiite yrunuty Wpa_supplicant, HactpoiiTe 3alIMICHHYIO CETh C HCIOJIb30BAHHUEM
ayreHpukanmnWPA u cuctemoii mudposanus TKIP.
Hcnone3ys SSh, cpaBHUTE MOJE3HYIO MPOIYCKHYIO CIIOCOOHOCTh KaHala J0 M IOCie
ucnonszoBanus WPA.
[Ipumeuanue —
JI7st MpoBepKU CKOPOCTH COEMHEHHS BOCIOb3yiiTech SSH
1. Ha nepBoM KOMIbIOTEpE 3a/1aiiTe TapoJIb MOJIb30BaTENt0 00t passwd.
2. Ha BTOpOM KOMIIBbIOTEpE [T KOIMPOBAHUS (paiiia BHIIOIHUTE KOMaH/Y:
scpip_anpec_komnbloTepa_l:myTb_K_daiimy /dev/null
Ota KOMaHJla CKONMPYeT yKa3aHHBIHA (paiiil ¢ mepBOro KOMIbIOTEpa Ha BTOPOM, MpUUEM
¢aitn He Oyner coxpaHeH Ha AWMCKE, YTO IO3BOJUT OIEHHUTh PEATbHYIO IPOITYCKHYIO
CocoOHOCTH ceThio CKOpOCTh Mepeiaun JaHHbIX Oy/IeT yKazaHa B BBIBOJIE KOMaH/bI SCP.
Wcnone3ys yruimury tcdump ocyiiecTBUTE MepexBarT MakeToB. M3yuurte colepkumMoe
nepexBaueHHbIX AaKeTOB 10 U nocie npuMmenenust WPA.
Hcnonp3ys yrunuty Wpa_supplican, HacTpoiiTe B3alMIICHHYIO CETh C HCIOJIb30BAHUEM
ayreHpukarmuWPA2/PSKu cucremoii mmdpposanus TKIP.
Hcnone3ys SSh, cpaBHUTE MOJE3HYIO MPOIMYCKHYIO CIIOCOOHOCTh KaHalia 10 M IOCie
ucnons3zoBanus WPA2/PSK.
Hcnonp3ys yrumuTy Wpa_supplican, HacTpoiTe 3allMIICHHYIO CETh C HCIOJIb30BAHUEM
ayreHpukarmuWPA2/PSK u cucremoii mmdposanus AES.
Hcnone3ys SSh, cpaBHHTE MOJIE3HYIO MPOMYCKYIO CIIOCOOHOCTh KaHajda C WCIOJb30BAHUEM
cucremsl mupposanus TKIP ¢ cucremoii mmdposanus AES.

®opma npeacraBiaeHus pesyabtara: OT4eT o MpojeTaHHoM paboTe, BHIOTHEHHAs paboTa.

Kputepun onenkmn:

O1eHKa «OTJIIMYHOY» CTABUTCS, €CIIM 3aJaHUE BBIIIOJHEHO BEPHO.

O1eHKa «XOpOIII0» CTAaBUTCS, €CIIM XOJ BHIIIOJHEHHUS 33aJJaHNUs BEPHBIH, HO ObLIa JOMYIEHa O/IHA WU JIBE
OI_HI/I6KI/I, MPpUBCAIINE K HCIIPABUIBHOMY OTBCTY.

OreHka «yJOBIETBOPUTEIBHO» CTaBUTCA, €CIM B paboTe HE IMOJIyuyeH OTBET M IPUBEICHO HEMOJIHOE
BBITIOJIHEHUEC 3alaHUsl, HO XO/ BbIIIOJIHCHUS 3a/JaHHA.

OneHka «Hey10BIETBOPUTEIBHO» CTABUTCSI, €CIIH 3a/1aHUE HE BBIITOJIHEHO.

12



IMpakTnyeckas padora Ne 7

AytenTHuUKaNUA 0eCIIPOBOJHBIX KJIMEHTOB HA OCHOBE YYETHBIX 3aluceil moJb30BaTesed u
annapaTHbIX aipecoB KOMIILIOTEPOB

Heab padoThl: TOIyYCHHE HABBIKOB TMOCTpoeHUs 3amuiieHHbIX WIi-FiceTeit ¢ ucnosb3oBaHuEM
RADIUS-cepBepa u ¢punstparuu no MAC-aapecam.

BbinosinuB padory, Bel Oyaere:
ymemy:
- BBINIOJIHATH ITPOBEPKY MOJIH30BATENEH U YCTPOMCTB MPHU UX MOJKIIOUYCHUH,

MarepuasibHoe o0ecnieyeHue:
yaeOHo-nmaboparopHsblil creHn «CereBas 0€30MacCHOCThY

IMopsinok BbINOJIHEHUS PadOTHI:
1. Tloctpoiite ceTh, TOMOIOTUs KOTOPOI! Mpe/IcTaB/IeHa Ha PUCYHKE 7.
2. Ucnone3ys yrunury freeradius, nacrpoiite RADIUS-cepBep u co3naiite 1ByX MpOU3BOJIbHBIX
M0JIb30BaTENEH.
3. Hactpoiite mapmpyruzatop DIR-300 Ha ucnionp3oanune |IEEE 802.1x.
4. HacrpoiiTe KJIMEHTOB, HCIONB3Ys yTrinTy Wpa_supplicant.
5. IlpoBeppTe pabOTOCTIOCOOHOCTH CETH.

(@

Py

| DIR-300

Pucynok 7

6. CoOepuTe TOMOIOTUIO, IPEACTABICHHYIO HAa PUCYHKE 8.

7. K Touke noctyna 1 pa3pemnts NOAKIOYEHHE KOMIBIOTEPOB 1 1 2 ¢ MOMOUIBIO pa3pelIeHHbIX
criuckoB MAC-anpecoB. K Touke mocTyna 2 3ampeTuTh MOIKIIOYEHHE C KOMITbloTepa A ¢
MOMOIIIBIO 3ampenieHHbIX cnuckoB MAC-aapecos.

8. IlpoBephTe MPaBHILHOCTH BHITIOJTHEHHBIX HACTPOCK.

RADI
cepBep

13
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Pucynox$8
®opma npeacrabiienus pedyjbrara: OTUeT 0 MPoJeIaHHOM paboTe, BHIMIOJIHEHHAs padoTa.

Kpurepun oneHku:

OreHKa «OTJIMYHO» CTaBUTCS, €CJIM 3a/IaHKUE BBITIOJIHEHO BEPHO.

OrneHKa «XOpoI1I0» CTABUTCS, €CIIM X0/ BBIIOJIHEHUS 3a/1aHUsl BEPHBIH, HO OblIa JOMYIIEeHA OJIHA WM JIBE
OHII/I6KI/I, MpUBCAIINEC K HCIIPABUIIBHOMY OTBCTY.

OrneHKa «yJIOBJIETBOPUTEIBLHO» CTaBUTCSA, €CJIM B paboTe HE MOJIYYeH OTBET U MPUBEACHO HEMOIHOE
BBITIOJTHEHHE 33/1aHUs, HO X0/ BBIIIOJHEHUS 3aJaHUSl.

OreHKa «HEeyI0BIETBOPUTEIBHOY» CTABUTCSA, €CIIM 3a/1aHUE HE BBITIOJHEHO.

Tema 6.3. MexaHn3MbI NOCTPOEHHUS 3AIMILEHHBIX ceTel ¢ HCIO0JIb30BaHNeM OpaH/AMayIpoB
IIpakTuyeckas padora Ne 8

IIporoxoa PPPoE

Iean padorwi: M3ydyenue nporokosia PPPOEuN croco6oB ero HacTpoiiku u ncnosib3oBanus B OCLinuxu
opanamayaspe D-LinkDFL-800.

Beinosinus patdory, Bel Oyaere:

ymems.

- HAcTpauBaTh (WM MHKANCynupoBaTh) [P umm apyrue mpoTOKOIbI, KOTOpble HacTpauBaroTcs Ha PPP,
yepe3 coenunenus Ethernet, Ho ¢ mporpammHbIME Bo3MOkHOCTSIMU PPP-coenunennii;

MarepuanbHoe obecrnieyeHue:
yueOHo-1abopaTopHbIii creHn «CeTreBasi 6€30MacHOCThY

ITopsinok BbINOJIHEHUS padoOThI:
1. CoGepuTe TOMONOTHIO CETH, TIPEICTABICHHYIO Ha pucyHKe 9.

14



DFL-800

j’

COTpyAHWK

PPPoE -cepsep
WHTepHer -npoBaiinepa
Pucynox 9

2. Hactpoiite paboune cranuuu u Opanamaysp TakuMm obOpazom, utoost WAN-untepdeiic DFL-

800 u PPPOE-cepBep mpunammexanu onxuoir IP-moncern, a LAN-untepdeiic DFL-800 u

MallliHa COTPYyJHHUKA — IPYT oM.
3. U3yuute rmaBy 8.1 «lIporoxon PPPOE» Tteopermueckoro mocobus, a Ttakxke riaBbl 4.7
«Hactpoiika PPPOE-kmuenta Ha D-LinkDFL-800» u 5.14 «IIpotokosn PPPOE.
Hcnone3ys yrunuty rp-pppoe, Hactpoiite PPPOE-cepBep Ha Mamnne MHTepHeT-nIpoBaiiaepa.
. Hactpoiite DFL-800 B kauectBe PPPOE-kimenta (MCHoib3ysi CO3JaHHYIO B I.5 YYETHYIO

3anucath nojbp3oBarens). YcranoBute PPPOE-TyHHeNb.

6. OcymecTBUTe AOCTYH C MAIIWHBI COTPYAHUKAa B ceTb MHTepHET, TO €CcTh K MalllHe

MpoBaiiiepa.

o s

®dopma npeacraBiaenus pesyasrara: OTyer o poeslaHHON paboTe, BBITOIHEHHAs paboTa.

Kpurepun onenkmu:

OneHka «OTJIIMYHO» CTaBUTCS, €CIIN 3a/JaHUE BBIIIOJIHEHO BEPHO.

OrneHka «XopoI1I0» CTaBUTCS, €CJIU XOJ] BBIIOJIHEHUS 3a/laHusl BEpHBIN, HO Oblja TOMyIeHa OJHa WU JBE
OLIMOKH, IPUBEALINE K HENPAaBUIbHOMY OTBETY.

OrneHka «yJOBIETBOPUTENBHO)» CTaBUTCA, €CIM B pabOTe HE IOJIyd4eH OTBET U IPUBEICHO HEMOJIHOE
BBITIOJTHEHUE 3a/1aHNUs, HO X0/ BBIIIOJIHEHUS 3aJaHUsl.

O1eHKa «HEyI0BJIETBOPUTEIBHOY» CTABUTCS, €CIIH 3a/laHHE HE BBIIIOJIHEHO.

IIpakTuyeckas padora Ne 9
BupTtyajbHble YacTHbIE CeTH

Hean padorsi: n3ydeHue nporokona IPSec u cnocoba ero vactpoiiku B OC Linuxu na 6panamayaspe D-
LinkDFL-800.

Boinosinus padorty, Bel Oynere:

ymemy:

- MCOJB30BaTh MPOTOKOIIPSEC u crmocob ero Hactpoiiku B OC Linuxu Ha Gpanamayspe D-LinkDFL-
800;

15



MatepuajbHoe o0ecnieyeHue:
yaeOHo-1abopatopHbiii cteHn «CereBast 0€30MacHOCThY

IMopsinok BbINOJIHEHHUSI PA0OTHI:
1. ColepuTe TOMONOTHIO CETH, IPEACTABICHHYIO Ha pucyHke 10.

Pucynok 10
2. Hacrpoiite paGoume craHIMM M OpaHAMAayspbl TakuM 00pa3oM, 4TOOBI CO31aTh YEThIpe
paznuunbix IP-ioaceru: a, b, cu d(B coorBeTcTBUE € pUcyHKOM 10).
3. U3yunte rnaBy «lIporokon IPSec» Teopermueckoro mocodbus, a Taxxe riaBbl «HacTpoiika
nportokosia IPSec na D-LinkDFL-800» u «IIpotoko:n IPSecy.
4. Hactpoiite |IPSec-TyHHenb, Kak 3T0 Moka3zaHo Ha pucyHke 10.
5. IIpoBepbTe pabOTOCTIOCOOHOCTH CETH, OOPATHBIIUCH C MAITMHBI #1 Ha MamuHy #2.

®dopma npeacrapiaenus pesyasrara: OTyer o MpoelaHHON paboTe, BBITOIHEHHAs paboTa.

Kpurtepun onenku:

OneHkKa «OTJIIMYHO» CTaBUTCS, €CIIU 3a/1aHUE BBINOJIHEHO BEPHO.

Or1reHKa «XOpOIIIOY» CTABUTCS, €CIIU X0 BHITIOJIHEHUS 3a/IlaHUs BEPHBIN, HO ObLTa IOMYIIEHA OJ[HA WJIH JIBE
OIMOKHU, MPUBEIINE K HEMTPABIUIILHOMY OTBETY.

OrneHKa «yJTOBJIETBOPUTETHLHO» CTaBUTCS, €CIM B paboTe HE TOJIYYeH OTBET W TMPHUBEJIEHO HEIMOJIHOE
BBITTOJIHEHHE 3a/IaHUsI, HO X0/ BBIIOTHEHUS 3aaHus.

Or1eHKa «HEeyI0BIETBOPUTEIHHOY CTABUTCS, €CITU 3aJJaHNE HE BBITIOJIHEHO.

IIpakTunyeckas padora Ne 10
TyHHe1MpoBaHue cOeMHEHMII € MCIIO0Jb30BaHUEM NMPOTOKOIa SSL

He.]Ib paﬁon: I/ISY‘-ICHI/IC HpI/IHI_II/IHOB 6C3OHaCHOI‘O O6MeHa I/IH(I)OpMaLII/II/I C UCITOJIB30BAHUCM HpOTOKOHa
SSLe OCLinux.

Boinosinus padorty, Bel Oynere:
ymemy:
- C03/1aBaTh 3AIUIIEHHOE COSAMHEHUE MEXTY KIIMEHTOM H CEPBEPOM;

MarepuajnbHoe o0ecnieyeHue:
yaeOHo-nmaboparopHsblil crenn «CereBast 0€30MaCHOCTHY
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IMopsinok BbINOJIHEHUSI PadOThI:
1. Cobepute TONOJIOTHUIO CETH, ITPEACTABICHHYIO HA pucyHke 11.
DES-3010G

3M0YMbILLNEHHUK KnueHt Cepsep
Pucynok 11
2. Hactpoiite «3epkanupoBanue» (PortMirroring) Ha koMMyTaTope CICIyIONUM 00pa3oM: MOpPT
«a» - mnpueMHHK, moptT «b» - wucrounuk. Takum 00pa3oM, 3JOYMBINUICHHUK CMOKET

«IIPOCITYIINBATh» BECh TPAPHK KINEHTA.

3. Usyuute rnaBy «I[Ipotokon SSL/TLSy» teoperrueckoro mocobusi, a Takxke rinaBy «llludpartop

TCP-coenuuenus Stunnely.

3amyctute Ha cepBep POP3-cepBep ¢ aBropusarueii uepes /etc/passwd.

5. IMonyynre mouTy MoJib30BaTelNsi rOOtc MamuHBl KinMeHTa. [lapaiienbHO ¢ 3THM MPOIECCOM
3amycTuTe yTHauTy tcpdump Ha KoMmmbIOTepe 3jI0yMbluieHHHKA. OOHAapYXbTe Maposib Ha
TIOYTOBBIH SAIIMK B IEPEXBAUCHHBIX MAKETaX.

6. Ha cepBepe 3amyctute yruuty stunnel va 995 mopty s 3amycka mouToBOro cepeepa.

. Bximrounre ucnonszosanne SSL/TLSHa kinuenTe. Beimonaure mar 5.

8. CpaBHHUTE MepexBavyeHHbIC YTHINTON tCpdUuMp makeTsI.

&

~

®dopma npeacrapiaenus pesyasrara: OTyer o MpoeslaHHON paboTe, BBITOIHEHHAs paboTa.

Kpurepum ounenku:

OneHka «OTJIINYHO» CTaBUTCS, ECIIN 3aJJaHUE BBIIIOJIHEHO BEPHO.

OrneHka «XopoI10» CTaBUTCS, €CIIU XOJ] BBIIMOJIHEHUS 3a/1aHusl BEpHBIN, HO ObljIa TOMyIIeHa OHa WU JBE
OLIMOKH, MPUBEALINE K HEMPAaBUIBHOMY OTBETY.

OrneHKa «yJOBIETBOPUTENBHO» CTaBUTCA, €CIM B pabOTe HE IOJIy4eH OTBET U IPUBEIECHO HEMOJIHOE
BBIITOJIHCHUE 3aJaHUs, HO XOJ1 BBIITOJIHCHUS 3aJaHUs.

OneHka «HeyIOBICTBOPUTEIBHO» CTABUTCS, €CIIH 3aJJAHUE HE BBIITOJIHEHO.

IIpakTnueckas padora Ne 11
YaaneHHoe ynpasJjieHHe N0 321U IIEHHOMY npoTokoay SSH

Hean padorei: M3yyenue npotokosia SSHu crioco6os ero mpumenerust B OCLINuUX.
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Boinoinus padoty, Bl Oynere:
ymemy:
- YIQJIEHHO YIPABJIATH KOMIIBIOTEPOM TOJIB30BATENS IO IPOTOKOITYySSH;

MatepuajbHoe o0ecnieyeHue:
yueOHo-naboparopHsblil creny «CereBas 6€30MaCHOCTh

IMopsinok BbINOJIHEHHUSI PA0OTHI:
1. CoGepuTe TOMONOTHIO CETH, TPEACTABICHHYIO HA pUCYHKE 12.

Pucynok 12

2. N3yunte tnaBy «lIporokon SSH» teopermuyeckoro mocoOus, a Takke rmaBy «llaker
OpenSSH».

3. IlpoBepwTe, paboTaet au Ha KoMIbioTepax SSh-cepsep (psax | grepssh). Ecnu ve pabortaert, TO
3aIlyCTHTE €r0 KOMaH0H.

4. TlonpoOyiTe TOIKIIOYUTHCS C KIMEHTa Ha CEepBep C HCIOJb30BaHHUEM TMpoTokona SSH.

W3yunte mnepemaHHble makeTbl ¢ momomibio tcpdump. ITocmorpute, Kakue COOBITHS ObLIH

OTMeueHHI B Qaiiie xypHana /var/log/auth.log.

[epesarpysurte yaajaeHHBIN cepBep, HE TOAKIIOYASACH K HEMY.

VY najieHHO nepe3anycTuTe JeMOH SSN0e3 OAKITIOYCHHSL.

. TonkirounTech K yaaleHHOMY CepBepy H mepesamyctute aemMon SSh. OOpartuTe BHUMaHHE Ha

TO, YTO CEAHC HE 3aBEPIIHIICS.

3amyctute FTP-cepBuc Ha cepBepe.

. Bemonnute mnepemauy daitna depes FTP ¢ momomipio yTtunutel WQet. AHamusupyiiTe
HPOXO/ISAIINE MAKEThI ¢ TOMOIIBI0 yTHIUTHI tepdump (-XX). 3anoMHUTE CKOPOCTH MepeIayH.
10.  BsmonnuTte nepenauy daiina gepe3 SSh. Ananuszupyiite mpoxoasaIinue MaKkeThl ¢ MTOMOIIBIO
tcpdump (-XX). 3ammomuuTe CKOPOCTh Hiepenaadn. CpaBHUTE MepeiaBacMble MAKEThl K CKOPOCTh

nepeaayn TaHHbBIX.

11.  Bxmouunte ckarue SSh M MOBTOpPHUTE 3aMep CKOPOCTH. B KaKIOM TecTe aHalIu3upyiTe
pesynbpTaThl s (aitia, cocTosmero W3 Hylew, st (aitia, comepikamero CiIydaiHyro
MOCJIEI0BATEIbHOCTh (ddif=/dev/urandomof=filebs=1Mcount=10), TSt TEKCTOBOTO
KOH(HUTYparmoHHOTO (aitina u s OuHapHOTO (haiina.

12.  Hamummre cKpunt, KOTOpblii OyneTr co3naBarh (aiin pazmepoB 10Mb co ciydaiiHeiMu
JAHHBIMH, APXHUBHPOBATH €T0 U NIepeIaTh C YIAICHHOW Ha JIOKATFHYIO MAIIUHY.

No o

© ™
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®opma npeacraBiaeHus pesyabTara: OT4eT o IpoAeTaHHOM paboTe, BHIOTHEHHAs paboTa.

Kpurepun onenkmn:

OneHka «OTJIMYHOY CTaBUTCS, €CJIU 3a/1aHHE BBIMOJIHEHO BEPHO.

OneHka «XopoI0» CTaBUTCS, €CJIU XOJ] BBIIIOJIHEHUS 3a/laHusl BEPHBIN, HO Oblja I0OIyIIEHa OHa WU JBE
OLIMOKY, MPUBE/IINE K HEIIPABUIIBHOMY OTBETY.

OneHka «yJOBJIETBOPUTEIBHO» CTaBUTCS, €CIM B padOTe€ HE IOIY4YEH OTBET U IPUBEIECHO HEIMOJIHOE
BBITIOJTHEHUE 33/1aHUS, HO X0/l BBIMIOJTHEHUS 3a/IaHUSI.

OneHka «Hey10BIETBOPUTEIILHO» CTABUTCSI, €CIIH 3a/1aHUE HE BBIIIOJIHEHO.
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