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1 IMosicHUTEIBbHASA 3ANIMCKA

CoctaB u colepkaHue MPAKTUYECKUX U JTAOOPATOPHBIX 3aHSATHI HANpaBICHBI HA PeaU3alnio
®DenepalibHOTO TOCYIaPCTBEHHOIO0 00pa30BaTEIbHOIO CTaHAAPTA CPEIHETO MPO(ecCHOHATBLHOTO 00-
pa3oBaHusl.

Benymieit nuaakTudyeckod IeNbl0 MPAKTHUECKUX 3aHATHH sBJsieTcs: (opMupoBaHue mpodec-
CHOHAQJIBHBIX MPAKTUYECKUX YMEHUH (YMEHMI BBIIOJHSATH OIpE/eNeHHbIC JeHCTBUS, ONepannu, He-
00X0aMMBIC B MOCIEAYIONMEM B MPOGeCCHOHATBHON U YIeOHON JAeATEIHHOCTH).

Benymeit nunaktuueckoi 1eNblo JIa0OPATOPHBIX 3aHATUN SIBISETCS SKCIEPUMEHTAIBHOE MOJ-
TBEPKJIEHUE U MPOBEPKA CYIIECTBEHHBIX TEOPETHUECKUX MOJIO0KEHHUH (3aKOHOB, 3aBUCUMOCTEH ).

B cootBercTBHU ¢ pabodeld mporpamMmoil yueOHOH AMCUMIUIMHBI «KOMIBIOTEpHBIE CETHY TIpe-
QyCMOTPEHO MPOBEJCHHE NPAKTHUECKUX U JabOpaTOpHbIX 3aHATHI. B pamkax mnpakrtuuecko-
ro/1abopaTopHOrO 3aHATHS OOYYaIOIIMeCs MOTYT BBIOJHATH OJHY WM HECKOJBKO MpaKTHYe-
CKHX/T1a00paTOPHBIX padoT.

B pe3ynbraTe ux BBINOIHEHUS, 00Yy4alOIIUCS TOKEH:
ymembw:
V.1 Opranu3oBbIBaTh 1 KOHPUTYPUPOBATH KOMIIBIOTEPHBIE CETH;
V.2 Ctpouth 1 aHATM3UPOBATH MOJEIIM KOMIIBIOTEPHBIX CETEH;
V¥.3 D¢ dexTuBHO UCTONB30BATH aANIAPaTHBIE U MPOTPAMMHBIE KOMIIOHEHTHI KOMITBIOTEPHBIX CeTel
P PEIICHUN Pa3TUYHBIX 33]1a4;
- V.4 BbINOJHATH CXEMbI 1 UEPTEKU MO CHEIUAIBHOCTH C UCTIOIB30BAHUEM MPUKIIAHBIX MPO-
TPaMMHBIX CPEICTB
- ¥Y.5 PabGoTtarh ¢ mpoTOKOJIaMH Pa3HbIX YPOBHEH (Ha mpUMepe KOHKPETHOTO CTeKa MPOTOKOJIOB:
TCP/IP, IPX/SPX);
- ¥.6 YcraHaBiauBaTh U HaCTPauWBaTh MapaMeTpbl IPOTOKOIIOB;
- V.7 OGHapyXuBaTh U YCTPAHAThH OIMIUOKH IPH TIepeaaye JaHHbIX;
- Y 01.1 pacnio3HaBatb 3a1a4y u/uin npodiemMy B IpoheCCHOHATFHOM U/UIH COI[HAIbHOM KOH-
TEKCTE;
- ¥V 01.2 aHanu3upoBath 3aa4y U/WIK MPOOIeMy U BBIACTATH €€ COCTaBHbIC YacTH,
- Y 01.3 onpenensith 3Tansl pelieHus 3a1auu;
- Y 01.4 BoisaBnsaTh ¥ 9 PEeKTUBHO UCKATh HH(OPMAIIHIO, HEOOXOAUMYIO JUIS PEIICHUS 3a1auH
W/UIU TPOOIIEMBI;
- VY 01.5 cocTaBiaTe niaH AeHCTBHS;
- Y 01.6 onpenensitb HEOOXOAUMBIE PECYPCHI;
- ¥V 02.1 onpeaensaTh 3a/1auu OMCKa MHPOPMALIUU
- ¥V 02.6 oneHnBaTh NPAKTUYECKYIO 3HAUUMOCTb PE3YJIbTaTOB MOUCKA;
- ¥V 04.2 B3auMo/IelCTBOBAThH C KOJJIETaMH, PYKOBOJCTBOM, KJIHEHTaMHU B X0Jie MPOQeccuo-
HaJbHOM JIeSATEIHLHOCTH
- Y05.3 u3naraTh CBOU MBICTH ¥ 0()OPMIISITH TOKYMEHTHI IO TPO(heCcCHOHATBLHON TeMaTHKe Ha
TOCYJaPCTBEHHOM SI3BIKE;
- ¥V 09.2 ucnonp30BaTh COBPEMEHHOE ITPOrpaMMHOE obecrieueHne
- ¥V 10.1 moHuMaTh OOIIMIA CMBICIT YE€TKO MPOU3HECEHHBIX BHICKA3bIBAHUM HA N3BECTHHIE TEMBI
(mpodeccroHaNbHbBIE U OBITOBBIC);

ConeprxaHre TPaKTHUYECKUX U JIAOOPATOPHBIX 3aHSTHN OPUEHTHPOBAHO Ha TIOATOTOBKY OOydaro-
HIMXCS K OCBOCHHIO MPOGECCHOHATEHOTO MOJIYJISI IPOTPaMMBI TIOATOTOBKU CHEIUATINCTOB CPETHETO 3BEHA
IO CIEMATbHOCTH U OBJIAZICHUIO NPOheccuonanbHbIMu KOMREMEHUUAMU:

[1K 5.3 - Pa3pabarsiBaTh MOJCHUCTEMBI 0€30MAaCHOCTH WH(POPMAIMOHHOW CUCTEMBI B COOTBETCTBHHU C
TEXHUYECKUM 33/ TaHHEM.

[TK 9.4 - OcymecTBIsATh TEXHUIECKOE COMPOBOKICHNUE W BOCCTAHOBIICHHE BEO-TIPHIIOKEHHI B COOT-
BETCTBUH C TEXHUIECKUM 33]aHUEM.

1K 9.6 - Pa3meriaTh BeO-TIPUIIOKEHUS B CETH B COOTBETCTBUU C TEXHMYESCKUM 3a/IaHUEM.

[1K.9.10 - Peanmm3oBbIBaTh MEPONPUATHS TIO TPOABIDKEHUIO BEO-TIPHIIOKEHUH B WH(POPMAIIOHHO-
TENIEKOMMYHUKALMOHHOM cetn "MHTepHer".
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A Taxxe GOpMHUPOBAHUIO 0OUUX KOMNEM eHUUIL:

OK OK 0.1 - BeiGupars crioco0b! perieHust 3a1a4 IpoheCcCUOHATIBHOM AeSTeTbHOCTH, TPUMEHHTEIBHO
K Pa3IM4YHBIM KOHTEKCTaM.

OK 0.2 - OcymiecTBiATh NOKCK, aHAIU3 U MHTEPIPETALNIO HH(POpMAIK, HEOOXOIUMOM IS BBIITOJIHE-
HMS 33714 TPO(eCCHOHATBHON JEATENBHOCTH.

OK 0.4 - PaGoTaTh B KOJUIEKTHBE U KOMaH e, A(p(HEeKTUBHO B3aMMOJICHCTBOBATH C KOJUIETAMH, PyKOBO-
JICTBOM, KJIMEHTAMH.

OK 0.5 - OcyniecTBisTh YCTHYIO U MMCBMEHHYI0O KOMMYHHKAIMIO HAa TOCY/IaPCTBEHHOM SI3BIKE C yue-
TOM OCOOEHHOCTEH COLMAIBHOIO U KYJIbTYPHOIO KOHTEKCTA.

OK 0.9 - Ucnionp3oBath HH(POPMAIMOHHBIE TEXHOJIOTHH B TPOPECCHOHATBEHOM IESITETIbHOCTH.

OK 10 - Ilonp3oBaThcst podecCHOHATTBHON JTOKYMEHTAIMEH Ha TOCYJIapCTBEHHOM W WHOCTPAHHOM
SI3BIKE.

Beinosnnenne o0ydarommxcss NpakTHYECKUX U JIAOOPaTOPHBIX paboT MO y4eOHOW TUCHMILIMHE
«KoMnbroTepHbIe CeTH» HAaPaBICHO Ha:

- 00001IeHNe, CUCTEeMATU3alUI0, YIIyOJieHHe, 3aKperieHHe, Pa3BUTHE U JIeTAIU3ALUI0 T10J1Y-
YEHHBIX TEOPETHYECKUX 3HAHUH M0 KOHKPETHBIM TEMaM y4eOHOM JUCIUIUINHEL,

- (hopMupoBaHUE YMEHUI IPUMEHSThH [TOJyYEHHbIE 3HaHUS Ha MIPAKTHKE, pealn3altio eJMHCTBA
WHTEJUIEKTYAJIbHOM U IIPAKTUYECKOM JACATENbHOCTH;

- (hopmHpOBaHKE U pa3BUTHE YMEHUIl: HaOMOAATh, CPABHUBATh, COMOCTABIIATh, aHATM3UPOBATh,
JieTIaTh BBIBOABI M 00OOIICHUS, CAMOCTOSITEIEHO BECTH HWCCIIEIOBAHMUS, MOJIB30BATHCS PA3THYHBIMH
pueMaMy U3MepeHHid, oopMIIATh pe3ybTaThl B BUAE Ta0IUIL, CXeM, IpadUKOB;

- mpuoOpeTeHne HaBBIKOB pabOTHI ¢ pa3IMYHBIMU MPHOOpaMH, anmapaTypoi, yCTaHOBKAMHU U
JIPYTUMH TeXHUYECKUMHU CPEACTBAMU;

- pa3BUTHE MHTEJUICKTYaJIbHBIX YMEHUH y OyIyIIUX CHEIHaINCTOB: aHAIUTHYECKUX, IPOCKTH-
POBOYHBIX, KOHCTPYKTUBHBIX H JIp.;

- BBIPaOOTKY IpU PELIEHUH MOCTABJICHHBIX 3a/1a4 NPo(ecCHOHAIBHO 3HAUUMBIX Ka4eCTB, TAKUX
KaK CaMOCTOSITEIbHOCTh, OTBETCTBEHHOCTh, TOYHOCTh, TBOPUYECKAsi NHUIATHBA.

[TpakTrueckre W 1a0OpPATOPHBIE 3aHATUS MPOBOJATCS IOCIE COOTBETCTBYIOLIEH TEMbl, KOTOpas
o0ecrieunBaeT HAJTMYKE 3HAHUH, HEOOXOIUMBIX IS €€ BBITOIHEHHS.



2 IlepevyeHb NPAKTHYECKHUX H JIA0OPATOPHBIX 3aHATHI

Paznennl/TeMbl TeMbl NPaKTHYECKUX/IA00PATOPHBIX 3aHATHI KoauuectBo | TpeOoBaHus
4acoB OrocC CI10
(ymern)
PA3AEJI 1 KOMITIBIOTEPHBIE CETU U UX ATIITAPATHBIE KOMITA- 18
HEHTBI
Tema 1.1 Obume [IpakTuueckas padora 1 [IpoexkTupoBanue cerelt pas- 4 V1,¥2,V¥3, V4,

CBCIOCHHUA O KOM-

JHYHBIX THIIOB B cpene FPinger

Y.

MbIOTEPHOM CeTH Y01.1Y012Y
Jla6oparopras pa6ota 1 O6:KHM M MOHTaX KabeIbHBIX 2 01.3Y01.4Y
crcrem JIBC 01.5Y01l6Y
JlabopartopHnas pabora 2 PaboTa ¢ TMarHoCTUYECKUMHU 2 02.1¥02.6Y

04.2 V05.
yrunutamu npotokona TCP/IP
JlaboparopHas padora 3 OCHOBHBEIE KOMaH/Ibl KOMMYTa- 2
Topa. YHpaBneHne KOMMYTaTopamMu

Tema 2.1 Tepesia- JlaboparopHras pabora 4 0OHOBIEHUS POTPAMMHOTO 2

42 MAHHBIX 110 CETH obecreyeHus KOMMYTAaTopa M COXpaHe- }
HUSI/BOCCTaHOBIICHHS KOH(QUTYPaIMOHHBIX (ailioB
JlaboparopHas padota 5 Kondurypupopanue mopTo 2
KOMMYyTaTopa
JlaboparopHnas pabora 6 KoHTpoas HaJ OIKITFOYEHUEM 2
y3JI0B K opTaM KommyTtatapa. @ynkims Port Security
JlaGoparopHas pabota 7 KomaHs! ynpaBieHus Tadau- 2
namu kommyTarmu MAC- u [P-anpecoB, ARP-tabnuiet

PA3JIEJI 2 TTIPOTOKOJIbI TTEPEJAYN JAHHBIX 14
JlaGoparopHas paboTa 8 YpaBieHUE CEThIO C UCTIOb- 2
3oBanueM texHosiorun Single IP Management
JlaboparopHras pabora 9 YnpasieHue mojocoil mporryc- 2

Tema 2.1 Tlepe- | xauus ¥1,¥2,V3, V4,

nada maHHBIX mo0 | JlaGopatopras pa6ora 10 ArpernpoBaHue KaHAaJIOB 2 Y5,¥6, V7.

CETH JlaGopatopnas padota 11 Hactpoiika VLAN Ha ocHOBe 2 3’1031'317 371041'32, y
cragnapra IEEE 802.1Q Komanael mpotokona GVRP 015V 0L6Y

021026V
JlaGopatopHas paboTa 12 OrpaHuueHue afMUHUCTPa- 2 04.2 Y05,
THUBHOT'O JIOCTYTA K YIIPABJICHUIO KOMMYTaTOPOM

Tema 2.2 CereBrie | Jlaboparopras pabora 13 KomaH 151 MOHHUTOpHHTA 2

apXUTEKTYPhI JlaGopatopnas padora 14 Criucku ynpasiieHHsI JOCTY- 2
oM

HUTOI'O 32




3 METOAUYECKHE YKA3AHUSA
PA3JIEJ 1 KOMIIBIOTEPHBIE CETHU U UX AIIITAPATHBIE KOMITAHEHTbBI
Tema 1.1 O0ume cBeieHNsI 0 KOMIIBIOTEPHOI ceTH

IIpakTnyeckas padora Ne 1
[IpoekTHpoBaHUe ceTell pa3IMuHbIX TUIIOB B cpene FPinger

Ieab paGoThi: HAyYUTHCS IPOSKTUPOBATh pa3IMYHbIC THITBI ceTeil B cpene FPinger.

Boinosnus padory, Bel Oyjaere:
ymemy:
- aIMUHUCTPUPOBATh, IPOU3BOAUTH MOHUTOPUHT U MHBEHTAPU3ALINIO KOMITBIOTEPHBIX CETEH.

MarepuasibHoe o0ecnieyeHue:
Friendly Pinger 5.0.1

3amanue:
1 ITocTpOUTH TOIMOJIOTHIO CETH IO 3aaHUIO MPEIOIaBaTelIs.

Kpatkue Teopernueckue cBeJeHH:
IIporpamma Friendly Pinger no3BoJisier:
Buzyanu3zanus KOMIIBIOTEpPHON CETH B KpaCUBOI aHUMalIMOHHOH (opme;
e Oto0OpaxkeHue, Kakie KOMIBIOTEPHI BKIIFOUEHBI, 8 KAKHE HET;
o IlunroBanue Bcex yCTpOICTB 3a pa3;
o OrmnoBenieHue B c1yyae OCTaHOBKHU/3aITyCKa CEPBEPOB;
o VHBeHTapu3alMs NpOrpaMMHOIO U alapaTHOro 00ecreueHust BceX KOMIbIOTEPOB B CETH;
o Crexenue, k1o "nazaetr" no BameMy koMnbroTepy U Kakue Qaiiibl Kayaer;
o Hasnauenue BHemHux KomaH (Hanpumep, telnet, tracert, net.exe) ycTpoiicTBam;
o ITlouck HTTP, FTP, e-mail u 1pyrux ceTeBbIX Ciyx0;
e OtobpaxeHue COCTOSIHUS CETH Ha paboueM crosie uiu Web crpanuiie;
o I'padpuueckuii TraceRoute;
e OTKpbITHE KOMITBIOTEPOB B NpoBoHUKE, B Total Commander'e unu B FAR'e;
o Oynkuus "Co3nath qUCTpUOYTUB'" MO3BOJISET CO3/1aTh O0JIETYEHHYIO BepcHto ¢ Bammmmu kap-
TaMH U HaCTPOMKAMH.

ITopsinok BbINOJIHEHUS PadOTHI:

1 3anycTuth nmporpammy.

2 O3HAKOMHTHCS ¢ UHTEPPEHCOM MPOrPaMMBI.

3 [TocTpouTh TOMOJIOTHIO TIO 33JJaHUIO TIPETIOIaBaTEeIs.
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dopma npeacTaBjieHus pe3yabrarta: (aiis ¢ TomoJoruen ceTu.

Kpurepun onenkn:

«5» - mpakTHueckas paboTa BBIIIOJIHEHA TOJTHOCTBIO, ATAIbl BBIMOJIHEHUS PaOOThl, alTOPUTMBI U
TEOPETUYECKHI MaTepHal 3alucalbl B TETPaJlb, CTYICHT OTBEUAET HAa BCE BOMPOCHI MIPETOAaBATENs IO
TeMe paboTHI.

«4» - mpakTHUecKas paboTa BBITIOJIHEHA MOTHOCTHIO, ATAIBI BBIMIOIHEHUS Pa0OThHI, aITOPUTMBI U
TEOPETUUECKHI MaTepHall He MOJTHOCTHIO 3allMCaHbl B TETPa/lb, CTY/ICHT 3aTPyIHSAETCS OTBEUaTh HA
BOIIPOCHI MTPETo1aBaTes o TeMe PabOTHI.

«3» - mpakTHueckas padoTa BbinosiHeHa Ha 70% u GoJiee, STanbl BHIIOTHEHUS paOOThI, alro-
PUTMBI U TEOPETHUUECKUN MaTepual 3aliCcaHbl B TETPa/Ib HE B IOJHOM 00beMe, CTYACHT HE OTBEYAET
Ha BCE BOMPOCHI MIPETo1aBaTels Mo TeMe padoThI.

«2» - mpakTuyeckas padota BbinosHeHa MmeHe 70%.



Tema 2.1 Ilepenaua JaHHBIX MO CETH

JlabopaTopnasi paGora Ne 1
O0xHuM 1 MOHTaX KabenbHbIX cucteM JIBC

Heanb padorbl: HayunThcs npou3BoauTh 005kUM Kalesst kareropuu cat S.

Boinoanus padory, Bel Oyaere:

ymemby:

- 00kuMaTh Kabenb kareropuu cat 5;

- IPOBEPATH pabOTOCIIOCOOHOCTH Kabemns kareropuu cat 5.

MarepunanbHoe obecnieyeHue:
Kabenp BuTas mapa xareropuu cat 5, 00’)KUMHOM MHCTPYMEHT, KOHHEKTOpbl RJ 45, Tectep,
bunbpM «O0KUM KaOeIIs»

3aganue:
1 O6xaTh Kabeab U IPOBEPUTH €ro PadOTOCIIOCOOHOCTD.

IMopsiioK BHINOJIHEHNUST PA0OTHI:

1 IIpocmoTpeTs GubM «O0KUM KabeIs»;
2 BeInoHuTh 00kaTHe Kades;

3 IIpoBepuTh pabOTOCTIOCOOHOCTH KaOEIIs.

®opma npeacTaBlieHUs pe3yJbTarTa: padounii 00XKaThIil Kabelb

Kpurepum ouenku:

«5» - nabopaTopHasi paboTa BBITIOJTHEHA TIOJTHOCTHIO, ATAITBI BBITIOJHEHUS paOOTHI, aITOPUTMBI H
TEOPETUYECKUI MaTepHrall 3aliCaHbl B TETPa/ib, CTYIEHT OTBEYAET Ha BCE BOIPOCHI MPENoAaBaTelis Mo
TeMe pabOThI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA MOTHOCTHIO, ITAIbI BHIIOIHEHUS paOOThI, AITOPUTMBI U
TEOPETUYECKHUI MaTepHrall He IOJTHOCTHIO 3aIMCaHbl B TETPaJlb, CTYJACHT 3aTPyIHSAETCS OTBEYaTh Ha
BOIIPOCHI MTPEToiaBaTes Mo TeMe PadOThlI.

«3» - nabopaTopHas padota BeinoHeHa Ha 70% 1 OoJiee, Tarbl BHITIOJIHEHHS paOOThI, ajlro-
PUTMBI U TEOPETUUECKUI MaTepual 3alucaHbl B TETPab HE B TIOJHOM 00beMe, CTYACHT He OTBEYaeT
Ha BCE BOIPOCHI MTPEIOIaBaTENs 10 TEME PaOOTHI.

«2» - nabopaTopHas pabota BbloHeHa MeHe 70%.



Tewma 2.1 Tlepenada qaHHBIX MO CETH

JlaGopaTopnas paGora Ne 2
Pabora ¢ quarnocTuueckumu yruinuramu nporokoia TCP/IP

Heanb padorsl: HayunThcs Npon3BOAUTS MOHUTOPUHT CETH C TOMOUIBIO YTUJIUT.
Boinosnus padory, Bel Oyjaere:

ymemy:

- IPOU3BOJIUTH MOHUTOPUHT CETHU C IIOMOIBIO YTHIIUT.

MarepunanbHoe obecnieyeHue:

VYueOHo-1abopaTopHbIil KOMILUIEKC «JIoKanbHbIE KOMIIBIOTEPHBIE CETH»

3amanmue:

1 Wcnonp3ysl yTUIUTHI MOHUTOPUHTA CETH OTIPEAETUTH CETEBbIC MMApaMETPhI BCEX Y3JIOB.

KpaTkue TeopeTuyeckue cBeieHUs:

Ping — mpoBepka CBSI3H € yIAIICHHBIM Y3JIOM.

Ifconfig — onpenenenue ceTeBbIx mapaMeTpoB y3ia Takux Kak IP-aapec, Mac-aapec.
ARP — BeiBoz arp-tabnuil Ha cooTBercTBHE [P-anpeca u Mac-anpeca.

Ilopsinok BbINOJIHEHHUS PadOTHI:

1 VI3y4uTh TEOPETUICCKHUE CBEICHUSI.

2 CoOpaTh TOMOJIOTHIO CETH.

3 OmnpenenuTh CeTeBhIC MApaMETPhI BCEX y3JIOB U 3aMIOJIHUTH TaOIHUITY

Y3en HNurepdeiic IP-agpec Mac-aapec
eth 0
IIK1 eth 1
eth 2
eth 0
K2 eth 1
eth 2
eth 0
K3 eth 1
eth 2
eth 0
K4 eth 1
eth 2
DES 3828
DES 3010 G
DES 3010 G

®opMma npeacTaBIeHUs pe3yJabTaTa: 3aMoJIHEHHas TabauIa

Kpurepun ouenku:

«5» - nabopaTopHas paboTa BBIIIOJHEHA MOTHOCTHIO, ITAIbI BHITOIHEHUS PaOOTHI, alITOPUTMBI U
TEOPETUIECCKHIA MaTepHall 3alMCaHbl B TETPAJlb, CTYICHT OTBEUAET HA BCE BOMPOCHI MPETIOaBaTEIS IO
Teme padoThI.

«4» - nabopaTopHas paboTa BBIITOJHEHA MOTHOCTHIO, dTAITBl BHITOIHEHUS PaOOTHI, aITOPUTMBI U
TEOPETUYECKUI MaTepHrall He OJHOCTHIO 3alMCaHbl B TETPaJlb, CTYJICHT 3aTPYAHAETCS OTBEYaTh Ha
BOTIPOCHI MTPETIOIaBaTENs IO TeME PaOOTHI.

«3» - nabopaTtopHas pabdota BeinosHeHa Ha 70% u OoJiee, ITanbl BHIIOIHEHUS pabOThI, ajro-
PUTMBI M TEOPETUIECKUI MaTepHal 3aliCaHbl B TETPAIb HE B TIOJTHOM 00bEMe, CTYJICHT HE OTBEYAET
Ha BCE BOIMPOCHI MIPEIOIaBaTeNs 0 TeMe pabOTHI.

«2» - nabopaTtopHas paborta BbinoaHeHa MeHe 70%.
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Tewma 2.1 Tlepenada qaHHBIX MO CETH

JlaGopaTopnas padora Ne 3
OcHOBHBIE KOMaH/Ibl KOMMYTaTOpa. Y IpaBJIeHHE KOMMYTaTOpaMu

Heap padorbi: O3HAKOMUTBHCS C OCHOBHBIMM KOMaHJaMH HAaCTPOWKH, IIOUCKA U yCTPAHEHHUS
HEMOoIa 0K KoMmyTaTopoB D-Link.

Boinosnus padory, Bel Oyjaere:

ymemsw.

- OCYILECTBJIATH BBI30B IOMOIIM 10 KOMaHaM;

- OCYILECTBIIATh U3MeHeHue [P-anpeca kommyraTopa;

- IPOU3BOJIUTh HACTPOUKY BPEMEHH HAa KOMMYTATOPE;

- YIPaBJIATh YYETHBIMU 3aIIMCSIMU I10JIb30BATEIICH;

- YIPaBIsATh BO3MOKHOCTBIO AOCTYIA K KoMMyTatopy uepe3 Web-untepdeiic u Telnet;
- HacCTpauBaTh MapameTpbl OaHHEpa IPUBETCTBHUS.

MaTepI/IaJIbHOC o0ecneyeHnue:

Kommyrarop DES-3528 win DES-3810-28 1 mr.

Pabouas cranmus 1 wrr.

KoHconpHbIN Kadenb 1 mr
3amanmne:

1 Cobpath cxemy

% 1

' 2500

Kparkue TeopeTnueckue cBeJeHH:

Jlise HaCTPOMKHM Pa3NUYHBIX (PYHKIUI KOMMYTATOPOB MPH BBITOJHEHUH NMPAKTHUYECKUX PadbOT
OyzeTt ucmnonb3oBatbes uHTepdeiic komanaHon ctpoku (CLI), Tak kak oH obecnieunBaeT Ooiee TOH-
KYIO HACTPOMKY YCTPOMCTBA.

Bce xomanasl CLI SBASIOTCS YyBCTBUTENBHBIMU K PETHCTPY, MO3TOMY IPEXk/€ YeM BBOJIUTH
KOMaHJy, HaJl0 YOCIUTHCS, YTO OTKIIFOUCHBI BCe (DYHKIMH, KOTOPHIE MOTYT MPHUBECTH K M3MEHEHUIO
perucrTpa Tekcra.

[Ipu pabore B CLI M0OXHO BBOAUTH COKpAIIEHHBIN BapuaHT KoMmaHbl. Hanpumep, eciau BBe-
CTH KOMaHJly «sh sw», TO KOMMyTaTop UHTEPIPETUPYET 3Ty KOMaHy Kak «show switchy.

Jlist ortMcaHust BBOAA KOMaHI, OXKHIAEMbIX 3HAYCHHUI U apTYMEHTOB IIPU HACTPOIKE KOMMYTa-
Topa uepe3 uHTepdeiic komanaHou cTpoku (CLI) ucronb3yroTes cneayrommue CHMBOJIBL:

Tabnuya 1

<yrJioBble CKOOKH >

Haznauenue Coz[epxcaT OKNJACMYHO MICPCMCHHYTO WJIM 3HAUYCHUC, KOTOPOC NOJIZKHO OBITH YKa3a-
HO.

CuHrakcuc config ipif <System> [{ipaddress <network_address> | vlan <vlan_name 32> |

state [enable | disable}] | bootp | dhcp]

Onucanue B npuBéneHHOM IpuMepe CUHTAaKCuca, M0JIb30BaTelb JODKEH yKa3arb ums |P-
nntepdeiica System, umsi VLAN vlan name qmuHOM 10 32 CHMBOJIOB M CETEBOM
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aapec network address . Camu yrioBeie ckoOKH BBOJIUTH HE HAJIO.

[Ipumep

config ipif System ipaddress 10.24.22.5/8 vlan Sales

[kBagpaTHBIE CKOOKH]

Hasnauyenue Conepxat TpeOyeMoe 3Ha4eHHE MM Ha0Op TpeOyeMbIX apryMeHTOB. MOXKeT OBbITh
yKa3aHO OJJHO 3HAYE€HUE WM apTyMEHT.

CHUHTaKCHUC create account [admin | user] <username 15>

Omnucanue B HpI/IBe,Z[éHHOM NpuMEpe CHHTAKCHCA, IIOJB30BATCIIb JOJUKCH YKa3aTb OAWH U3
IBYX ypoBHEW mpuBmwieruii (admin uiam user) uis CO3/1aBaeMOM Y4ETHOW 3aIHCH.
BBoauTh KBajpaTHbIE CKOOKH HE HAJIO.

[Tpumep create account admin userl

| BepTHKAJIbHAS YepTa

Ha3znauenue OtnensieT ABa win 0oJiee B3aMMHO UCKITIOYAIONTNX ITYHKTOB U3 CIIMCKA, OJWH U3 KO-
TOPBIX JOJIKEH OBITh BBEJIEH/yKa3aH.

CHHTaKCHC create account [admin | user] <username 15>

Ornucanue B npuBenéHHOM mpuMepe CHHTAKCHCa, MOJIb30BaTENb JOJDKEH YKa3aTb OJUH W3
IBYX YpOBHEW mpuBmwieruii (admin wim user) IJIsi cO3JaBaeMOi YUETHOM 3amHCH.
BBoauth kBagpaTHbie CKOOKH HE HAJIO.

[Tpumep create account admin userl

{ purypHbie ckoOKH }

Hasnauenue CopepKUT He0OsI3aTeIbHOE 3HAUEHUE WJIM HA0Op HE0Os3aTeNIbHBIX apT'yMEHTOB.

CHHTaKCHC reset {[config | system]} {force agree}

Onucanue B npuBenéHHOM npumepe CUHTAKCHCA, OJIb30BaTEIb MOXKET yKa3aTh HE0Os3aTeb-
Hoe 3HaueHue config mwim system. Ero BBOIUTh HE0OsA3aTEIbHO, HO Pe3yJIbTaT BbI-
TIOJTHEHUsI KOMaHIbl OY/I€T 3aBUCETh OT BBOJIA JIOMOJIHUTEILHOTO MapaMeTpa.

[Tpumep reset config

( KpyrJble CKOOKH )

Hasnauenue [TokasbIBaeT, yTo 0JIHO WK OOJIee 3HaUEHUH WIIM apTyMEHTOB, 3aKII0YEHHBIX B (Pu-
I'YpHbIE CKOOKH, JIOJKHO ObITh BBEJICHO.

CuHTaKCHUC config dhcp_relay {hops <value 1-16> | time <sec 0-65535>}(1)

Onucanue B npuBeaéHHOM nprMepe CUHTaKCHCa, OT MOJb30BaTels 05KUIAETCsl BBOJL OJTHOTO
M 000X HeoOs3aTeNbHBIX MApaMETPOB, 3aKIIOUEHHBIX B (purypHelie ckoOku. Ila-
pameTp «(1)» nmokassIBaeT, 4YTO OKUAAETCS BBOJ, [10 KpailHEH Mepe, OJTHOT0 U3 ma-
paMETPOB WJIK apTyMEHTOB.

ITpumep config dhcp_relay hops 3

ITopsinok BbINOJIHEHHS PadOTHI:

1 BbI130B OMOIIIM 110 KOMaH1aM.

2 U3menenue [P-anpeca kommyTaropa.

3 Hactpoiika BpeMeHH Ha KOMMYTaTope

4 YnpaBieHue y4eTHBIMH 3allMCSAMHU 10JIb30BATEIEH

5 VrpaBieHue BO3MOXKHOCTBIO TOCTyIa K KomMyTtaTopy depe3 Web-untepdeiic u Telnet
6 Hacrtpoiika napameTpoB OaHHEpa IPUBETCTBUS

Xox padoTsI:

1. BrI30B oMoy mo KoOMagaam

[ToaxmrounTe KOMIBIOTEP K KOHCOJILHOMY MOPTY KOMMYTaTopa ¢ MoMoIbio kabemns RS-232.
[Mocne moakmOYeHWS K KOHCOJIBHOMY TOPTY KOMMYTAaropa, Ha IEpPCOHATbHOM KOMIBIOTEPE
HEO0OXOAMMO 3aIyCTUTh MporpaMmy cMyIsiiiuu TepmuHaia VT100 (manmpumep, Putty nmm nporpammy
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HyperTerminal B Windows). B mporpamme criemyeT yCTaHOBUTH CIEAYIOIIME TapameTphl
IIOAKIOYCHUA:

Ckopoctb (6ut/c): 115200
buTel 1aHHBIX: 8
YETHOCTB: HET
CTOIOBEIE OUTHI: 1
YnpasieHue noToKoM: HET

B 3aBucumoctu ot Bepcuu 110, MoxkeT moTpeboBaThCs YCTaHOBUTH CKOpocTh 9600 Out/c.
1. Bsenure B kOHCOIU: ?
2. Bsemure B xoncomu: config
3. Beenute B koHCONMM: Show

2. Hactpoiika BpeMeHH Ha KOMMYTaTope

1. TIposepwTe Bpemsi:  show time

2. Ycranosute yacoBoit nosic Mocksa (GMT +6:00) ([ns ExarepunOypra):
config time_zone operator + hour 6 min 0

3. BBeauTe HOBYIO ATy U BpeMsi: config time 26jan2011 15:45:30

4. Tlposepbte Bpemsi:  Show time

5. YKaxuTe TEKyIIYIO AaTy U BPEMs.

6. IIpoBepbTe Bpemsi.
Ilpumeuanue: ycmanosxka épemenu HeoOX00uUMa OJisi NPABUILHO2Z0 OMOOPANiCeHUsT UHDoOpMayuu 6
arcypranax peeucmpayuu xommymamopos (Log files), nposedenus ayouma pabomer cemu, monumo-
pUuHea cemu u m.n.

3. YrpaBneHue BO3MOXKHOCTBIO 0CTyNa K KomMmyTaTopy uepe3 Web-unrepdeiic u Telnet

JInst moBbIIeHHs O€30MaCHOCTH CETH, B TOM CIIydae, €ClIU JJIsl TOCTyIa K KOMMYTaTopy He Hc-
none3ytoress Web-untepdeiic mnu Telnet, pekomenayercs ux OTKIOUYMTH (10 ymondanuto Web-
unTepdeiic u Telnet Ha kOMMyTaTOpE BKIFOUCHBI).

1. TKIIOYUTE BO3MOXHOCTH MOJAKIIOYCHUS K KommyTaropy o Telnet: disable telnet
2. TlpoBepbTe BBIMONTHEHHBIE HAacTpoliku: Show switch

3. VYo6emutech, uro goctyn o Telnet otkmrouén.

4. BeimonHuTe Ha paboueii crannun koMany: telnet <IP-agpec kommyTraTopa>

5. Uro BbI HabmonaeTe? 3anuIInTE.

o

BxirounTe hyHKIUIO MOIKITFOUSHHS K KoMMmyTaropy 1o Telnet:enable telnet

7. TlpoBepbTe BBHINOJIHEHHBIE HACTPOWKH M YOEIUTECh B BOBMOYKHOCTH TIO/IKITFOUEHHS K
KoMmMyTatopy 1o Telnet.

8. OrtkiounTe BO3MOXKHOCTH MOJIKITIOYCHHUS K KomMmyTaTopy uepe3 Web-unrepdeiic: disable
web

9. TlpoBepbTe BEHINOIHEHHBIE HACTPOUKH: ShOW Switch

10. Y6enutech, uto mocTynm K Kommyrtatopy depe3 Web-unrepdeiic orkimrou€n? [ns sroro

3amycTHTe Ha pabodeil craHmuu Opaysep W BBeIUTe B anapecHoil crpoke |P-angpec

KoMMmyTaropa. Yo BbI HabOmt01aeTE?

3anuiure

4. Hactpoiika mapameTpoB OaHHEpa MPUBETCTBHS

C LCJIBIO YIIPOIICHUA I/II[GHTI/I(l)I/IKaI_II/II/I MOJIB30BATCIIMHU aKTUBHOI'O CCTCBOI'O 060py;[0BaH1/1;1,
HJIN CO3JaHHd €TI0 YHUKAJIbHBIX JIOTOTHUIIOB, BO3MOXHO M3MCHCHUC 6aHHepa IIPHUBCTCTBUA, KOTOpBIﬁ
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MOSIBIISIETCS. B MOMEHT 3arpy3ku KOMMyTaTopa. Takke BO3MOXKHO WM3MeHeHue mpuriameHus Com-
mand Prompt B komanno# crpoke CLI.
1. Wsmenwnre npuraamenne Command Prompt:
config command_prompt TEST_SWITCH
2. YcraHosure IIPpUITTAIICHUE 110 YMOJIYaHHIO:
config command_prompt default
3. Ilocmotpute Tekymuii GaHHEP MPUBETCTBUS:
show greeting_message
4. BoWauTe B p&KHM pelaKTHPOBaHUs OaHHEpa IPUBETCTBUSA:
config greeting_message

Jlns perakTupOBaHUs IPUBETCTBUSA, UCIIOJIB3YUTE CIEAYIOIINE KOMAH/IbIL:

<Function Key> <Control Key>
Ctrl+C Berittu 6e3 coxpanenust  left/right/
Ctrl+W CoXpaHUTh U BBIATH up/down [TepemecTuTh Kypcop
Ctrl+D Y naiuTh THHHATO
Ctrl+X CrepeTb Bce HaCTpOMKHU
Ctrl+L [lepe3arpy3uTh nepBOHaYaIbHBIE  Ha-
CTPOMKHU

5. [loGaBbTe CTPOUKY B IPUBETCTBUE:

SWITCH_TEST tel +7(495) 000-00-00
6. CoxpaHuTe U3MEHECHUS B IPUBETCTBUH U BBIHIUTE U3 pekuMa pepaktupoanus: Ctrl+W
7. TlpoBepbTe M3MEHEHHBIN OaHHEP MPUBETCTBHS:

show greeting_message

DES-3528 Fast Ethernet Switch
Command Line Interface
SWITCH_TEST tel +7(495) 000-00-00
Firmware: Build 2.80.B042
Copyright(C) 2010 D-Link Corporation. All rights reserved.

8. IlpencraBbTe pe3ynbTaThl pabOTHI MPENOJaBaTEeNIo.
9. BoccranoBuTe HaCTpPOHKH OaHHEPA IO YMOITYAHUIO:
config greeting_message default
10. IIpoBeprTe OaHHEP MPUBETCTBUS:
show greeting_message

5. Hactpoiika OCHOBHBIX TapaMeTpPOB MOPTOB KOMMYTaTopa

1. TlocMotpwuTe TekyuIre HaCTPOWKH MOpToB: ShOW ports

2. HV3meHuTE CKOPOCTH U PEXKUM pabOTHI IOPTOB 1-5:
config ports 1-5 speed 10_half

3. TIpoBepbTe BBHITOTHEHHBIE HACTPOWKH: show ports
Uro BBl HaOmo1aeTe? 3anuIunTe.

4. AKTHUBH3MpYHTE (DYHKIHIO YIIPABJIEHUS IIOTOKOM Ha mopTax 1-5:
config ports 1-5 flow_control enable

5. TIpoBepbTe HaCTpOMKU: show ports

6. Otxirounte padoty mopros 1-5:
config ports 1-5 state disable

7. TlpoBepbTe HACTPONKH: show ports
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8. IIpoBepbTe coenrHEHUE MEXITY KOMITbIOTEpOM U KommyTaTopoM. Ha TTK BeimomHuTE
KOMaHJTy:
ping 195.168.0.5
Uro BeI HaOMOMaeTe? 3anuimre.

9. Bxmtouute paboty mopra 2:
config ports 2 state enable
10. IpoBeprTe coenunenne mexay I1K n kommyTaTopom.
Ha I1K BeimonauTe KoMauay: ping 195.168.0.5
Yro BBI HaOIIOMaeTe? 3alUIIINTE.
11. 3anaiite onucanue nopta 2: config ports 2 description PC_PORT
12. IIpoBepbTe OMHMCAHUE TIOPTOB: show ports description

1.6. smenenue IP-anpeca uaTepdeiica yrpaBiaeHus KOMMYTaTopa

1. Tocmorpure 3Hauenue IP- agpeca unrepdeiica ynpasieHus KOMMYTaTopa:

show ipif
2. Yemy paBeH IP-aapec untepdetica ynpaBieHHus KOMMYTAaToOpa M0 YMOJIYaHUIO (3aIicaTh B
TETpajb):

3. Usmenwute |IP-aapec untepdeiica yrpaBieHUss KOMMYTaTopa:

config ipif System ipaddress 10.1.1.10/8

4. Hacrpoiite [P-anpec nuiro3a mo yMoaI4aHUIoO:

create iproute default 10.1.1.254
Ipumeuanue: |P-adpec winrosa no ymonuanuio 00dceH Oblmb HA3HAYEH, ecliu YNpasieHue KOMMyma-
mopom 6yoem ocywecmenamucs u3 opyeux IP-noocemeii.

5. TlpoBepbTe HacTpoOiiku KoMMyTaTtopa: Show switch

1.7. ®ynxnus Factory Reset (cOpoc k 3aBOJICKUM YCTaHOBKaM)

1. CoOpocbTe TekymMe HACTPOHKHU KOMMYTaTopa K HaCTpOMKaM Mo yMOITYaHHIO KOMaH/10i:
reset

Ha xoMMyTaTtope BOCCTaHOBSATCS BCE 3aBOJICKME HACTPOUKH IO YMOJIYaHMIO, 32 UCKIIIOUEHUEM
IP-anpeca uHTepdeiica ynpapineHus, Y4ETHBIX 3alMcell MOJb30BaTeNed W KypHajla perucTpanuil.
KommyTatop He mpou3Ben€T coXpaHeHHE COpPOIIEHHBIX HACTPOEK B HHEPrOHE3aBHCHMOW MaMsTH
NVRAM u He nepesarpy3uTcs.

Ecnu ykazano ximrodeBoe cioBo config, Ha koMMyTaTope BOCCTAHOBSTCSI BCE 3aBOJICKHE Ha-
CTpOMKHU MO YMOJT4YaHUIO, BKItouas |P-aapec unrepdeiica ynpapieHus!, yu€THbIE 3alICH TIOJIb30BaTE-
Jei u xypHan peructpauuidi. Kommyrarop He mpousBeA€T coxpaHeHHe COPOIIEHHBIX HAcTPOEK B
sHeprone3aBucumoi namsaté NVRAM u He nepesarpys3urcs.

reset config

Ecnu ykazano kiroueBoe ciioBo SyStem, Ha KOMMYTaTOpe BOCCTAHOBSITCSI BCE 3aBOJICKHE Ha-
CTPOMKH O YMOJUYAHHIO B MOJHOM o0beMe. KoMMmyTaTop cOXpaHHUT 3TH HACTPOHKU B YHEPrOHE3aBU-
cumoit mamsiti NVRAM u nepesarpysurcs.

reset system
B cnyuae Heo6X0aAMMOCTH, NTepe3arpy3uTh KOMMYTAaTOP MOYKHO KOMaHIOM:

Reboot
3anoHUTEe B TETPaJH TAOIHILY.

Komangnma Haznauenue Komanna Haznauenue
show ipif config greeting_message

default

config ipif System ipaddress show ports
create iproute default config ports speed
show switch config ports flow_control
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enable 5.
show time config ports state disable / VYmpa

enable BJIC-
config time_zone operator + hour config ports description Hue
6 min 0 BO3-
config time show ports description MOXK-
disable / enable telnet Reset HO-
disable / enable web reset config CTbIO
config command_prompt reset system Aoc-
config command_prompt default reboot Tyna
show greeting_message K
config greeting_message Kl\;’;’l

tatopy uepe3 Web-unrepdetic u Telnet

Jl1st oBbIIIeHHS] 0€30TIACHOCTH CETH, B TOM CIIydae, €CJIH JUIS JOCTYyIa K KOMMYTaTOpy He HC-
none3ytorcess Web-untepderic wim Telnet, pekomenayercs ux OTKIHOUUTH (10 ymonrdanuto \Web-
untepdeiic u Telnet Ha koMMyTaTOpe BKIIIOYCHBI).

OTKJ'IIO‘II/ITC BO3MOXHOCTH ITOAKJIHOYCHUSA K KOMMYTaTopy 110 Telnet:
disable telnet

[IpoBepbTE BHINOJIHEHHBIE HACTPONKHU:
show switch

Yo6enutech, uto moctyn o Telnet oTkimodéH.

Beimonnute Ha paboueii ctanuuu [1K1 xomanay:
telnet <IP-agpec kommyTaropa>

Uro Bel Habmoaaere? Ilpu nonbiTke noakatountbes: “3anumure. [logkmodyenne k 10.1.1.10...He
yJIAI0Ch OTKPBITh MOJKIIOYEHUE K 3TOMY Y31y, Ha opT 23: COoi noaKkmoueHus .

He cmotps Ha goctynmHOCTh 10 ipotokony ICMP:

Otser ot 10.1.1.10: uncno G6aitir=32 Bpems=1mc TTL=255

Otser ot 10.1.1.10: yncno 6ait=32 Bpemsa=1mc TTL=255

Otser ot 10.1.1.10: uncno G6aitr=32 Bpems=1mc TTL=255

Otser ot 10.1.1.10: yucno 6ait=32 Bpemsa=1mc TTL=255

Craructuka Ping ans 10.1.1.10:

[TakeToB: otmpasneHo = 4, nonyueHo = 4, norepsno = 0 (0% noreps),
[Tpubnm3uTenbHOE BpeMs ITpreMa-Tiepeiaun B MC:

MunumansHoe = 1Mcek, MakcumanbsHoe = 1 Mcek, Cpeanee = 1 Mcek

BxirounTe QyHKIMIO MOJKITIOYEHUS K KOMMyTaTopy mo Telnet:
enable telnet

[TpoBepbTe BHITIOIHEHHBIC HACTPOWKH U YOSIUTECh B BO3MOYKHOCTH TIOAKIFOUCHHS K KOMMY-
taropy no Telnet.

OTKIJIFOUUTE BO3MOKHOCTh MOAKIIIOYCHHS K KOMMyTaTopy uepe3 Web-unrepdetic:
disable web

[IpoBepbTe BHINOJIHEHHBIE HACTPONKH:
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show switch

Y6eaurech, uTo AOCTYI K KOMMyTaTopy depe3 Web-unrtepdeiic oTKimouéH.

3anyctute Ha paboueit ctaniuu [1K1 Gpaysep u BBenaute B ajipecHoi crpoke IP-anpec kommyTaTopa.
Yro BBI HaOIOMaeTe? 3alUIINTE.

Briitounte BO3MOXHOCTh MOJKIFOUCHHUS K KomMmyTatopy depe3 Web-unrepdeiic 1 usmenure cran-

napTtHelid TCP-mopT moaAKIroYeHus: Ha HOBBIM:
enable web 8008

3anyctute Ha padoueit ctaniuu [1K1 6Gpay3ep, BBequTe B aapecHol ctpoke |IP-agpec komMmyTraTopa u
ykakute HOBbII TCP-mopt noakmoueHus:

6. HacTpoiika mapaMeTpoB 6aHHepa NPUBETCTBUA

C uenpio ynpouieHus UACHTH()UKALUK T0JIb30BaTEISIMH aKTUBHOTO CETEBOTrO 000PYI0BaHHUS,
WM CO3JIaHUsI €r0 YHUKAJIbHBIX JIOTOTUIIOB, BO3MOXKHO M3MEHEHHE OaHHEepa MPUBETCTBUS, KOTOPBIHA
HOSIBIISICTCSl B MOMEHT 3arpy3Kd KOMMyTaTopa. Takike BO3MOXHO M3MEHeHue npuriamienus Com-
mand Prompt B komanHo# crpoke CLI.

Uzmennte npurnamenne Command Prompt:
config command_prompt TEST_SWITCH

YcraHoBure MMpUITIAICHUEC 110 YMOJIYaHHIO:
config command_prompt default

[TocmoTpuTe GaHHEpP TPUBETCTBHUS:
show greeting_message

BoiinuTe B pesxuM pegakTupoBaHusl OaHHepa MPUBETCTBUS:
config greeting_message

Jnst pegakTupoBaHus MPUBETCTBUS, UCIIOJIB3YUTE CIEAYIOIINE KOMAH/IbI:

<Function Key> <Control Key>

Ctrl+C Beriiti 6e3 coxpanenus  left/right/

Ctrl+W  CoxpaHHTb U BBIATH up/down [TepemecTuts Kypcop
Ctrl+D Y 1aniTh JTHHATO

Ctrl+X CrepeTtb Bce HaCTPOMKHU

Ctrl+L [Tepe3arpy3uTh nepBoHaYaIbHBIE  HACTPOUKHU

JloGaBbTe CTPOUKY B IPUBETCTBHE:
SWITCH_TEST tel +7(495) 000-00-00

CoxpaHHTe H3MEHEHUS B IPUBETCTBUH U BBIIINTE U3 pekuMa peaaktupoBanus: Ctrl+W

[IpoBepbTe N3MEHEHHBIN OaHHEpP MPUBETCTBUSA:
show greeting_message

DES-3528 Fast Ethernet Switch
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Command Line Interface
SWITCH_TEST tel +7(495) 000-00-00
Firmware: Build 2.80.B042
Copyright(C) 2010 D-Link Corporation. All rights reserved.

BoccranoBute HacTpoiiku OaHHEpA M0 YMOITYAHHIO:
config greeting_message default

[TpoBepbTe OaHHED MPUBETCTBHUSL:
show greeting_message

®opma npeacTaBlieHUs pe3yJbTaTa: OT4eT

Kpurepum ouenku:

«5» - mabopaTopHasi paboTa BEITIOJHEHA IMOJTHOCTHIO, 3TAIBI BHIITOJHEHUS pa0OTHI, aITOPUTMBI U
TEOPETUUECKHI MaTepHal 3alucaHbl B TETPaib, CTYJACHT OTBEUAET Ha BCE BOMPOCHI MIPErnoaBaTes Mo
TeMe paboThI.

«4» - nabopaTopHasi paboTa BHIIIOJHEHA MMOJTHOCTHIO, ITAIbI BHIIIOJIHEHUS pa0OThI, aITOPUTMBI U
TEOPETUICCKHI MaTeprall He MOJTHOCTHIO 3aMMCaHbI B TETPAJIh, CTYACHT 3aTPYIHSICTCS OTBEYATh Ha
BOMPOCHI IPETOAaBaTENs 0 TeMe padOTHI.

«3» - mabopartopHas pabora BeimoiaHeHa Ha 70% 1 6oJiee, YTarbl BBITOJTHEHHUS PaOOTHI, aJIro-
PUTMBI U TEOPETUYECKUI MaTepUall 3alMCaHbl B TETPA/b HE B IOJTHOM 00beMe, CTYICHT HE OTBEYaeT
Ha BCE BOIIPOCHI NPENOIaBaTeNs 10 TEME PabOThl.

«2» - nabopaTtopHas pabora BeinoaHeHa MeHe 70%.
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Tewma 2.1 Tlepenada qaHHBIX MO CETH

JlabopaTopnasi paGora Ne 4
Komanpr 00HOBIICHHS TPOTPAMMHOTO 0OecrieueH sl KOMMYTaTopa U COXpaHe-
HUSI/BOCCTAHOBIICHUSI KOH(PUTYPAITMOHHBIX (HaiisIoB

Heab padoThl: M3y4WTH TNPOLECC OOHOBICHHS IMPOTPAMMHOIO OOECHeueHHs] U COXpaHe-
HUS1/BOCCTAHOBIICHUS KOH(PUTYypaIUH.

Boinmosinus pa6ory, Bel Oynere:

ymemy:

- [logroraBnuBarh K peKUMy OOHOBJICHHUS M COXPAaHEHHs IPOTPAMMHOTO OOECTIEYCHUs KOMMY-
TaToP.

- 3arpyxath (aiis mporpaMMHOTr0 00ecIedeHNs B TaMITh KOMMYTaTopa.

- HactpauBath nops10k 3arpy3Kku NporpaMMHOI0 o0ecredeHnss KOMMYTaTopa.

- Beirpyxatp u 3arpyxarb KOHQHUTypanuu.

- Boirpyxats log-daiins.

MarepuasibHoe o0ecriedeHue (Ha 0JHO padodee MeCTO):

Kommyrarop DES-3528 unn DES-3810-28 1 .

Pabouas cranmus ¢ TFTP-cepsepom 1 .

KonconpHbIi kabenb 1 .

Kabenn Ethernet 1 .
3ananue:

1 Cobparts cxemy.

SR

X XX X o D0y

I 2

2. V3y4uThb U BBINOJIHUTH KOMaH/Abl OOHOBJIEHUS POTPAMMHOI0 0OecreyeHus KOMMyTaTopa u
COXPaHEHMsI/BOCCTAHOBIICHUS KOH(UTYPALIMOHHBIX (DaiiiioB.

KpaTkue Teopernyeckue cBeieHUA:

OO6HOBNIEHNE TPOrpaMMHOr0 oOecrieueHusi (€ro MHOrJa Ha3bIBalOT «IIPOIIUBKON» KOMMYTa-
TOpa) MOKET OBITh HEOOXOAUMO, KOT/Ia JIOCTYIHA HOBasl ()yHKIIMOHATIBHOCTh WM TpeOyeTcsi KOppek-
s ouook. CoxpaHsaTh KOH(UTYpalMio KOMMYTaTopa Heo0X0IMMO MPH MU3MEHEHUU €r0 HaCTPOeK,
a TaKXe JJIs YIPOIIEHUs BOCCTAHOBJIECHUS (DYHKIIMOHUPOBAHHUSI KOMMYTATOpa B pe3ysbraTe cOost ero
paboThl UM MOJOMKH. OCHOBHBIM MPOTOKOJIOM, MPUMEHSEMBIM JUIsl ATHX LEIeH, CIIYXKHUT MPOTOKOJI
TFTP (Trivial File Transfer Protocol, mpocreiimuii mporokon mepenaud AaHHbIX). s nepena-
Yu/3arpy3kd TPOTrPaMMHOTO oOecrnedeHus/KoHpurypanuu HeoOxoaumo Hamuume B cetm TFTP-
cepBepa. Kommyraropsl D-Link, monnepkuBaroT BO3MOKHOCTh XpaHEHUS HA KOMMYTaTOpe JIBYX Bep-
CUll TporpaMMHOro obecredeHust 1 KOHQUrypanuu, npuuéM Jirodas U3 HUX MOXKET ObITh HACTPOEHA
KaK MCIIOJIb3yeMasi MpH 3arpy3ke KOMMyTaTopa. DTO MO3BOJSET O0ECHEYUTh OTKAa30yCTOMYMBOCTh
000py/I0BaHus MpH Mepexojie Ha HOBOE MPOrpaMMHOE obecriedeHne Uil U3MEHEHNN KOH(pUrypamnum.
Jns u3yyenus paboOThl KOMMYTAaTopa, UMEETCsl BO3MOXKHOCTH BBITPY3KH uepe3 mpoTokosn TFTP
KypHaia paboTbl KOMMYTaTOpa.

IHopsinok BbINOJTHEHHUS PA0OTHI:
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TOP.

1 [1oAroTOBUTH K PEXKUMY OOHOBIIEHUS M COXPAaHEHHUS MPOrPaMMHOr0 oOecreueHus: KOMMyTa-

2 3arpy3uth (ailyt mporpaMMHOTO 00€CTICUCHHSI B TaMsITh KOMMYTaToOpa

3 HactpouTs MOpsIIOK 3arpy3Ku MPOrpaMMHOTO 00eCrieueHUs] KOMMYTaTopa.
4 BBITpY3UTh ¥ 3arpy3uTh KOH(UTYpaAIHH

5 Beirpy3uth 10g-aiinsr

Xox paboTsi:
1. IToAroTOBKA K PeKUMY OOHOBJIEHHS U COXPaHEHHsI POrPAMMHOI0 o0ecriedeHnsl KOM-
MyTaTopa

Hactpoiite TFTP-cepBep.B HacTpolikax nporpammbl HEOOXOUMO:

1. ycTaHoBHUTH AMPEKTOPHIO MpHEMa (aiinios;
2. OTKJIIOUUTH Bce apyrue cepBuckl, kpome TFTP server.

[ToaroroBeTe (haiia HOBOrO MPOrPAMMHOTO 00ECIICUCHHSI KOMMYTATOpa:

1. Haiigure HeoOXxoauMblii (aiin «pommBku» Ha cepBepe ftp:/ftp.dlink.ru/ ;
2. Ckauaiite ¢aiin u iepeHecute ero B ntupekroputo Ha TFTP-cepsepe;

3. [Ipounraiite (aits1 COMPOBOKIACHUS K «IIPOITHUBKE.

2.2. 3arpy3ka ¢aiijia nporpaMMHOro ogecriedeHusi B NaMATh KOMMYTaToOpa

Bce oguyuanvuvie eepcuu 110 exnouarom npumeuanus, KOmopbie ONUCHIBAION HOBble QYHKYUU

U nocneoHue KOppekyuu ouudOox.

Hacrpotite IP-agpec unTepdetica yrnpaBieHus:
config ipif System ipaddress 10.1.1.10/8

Hacrpoiite TFTP-cepsep:
3anyctuth TFTP-cepBep, B HacTpoiikax TFTP-cepBepa ykazats IP-aapec paboueit ctanium

10.1.1.250/8, yka3ats mupekropuro ¢ mpoumBkoii Current Directory.

ITpoBepwTe nocrynunocts TFTP-cepBepa ¢ komMmyTaropa:
ping 10.1.1.250

[TpoBepbTe HHPOPMALIHIO O TEKYILEM IPOrPAMMHOM 00€CTIEYeHUH KOMMYTaTopa:
show firmware information

[TpoBepbTe, uTO BBI 3arpyxeHsl ¢ npommBky 2.80 u3 ciora 2

3arpy3urte nporpaMMHoe obecrieyeHre Ha KOMMYTaTop B MEPBBIN CIOT (KOMaH/a BBOJUTCS B

OJIHY CTPOKY):

download firmware_fromTFTP 10.1.1.250 src_file DES-3528 Series FW_v2.01.B042.had im-

age id 1

Y6enureck, 4TO MPOrpaMMHOE OOECTICUEHUE 3aTPYKEHO:
show firmware information

2.3. HacTpoiika nopsiika 3arpy3Ku NporpaMMHOro odecneyeHusi KOMMYTaTopa

3anaiiTe HOMEp CJIOTa MPOTPaMMHOr0 oOecredeHus, KoTopoe OyaeT 3arpykarbcsi IpU CTapTe

KOMMYTAaTopa:

config firmware image_id 1 boot_up
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CoxpaHuTe U3MEHEHUS:
save

OO6HOBIEHHAs TTPOIIKMBKA OYET UCIOJb30BaHa MPH CIASAYIONICH 3arpy3Ke KOMMyTaTopa.
Ilepesarpy3urte KOMMyTaTOp:
reboot

[Tocne 3arpy3ku KoMMyTaTopa nIpoBepbTe HHPOPMAITHIO O TPOTPAMMHOM 00ECIICUECHUH:
show firmware information

Yro BBl HAOIIIOHAETE?
show firmware information
Command: show firmware information

ID Version Size(B) Update Time From User
*1 2.01.B042 2740273 0 days 00:00:00 Serial Port(Prom) Unknown
2 2.80.B045 3849399 0 days 00:00:00 Serial Port(Prom) Unknown

"*' means boot up firmware

(R) means firmware update through Serial Port(RS232)

(T) means firmware update through TELNET

(S) means firmware update through SNMP

(W) means firmware update through WEB

(SSH) means firmware update through SSH

(SIM) means firmware update through Single IP Management

CHoBa 3arpy3utech co BToporo ciota (mpormmska 2.80). 3aTeM 0OHOBHUTE MPOIIMBKY B IIEPBOM
ciore ¢ 2.01 Ha npormmBky 2.60.

[Tocne Bcex oneparuii Bbl JOJKHBI OBITh 3aTPY>KEHBI CO BTOPOTO CJI0TA M CIIUCOK MPOIIMBOK
JOJKeH ObITh: 1 cinoT — npommBka 2.60, 2 ciot — npomuska 2.80.

2.4. Boirpy3ka u 3arpy3ka KoHGurypauuu

[TocMoTpHTE TEKYIIYIO BEpPCUIO KOHPUTypalluu KoMMyTaTopa (Haxoasurytocs B RAM):
show config current_config

[TpoBepbTe nuopmaruio 06 umeromuxcs B NVRAM koHpurypauusx koMmmyraTopa:
show config information

[Tocmotpute KoHpUrypanuio kommyraropa Nel, coxpanénnyro B NVRAM:
show config config_in_nvram 1

Brirpysute kondurypamuio Nel na TFTP-cepsep:
upload cfg_toTFTP 10.1.1.250 dest_file config.txt 1

OTkpoiiTe BBITPYKEHHBbIH KOH(PUrypanuoHHbIi (ailia J100bIM TEKCTOBBIM PeJaKTOPOM,
Hanpumep 0JI0KHOTOM, H IPOCMOTPUTE €0 CTPYKTYPY.

3amenwure IP-agpec 10.1.1.10/8 na 10.1.1.8/8:
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#IP
config ipif System ipaddress 10.1.1.10/8 vlan default state enable
disable autoconfig

I[OJ'I)KHO IMMOJIYYHUTBLCA TaK:

#IP

config ipif System ipaddress 10.1.1.8/8 vlan default state enable
disable autoconfig

CoxpanuTe ¢aii.

3arpy3uTe U3MEHEHHYIO KOH(DUTypaluio Ha KOMMYTATOpP B CJIOT JuTsl KoHGuUrypanuu No2:
download cfg_fromTFTP 10.1.1.250 src_file config.txt 2

IIpoBeprte, n3menwmics au [P-agpec kommyraropa:
show switch

Yro BbI HaOmoaeTe?
3anaiite HOMep KOH(PHUTypaluu, KoTopasi OyleT 3arpykarbcs Ipu cTapTe KOMMYTaTopa:

Device Type : DES-3528 Fast Ethernet Switch
MAC Address : 1C-BD-B9-36-65-90

IP Address :10.1.1.10 (Manual)

VLAN Name . default

Subnet Mask : 255.0.0.0

Default Gateway :0.0.0.0

Boot PROM Version : Build 1.00.B008

Firmware Version : Build 2.80.B045

Hardware Version 1 A3

Serial Number : PVIH1A7003065
System Name :
System Location

System Uptime : 0 days, 0 hours, 6 minutes, 50 seconds
System Contact :

Spanning Tree : Disabled
GVRP : Disabled

IGMP Snooping : Disabled
MLD Snooping : Disabled
VLAN Trunk : Disabled
Telnet : Enabled (TCP 23)
Web : Enabled (TCP 80)
SNMP : Disabled

SSL Status : Disabled

SSH Status : Disabled
802.1x : Disabled

Jumbo Frame : Off

CLI Paging : Enabled

MAC Notification : Disabled
Port Mirror : Disabled
SNTP : Disabled

HOL Prevention State : Enabled
Syslog Global State : Disabled
Single IP Management  : Disabled
Dual Image : Supported
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Password Encryption Status : Disabled
config configuration 2 boot_up

Yemy Oynet paBen [P-agpec mocie nepe3arpy3ku kommyTtaTopa?
Command: show ipif

IP Interface : System

VLAN Name : default

Interface Admin State : Enabled

DHCPv6 Client State : Disabled

Link Status : LinkUp

IPv4 Address :10.1.1.8/8 (Manual) Primary
Proxy ARP : Disabled (Local : Disabled)
IPv4 State : Enabled

IPv6 State : Enabled

DHCP Optionl12 State : Disabled

DHCP Option12 Host Name
Total Entries: 1
2.5. Beirpy3ska log-¢aiisios

[TpocmoTtpuTe )XypHan paboThl KOMMYTATOpA:
show log

Beoirpysute xxypnan padotsl Ha TFTP-cepsep:
upload log_toTFTP 10.1.1.250 dest_file Logfiles.txt

OTKpoiiTe BbIrpyKeHHbIil |00-(haiis T100bIM TEKCTOBBIM PeIaKTOPOM, HANPHMeP OJIOKHO-
TOM, M IPOCMOTPHTE €ro CTPYKTYPY.

®opma npeacTaBiaeHus pe3yJabTaTa: OT4eT

Kpurepun onenkn:

«5» - nabopatopHasi paboTa BBITIOJTHEHA TIOJTHOCTHIO, ITAITBI BBITIOJHEHUS paOOTHI, aITOPUTMBI H
TEOPETUYECKUI MaTepHall 3aliCcaHbl B TETPa/lb, CTYJIEHT OTBEYAET Ha BCE BOIPOCHI MPENOAaBaTENs MO
TeMe pabOThI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA MOJHOCTHIO, 3TAlbl BHIIIOJHEHUS PaOOThI, aITOPUTMBI U
TEOPETUYECKHUI MaTepHall He IOJTHOCTHIO 3aIMCaHbl B TETPAJlb, CTYJACHT 3aTPyIHSAETCS OTBEYaTh Ha
BOIIPOCHI MTPETo1aBaTels o TeMe PabOTHI.

«3» - nabopartopHas paboTa BeimoigHeHa Ha 70% u GoJiee, dTanbl BHIMOTHEHUS PaOOTHI, auro-
PUTMBI U TEOPETUUECKUI MaTepual 3arrcalbl B TETPab HE B IIOJIHOM 00beMe, CTYACHT He OTBEYaeT
Ha BCE BOIPOCHI MPEIIOIaBATENS 10 TEME paOOTHI.

«2» - nabopaTtopHas pabdota BeiosHeHa MeHe 70%.
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Tewma 2.1 Tlepenada qaHHBIX MO CETH

JlabopaTopnasi pabora Ne 5
Kondurypupoanue noproB KOMMyTaTopa

Hean padorer: [lonyueHne HaABBIKOB HaCTpoWKU MopToB kommyTtatopa D-Link DES 3010G
Boinosinus pa6ory, Bel Oynere:
ymems:

- YCTaHOBUTE MPOIIYCKHYIO CIIOCOOHOCTh IIOPTOB KOMMYTAaTOpa.

MarepunanbHoe obecnieyeHue:

KommyraTop DES-3828 1 .
Kommyrarop DES-3010G 2 wr.
Pabouas crannus 4 1T,

Ka6ens Ethernet

3amanue:
1 ITocTpoiiTe TOMOJIOTHIO CETH.

—
EEEE
DES5-3828
(1] [1]
DES5-30106 DES-31106

2 Beimmonsuth 3aaaHuc 110 HaCTpOﬁKe IMOPTOB KOMMYTATOpPA.
KpaTKne TCOPETUYECCKHUE CBCACHUA

Pa3z[eJ1 ((A,[[MI/IHI/ICTpI/IPOBaHI/Ie» MCHIO ((KOH(I)I/IprI/IpOBaHI/Ie IOpTOB»
Port Configuration

Speed/Duplex Flow Contrel Apply

'J Auto 'I Disabled 'l Arplyj

[MDIX

port1 [*| pot1 *| Enabled *| Auto

Speed/Duplex ow C ConnectionDuplex FInM‘lrI;Lr‘.umng

i Auto Disabled L 0OM/FuUll/None Enabled
2 Enabled Auto Auto Disabled 1 00M/Full/Nons Enabled
3 Enabled Auto Auto Disabied 100M/Full/Nonse Enabled
4 Enabled Auto Auto Disabled LinkDown Enabled
5 Enablad Auto Auto Disabled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkDown Enabled
7 Enabled Auto Auto Disabled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkDown Enabled
10 Enabled Auto Auto Disabled LinkDown Enablsd

Menio «Fromy», «To». ITo3BosisieT 3a1aTh TOPT WIM MOCIEIOBATENBHOCTD MOPTOB Ul KOTOPHIX He-

00X0AMMO CKOH(MHUTYPUPOBATH CIICAYIOIIIE TApaMETPHhI:

o State (Cocrosinne). Moxer npuHumarh 3HaueHue Enabled (Bxmiouen) mwim Disabled (Bwixiro-
YeH).

e Speed/Duplex (Cxopocts/dyniaekc). Ilo3Bonser 3a1aTb CKOPOCTh U peXUM paboThI mopTa. Mo-
KeT MPUHUMATD CIEYIOUINE 3HAYCHUS:
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AUt0. ABTOMaTHYECKH COTJIACYeT CKOPOCTh M PEXKHUM pabOTHI MOpTa, BeIOUpas mydue 3HadeHus (10
M6/c unu 100 M6/c, mommyayniaeKc Uil TyIiekc).

10M/Hatf

10M/Full

100M/Half

100M/Full

1000M/Full

1000M/Full_M

1000M/Full_S

e Flow Control (KouTpoab moToka gaHHbIX). OTOOpa)kaeT cXeMy YIpaBJICHHUS TOTOKOM JaHHBIX,
UCTIOJIB3YIOUIYIOCS TIPU KOH(HUTYpHpPOBaHUU MOPTOB. IIOPTHI B MONHOAYIJIEKCHOM DPEXHME HC-
noab3yoT cxemy 802.3x. ITopTel B MOMYAYIUIEKCHOM PEXHME HCIONB3YIOT cxeMy backpressure
[TopTel B aBTOMAaTHMYECKOM pEXKUME MCIONb3YIOT OJHY U3 YKa3aHHbIX cxeM. Ilo ymomyanuro
yIpaBieHHE OTOKOM OTKJIIOYEHO.

Kuormka «Apply» a1t ycTaHOBKH HOBBIX HACTPOEK.

Xon paboTsi:
1. V Bcex mopToOB yCTaHOBHTE MPOITYCKHYIO criocodHocTh 100 M6uT/c.

2. BeiknmrouuTe 0/1MH U3 NOPTOB KOMMYTAaTopa, K KOTOPOMY MOIKIIOUEH OAMH U3 KOMIIbIOTE-
poB. ITorpolyiiTe ocyiiecTBUTh B3auMoeiicTBHE KOMIIbIOTEpOB. ClenaiiTe BHIBOIbI HA OCHOBE MOJTY-
YEHHOI'0 pe3yJIbTaTa.

3. YcTraHoBHTE MPOITYCKHYIO CIocoOHOCTh moptoB Kommyraropa DES-3010G, k kotopomy
MOJIKJIF0OUeHBI MaluHb! 3 U 4, papHoit 10 Mout/c.

4. «[IuHryiiTe» 0JJHOBPEMEHHO MaIIMHY 2 ¢ MaluH 3 u 4

5. 3anyctute Ha MamuHax 1 u 2 yruiuty tcpdump. CpaBHHUTE pe3yabTaThl padOThl Ha 00eux

MalluHax.

®opma npeacTaBiaeHus pe3yJabTaTa: OTUYET B TETPAaH

Kpurtepuu ouenku:

«5» - nabopaTopHas paboTa BBIIIOJHEHA MTOJHOCTBIO, 3TAMbl BHIIIOJHEHNUS PA0OTHI, aITOPUTMBI U
TEOPETUYECKHUI MaTepHrall 3aliCcaHbl B TETPa/ib, CTYIEHT OTBEYAET Ha BCE BOMPOCHI MPENOoAaBaTelis Mo
TeMe pabOThI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA MOTHOCTHIO, STAIbl BHIIOJHEHUS PaOOTHI, alITOPUTMBI U
TEOPETUIECCKHI MaTepHall He TTOIHOCTHIO 3aMCaHbl B TETPA/Ib, CTYJCHT 3aTPYAHSACTCS OTBEUaTh Ha
BOIIPOCHI MTPEToiaBaTess o TeMe PabOTHlI.

«3» - nabopartopHas paboTa BeimoigHeHa Ha 70% u GoJiee, dTanbl BHIMOIHEHUS PaObOTHI, auro-
PUTMBI U TEOPETUUECKUI MaTepual 3alucaHbl B TETPab HE B IIOJIHOM 00bEMe, CTYJCHT He OTBEYaeT
Ha BCE BOIIPOCHI MTPEIIOIaBATENs TI0 TEME paOOTHI.

«2» - nabopaTtopHas pabdota BbinoHeHa MeHe 70%.
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Tewma 2.1 Tlepenada qaHHBIX MO CETH

JlaGopaTopnas padora Ne 6
KoHTposb Hajl MOAKIIOYCHHUEM Y3JI0B K mopTam kommyrtaTopa. @yHkius Port Security

Ieab padorsl: HayuauThbes ympaBisTh MOAKIIOYEHHEM Y3JIOB K TOPTAM KOMMYTAaTOpa M U3y4YHUTh Ha-
crpoiiky ¢pyukuuu Port Security ma kommyraropax D-Link

Boinosnus padory, Bel Oyjaere:
ymemy:

- YIIPABJIATH IMOAKIOYCHUEM Y3JIOB K ITIOpTaM KOMMYTaTopa.

MarepuasibHoe o0ecnieuyeHue:

Kommyrarop DES-3828 1 wr.

Pabouas crannus 2 wIT.

KaGenn Ethernet 2 .

KoHconbsHEbI Kadenn 1 mr.
3amanmne:

1 [TocTpoiiTe TOMOJIOTUIO CETH.

=
DES-3828
[x] [1]
DES-30106 DES-3010G
(2]

i rersesy oo erierig
# 12 #3 7]

2 BBINOTHUTH 3a/1aHKE 110 HACTPOUKE TTOPTOB KOMMYTATOPa.
KpaTkue TeopeTnyeckue cCBeieHUA:

@ynkius Port Security mo3BosisieT HACTPOUTH KaKoH-TMOO MOPT KOMMYyTaTopa Tak, YTOObI
JIOCTYII K CETH 4epe3 HEr0 MOI' OCYIIECTBIIATHCS TOJIBKO ONPEACIEHHBIMA yCTPOMCTBAMH. Y CTPOUCT-
Ba, KOTOPBIM pa3pelleHO MOAKIYaThcs K nopTy ompezaensitorca no MAC-agpecam. MAC-aapeca
MOTYT OBITh U3Y4YEeHbl JUHAMUYECKH UIIH BPYUYHYIO HACTPOEHBI aJMUHUCTpATOpPOM ceTH. [loMumo 310-
ro gynkius Port Security mo3Bossier orpaHMUMBaTH KOJINYECTBO M3yyaeMbIx noprom MAC-anpecos,
TEM CaMbIM, OIPaHUYMBAs KOJIMYECTBO MOJKIIIOUAEMBIX K HEMY Y3JI0B.

CymectByeT Tpu pexxuma pabotsl pynkiuu Port Security:

- Permanent (Ilocrosinubit) — 3aHec€éHHble B TaOmmiy kommytanuu MAC-agpeca HHUKOTIA HE
yCTapeBaroT, JJaske €CIIM MUCTEKJIO BpeMsl, yCTaHOBJIEHHOe TaitMepoM Aging Time uiu KoMMyTaTop
OBL1T Tepe3arpyskeH.

- Delete on Timeout (YmanuTe mpu HCTEYCHWW BPEMEHH) — 3aHECEHHBIC B TaOJIHIly KOMMYTAlUU
MAC-aapeca ycraperoT Mocjie UCTEYeHUs BPEMEHHU, YCTaHOBJIEHHOro TaiiMepoM Aging Time u
OyAyT y/iajeHsbl.

Ecnu cocrossHMe KaHana CBsI3M HA MOJKIIOYEHHOM IopTe u3Mensercs, MAC-aapeca, H3ydeHHbIE
Ha HEeM, yJJIAI0TCS U3 TaOJIUIbI KOMMYTALMH, YTO aHAJIOTUYHO BBITOJHEHUIO IEHCTBUN MIPU UCTe-
YEHUW BPEMEHH, YCTAaHOBIIEHHOTO TaiiMepoMm Aging Time.

* Delete on Reset (Y nanute npu cOpoce) — 3anecéHHbIe B Tabnuiry kommyTtarmu MAC-anpeca OyayT

yJlaJIeHBbI [TOCTIe Nepe3arpy3ku KOMMYTaTopa (3TOT PEKUM UCIOJIb3YETCs 10 YMOJIYAHUIO).
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Oynknusa Port Security okaspiBaeTcs BechbMa IMOJE3HON MPH MOCTPOSHUU JOMOBBIX CETEH, Ce-
Teil mpoBaiiiepoB VHTEpHET U JIOKAJIbHBIX CETEH ¢ MOBBIILICHHBIM TpeOOBaHUEM 110 0€30MacCHOCTH, I/1e
TpeOyeTcs NCKITIOYUTh IOCTYI HE3apETUCTPUPOBAHHBIX padOUYMX CTAHIIUM K YCIyraMm CeTH.
Hcnons3ys ¢ynkmuto Port Security MOXHO MOJHOCTBIO 3alPETUTh AUHAMHUYECKOE M3YUYCHHE
MAC-anpecoB yka3aHHBIMHU WJIM BCEMH NIOPTaMU KOMMYyTaropa. B 3ToM citydae A0CTyn K CETH MOny-
Yar TOJBKO Te mosb3oBaTenu, MAC-aipeca KOTOPBIX yKa3aHbl B CTATHYECKOW Ta0OJHIle KOMMYTALUH.
Xoxa padoTbI:
1.1. YupaBiieHne KoJIWYECTBOM MOAKIIOYAEMbIX K IOPTaM KOMMYTATOpa MOJIb30BaTENIEH, MMyTEM Or-
paHUYEHUSI MAKCUMAIbHOTO KOJIMYECTBA
n3ydyaembix MAC-aapecoB

COpocbkTe HACTPOMKN KOMMYTaTOpa K 3aBOJICKMM HACTPOMKaM [0 yMOJIYaHUIO KOMaHIOM:
reset config

ITpoBeprTe HHMOPMAIIHIO 0 HacTpoiikax Port Security:
show port security

VYcTaHOBUTE MaKCUMalbHOE KOJMYECTBO M3y4daeMbIX KaxJbiM noprom MAC-aapecoB paBHbIM 1, u
BKJIIOYMTE (PYHKLIMIO Ha BCEX MOPTaXx:

config port security ports all admin state enable max learning addr
1

HMoaxmouute IIK1 u IIK2 k mopram 2 u 10 koMMyTaTopa coOTBeTCTBEHHO.
[Hocmotpure MAC-anpeca, KOTOpble CTaau U3BeCTHBI optaMm 2 u 10:

show fdb port 2

show fdb port 10

[TpoBepbTe, COOTBETCTBYIOT JIM 3apPErHCTPUPOBAHHBIC afpeca afpecaM paboduXx CTAHIUMA
na

ITpoBepwTe HHBOpMAaNKIO 0 HacTpoiikax Port Security Ha moprax KoMMmyTaTopa:
show port security ports 1-24

Bxurounte 3anuch B xxypHan paboTsl kKoMMyTaropa MAC-apecoB, MOAKIIOYAIOIIUXCS K TOPTY CTaH-
it u otnpaBky coobmenuit SNMP Trap:

enable port security trap Log

BrinonHuTe TECTHpOBaHKE TOCTYIHOCTH y3710B koMaH0i ping oT [TIK1 k ITK2 n Hao60poT.
IMoakmouure IIK1 k nmopry 10, a ITK2 x nmopry 1.

HOBTOpI/ITC TCCTUPOBAHUC COCANHCHUSA MCIKIY pa60‘-II/IMI/I CTaHLIUSIMH KOMaHOoM pmg

[IpoBepbTe MHGOPMALIHIO B KypHaIe pabOThl KOMMYTATOpA:
show log

Kaxkoii BEI cliestacTe BBIBO
K nopram npuse3anuch Mak aapeca. Jlpyrue He MOTYT NOJKIIOUUTHCS K 3TOMY OPTY

CoxpaHute KOHPHUTYpaIUIO U TIepe3arpy3uTe KOMMYTaTop:
save
reboot
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BbINoHUTE TECTUPOBAHUE COSUHEHUS MEX Ty paO0OUNMH CTAaHIMSIMUA KOMaHI0M Ping.

Kakoii BoI cienaere BeiBoa? Coxpansiercs in uHpopMmarus o npussizske MAC-port?

Hacrpoiite Ha mopre 2 pabdoty ¢pynkuuu Port Security B pexkume Permanent u MmakcumanbHOE KOJU-
YECTBO U3Y4aEeMBIX aJJpecoB paBHOE 1:

config port security ports 2 admin state enable max learning addr 1
lock address mode permanent

CoxpanuTe KOHPUTYpAITUIO U ITepe3arpy3uTe KOMMyTaTop:
save
reboot

[IpoBepbre nHPOpMauio o HacTpoiikax Port Security Ha mopTax KoMMyTaropa:
show port security ports 1-24

Kaxoii BeI cienaere BeiBoa? Coxpansiercs nadopmaruu o npussizke MAC-mopt?
coxpansiercs

Ouuncture nHpopManuio o npusszke MAC-niopt Ha nopre 2:
clear port security entry port 2

Otkiarounte padory ¢pynkuuu Port Security Ha mopre 2 M npuBeguTe HACTPOMKH B MCXOJHOE
(110 YMOJIYAHMI0) COCTOSIHHE:

config port security ports 2 admin_ state disable max learning addr 1
lock_address_mode deleteonreset

[TocmoTtpute Bpemst TaliMepa GJI0KMpOBaHMs (OH COOTBETCTBYET BpeMeHH ku3Hu MAC-aapeca B Tab-
JUIEe KOMMYTAI|H):
show fdb aging time

N3meHnuTh BpeMs ICWCTBUS TaliMepa MOYKHO C TIOMOIIbIO HacTpoiku BpeMeHu xu3au MAC-aipeca B
TabIMIle KOMMYTalMK (BpeMs YKa3aHO B CEKyHJIaX):
config fdb aging time 20

N3menuTe pexum padotsl Gpynkinuu Port Security ma Delete on Timeout:
config port security ports 2 admin state enable max learning addr 1
lock address mode deleteontimeout

[TpoBeprTe MAC-anpeca, KOTOpbIE CTaTU U3BECTHBI MOPTY 2:
show fdb port 2

[TpoBepbTe nHPOpMarHio o HacTpoiikax Port Security Ha mopTax kommyraropa:
show port security ports 1-24

Beimonaute TectupoBanue coenunenus mexay [TK1 u [TK2 komanmoit ping.

Kakoii BbI cienaere BoiBo? Coxpansiercst uHpopmanuu o npussaske MAC-nopt?
na
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OtxmounTte padoty pynkiuu Port Security Ha moprax:
config port security ports 1-24 admin state disable

Otxmounte QyHkiwuro 3anucu B 10g-daiin u ornpasku SNMP Trap:
disable port security trap Log

Ipumeuanue: nocie 8bINOIHEHUS 00YUEHU UMEETCA BOZMONCHOCb OMKIIOYUMb DYHKYUIO OUHAMU-
yeckoeo uzyuenuss MAC-adpecos, mozoa 6 mabauye KomMmymayuu COXpaHsamcs uzyyeHHvle aopecd.
Takum obpazom, meKkywas KoHgueypayus cemu 6yoem coXpauneHa, u OdaibHeliuee NOOKI0YeHue Ho-
8bIX ycmpoucme 06e3 sedoma aomMunucmpamopa oyoem Hego3modicHo. Hoevie ycmpoiicmea modicHo
000a8umsb Nymém co30aHusi Cmamu4eckux 3anuceti 8 mabauye KOMmMymayuu.

1.2. Hacrpoiika 3amuThl OT HOJKIIOUEHHS K TOpTaM, OCHOBaHHOM Ha cratudeckoit Tabmuie MAC-
aspecoB

OTkirounTe padoyue CTAHIMH 0T KOMMYTATOPA.

COpochkTe HACTPOMKH KOMMYTATOpa K 3aBOJICKMM HACTPOWKaM KOMaHIOM:
reset system

AxrtuBnsupyiite ¢pyakuuro Port Security Ha Bcex moprax u 3amperute uzydyenne MAC-aapecos, yc-
TaHOBHB Mapametp max_learning_addr paBubim 0 (komMaH1a BBOAUTCS B OJHY CTPOKY):

config port security ports 1-24 admin state enable max learning addr
0

IIpoBepbTe COCTOSIHME MOPTOB:
show ports

ITpoBepbre coequnenue mexay [TK1 u TTK2 komanoii ping.

[IpoBepbTe cocTosiHME TaOINIIBI KOMMYTAIUH:
show fdb

HNmerorcs ou tam 3anmcu? EcTh 01HA 3a1THCh

B tabnuiie kommyTanuu BpyuHyIo co3faiTe cratuueckue 3anucu st MAC-aapecoB pabounx
CTaHILMM, NOAKIIOUEHHBIX K opTam 2 u 10.

Buumanue! 3amennre ykazannoie B komanaax MAC-aapeca Ha peajbHble ajpeca pado-
YMX CTAHIU, NOAKJIYAEMbIX K KOMMYTAaTOPY.
create fdb default 00-50-ba-00-00-01 port 2
create fdb default 00-50-ba-00-00-02 port 10
[IpoBepbTe co3IaHHBIE CTATUYECKHUE 3aMUCH B TAOIUIE KOMMYTAIUH:
show fdb
[IpoBepwTe HHPOpMaIHIO 0 HacTpoiikax Port Security Ha mopTax komMmyTaropa:
show port security ports 1-24
[TpoBepbTe coequnenue mexay [IK1 u [TK2 komanoi ping.

Hoaxkmarouure IIK1 k nmopry 8, a IIK2 k nmopry 2.
[ToBTOpUTE TECTHpOBaHUE KOMaHIOM Ping.
Kaxkoii BEI criesraete BBIBOI
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[TuHra HeT, Tak Kak BKIIIOYEHBI B APYTrue MOPTHI

VY nanute paHee CO3JaHHYIO CTaTUYECKYIO 3anuch U3 Tabauisl MAC-aapecoB Ha mopTe 2:
delete fdb default 00-50-ba-00-00-02 port 2

®opMa npeacTaBIeHus pe3yabTara: OTYET B TETPAAU

Kputepun ounenku:

«5» - nabopaTopHasi paboTa BBIIIOJHEHA IMOJHOCTHIO, 3TAIlbI BHITOJIHEHUS pabOThI, aITOPUTMBI U
TEOPETUUECKUI MaTepuall 3allucaHbl B TETPa/lb, CTYAEHT OTBEUAET Ha BCE BOIIPOCHI IIPENoaBaTels 1o
TeMe paboTHI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA MOTHOCTHIO, STAIbl BHIIIOIHEHUS PaOOTHI, alITOPUTMBI U
TEOPETHUYECKUI MaTEpHUaJl HE OJIHOCTBIO 3alIMCaHbl B TETPaJlb, CTYJEHT 3aTPYAHIETCS OTBEYATh HA
BOIIPOCHI MTPETIOIaBaTeNsl IO TeMe PaOOTHI.

«3» - nabopaTtopHas pabora BbinoiaHeHa Ha 70% u 6osee, FTanbl BBINOIHEHUS pabOThI, aJIro-
PUTMBI U TEOPETUUECKUN MaTepUal 3alllCaHbl B TETPA/b HE B IIOJHOM 00bEME, CTYACHT HE OTBEYAECT
Ha BCE BOIIPOCHI NMPEMNo1aBaTes Mo TeMe paboThl.

«2» - nabopaTopHas pabora BeinogHeHa MeHe 70%.
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Tewma 2.1 Tlepenada qaHHBIX MO CETH

JlabopaTopnasi paGora Ne /
Komanne! ynipasnenust Tabnunamu kommyrauuu MAC- u IP-anpecoB, ARP-tabmuiist
Hean padorsl: M3yunts nporiecc ynpasienus tadnuiamu MAC, IP u ARP.

Boinosnus padory, Bel Oyjaere:
ymemy:

- paborath ¢ Tabnuiamu kommyTaruu u ARP- Tabmurei.

MarepuasibHoe o0ecnieueHue:

Kommyrarop DES-3828 1 wr.

Pabouas crannus 2 IIT.

KaGenn Ethernet 2 miT.

KoHconsHEbI Ka0ens 1 mT.
3amanue:

1 TloaxirounTe CTaHIMK K KOMMYTaTOpY, Kak IIOKa3aHO Ha CXEMe.
2 TlompoOyiiTe HAWTH COOTBETCTBHE APECOB MOIKIIOYCHHONW CTaHIMU B Tabmwuie. YTo BB Ha-
osronaere?

nK1
' IP: 19216804
e

Kafens
Ethornetl Kommyrtarop

Mopr 1 I7:192.168.0.5

SN ]
o R .

B 0En =

Mopr 2

KoMcor s Kabens
rabers Ethemet

N2

- 102 168.0.3

3 3anummre TEOPUIO B TETPAh M 3AIIOJTHUTE TAOIHUILY:

Komanna Hasnauenue

show fdb

show fdb mac_address 00-03-
47-BD-3F-57

show fdb vlan default

show fdb port 2

show fdb aging_time

config fdb aging_time

clear fdb all

Co3gague cTaTHYECKOW 3anncH B
tabaue MAC-aapecos

[IpocMOTp cTaTHyecKkux 3amuceil B
tabaue MAC-aapecos

IIpocMoTp cratudeckod 3amucu
tabmuiel MAC-aapecoB Ha 3ajaH-
HOM TIOpTE

yI[aHI/ITB CTaTquCKyIO 3aIlliuChb H3
tabmuiel MAC-aapecoB
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show ipfdb

show ipfdb ip_address

[Tpocmotp ARP-Tabmutier

Haiintu B ARP-Tabnuue conocras-
snenus IP-MAC no ykazanHomy IP-
ajpecy:

[Ipocmotpute B ARP-Tabiuie Bce
conocrasiienust [P-MAC na wun-
tepderice System

clear arptable

create arpentry 192.168.0.3
00-50-BA-00-07-36

show arpentry static

YaamuTh CTaTHYECKYIO 3aluch W3
ARP-Ta0muust

show arpentry static

Kparkue TeopeTuyeckue cBeJIeHH:

[Tepenaua KkaapoB KOMMYTAaTOPOM OCYIIECTBIISIETCSA HA OCHOBE TaOIULbl KOMMyTaruu. Tabnuma
KOMMYTAIlUd MOKET CTPOHUTHCS KOMMYTAaTOpPOM aBTOMATHUYECKH, HA OCHOBE TUHAMHYECKOTO H3yde-
HUst MAC-aipecoB HCTOYHUKOB MOCTYHAIOIIUX Ha MOPTHI KaJlpoOB, UM CO3/1aBaThCsl BPYUHYIO aMHU-
HUCTPATOpOM ceTH. KOMMYTaToOpbl TPETHETO YPOBHS TAKKE IMOAICPKHBAOT TAOIHMIIBI KOMMYTAIUU
IP-anpecoB, KOTOpble CO3at0TCS AMHAMHUYECKU Ha OCHOBE m3yueHus IP-agpecos mocrymnarommx kaj-
pOB.

ARP-tabnuma kommytaropa xpanut comnoctasienue IP- u MAC-aapeco. ARP-tabauma mo-
KET CTPOUTHCSI KOMMYTAaTOPOM JUHAMHUYECKU B Ipouecce nzydenus ARP-3ampocoB u oTBETOB, nepe-
JlaBaeMbIX MEXIY YCTPOMCTBAMH IMOJKIOYEHHBIMU K €r0 MOpTaM, WM CO3/1aBaThCsl BPYUHYIO aIMHU-
HUCTPATOPOM CETH.

VYmenue pabotats ¢ Tabnunamu kommyTtanuu 1 ARP-tabnuieil mo3BosseT quarHocTUpoBaTh
npo0JsieMbl, BO3HUKAIOIIKE B ceTu, Hampumep, ataku ARP Spoofing, a Takxke oTciexuBaTh aKTHB-
HOCTb MOJIb30BaTeNeH.

Xoa padoThi:

1. TIpocmotpute conepxumoe Tadbnuubl MAC-anpecoB:

show fdb

2. OmnpeznenuTe MOPT KOMMYTATOPa, K KOTOPOMY TOAKITFOYEHO YCTPOHCTBO ¢ n3BecTHHIM MAC-
anpecoM (B kauectBe MAC-anpeca BBenute peanbHblii MAC-anpec I1K1):

show fdb mac_address 00-03-47-BD-3F-57

3. TMocmotpute cnrcok MAC-anpecoB ycrpoiicts, npuHamiexamux VLAN mo ymomganuto (default
VLAN):

show fdb vlan default

4. Tlocmotpure MAC-anpeca ycTpoiCTB, U3y4eHHbIE TOPTOM 2:

show fdb port 2

5. Ilpocmorpute Bpems HaxoxaeHus 3anucu B Tadiaune MAC-aapecos:

show fdb aging_time

6. M3menute Bpems HaxoxaeHus MAC-aapeca B Tabmiuie 10 350 ceKyH/I:

config fdb aging_time 350

7. Ynpanwrte BCe TMHAMHUYECKH CO3/aHHbIe 3anmucu u3 Tabiumbl MAC-aapecos: clear fdb all

8. Cospaiite ctatuueckyro 3anuch B Tabmuie MAC-aapecoB (B kauectBe MAC-anpeca BBeauTe
peanpHBIE MAC-aapec [1K2) na mopre 2:

create fdb default 00-03-47-BD-01-11 port 2

9. IIpocMotpuTe crarnueckue 3anucu B Tadauie MAC-anpecos:
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show fdb static

10. IlpocmoTpuTe cratuyeckue 3anucu Tadbauis MAC-aapecoB Ha nopre 2:

show fdb static port 2

11. Y nanure cratudeckyro 3anuck u3 Tadmuiel MAC-anpecos:

delete fdb default 00-03-47-BD-01-11

12. IlpocmoTtpuTe conepxumoe Tadmusl MAC-aapecos:

show fdb

13. IlpocmoTpuTe Tabmuiy kommyranuu [P-aapecos:

show ipfdb

14. HaiiguTe nopt KoMMyTaTopa, K KOTOPOMY MOJKIIOYEHO YCTPOHUCTBO ¢ onpesesieHHbIM [P-anpecom

show ipfdb ip_address 192.168.0.4

15. TIIpocmoTpute ARP-Tabnumity:

show arpentry

16. Haitnute B ARP-tabmune conocraBnenus [P-MAC o ykazannomy IP-anpecy:

show arpentry ipaddress 192.168.0.3

17. IIpocmoTpute B ARP-Tabnuie Bce conocrapnenus: IP-MAC Ha untepdeiice System:

show arpentry ipif System

18. Y ganure Bce TMHAMUYECKH co3/laHHbIe 3anucu u3 ARP-taGnuib:

clear arptable

19. Y6enureck, 4To BCe TUHAMHYECKHE 3alIMCH U3 TAOJIULbI YAaIEHBI:

show arpentry

20. Cozpaiite cratnueckyro 3anuck B ARP-tabnuue (B kauectBe MAC-anpeca ykaxkure MAC-aapec
[1K2):

create arpentry 192.168.0.3 00-50-BA-00-07-36

21. IIpocMOTpUTE CO3TAHHYIO CTaTHUECKYIO 3anmuch B ARP-tabmume:

show arpentry static

22. Y panurte cratuveckyro 3anuch u3 ARP-Ta0nuiisr:

delete arpentry 192.168.0.3

23. IIpoBepbTe, YTO 3aNKCH yIAICHA!

show arpentry static

24. VamenuTte BpeMs HaxoxaeHus 3amucu B ARP-ra6mmne 10 30 munyT (110 ymMoirganuto 20 MUHYT):

config arp_aging time 30

25. TIpoBepbTe BBHIMTOTHEHHBIE HACTPOUKH:

show arpentry

®opma npeacTaBiaeHus pe3yJbTaTa: OTUYET B TETPAaH

Kpurtepuu ouenku:

«5» - nabopaTopHas paboTa BBIIIOJHEHA MOTHOCTHIO, ITAIbI BHIIOJHEHUS PaOOTHI, aITOPUTMBI U
TEOPETUYECKHIA MaTepHall 3aIMCaHbl B TETPA/lb, CTY/ICHT OTBEYAET HA BCE BOMPOCHI MPETIOAaBATEIS 1O
Teme padoThI.

«4» - nabopaTopHas paboTa BBIITOJHEHA MOITHOCTHIO, dTAITBl BHITOIHEHUS PaOOTHI, aITOPUTMBI U
TEOPETUYECKHUI MaTepHall He MOJHOCTHIO 3alMCaHbl B TETPaJlb, CTYJICHT 3aTPYAHAETCS OTBEYaTh Ha
BOTIPOCHI MTPETIOIaBaTENs TI0 TEME PaOOTHI.

«3» - nabopaTtopHas pabdota BeinosHeHa Ha 70% u OoJiee, ITanbl BHIIOIHEHUS pabOThI, ajro-
PUTMBI M TEOPETUIECKUI MaTepHall 3aliCaHbl B TETPAIb HE B IOJTHOM 00bEME, CTYJICHT HE OTBEYAET
Ha BCE BOINPOCHI MIPEI0IaBaTeNs M0 TeMe pabOThI.

«2» - nabopaTtopHast paboTa BeimoaHeHa MeHe 70%.
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PA3JIEJI 2 TIPOTOKOJIBI IEPEJAYU JTAHHBIX
Tema 2.1 Ilepenaya JaHHBIX MO CETH

JlaGopaTopnas padora Ne 8
VYnpasieHue ceTbio ¢ HCIoib3oBaHueM TexHojoruu Single [P Management

Heabp padoThbI: HAYYUTHCS YIPABIATH CETHIO C HCMOJb30BaHHEM TexHomorun Single [P
Management.

Boinosnus padory, Bel Oyjaere:
ymemy:

- YIPaBJIATh CETHIO C UCIIOb30BaHUEeM TexHoyoruu Single [P Management.

MarepuasibHoe o0ecnieyeHue:

Kommyrarop DES-3828 1 wr.
Kommyrtarop DES-3010G 2 wrT.
Pabouas cranuus 2 mr.

KaoGens Ethernet

3amanmne:
1 IToctpoiite TOMOJIOTHIO CETU
DES-3828

5 3

MK1 nK2
IP:10.1.1.100/8 IP:10.1.1.101/3
MAC: 00-50-BA-00-00-01 MAC: 00-50-BA-00-00-02

2 BeINoOMHUTE HACTPOUKY KOMMYTATOpA.

Xon paboTsi:

1. ITocTpoiiTe TONOJIOTHIO CETH, TOKa3aHHYIO Ha PUCYHKE.

2. Hactpoiite kommyTtarop DES-3828 kak KOMaHIHBIII KOMMYTAaToOp BHPTYAJIBHOTO CTEKa, a
kommyTatopsl DES-3010G kak KOMMyTaTOpbI-KaHIUAATHI.

3. Ucnons3ys BeO-unTepdeiic ynpasienuss DES-3828, BeiBeauTe KapTy ceTH, MOCTPOECHHYIO
KOMMYTaTOpOM.

4. 3apucyiiTe KapTy CEeTH, IOCTPOCHHYIO KOMMYTaTOPOM U OTBETHTE Ha CJIEAYIOIINE BOTIPOCHL:

v [ToueMy Ha TOTOJIOTHH CETU HE OTOOPaKat0TC KOMITBIOTEPHI?

v KakoBa npormnyckHas ciocoOHOCTb BCeX JIMHUM CBA3H?
v Mac-anpec kommyratopa DES-3828

dopma npeacTaBieHUs: pe3yJbTaTa: OTYET B TETPaIu

Kpurepun onenkn:

«5» - nabopaTopHasi paboTa BHINIOJIHEHA MTOJHOCTHIO, 3TAIbI BHITOJIHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHUI MaTepHall 3alluCaHbl B TETPa/lb, CTYAEHT OTBEUAET Ha BCE BOIIPOCHI ITPENOJaBaTeNs 110
TeMe paboThI.

«4» - nabopaTopHas paboTa BBIIOJHEHA MTOJHOCTHIO, 3TAaMbl BHITOJHEHUS PaOOTHI, aIlTOPUTMBI U
TeopeTH‘IeCKI/Iﬁ MaTepural HE IMOJHOCTBIO 3allMCaHbl B TETPpa/Ab, CTYACHT 3aTPYAHACTCA OTBCYATh HA
BOIIPOCHI ITPETI0IaBaTeNsl 0 TeMe PabOTHI.
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«3» - nabopaTtopHas pabora BbinoaHeHa Ha 70% u 6osee, FTanbl BBIMOIHEHUS pabOThI, ajro-
PUTMBI U TEOPETUUECKUN MaTepHal 3arucaHbl B TETPAIb HE B TIOJHOM 00beMe, CTYACHT HE OTBEYaeT
Ha BCE BOIMPOCHI MPEIOIaBATENs 10 TEME paOOTHI.

«2» - nabopaTtopHas pabora BeinogHeHa MeHe 70%.
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Tema 2.1 Ilepenada qaHHBIX IO CETH

JlaGopaTopnas padora Ne 9
YipasiieHre 1oJ0CoN IPOITYCKaHUs

Heab pa6orei: HacTpouTs orpaHndeHue mMoJIockl MpoIyckanus Ha kommytarope D-Link.
Boinosinus pa6ory, Bel Oynere:
ymemy:

- HACTPauBaTh OIPAHUYEHHUE ITOJIOCHI IIPOITYCKAHUsI HA KOMMYTATOpE.

MarepunanbHoe obecnieyeHue:

Kommyratop DES-3828 1 .

Pabouyas crannms 2 IT.

Kabens Ethernet 2 1T.
3aganue:

1 ITocTpoiiTe TOMOJIOTHIO CETH.

Brogawmi/mcxoaawmii Brogawumi/vcxkogaw mi
=5/5 Méur/c =5/5 Méur/c
=B '
DES-38228  Mopr1 Mopr 3

— Ty T =

SN . Setees o e
Mopr 2 MNopt B

BroaAwui/Mcxoaawmi + Brogauui/uckon AW
=5/5 Méur/c =10/2 Méur/c

2 BHITIOTHATS 33/1aHUE TI0 HACTPOMKE OTPAHUYCHHUS TIOJIOCHI IPOITYCKAHHSI

Kparkue Teopernueckue cBeJeHH:

CoBpeMeHHbIE KOMMYTATOPBI MO3BOJIIOT PETYIMPOBATh MHTEHCHUBHOCTH Tpauka Ha CBOMX
HopTax ¢ LeNblo obecrneyeHus: GyHKIMM KauecTBa 0OCITy)KUBaHMUSL.

JIist yrpaBieHusl TIOJIOCOM MPOITyCKaHUs BXOJSIIET0 U Ucxopsiiero Tpaduka Ha moprax Ether-
net kommyrtatopsl D-Link nognepxusarot dynkimo Bandwidth Control, kotopast ucronbs3yer Mexa-
Hu3m Traffic Policing. AaMuHHCTpaTOp MOXKET BPYYHYIO YCTaHABIHMBATH TPEOYEMYIO CKOPOCThH CO-
eIMHEHUs Ha TTOpTe B Auana3one oT 64 KOut/c 10 MakCuMaabHO MOAAEPKUBAEMON CKOPOCTH MHTEP-
deiica c marom 64 Kour/c.

Xox paboThI:
1. HactpoiiTe nosocy npormyckaHust Ha nmoptax 1-4 paBHoi SMOUT/C 11 BXOASILIETO U UCXO-
Jsmero Tpapuka
config bandwidth_control 1-4 rx_rate 5120 tx_rate 5120
2. HactpoiiTe mosocy mpomyckaHuss Ha mopre 6 paBHoil 10 MOut/c ans Bxonsmero u 2

Mobut/c nas ucxozsiero Tpaduxa
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config bandwidth_control 6 rx_rate 10240 tx_rate 2048

3. IIpoBepbTe BHINIOIHEHHBIE HACTPOHKH

Show bandwidth_control 1-10

4. TMopknrounte craniuu [1K1 u I1IK2 k mopram 8 u 10 u ckauaiite daitn pazmepom 50 M6 co
cranuuu IIK1 na cranmuio IIK 2 wu oOparHo. 3anumurte Bpemsi mnepenadn daitna (B CeKyH-

Jiax)

5. [loaxmrounte cranuuto I1K1 k mopry 1, moBropure ckaunBaHue. 3aluIINTE BpeMs Iepea-

4y ¢aiina (B CeKyHIax)

6. [TonkmounTte crannuto 1K1 k mopty 6, mOBTOpUTE CKauMBaHUE. 3alUIIUTE BpeMsl Iepea-

yn (aiina (B cekyHIax) . Yro BBl HabmOHaETE?

®opma npeacTaBIeHUs pe3yJabTaTa: OTUYET B TETPAIH

Kpurepum ouenku:

«5» - nabopaTopHas paboTa BBIITOJHEHA MOTHOCTHIO, STAIbl BHIIIOIHEHUS PA0OTHI, aITOPUTMBI U
TEOPETUYECKUI MaTepHall 3allcaHbl B TETPa/lb, CTYIEHT OTBEUAECT HA BCE BOMPOCHI MIPENoAaBaTelis o
TeMe padOThI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA TOJHOCTHIO, 3TAlbl BHIIOJHEHUS PaOOThI, aITOPUTMBI U
TEOPETUYECKHUI MaTepHall He IOJHOCTHIO 3aIMCaHbl B TETPaJlb, CTYJACHT 3aTPyIHSACTCS OTBEYaTh Ha
BOIIPOCHI [IPEToiaBaTelis o TeMe PaboThI.

«3» - mabopartopHas pabora BeimoiaHeHa Ha 70% 1 GoJiee, ITarbl BBITOJTHEHHUS PaOOTHI, aJIro-
PUTMBI U TEOPETUUECKUI MaTepUal 3alncatbl B TETPab HE B IIOJHOM 00beMe, CTYACHT HE OTBEYaeT
Ha BCE BOIIPOCHI MIPEIOIaBaTENs IO TeME pabOTHI.

«2» - nabopaTopHas pabota BbilosHeHa MeHe 70%.
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Tema 2.1 Ilepenada qaHHBIX IO CETH

JlaGopaTopHnas paGora Ne 10
ArperupoBaHue KaHaJIOB

Iesab pabdoThI: H3YYHTh HACTPONKY THHAMHUYCCKOIO arperupoBaHMs KaHAJIOB Ha KOMMYTATO-
pax D-Link.

Boinosnus padory, Bel Oyjaere:
ymemy:

- BBITIIOJIHATD HaCTpOfIKy AMHAMHUYCCKOI'0 arp€rupoOBaHuA KaHaJ10B.

MarepuasibHoe o0ecnieuyeHue:

Kommyrarop DES-3528 unu DES-3810-28 2 wr.

PaGouas cranuus 3 mT.

KouconpHb kadenb 2 IIT.

Kabens Ethernet 7 .
3amanmne:

1 [TocTpoiiTe TOMOJIOTUIO CETH.
2 BhINONHUTE HACTPOIKY KOMMYTaTopa.

Cepsep
IP: 10.1,1.250/8

].’buw I»E-l

LI ok ol 1)
SppeecoCiooool-Oa 00 -

7

Mopt 11 KommyraTop 1

ArpertpoBaHHbIn
Kauan

> Kommyrarop 2
- 2 -

[Sisiveis vsisusunes
ol B T Wi | T WA

swvy wevy vesy doltol-MHT
OPTIY

I-"\ 1-8 Mopr 10 | NMopt 18

MK ‘ - nK2

101118 L,

Kparkue TeopeTrnueckue cBeIeHH:

ArperupoBanue kananoB cBs3u (Link Aggregation) — 3To 00beiHEHNE HECKOIBKUX (pH3Hue-
CKMX TIOPTOB B OJIHY JIOTHUYECKYIO MarucTpaib Ha KaHaTbHOM ypoBHe Mojaenu OSI ¢ nenpro oOpaso-
BaHUsI BHICOKOCKOPOCTHOTO KaHaJla Miepe/iauy JJaHHBIX U MOBBIICHUSI 0TKa30yCTOWYMBOCTH.

Bce n30bITOUHBIC CBS3HM B OJJHOM arperipoBaHHOM KaHaJIe OCTAIOTCS B pad0YeM COCTOSTHHH, a
UMeIoIuics Tpaduk pacrpenensercs MeXAy HUMHU JJIs TOCTHKEHUs OaJaHCUpOBKU Harpysku. Ilpu
OTKa3e OJHOU M3 JIMHHUM, BXOAAIINX B TAaKOW JIOTHUECKUHN KaHal, TpapuK pacpeaensieTcs MeXIy OC-
TaBIIMMUCS JTUHUSIMU.

Bxitou€HHBIE B arperupoBaHHBIA KaHA MTOPTHI HA3BIBAIOTCS WICHAMH TPYIIITHI arperupOBaHUS
(Link Aggregation Group). OiuH U3 MOPTOB B IPYIIIE BHICTYNAET B KaueCTBE MacTepa-rnopra (master
port). Tak Kak BCe MOPTHI arperupOBaHHON TPYIIIEI TOJKHBI pad0TaTh B OJJHOM pEeXUME, KOH(DUTYpa-
IIUs1 MacTepa-rnopTa pacnpoCTPaHIETCs Ha BCE MOPTHI B TPYIIIIE.

BaXHBIM MOMEHTOM TIPH peaTu3aii 0ObEAMHEHHS IOPTOB B arperupPOBaHHBINA KaHAI SBIISCT-
csl pacnpezeneHue Tpaduka mo HUM. BeiOop mopTa /i KOHKPETHOTO CeaHCa BHIMOIHIETCS Ha OCHOBE
BbIOPAaHHOIO AJTOPUTMA arperupoBaHus MOPTOB, T.€. HA OCHOBAaHMU HEKOTOPBIX MPU3HAKOB IMOCTY-
MAKOIINX MAaKETOB.
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B xommyTtaropax D-Link mo ymomdanuto ucnonb3yercs anroputMm mac source (MAC-aapec
HMCTOYHUKA).

[Iporpammuoe obecrieuenne kommyratopoB D-Link moanep:kuBaeT aBa TUIA arperupoBaHUs
KaHaJIOB CBSI3U: CTATHMUYECKOE U JUHaMmuueckoe, Ha ocHoBe ctannapta IEEE 802.3ad (LACP).

[Ipu cTaTryeckoM arperupoBaHUU KaHAJIOB (MCHOJB3YETCS MO YMOJIYaHUIO), BCE HACTPOMKHU
Ha KOMMYTaTOpax BBIIOJHSAIOTCS BPYYHYIO, 1 OHU HE JIOIMYCKAIOT JMHAMUYECKUX U3MEHEHUH B arpe-
THPOBAHHOW IpymIe.

Jlnist opraHu3anuy AMHAMHYECKOTO arperupoBaHus KaHAIOB MEXy KOMMYTaTOPaMH U JIpyTH-
MH CETEBBIMU YCTPOWCTBAMHU UCIIOJIB3YETCsI MPOTOKOJI YIIPABJICHUS arperupoBaHHbIM KaHaaoMm — Link
Aggregation Control Protocol (LACP). ITporokon LACP onpenenser meToa ynpasieHUs: o0beaIuHe-
HUEM HECKOJBKUX (PU3UYECKUX MOPTOB B OAHY JIOTHUECKYIO TPYIITY U MPEIOCTABISET CETEBbIM YCT-
poiicTBaM BO3MOXHOCTh aBTOCOTJIACOBAHUS KAaHAJIOB, MYTEM OTIPABKH YIPABIISIIOIIUX KaJpOB MPOTO-
kona LACP HenocpencTBeHHO MOAKIIOYEHHBIM ycTpoiicTBaM ¢ nojaaepxkoil LACP. Iloptel, Ha ko-
TOPBIX akTUBH3UPOBaH NMPoTokod LACP, MoryT ObITh HACTPOEHBI AJisi PaOOTHI B OJTHOM M3 JIBYX pe-
KHMOB: aKTUBHOM (active) uian maccuBHOM (passive). [Ipu paboTe B aKTHBHOM PEXHME MOPTHI BbI-
MOJHSAIOT 00pabOTKY M PacChUIKY yIpaBIstomux kaapos npoTtokoia LACP. [Ipu pabote B maccuBHOM
PEXHMME MTOPTHI BBITIOJHSIOT TOJILKO 00paboTKy yrpasistomux kaapos LACP.

Jlyig co3aHus UCKYCCTBEHHOM HArpy3KM Ha KaHal CBS3M MEXAY KOMMYTaTOpamH, MpPH BbI-
MOJTHEHUH JIAOOPAaTOPHON pabOTHI OYIET HCIIONIb30BaThCs Mporpamma iperf.

Iopsiaok BbINOIHEHUS PA0OTHI:
Hacrpoiika kommyTartopa 1
Co3paiite rpyIny arperupoBaHus KaHaJIOB:
create link aggregation group id 1 type lacp

Bxmrounrte noptel 1-8 B rpymmy arperupoBaHMsi KaHalioB U BelOepuTe MopT 1 B KadecTBe macrepa-
nopra:
config link aggregation group id 1 master port 1 ports 1-8 state en-
abled

HactpoiiTe mopTel Ha paboTy B MACCUBHOM PEXHUME:
config lacp port 1-8 mode passive

[IpoBepbTe BBINOJIHEHHBIE HACTPONKHU:
show link aggregation

[IposepbTe pesxum padotel LACP Ha mopTax KOMMYyTaTOpOB:
show lacp port

[TocMmoTtpuTe TEKyMI aJrOPUTM arperupoOBaHUs KaHAJIOB:
show link aggregation algorithm

Hacrpoiika kommyTaTopa 2
Co3zpaiite rpyriy arperupoBaHus KaHAJIOB!
create link aggregation group id 1 type lacp

Bxurounrte noptel 1-8 B rpymnmy arperupoBaHMsi KaHajioB M BblOepHuTe MOpT 1 B KayecTBe macrepa-
nopra:
config link aggregation group id 1 master port 1 ports 1-8 state en-
abled

Hacrpoiite mopTsl Ha pabOTy B aKTUBHOM pPEXUME:
config lacp port 1-8 mode active
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[IpoBepbTe BBINIOJIHEHHBIE HACTPOMKHU:
show link aggregation

[TpoBepbTe pexum padotsl LACP Ha mopTax KOMMYTaTOpPOB:
show lacp port

IMoaxarounTe KOMMYTaTOPbI 4 Kaﬁe.]'[ﬂMI/I, KaK MoKa3aHo Ha cxeMe. U3 HaCTPOGHHOﬁ rpynibl
MOJKHO HCII0JIb30BATh JII00bIE MmOopThI.

3anyctute nporpammy iperf Ha ITK, BBINOIHSIONIETO POJIb CepBepa:
iperf -s -u

3anycture nporpammy iperf va I[IK1 u [1K2:
iperf -c¢ 10.1.1.250 -1 1 -t 1000 -r -u -b1l0OM -P5

Bo Bpems Tecta npoBepbTe 3arpy3Ky MOPTOB HA 00OMX KOMMYTaTOPaX:
show utilization ports

UYro BbI HabmomaeTe? 3arpy3ka Tpaduka nepepacnpenenserca Mexxay kaHanaMmu? CKOJIBKO OJHOBpe-
MEHHO COEJIMHEHHUI y4acTBYyeT B nepenade? [louemy?

dopma npeacTaBIeHUs Pe3yJbTaTa: OTYCT B TETPAIH

Kputepun onenkn:

«5» - mabopaTopHasi paboTa BHITIOJHEHA MMOJTHOCTHIO, 3TAIbI BHITOIHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHIA MaTepHall 3alMCaHbl B TETPAJlb, CTYICHT OTBEYAeT Ha BCE BOIPOCHI MPETOAABATEINS 110
Teme padoThI.

«4y - nabopaTopHasi paboTa BBINMOJIHEHA TTOJHOCTHIO, STAIbI BHIMOJIHEHUS PA0OTHI, aJITOPUTMBI U
TEOPETUUECKHI MaTeprall He MOJTHOCTHIO 3aMMCaHbl B TETPab, CTYACHT 3aTPYIHSIETCS OTBEYATh Ha
BOTIPOCHI MTPETIOIaBaTeNs IO TeME PaOOTHI.

«3» - mabopaTtopHas pabora BeinonaHeHa Ha 70% u 6osee, HTarbl BBIMOTHEHUS pabOThI, aJro-
PUTMBI M TEOPETUYECKUN MaTepHal 3alrucaHbl B TETPAIh HE B TIOJTHOM 00beMe, CTYACHT He OTBEYaeT
Ha BCE BOIIPOCHI MPENOIaBaTeNs 10 TeMe PaboThlI.

«2» - nabopartopHast paboTa BeinogHeHa MeHe 70%.
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Tema 2.1 Ilepenada qaHHBIX IO CETH

JlabopaTopnasi padora Ne 11
Hactpoiika VLAN na ocHoBe cranaapta IEEE 802.1Q. Komanas! nporokona GVRP

Hesasb padorei: n3yunth TexHojoruio VLAN u e€ HacTpoiiky Ha kommyTtatopax D-Link, uzy-
YUTH MPOLIECC TUHAMHUYECKOTO MpoaBMxkeHus: nHpopmaruu o VLAN B ceTn.

Boinosnus padory, Bel Oyjaere:

ymemy:

- BBIMONIHATH HacTpoiiky VLAN Ha koMmmyTtaTopax D-Link;
- HacTpauBath npoTtokos GVRP.

MarepunanbHoe obecnieyeHue:

Kommyrtatop DES-3528 nnun DES-3810-28 2 1mT.
Pabouas cranmnus 4 1.
KonconsHbIN Kadenb 2 IIT.
Kab6ens Ethernet 5 miT.
3amanue:

1 ITocTpoiiTe TOMONOTHIO CETH.

2 BeINOMHUTE HACTPOUKY KOMMYTATOpA.

Kparkue Tteopernueckmue cBenenms: BupryanbHas jokanbHas ceth (Virtual Local Area
Netwrok, VLAN) mnpencrasisier co60if KOMMYTHPYEMBI CETMEHT CEeTH, KOTOPBINA JIOTUUECKHU BbIJie-
JIEH 10 BBIMOJHIEMBIM (QYHKIUSAM, padOyuM TpyIaM WIH MPUIOKEHUSIM, BHE 3aBUCUMOCTH OT (QHU-
3MYECKOTI0 PacroIOKeHus Mosib3oBaTeneil. BupTyanbHble nokanpHble ceTH 001aJal0T BCEMH CBOMCT-
BaMU (PU3NYECKUX JIOKAJIbHBIX ceTell, HO padoune CTaHLMU MOXHO TPYNIHUPOBATh, JaXKE €CIM OHU
(¢u3UUeCcKn pacroyioKeHbl HE B OJJHOM CErMEHTe, T.K. JII000H MOpT J1I000ro KOMMyTaTopa MOYXKHO Ha-
CTPOUTH Ha MPUHAICKHOCTh onpenenéHHo VLAN. Ilpu 3ToM omHOanpecHbI, MHOTOQIPECHBIN U
IIMPOKOBEIIATENbHBIA Tpaduk OyIeT mepenaBaThecsl TOIBKO MEXAy pabOYMMU CTaHIMSAMH, IPUHAI-
nexxammu ogHol VLAN. Kaxxnas VLAN paccmarpuBaeTcst kak jgorudeckast cetb. Kanpsl, npeana-
3HAUEHHBIE CTAaHIMAM HE NMpHUHAUIe)KauM 1aHHoH VLAN, noikHBI nepeaBaThCsl 4epe3 MapIipyTH-
3UPYIOIIEe YCTPOUCTBO (MAapUIPyTHU3aTOP WIXM KOMMYTaTtop 3-ro ypoBHs). Takum oOpa3om, ¢ momo-
IIbI0 BUPTYaJbHBIX CeTEl pemiaercs NpobiemMa OrpaHWYeHUN MpH Nepeayue HIMPOKOBEIATeNbHbBIX
KaJpOB U BBI3bIBAEMBIX UMU IMOCJIEICTBUN, KOTOPbIE CYIIECTBEHHO CHMKAIOT IMPOU3BOJUTEIHLHOCTD
CETH, BBI3BIBAIOT IIMPOKOBEIIATENIBHBIE IITOPMBI.

OcnoBubie onpenesenus IEEE 802.1Q:
. Tag (Ter) — monmomHUTENbHOE TIONIE MAHHBIX JIMHON 4 Oaiita, comepkaiiee WHDOPMALIUIO O
VLAN (unentuduxarop VLAN (12 Out), monme mpuopurera (3 OuTa), mosie MHIAUKATOpA
kaHoHH4eckoro ¢opmara (1 6ut)), modasisiemoe B kaap Ethernet;
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« Tagging (MapkupoBKa Kajapa) — mpoiiecc go0aBieHust nHpopMmanuu (Tera) o IpUHaAIICKHOCTH
K 802.1Q VLAN B 3aroioBok kajipa;

« Untagging (Yaanenue tera us kaapa) — nporecc uspieucnus uadopmarmn 802.1Q VLAN wu3
3aroJjoBKa Kaapa;

o Ingress port (BxomgHoif mopT) — HOPT KOMMYTaTopa, Ha KOTOPBIA MOCTYMAarOT KaJpbl, U
IIPUHUMAETCS pelieHue o npuHauiesxkHoctn VLAN;

. Egress port (BeixogHoit mopT) — mopT KOMMYTaropa, ¢ KOTOPOTO KaJphl MepenarTcs Ha
JpyTUE CEeTeBbIe YCTPOWCTBA (KOMMYTATOpHI, pabouue CTaHIMHM) U HA HEM, COOTBETCTBEHHO,
MIPUHUMAETCS PELIeHUE O MApKUPOBKE KaJipa.

JIro0o¥i MOpT KOMMYTaTOpa MOXKET ObITh HACTPOEH Kak tagged (MapKupOBaHHBIN) WK Kak UN-
tagged (aHemapkupoBanHbIil). DyHKIMs Untagging no3BoJsietT padoTaTh ¢ TEMU YCTPOWCTBAMH BUP-
TyaJbHOHM CETH, KOTOPhIC HE IOHUMAIOT TEroB B 3aroyioBke kajapa Ethernet. ®yukius tagging mo-
3BoJsieT HacTpauBaTbh VLAN MeXy HECKOJIBKMMU KOMMYTAaTOPaMu, MOJAECPKUBAOIIMMH CTaH-
napt IEEE 802.1Q, noaxntouats ceteBble ycrpoiicTBa, nonuMawomue IEEE 802.1Q (manpumep,
cepBepbl ¢ ceTeBbIMU UHTep(elicamu ¢ noaaepxkoit 802.1Q), obecrieunBaTh BO3MOXKHOCTb CO3/1a-
HUS CIIOXKHBIX CETEBBIX UHPPACTPYKTYD.

IHopsinok BbINOJHEHHUS PA0OTHI:
[IpoBepbTe ¥ 3aNUIINATE JOCTYITHOCTh COSTMHECHUS MEX Y pa00OYMMH CTaHIIUSIMHA KOMAaHJIOH ping:
ping <IP-address>

— orlIK1 x [IK 2, TIK 3 u I1IK 4
— or[IK2x[IK 1, TIK 3 n I1IK 4

Hacrpoiika kommyTrartopa 1
V¥ nanute noptsl KommyraTopa 3 VLAN no ymosuanuto AJi uX UcIoyib3oBanus B Apyrux VLAN:
config vlan default delete 1-16

Hactpoiite mopt 25 MmapkupoBanHbIM B vlan default:
config vlan default add tagged 25

Coznaiite VLAN v2 u v3, noGaBbre B cooTBeTcTByomue VLAN mopThl, KOTOpble HEOOXOAUMO Ha-
CTPOUTH HEMapKuUpoBaHHbIMU. HacTpoiiTe nmopt 25 MapKUpOBaHHBIM:

create vlan v2 tag 2

config vlan v2 add untagged 1-8

config vlan vZ2 add tagged 25

create vlan v3 tag 3
config vlan v3 add untagged 9-16
config vlan v3 add tagged 25

IIpoBeprte HacTpoiiku VLAN:
show vlan

IToBTOpHTE NpOLEAYPY HACTPOUKH VI KOMMYTaTopa 2.

[IpoBepbTe 1OCTYMHOCTH COEMHEHUS MEXKAY paOOYMMHU CTaHIIUSIMHM KOMaHJI0M ping:
ping <IP-address>

— orlIK1 k IIK 3 Hoctynen
— or[IK2 x [IK4 Hoctynen
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— ot IIK1 x IIK2 u IIK4 He nocrynen
— ot IIK2 x IIK1 u IIK3 He nocrynen
3aganue:
1 ITocTpoiiTe TOMONOTHIO CETH.
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KpaTkue Teopernyeckue cCBeieHUA:

Cy11ecTBYIOT 1Ba OCHOBHBIX CI10C00a, MMO3BOJISIONIMX yCTaHABIMBATh WieHCTBO B VLAN:

cratuueckue VLAN;

munamudeckne VLAN.

B cratnueckux VLAN ycTaHOBIIEHHE WIEHCTBA OCYILECTBISETCS BPYYHYIO aJMUHUCTPATOPOM
cetd. llpu M3MEHEHMM TONOJIOTUU CETH WM MEePEMEILIEHUH T0JIb30BaTeNsl Ha Apyroe pabouee MecTo,
aJIMUHUCTPATOPY TpeOyeTcsi BPYYHYIO BBIOIHATH MPUBA3KY mopTa K VLAN 11 KaX10ro HOBOTO
COETUHEHMUSI.

UnenctBo B quHamuueckux VLAN MokeT ycTaHaBIMBaThCsA TMHAMUYECKH Ha OCHOBE MPOTO-
kona GVRP (GARP VLAN Registration Protocol). IIporokon GVRP onpenensier cnoco0, mocpeact-
BOM KOTOPOTO KOMMYTaTopbl oOMeHMBatoTcs uH(popMmarueid o cetd VLAN, 4yToObl aBTOMaTH4YeCKU
3apeructpupoBaTh uieHOB VLAN Ha moprtax Bo Bcel ceTu. OH MO3BOJISIET AUHAMUYECKH CO3/1aBaTh U
ynansate VLAN crangapra IEEE 802.1Q Ha marucTpainpHbIX IMOPTax, aBTOMATHUYECKU PETHMCTPUPO-
BaTh U uckioyath arpudyTel VLAN (non peructpauueir VLAN nonpa3zymeBaeTcs BKIIOUEHHE [TOPTa
B VLAN, nox uckitouenuem — ynaienue nopra u3 VLAN).

[Tporokon GVRP ucnone3yer coodbmenuss GVRP BPDU (GVRP Bridge Protocol Data Units),
paccbutaemble Ha MHoroaapecHblii MAC-aapec 01-80-C2-00-00-21 st omoBemeHus yCTPOMCTB-
MOJMUCYUKOB O PA3JINYHBIX COOBITHSX.

[opt ¢ nonaepxkkoi nporokona GVRP noaxmrouaercs k cetu VLAN ToBKO B TOM Ciyuae, ec-
JI1 OH HEMOCPEICTBEHHO MOJIy4YaeT onopenieHrne o Heil. Ecnu mopt ¢ noanepxkoit nporokona GVPR
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IIepeIaeT OMOBEIIEHUE, MMOJIYYEHHOE OT APYroro mopra KOMMYTaropa, OH HE MOJAKIIYAETCS K 3TOH
cetu VLAN.

['maBHas nens nporokosa GVRP — mo3BonmuTh KOMMyTaTOpaM aBTOMAaTHYECKH OOHApPY>KHWBAaTh
uHpopmarmio o VLAN, koTopast mHa4e JT0JDKHA Obl1a Obl OBITH BPYYHYIO CKOH(UTYpHUpPOBaHA Ha Ka-
XKI0M KoMMyTtarope. Hambomnee pannoHalibHO HCNONb30BaTh NpoTokod GVRP Ha MaructpanbHbBIX
KOMMYTaTopax Uil JUHAMUYECKO# mepenaun uHpopmanuu o crarndeckux VLAN Ha ypoBeHb JocC-

Tyma.
IHopsinok BbINOJIHEHHUS PA0OTHI:

Hacrpoiika kommyTaTopa 1
VY nanute noptel KoMMyTatopa u3 VLAN mo yMoa4aHuio )11 ©X UCI0JIb30BaHMs B Ipyrux VLAN:
config vlan default delete 1-24

Cozmaiite VLAN v2 u v3, no6aBbte B cooTBeTcTBYIoNMEe VLAN mopThl, KOTOpble HEOOXO0AMMO Ha-
CTPOUTHh HEMapKHUpoBaHHbIMU. HacTpoiite mopTsl 25-26 MapKUpOBaHHBIM:

create vlan v2 tag 2

config vlan v2 add untagged 1-8

config vlan v2 add tagged 25-26

create vlan v3 tag 3
config vlan v3 add untagged 9-16
config vlan v3 add tagged 25-26

IIpoBeprte HacTpoiiku VLAN:
show vlan

Hactpoiite o6bsiBnenne o VLAN v2 u v3:
config vlan v2 advertisement enable
config vlan v3 advertisement enable

Bxmrounte paboty npotokosna GVRP:
enable gvrp

YcTaHoBUTE BO3MOXKHOCTD NMpuéMa 1 otipaBku HH(Gopmarun o VLAN yepe3 nopra 25-26 koMmyTa-
TOpa:
config port vlan 25-26 gvrp state enable

IToBTOpHTE NpOLEAYPY HACTPOMKH VI KOMMYTaTopa 2.

Hacrpoiika kommyTartopa 3
Bxmrounte paboty npotokona GVRP:
enable gvrp

YcTaHOBUTE BO3MOXKHOCTB ITpHeMa U oTrpaBku HHPpopmanuu o VLAN depe3 Bce HOPTHI KOMMYTAToO-

pa:
config port vlan all gvrp state enable

[Iposeprte HacTpoiiku VLAN Ha kommyTraTope 3:
show vlan

[Iposeprte coctostnne GVRP Ha noprax kommyraropos 1, 2, 3:
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show port vlan

3anummTe Bamwm HaOmoneHus: Ha kommymamope No3 enanwt V2, V3 cozoanucsy OuHamudecku, u 0o-
basunucy 8 me2uposaHHom sude Ha nopmoul 25,26.

[TpoBepbTe NOCTYIMTHOCTH COSTUHEHUS MEX Y pAOOYMMH CTAaHIIUSIMU KOMaHIO0H ping:
ping <IP-address>

-or [IK1 x [IK 3
- ot [IK2 x [1IK4

®opma npeacTaBlieHUs pe3yJbTaTa: OTYET B TETPaIU

Kpurepum ouenku:

«5» - mabopaTopHasi paboTa BEITIOJTHEHA IMOJTHOCTHIO, 3TAITBI BHIITOJIHEHUS pa0OTHI, aITOPUTMBI U
TEOPETUYECKHI MaTepHall 3allicaHbl B TETPaib, CTYJCHT OTBEYaeT Ha BCE BOIPOCHI MIpernoaaBaTes mo
TeMe pabOThI.

«4» - nabopaTopHasi paboTa BHITIOJHEHA MMOJTHOCTHIO, 3TAIbI BHITOJIHEHUS pabOThI, aITOPUTMBI U
TEOPETUYCCKHI MaTeprall He MOJTHOCTHIO 3aIMCaHbI B TETPAJIh, CTYICHT 3aTPYAHICTCS OTBEYATh HA
BOMPOCHI IPETOAaBATENs 0 TeME padOTHI.

«3» - mabopartopHas pabora BeimoiaHeHa Ha 70% 1 6oJiee, ITarbl BBITOJTHEHHUS PaOOTHI, aJIro-
PUTMBI U TEOPETUYECKUI MaTepHuall 3alliCaHbl B TETPA/lb HE B IOJHOM 00BEME, CTY/IEHT HE OTBEYAET
Ha BCE BOIIPOCHI NPENOIaBaTeNs 110 TEME PabOThI.

«2» - nabopaTtopHas pabora BbinoaHeHa MeHe 70%.
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Tema 2.1 Ilepenada qaHHBIX IO CETH

JlaGopaTopnas padora Ne 12

OrpanudeHue aAMUHUCTPATUBHOTO JOCTYIIA K YIIPABJIECHUIO KOMMYTAaTOPOM.

®opmupyeMasi(-ble) KoMNneTeHuusi(-u):
Heab padorbi: M3yunTh MEXaHU3Mbl OTPAHUYEHUSI aIMUHUCTPATUBHOTO JOCTYIA K yIpaBie-
HUIO KOMMYTAaTOPOM.

Boinmosinus pa6ory, Bel Oynere:
Ymemys: ucnonp30BaTh MEXaHNW3Mbl OTPAHUYEHUS aIMUHUCTPATUBHOIO JOCTYNA K YIPABICHUIO
KOMMYTaTOPOM.

MarepunanbHoe obecnieyeHue:

KommyraTop DES-3828 1 .

Pabouas cranmnus 2 1IT.

KaoGens Ethernet 2 mIT.

KouconpHEBIT Ka0enb 1 .
3amanue:

1 ITocTpoiiTe TOTIOJOTHIO CETH

DES 3828 1P: 192.168.37.111

L i
- wew

KoHconbHbIN
kabens

ressed,

Kauent MK1
IP: 192.168.37.101/24 IP: 192.168.37.102/24

2 BpInosIHATE HACTPOUKY KOMMYTATOPA.

KpaTkue Teopernyeckue cBeieHUA:

B coBpeMeHHBIX CETAX, 0COOEHHO B CETAX MPOBAWJEPOB YCIYT, HEOOXOAMMO OCYLIECTBIIATh HE
TOJILKO 3aIlIUTy MEepUMETpa CEeTH U OrpaHHuEHMs Nepeaadn Tpaduka, HO U KOHTPOJIb HaJl KOHCOJISIMU
yIpaBiIeHUs] aKTUBHBIM 000pYyJ0BaHHEM, MUHUMHU3UPOBATh JOCTYI K CPEACTBAM YIPABIICHUS, yYET-
HBIM aJMUHUCTPATUBHBIM 3aIIUCAM KOMMYTATOpPA.

SSL (Secure Sockets layer, ypoBeHb 3alIMIIEHHBIX COKETOB) — KPHUITOKPADUUICCKUIA
MIPOTOKOJI, 0OecreynBaroLnil 6e30macHyto nepeaady AaHHbIX 1o cetu Mutepuert. [lpu
€ro HCIOJb30BaHUM CO3JIAeTCA 3aLIMIIEHHOE COEIMHEHHE MEXIY KIUEHTOM H
cepBepoM. Mcmonb3yercsi mm@poBaHUE C OTKPBITBIM KIIFOUOM ISl TTOATBEPKIACHUS
MOJUTMHHOCTH OTHPABUTENS U MOTydaTesl.

st moctyma k Web-cTpaHuIiam, 3alMIEHHBIM TPOTOKOIOM SSL, B ampecHoi cTpoke Opay-
3epa BMecTo 00bIuHOrO npedukca http, npumensiercs npedukc https, ykasplBarouuii Ha To, 4To OyneT
ucnoiib3oBathes SSL-coequnenue. CranmaptHeiii TCP-opT U1 coeAMHEHUS 110 MPOTOoKoTy https —
443. Tns paboTsl SSL TpebGyeTcs, 4ToObI Ha cepBepe umencs SSL-ceprudukar.

SHH (Secure Shell, «b6e3omachast 000/104Ka») — CETEBOW MPOTOKOI MPUKJIATHOTO
YPOBHSI, TIO3BOJISIONINN TPOM3BOINTH yJAJICHHOE yIpaBJIEHHE OMEPaIMOHHOM
cucremoi. CxoJieH 10 (PyHKIIMOHAIBHOCTH ¢ MpOTOKosioM Telnet, Ho. B orimuue or
Hero, mmdpyeT Bech Tpaduk, BKIOUas U nepenaBaeMbie maponu. SHH momyckaer

46



BBIOOp pa3IMUHBIX alropuTMoB IupoBanus. SHH mo3BomsieT 6e3o0macHo nepeaaBaTh
B HE3AIUIICHHOHN cpesie MPaKTUIECKH JIF000M IPYTroi CETeBOM MPOKOIT.

HOpﬂ)IOK BbIIIOJTHCHHUA paﬁoTbI:

How

9.

10.

Hacrpoiika «aoBepernoro y3na» (Trusted Host)ua DES 3828

Hacrpoiite IP-anpec untepdeiica yrpapieHuss KOMMyTaTopa:

config ipif System ipaddress 192.168.37.111/24

CoznaiiTe 10BEpeHHYIO pabOuyI0 CTaHIINIO, C KOTOPOW pa3peleHo yrpaBieHHe
KOMMYTaToOpoM

create trusted_host 192.168.37.101

[TocMOTpUTE CIMCOK JOBEPEHHBIX Y3JIOB CETH show trusted_host
[IpoBepbTe BO3MOKHOCTD yIIpaBiieHUs: kKommyTaTopom co cranuuid [1IK 1 TIK1
telnet 192.168.37.111

3anuiuTe, YTO BBl HAOIIO1aeTe

V nanuTe J0BEPEHHYIO CTAHIHIO YIIPABICHUS delete trusted_host ipaddr
192.168.37.101

Co3zpaiite ceTb, U3 KOTOPOU pa3pelIeHo yIpaBieHue KOMMYTaTOpOM

create trusted _host network 192.168.37.0/24

[IpoBepbTe BO3MOXKHOCTD ypaBieHus: komMmyTaTopoM co cranuumii [1IK U TTK1
telnet 192.168.37.111

3anuiuTe, YTO BBl HAOIIO1aeTe

Y,Z[aJ'II/ITe CCTh, U3 KOTOpOfI pa3peuicHo yIIpaBJICHUEC KOMMYTATOPOM
delete trusted _host network 192.168.37.0/24

Buumanmne! [locne coznanus [P-agpecoB 1OBEpeHHBIX CTAHLIMN WU CETEN yIpaBiIeHUs yIPaBICHHUE
KoMMmyTaTopoM depe3 Web-unrtepdeiitic nnm uepes Telnet OymeT 70CTYTHO TOIBKO € ATUX CTAHIIUMA
i ceteil. MakcuManbHOE KOJIMYeCTBO 00bekTOB ympasneHus — 10.

2. BxitoueHue pexxuMa muppoBaHus Maposiel yYeTHBIX 3anuceil B KOH(QUTYPalMOHHBIX popMax

11.

12.
13.

14.
15.

16.
17.

18.

19.

13.
14.

Co3naiiTe y4eTHYIO 3amuch MoJib30Baress swadmin create account admin
swadmin

[TocMoTpHUTE CO3MaHHYIO YUETHYIO 3allHCh show account

[TocmoTpute nHpOpMaLMIO U CIOCOO XpaHeHUs Naposiell B KOH(GUTrypallMoHHOM (aiine

show config current_config

BxurounTe xpanenue napoeit B ammdppoBanHoM Bune  enable password encryption
[TocmoTpuTe THPOPMALIUIO U CITOCOO XpaHEHUs TTapoJieil B KOH(PUTypallHOHHOM (aiiie
show config current_config

OTkMI0UUTE PeKUM MUPPOBAHUS MApOJIEH disable password encryption
Jemudpyiite naponb yueTHoi 3anucu swadmin B KOH(UTYypallMOHHOM (aiine

config account swadmin encrypt plain_text dlink

[TocMoTpHTE BHIOIHEHHE ACTTU(PPOBAHHS

show config current_config

3anuimre, 4YTo BbI HAOJIIOMaeTe

3. Hacrpotiika Web-koucomu (o mporokoiy SSL)

Bxumtounte pexxum SSL (mpu 3TOM aBTOMaTH4ecku Oyzaer oTkimodeH pexxum Web) enable ssl
[ToripoOyiiTe 3aiiTh Ha caiT yepe3 koncoab SSL https://192.168.37.111
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15. Kaxkoii BbI cetaere BBIBOI?

3anummure
4. Hacrtpotiika Secure Console (SSH)

6. Bxmounre ¢pynknuo SSH enable ssh

7. TlpoBepbTe BKIIIOUYEHHE BCTPOSHHOTO cepBepa SSH show ssh server

8. Msmenute mnepuon BpeMeHH cMeHBl kimoued SSH (1o ymomyaHuio KJIIOYM HHKOT/Ia He
U3MEHSIOTCS) config ssh server_rekey 10min

9. CkoHburypupyiTe HACTpPOWKH mojb3oBareiss SSH (ydeTHas 3amuch TOJB30BATENs YKe
JIOJKHA OBITH CO3/1aHa) config ssh user dlink authmode
password

10. IIpoBepbTe BOBMOKHOCTh YIPABICHHUS KOMMYTaTopoM uepe3 SSH-KoHCOIb.
3anoHATE B TETPAIN TAOIHILY.

Komangnma Haznauenue

create trusted host

show trusted host

delete trusted host ipaddr

create trusted host network

delete trusted host network

create account

show account

show config current_config

disable password encryption

enable ssl

enable ssh

show ssh server

config ssh server_rekey 10min

®opma npeacTaBlieHUs: pe3yJbTaTa: OTYET B TETPaIn

Kpurepun onenkn:

«5» - mabopaTopHasi paboTa BHITIOJHEHA MMOJTHOCTHIO, ITAIbI BHITOJIHEHUS pabOThI, aITOPUTMBI U
TEOPETUIECKHIA MaTepHall 3alMCaHbl B TETPA/lb, CTYICHT OTBEYAET HA BCE BOTPOCHI MPETIOAaBATEIS 1O
Teme padoThI.

«4y - nabopaTopHasi paboTa BBINOJIHEHA TTOJHOCTBIO, ATAIbI BBIMOTHEHUS PAOOTHI, aITOPUTMBI U
TEOPETUUECKHI MaTepHall He MOTHOCTHIO 3aMMCaHbl B TETPalb, CTYACHT 3aTPYIHSIETCS OTBEYATh Ha
BOTIPOCHI MTPETIOIaBaTeNs 0 TeME PaOOTHI.

«3» - mabopaTtopHas pabora BeinoaHeHa Ha 70% u 6oJee, HTanbl BBIMOTHEHUS pabOThI, aJro-
PUTMBI M TEOPETUYECKUI MaTepHall 3aliCaHbl B TETPAIb HE B TIOJTHOM 00bEME, CTYJCHT HE OTBEUACT
Ha BCE BOINPOCHI MIPEI0IaBaTeNs M0 TeMe pabOThI.

«2» - nabopartopHast paboTa BeimoaHeHa MeHe 70%.
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Tema 2.2 CeTeBble apXUTEKTYPbI

JlaGopaTopnas paGora Ne 13
Komanael MoHUTOpHUHTa
Ilesib padoThHI: M3YyYUTH OCHOBHBIC KOMAH/Ibl MOHMTOPUHIa paboThl KoMMyTaTopoB D-Link.

Boinosnus padory, Bel Oyjaere:
ymemy:

-IIpPUMCHATH OCHOBHBIC KOMAaHAbl MOHUTOPUHI'A KOMHBIOTepHOﬁ CCTH.

MarepuasibHoe o0ecnieueHue:

Kommyrarop DES-3828 1 wr.

Pabouas crannus 2 IIT.

KonconbHbi kadennb 1 mT.

KaGenp Ethernet 2 WIT.
3amanmne:

1 [TocTpoiiTe TOMOJIOTHUIO CETH.
2 BhINONHUTE HACTPOMKY KOMMYTaTOpa.

DES 3828 IP: 192.168.37.111

N . Sisas ssssss m=

: MopT2 MopT 21
KoHConbHbIN
kabens Kabenb
Ethernet
= =
MK MnK1
IP: 192.168.37.101 IP: 192.168.37.102

KpaTKne TCOPETUICCKHUE CBCACHUA

MoHuTOpUHT pabOTOCTIOCOOHOCTH KOMITBIOTEPHOM CETH SIBJISIETCSI OUYEHb BAXXHBIM AJIEMEHTOM
yrpaBieHus ceThio. OH MO3BOMSIET OBICTPO JIOKATH30BaTh MpoOieMy, HaWTH UCTOYHUK cOos. [lo-
CMOTPETH 3arpy3Ky CETH, OIICHUTh BO3MOKHOCTh MACIITAOUPOBAHUS CETH.

IHopsinok BbINMOIHEHHs PA0OTHI:

HOCMOTpI/ITe CTaTUCTHUKY O IMAaKETax, N€p€aaBacMbIX U IPUHUMACMBIX ITIOPTOM 2 KOMMYTAaTopa:
show packet ports 2

Ilpumeuanue: oanHas KOManOa NO360.sem Onpeodesimy KOIUYeCmeeHHble XapaKmepucmuku nepeoa-
8aeMblX 00HOAOPECHBLX, MHO20AOPECHBIX U WUPOKOBEUAMelbHbIX NaKemos. B ciyuae 6o3nuxknogenus
6 cemu OONBLUIO2O KOAUHECMBA WUPOKogewamenvbHoco mpaguxa (bonree 15% om nepedasaemoco),
HeobX00umo nposecmu ananus cemu Ha Hanuuue DOS-amaku unu neucnpasHocmu.

[TocmoTpuTe cTaTUCTUKY 00 OIIMOKaxX MepeaaBaeMblX U MPUHUMAEMbIX TOPTOM MaKETOB:
show error ports 2
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Ipumeuanue: oanHas KoManoa nO360Jasiem onpeoesims OWUOKY nepeoasaemvix OAHHbIX U JOKAIUZ0-
8amuv npodIeMvl 8 KOMMYMUPYeMOU cemu.

O'-H/ICTI/ITG CYETYMKU CTATUCTUKHU HA IOpTC:
clear counters ports 2

Ilpumeuanue: 6 cnyyae ycmpameHus 8bla61eHHbIX OUUOOK UIU NPOBEPKU OMUEMA 3a2pY3KU NOPMO8,
MOJCHO OOHYIUMD Yemapesuiue OanHble.

ITocmotpute 3arpy3ky LIITY kommyratopa:
show utilization cpu

Buumanmue: B cinyuae muurensHoi 3arpy3ku CPU 6onee 90%-100% HeoOX01uMO TPOBEPUTH
CIIEYIOIINE XapaKTEPUCTUKU:

1. Bo3aMokHbBIE aTaku HA KOMMYTaTop, HeMpaBUiIbHas HacTpolika ceT. JlanHas mpoobiie-
Ma MOXeT ObITh pelieHa nyTéM BriIroueHus GpyHkiuu Safeguard Engine.

2. HenpaBunwsHas Hactpoiika ACL unm npyrux QyHKIUNA KOMMYTaTOpa, BIUSIOMIMX Ha
MPOU3BOAUTENBHOCTD U padboty CPU.

3. HexoppextHas pabota 10 (Firmware) kommyTaropa mnpu paboTe HEKOTOPBIX (DyHK-
. JlanHas mpobiema MoxeT ObITh pemeHa myréM ooHosinenus [10 kommyTaropa.

[TocMoTpuTe 3arpy3Ky MOpTOB KOMMYTATOpa:
show utilization ports

ngMel{aHue: C NOMOULbIO OAHHOU KOMAHObL MOINCHO nocmompembs 3acpy3Ky nopmoe Kommymanmopa
U 00veM NPUHUMAEMO20 U NEPedasaemo20 UM mpagpuka 8 CeKyHoy.

[TocmoTpute xKypHan paboTsl KOMMYTaTOpa:

show log

[TocmoTpuTe xypHa paboTbl KOMMYyTaTOpa ¢ onpeaeneHHoro uuaexca (ID):

show log index 5

Ouucrture XypHan paboThI:
clear log

HpOTeCTI/Ipyf/'ITe COCTOAHUEC MEAHBIX Ka6en6171, HOI[KJII-O‘{éHHLIX K IIOpTaM KOMMYTaTopa:
cable_diag ports all

IIpumeyanue: Oannas GyHKYus no3eonsem onpeoerums COCmosHue nap, NOOKNOUYEHHO20 K NOpmy
KOMMYymamopa mMeoHo20 Kabens, a makaice e2o 0nuny. Qyukyus onpedeisiem ciedyioujue nospexcoe-
Hus kabens: pasomkuymas yens (Open Circuit) u kopomkoe 3amvikanue (Short Circuit).

®opma npeacTaBaeHus pe3yJabTaTa: OTUYET B TETPAIU

Kpurepun ouenku:

«5» - nabopaTopHas paboTa BBIIIOJHEHA MTOTHOCTHIO, STAIbl BHIITOJHEHUS PaOOThI, aITOPUTMBI U
TEOPETUYECKUI MaTepHall 3allCaHbl B TETPa/ib, CTYIEHT OTBEUYAET HA BCE BOMPOCHI MPETOAaBaTENs MO
TeMe paboThI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA MOTHOCTHIO, STAIbl BHIITIOJHEHUS PaOOTHI, aITOPUTMBI U
TEOPETUIECKHUIA MaTepHall He IOJTHOCTHIO 3aIMCaHbl B TETPaJlb, CTYJACHT 3aTPYIHSAETCS OTBEYaTh Ha
BOIIPOCHI MTPETo1aBaTess o TeMe PabOTHlI.

«3» - naboparopHas paboTa BeimoigHeHa Ha 70% u OoJiee, STanbl BRIMOTHEHUS PaOOTHI, aliro-
PUTMBI U TEOPETUUECKUI MaTepual 3arrcalbl B TETPab HE B IIOJIHOM 00beMe, CTYACHT He OTBEYaeT
Ha BCE BOIPOCHI MPEIOIaBaTENs 10 TEME paOOTHI.

«2» - nabopaTtopHas pabora BbinoaHeHa MeHe 70%.
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Tema 2.2 CereBble apXUTEKTYpHI

Jladoparopnasi padora Ne 14
Criucku ynpasJieHHs JOCTYIIOM

Heab padoTbl: Ha kommyTaTope D-Link HacTpouTh CIMCKU yHpaBIeHUs TOCTYIIOM, HCHOIb3YS
B KauecTBe kpurepues ¢pmibrpauuu MAC- aapec.

Boinosinus pa6ory, Bel Oynere:

ymems.

-HaCTpaWBaTh CIUCKU YIPABICHUS JOCTYIIOM, HCIIONB3ys B Ka4eCTBE KpPUTEPHUEB (DHUIbTpALIUN
MAC- anpec.

MarepuajibHoe o0ecnieueHue:

Kommyrarop DES-3528 1 wr.

Pabouyas crannms 3 mT.

KoHconbHEbI Kabeab 1 1T,

KabGeins Ethernet 3 .

HHuTtepHeT-nu103 1 wr.
3aganue:

1 ITocTpoiiTe TOMOJIOTUIO CETH.

2 BeINoaHUTE HACTPOUKY KOMMYTATOpA.

MisTepset-winws
IP; 10.1.1.25424

MAC; 00-50-BA-09.99.09
% «

KommyTarop 1 MNopr 1 1K1 MK2: gocryn
& B VMTepseT paspediem

e
&) e aed

aan
: _--.u—y;{a.-\.f..a__»ﬂxx@.-ut @ ol [

- » Dpyrwe NK. pocryn
Nopt 2 li‘:w 4 MNopr 26 B MiTepmeT sanpeujen
1 Mne2 K3
P, 10.1.1.100/24 P 10.1.1.10124 IP: 10.1.1.10324
MAC: 00-50-ba-11-11-11  MAC: 00-50-ba-22-22-22 MAC: 00-50-ba-33-33-33

KpaTrkue TeopeTnyeckue cBeieHUs:

Crnucku ympasinenus nocrynom (Access Control List, ACL) sBnsroTcst cpeacTBoM GuibTpa-
[IUU TIOTOKOB JIaHHBIX 0€3 MOTepH MPOU3BOJUTENBHOCTH, T.K. IPOBEPKA COJAEPKUMOTO MAKETOB JaH-
HBIX BBIIIOJIHAETCS Ha allapaTHOM ypoBHE. OWIbTPYs MOTOKU AAHHBIX, aMUHUCTPATOP MOKET Orpa-
HUYHUTH THUMBl NPUIIOKEHUH, pa3pelI€HHBIX ISl MCHOJb30BaHUSA B CETHU, KOHTPOJIUPOBATH JOCTYII
II0JIb30BATENEN K CETH U ONPEAEIATh yCTPONUCTBA, K KOTOPBIM OHU MOTyT noakitouatecs. Taxke ACL
MOTYT MCIIOJIB30BAaThCs AJs onpezeneHus noautuku QoS, myréM kiaccupukanuu tpapuka u nepe-
OIpEEIICHUS €r0 IPUOPUTETA.

ACL mnpencraBisitoT coO0l IMOCIe0BaTENbHOCTh YCIOBHM MPOBEPKU NapaMeTpOB MaKETOB
naHHbIX. Korja cooOrienust mocTynaoT Ha BXOAHOM HHTepdelic, KOMMyTaTop MpOBEPSIET MapaMmeTphbl
MaKEeTOB JJAHHBIX HA COBIAJIEHUE C KPUTEpUsIMHU QuiibTpanuu, onpeaenéHusiMu B ACL u BeimonHsier
HaJI MaKkeTaMu OJIHO 3 aeicTBuit: Permit (Paspemmts) mnu Deny (3anpetuts).

Crucku ynpaBlieHUSI JOCTYIIOM cocTOSIT U3 npoduiueit goctyna (Access Profile) u mpasun
(Rule). ITpodunm noctymna onpenensioT TUIIBI KpUTEPHEB (PUIBTPAIMH, KOTOPbIE TOJHKHBI IPOBEPSITh-
cs B makete AaHHbIX (MAC-anpec, [P-anpec, Homep nopta, VLAN u T.11.), a B IpaBMIax yKa3blBalOT-
Csl HENOCPECTBEHHBIEC 3HAUCHUs UX napameTpoB. Kaxxaslit mpoduiab MOXKET COCTOSATh M3 MHOXKECTBA
paBuil.
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B xommyratopax D-Link cymectByer Tpu Tuna npodwuneit moctyma: Ethernet, IP u Packet
Content Filtering (¢punbTpanus no coaepxumMomy nakera).

Iopsiaok BbINOIHEHUS PA0OTHI:
Pazpemute nonwszoBatensim [IK1 u TIK2 pgoctynm B MHTEpHET, OCTaJIbHBIM MOJIb30BATEISAM
noctyn B MaTepHeT 3anperuts. [lonb3oBarenu uaeHTudumpyrorcs no MAC-aapecam uX KOMITbIO-
TEPOB.

[IpaBuia:
Ilpasuno 1.

Eciiu MAC-anpec naznauenus = MAC-anpecy Unrtepuer-unioza u MAC-aapec ucrounnka = [1K1,
pa3pelunTh;

Eciiu MAC-anpec naznauenus = MAC-anpecy Unrtepuer-uutoza u MAC-aapec ucrounnka = [1K2,
pa3pelInTh;

Ilpasuno 2:

Ecniu MAC-anpec naznauenus = MAC-aapecy MHTepHET-11UTI03a, 3aIIPETUTH;

Ilpasuno 3:

Wuade, 1o yMOTYaHUIO pa3peliuTh JOCTYII BCEM y3J1aM.

Buumanue! 3amennre ykazanubie B komanaax MAC-aapeca Ha peanbuble MAC-aapeca
padounx cranuuii 1 UHTEepHeT-1LII03A.

Ilpasuno 1

Coznaiite nmpoduib qoctyna 10:

create access profile profile id 10 profile name 10 ethernet
source mac FF-FF-FF-FF-FF-FF destination mac FF-FF-FF-FF-FF-FF

Coszmaitre paBuiio ais npoduis 10, pazpemaroniee goctyn 1K1, moakmou€nnoro k mopry 2, B UH-
TEpPHET:

config access profile profile id 10 add access id 11 ethernet

source mac 00-50-ba-11-11-11 destination mac 00-50-ba-99-99-99 port
2 permit

Cospaiite mpasuio 1 npoduis 10, paspematomee noctyn [1K2, nogkimouenHoro k nopry 8, B n-
TEpHET:

config access profile profile id 10 add access_id 12 ethernet

source mac 00-50-ba-22-22-22 destination mac 00-50-ba-99-99-99 port
8 permit

IIpasuno 2

Cozpaiite npoduis nocrymna 20:

create access profile profile id 11 profile name 20 ethernet desti-
nation mac FF-FF-FF-FF-FF-FF

Coznaiite mpasuio ais npoduis 20, 3anperniaroliee JOCTYI OCTaTbHBIM MOJIb30BaTesM B IHTepHeT:
config access profile profile id 11 add access id 21 ethernet desti-
nation mac 00-50-ba-99-99-99 port 1-10 deny

IIpasuno 3
Paspemmre Bce ocranbHOE:
Buinonnaemcs no ymoauanuio

[TpoBepbTe cozmannbie mpodrmm ACL:
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show access profile

Yro BeI HAOmMoAaeTe? CKOIbKO TpodrIIe co3/1aH0, CKOJIBKO B HUX MPaBUII?

IToaxmounte cranumu 11K1 u I1K2, kak mmoka3ano Ha cxeme
[porectupyiite coenuuenue 10 MHTEpHET-1LTI03a KOMaH10# Ping.
Yro BBI HaOIOMAETE?

[Toaxmouute emé ogHy padouyro crannuto, win noakaounte [1K1 u I1K2 k npyrum nopram u mo-
npoOyiTe MOTYYUTh AOCTYN K MHTEpHEeT-IUTI03Y.
UYro BBl HaOMOAaeTe? 3aMUIIUTE, TOYEMY TaK IPOUCXOAUT?

VY nanute npaBwiio u3 npoduis (Hanpumep, ais otkaodenus [IK2 ot MaTepHeT):
config access profile profile id 10 delete access id 12

VY namure npopmins ACL (Hanpumep, paspemraromuii goctyn B Mateprer crarmusm [TK1 u T1K2):
delete access profile profile id 10

Vnanmute Bce npodunu ACL.:
delete access profile all

®opma npeacTaBieHus pe3yJbTaTa: OTUYET B TETPAaU

Kpurepum ouenku:

«5» - mabopaTopHas paboTa BBIITOIHEHA MTOTHOCTHIO, STAIBl BBITOIHEHUS PA0OTHI, AITOPUTMBI U
TEOPETUYECKUI MaTepHall 3aliCaHbl B TETPa/ib, CTYIEHT OTBEUYAET Ha BCE BOMPOCHI MPEToAaBaTelis Mo
TeMe pabOThI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA MOJHOCTHIO, 3TAlbl BHIIIOJHEHUS PaOOThI, aITOPUTMBI U
TEOPETUYECKHI MaTepHall HE TOJTHOCTHIO 3aIMCaHbl B TETPAJIb, CTYJCHT 3aTPYIHSACTCS OTBEYaTh Ha
BOIIPOCHI MTPEToiaBaTess Mo TeMe PabOThlI.

«3» - naboparopHas paboTa BeinojgHeHa Ha 70% u OoJiee, FTanbl BHIMOTHEHUS PabOTHI, anro-
PUTMBI U TEOPETUUECKUI MaTepual 3alucaHbl B TETPajb HE B IOJHOM 00beMe, CTYJCHT HE OTBEYaeT
Ha BCE BOIMPOCHI MTPEIOIaBaTENs 10 TEME PaOOTHI.

«2» - nabopaTopHas pabota BbloHeHa MeHe 70%.
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