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1 OBIIASA XAPAKTEPUCTUKA PABOYEN ITPOT'PAMMBI TIPO®ECCHOHAJIBHOT'O
MOAYJSA IIM. 05 OBCIHYXHUBAHUE CPEIACTB 3AIIUTHBI HMHP®OPMALIMUA B
KOMIIBIOTEPHBIX CUCTEMAX U CETAX

1.1 Leab 1 MecTO MOAYJISI B CTPYKTYpe 00pa3oBaTeIbHOI MPOorpaMMbl

PabGouast mporpamma npodeccHOHaTBHOTO MOAYIIS SIBISETCS YacThl0 MPO(ECCHOHANBHOTO IUKJIA
IIPOrpaMMbl MOATOTOBKHU CIELMAIUCTOB cpenHero 3BeHa no crneuunanbHoctd 09.02.01 KommbroTepHbie
CHCTEeMBI U KOMIUIEKCHI. Pabodast mporpamMma coctaBiieHa AJ1si O9HOU (GOPMBI O0yUIEHUS.

Llens mpodeccHoHaIbHOrO MOAYJS: OBIAJEHHE BHJOM JCSITEIBHOCTH OOCIYXKMBAaHUE CPEICTB
3aMUTHl HHYOPMALMH B KOMITBIOTEPHBIX CHCTEMaX U CETSIX.

Monayns «I[IM. 05 ObcnyxuBaHue CpeACTB 3alIUTHI HH(YOPMAIMK B KOMIBIOTEPHBIX CHCTEMAxX U
CeTSIX» BKIIOUCH B BAPUAMUBHYIO UACMb 00PA308AMENbHOU NPOSPAMMbL, DOPpMUPYeMOll Noo 3anpoc
yKazamv HaUMeHO8anue NPeonpusmus napmHepa.

1.2 Ilepevyenn MuIaHNpPyeMbIX pPe3yJIbTATOB OCBOECHHS NMPO(PecCHOHAIBLHOT0 MOLYJIsI
Pe3ynbpTaThl 0cBOEHMSI IPOPECCHOHATBHOIO MOYJISl COOTHOCSTCS C INIAHUPYEMBIMU pe3yJbTaTaMu

OCBOCHHS 00pa30BaTENILHON MPOTPaMMBI, TpeacTaBIeHHbIME B pasnene 4 [TIICC3.

TpeGoBaHust K pe3ysbTaTaM OCBOCHUS MOIYJIsS

Kon Haumenoeanue suoa oesamenvHocmu u nPopheccuoHaIbHbIX KOMnemeHyuil

B/ S OO6cinyXxMBaHUE CPE/ICTB 3aIIUTHI HHPOPMALIMU B KOMIIBIOTEPHBIX CUCTEMAX M CETSIX

IIK 5.1 ObecneunBaTh 3alMTY UHPOPMAIIUU B CETU C UCIOIb30BAaHUEM IPOrPaMMHO-aNapaTHIX
CPEICTB

IIK 5.2. BoinonHATe 00CIyXMBaHUE MPOrPaMMHO-AIAPATHBIX CPEICTB 3alllUThl MH(OpPMALUK B
OIIEPALIMOHHBIX CUCTEMAX U KOMIIBIOTEPHBIX CETIX

Kona Haumenosanue obuiux komnemenyuil

OK 01 BeiOupate cnocoObl pemieHds 3agad  NPOECCHOHANBHOW JESTEIbHOCTH IPUMEHHUTENBHO K
pa3aNYHBIM KOHTEKCTaM

OK 02 Hcnonb30BaTh COBpPEMEHHBIC CPEJCTBAa IIOKMCKA, aHaIM3a ¥ HMHTEpIpeTalud WHPOpPMAIUN |
WHQOPMaIIMOHHBIE TEXHOJIOTHH JIJIsl BBIMOIHEHHS 33124 MPO(peCcCHOHATLHON IeATETbHOCTH

OK 03 [lnanupoBaTe M peEaNn30BBIBATH COOCTBEHHOE NPO(ECCHOHAIBHOE W JIMYHOCTHOE pa3BUTHE,
NPEANPUHUMATEIBCKYIO JAEATENBHOCTh B MPOQeCCHOHANBHONW cdepe, HCHONb30BaTh 3HAHUS 10
NPaBOBOM M (PMHAHCOBOI IPAMOTHOCTH B Pa3IMYHBIX JKU3HEHHBIX CUTYAIHSIX;

dopmupyemble 001Me KOMIETEHIMM HHTerpupoBaHbl ¢ 3asBigembiMu HIIO «Anapounnas
TEXHUKa» OOOOLIEHHBIMH  TOBEACHYECKMMH MOJENSIMU  CIHElHaJucTa Ha pabodeM  MecTe
(KOprIOpaTUBHBIMHM KOMITETEHITUSIMU):

Kon Haumenosanue obuiux komnemenyui
KK 1 Pemenne npodeccnoHabHBIX 3a1a4
KK 2 IlmaHrpoBaHue U OpraHu3anus AesITeIbHOCTH

B pesynbrare ocBoeHus MPo(ecCHOHATBHOTO MOYJIsl 00yYaroIUCs:

Ve UK Pe3ynbrarsl ocBOEHUA
Bnaneet HaBbIKaMU VYMeeT 3Haer

[1KS.1.1 Omnpenenser|H5.1.1 Ob6ecneuenusn|y 5.1.1 HacrpauBats3 5.1./ TpeOoBaHus K
YSI3BUMOCTH  3alIUTBI  B|LEJIOCTHOCTU ctek npoTokosoB TCP/IP [KoMIIbIOTEPHBIM CETSIM.
KOMITBIOTEPHBIX pe3epBUPOBAHUS
CUCTEMAX U CETSIX. nHpopManuu, 6e30MacHOro

XpaHeHHs U Hepefadu

nH(pOpMaIUU B

r7100aNbHBIX U JIOKQJIBHBIX
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CETHX.

[1K5.1.2 OGecneunBaer
3amuTy WHPOpPMalUU B
CeTH C HCIIOJIB30BAHUEM
POTPaMMHBIX CPE/ICTB

H5. 1.2 BemmonHeHus
[MOMCKA U YCTPAHECHUS
po0JieM B KOMITIOTEPHBIX
CEeTAX, OTCICKUBAHUS
[MAKETOB B CETU U
HaCTPOUKHU IIPOrpaMMHO-
aIrmapaTHbIX MEKCETEBBIX

YV 5.1.2 MHcnoons3oBath
BCTPOCHHBIC YTHIIATHI
OTICPAIIMOHHON CUCTEMBI

3 5.1.2 TpebGoBanus x
ceTeBOol 0e30acHOCTH

PKpaHOB.
[1K5.1.3 Oo6ecneunBaet|H5. 1.3 Hacrpoiikuy 5.1.3 3 5.1.3 llpuuunbl
3amuTy WHPOPMAIUU BMEXaHU3MOB  (uiIbTpanuu|/lnarHocTupoBaTh CETEBBbIX OTKA30B
CeTH C HCIOJIb30BaHUEM[Tpadruka Ha 0a3e CIHCKOB[PabOTOCIOCOOHOCTh CETH
arnmapaTHBIX CPE/ICTB koutpouis noctymna (ACL).

[IK 5.2.1. Cosmemaet|H5.2.1 O0cnyxuBaHus YV 521 TecrupoBarb3 5.2.1 Apxutekrypy u
[UIAHUPYEMbIE  TPOCTOU|CETeBOM MHPPACTPYKTYPHI, |Kabenu u|QpyHKIMH CUCTEM
C HE IJITAHUPYCSMBIMHU. BOCCTAHABIIMBAHUS KOMMYHHKAITIOHHBIC VIIPaBICHUS CETSIMH,
paboTOCIIOCOOHOCTH CETH  |YCTPOHCTBA CTaHapThI CUCTEM
rocie coosl. YIIpaBJICHUS.

[IK 5.2.2 IlpoBoaut|H5.2.2 Buenpenus|y  5.2.2  OnuceiBatsb|3 5.2.2 IIpaBuna
HOPMAaTUBHO- MEXaHH3MOB CCTCBOW|KOHIICTIIIHN CETEeBOMPKCILTYaTallK
TOKYMEHTAI[MOHHOE 0€30MacCHOCTH C MOMOIIbIO|0E30MaCHOCTH TEXHUYECKUX CpEICTB
COITPOBOKIICHHE K/MEKCETEBbIX IKPaHOB ceTeBOt
KauecTBy  pabor u UHGPACTPYKTYPHI
TPOIYKITHH
[IK 5.2.3. Omnpenenser|H5.2.3 Buenpenus|y  5.2.3  IIpoBoauts|3 5.2.3 Cpenctsa
KaTeropuu pabodux HaTEXHOJIOTUU VPN.|ayaut CETeBOWMOHUTOPUHTA M aHAJIN3a
y4acTKax Hactpausate [P-Tenedons! MHPpacTpyKTyphI JIOKaJIbHBIX CETEN
OK 01.1 Omnpenenser Yo 01.01 pacno3naBaTh
npo¢eCCHOHATBHYIO 3ajady W/Miau mpoliemy
3a1aqy c y4ETOM B IpodeccnoHaIbHOM
npoeCCHOHATBHOTO U u/Wiu COLIMaTIbHOM
COLIMAJILHOTO KOHTEKCTA, KOHTEKCTE;
COCTaBJIACT IIaH Yo 01.02 ananuzupoBaTh(30 01.02 MOPAIOK
NENCTBUI TSt e 3a7auy W/WIM IPOOJIEMY|OLEHKH pE3yIbTATOB
PCIICHUA, PEAIN3YET €TO, u BBIJCTISTh eépeleHus 3a7a4
B TOM 4YHCIE C y4ETOM COCTABHBIE YaCTH; npoeccuoHaIbHOM
M3MCHAIOMMXCA JEeATEJILHOCTH;
YCIOBHH, 1 OLEHMBACT Vo 01.03 onpenensrs
PCSYILTATBL  PCIHCHHA STarbl PENIEHNs 3a/1a4H;
MpO(eccHOHabHOM Yo 01.04 cocraBusaTh
padaTa [JIaH JICUCTBUN;

Yo 01.05 onpenensath

HE0OXO0IUMBIE PECYPCHI;

Yo 01.06 peanu3oBbIBaTh

COCTaBJICHHBIH TIJIaH;
OK 01.2 Ocymectusier Yo 01.08 BousBiare u3o 01.03  ocHOBHbIE

MTOUCK nH(popmManumy,
HEO00XO0IUMOM ISt
pEIICHUS 3a7a4dl  |/WIH
poOIEMBI.

A exTuBHO HCKaTh
H(pOpMaIIHIO,
HEOOXOIUMYIO IUIA

pelieHns 3a7add W/ Uiu

WCTOYHUKU HH(MOpMaLUN
U PeCypcChl IJi PEIIeHUs
3ajady W mpodiieM B
pohecCuoHaTEHOM




poOJIEeMBI;

/A COLIMAJIBHOM
KOHTEKCTE;

OK 01.3 lemoHCcTpUpyET
HaBBIKM  PabOThI B
npoecCHOHANBHOU U
CMEXHBIX chepax.

Yo 01.09 BIIAJIETh
aKTYaJIbHBIMH METOJIaMH
paboThI B
npodeccHoHaIbHOH |
CMEXHBIX chepax;

30 01.04 anropurmsl
BBIIIOJIHEHUSI  paboOT B
npohecCuOHATBLHOM "
CMEKHBIX 00JIaCTSX;

30 01.05 meToas! paboThI
B MpOoQeCcCHOHATBHON U
CMEXHBIX chepax;

OK 02.1 Onmnpenenser
337241 W MCTOYHHMKH
IIOUCKa B 3aiABJICHHBbIX|
YCIOBUSX

Yo 02.01 omnpenensth
3amayn  JUIs  TIOMCKa
nH(pOpMAIIHH;

Yo 02.02 onpenensaTh
HEOOXOJIMMEIS
HCTOYHUKHU

UHpOpMaLNK;

Yo 02.03 mnnaHupoBaTh
IpoLIeCcC NIOUCKa;

30 02.01 HOMeEHKHaTypy
UH(POPMAIMOHHBIX
VCTOYHHKOB,
IPUMEHSIEMBIX B
pohecCuOHATBLHOM
NeSITeIIbHOCTH;

OK 02.2 Ananusupyer u
CTPYKTYpUPYET
[OJIy4aeMyto
UH(OPMALIHIO,
oopmisieT pe3ynbTaThl
MOWCKa UHPOPMALUU

Yo 02.04
CTPYKTYypUpPOBAaTh
HOJy4aeMYI0
UH(POPMALIUIO; BBIACTATH
HauOoJjiee 3HAUYMMOE B
nepeyHe UH(popMaluy;

30 02.02 MIpUEMBbI
CTPYKTYpHUPOBAHHS
uHpopmanuu;

Yo 02.05 ouenuBath
MMPAKTUYECKYIO
3HAUMMOCTb PE3yJIbTaTOB
MOVCKa;

Yo 02.06 odopmasaTh

30 02.03 dopmar
odopmITeHUS
pe3ysIbTaToB MIOMCKa
uH(pOopMaIuy;

pe3ybTaThl MOMCKa,

MIPUMCHSIT cpencTaa

UH(GOPMaIMOHHBIX

TEXHOJIOTHI1 JUTA

peleHus

Mpo¢heCcCHOHATBHBIX

3aay;
OK 02.3 Hcnons3yer Yo 02.07 ucnons3oBatb30 02.04 coBpeMeHHBIE
nH(pOpMaIMOHHBIE COBPEMEHHOE CpEeICTBA M YCTPOMCTBA
TEXHOJIOTUHI " [pPOrpaMMHOE uH(pOpMaTU3aIINH,
COBPEMEHHOE oOecrieyeHue; MOPSAAOK MX TMPUMEHEHHUS
pOTrpaMMHOE U IporpaMMHOe
obecrieueHne npu obecrieueHue B
peleHnH npodeccuoHaIbHON
npodeCcCHOHATBLHBIX NesTeIbHOCTH B TOM
3agau YHCIIe C MCIOJIb30BAaHHEM

IU(POBBIX CPEJICTB;

Yo 02.08 ucnoib3oBaTh
paznuuHble  HU(POBHIE
CpeICTBa ISl PEIICHHUS
Mpo¢eCCHOHATHHBIX

30 02.05 HOPMBI
nH(OpMaLIMOHHON
0e301acHOCTH npu
UCIIOJIb30BaHUU




3a1ay4;

nH(pOpMaImoHHO-

Ky.HBTypy
0€e30I1aCHOCTH
WCTIOJIb30BAHUU

H(pOpPMAIIMOHHO-

TEXHOJIOTHI;

uH()OpMaAITMOHHON

KOMMYHHKAaIIMOHHBIX

Yo 02.09 nposBasTKOMMYHUKAIIMOHHBIX

TEXHOJIOTHIA;

pu

OK 03.1 Bnaneet
coJlepyKaHuEM
AKTyaJIbHOM
HOPMAaTUBHO-IIPABOBOU
TOKyMEHTaluu B
MpoQecCHOHAIbHON
eATEIbHOCTH,
COBPEMEHHOM  HAY4YHOU
npodeccuoHanbHOM
TEPMHHOJIOTUEH

30 03.01 conepxanue

aKTyaJIbHOM
HOPMAaTHUBHO-ITPABOBOM
JOKYMCHTAIIUU,
Yo 03.02 npumensats30 03.02 coBpeMEHHYIO
COBPEMCHHYIO HAy4YHYIO|HAYYHYIO u
po(heCCUOHATILHYIO po(heCcCHOHATLHYIO
TEPMUHOJIOTHIO. TEPMHUHOJIOTHIO.

1.3 TpynoemkocTh npoheccCHOHATBLHOT0 MOTYJIsI

HaumMeHoBaHUe COCTABHBIX .
N B 1.4. B popMe npaKkTHUECKOM
yacTe nNpodeccuoHaILHOr0 O0beM B yacax
NOArOTOBKH
MOYJIst

Teopernueckue 3aHATUA 48
[IpakTHyeckue 3aHATUSL HE MPelyCMOTPEHO
JIaGopaTopHbIe 3aHATUS 84 84
Kypcogas pabota (poekT) HE TIPETYCMOTPEHO
Koncynbranuu 12
CamocrosTenbHas pabora 8
[IpakTuka, B T.4.: 72
yueOHast 36
[IPOU3BOJICTBEHHAS 36
[IpomexyTouHas aTTecTanus 12
Bcero 236




2 CTPYKTYPA U COIEPKXAHHUE INPO®PECCHOHAJIBHOI'O MOAVYJIA IIM.0S OBCIAYXHUBAHHUE CPEIACTB 3AINUTDHI
NHOOPMALIMN B KOMIIBIOTEPHBIX CUCTEMAX U CETAX

2.1 Crpykrypa npogdeccuonaibaoro moayJsi IIM.05 ObcayxuBaHue cpeAcTB 3alMTHI HHPOPMALMH B KOMIIBIOTEPHBIX CHCTEMAaX H CeTAX

. O0bem npogeccHoHaIBHOI0 MOAYJIfA, YAC.
DopMBbI IPOMEKYTOYHOM C
¢ npenojasareiemM IIp
arrecrauuu (cemecrp)
a B TOM 4YHcCJIe oM
M B 1 KY K K
oc mnpa a pc (] yTO
T KTH 0 OB H
o YH
qec . 0 oM c
a KO p | mp | y| *
Te 7 pa a oe n | AarT
Oo0Bbem I o K T KT b ecT
3 | du Ky | Ky o1n b Iro 1 0 ( T
Konpr HaumeHnoBanusi pa3aesion 3 pc | pco qac’c " B ge I% an
OK/IIK npodeccuonaabHoro momy.asi/MJIK K |a | od OB | BHI TOB | JICKIL CK p & a ns
3a q ep. Bie e y4eTOM a ce Ke uu, " H oT 1
Me | € | 3a4 TIPaKTH ! ro ypo bl a) u
mp | pab e
HBI | T er K P KA € Hu
O€K | oT 3a
bl bl a
THl | Bl 6 H
3
o AT a
T u H
a " s
T
n
A
1 2 3 (14| 5 6 7 8 9 10 11 12 13 14 15 16 17
IK'5.1 Pazgen 1 CereBasi 6e30nacHOCTD U 8K 7 52 4 48 | 28 | 16 28 4
OK'1-3 NPOrpaMMHO-aNNAPATHBIE CPEICTBA
KK 1-2 3alIMTHI TCJICKOMMYHUKAINHOHHBIX
CHUCTEM.
IIK'5.2 Pa3zgen 2. [Iporpammuoe obecrieyenue 8K 7 100 4 9% | 56 | 32 56 8
OK'1-3 KOMIbLIOTEPHBIX cucTeM U Web cepBepoB
KK 1-2
K 5.1 VY4eOHas npakTHKa 8 36 36 36
IIK 5.2
OK 1-3




KK 1-2

K 5.1 IIpouseoacTeerHas (1o mpouIIo 36 36 36
IIK 5.2 CITCIINATLHOCTH) TIPAKTHKA
OK 1-3
KK 1-2
TIK 5.1 DK3aMeH KBaTU(UKAITMOHHBIN 8k 12 12
MK 5.2
OK 1-3
KK 1-2
Bcero 1 236 216 | 156 | 48 84 12




2.2 Temaruyeckuil IiaH u cojep:xkanue npodeccnonanbHoro moayass IIM.0S OOcay:kuBanue cpeacTB 3aIIUThl HH(OPMALWH B
KOMIIBIOTEPHBIX CHCTEMAX U CeTAX (04HO)

Oo0bem, akan. u/

HaumeHoBaHuUe pa3ieioB U TeM ConepixaHue y4eOHOro MaTepuasa, BTOMYHCIEB | W0, WK Konapbl
npodeccuoHaIBLHOr0 MOYJIsA JabopaTopHbie padoThl U MPAKTHYECKHE 3aAHATHS, dopme [IK. OK. | ®CBaHBaeMbIx
(ITM), MesKIUCHHIITTHHAPHBIX CaMOCTORITeIbHASI yueOHasi paboTa 00y4aroImxcsl, NMPaAKTHYECKOMH IéK i 3JIeMEHTOB

kypcoB (M/IK) KypcoBasi padota (mpoekr) (eciu npedycmompeHot) NMOATrO0TOBKH, KOMIIeTeHIU
aKa1..
1 2 3 4
Paznen 1. CereBasi 6€301aCHOCTH M MPOTPaAMMHO-aNNApPaTHbIE CPeICTBA 3aIMThI 52/28
TeJIEKOMMYHHKAIIHOHHBIX CHCTEM
M/IK.05.01 CeTeBasi 6€30aCHOCTH W MPOTPAaMMHO-ANINAPATHBIE CPEICTBA 3aAIMTHI 52/28
TeJIeKOMMYHUKANIMOHHBIX CHCTEM
Tema 1.1. Be3omacHoCTE ceTell Conep:kanue 6/0
Ethernet 1. IIporoxon SNMP. IIpuHIHIIEI pabOTHI 2/0 IIK 5.1, ggi; 35.1.2;
OK 1-3 30 01.02, 30 02.04,
KK'1-2 | 3602.05,30 03.02
2. Ilporokonsr STP, RSTP, MSTP. [IpuHummns! paboThL. 2/0 MK 5.1, ggi; 35.1.2
OK1-3 30 01.02, 30 02.04,
KK1-2 | 3602.05,3003.02
3. Cniucku koHTpostst noctyna ACL 2/0 K 5.1, ggi; :35.1.2;
OK 1-3 30 01.02, 30 02.04,
KK1-2 | 3002.05,3003.02
B ToM 4unciie 1a00pATOPHBIX 3aHATHH 6/6
JIaboparopHnoe 3anstue Nel. Hactpoiika npotokona SNMP 1/1 [K 5.1, z;}; v5.1.2,
OK 1-3 Y0 01.01,Y0 01.02,
KK 1-2 V0 01.03,Y0 01.04,
Y0 01.05, Y001.06,
V0 01.07,Y0 01.08,
V0 01.09,
V0 02.01,Y0 02.02,
V0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
Vo0 02.09,,

10



VYo 03.02

JlaGopatopnoe 3ansitue Ne2. Hactpoiika mpotokonoB STP,
RSTP, MSTP

1/1

K 5.1,
OK 1-3
KK 1-2

¥5.1.1,¥5.1.2,
V5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
VY0 01.05, Yo01.06,
Y0 01.07,Yo 01.08,
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
VY0 01.09,

VY0 02.09,,

VY0 03.02

Jlaboparopuoe 3anstue Ne3. Crincku koHTpons goctyna ACL

212

MK 5.1,
OK 1-3
KK 1-2

V5.1.1, ¥5.1.2,
v5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05, Y001.06,
Y0 01.07,Y0 01.08,
Yo 01.09,

Y0 02.01,Y0 02.02,
Yo 02.03,Y0 02.04,
Yo 02.05,Y0 02.06,
Yo 02.07,Y0 02.08,
Y0 02.09,,

Vo0 03.02

JlabopaTtopuoe 3ansitue Ned4. KoHTposib HaJ MOAKIIOYCHUEM
y3JI0B K moptaMm kommyrtatopa. ®ynkuuu Port Security, Port
Binding

212

IIK 5.1,
OK 1-3
KK 1-2

Y5.1.1,¥5.1.2,
V5.1.3,

Vo0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Vo 01.05, Yo001.06,
Y0 01.07,Y0 01.08,
Yo 01.09,

Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
Vo0 02.07,Y0 02.08,
Vo0 02.09,,

Vo0 03.02

KoHncyabranuu

2/0

1. 3amaum u 3Tanbl NPOEKTUPOBAHUS KOMITBIOTEPHBIX
CHCTEM B 3aIIUIIIEHHOM UCIIOJTHCHUH.
2. TpeOGoBaHUS K KOMITBIOTEPHON CUCTEME B

1/0

1/0

MK 5.1,

OK 1-3
KK 1-2

35.1.1;35.1.2;
35.1.3

30 01.02, 30 02.04,
30 02.05, 30 03.02
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AU CHHOM HCITIOJTHCHHUU

Tema 1.2. Be3onacHocTh
0eCrpOBOIHBIX JIOKAJIbHBIX
cerei

Conep:xkanue

4/0

1. Kinaccudukarnmss MexaHu3MOB 6€30MacHOCTH B ceTssx Wi-Fi.
MexaHu3mbl mU(pPOBaHUS.

2/0

MK 5.1,
OK 1-3
KK 1-2

35.1.1; 35.1.2;
35.1.3

30 01.02, 30 02.04,
30 02.05, 30 03.02

2. Ayrentudukanus B 6ecripoBoaabix Wi-Fi cersix.
JlomoTHUTEThHBIE MEXaHU3MBI 3aIHTHI.

2/0

MK 5.1,
OK 1-3
KK 1-2

35.1.1; 35.1.2;
35.1.3

30 01.02, 30 02.04,
30 02.05, 30 03.02

B ToMm 4uciie 1a00pATOPHBIX 3aHATHI

8/8

JlaboparopHuoe 3anstue NoS5. HacTpoiika 6ecripoBoiHOI ceTn
WPA

1/1

MK 5.1,
OK 1-3
KK 1-2

V5.1.1, ¥5.1.2,
v5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05, Y001.06,
Y0 01.07,Y0 01.08,
Y0 01.09,Y0 01.09,
Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Yo 02.05,Y0 02.06,
Yo 02.07,Y0 02.08,
Yo 02.09,,

Vo0 03.02

JlabopaTtopHoe 3anstre Ne6. becripoBoiHast ceThb ¢ TOUKOM
JocTyna

1/1

IIK 5.1,
OK 1-3
KK 1-2

Y5.1.1,¥5.1.2,
Y5.1.3,

Vo0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Vo 01.05, Y001.06,
Vo0 01.07,Y0 01.08,
Yo 01.09,

Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Vo0 02.07,Y0 02.08,
Vo0 02.09,,

Vo0 03.02

Jlaboparopnoe 3ausitue No7. becripoBoiHasi CETh MEXAY
oducamu

2/2

MK 5.1,
OK 1-3
KK 1-2

V5.1.1, ¥5.1.2,
v5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
VY0 01.05, Yo01.06,
Y0 01.07,Y0 01.08,
Yo 01.09,

Y0 02.01,Y0 02.02,
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VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Y0 02.08,
VYo 02.09,,
¥003.02

JlaGopatopnoe 3anarue Ne8. Hactpoiika KOMMyTHpPYeMOTo
WI-FI coennuenus

212

K 5.1,
OK 1-3
KK 1-2

¥5.1.1,¥5.1.2,
V5.1.3,

VY0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
VY0 01.05, Yo01.06,
Y0 01.07,Yo 01.08,
VY0 01.09,

VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Yo0 02.08,
VYo 02.09,,

VY0 03.02

JIabopatoproe 3ansTue Ne9. becipoBoiHas ceTb ¢
0eCIpOBOTHBIM POYTEPOM

212

MK 5.1,
OK 1-3
KK 1-2

V5.1.1,V5.1.2,
Y5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05, Y001.06,
V0 01.07,Y0 01.08,
VYo 01.09,

Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Yo0 02.08,
Yo 02.09,,

Yo 03.02

KoncynbTanumn

1/0

3. [loTeHnmanbpHBIE YTPO3bI 0€30TTACHOCTH B
KOMIIBIOTEPHBIX CHCTEMax

1/0

IIK 5.1,
OK 1-3
KK 1-2

31,32
30 01.02, 30 02.04,
30 02.05, 30 03.02

Tema 1.3. IlpuHumMnsI
o0ecrmeueHus 0€30IIaCHOCTH CEeTH

Conep:kanue

6/0

1. ITonutHka YIIpaBJICHUA OOCTYIIOM MCKIY CECTAMU C
IIOMOIIBIO MEKCETEBBIX DKPAHOB

4/0

MK 5.1,
OK 1-3
KK 1-2

35.1.1;35.1.2;
35.1.3

30 01.02, 30 02.04,
30 02.05, 30 03.02

2. Texnonorus npeoOpa3oBanus cereBbix aapecoB (NAT)

2/0

IIK 5.1,
OK 1-3
KK 1-2

35.1.1; 35.1.2;
35.1.3

30 01.02, 30 02.04,
30 02.05, 30 03.02
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B ToM unciie 1a00paTOPHBIX 3aHATHI

14/14

Jlaboparopuoe 3ansitue Nel0. [TogkmodueHre U OCHOBHBIC
HACTPOUKH MEXCETEBOTO IKpaHa

212

K 5.1,
OK 1-3
KK 1-2

¥5.1.1,V5.1.2,
V5.1.3,

Y0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
VY0 01.05, Yo01.06,
Y0 01.07,Yo 01.08,
VY0 01.09,

Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
VY0 02.07,Y0 02.08,
VYo 02.09,,

VY0 03.02

JIaboparopuoe 3anstue Nel 1. Hactpoiika cepBepa AAA

212

MK 5.1,
OK 1-3
KK 1-2

V5.1.1, ¥5.1.2,
v5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05, Y001.06,
Y0 01.07,Y0 01.08,
Yo 01.09,

Y0 02.01,Y0 02.02,
Yo 02.03,Y0 02.04,
Yo 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
Y0 02.09,,

Vo0 03.02

Jlaboparopnoe 3ausitue Nel2. Hactpoiika NAT

212

MK 5.1,
OK 1-3
KK 1-2

V5.1.1,¥5.1.2,
V5.1.3,

Vo0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05, Y001.06,
Y0 01.07,Y0 01.08,
Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
Vo0 02.07,Y0 02.08,
Vo0 02.09,,

Vo0 03.02

JIaGoparopHuoe 3ansTie Nel3. BupryasibHble yacTHbIE CETH

212

IIK 5.1,
OK 1-3
KK 1-2

V5.1.1,¥5.1.2,
V5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Y0 01.05, Y001.06,
Y0 01.07,Y0 01.08,
V0 01.09,
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¥002.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Yo0 02.08,
¥002.09,,
¥003.02

JlaGopatopnoe 3ansrue Nel4. @yHKINUN OTKa30yCTOWYHBOCTH

2/2

K 5.1,
OK 1-3
KK 1-2

¥5.1.1,V5.1.2,
V¥5.1.3,

Y0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
VY0 01.05, Yo01.06,
VY0 01.07,Yo 01.08,
VY0 01.09,

VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Yo0 02.08,
VYo 02.09,,

VY0 03.02

Jlaboparoproe 3austue NelS. Hactpoitka VLAN

2/2

IIK 5.1,
OK 1-3
KK 1-2

Y5.1.1,¥5.1.2,
Y5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Vo 01.05, Y001.06,
Vo0 01.07,Y0 01.08,
Y0 01.09,

Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
Yo 02.09,,

Yo 03.02

Jlaboparopnoe 3ausitue Nel6. 3amura oT ceTeBbIX aTak

212

MK 5.1,
OK 1-3
KK 1-2

V5.1.1, V5.1.2,
v5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05, Y001.06,
Y0 01.07,Y0 01.08,
Yo 01.09,

Yo 02.01,Y0 02.02,
Vo0 02.03,Y0 02.04,
Yo 02.05,Y0 02.06,
Yo 02.07,Y0 02.08,
Vo0 02.09,,

Vo 03.02

CamocrosiTesbHasi padora

4/0
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1 Hactpoiika cuctemsl ipeaoTBpaiieHus Brop>keruit (IPS)

4/0

[IK 5.1,
OK 1-3
KK 1-2

35.1.1; 35.1.2;
35.13

30 01.02, 30 02.04,
30 02.05, 30 03
¥5.1.1,V5.1.2,
V5.1.3,

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
VY0 01.05, Yo01.06,
Y0 01.07,Yo 01.08,
VY0 01.09,

VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Y0 02.08,
VY0 02.09,,

VYo 03.02

Kouncyabranuu

1/0

4. MexaHu3Mbl U METO/IbI 3aLUThI HH(OPMaLIUU B
KOMIIBIOTEPHBIX CUCTEMaX

1/0

IIK 5.1,
OK 1-3
KK 1-2

35.1.1; 35.1.2;
35.1.3

30 01.02, 30 02.04,
30 02.05, 30 03.02

TemaTuka caMmocTOATEIbLHON PAa00THI IPH N3y4YeHHHU pasaena 1

1. Hactpoiika cuctemsl npenoTBpatieHus BTopxkenuit (IPS)

4/0

MK 5.1,
OK 1-3
KK 1-2

35.1.1;35.1.2;
35.1.3

30 01.02, 30 02.04,
30 02.05, 30 03.02
Y5.1.1,¥5.1.2,
V5.1.3,

Vo0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Vo 01.05, Y001.06,
Y0 01.07,Y0 01.08,
Yo 01.09,

Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
Vo0 02.07,Y0 02.08,
Vo0 02.09,,

Vo0 03.02

TeMaTuKka KOHCYJbTANMN NPU U3yYeHUH pa3ena 1
3aga4u ¥ Tanbl TPOCKTUPOBAHUS KOMIBIOTEPHBIX CUCTEM B 3alIMIIEHHOM HCIOJHEHUHU.

TpebGoBaHMs K KOMIIBIOTEPHON cHCTEME B 3aIIMILEHHOM HUCIIOJHEHUH.
[ToreHunanbHbIE YTPO3bl O€30MACHOCTH B KOMITBIOTEPHBIX CHCTEMAaX.
MexaHu3Mbl U METOABI 3aIIUTHI THPOPMAIIMN B KOMITBIOTEPHBIX CUCTEMAX.

Hwn e

4/0

IIK 5.1,
OK 1-3
KK 1-2

35.1.1; 35.1.2;
35.1.3

30 01.02, 30 02.04,
30 02.05, 30 03.02
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YueOHasi npakTuKa paszea 1 18/18 H5.1.1, H5.1.2,
Buabl pador: H5.1.3
V5.1.1,¥5.1.2,
1. Anaim3 VPN kak cpeacTBa 3aliuThl JaHHBIX; v5.1.3
2. MexceTeBble SKpaHbl, aHAIN3 CPEJCTB 3aLUTHI. Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
3. AnHanu3 MEXaHU3MOB 3alIUThI OT aTaK. Yo 01,05, Yo01.06.
V0 01.07,Y0 01.08,
V0 02.01,Y0 02.02,
V0 02.03,Y0 02.04,
V0 02.05,Y0 02.06,
V0 02.07,Y0 02.08,
Y0 02.09,Yo0 03.02
IIpousBoacTBeHHasi NpakTHKa pasjaena 1 18/18 H5.1.1, H5.1.2,
Buasl pador 555'1]'13 V512
1. KoHTpoiub, IMarHOCTUKA U BOCCTAaHOBJIEHUE PAaOOTOCIOCOOHOCTH KOMIIBIOTEPHBIX CUCTEM U vs13
KOMILJIIEKCOB. Yo OI.OI,YO 01.02,
. . V0 01.03,Y0 01.04,
2. TecrupoBanue kabeneld ©# KOMMYHUKAITMOHHBIX YCTPOWCTB. V0 01.05, Y001.06,
3. 3amena HepabOTOCIIOCOOHBIX JJIEMEHTOB CETEBOrO O0OPYIOBAHUS Ha AHAJIOTMYHLIE WIIH zo 8;-8}50 8;82’
002.01,Y0 02.02,
COBMECTHMEIE. V0 02.03,Y0 02.04,
4. BpIOOp KOHTPOJBHO-U3MEPUTENbHBIX HPUOOPOB Ui  NPOBENEHHS  TEXHUYECKOTO zo 8§~8§7§° 8382’
002.07,Y0 02.08,
00CITy’)KUBaHUS U PEMOHTA KOMITbIOTEPHBIX CUCTEM U KOMILIEKCOB V0 02.09,,
5. ToxmkmroyeHne K ceTH KaOelabHOM CHCTEMBbl MNEPCOHAIBHBIX KOMIIBIOTEPOB, CEPBEPOB, Y0 03.02
nepupepuiHbIX YCTPOHUCTB, 000pYIOBaHUS U KOMITBIOTEPHOM OPITEXHUKH.
6. 3HaKOMCTBO ¢ TMepeyHeM M KOH(UTypalueill anmapaTHeIX W TPOTPAMMHBIX CpEACTB,
UMEIOUINXCs Ha npeanpudatu, apxutektypoir KC (nmpu Hanuuum).
7. llpoBenenue nmpodusakTHIECKUX MEPOIPUATHIA 10 obecreueHnto becrepeOoitHol padoTh
BBIYUCITUTENILHOW TEXHUKU
Pa3nen 2. [IporpamMHoe o0ecnieyeHHe KOMNBIOTEPHBIX cucTeM 1 Web cepBepoB 100/56
M/IK.05.02 IIporpammHoe o0ecniedeHne KOMNBIOTEPHBIX cucTeM U Web cepBepoB 100/56
Tema 2.1 CoBpeMmeHHble ceTeBble | Conep:kaHue 10/0
TEXHOJIOTHH 1. TeXHOJIOTHS «KIIHEHT-CEPBEP» 2/0 IK5.2, |352.1;352.2
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OK 1-3 3523
) 30 01.02,30 02.04,
KK 1-2 30 03.02
2. bazossle Texnonorun Ethernet 2/0 IIK 5.2, 35.2.1;35.2.2;
OK 1-3 3523
30 01.02,30 02.04,
KK1-2 ] 3003.02
3. Texuonorus Fast Ethernet 2/0 IIK 5.2, 35.2.1335.2.2;
OK 1-3 35.2.3
30 01.02,30 02.04,
KK1-2 | 3503.02
4. BecripoBOTHBIC TEXHOJIOTHH 2/0 IK 5.2, 35.2.1;35.2.2;
OK 1-3 3523
30 01.02,30 02.04,
KK1-2 | 3603.02
5. BBICOKOCKOPOCTHBIE TEXHOJIOTUH 2/0 IIK 5.2, 35.2.1535.2.2;
OK 1-3 35.2.3
30 01.02,30 02.04,
KK1-2 | 3003.02
B ToMm yuciie 1aO0pATOPHBIX 3aHATHH 4/4
JIaboparopHnoe 3ansitue Nel. 3nakomcTBO ¢ Komangamu Cisco 212 IIK 5.2, z’,g%; V522,
10S. bazoBas HacTpolika yCTPOMCTB OK 1-3 Yo 01.01.Yo 01.02.
KK'1-2 | v001.03,Y001.04,
V0 01.05,Y0 01.06,
V0 01.07, Yo 01.08
V0 02.01,0 02.02,
V0 02.03,Y0 02.04,
V0 02.05,0 02.06,
V0 02.07,Y0 02.08,
V0 02.09,
V0 03.02
JlabopaTtopHoe 3anstue No2. Hactpoiika mapameTpoB 212 K 5.2, z;;; v5.2.2,
0€30MacHOCTH Ha KOMMYTaTope OK 1-3 Yo 01.01.Y0 01.02,
KK 1-2 Vo0 01.03,Y0 01.04,
V0 01.05,Y0 01.06,
V0 01.07, Yo 01.08
V0 02.01,Y0 02.02,
V0 02.03,Y0 02.04,
V0 02.05,Y0 02.06,
V0 02.07,Y0 02.08,
V0 02.09,
Y0 03.02
CamMocTosiTeJIbHAs padoTa 2/0
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1. BazoBas nacrpoiika Windows 2016 Server 2/0 MK S5.2, | 33,34,35
OK 1.3 | 300102300204,
30 03.02
KK1-2 | ys521,v522,
V523
V0 01.01,Y0 01.02,
V0 01.03,Y0 01.04,
V0 01.05,Y0 01.06,
V0 01.07, Yo 01.08
V0 02.01,Y0 02.02,
V0 02.03,Y0 02.04,
V0 02.05,Y0 02.06,
V0 02.07,Y0 02.08,
V0 02.09,
V0 03.02
Koncyabranuu 2/0
1. Anamu3z monenu OSIL 1/0 IK 5.2, 35.2.1;35.2.2;
3523
2. IP agpecauus, co3nanue IP ceru. 1/0 OK1-3 | 30010230 02.04,
KK1-2 | 3003.02
Tema 2.2 CepBepsnl npuiioxennii | Cogep:xxanue 6/0
1. OO1mrre cBeieHus O cepBepax 2/0 IIK 5.2, ;g;; 35.2.2;
OK1-3 30 01.02,30 02.04,
KK1-2 | 3603.02
2. Ceprepsr: WEB, FTP, DNS, DHCP 2/0 1K 5.2, gg%; 3522
OK1-3 30 01.02,30 02.04,
KK1-2 | 3003.02
3. Cepsepsl: Proxy, Email, Buaeo 2/0 IIK 5.2, 32;; 35.2.2;
OK1-3 1 3,102,330 02.04,
KK1-2 | 3003.02
B ToMm 4unciie 1a00pATOPHBIX 3aHATHH 6/6
JTabopatopuoe 3ansitue Ne3. Hacrpoiika WEB cepsepa 2/2 K 5.2, zz%; ¥5.2.2,
OK'1-3 Yo.Oi.Ol,Yo 01.02,
KK 1-2

Y0 01.03,Y0 01.04,
Yo 01.05,Y0 01.06,
Y0 01.07, Vo 01.08
Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
Vo0 02.09,

Y0 03.02
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JlabopaTtopHoe 3anstue Ne4. Konpurypuposanue DHCP
cepBepa Ha MapLIPyTH3aTOPE

212

[IK 5.2,
OK 1-3
KK 1-2

¥5.2.1,9Y522,
v523

Y0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
Y0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Y0 02.08,
VYo 02.09,

Y0 03.02

Jlabopatopuoe 3ansrue NeS. Koudurypuposanue DHCP
KJIMEHTA Ha MapIIpyTH3aToOpe

212

IIK 5.2,
OK 1-3
KK 1-2

v5.2.1,9522,
v5.23

VY0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Y0 02.08,
VY0 02.09,

VY0 03.02

CamocrosiTesbHasi padoTa

2/0

1. Jlo6aBuTh M HacTpouTh poiib Active Directory
2. Jlo6aButh u Hactpoutsh posib DHCP. Beectu kimeHra B
JIOMEH.

1/0
1/0

IIK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02
v5.2.1,V5.2.2,
V523

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05,Y0 01.06,
Y0 01.07, Vo 01.08
Y0 02.01,Y0 02.02,
Yo 02.03,Y0 02.04,
Yo 02.05,Y0 02.06,
Yo 02.07,Y0 02.08,
Yo 02.09,

Vo0 03.02

Koncyabranumn

2/0

3. ®aiinossrii cepBep Ha Windows Server 2016.
4. Web ceprep na Windows Server 2016

1/0
1/0

IIK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02
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Tema 2.3 SI3bIkH
THIEPTEKCTOBOI pa3MeTKH.
HTML

Conep:kanue

2/0

1. HTML Ta6auus! cTuiei.

2/0

IIK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02

B ToM unciie 1a00paTOPHBIX 3aHATHI

10/10

Jlaboparoproe 3ausitue No6. Coznanue 00JI0KKHY caiTa.
Tabauel.

212

IIK 5.2,
OK 1-3
KK 1-2

¥5.2.1,9522,
V523

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Y0 02.08,
VYo 02.09,

VYo 03.02

JIaboparopuoe 3anstue Ne7. I'paduka B HTML Co3nanue
3aroJI0BKa M JIOTOTHIIA.

212

MK 5.2,
OK 1-3
KK 1-2

¥5.2.1,9¥522,
V523

VY0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Yo0 02.08,
VY0 02.09,

VY0 03.02

JlabopaTtopHoe 3anarue Ne§. ['uneprexct. HaBuranus.

212

IIK 5.2,
OK 1-3
KK 1-2

V5.2.1,Y522,
V5223

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05,Y0 01.06,
Y0 01.07, Vo 01.08
Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
V0 02.09,

V0 03.02

Jlaboparopuoe 3ausitue Ne9. Padora ¢ Tekctom. CriucKH.

212

IIK 5.2,
OK 1-3
KK 1-2

V52.1,Y522,
V5.2.3

Y0 01.01,Y0 01.02,
V0 01.03,Y0 01.04,
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VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
VYo 02.09,

¥Y003.02

JlabopaTtopHuoe 3anstue Nel(. Co3ganue ¢hopMbl AJis
pErucTpaluu 1 BXoJa.

212

MK 5.2,
OK 1-3
KK 1-2

¥5.2.1,9¥522,
v523

Y0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Yo0 02.08,
VYo 02.09,

Y0 03.02

Tema 2.4 SI3bIkH cepBepHBIX
cuenapues. JavaScript. PHP.

Conepxanue

4/0

1. JavaScript

2/0

MK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02

2. PHP

2/0

IIK 5.2,
OK 1-3
KK 1-2

33,34, 35
30 01.02,30 02.04,
30 03.02

B ToMm 4uciie 1a60pATOPHBIX 3aHATHI

10/10

JIaGoparopHnoe 3anstie Nel 1. Meroas! alert, prompt u
confirm B JavaScript.

212

IIK 5.2,
OK 1-3
KK 1-2

¥5.2.1,9¥522,
V523

Y0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
Yo 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
V0 02.01,Y0 02.02,
Vo0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Yo0 02.08,
VYo 02.09,

Y0 03.02

Jlaboparopuoe 3ausitue Nel2. O6paboTunKu COOBITHH B
JavasScrip.

212

IIK 5.2,
OK 1-3
KK 1-2

V5.2.1,95.2.2,
V523

Vo0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
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VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
Y0 02.09,

¥Y003.02

JlabopaTtopnoe 3anstue Nel3. ['ocreBast knura Ha PHP.

6/6

MK 5.2,
OK 1-3
KK 1-2

¥5.2.1,9Y522,
v523

Y0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Yo0 02.08,
VYo 02.09,

Y0 03.02

Tema 2.5 BupryajbHble ceTH.

Conepxanue

4/0

1. BuptyanbHble nokaneHble ceTd VLAN

2/0

MK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02

2. BupryanbHbie yacTHble ceTd VPN

2/0

IIK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02

B ToMm 4unciie 1a00pATOPHBIX 3aHATHHI

4/4

JIaGoparophoe 3ansTue Nel4. Hactpoiika BUpTyaabHOM ceTH
Ha KOMMYTaTOpe.

212

MK 5.2,
OK 1-3
KK 1-2

V52.1,Y522,
V5223

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05,Y0 01.06,
Y0 01.07, Vo 01.08
Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
V0 02.09,

V0 03.02

JlabopaTtopHoe 3anstue Nel5. VLAN ¢ nByms
KoMMyTaTtopamu. Pa3nensemslii o0muii kaHai (TpaHK).

212

[IK 5.2,
OK 1-3
KK 1-2

¥5.2.1,9Y522,
v5.23

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
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VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
Y0 02.09,

¥Y003.02

Koncyabranumn

1/0

5. Ceru ¢ kommyTaTopamu, pabota ¢ VLAN

1/0

IIK 5.2,
OK 1-3
KK 1-2

33,34, 35
30 01.02,30 02.04,
30 03.02

Tema 2.6 Hactpoiika
NMPOTOKOJIOB MAPIIPYTH3AIUH.

Conepxanue

2/0

1. ITpoTOKOIIBI MapUIPYTHU3ALIUU

2/0

MK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02

B ToM unciie 1a00paTOPHBIX 3aHATHI

8/8

JIaboparopuoe 3ansaTue Nel6. CraTrueckass MapIIpyTH3aIHsL.

212

IIK 5.2,
OK 1-3
KK 1-2

¥5.2.1,¥52.2,
¥5.23

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Vo0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
Y0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
Yo 02.09,

Yo 03.02

JlaGopatopnoe 3anatue Nel7. MapuipyTu3anust Ha IpoOTOKOJIe
RIP.

2/2

MK 5.2,
OK 1-3
KK 1-2

V5.2.1,V522,
V523

Y0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Yo 01.05,Y0 01.06,
Y0 01.07, Vo 01.08
Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Yo 02.05,Y0 02.06,
Yo 02.07,Y0 02.08,
Yo 02.09,

Y0 03.02

JlabopaTtopHoe 3anatue Nel8. MapmpyTtuzanus Ha
nporokosax EIGRP n OSPF.

212

K 5.2,
OK 1-3

¥5.2.1,9Y522,
v5.23
Y0 01.01,Y0 01.02,
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KK 1-2

VY0 01.03,Y0 01.04,
VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
Y0 02.09,

Yo 03.02

JlabopaTtopHoe 3anstue Nel9. Hacrpoiika mporokosna BGP.

212

MK 5.2,
OK 1-3
KK 1-2

V521,522,
V523

Vo0 01.01,Y0 01.02,
Vo0 01.03,Y0 01.04,
Vo0 01.05,Y0 01.06,
Vo0 01.07, Yo 01.08
V0 02.01,Y0 02.02,
V0 02.03,Y0 02.04,
Vo0 02.05,Y0 02.06,
Vo0 02.07,Yo0 02.08,
Vo0 02.09,

Vo0 03.02

KoHncyabTanuu

2/0

6. Hactpoiika MapuipyTHu3aTopoB.
7. Hactpoiika wi-fi poyrepa u 6ecripoBoiHON ceTH

1/0
1/0

MK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02

Tema 2.7 ®ynkuum odecrnedeHust
0€e30I1aCHOCTH U OTPAHUYCHUS
AOCTYNA K CeTH.

Conepxanue

2/0

1. ACL, IPSec, AAA.

2/0

IIK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02

B ToM 4nciie 1a00pATOPHBIX 3aAHATHHI

14/14

JlabopaTtopHuoe 3anstue No2(. Co3gaHue CUCKOB JOCTyIa
ACL.

4/4

IK 5.2,
OK 1-3
KK 1-2

¥5.2.1,9¥522,
v523

Y0 01.01,Y0 01.02,
Vo0 01.03,Y0 01.04,
Vo0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
Vo0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Yo0 02.08,
VYo 02.09,

Yo 03.02

JlaGopatopnoe 3anarue Ne21. GRE TyHHENb 10 MPOTOKOITY

44

IIK 5.2,

V5.2.1,95.2.2,
V523
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IPSec.

OK 1-3
KK 1-2

Y0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
VYo 02.09,

VYo 03.02

JlabopaTopHoe 3ansTre No22. OunbTpalus NakeToB
MEXKCETEBBIM IKPAHOM.

4/4

MK 5.2,
OK 1-3
KK 1-2

¥5.2.1,9¥522,
V523

VY0 01.01,Y0 01.02,
VY0 01.03,Y0 01.04,
VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
VY0 02.03,Y0 02.04,
VY0 02.05,Y0 02.06,
VY0 02.07,Y0 02.08,
VYo 02.09,

Y0 03.02

JlabopaTtopHoe 3anstue No23. Hacrpoiika cepBepa
ayTeHTU(UKALINY, aBTOPU3ALIMU U AyAUTA.

212

IIK 5.2,
OK 1-3
KK 1-2

¥5.2.1,¥52.2,
v¥5.2.3

V0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
V0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
Y0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,
VYo 02.09,

VYo 03.02

KoncyabTanumn

1/0

8. Pabota B cepBepnbix OC.

1/0

MK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02

TemaTuka caMoCTOATEILHON PadOTHI IPH U3YYEHHH pa3aesia 2
1. bazoBas Hactpoiika Windows 2016 Server.

2. Jlo6GaBuTb U HacTPOUTH poib Active Directory.
3. obGasuts u Hactpouts poib DHCP. BBecTn knueHTa B 10MeH.

6/0

MK 5.2,
OK 1-3
KK 1-2

35.2.1;35.2.2;
3523

30 01.02,30 02.04,
30 03.02
V5.2.1,¥5.2.2,
V5.2.3

V0 01.01,Y0 01.02,
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VY0 01.03,Y0 01.04,
VY0 01.05,Y0 01.06,
Y0 01.07, Yo 01.08
VY0 02.01,Y0 02.02,
Y0 02.03,Y0 02.04,
Y0 02.05,Y0 02.06,
Y0 02.07,Y0 02.08,

Yo 02.09,
V0 03.02
TeMaTHKa KOHCYJIbTANMIA IPH H3YyYEHHH pa3aesa 2 8/0 IIK 5.2, gg%; 3522
1. Amnanus mogenu OSIL OK 1-3 30.01.02.30 02.04,
2. IP ampecauus, coznanue IP ceru. KK 1-2 30 03.02
3. ®aiinosslit cepBep Ha Windows Server 2016.
4. Web cepsep na Windows Server 2016
5. Ceru ¢ kommyTtaropamu, pabora ¢ VLAN.
6. Hacrpoiika MapmpyTu3aTopoB.
7. Hacrpoiika wi-fi poyrepa u 6ecipoBOIHO# CETH.
8. Pabota B cepBepubix OC.
YueOHas npakTuKa pasjiena 2 18/18 H5.2.1, H5.2.2,
Buan: T H5.2.3
ALt pado . V5.2.1,¥5.2.2,
1. KoudurypupoBanue cereBoit HHPPACTPYKTYPHI. V5.2.3,
2. OmnepaIryioHHBIE CHCTEMBI CETEBOTO 000PYIOBAHHUS. Yo 81-8;73’0 81-831,
V0 01.03,Y0 01.04,
3. Ilpumenenue nporokosoB DNS, DHCP. Yo 01.05.Y0 01.06.
4. Tlowck M ycTpaHEHHE HENOJAIO0K B CETH; OTJIaZKa CETH. Y0 01.07, Yo 01.08
5. ABTOMAaTH3aLUA CETH. zo 83-8;50 838421’
o 0 02.03,Y0 02.04,
6. Coznanne HHPOPMAITMOHHOW CHCTEMBI. Yo 02.05.Y0 02,06,
V0 02.07,Y0 02.08,
Vo 02.09,
V0 03.02
IIpou3BoAcCTBeHHAsl MPAKTHKA pa3jiena 2. 18/18 H5.2.1, H5.2.2,
Bur pador 555 22 '13 V522
[Tyckonanaaka nHGPACTPYKTYphl HA OCHOBE T€JIEKOMMYHUKALIMOHHOTO 000y 10BaHHUS. vs23

[lyckonanaaka uappactpykrypsl Ha ocHoBe OC cemelictBa Windows.
[Tyckonanaaka nagpactpykrypsl Ha ocHoBe OC cemeiicTBa Linux.
NHcTpymMeHTHI yripaBiieHus KoHpuUrypanuen cetu. Ansible.

el N =

Vo0 01.01,Y0 01.02,
Y0 01.03,Y0 01.04,
Vo0 01.05,Y0 01.06,
V0 01.07, Yo 01.08
V0 02.01,Y0 02.02,
Vo0 02.03,Y0 02.04,
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VY0 02.05,Y0 02.06,
VY0 02.07,Yo0 02.08,
VY0 02.09,
Y0 03.02

Bcero

236/156
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2.3 llepeyeHb NPAKTHYECKHUX U JIA0OPATOPHBIX 3aHATHH

Homenknarypa mpakTHUecKux H J1a00paTOpHBIX 3aHSATUH JOJDKHA OOecliedrBaTh OCBOCHHE HAa3BaHHBIX B pasnene 1.2 pabodeil mporpammbl

YMEHHIA.

Tembl 1a00paTOPHBIX U MPAKTUYECKUX 3aHATHMA

Coneprxanue (KpaTKoe OIHUCAHKE)

Crierani3upoBaHHOE 000pYI0BaHUE,
TEXHUYECKHE CPEICTBA, POrPAMMHOE
obecrnieueHne

M/IK.05.01 CereBasi 6€30aCHOCTH ¥ NPOrPAMMHO-ANNAPAaTHbIE CPeACTBA 3AIIUThHI TEJIEKOMMYHHKAIMOHHBIX CHCTEM

JlaBoparopHble 3aHATHS

Jlaboparoproe 3anstue Nel Hactpoiika mpoTokona
SNMP

dopMuUpoBaHHWE YMEHMI HacTpauBaTh MPOTOKOI
SNMP

Kommnsrotep, Crenp d-Link

JlabopaTtopHoe  3amstue  Ne2.
npotokosioB STP, RSTP, MSTP

Hacrpotiika

DopMHUpOBaHNE YMEHUN HACTPAMBATh IIPOTOKOJIBI
STP, RSTP, MSTP

Komnbrotep, Crena d-Link

JlaGopaToprnoe 3ansitue Ne3. CnucKu KOHTPOJIA
noctyna ACL

@opMHpOBaHME YMEHUN HACTpauBaTh CIMCKHU
KoHTpouis noctyna ACL

Kommnbrotep, Crena d-Link

Jlaboparopuoe 3anstue Ned4. KouHTponbp Han
MNOJKJIIOUEHUEM Y3JIOB K IIOpTaM KOMMYTarTopa.
®ynkiuu Port Security, Port Binding

dopmMupoBaHHUE YMEHUN HACTpauBaTh (YHKIUU
Port Security, Port Binding

Kommnerotep, Crenp d-Link

JlaGopatopHoe  3aHsATHe  NeS. Hacrpoiika/@opmupoBanue yMEHUHI HactpauBatbKommeiotep, Crenp d-Link
OecnipoBoHOM cetn WPA 6ecripoBoHyI0 ceTh WPA

JlaGopatoproe 3ansTHe Ne6. becripoBosiHas cetb c/@opmupoBaHue YMEHUU HactpauBatbKommeiotrep, Crenp d-Link
TOYKOMW JTOoCTyna OEeCIPOBOIHYIO CETh C TOUYKOU JOCTYIIA

JlaGopaTopHoe 3ansatue Ne7. becripoBonHasi ceTb/@opMuUpoBaHUe YMEHHI nactpauBatbKommetorep, Crena d-Link
MeXIy oprcamu 0eCIIpOBOJIHYIO CETh MEX]y OprcaMu

Jlaboparoproe  3aHatme  Ne8.  Hactpoiika/@opmupoBaHue YMCHHHA nactpaunBarbKommerorep, Crera d-Link
koMmytupyemoro WI-FI coenqunenns kommytupyemoe WI-FI coenunenune

JlaGopatopnoe 3ansTe Ne9. becripoBosiHas ceth c|@opmupoBaHue YMEHUU HactpauBatb Komnbrorep, Crena d-Link

0ecrpoBOIHBIM POYTEPOM

0ecTpoBOIHYIO CETh C OECIIPOBOJHBIM POYTEPOM

JlaGopaToprnoe 3ansarue NelO. Ilomkmrodenuwe u
OCHOBHBIE HACTPOHKH MEKCETEBOTO DKpaHa

@opMHpOBaHWE YMEHUN HACTpauBaTh CIMCKHU
KkoHTpoJs foctyna ACL

Kommsrotep, Crenp d-Link

JlaGopaTopuoe 3ansitue Nell. Hactpoiika cepBepa
AAA

PopMHUpOBaHNE YMEHHUI HACTPAaUBaTh MEXKCETEBON
DKpaH

Kommbsrotep, Crenp d-Link

Jlaboparopuoe 3anstue Nel2. Hacrpoiika NAT

dopmupoBanue ymeHuil HactpauBaTbh NAT

Kommnbrotep, Ctenp d-Link

3aHATHUC

JlaGopatopHoe Nel3. BupryanbHble

dopMupoBaHue yMEHUI HAaCTpauBaTh

Komnbrotep, Ctenp d-Link
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HaCTHBIC CCTU

BUPTYAJIbHBIC YaCTHBIC CETU

JlaGopaTopHoe 3aHATHE Nol4.

OTKa30yCTOMYMBOCTH

DyHKIUU

dopmupoBaHue yMEHUN HacTpauBaTh (YHKIUU
OTKAa30yCTOMYHBOCTH

Kommsrotep, Crenp d-Link

JlaGopaTopnoe 3anstue NelS. Hacrpoitka VLAN

®dopmupoBaHre ymMmeHui HactpanBath VLAN

Kommnerotep, Crenp d-Link

JlaGopaTopHoe 3ansTre Nel6. 3ammTa OT CETEBbIX
aTak

dopmMupoBaHHUE YMEHMI HacTpauBaTh 3alUTy OT

CCTCBBIX aTakK

Kommnerotep, Crenp d-Link

M/IK.05.02 IIporpammHoe o0ecnieyeHue KOMNbIOTEPHBIX cucteM 1 Web cepBepoB

JlaBoparopHble 3aHATHS

Jlabopatoproe 3anstie Nel 3nakomcTBo cl@opMupoBaHHe yMeHHH BBIIONHATH OazoByroKommbiorep, I1O Cisco Packet Tracer
komangamu Cisco [OS. ba3oBas HacTpoiKaHaCTPOWKY YCTPOMCTB

YCTPOMCTB

JlaboparopHoe 3aHATUE Ne2. Hacrpoiika/®@opmupoBanue ymeHuil BbImonHATh HacTpoiikyKommeiotep, [TO Cisco Packet Tracer

napameTpoB 0e30IMacHOCTH Ha KOMMYTaTope

IapaMCTpOB 0e30IacHOCTH Ha KOMMYTAaTopeC

Jlaboparopnoe 3anstue Ne3. Hactpoiika WEB
cepsepa

dopmupoBanue yMmeHuld HactpauBartb WEB

cepBep

Kommerotep, [TO Cisco Packet Tracer

JlaGoparopHoe 3anatue Ned. Kondurypuposanue
DHCP cepsepa Ha mapuipyTusarope

®opmupoBanue ymeHuid HactpauBatb DHCP

CEpBEp Ha MAapLIPYyTU3aTOPE

Kommerotep, [1O Cisco Packet Tracer

JlaGopatopHoe 3ansatue Ne5. Kondurypuposanue
DHCP knueHTta Ha MapHpyTH3aTope

@®opmupoBanne ymeHuii HactpamBatb DHCP

CepBEp HA KIMEHTE

Komnbrorep, 10 Cisco Packet Tracer

JlaboparopHoe 3anstue Ne6. CoznmaHue 0OJIOKKU
caiita. TaOIHIIEL.

DopMUpPOBaHUE YMEHHI
canTa

co3/1aBaTh  OOJIOKKY

Komnbrotep, 10 Cisco Packet Tracer

JlaboparopHoe 3ansitue Ne7. I'papuxka B HTML
Co3naHue 3arojioBKa U JOrOTHIIA.

@opMHpOBaHNE YMEHHM CO3JaBaTh 3arojOBOK W
JIOTOTUII CalTa

Kommerotep, [1O Cisco Packet Tracer

JlaGopaTopHoe Nes.
HaBuranus

3aHATHE ['uneprekcr.

dopMHpOBaHNE YMEHUH CO3/1aBaTh HABUTALMIO HA
HTML-cTpanumax

Kommerotep, [1O Cisco Packet Tracer

JlaGopatopHoe 3anstue Ne9. Pabora ¢ TekcTOM.
Cnuckn

dopmupoBaHue yMeHU GopMaTHpOBATh TEKCT Ha
HTML-ctpanumax

Kommetotep, [10 Cisco Packet Tracer

Jlaboparoproe 3anstue NelO. Co3zmanue (opmbl
[UIsl pETUCTPALMM U BXOJa.

dopmupoBaHue yMEHUU co37aBaTb (OPMBI IS
pErucTpanyu 1 BXo/a.

Kommerotep, [1O Cisco Packet Tracer

JlaboparopHoe 3ansTie Ne Merozst alert, prompt u
confirm B JavaScript.

dopmupoBaHuEe YMEHUI NMPUMEHATh METOHI alert,
prompt u confirm B JavaScript.

Kommerotep, [1O Cisco Packet Tracer

Jlaboparoproe 3amsitue Nel2.  OOpaboT4yMKu

dopmupoBaHUEe YMEHUN MPUMEHITH 00paOOTUHKH

Kommerotep, [10 Cisco Packet Tracer
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coObITHH B JavaScrip.

coObITHii B JavaScript

JlaGopaTopHoe 3ansatue Nel3. ['ocreBas kHUTA Ha
PHP

®opMUpPOBAHUE YMEHHIT
kHury Ha PHP

Cco3aaBaTb TI'OCTCBYIO

Kommsrotep, ITO Cisco Packet Tracer

JlaGopaTtoproe  3amsatue  Nel4.  Hacrpoiika

BUPTYaJIbHOW CETU Ha KOMMYTaTOpE.

dopmMupoBaHUE YMEHHI
BUPTYAJIbHYIO CETh HA KOMMYTAaTOpe

HaCTpanBaTb

Kommsrotep, ITO Cisco Packet Tracer

Jlabopatopuoe 3ausarue Nel5. VLAN c nByms

®opmupoBanue ymeHuil HactpauBath VLAN c

Kommretotep, [10O Cisco Packet Tracer

KomMMmyTaTtopaMu. Pazgensempiii  oOuiuii  kaHanI[IByMs KOMMYTaTOpaMu

(TpaHK).

JlabopaTtopuoe 3amsarue Nel6. Cratmueckas@opMupoBaHue yMEHUH nactpauBatsKommsrorep, I10O Cisco Packet Tracer
MapIIpyTH3alus CTaTMYECKYIO MapIIPyTH3ALIUIO

JlaGopaTopuoe 3ansatue Nel7. Mapmpyruzanust Hal@opMupoBaHue yMEHUH nactpauBatsKommsrorep, I1O Cisco Packet Tracer
npotokose RIP. MapLIpyTH3anuo Ha nporokoie RIP

Jlaboparopuoe 3anstue Nel8. Mapmpyruzanus na@opmupoBaHue yMEHUM HactpauBatsKommberorep, I10 Cisco Packet Tracer

nportokosax EIGRP u OSPF.

MapuipyTtusanuio Ha mporokonax EIGRP u OSPF

JlaGopaTopHoe Nel9.  Hactpoiika

nporokona BGP.

3aHATUC

DopMUpOBaHUE YMEHHI
MapHIpyTU3aluio Ha nporokone BGP

HacTpauBaTh

Kommetotep, [1O Cisco Packet Tracer

JlaGopatopuoe 3anstue No2(. Co3gaHue CIUCKOB
nocryna ACL.

@opMHpOBaHME YMEHUH HACTpauBaTh CIMCKHU
noctyna ACL

Kommerotep, [1O Cisco Packet Tracer

JlaGoparopuoe 3anstie Ne2l. GRE tynnens no/®@opmupoBanune ymenuit HactpamBath GRE|Kommerotep, I1O Cisco Packet Tracer
npotokoiy IPSec TYHHEJIb 110 TIpoTokoay IPSec
JlaGopatopnoe  3ansTHe Ne22.  DuubpTpanus|@opmupoBaHue yMEHUHI HactpauBatsKommsrotep, [10 Cisco Packet Tracer

MaKE€TOB MECKCECTCBBIM DKPAaHOM

(I)I/IJ'II)TpaIII/IIO IMMaKE€TOB MECKCCTCBBIM DKPAHOM

JlaGopaTopuoe 3anstue Ne23. Hactpoiika cepBepa
ayTeHTU(UKAINY, aBTOPU3AIIMU U ayAUTa

@opMHpOBaHHE yMEHUM HACTPaWBaTh
ayTeHTU(UKALMH, aBTOPU3AIMU U ayIuTa

cepBep

Kommerotep, [1O Cisco Packet Tracer
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3 YVCJIOBHUS PEAJU3AIINA
MOIYJISA

PABOYEW IPOTIPAMMBI ITPOPECCHOHAJBHOI'O

3.1 MaTepuajJibHO-TEXHHUYECKOE 00ecreueHue

Jins  peanuzanvu  IpOrpaMMbl
CriellManbHble IOMELICHUS U OCHALLCHHE:

npoeCCUOHATTLHOTO MOAYJIS TPEAYCMOTPEHBI  CIEIYIOLIHE

Tun ¥ HAaMMeHOBaHHE
CIIeINAJBbHOI0 IMTOMCIICHUSA

OcHaleHue cneuuajabHOr0 NOMeIeHUs1, BKIIYAas
NporpaMMHoe odecrneyeHue

JlaGopaTtopus OmepariioOHHBIX CHCTEM U
cpen

YueOHass ayauTopust [UIS TPOBEACHHS YYEOHBIX  3aHITHHA,
71a00PaTOPHBIX W MPAKTHYCCKUX 3aHITHUH, A CaMOCTOSITEIHLHON

paboTHhL, A TPYNIOBBIX W WHANBUAYATHBIX KOHCYJIbTALWHN, AJIS

TEKYIIEr0o KOHTPOJIA W TPOMEXYTOUHOM arTecTanuu, s
MIPOBEJICHUSI KYPCOBOTO MPOEKTHPOBAHUS
- PaGouee mMecTo mpemomaBarens:  MEPCOHATBHBINA

KOMITBIOTED, TIPOCKTOP, IKPaH;
pabourie MecTa 00yJaroIIUXCs, JOCKa yaeOHas, yaeOHast
Mebenb

IIepconasbHBIE KOMIIBIOTEPHI

[xad mMoHTaXHBIN C 060pyHOBaHueM Cisco
Kommyrarop QSW-4610-10T-AC
Kommyrtatop QSW-4610-28T-AC

Touka noctymna Ubiquiti Networks. UniFi AP
CuctemMa BUIECOHAOTIOIEHUS

Ka6enu CAB-SS-V35FC

Kab6enu CAB-SS-V35MT

KommyTtaropsr WS-C2960-24TT-L
Mapmpyruzaropsl Lynksys WRT54G
Mapupyrusaropsl MoayibHbIH Cisco 2801
Monynu unrepdeiicapie HWIC-2F/S
Mapurpyruzarop norpanuunbiii CISCO 3825

IIporpammHoe o0ecnieyenue:

1. MS Windows (mognucka Imagine Premium)
noroBop J[-1227-18 ot 08.10.2018, cpok mgeicTBus:
11.10.2021

2. MS Windows (moxamucka Imagine Premium)
norosop J-757-17 or 27.06.2017, cpox pgeicTBus:
27.07.2018,  Calculate  Linux  Desktop  cB0oG0aHO

pacripoctpansiemoe 10 (https://www.calculate-linux.org/ru/),
CPOK JIeHCTBUSI: OECCPOYHO;

3. MS Office moroBop Nel35 ot 17.09.2007, cpox
neicTBus: 6ecCpoUHoO.

4. Notepad++ CBOOOJTHO pacmpocTpaHseMoe
(https://notepad-plus-plus.org/), cpok aercTBHs: OECCPOUHO

5. Open Server cBOOOJHO paclpoCTpaHsieMoe
(https://ospanel.io/download/), cpok neiicTBusi: 6eccpodHoO.

Jlaboparopus KomnbroTepHBIX ceTell 1
TEJIEKOMMYHUKALHA

VYuebHas ayauTopus A4 IPOBCACHUA y‘le6HBIX 3aH§[TPII>i,

JTa0OpaTOPHBIX M TPAKTHYECKUX 3aHATHH, I CaMOCTOSTEIBHON
paboThI, I TPYNIOBEIX M WHIMBUAYAIGHBIX KOHCYJIbTAIUN, JJIS
arrecTanuu, Uit

TEKYIIET0 KOHTPOJA W TPOMEXKYTOYHOMH

MMPOBCACHUA KYpPCOBOT'O IPOCKTUPOBAHUA.
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Pabouee mecTo npernoaaBareiis: HGpCOHaJ'IbHBIfI KOMIIBIOTEP,

- paboune MecTa 00yJaroImuXCcs, T0cka yacOHas, yaeOHas
Me0eIb

- [epcoHanbHbIE KOMITBIOTEPBI.

- Crenn nmabopartopusiid «D-Linky:

- IlaTtu-manens,

- KommyTtaropsr DES-1100-16,

- KommyTtatopsr DES-3200-28,

- KommyTtaropsr DES-3810-28,

- Kommnexkt  yuebnoro  oGopymoBanms  "CereBas
Oe3omacHOCTh" Ha 4 pabodmx MecTa;

- Crenn maboparopubiii  "JIokadbHBIE KOMITBIOTEPHEIE
cetu" Ha 4 pabOYMX MeCTa

- Crenn naboparopusiii "IP-Buneonadmonenme
Kommekc yuebno-maboparopusiit Wi-Fi(touka moctyma D-Link
DP-2310., MapUIpyTU3aTOPEI D-Link DIR-300/A),
Mapmpyruszarop D-Link Dir-615/K/R1A 4-ports

IIporpammMHoe obecnevyeHune:

1. MS Windows (mommucka Imagine Premium) moroBop
J1-1227-18 ot 08.10.2018, cpok neiicteus: 11.10.2021

2. MS Windows (moamucka Imagine Premium) morosop
H-757-17 ot 27.06.2017, cpok neiictBus: 27.07.2018, Calculate
Linux Desktop cB0OOTHO pacmipocTpaHsieMoe 1o
(https://www.calculate-linux.org/ru/), cpok aelcTBHs: OECCPOUHO;

3. MS Office morosop Nel35 or 17.09.2007, cpok
JeHCTBUSL: OECCPOUHO.

4, Notepad++ cBOOOIHO pacrnpocTpaHsIeMoe
(https://notepad-plus-plus.org/), cpok aewcTBHs: GecCPOUHO
5. Open Server CBOOOIHO pacnpocTpaHseMoe

(https://ospanel.io/download/), cpok aelcTBus: GECCPOUHO.

3.2 YyeOHo-MeTOAMYeCKOe M HHPOPMALMOHHOE 00ecriedeHHe peaJTn3alui NPorpaMmMbl
OcHOBHBIC HCTOYHHMKH:

1. Ju6pos, M.B. Ceru u TtenekommyHukanuu. Mapmpytuzamus B [P-ceTsx: y4eOHUK U
MPaKTUKYM JUIsI cpeaHero mpodeccuoHambHOoro oobpaszoBanusi/ M. B. Jlubpos. - Mocksa: [Opaiir,
2024. - 423 c. - Pexum pnocryma: https://urait.ru/bcode/531278 (mata oOpamenus: 19.04.2024).-
ISBN 978-5-534-16551-7.

2. Hcauenko, O.B. [Iporpammuoe obecrieueHne KOMITbIOTEPHBIX ceTelt : YdyeOHoe mocobue/
O.B. Hcauenko. - Mocka: OOO "Hayuno-uznarensckuil nentp MHOPA-M", 2024. - 158 c. - Pexum
noctyna: https://znanium.ru/read?id=435975 (nara obopamienus: 19.04.2024). - ISBN 978-5-16-015447-3.
- ISBN 978-5-16-108134-1.

3. Ky3un, A.B. Kommnbrotepusie cetn : YueOnoe nocooue / A.B. Ky3un, I.A. Ky3un -
Mocksa : UznarensctBo "®@OPYM", 2024. - 190 c. - Pexxum pocryma: https://znanium.ru/read?id=434854
(mata oOpamenus: 19.04.2024). - ISBN 978-5-00091-453-3. - ISBN 978-5-16-103935-9.

I[OHO.]IHI/ITCJILHI)IG HCTOYHUKH:

1. 3Bepena, B. I1. Texunueckue cpeactra nndopmaruzanun : YueOnuk / B. I1. 3Bepena, A.B.
Haszapos. - Mocksa: OO0 "KVYPC", 2024. - 242 c. - Pexxum nocryna: https://znanium.ru/read?id=436552
(mata oopamenus: 19.04.2024) - ISBN 978-5-906818-54-6. - ISBN 978-5-16-105402-4.
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https://znanium.ru/read?id=435975
https://znanium.ru/read?id=434854
https://znanium.ru/read?id=436552

2. OcoxkuH, A. H. Teopus unpopmaryu: yae6noe nocodue st cro / A. H. Ocokun, A.H. A.

H. ManbuykoB. - MockBa : IOpair, 2023. - 208 c¢. - Pexum pgocrymna:
https://urait.ru/viewer/teoriya-informacii-542695#page/1 (mata  oOpamenus: 19.04.2024).-
ISBN 978-5-534-17296-6.

3. Yucros, /1. B. [IpoekTrpoBanrne WHPOPMAIMOHHBIX CUCTEM : YUEOHHK M MPAKTUKYM JJIS
cpennero mpodeccuonanbHoro obpaszoBanus / JI. B. Uuctor, II. I1. MenpHukoB, A. B. 3osoTapiok,
H. b. Huuenopyk. -Mocksa:lOpaiirt,2024. -293 c. — Pexum JOCTyTA!
https://urait.ru/viewer/proektirovanie-informacionnyh-sistem-538370#page/1 (mata  oOpareHus:

19.04.2024).- ISBN 978-5-534-16217-2.
HNuTepHeT-pecypcebl:

1. Kypunaner Chip/Yun: XypHan o0 KOMIOBIOTEPHOW TEXHUKE I NMPOPECCHOHAIOB H
OTBITHBIX IMOJIb30BaTeNeH [DiekTpoHHbIN pecype] - Pesxum mocrtyna: https://ichip.ru/. (nata obparenus:
05.12.2023). — TeKCT: 2IEKTPOHHBIH

2. Kypnanst 3ammra uHpopmanuu. Mucaiin: MHbOpManMOHHO-METOANYECKUN KypHAT
[DnexTponHbIi pecype] - Pexxum mocryna: http://www.inside-zi.ru/ . (mara obpamenus: 05.12.2023). —
TekcT: 2IeKTPOHHBIN.

3. WNudopmanronHas 6e300aCHOCTb PETMOHOB: [DJEKTPOHHBIA pecypc] - Pexxum pocryna:
http://www.seun.ru/content/nauka/5/1/index.php . (mara oOpamenus: 05.12.2023). — Texkcr:
3IIEKTPOHHBIM.

4. Bonpocer  kubepOesomacHocTr.  Hayunblid, mnepuoguueckuii, UHPOPMALHUOHHO-

METOIMYECKUI JKypHan c 0a30BOM crneunuanu3anueil B o0macTu HMHGOPMAIMOHHOW Oe30MacHOCTH.
[DnexTponHsIit pecypce] - Pexum noctyna: http://cyberrus.com/. (nara o6pamenus: 05.12.2023). — Tekcr:
3IIEKTPOHHBIM.

S. besonacHocTh  MHQOpMANMOHHBIX — TexHojJoruil. Ilepumonuueckuil  peneH3UpyeMblil
Hay4dHbIi )xypHan HUAY MUOU. [DnextponHslil pecypc] - Pexxum mocrymna: http://bit.mephi.ru/ / (nara
oOpamtenusi: 01.12.2022). — Tekct: 31€KTPOHHBIM.

6. HNHudopmannoHHO-CIIpaBOYHAasl CUCTEMA MO JIOKYMEHTaM B 00JIACTH TEXHUUYECKOM 3aIlUThI
uHpopMarmu [DIeKTpoHHbIH pecype] - Pexxum moctyna: www.fstec.ru/ (nata obpamenus: 01.12.2023). —
TekceT: 27eKTPOHHBIN.

7. Nudopmanmonnslii mopran mo 6e30macHOCTU [DNIEKTPOHHBIN pecypc]| - Pexxum moctyma:
www.SecuritylLab.ru (mara oopamienus: 01.12.2023). — TeKCT: 37EKTPOHHBIH.

3.3 YyeOHO-MeTOAMYECKOE 00ecedeHre CAMOCTOATEebHOI PadoThl 00y4ar0IUXCH

CamocTosrenbHas paboTa sSBIseTCs 0053aTeNbHON Ui Kak10ro oodyyatonierocst. CamocTosiTeNbHas
paboTa MOXKET OCYIIECTBIJIATHCS WHAWBUAYAIBHO HJIM TpYyNIamMH B 3aBUCUMOCTH OT Lend, 00beMa,
KOHKPETHOW TEMAaTHKU CAMOCTOATEIbHON padOThl, YPOBHS CIOXKHOCTH, YPOBHS YMEHHUI 00y4aromuxcsl.

KoHTponb pe3ynbTaToB BHEAyAMTOPHOW CaMOCTOSITENbHOM pabOThl OCYILECTBIISETCS B Mpejaenax
BpPEMCHH, OTBCACHHOI'O Ha o0s13aTeNbHbBIE yqe6HBIe 3aHATUSA W BHCAYAUTOPHYIO CaMOCTOATCIBbHYIO
paboty oOyyaromuxcst Mo MpophecCHOHATFHOMY MOAYIIO, MPOXOJUT KaK B MUCbMEHHOH, TaK U YCTHOM
WA CMENIaHHOH q)opMe, C MPEACTABIICHUEM U3 ACTIUA WA IPOJAYKTa TBOp‘-IGCKOfI JCATCIIbHOCTH.

B kauecTBe (hopM U METOJOB KOHTPOJISI BHEAYIUTOPHON CaMOCTOATENBHOM pabOThl UCIIOIB3YIOTCS:
MIPOBEpPKA BHITIOJIHEHHON paOOTHI TIPENojaBaTesieM,

Ne | HanmenoBanue OueHouHble  cpeiacTBa  (3alaHus) Il CaMOCTOSITENbHOM
pasjiena/TeMbl BHEAYJAUTOPHOU pabOTHI

1 Paznen 1/ Tema 1.3 Bux  3apanumsi:  Hactpoiika cucTeMbl — NpeaoTBpalleHus
ITpuHIUIIBL BropkeHuit (IPS)
o0ecrieueHus 3ananue
0€30I1aCHOCTH CETH
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10.1.1.0/30

sa/ve
DCE

192.168.1.0/24 192.168.3.0/24

e pxarouuth IOS IPS.
* HACTPOUTH BEJICHHUE XKYypHAJA.
* nposeputs IPS.

Heanb: Hactpouts cucremy npeaoTBpaiieHus Bropxenuit (IPS)
Pexomenaanum no BoINOJHeHUIO 3a1anus: CorinacHo
AITOPUTMY U3 KOHCIIEKTA JIEKLINH, IPOBECTU HACTpOUKy IPS.
Kpurepum ouenku:

Ouenka 3 — BepHo BkitoueHa [0S IPS.

OueHka 4 — BEpHO HACTPOEHO BEJICHHE KypHaJa.

Onenka 5 — 3amura padoThl.

Pasngen 2/ Tema 2.1
CoBpemeHHbIE
CETEBBIE TEXHOJIOTUHU

Bupa 3apanus: bazosas nactpoitka Windows 2016 Server
Texkcr 3apanus:

R

PC-PT Server-PT

1. 3amaiiTe ip aapecaruio cepeepy: ip-aapec: 192.168.80.2,
Mmacka: 255.255.255.0

2. U3menuTth ums cepBepa Ha studyserver.

3. Hacrpouts DHCP.

4. Hactpouts DNS.

Hess: Beimonuuts 6a3oByto HacTpoiiky Windows 2016 Server
PexkomMeHanuu 10  BBINOJHEHHI0 3aJaHMsI:  COIJIACHO
QITOPUTMY W3 KOHCIIEKTA JIEKIIMW, BBHIOJHUTH 0a30BYIO
Hactpoiiky Windows 2016 Server

Kpurepun ouenku:

Onenka 3 — BepHo 3a1aH [P u ums cepsepa.
Onenka 4 — BepHo Hactpoensl DHCP u DNS.
Ornenka 5 — 3amuTa paboThI.

Pasnen 2/ Tema 2.2
Cepsepsl
MIPUITOKEHU I

Bupn 3apanus: J1o6aButh 1 HacTpouTh poib Active Directory
Texcr 3apaHus:
a) Cosnatb nomeH: study.int
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b) Co3marh naponb Uisl pexXKrUMa BOCCTAHOBIIEHUS:
P@sswOrd

Hean: Jlo6aBuTh 1 HacTpouTh poib Active Directory
PexkoMeHIanuM 1O BBINOJHEHUIO 3aJaHHA:  COTJIACHO
QITOPUTMY U3 KOHCIIEKTa JIEKIMH, JO00aBUTh U HACTPOUTH POJIb
Active Directory.

Kpurepum ouenku:

Ouenka 3 — BEpHO CO3/1aH JJOMEH.

Onenka 4 — BEpHO CO3/1aH apoJib JIJIsl BOCCTAHOBIICHUSI.

Onenka 5 — 3ammra padoThl.

Pasznen 2/ Tema 2.2
CepBepbl
MPUITOKEHU I

Bun 3amanusa: Jlo6aBute u Hactpouth poib DHCP. Baectn
KIIMEHTA B JIOMCH.
TexkcT 3amanus
1. Ho6aButh u HacTpouTh posib DHCP
[TapameTrpst DHCP:
a) OOGuacTs: station;
b) Bsimats co 2 mo 200 agpeca;
c) Uckimounts co 2 o 10 aapeca;
d) Apenna 8 yacos;
e) Anpec numo3a: 192.168.80.2
f) DNS: 192.168.80.2

2. BBecTu KiieHTa B IOMEH

Hean: Jlo6aBute n HacTpouth poids DHCP. Beectu kinenra B
JIOMEH.

PexoMeHaanuuM 1O  BBINOJHEHHIO 3aJaHMS:  COTJIACHO
QITOPUTMY W3 KOHCIIEKTa JIKIMH, JO0OaBUTh M HACTPOUTH POIIb
DHCP. Beectu kiueHTa B JOMEH.

Kpurepun onenkn:

Ouenka 3 — BepHO n00aBieHa u HacTpoeHa poias DHCP.

Orenka 4 — BEpHO BBEJICH KJIIMEHT B JJOMEH.

Onenka 5 — 3amura padoThl.
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4 KOHTPOJIb 1 OLHEHKA PE3YJIbTATOB OCBOEHUSA NMNPO®PECCHUOHAJIBHOI'O
MOAYJA

KoHTponb W OIIGHKAa pe3yabTaToB OCBOEHUS MPO(PECCHOHATBLHOTO MOXYJS OCYIIECTBISIETCS
IpernojaBaTesieM B MPOIecce TEKYIIEro KOHTPOJIS U MPOMEKYTOUHOM aTTeCTalliu.

®opMoii MTOrOBOHM aTrrecTaMd 1O  NPO(ECCHOHAIBHOMY MOXYJIO  SIBISAETCS  HK3aMeH
KBATM(UKAITMOHHBIN / Kéanupuxkayuonnwvii sxzamen (0asa IIM, 20e oceausaemcs npogheccus pabouezo,
OO0JIHCHOCMb CILYHCAUIE20).

4.1 Texkymmii KOHTPOJIb

KoHTposmpyemsle pe3ynbTaThl HanmenoBanue

o Kpurepuu onenku
(IpakTUYECKUH OIBIT, YMEHHUSI, SHAHUSI) OIICHOYHOT'O CPEJICTBA

IIK 5.1. O6ecnieunBaTh 3a1IUTY HH(POPMALIMH B CETH € MCI0JIb30BaHHEM NPOTPAMMHO-
annapaTHbIX CPE/CTB

H5.1.1, H5.1.2, H5.1.3,9Y5.1.1,¥5.1.2,¥5.1.3 (tect, JlJaboparopHoe Tecr:
Y0 01.01,Y0 01.02, Yo 01.03,Yo 01.04, Yo 01.05, Yo01.06, SATAHIC
Y0 01.07.Yo0 01.08.Y0 02.01,Y0 02.02, Yo 02.03.Y0 02.04, Aarme) CM. KpUTCPHH OLICHKU TecTa

Y0 02.05,Y0 02.06, Yo 02.07,Y0 02.08, Yo 02.09,Y0 03.02 JlaGoparopHoe 3a1aHne:
CM. KPUTEPHHU OIIEHKH
71a00pPaTOPHOTO 3aIaHUS

IIK 5.2. BbInoiHATH 00¢/Iy’>KMBAHHE IPOrPAMMHO-ANNAPATHBIX CPEICTB 3alMThI HH(POPMAILIUU B
ONEePALMOHHBIX CHCTEMAaX H KOMIIBIOTEPHBIX CeTAX

H5.2.1, H5.2.2, H5.2.3 Tect:
V¥5.2.1,9Y5.2.2,¥52.3,

Y0 01.01,Y0 01.02, Vo 01.03,Y0 01.04, Yo 01.05,Y0 01.06,
Vo0 01.07, Yo 01.08

CM. KPUTCPHUU OLICHKU TCCTa

(recr, Jlabopatoproe JlaGopaTopHoe 3aganmue:

V0 02.01,Y0 02.02, Yo 02.03,Y0 02.04, Yo 02.05,Y0 02.06, 3aﬂaHHe) CM. KpHTEpHHU OLEHKH
V0 02.07,Y0 02.08, Yo 02.09,
Vo 03.02 1abopaTOPHOTO 3aTaHUS

Kpurtepun onenkn tecra
Kaxnoe mnpaBuibHOEe AeHCTBHE NpU BBHINOJIHEHUM 3aJaHUi TecTa oOleHuBaeTcs B 1 OGai,
HENpaBUJIbHOE UM €ro oTcyTcTBUE B 0 Oaios.
CymMma 6aiioB 3a BBIIIOJHEHHbIE 3aJJaHUsl TeCTa MEPEBOIUTCS B MATUOAIUIBHYIO CUCTEMY OLIEHKU
10 IPUBEACHHON HMKE LIKAJIE.
Ikana oueHNBaAHUA

Onenka «5» — | 85%-100%
Ornenka «4» - 75%-84%
Onenka «3» - 60%-74%
Orenka «2» - 59%-0%

Kpurepun oueHkHu J1a00paTOPHOro 3aaHUs

- «OTIUYHO» - TEOPETHUECKOEe COJEp)KaHUE Kypca OCBOEHO IMOJHOCTBIO, 06€3 MpoOenoB, YMEHHS
chopMHUpPOBaHBI, BCE MPEAYCMOTPEHHBIE MPOTpaMMON Y4eOHBIE 3aJlaHUsl BBIMOJHEHBI, KAa4eCTBO HX
BBIIIOJIHEHUS OLIEHEHO BBICOKO.

- «XO0opouIo» - TEOPETUIYECKOE COJEPKaHUE Kypca OCBOEHO IMOJIHOCThIO, O€3 Mpo0eIoB, HEKOTOPbIE
yMeHusi Cc(hOpPMHPOBAHBI HEIOCTaTOYHO, BCE MPEAYCMOTPEHHBIE MpOrpaMMoil y4yeOHbIe 3anaHus
BBITIOJTHEHBI, HEKOTOPBIE BU/IbI 33JJaHHUI BBHITIOJHEHBI C OITHOKAMH.
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- «Y IOBJIETBOPUTENILHOY - TEOPETUUECKOE COJEPKAHUE Kypca OCBOGHO YaCTHYHO, HO MPOOEIbl HE
HOCSIT CYIIECTBEHHOTO XapaKTepa, HEOOXOIUMbIE YMEHHs pabOThl C OCBOCHHBIM MAaTepuaioM B
OCHOBHOM C()OPMHUPOBAHBI, OOJBIIMHCTBO MPEIYCMOTPEHHBIX MPOrpaMMOi 00yueHHs yueOHBIX 3alaHuH
BBIITOJTHEHO, HEKOTOPBIE M3 BBITOJIHECHHBIX 3aJaHUI COJIepIKaT OINOKH.

- «<HeynoBieTBOpuTEIbHO» - TEOPETUUECKOE COJEPKAHUE Kypca HE OCBOEHO, HEOOXOIMMBbIE
yMeHHsI He ¢()OPMHUPOBAHbI, BHIITOJHEHHBIC YUeOHBIE 3a1aHHUS COAEPKAT rpyObIe OIIMOKH.

4.2 IIpomMe:xyTOUHASI ATTECTANUA

Kon CTpyKTYpHBIii 3JIeMeHT dopMa NPOMEKYTOUHOM Cemectp
npog¢eccHOHATBHOI0 MOAYJISA aTTecTanuu

MJIK.05.0 | CereBas 6€30macHOCTh U MPOTPAMMHO- nuddepeHIMpPOBaHHBIN 3a4eT 7

1 anmapaTHbIe CPEIICTBA 3alTUTHI
TEJIEKOMMYHUKAIIMOHHBIX CHCTEM

MJK.05.0 | [IporpammHuoe obecrieueHue g hepeHIMPOBAHHBIN 3a4eT 7

2 KOMIBIOTEPHBIX cucteM 1 Web cepBepoB

VYIL.05 YyeOHast mpakTHKa 3a4eT 8

I111.05 [IpousBoacTBeHHAS MPAaKTHUKA (o 3ayer 8
PO UITIO CIICIIUATBHOCTH )

4.2.1 OueHoYHbIE CPeACTBA JJIA 3a4eTa, dk3ameHa mo MJIK, npakTuke

[TpomesxyTouHas arTecTanus 0OydaroLUIMXCsl OCYIIECTBISIETCS 1Mo 3aBepiieHnu u3ydenus M/IK u
MIO3BOJISIET OMPEENINTh KaYECTBO U YPOBEHb €€ OCBOEHUS.

®opma mpomexyrounoit arrecrauuu no MJIK.05.01 «CereBas 6e30macHOCTh U MPOTPAMMHO-
anmnapaTHbIE CPEJICTBA 3aLIUTHI TEJIEKOMMYHUKAIIMOHHBIX CUCTEMY - (D PepeHIuPOBaHHBIN 3aueT.

KOMIIEKT 3a4€THBIX MAaTepHaIOB COCTOMUT U3 IBYX BapuaHTOB 0 10 3a1aHull B KaXI0M.

3aaHusi KOHTPOJISI 3HAHUM BKJIIOYAIOT 3aKPbIThIE 3a/laHUsl HA BBIOOp OTBETa U HA yCTAHOBJICHHE
COOTBETCTBHS; 3aJJaHNsI OTKPBITOTO TUIIA HA BOCIIPOU3BEACHHE MTOHITHH.

3amaHusi KOHTPOJS YMEHHUH coJAep)KaT 3aJaHMsl OTKPHITOrO THUIA Ha OINpEesieHue HacTPOeK
KOMMYTAIlMOHHOT'O 000PY/10BaHHsI KOMIIBIOTEPHBIX CUCTEM.

®opma mpomexyrouHod arrectaumu 1o  MJIK.05.02  «IIporpammuHoe obecneueHue
KOMIIBIOTEPHBIX cucTeM 1 Web cepBepoB» - muddepeHnpoBaHHbIH 3a4erT.

KoMIUTEKT 3a4eTHBIX MAaTEpUaIoB COCTOUT U3 JBYX BapHaHTOB 10 10 3a1aHn B KaXKIOM.

3amaHus KOHTPOJIS 3HAHWH BKIIIOYAIOT 3aKPBIThIE 33JJaHUs HA BHIOOP OTBETAa M HAa YCTAHOBJICHHE
COOTBETCTBHUSI; 3aJJaHHsI OTKPBHITOTO THUIIa HA BOCIIPOU3BEACHNUE MTOHSITHH.

3amaHusl KOHTPOJS YMEHUH COAEp)KAT 3aJaHMsl OTKPHITOTO THIA Ha ONPENEIIEHHE HACTPOEK
KOMMYTAIIMOHHOTO 000PYA0BAaHUS KOMITBIOTEPHBIX CHCTEM.
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PesyabTaTsl 00yyeHust

OueHo4YHbIE CpecTBA
JJIs1 IPOMEKYTOYHOM aTTecTaluu

IIK 5.1. O0ecieynBaTh 3aIIUTY HHPOPMALMH B CETH € HCNOJb30BAHMEM MPOrPAMMHO-ANINAPATHBIX CPEICTB

H5.1.1, H5.1.2, H5.1.3,Y5.1.1,Y5.1.2, ¥5.1.3
Y0 01.01,Y0 01.02, Yo 01.03,Y0 01.04, Yo 01.05,
Y001.06, Yo 01.07,Y0 01.08,Y0 02.01,Y0 02.02, Yo
02.03,Y0 02.04,

Y0 02.05,Y0 02.06, Yo 02.07,Y0 02.08, Yo
02.09,Y0 03.02

ITo MJIK.05.01 mpemycmotpen muddepeHInpoBaHHBINA 3aderT,
MpenoaBarens  MpeAnojiaracT MPOBECTH  3a4eT B BUIE
KOHTPOJIGHOM DPabOTHI, KOTOpas COAEPHUT TECTOBBIC 3aJaHUS HA
MpOBepKy 3HaHUH u JlabopaTropHoe 3amaHre Ha MPOBEPKY YMEHUH,
B TpYIIEe 3HAHWW YKa3bIBACTCSI TECT M TIEPEYCHb TUITOBBIX
BOMpPOCOB, JlabopaTopHOE 3aJaHNe U TEKCT 3aJaHusl.

TecT
1. B xoMMyTaTOpax MOTYT OBITh pPeaju30BaHbI CJIETYHOIINE
Tunol VLAN:

Bribepure o xpaiiHei Mepe OiH OTBET:
a. VLAN Ha 0CHOBE MOPTOB.
b. VLAN na ocnoe crangapta IEEE 802.1Q.
c. VLAN Ha ocHoBe MAC-anpecos.
d. VLAN =na ocHose crarnapra IEEE 802.3x.
1. A66peBuarypa PVID o6o3nauaer:
Bribepure onuH OTBET.
a. Public VLAN ID
b. Private Video
c. Bce oTBeThl HENIPABUIIBHEIL.
d. Port VLAN ID
2. Ad6openarypa BPDU o6o03nauaer:
Bribepure onuH oTBeT.
a. Bridge Protocol Data Unit
b. Bridge Probe Data Unit
c. Berkeley Protocol Data Unit
d. Berkeley Protocol Delivery Unit
3. IIporoxoa GVRP ucmojab3yercs Ajisl...
Bribepure onuH 0TBET.
a. Ynanenus cratuueckux VLAN.
b. Co3manusa cratnyecknx ¥ quHamudecknx VLAN.
c. Cozpanusa nuHamudyeckux VLAN.
d. Bce ykazaHHbIe BAPHAHTBL.
4. B cranuaapre IEEE 802.1Q tepmunom Tagging 0603Ha4aior...
Bribepure oanH OTBeT.
a. [Ipornece n06aBneHUs HHPOPMAIIUH O MPUHAICKHOCTH K 802.1Q
VLAN B 3arojioBok Kajpa.
b. IIponiecc oTOpachiBaHus KaapoB, He MpUHAANIEKauX ToH ke VLAN,
qyToO U BXO}IHOﬁ IopT, Ha CTaJIlUN UX IpHUCMa.
c. Bce yka3anHble BapUaHTHI.
d. Ipouecc n3BnedeHus MHGOPMAIIUU O IPUHAIICKHOCTH K
802.1Q royoBka Kampa.
5. B cranaapre IEEE 802.1Q u3B/ieueHue Tera u3 3arojioBKa
KaJpa Ha3bIBAaeTCHl...
Bribepure onnH oTBeT.
a. Untagging
b. Ingressing
c. Bce oTBeThl HENIPABUIIBHEIL.
d. Tagging
6. Crangapt IEEE 802.1Q onucbiBaeT npoueaypy :
Bribepure oquH OTBET.
a. arperupoBaHMs KaHAJIOB,
b. TerupoBanus Tpaduka, 0 MpUHALIEKHOCTH K VLAN;
C. YaCTOTHOTO MPEICTABICHNUS, TSI OECIIPOBOIHBIX TEXHOJIOTHIA.

7. BupryanabHO# JOKAJIbHOI CeThI0 HA3bIBAETCSI:
a. KOMMYHUKAallUOHHas  CHCTE€Ma, COCTOSIas M3  HECKOJBbKHUX
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KOMITBIOTEPOB, COEIMHEHHBIX MEXIy co0ol mocpeacTBoM Kabenen
(TenedOHHBIX JUHHUHN, pPaIAOKAHAIOB), TO3BOJISIIONIAS ITOJIH30BATEISAM
COBMECTHO HCIIOJIb30BATh PECYPCHI KOMITBIOTEPA.
b. mormueckas rpynma y3moB ceTH, TpadUK KOTOPOH H30JIMPOBaH OT
JPYTHX y3JIOB CETH.
C. BCEMHpHAas CHCTeMa OOBEIMHEHHBIX KOMIBIOTEPHBIX CETeH Ui
XpaHeHHA U Nepenadn HHPOpMaIHu.
8. 3akonumte mpenioxkenne. Dynkuus Traffic Segmentation
MO3BOJISET ...
9. OrBersTe Ha Bompoc. O xakux VLAN wunmer peun? Kaxnmwiit
MOPT Ha3HayaeTcs B onpeneneHnyo VLAN, He3aBUCHMO OT TOrO,
KaKkoH TIOJIb30BAaTENIb WMJIM KOMIIBIOTED MOAKIIOUEH K JITOMY
TIOPTY.
10. OtBerbTe Ha Bompoc. B xakmx VLAN ycraHOBICHHE WICHCTBA
OCYIIECTBIISIETCS] BPYYHYIO aIMHHHACTPATOPOM CETH?
11. AG6pesuatrypa VLAN o003Hauaer:
Bribepure onnH oTBET:
a. Virtual LAN
b. Voice LAN
c. Video LAN
d. Bce oTBeThI HENPaBUIIBHEL.
12. C momomb10 Kakoii KOMaHIbI MOKHO MOCMOTpeTh Bce VLAN,
co31aHHbIe HA KOMMYyTaTope?
Bribepure oauH oTBET:
a.vlan_id
b. vlan show
c. show vlan
d. show VLAN
13. Ilpu pa3ouenun JokaabHOI ceTn HAa VLAN, Mexay pa3zHbIMu
nojceTsIMH 0JI0KHPYeTCsl MPOXO0sK/IeHHEe NAKeTOB:
Bribepure oauH oTBET:
a. O/IHOAJPECHBIX MTAKETOB
b. MHOTOaJJpeCHBIX TAKETOB
C. IIUPOKOBCIIATCIIbHBIX ITAKETOB
d. Bce yka3zaHHbIE BAPHAHTEI
14. Tlo npuBeJeHHBIM HHUKe HACTPOIKaM HM300pa3uTe cXeMy ceTH
U ONMMIINTE HACTPOIiKY KOMMYTATOPOB.
Hacrpoiika kommyTtartopa 1
config vlan default delete 1-12
create vlan v2 tag 2
create vlan v3 tag 3

config vlan v2 add untagged 5-8

config vlan v2 add tagged 1-2

config vlan v3 add untagged 9-12

config vlan v3 add tagged 1-2

Hacrpoiika kommyTaTopa 2

config vlan default delete 1-2

create vlan v2 tag 2

create vlan v3 tag 3

config vlan v2 add tagged 1-2

config vlan v3 add tagged 1-2
Hacrpoiika kommyTaTopoB 3

config vlan default delete 1-12

create vlan v2 tag 2

create vlan v3 tag 3

config vlan v2 add untagged 5-8

config vlan v2 add tagged 1

config vlan v3 add untagged 9-12

config vlan v3 add tagged 1

JlabopaTopHoe 3axanne
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https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C

3ananue 1
ITocTpoiiTe TOMOIOTHIO CETH, MPEACTABICHHYIO Ha PUCYHKE 1.

DES 3200-28 2 14
T Ty ST T T
" = seveee vevere v
MopT 2 ¢ dyHKuuEl MopT 14 ¢ dyHKUMEN
IP-MAC-Port Binding IP-MAC-Port Binding
8 o
)}Il/’l 'I‘;IIIII
nK1 nK2

Pucynoxk 1 — Tononorust KOMMyTHPYeMO# cpebl
HactpouTts Ha 2 u 14 noprax kommyTtaTtopa ¢pyHkuuio IP-MAC-
Port Binding B pexxime ARP.
3aganue 2
[TocTtpoiiTe TOMOIOTHIO CETH, IPEACTABICHHYIO Ha pUCYHKE 2.
Hacrtpouts Ha moprax gynkuuio Port Security B pexxume Delete on
Reset, ycTaHOBUB MakCUMaJIbHOE KOJIMYECTBO U3yYaeMbIX BCEMU
nopramu MAC-aapecoB paBHBIM 1.

Hoaxmounts 1K1 1 ITK2 k mopram koMMyTaTopa, Kak MOKa3aHo
Ha pUCYHKe 2.

Hactpowuts 3ammmck B LOG-datin MAC-aapecos,
MOJKJIFOYAIOIIUXCA K IOPTY CTAHLIUM.

DES 3200-28 2 18

Pucynok 2 — Tononorust KOMMyTHUPYEMOU Cpebl
3ananne 3
[TocTpoiite TONONIOTHIO CETH, MPEACTABICHHYIO Ha PUCYHKE 3.

WuTeneT-wnios e
oo N . 353553 253558 58

vesrnee AN .. 333333 Seees TR

Mopt 2 | Mopt 10| MopT 22

nK1

(paspeweto} (0CTanbHbIM
2anpelyero)

Pucynox 3 - Tomonorus KOMMyTHPYEMOU ceTH

IHonb3oBarensm [IK1 u ITIK2 paspemnts noctyn B MHTepHer,
OCT&JIBHBIM  MOJb30BaTeNsIM —  3anperuTs. llonb3oBarenn
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uaeHTuGUIUpyoTca o MAC-anpecaM UX KOMIBIOTEPOB.

3ananue 4

1. [TocTpoiiTe TOMOJOTHIO CETH, MOKA3aHHYIO Ha PUCYHKE 4.
Ucnonezyss ACL pazpemuts moctyn B MHTEpHET MOIB30BATEISIM
I[IK1 wu [IIK2, ocTampbHBIM IIONH30BATEISIM — 3alPETHTD.
[lons3oBatenn  upenTuduuupyrorcs mo  [P-agpecam  ux
KOMIIBIOTEPOB.

WHTeHeT-wnios
— B

Mopt 1

—— NN . 330330 S5000 TR
Nept 2 | NMopt 10| Mopr 22
B & &
D D
nK1 nK2 nK3

(paspewero) (oCTansHbIM
3anpeweHo)

Pucynox 4 - Tomnonorust KOMMyTHPYEMOM ceTu

3aganue 5
1. TlocTpoiiTe TOTOJIOTHIO CETH, TOKA3aHHYIO Ha PUCYHKE 5.

DES 3200-28 4 6 14

.= L a 2L - we
B . 333355 330000 I3

nK1 NnK2 NnK3

Pucynok 5 - Tononorust KOMMyTHpyeMOU ceTu
2. Bryienuth moptel 6-14 B OTHIENBHYIO BUPTYalbHYIO CETh.
3ampeTuth TpahuK MexIy nopramu 6 u 14.

3ananue 6
1. TlocTpoiiTe TOMOIOTHIO CETH, TOKA3aHHY Ha PUCYHKE 0.
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DES-2810-28

DES-3810-28

nK3 nK4

Pucynok 6 - Tononorust KOMMyTHpyEMOU ceTu

Hactpoitite VLAN Ha ocHoBe moproB Tak, uto0bl [IK1 u TIK3
Obuti B oxHOM BupTyanbpHOU cetn VLAN2, a [1K2 u [1K4 Obutu B
VLANS.

IIK 5.2. BoInoHATH 00c/1y:KMBaHHE MPOrPAMMHO-ANNAPATHBIX CPeICTB 3alIMThl HHGOpMALMHU B
ONePALMOHHBIX CHCTEMAaX H KOMIIbIOTEPHBIX CeTAX

H5.2.1, H5.2.2, H5.2.3
¥5.2.1,9¥522,¥523,

Y0 01.01,Y0 01.02, Yo 01.03,Y0 01.04, Yo
01.05,Y¥0 01.06, Yo 01.07, Yo 01.08

Y0 02.01,Y0 02.02, Yo 02.03,Y0 02.04, Yo
02.05,Y¥0 02.06, Yo 02.07,Y0 02.08, Yo 02.09,
Y0 03.02

ITo MJIK.05.02 mpemycmotpen muddepeHInpoBaHHBINA 3ader,
npenojaBaTenb  NPEANojiaraeT  I[pPOBeCTH 3a4eT B BHIC
KOHTPOJIBHOW paboTHI, KOTOpas COJCPKUT TECTOBBIE 3aJaHWsl Ha
MPOBEPKY 3HaHUi u JlabopaTtopHoe 3ajaHKre Ha MPOBEPKY YMEHUH,
B TIpymIe 3HAaHUKA YKa3blBa€TCSI TECT M IEPEYCHb THUIIOBBIX
BOMpPOCOB, JlabopaTopHOE 3aJaHNe U TEKCT 3aJaHusl.

Tecr

1. BsiOepure npaBUIBHBINA BapuaHT OTBeTa. UTO Takoe

HTML-mporpamma?  P=4
a) JloxyMeHT, KOTOpBIi MOKa3bIBaeT Opaysep;
b) Wurepuerosckas WEB-cTpanuiia;
¢) Tekcr Ha s3pike HTML;
d) Cromcok Teros.
2. BwiOepute npaBWIBHBIA BapraHT oTBeTa. KTO BBIMONHSET
HTML-mporpammy? P=4
a) Yemosek;
b) Kommunstop;
c) bpaysep;
d) Windows.

3. BwiOepure mpaBUIIBHBIM BapHaHT OTBETA. 3alWChIBas Ha
HTML a63amm ywamuiics MeXITy JOBYMS COCETHHMHE
cioBaMH mocTaBui 5 mpobenoB. CKOIBKO MPOOENoB OH
yBUAWT B Opaysepe? P=4

a) Ilare;

b) Opnun;

c) Hwu onmHoro;
d) Ba.

4. Tlponomxute mpemyioxkeHue. VimMst KoMaHIbI AT 3aJaHUs
runepccsuiku. P=1.

5. Tlpomomxkwure npemnoxkenne. KMwms atpulyTta i 3adaHus
rUnepccuiku. P=1.

6. BriOepure mpaBUIBHBIN BapuaHT OTBETA. 3ajaBasl pasHbIC
3HaueHHUs aTpuOyram width, height, MOXXHO W3MEHHTH
pa3Mep KapTUHKH Ha Aucke. P=2
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a) Ha; b) Her

7. llpomomwkute mpemnoxkeHue. Vms KoMaHIbl Uil 3aJaHUs
Tabmuubl. P=1.

8. Ilpomomxure mpemnoxkenne. VIMs KoMaHIB! IS 3aaHUSL
cTpoku Tabnmuel. P=1.

9. Ilponmomkute  mpemioxeHue.  Ha3panwue
JavaScript, KOTOpast co3maeT
nHpopMaImoHHoe okHO. P=1

10. Bribepure BepHble BbIcKa3biBaHus P=4

GyHKIUH
BCIUIBIBAIOIIEE

a) JavaScript — 3T0 SI3BIK IPOTPAMMHPOBAHUS;

b) Ilporpammer Ha JavaScript BermonraseTr Windows;

c) [Iporpammsl Ha JavaScript BeIOTHSET Opay3ep;

d) JavaScript mo3BoJISIET CO31aBaTh TUHAMHUYICCKHE THITICPTEKCTHI.

11. Boibepure mpaBWIBHBIH BapuaHT oOTBeTa. K Kakoi
ApPXUTEKType  MOXXHO  OTHECTH  HWKENPUBEACHHBIN
pucyHok? P=3

=} =
Fa0 "
. Fa0/1
Fa02\, /"
“Fa04  Fa0
4
/ Fa0/3 FTP-cepeep
ErgFaO
==,
a) Kumenr — cepsep.
b) Toukwmii kiMeHT — cepBep.
c) @aiin — cepBep.
d) SQL - cepsep.

12. Boibepure mpaBWIBHBIH BapuaHT oTBeTa. K Kakoi
ApPXUTEKType  MOXXHO  OTHECTH  HWKEIPUBEACHHBIN
pucyHok? P=3

Q\‘ Fal /Q”
Fal "
R Fal1
F.v:-‘i'\ /—'
;‘-I—'——w -
‘ 03 SQL<epasp

Knuent — cepsep.
ToHKUI KIIMEHT — cepBep.
®aitn — cepsep.

SQL — cepsep.
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JlabopaTopHoe 3ananne
Howmepa aBTOHOMHBIX cUCTEM

HNwms poyrepa Homep aBTOHOMHOM CHCTEMBL
R1 100
R2 200
Cxema cetn

1) 3amanue: 3amaiite WMS BCEX YCTPOHCTB B COOTBETCTBHH C
TOTIOJIOTHEH.

2) 3amanue: HazHaubTe JUId BceX YCTPONCTB JOMEHHOE UM
cisco.com

3) 3amanue: CoznaiiTe Ha BceX YCTpOHCTBaxX IMmoik3oBaTelns admin ¢
mapoJieM Cisco

4) 3ananue: Ha Bcex ycTpo#CTBax yCTaHOBHUTE IMMapoJib CIiSCO Ha
BXOJ B IPUBUJIETHPOBAHHBIN PEKUM.

5) 3apmanme: HactpoiiTe pexum, mpuM KOTOPOM BCe Hapoid B
KOH(UTYpaluU XpaHsITCs B 32l POBAHHOM BUJIE.

6) 3aganue: HactpoliTe MapmpyTH3aLuuio ¢ UCIOJIb30BaHUE
npotokosa BGP/

Kputepun onenkn n1upgepeHInpPOBaAHHOIO 3a4eTa

- «OTINYHO» - TEOPETHUYECKOE COJEpXKaHHE Kypca OCBOEHO IIOJIHOCTBIO, 0€3 MpoOenIoB, yMEHUs
c(OpMUPOBAHbI, BCE MPEIyCMOTPEHHbIE MPOrpaMMON ydeOHbIE 3aJaHUSl BBINOJHEHBI, KaueCTBO HX
BBITIOJIHEHUS OLIEHEHO BBICOKO.

—«X0po1Io» - TEOPETUYECKOE COJIEPKAaHUE Kypca OCBOCHO IMOJIHOCTBIO, 6€3 MPOOeIoB, HEKOTOPbIE
yMeHusi CcGhOpPMHPOBAHBI HEIOCTATOYHO, BCE MPEAYCMOTPEHHBIE MpOrpaMMoil y4yeOHble 3aJaHus
BBITIOJTHEHBI, HEKOTOPBIE BU/IbI 33JaHUI BBHITIOJHEHBI C OITHOKaMH.

- «Y IOBJIETBOPUTENILHOY - TEOPETHUECKOE COJIEpKaHUE Kypca OCBOEHO YaCTHYHO, HO MPOOEINbl He
HOCSIT CYIIECTBEHHOI'O XapakTepa, HEOOXOAMMbIE YMEHMsI pabdOThl C OCBOEHHBIM MaTepHalioM B
OCHOBHOM C(OPMHUPOBaHbI, OOJIBIIMHCTBO MPEIYCMOTPEHHBIX MPOrpaMMoil 00yueHHs yueOHBIX 3aaHHi
BBITIOJTHEHO, HEKOTOPBIE U3 BHIMOJIHEHHBIX 33/1aHUN COJIEpKaT OLUIMOKH.

«HeynoBneTBOPUTENBHOY - TEOPETHUECKOE COZIEpKAHNE Kypca HE OCBOCHO, HEOOXOAUMbIE YMEHUS
He c(OPMUPOBAHBI, BHIIOJHEHHBIE yUeOHbIE 3aJaHMsI COAepKAT rPyOble OLINOKH.

Kaxnoe mnpaBuibHOEe AEHCTBHE TNpPU BBHIMOJIHEHUHM 33JaHUN TecTa oleHuBaeTcss B 1 Oam,
HENpaBUIBHOE WIH ero oTcyTcTBre B () 6aIoB.
Jlnist ouieHKH 00pa3oBaTeIbHbBIX JOCTHKEHHM, 00yJaromuXcs IPUMEHEeTCs YHUBEpCalbHas IIKaja
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[IponeHT pe3ynbTaTuBHOCTH (ITPaBUIIBLHBIX KayecTBeHHas OLIEHKA YPOBHS IIOATOTOBKH
OTBETOB) 6am1 (oT™MeTKa) BepOaJIbHBIN aHAJTIOT
90+ 100 5 OTIUYHO

80 + 89 4 XOPOIIIO
70 +79 3 YAOBJIETBOPUTEIBLHO
menee 70 2 HEYJIOBJICTBOPUTEIHHO

4.2.2 Jk3aMeH KBAJIUPUKATUOHHBINI

OueHovHbIe CpeICcTBA MPOMEKYTOYHOH aTTrecTauMu 1m0 NpodecCHOHATBHOMY MOAYJIH —
K3aMeHY KBAIN(PUKAINOHHOMY

Koo ITIK/ o
OK LleHOYHbIe CpeACcTBA
[IK 5.1, | 3aoanue 1. Buo ouenounozo cpeocmea
K 5.2, WucTpyKuus:
OK1-3 1. BHuMaTeNbHO MPOYUTANTE 34,
KK 1-2 : p JaHue.

2. 3amaHus MOXKHO BBITIOJIHATH B JIFOOOH TOCIIEIOBATEIIEHOCTH.
3. OO0s3arenbHO 0POPMUTH OTBET HA BCE 3aJIaHUS.
Tekcer 3aganus: OnucaTrh TOMOJOTUIO 110 ATOPUTMY:
- KaKas TIpe/ICTaBJIcHa TOMONOTHS Ha cxeMe?
- Kakye 3JIeKTPOHHBIE YCTPOHUCTBA B Hel OyIyT y4acTBOBATH?
- KaKol Ka0eJlb HeoOXOAUM it 00BETMHEHUS TAHHOU CeTH?
- KaKoil Tun 00xuMa kabenss HeoOX0JMMO UCTIOIB30BaTh IS KAK0TO COSTUHCHUS ?

Tomomorus cetu BBI6I/IpaeTC${ n3 CJICAYIOIHNX BAPpHUAHTOB:

Bapuanr 1.
= e : o
| —ti == ===
o1 wich &7 Router &7 | Switch -
(28] Switch3 Router4 Sedteh] ‘:” ';;}
¢ SRl He3 wonder yproomsem
YOAN L
Bapmuanr 2.
Bapwuanrt 2.

J_:\.#'——-h ‘-.-—__.'.-’.-——i
T tch PT Nouter #7 S Leh 97 ol
pCO i) outer d Jwichl - )
T
(UBLPR[ BN g : L
. 19218811

B bontee IR metn

Bapwuanrt 3.
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- DU S p

Lok Seatch¥1 Swiich #T
e Router #7 Bt} Sretch?
Routers Setver()

Server-PT

TONATHOON |
IP aeTonaTweous 19 162,160, 1199

Bt wimder IvEnmen
Mot

Bapwuanr 4.

PC# 5 . SMichPT heT ot
P \ Roster PT ,v':’;_‘ Stch2 Server FT
o Routerd - Eneie Server0
P 19216810 A
g N IP 192.963.11.90

Be3 wimder yvpceane

AJITOPUTM YTEHHUS TOMOJIOTHHM:

- KaKasl TIpe/icTaBJIeHa TOIOJIOTHS Ha cxeme?

(3Be31a, KOJIBIIO, IIIMHA, CMEIIIaHHAS)

- KaKue 2JIeKTPOHHbBIE YCTPOCTBa B Hell OyIyT ydacTBOBAaTH?

(KoMmmyTaTop, KOHLIEHTpaTOp, MapipyTu3aTop, MocT, [1K, cepsep)

- Kakoil kabenp Heo0XoaAUM [Tt 00bETUHEHUS JaHHOU ceTh?

(BUTas Mapa, ONTHYECKUI Kabelb, KOAKCHANBHBIN Kabenb)

- KaKoil ThII 00xuMa Kabeirt HeoOXOIMMO UCIIOIB30BATh IS KaXKI0T0 COEIAUHEHUA?
(psMoii, KpoccoBep, KPOCCOBED ISl COeAMHEHNUS | nTaduT)

3aoanue 2. Buo ouenounozo cpeocmea
Texkcr 3ananus: Mzroroeuts patch cord 1j45 cornacHo npeanoxeHHoMy BapuaHTy (Tadm. 1,

Tadm. 2).

ITaJIoH:

CornacHo yKa3aHHOW TONOJIOTHH CTYJIEHT yKa3bIBaeT Kakue TUmbl patch cord RJ45
NPUMEHSIOTCS B KaXKA0H Mape yCTPONCTB.

Tabmuna 1 - Pa3zBojka npu coeJuHEHNH KoMITbloTepa uepe3 Switch (1 BapuaHT)

" Patch cord"

OZlHa CTOPOHA LOBCT IIPOBOJA Apyras CTOpoHa

1 0eo/3eleHbIN 1

3eJIEHBIN

Oeno/opanx

CUHHUU

0eJto/cuHuit

OpaH’>KEBbIN

0e10/KOpUYH.

N |OI DWW IN
(N DWW IN

KOPUYHEBBII

g
Sbh3A obBA
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Tabmuia 2 - Pa3Bojka npu coeAMHEHNH KOMITbIOTEpa yepe3 Switch (2 BapuaHT)

" Patch cord"

OJlHa CTOpOHA

LOBET IIpOBOJA

Jpyras CTOpOHa

1

Oeno/opaHx

1

OpaHKEBBIN

0eJ1o/3eNeHbli

CUHUH

Oeno/cuHui

3eJIEHBIN

0e10/KOpUYH.

O N|O|OT|B~|WIN

KOpPUYHEBBIN

O N~ |WIN

1

=]l s]

SBG8E

3aoanue 3. Buo oyenounozo cpeocmea

Texct 3aganus. HacTpoiite mapmpyTuzanuro ¢ ucnoiap3oBanneM npoTtokona BGP (cm. pucyHoxk 1).

Homepa aBTOHOMHBIX cUCTEM

Ve e

HNwms poytepa Homep aBTOHOMHOI cUCTEMBI
Routerl 200
Router2 300
Router3 100
Router4 400
.‘;,1 ___J
L] 4 .";.
92.168.3.0/24  172.16.0.0/24 192.168.4.0124 |
TR s o
[ >4 =
! i
| 1
I I
- | |
' =
i 1172.16.2.0124 —TJ
» 172.16.1.0/24 ! 1
I
%
192,168.2.0/24 | 192.168.5.0/24
- -
192.168.1.0/24
~ ’ |, 192.168.6.0/24

=
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Pucynok 1. Cxema cetn

ITaJIOH:
Ipumep nacmpoiiku mapuwpymusamopa Routerl
router bgp 200
neighbor 172.16.1.1 remote-as 100
neighbor 172.16.0.2 remote-as 300
network 192.168.3.0
network 172.16.0.0
network 172.16.1.0

3aoanue 4. Buo ouenounozo cpeocmea

Tekcr 3aganus. Co31aTh 1BE HE3aBUCUMBIE TPYIIIBI KOMIIBIOTEPOB: IIEPBast HE3aBUCUMAs cPYHAA -
koMmmbioTepsl PC1 u PC3, a Bropas HezaBucumas epynna - komrbiotepsl PC2 u PC4.
KomMmrmiproTepsl 01HOH TpyYIIIBI TOJKHBI OBITH JOCTYITHBI TOJIBKO JPYT JUIS ApyTra.

IMonceru Vlan 100 npunaanexar noptel kommyTtaTopos Fa0/2, a Vlan 200 npunaiexat
nopTel KoMMyTaTopoB Fal/3 (cm. pucyHok 2).

192.168.7 1 192.168.7.3

Fe g VLAN100 ;I =L
_r _I_/ §

1

|

|

fa0/2 fa0/2
2 a0l TRUNK fa0/1
2950-24 v AT 295024
Switch *‘ ‘* Switch2
fa0/3 fa0/3

PC2 g VLANZ00 g PC4
—

S

192.168.7.2 192.168.7 4
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Kpurepun onenkn

Puc. 2. Cxema cetu

Koanr HNuaukaTopbl 10CTHKEHUS] KOMIEeTeHIMit Onenka
NpoBepPsieMbIX (na / Her)
KOMIIeTeHI Ui
TIK 5.1 5.1.1. Baanenue HaBBIKAMH 00€CIICUCHHMS 3aIIUTHI
O6ecneunsary | WHOOPMAaLUK B CETH C HCIIOJIB30BAaHUEM IIPOIPaMMHO-
3amuTy annapaTHBIX CPE/CTB.
uHpopmarmu B | J-1.2. Bianenue HaBbikamu oGecniedeHns 6e301acHoro
CeTH ¢ XpaHEHU U Iepefiaun HHPOPMAINH B TIIO0ATBHBIX U
HCIoIb30BanueM | JIOKQJIBHBIX CCTAX
NpOrpaMMHO- 5.1.3. BnaneHue HaBbIKaMH HaCTPOUKUA MEXaHU3MOB
aInmapaTHbIX ¢unbTpanuu Tpaduka Ha 6a3ze CIIMCKOB KOHTPOJIS
CpEICTB nmocryma (ACL) 1 MeXCeTeBBIX IKPaHOB.

TIK 5.2 5.2.1. BrnaneHue HaBBIKAMH O0CITYKUBaHUS

BEITOIHITE MPOrPaMMHO-AIIAPaTHBIX CPEACTB 3aLUThI

o6cykuBanne | MHGOPMALMH B ONICPALIMOHHBIX CHCTEMAX U

TIPOrpPaMMHO- KOMITBIOTEPHBIX CETSIX.

almapaTHbIX 5.2.2. BrnaneHue HaBBIKaMH HCIOIb30BAHUS

CpeICTB CHEHUATBHOTO IPOTPaMMHOTO 00eCTIeUeHHS IS

3AIHTEL MOJICTIMPOBAaHNS, IPOCKTUPOBAHMS U TECTUPOBAHUS

uHdopMaryn B | KOMIIBIOTCPHBIX CETEii.

ONepPAIOHHBIX 5.2.3. BnaneHue HaBbIKaMH HaCTPOUKHU aJpecaluy,

cHCTeMax 1 KOMMYTallly ¥ INHAMHYECKON MapIIpyTH3AINH B

KOMIIBIOTEPHBIX | KOPIIOPaTHBHOI CeTH.

ceTsix

OK 01 01.1 Onpenensier npodecCHOHANBHYIO 3a/1auy C YUYETOM
po(eCCHOHANBHOTO U COIIMAIBHOTO KOHTEKCTA,
COCTABJISCT IJIaH JCHCTBHUH IS €€ PEIICHHs, peaTu3yeT
€ro, B TOM YHCJIE C YIETOM N3MEHSIOIINXCS YCIIOBUH, U
OLICHHMBACT PEe3yIbTATHI PEIICHUS MTPOPECCHOHANEHON
3aga4n

OK 02 02.3 Hcnonp3yeT nHPOPMALMOHHBIC TEXHOJIOTHA 1
COBPEMEHHOE MPOTPaMMHOE 00ECTIEUCHUE TIPH PEILICHUH
npodecCHOHAIBHBIX 3a4a4.

OK 03 03.1 Bianeer coaepkaHueM aKTyaabHOH HOPMATHBHO-
MPaBOBOMW JIOKYMEHTALMH B IPO(ECCHOHATBHOM
JIEeATENBHOCTH, COBPEMEHHOM Hay4HOU
npodeccrnoHanbHOM TePMUHOJIOTHEN

max KOJIMYECTBO OLICHOK

KOJINYCCTBO ITOJOXUTCIIBHBIX OIICHOK

% TIOJIOKUTENBLHBIX OLICHOK

OI_ICHKa B YHI/IBCpcaJIBHOﬁ IIKaJI€ OLICHOK

I[J'IH OLICHKH 06p330BaTCJ'ILHLIX IlOCTI/I)KeHI/Iﬁ OGy‘-I&IOH_[I/IXC}I MMPUMCHSCTCA

YHUBCPCAJIbHAA MKajla UX OICHKHN

[TpoleHT pe3yabTaTHBHOCTH KauecTBeHHast OlleHKa YPOBHSI ITOATOTOBKH
(ITpaBMJIBHEIX OTBETOB) 6amn (oTMeTKa) BepOaJIbHBIN aHAJIOT
90+ 100 5) OTIIUNYHO
80 + 89 4 XOpOIIO
70 +79 3 YIIOBJIETBOPUTEITHHO
menee 70 2 HEYJIOBJIETBOPUTEIILHO
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ITpunoxxenue 1

OBPA3OBATEJIBHBIE TEXHOJIOT'MH

[Ipu mnpoBeneHHMH TEOPETUUYECKUX U MPAKTHYECKUX/Ta00pAaTOPHBIX 3aHATUH HCHOJIB3YIOTCS

CJICAYIOMUEC NMEAArOri4C€CKNC TCXHOJIOT UM

No HaszBanue Lenb [Inanupyemplii Onucanue nopsjka
/1 o0pa3oBaTeNbHOI HCIIOJIBb30BaHUS pe3ynbpTar WCIIOJI30BaHUS (QITOPUTM
TEXHOJIOTHH (C o0Opa3oBaTelIbHOI HCTIOIBb30BaHUsA PUMEHEHHU) TEXHOJIOTUU
YKa3aHHUEM aBTOpa) TEXHOJIOTUHU o0pa3zoBaTeNnbHON B [IPaKTUYECKON
TEXHOJIOTUU npodeccnoHanbHOM
IESTENBHOCTH
1 TexHonorus dopmupoBaHue — YMEHUE CIIyLIaTh B pamkax rpynnooii
KOJUIEKTUBHOTO HaBBIKOB ApYT Apyra, TEXHOJIOTHH 00YyJaro1ecs
B3auMooOyuenus (A.I. COBMECTHOM ~ YMCHHC IOBCPATE | nengres Ha rpymmbl
T IpYTy;
PuBun) JESITEIbHOCTH APYT APYTY: (mocTosiHHBIE, BpEMEHHBIE,
5 — yMEHHE 337aBaTh
oOyyaromuxcs 1 HpyT APYTY Bompocsr; | OAHOPOMHEIE, pasHO
AKTUBHU3ALINS — yMeHHe 1aBaTh YPOBHEBBIC U T.J.) IS
y4eOHOTO «OGpATHYIO CBS3b» (Ha | BPITOTHEHHS KOHKPETHBIX
mpoliecca Ha BEICKA3EIBAHNS HIIH yueOHBIX 3a/1a4, Janee
3aHATHIX JeifcTBus ToBapueli | K@KJIas IPYTIa nojyyaer
110 rpyre) 3aJaHHE 1 BBIMOJIHSET €ro
co00111a, JoCTUTast
OTIPEICIIEHHOTO Pe3YIbTaTa.
2 TexHoorus pa3BUTHS PasButune yYMEHUE I cranus
KPUTUYECKOIO MBILIJIEHUS | MBICIUTEIBHBIX CaMOCTOATCIIBHO Beizos
(aMepHKaHCKHUeE TIeIATOTH | HABBIKOB, KoTopbie | POPMYTHPOBATH 1€, (HPO6XXHeHHe MMCIOIIHXCS
aHaAJIN3UPOBATb, 3HaHWi (3Haro, yMelo), paboTa
Yapns3 Temm, KuHHA HEO0XO0IUMBI
C Kvpr M 00001aTh C BOIIPOCaMu Ha 0000IIeHne
i1, Kypt Mepenur) CTYZACHTaM B HHGOPMAIHIO; urcopMarH)
JAaJbHEUIICH periaTh mpobIIEMBI; II cragus

JKU3HU (YMEHHE

BbIpa’kaTb CBOU MBICJIU

CUucTeMaTni3anus CoACpKaHUuA

paboTtats ¢ (ycTHO u mucbMeHHO) | (0OoO0rmIeHne nHpopMauu
nH(OpMAIHei, SICHO, YBEPEHHO U «3HAI0 - YMEIOY - 3aI0JIHEHUE
BBLIENATH TIapHoe | KOPPCEKTHO 1O cxem)
OTHOILIEHUIO K III cragus
Y BTOPOCTEINIEHHOE)
OKPYKAFOIINM; Pednexcus
apTyMEHTHPOBATH (ocMpIcCHHE)
CBOIO TOUKY 3PCHHUS U
YYUTHIBATH TOUKU
3pCHUS APYTHUX;
Opatb Ha cebst
OTBETCTBEHHOCTb;
y4acTBOBaTh B
COBMECTHOM MPHUHITHU
peIeHMS;
YMEHHE COTPYTHUYATh
1 paboTaTh B rpyIe
[IpoexTHas TeXHONOTUS Coznanue ycnoBuid | PazButue IIpumensercs Ha
(1. Jpron, V.X. yueGHOi CaMOCTOSITEIbHOCTH, JTUCUUTLINHE OCHOBEI
Kuatpuka, B.H. JEATETHHOCTH, CHCTEMHOTO MPeITPUHAMATEIbCKON
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lynasruna, M.B. HaIpaBJICHHOW HA | MBILUICHUS, JIEATENBHOCTH.

KyHeHI/IHa, B.B. JIMYHOCTHYIO HUCCIICIOBATCIBCKUX U HpOCKTHaﬂ TCXHOJIOTUA

Vrnatbesa) OpHEHTAIHIO TBOPYECKUX COCTOUT B paspaboTke
CIOCOOHOCTEH. Om3Hec-uen W  BKJIIOYAET

CIICAYIONINE JTallbI:

- TIOCTaHOBKa  MPOOJIEMBI
(mampumep, OpraHu3anus
MOJIOAEKHOrO  JOoCyra B
ropoje);

-TIOITOTOBKA (menmenune
o0yJarmmxcsi Ha TPYIIbI,
BBIOOp  JMjepa  MPOCKTA,
pacrpeienienme posieit
00yJaromXxcs B IPOCKTE);

- HETOCpeACTBEHHAS
pa3paboTka mpoekTa (IOWCK,
aHAIIM3 U CTPYKTYPHUPOBaHWE
uHQOpPMaIH, HEOOXOJUMOM
IUIsT  pa3paboTKu  Om3Hec-
HIen);

- odopmiteHne UTOTOB
(pa3paboTka  COOCTBEHHBIX
MPEeNJIOKEHNA I OM3HEc-
uaeu, opopMmileHHE B BHJC
MIPEe3eHTaLUN);

- TIpe3eHTAIHS
(mpencraBneHwe TPOAYKTa -
Ou3HEC-UICH);

- peduexcus (aHAIN3 U
OIIEHKA BBICTYILUICHUH
COOCTBEHHOH KOMaH/IbI U
JIPYTUX KOMaHT).

NudopmarmonHo- [oBsienue ®opmupoBaHue [Mpumenenne  odmaitH  u

KOMMYHUKAIIMOHHAS KauecTBa 00ydeHus | YMCHHII OHJIAMH o0yueHHs B

texnonorus (Faponba JIk. | 3a cuer BHeapenus | CAMOCTOATCIBHO npogeccHonanbHOI

TTusurr u Tomac JL. COBPEMEHHBIX MOTOMHATE  3HAHNA, | ACATENLHOCTH.

. ocymecTBisATh nouck | OduaitH-o0yyeHue:

Yucnep) TexHoorm U OPHEHTHUPOBAThCS B | -CO3laHWE  OOyYaIOUUMHUCS
MOTOKEe MHPOPMALIUK; | pe3eHTani TUIsL
¢dbopmupoBaHHEe NpeCTaBICHUS MPOEKTOB
KOMMYHHUKATHBHOM (Ou3Hec-umei) u 1104
KYJIbTYPBI JIEMOHCTPAIIUS Ha YPOKaX;
o0yJaromuxcs; -pUMEHEHHEe  Ha  ypOKe
MOBBIILICHHUE KypcoB  00pa3oBaTeiIbHOrO
3¢ PeKTUBHOCTH nopraja Ajs 3aKperuieHus |
nporiecca O0yUeHHS; KOHTPOJISI YCBOGHHUS
pacimpenue Mmarepuaia  (TeCTUPOBAaHUE,
00pa3oBaTeILHOrO 3aJaHus IC
MPOCTPAHCTBA; CaMOCTOSITETTLHON PabOThI).
YBEIUYCHHE Ounnait-o0y4eHue:
JOCTYITHOCTH -IpUMEHEHHE
o0Opa3oBaHHs. JUCTAHIIMOHHBIX TEXHOJIOTUH

B 0o0yueHun (pa3paboTka
KypCOB Ha 00pa3oBaTEIbHOM
mopTaje, MpoBeacHHE YPOKOB
Ha 1wiathopme Skype wu
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BUJICOKOH(EPEHIINN).

3nopoBrecOeperaromnas
texuoorus (A.51.Haitn,
C.I".Cepuxkos)

CoxpaHeHHe 1
noJyIepKaHue
30POBbS

oOydaronxcs

0JIarOTPUATHBII
MUKPOKJIAMAT
TICUXOJIOTHYECKas
o0cTaHOBKa

- coOmoaeHne TpeOOBaHMA K
OCBEIICHUIO, TEMIIEPATyPHOMY
peXUMY, BIAXKHOCTH

- TNPOBETPUBAHHE  IEpen
HAYajIoM ypoka

- pU3KYIBPTMHHYTKA Ha YPOKE
- CMCHA BUJIOB JICATCIILHOCTU
Ha YpOKe
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JUCT PETUCTPAIIUU U3SMEHEHU U JONTOJTHEHUAM

Paznen
paboueit
MIPOTPaMMBI

Kpatkoe conepxanue
W3MEHEHHUS/ TOTIOTTHEHHSI

Jlarta, Ne
MPOTOKOJIA
3acelaHms

TTK/TIIK

Ioamnuce
npejacenarens
ITK/TILK
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