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MeTtonnyeckue ykazaHus MO BBIIOJHEHUIO IPAKTUYECKUX U JJAOOPATOPHBIX paboT pa3paboTaHbl
Ha OCHOBE paboueil mporpaMMel «KOMITBIOTEPHBIE CETHY.

CopnepxaHue NMPaKTUYECKUX U JaOOPATOPHBIX pabOT OPUEHTHPOBAHO HA MOATOTOBKY 00ydaro-
IIMXCSI K OCBOCHHIO MPO(PECCHOHATBHBIX MOJYJIeH MporpaMMbl MOJTOTOBKH CHELUATUCTOB CPETHETO
3BeHa 1o crenuanbHocTy 09.02.07 NHpOopManmoHHbie CUCTEMBI M POTPAMMHUPOBAHUE U OBJIAJICHUIO
npodecCHOHATbHBIMUA KOMITETCHIUSMU.
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BBEJAEHUE

Baxnyto yactb TeopeTHuecKor U Mpo(hecCHOHAIBHON MPAKTHYECKON MOATOTOBKH 00YyYarOIInX-
Csl COCTaBJISIIOT IPAKTHUECKUE U J1a00PaTOPHBIE 3aHATHSL.

CocrtaB u conepaHue MPAKTUYECKUX U JIAOOPATOPHBIX 3aHATUIN HalpaBlIeHbl HA PEATHU3ALUI0
denepanbHOr0 TOCYAAPCTBEHHOI0 00pa30BaTeIbHOIO CTaHIApTa CPEIHEro NpoQecCuoHaIbHOro 00-
pa3oBaHusL.

Benymiell qunakTuueckoi Lenblo MpakTUYECKUX 3aHATHH sBJsieTcs (GopMHUpOBaHUE Ipodeccu-
OHAJBHBIX MPAKTHYECKUX YMEHHUU (YMEHHUI BBIOJIHATH OIpENEIICHHBIC JCHCTBUS, ONEpalnu, Heoo-
XOJMMBbIE B MOCIEAYIONIEM B MPO(ECCUOHAIBHON JESITEeIbHOCTH) WM yYEOHBIX MPAKTUYECKUX yMe-
HU, HEOOXOIMMBIX B MOCIEIYIONIEH YUeOHOH e TeIbHOCTH.

Benymiell nuaakTuyeckod LeNbo JJAOOPAaTOPHBIX 3aHATUN ABISETCA SKCIIEPUMEHTAIBHOE IMOJI-
TBEP>KJIEHUE U NIPOBEPKA CYIIECTBEHHBIX TEOPETUUECKUX MOJIOKEHHUH (3aKOHOB, 3aBUCUMOCTEN ).

B cootBerctBUM c paboueill mporpamMmoil yueOHON nucuMIIMHBL «KOMIbIOTEpHBIE CETH»
IPEIYCMOTPEHO MPOBEACHNE MPAKTUICCKUX U JTA00OPATOPHBIX 3aHITHH.

B pe3ynbrate UX BBIIOIHEHUS, 00yYaIOLUIUICs JOIKEH:

B pe3ynbrarte uX BBIIOIHEHUS, 00yYarOLUIUCs JOIKEH:
ymemp:

V.1 Opranu3oBbIBaTh U KOH(QUIYPUPOBATh KOMIIBIOTEPHBIE CETH;
V¥.2 Ctpouthb 1 aHAIM3UPOBATh MOJENIN KOMIIBIOTEPHBIX CETEM;
¥.3 DddexTrBHO UCHIONB30BaTh alnapaTHble U IPOrpaMMHbIE KOMIIOHEHTHI KOMIIBIOTEPHBIX CETeH IpU
PELLEHUH Pa3IMnYHbIX 33/1a4;
V.4 BbIIONHATH CXEMBI U YEPTEXKU MO CHENUATBHOCTH C HCIIOIBb30BAHUEM NPHKIIATHBIX ITPOrPAMMHBIX
CpeACTB
V.5 Paborath ¢ IpPOTOKOJIAMU Pa3HbIX YpOBHEH (Ha MpUMepe KOHKpeTHOro creka mnpotokonos: TCP/IP,
IPX/SPX);
V.6 YcraHaBimBarh 1 HaCTPauBaTh IAPAMETPbI IPOTOKOJIOB;
V.7 ObHapyxuBaTh U YCTPaHATh OLIMOKY MPU Nepeaade TaHHbIX;

VYo 01.01 pacrio3HaBaTh 331a4y W/nim NpodieMy B MPO(PeCCHOHATEHOM W/WIN COLMATbHOM KOH-
TEKCTE;

VYo 01.09 onennBath pe3yabTar U MOCIAEICTBUS CBOUX AEHCTBUI (CaMOCTOSITENIBHO MM € TTOMO-
IIbIO HACTABHHUKA).

VYo 02.07 ucnonp30BaTh COBPEMEHHOE IPOrpPaMMHOE 0OECTICUEHHE;

VYo 02.09 nposBIsITE KyJIbTYPY HHPOPMAITMOHHON 0€30MacHOCTH TIPY MUCTIONIb30BaHUU HH(OpMa-
LIMOHHO-KOMMYHHKALIIOHHBIX TEXHOJIOTUI.

VYo 04.03 aphextuBHO paboTaTh B KOMaHIE.

VY0 09.06 untaTh, HOHUMATH U HAXOJUTh HEOOXOIMMBbIE TEXHUUECKHE TaHHbIE U MHCTPYKIUH B Py-
KOBOJICTBaX B JIFOOOM JIOCTYITHOM (hopmare

ConepxaHue MPaKTUIECKUX M JTa00PATOPHBIX 3aHITHI OPUEHTHPOBAHO HA MOATOTOBKY OOYYAIOMIMXCS K
OCBOCHHIO NPO(ECCHOHATBHOIO MOJIYJI MPOrPaMMBbI TTOJTOTOBKH CIIEUATMCTOB CPEAHETO 3BEHA I10 CIie-
UAITBHOCTYU U OBJIA/ICHUIO HPOECCUOHATbHBIMU KOMNEMEHUUAMU:

1K 4.1 OcymiecTBasTh HHCTALIALMIO, HACTPOHKY M 00CITY>KHMBaHHE ITPOrPAMMHOI0 00eCTIeYeH s KOM-
TIBIOTEPHBIX CUCTEM.

1K 4.4 OGecnieunBath 3alUTy TPOrPAMMHOTO oOecrieyeHHs KOMIIBIOTEPHBIX CUCTEM IPOrPaMMHBIMU
CpEIICTBaMHU.

A Taxoke GOPMHUPOBAHUIO 0OUAUX KOMNEMEHYUIL.

OK 0.1 - Beibupath crmocoObl permieHus 3a1a4d npo(ecCHOHATBHON ESTebHOCTH, TPUMEHUTENTFHO K
Pa3IYHBIM KOHTEKCTaM

OK 0.2 - Mcrmonp30BaTh COBPEMEHHBIE CPEICTBA MTOUCKA, aHAIM3a U UHTEPIIPETaI nHGOPMAIUH 1
UH(OPMALMOHHBIE TEXHOIOTHUH ISl BHITTOJTHEHHUS 33/1a4 PO(ECCHOHATBHOMN JIEATEIILHOCTH.

OK 0.4 - DddexTBHO B3aUMOJICHCTBOBATh M Pa00TaTh B KOJUICKTHBE U KOMaHIC.
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OK 0.9 - INonp3oBarbcs MpodecCHOHATBPHON TOKYMEHTAIMEH Ha rOCyIapCTBEHHOM U MHOCTPAaHHOM
S3BIKAX

BrimonHenne o0y4aronmxcsi MpakTHYECKUX M JJA0OPAaTOPHBIX PadOT 1Mo y4yeOHOW TUCIUILUINHE
«KoMmbroTepHBIE CETH» HANPABICHO HA:

- 0000mIeHNe, CUCTEMaTU3aIHIo, YITTyOJIeHHe, 3aKpeIyIeHne, Pa3BUTHE M JICTAIN3AIMUIO TT0ITy-
YEHHBIX TEOPETHYECKUX 3HAHUH 110 KOHKPETHBIM TeMaM y4eOHOM JTUCIUIUINHEL,

- (hopMHpOBaHHE YMEHHUI PUMEHSTH MTOJTyYEeHHbIC 3HAaHMsI HA MPAKTHUKE, PEaIH3aliio eTMHCTBA
MHTEIJICKTYaJIbHOM U MIPAKTUYECKON AeATEILHOCTH;

- (hopMHpOBaHKE U pa3BUTHE YMEHHI: HAOIIOAaTh, CPABHUBATH, COTIOCTABIIATh, aHAJIM3HUPOBATH,
JIe1aTh BBIBOABI M OOOOIIECHHS, CAMOCTOSATEIBHO BECTH HCCIICIOBAHUS, MOJIB30BATHCS PA3NUYHBIMU
npyueMaMy U3MepeHuid, oopMIIATh pe3yIbTaThl B BUAE TaOJIHII, CXeM, IpauKOB;

- IpUOOpeTEeHHEe HaBBIKOB Pa0OTHI C PA3NIMYHBIMHU MPUOOpAMH, aNIapaTypoi, YCTaHOBKaMH H
JIPYyTUMHU TEXHUYECKIMHU CPEACTBAMHU;

- Pa3BUTHE MHTEIUICKTYaJIbHBIX YMEHUH y OyAyIIMX CIIEHUAIHCTOB: aHATUTUYECKHX, TPOCKTHU-
POBOYHBIX, KOHCTPYKTHBHBIX H JIp.;

- BEIpaOOTKY P PEIICHUH MTOCTABJICHHBIX 33/1a4 MPO(ECCHOHAIBHO 3HAYNMBIX KayeCTB, TAKUX
KaK CaMOCTOSITEJIbHOCTh, OTBETCTBEHHOCTh, TOYHOCTh, TBOpYECKAst HHUIMATUBA.

[pakTnyueckre u J1abOpaTOpHBIC 3aHATUSI TPOBOJATCS IIOCNIE COOTBETCTBYIOLICH TEMBI, KOTOpas
o0ecrieunBaeT HATMYKE 3HAHUN, HEOOXOIMMBIX IS €€ BBITOIHECHHS.



2METOINYECKHUE YKA3AHUA
PA3JIEJI 1 KOMIIBIOTEPHBIE CETHU U UX AIIITAPATHBIE KOMITAHEHTbI
Tema 1.1 O0uue cBeieHUs1 0 KOMIIBIOTEPHOI CeTH

IIpakTnueckoe 3anaTue Ne 1
[IpoekTHpoBaHUe ceTeil pa3IMYHbIX TUIIOB B cpene FPinger

Heab: HAyYUThCS IPOSKTUPOBATH Pa3IMUHBIC TUIIBI ceTel B cpene FPinger.

Boinosinus padory, Bl Oyaere:

ymemy:

- V.4 BBIIOIHATH CXEMbI M YEPTEXKHU 110 CHIELMATBHOCTH € UCIIOJIb30BAHUEM IPUKIIAIHBIX IPOrPaMM-
HBIX CPE/ICTB

MaTepI/laJILHOC o0ecreuyeHue:
Friendly Pinger 5.0.1

3apanue:
1 [TocTpouTh TOMOJIOTHIO CETH MO 3aJaHHUI0 TTPETO1aBATEIIS.

KpaTkue Teopernyeckue cBeieHUs:
IIporpamma Friendly Pinger no3soJser:
Busyanuzanus KOMIObIOTEPHON CETH B KpacUBON aHMMAalIMOHHOU (hopMe;
OTtobpakeHue, Kakre KOMIbIOTEPHI BKIIOUEHBI, a KAKHE HET;
[InHrOBaHME BCEX YCTPOMCTB 32 pas;
OmnogelieHue B cay4ae OCTAaHOBKH/3aIyCKa CEpBEPOB;
WuBeHTapu3alys mporpaMMHOIO U anmnapaTHOro 00ecredeHts BCeX KOMIIbIOTEPOB B CETH;
Crnexenue, kTo "nazaet" no Bamemy koMnbroTepy U Kakue (aiiasl KayaerT;
Hasznauenue BHenmmHuX KoMaH 1 (Harpumep, telnet, tracert, net.exe) ycrpoiicTBam;
[Touck HTTP, FTP, e-mail u npyrux ceTeBbIX ciyxO0;
OtobpakeHre COCTOSIHUS CETH Ha pabodem ctose win Web cTpaHulie;
I'paduueckuii TraceRoute;
OTkprITHE KOMIIBIOTEPOB B TpoBoAHMKE, B Total Commander'e unu B FAR'e;
Oynkuus "Co3nath AMCTpUOYTUB" MO3BOJISET CO3/1aTh O0JIETYeHHYI0 Bepcuto ¢ Bammmu kap-
TaMH U HaCTPOMKaMH.

ITopsinok BbINOJIHEHHS PadOTHI:

1 3anycTuth nporpamMmy.

2 O3HAaKOMUTHCS ¢ UHTEPGEICOM MPOrpaMMBbl.

3 ITocTpouTh TOIOJIOTHIO IO 33IaHHIO PETIOAABATE.
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dopma npeacTaBjieHus pe3yabraTa: (aii ¢ TOMOJIOTHEH CeTH.

Kpurepun onenkn:

«5» - IpaKTHYECKOe 3aJaHKE BHITIOJHEHA MOJTHOCTHIO, 3TAIlbI BHIITOJIHEHUS padOThI, aITOPUTMBbI
1 TEOPETUYECKUI MaTepHal 3allucaHbl B TETPAb, CTYyIEHT OTBEYAET HAa BCE BOIPOCHI IIPENIOAABATENSA
o TeMe pabOoTHI.

«4» - IPaKTHYECKOE 3aJ]aHKE BHITIOTHEHA IMTOJTHOCTHIO, 3TAIBI BHIITOJHEHUS pa0OThI, aITOPUTMBI
Y TEOPETHYECKUI MaTepual He MOJHOCThIO 3alUCaHbl B TETPab, CTYIEHT 3aTPyJHSIETCS OTBEYaTh Ha
BOIIPOCHI MTPETI0IaBaTeNsl 0 TeMe PabOTHI.

«3» - mpakTHYecKoe 3a7aHue BbinosHeHa Ha 70% u OoJee, STamnbl BBIMOIHEHHS paOOThI, alro-
PUTMBI U TEOPETUUECKUI MaTepHa 3alucaHbl B TETPAIb HE B IOJTHOM 00bEME, CTYJCHT HE OTBEYaEeT
Ha BCE BOIPOCHI MPEIoaBaTess Mo TeMe paboThI.

«2» - IpaKTHU4YeCcKoe 3a7aHue BbinoaHeHa MmeHe 70%.



Tema 1.2 AnnapaTHble KOMIIOHEHTBI

JlaGopaTopHoe 3ansiTue Ne 1
O0xuUM 1 MOHTaX KabepHbIX cucteM JIBC

Llesib: HAyYINTHCS IPOUZBOAUTH 00KKUM Kabenst kareropuu cat 5.

Boinosinus pa6ory, Bel Oynere:
ymems.
V.4 BbIIOMHATH CXEMBI U YEPTEXKU I10 CIIELUAIBHOCTHU € UCIOJIB30BAHUEM IIPUKIIA/IHBIX IPOIPaMM-
HBIX CPE/ICTB.

MarepuanbHoe obecrieyeHue:
Kabenp BuTas mapa xareropuu cat 5, 00>)KUMHOW MHCTPYMEHT, KOHHEKTOpsl RJ 45, Ttectep,
bunbm «O0xuM Kabems»

3ananue:
1 O6xath Kabesb U TPOBEPHUTH €ro PAOOTOCIIOCOOHOCTS.

IMopsinok BHINOJIHEHHUS PAadOTHI:

1 [IpocmoTpeTs duinbM «O0KUM Kabems;
2 BrimonHuTh 00aTue Kades;

3 IIpoBeputh pabOTOCIIOCOOHOCTH Kabes.

®opma npeacTaBiaeHus pe3yabTara: pabounii 00kaTeli Kabenb

Kpurtepuu ouenku:

«5» - mabopaTOpHOE 3aHATHE BBIIOJHEHO MOJTHOCTBIO, ATAIBI BBIMOJIHEHHS paOO0Thl, aITOPUTMBI
¥ TEOPETHUECKUI MaTepuall 3allMCaHbl B TETPab, CTYJICHT OTBEYAET Ha BCE BOIPOCHI MPETIOAaBATEIS
10 TeMe paboThI.

«4» - 1abopaTopHOE 3aHATHE BBHITIOTHEHO MMOJIHOCTHIO, 3TAIBI BBIOIHEHHUS PA0OTHI, aITOPUTMBI
U TEOPETHUECKUII MaTepual He MOJIHOCTBIO 3alIUCAaHbl B TETPa/ib, CTYACHT 3aTpyIHAETCS OTBEYaTh Ha
BOITPOCHI NPETOIaBaTelIs IO TeME PadOTHI.

«3» - mabopaTopHOe 3aHsATHE BbIOJHEHO Ha 70% 1 OoJiee, ATarbl BBIMOIHEHUS pabOThI, ajIro-
PUTMBI M TEOPETUIECKUI MaTepHal 3alicaHbl B TETPAIb HE B TIOJTHOM 00bEME, CTYJCHT HE OTBEUACT
Ha BCe BOINPOCHI MIPEIoIaBaTesl M0 TeMe pabOThI.

«2» - nabopaTopHOE 3aHITHE BBIOIHEHO MeHe 70%.



Tema 1.2 AnnapaTHble KOMIIOHEHTBI

JlabopaTopHoe 3ansitue Ne 2
Pabota ¢ nuarnoctudeckumMu yTsmmtamu npotokona TCP/IP

Henb: HayuynThCS MPOU3BOIUTH MOHUTOPHUHT CETU C IOMOIIBIO YTUIIUT.

Boinosinus pa6ory, Bel Oynere:

ymems.

V.3 DddexTrBHO UCTIONB30BATH ANapaTHbIE U MPOrPAMMHBIE KOMIIOHEHTBI KOMITBIOTEPHBIX CETe
NIPY PELLICHUH PA3INYHbIX 3a/1a4;

MarepunanbHoe obecrieyeHue:

YueOHo-1abopaTopHblil KoMILIeKe «JIoKaabHbIe KOMIIBIOTEPHBIE CETH»

3amanmue:

1 Mcnonp3ysl yTUIUTHI MOHUTOPUHTA CETH OTIPEAETUTH CETEBBIE MMApaMETPhI BCEX Y3JIOB.

KpaTkue TeopeTudyeckue cBeieHUs:

Ping — mpoBepka CBSI3H ¢ yJAJICHHBIM Y3JIOM.

Ifconfig — onpenenenue ceTeBbIX apaMeTpoB y3iia Takux Kak [P-aapec, Mac-ampec.
ARP-BbIBOA arp-tabnui Ha coorBercTBue [P-anpeca u Mac-aapeca.

IMopsinok BbINOJIHEHHUS PadOTHI:

1 VI3y4uTh TEOPETUICCKHIE CBEICHUSI.

2 CoOpaTh TOMOJIOTHIO CETH.

3 OmnpenenuTh CeTeBhIE MApaMETPhl BCEX Y3JIOB U 3aIMIOJIHUTH TaOIHUITY

¥Y3en Hurepdeiic IP-anpec Mac-aapec
eth 0
K1 eth 1
eth 2
eth 0
K2 eth 1
eth 2
eth 0
K3 eth 1
eth 2
eth 0
K4 eth 1l
eth 2
DES 3828
DES 3010 G
DES 3010 G

dopma npeacTaBiieHUs pe3yJbTaTa: 3aMoJHeHHas Ta0Iua

Kpurepun onenkn:

«5» - 1abopaTOpPHOE 3aHITHE BHIIIOJHEHO MOJHOCTHIO, 3TAIbl BBHITIOJHEHHS paOOThI, aITOPUTMBI
Y TEOPETUUYECKUI MaTepUal 3alllCaHbl B TETPa/ib, CTYIEHT OTBEYAET HA BCE BOIPOCHI MPENOIaBATENS
10 TeMe paboTHI.

«4» - mabopaTOpHOE 3aHATHE BBIITOJHEHO MOJIHOCTbIO, ATAIBI BBIMOIHEHUS paboThI, aITOPUTMbI
U TEOPETUYECKUN MaTepuai He MOJHOCTHIO 3alMCaHbl B TETPa/ib, CTYJEHT 3aTpyAHSIETCS OTBEYaTh Ha
BOIIPOCHI MTPETI0IaBaTeNsl 0 TeMe PabOTHI.

«3» - mabopaTopHoe 3aHsTHE BbIoJHEHO Ha 70% u Oosee, Tanbl BHINOJIHEHUS paboThl, aliro-
PUTMBI U TEOPETUUYECKUN MaTepHal 3aucaHbl B TETPAIb HE B TIOJHOM 00beMe, CTYICHT He OTBEYaeT
Ha BCE BOIIPOCHI NMPENoaBaTes o TeMe paboThl.

«2» - nabopaTopHOE 3aHATHE BHIOTHEHO MeHE 70%.



Tema 1.2 AnnapaTHble KOMIIOHEHTBI

JlaGopaTopHoe 3ansaTHE Ne 3
OcCHOBHBIE KOMaH/Ibl KOMMYTaTOpa. Y IpaBJIeHHEe KOMMYTaTOPaMH

Ileab: 03HAKOMUTHCSI C OCHOBHBIMH KOMaHJIaMH HACTPOMKH, ITOUCKA M YCTPAHCHUS HETOIaI0K
xommyTtaTopoB D-Link.

Boinosinus pa6ory, Bel Oynere:

ymemy:

V.1 Opranu3oBbIBaTh U KOHPHUTYPHPOBATH KOMITBIOTEPHBIE CETH;

V.2 Ctpoutb 1 aHATM3UPOBATh MOJIENIM KOMITBIOTEPHBIX CETEH;

V.3 DddexTrBHO UCTIONB30BATH ANIapaTHbIE U MIPOrPAMMHBIE KOMIIOHEHTBI KOMITBIOTEPHBIX CETEH
NPU PEIICHUN Pa3INuHbIX 3a/1a4;

MarepuanabHoe odecnieyeHue:

Kommyratop DES-3528 wim DES-3810-28 1 wr.

PabGouas craniusa 1 mrr.

KoucosnpHbIH Kabenb 1 mr
3amanue:

1 Cobpats cxemy

KommyTatop
1P:10.1.1.10/8

R
; "J%'*J]*‘."#“».JL.'D%":JL..“&'U' Bl

Mopt 2

KotconbHbli
kabenb

Kabenb
Ethernet

Im,ZSOfﬁ

KpaTkue TeopeTnyeckue cBeieHUs:

JUis HacTpOMKHM pa3iMYHbIX (PYHKIUI KOMMYTaTOpOB IPH BBITOJHEHUU NMPAKTHUECKUX PabOT
Oynet ucrnonb3oBarbesi uHTEpPeiic komanaHon crtpoku (CLI), Tak kak oH obecnieunBaer Oosee TOH-
KYIO HACTPOMKY yCTPOMCTBA.

Bce komanapl CLI sBAsitOTCS 4yBCTBUTEIBHBIMU K PETHCTPY, MO3TOMY IPEX/]E YEM BBOJIUTH
KOMaHJy, Ha/l0 YOeIUTbCs, YTO OTKIIIOUEHBI BCe (DYHKIIMH, KOTOPBIE MOTYT NMPHUBECTU K U3MEHEHUIO
perucrpa Tekcra.

ITpu pa6ore B CLI MOXHO BBOJUTH COKpALIEHHBIA BapuaHT koMaHabl. Hanpumep, eciau BBe-
CTH KOMaHJy «Sh sw», To KOMMyTaTop HHTEPIPETUPYET ATy KOMAHAY Kak «show switchy.

Jliig oncanysl BBOJIa KOMaH, 0°KMIa€MbIX 3HaYEHUHM U apryMEHTOB IIPX HACTPOMKE KOMMYTa-
Topa uepe3 uarepderic komanaHou ctpoku (CLI) ncrnonp3yroTes cneayromnme CAMBOJIHL:

Tabnuya 1

<yrJioBble CKOOKH >

Hazna- CopnepixaT 0:)kHJaeMYI0 IIEPEMEHHYIO UIIH 3HAYEHHE, KOTOPOE JOKHO OBITh YKa3aHO.
YEHUE

Cuntak- | configipif<System>[{ipaddress<network_address>|vlan<vlan_name32>|state[enable|
cuc disable}]|bootp|dhcp]

Onuca- B npuBéneHHOM mpuMepe CHHTAKCHMCa, I0JIb30BaTelb JAOJDKEH yKa3zaTb uMmsa  IP-
HUE unrepdeiica System, umss VLAN vlan_name mnuHoii 10 32 CHMBOJIOB U CETEBOH ajpec
network address . Camu yrioBeie CKOOKH BBOJIUTH HE HAJIO.
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[Ipumep

configipifSystemipaddress10.24.22.5/8vlanSales

[kBagpaTHbIEe CKOOKH]

Hazna- Copnepxat TpeOyemoe 3HaYeHHE WM HAabOp TpeOyeMbIX apryMeHTOB. MOXeT OBbITh yKa-
3aHO OJTHO 3HAYEHUE WU apT'yMEHT.

Cunrak- | createaccount[admin|user]<usernamel5>

CHUC

Onuca- B npuBenénHoM mpuMepe CHHTAaKCHCa, MOJIb30BaTeNlb JOJDKEH yKa3aTh OJUH U3 JBYX

HHE ypoBHel mnpuBwiernii (admin wiam user) uisi co3gaBacMod Y4E€THOHM 3ammcu. BBOIUTH
KBaJIpaTHbIE CKOOKH HE HaJIO.

ITpumep | createaccountadminuserl

| BepTHKAJIbHAS YepTa

Ha3zna- Otpensier ABa wiu 6oJiee B3aMMHO UCKIIIOYAIOIIUX MYHKTOB U3 CIHCKA, OAUH U3 KOTOPBIX

YCHHE JIOJKCH OBITh BBEJIEH/yKa3aH.

Cuntak- | createaccount[admin|user]<usernamel5>

CHUC

Onuca- B mnpuBenéHHOM npuMepe CHHTAKCHCA, MOJb30BATENb JOJDKEH yKa3aTb OJUH M3 JIBYX

HHE ypoBHe# mnpuBuieruii (admin wim user) Juisi co3gaBaeMol y4€THOM 3amucu. BBoauTh
KBaJIpaTHbIE CKOOKH HE HaJIO.

ITpumep | createaccountadminuserl

{ burypubie ckoOkm }

Hazna- CO,Z[ep)KI/IT Heo0sA3aTeIbHOE 3HAUECHUE WITH Ha6op HE00A3aTEIbHBIX ApryMCHTOB.

YCHUC

Cunrak- | reset{[config|system]}{force_agree}

CHC

Onuca- B npuBenéHHOM npumepe CHHTAaKCHca, MOJIb30BaTENIb MOXKET yKa3aTb HEOoOs3aTelbHOE

HHUC 3HAYCHUC COIlﬁg HIIN system. Ero BBOAUTH HCOGHSaTeHLHO, HO pE3yJIbTAaT BBIIIOJIHCHUA
KOMaH/Ibl OYJIET 3aBUCETh OT BBOJIA JOTIOJTHUTEIHHOTO ITapaMeTpa.

ITpumep | resetconfig

( KpyrJibie CKOOKH )

Ha3sna- [Toxa3bIBaeT, YTO OJTHO UK OOJIee 3HAUEHUI UM apTyMEHTOB, 3aKII0YEHHBIX B (DUTyp-

YEHHE Hbl€ CKOOKH, JTOJDKHO OBITh BBEJICHO.

Cunrak- | configdhcp_relay{hops<valuel-16>|time<sec0-65535>}(1)

CHC

Onuca- B npuBen€HHOM npuMepe CHHTaKCHCa, OT IOJIb30BATENS 05KMIAETCs BBOJ OJIHOTO WIIN

HUE 000X HeoOsA3aTeNbHBIX TapaMeTPOB, 3aKIIOYEHHBIX B QUTypHbIe ckoOkH. [Tapamerp
«(1)» moxa3pIBaeT, YTO OKUAAETCS BBOJ, MO KpailHEH Mepe, OIHOT0 U3 apaMeTPOB UIIH
apryMeHTOB.

ITpumep | configdhcp relayhops3

IHopsinok BbINMOIHEHHs PA0OThI:

1 BpI30BIIOMOIIMIIOKOMAH/1aM.

2 Nsmenenne IP-ampeca kommyTatopa.

3 Hacrtpoiika BpeMeHU Ha KOMMYTaTope

4 YrpaBiieHHE YYETHBIMU 3aIUCAMM MOJIb30BATENICH

5 YnpaBieHnue BO3MOXKHOCTBIO JOCTyIa K koMmyTaTopy uepe3 Web-unrepdeiic u Telnet
6 Hacrpoiika mapameTpoB OaHHEpa TPUBETCTBUS

Xoxa padoTbI:

1.BBI30BIIOMOIIUIIOKOMAaH 1AM
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[MonkmrounTe KOMIBIOTEP K KOHCOJIBHOMY MOPTY KOMMYyTaTopa ¢ momolinbio kabemns RS-232.
[Tocne nonkiaroueHUs: K KOHCOJIBHOMY IOPTY KOMMYTAaTropa, Ha IE€PCOHAIBHOM KOMIIBIOTEPE
HE00XO0IMMO 3aIyCTHTh Mporpammy smyssinud tepmuHana VIT100 (manpumep, Putty wim nmporpammy
HyperTerminal B Windows). B mnporpamme ciemyeT yCTaHOBUTH CIEAYIOIIUE IapaMeTphl
HOIKITFOUEHUS:

Ckopoctsb (6ut/c): 115200
buTel 1aHHEBIX: 8
YETHOCTE: HET
CTonoBble OUTHI: 1
YrpaBieHuEe TOTOKOM: HET

B 3aBucumoctu ot Bepcuu 110, MoxkeT moTpedoBaThCs YCTaHOBUTH CKOpocTh 9600 O6uT/c.
1. Bsenure B kOoHCOMM: ?
2. Bsemute B xoncomu: config
3. Beenute B koHCOM: Show

2.HacrpolikaBpeMEeHHHAaKOMMYTaTope

1. TIposepbTe Bpemsi:  showtime

2. YcranoBute yacoBoi nosc Mocksa (GMT +6:00) ([nst Exkarepunoypra):
configtime_zoneoperator+hour 6 min0

3. BBeauTe HOBYIO IaTy U BpeMsi: configtime26jan2011 15:45:30

4. Tlposepbte Bpemsi:  Showtime

5. VKaxuTe TEKYIIYIO JaTy U BpeMs.

6. IIpoBepbTe Bpemsi.
Ipumeuanue: ycmanoka épemenu HeoOX00uMa OJisi NPAGUILHO20 OMOOpadXdceHus: uHgopmayuu 6
arcypranax pecucmpayuu kommymamopos (Logfiles), nposeoenuss ayouma pabomer cemu, monumo-
puHea cemu u m.n.

3.YupaBieHneBO3MOXKHOCThIOIOCTyTakkoMMyTaTopydepe3\Web-unrtepdeiicu Telnet

JInst moBbIIeHHs O€30MaCHOCTH CETH, B TOM CJIydae, eCld JJIS TOCTyIa K KOMMYTaTopy He Hc-
none3ytotes Web-untepdeiic mnu Telnet, pekomenayercss ux OTKIOUYMTH (10 ymomdanuio Web-
unTepdeiic u Telnet Ha kOMMyTaTOpEe BKITFOUCHBI).

1. TKIOYUTE BO3MOXHOCTH MOJAKIIOYCHUS K KommyTaropy o Telnet: disabletelnet
2. TlpoBepbTe BEINOIHEHHBIE HacTporiku:Showswitch

3. Yo6emutech, uro goctym o Telnet otkmrouén.

4. BemmonHuTe Ha paboueii craniu koManny: telnet<IP-agpeckommyraropa>

5. Uro BbI HabmoaeTe? 3anunInTe.

o

Bximtounte GyHKIHIO MOAKIIOUEHUS K KoMMyTaTopy o Telnet:enabletelnet

7. TlpoBepbTe BBHINOIHEHHBIE HACTPOUKU M yOEIUTECh B BOZMOKHOCTH TTOJIKIFOUCHHUS K
KoMMyTaTopy 1o Telnet.

OTKITI0YHTE BO3MOKHOCTH MOJKIIFOUSHHSI K KoMMyTatopy uepe3 Web-unrepdetiic: disableweb
9. IIpoBepbTe BBIMTOJHEHHBIC HACTPOMKH:Showswitch

10. Y6emurech, 4to moctyn K KommyTtatopy depe3 Web-unrepdeiic orkimrou€n? s storo
3amycTuTe Ha pabodeil craHiuu Opay3ep W BBeauTe B anapecHoi cTpoke IP-aapec
KomMmyTaropa. Uro Bbl Habmr01aeTe?

3anumure

o

4. Hactpoiika mapameTpoB 6aHHEpa MPUBETCTBUS
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C LCJIBIO YHPOIICHHUA I/II[GHTI/I(I)I/IKB_I_[I/II/I II0JIB30BaTCIIAMN aKTUBHOT'O CETEBOI'O 060py,[IOBaHI/ISI,

HJIN CO3JaHud €TI0 YHUKAJIbHBIX JIOTOTHUIIOB, BO3MOXHO M3MCHCHUC 6aHHepa IIPHUBCTCTBUA, KOTOpBIﬁ
HOSBIISICTCS B MOMEHT 3arpy3ku KoMmyTtaTopa. Takke BO3MOXKHO H3MeHeHue mpuriamenus Com-
mand Prompt B komanHoii ctpoke CLI.

1. M3menure npurnamenune Command Prompt:
configcommand_promptTEST_SWITCH

2. YCTaHOBHTE NpPUTJIAIICHUE 10 YMOTYAHHIO:
configcommand_promptdefault

3. Ilocmotpute Tekyuuii GaHHEP MPUBETCTBUS:
showgreeting_message

4. BoliauTe B peXUM peaKTUPOBaHUs OaHHEpa PUBETCTBUSA:
configgreeting_message

I[J'I}I PCAAKTUPOBAHUS ITPUBCTCTBUA, HCHOHLSYﬁTC CJICAYIOINEC KOMAaHbl:
<Function Key><Control Key>

Ctrl+C Brrittu6escoxpanenus  left/right/

Ctrl+W CoXpaHUTh U BBIUTH up/down [TepemecTuTh Kypcop
Ctrl+D V 1anuTh TUHUIO

Ctrl+X CrepeThb BCe HACTPOMKH

Ctrl+L [Iepesarpys3uTs nepBoHayalibHbIE  HACTPOUKHU

5. /loGaBbTe CTPOUKY B IPUBETCTBUE:

SWITCH_TESTtel+7(495)000-00-00
6. CoxpaHuTe U3MCHECHUS B IPUBETCTBUH U BBIIUTE U3 pekuMa peaaktuposanus: Ctrl+W
7. TlpoBepbTe U3MEHEHHBIN OaHHEP NPUBETCTBUS:

showgreeting_message

DES-3528FastEthernetSwitch

CommandLinelnterface
SWITCH_TESTtel+7(495)000-00-00
Firmware:Build2.80.B042
Copyright(C)2010D-LinkCorporation.Allrightsreserved.

8. IlpencraBbTe pe3ysbTaThl pabOTHI IPENoJaBaTeIIo.

9. BoccranoBuTe HaCTPOHKH OaHHEPA IO YMOIYAHHUIO:
configgreeting_messagedefault

10. IIpoBeprTe OaHHEP MPUBETCTBUS:
showgreeting_message

5.HacTpolikaoCHOBHBIXITApaMETPOBIOPTOBKOMMYTAaTOpa

1. TlocMmoTpwuTe TeKyIHe HACTPOUKH MOPTOB: ShOWPOItS

2. HV3meHuTE CKOPOCTBH U PEXKUM pabOTHI IOPTOB 1-5:
configportsl-5speed10_half

3. IIpoBepbTe BBHIMOTHEHHBIC HACTPONKH: showports
Uro BeI HaOmoHaeTe? 3anummre.

4. AKTHBM3MpYHTE (PYHKIUIO YIPaBICHHUS TOTOKOM Ha moprax 1-5:
configports1-5flow_controlenable

5. IIpoBepbTeHacTpOHKU: showports

6. Otkmounte paboTty moptoB 1-5:
configportsl-5statedisable
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7. TlpoBepbTe HaCTpOIKU: showports
8. IIpoBepbTe coenuHeHUE MEX Y KOMITbIOTepoM 1 kommyTatopoM. Ha 1K BeimomHuTe
KOMaHAy:
ping195.168.0.5
Uro BeI HaOm0OMaeTe? 3anuimre.

9. Bxuouute paboty mopra 2:
configports2stateenable
10. IIpoBeprTe coenunenune mexay 11K u kommyTtaropom.
Ha TIK BeimonauTe komanay: ping195.168.0.5
Yro BBI HAOIIOMaeTE? 3AMMUIIINTE.
11. 3anaiireonucanuenopra 2:  configports2descriptionPC_PORT
12. IIpoBepbTe ONMHUCAHUE TIOPTOB: showportsdescription

1.6.M3menenuelP-agpeca untepdeiica ynpaBieHus KOMMyTaTopa

1. Tlocmorpure 3Hauenue IP- agpeca unrepdeiica ynpasieHus KOMMYyTaTopa:

showipif

2. UYewmy paseHn [P-aapec unrepdeiica yrnpaBieHus KOMMYTaTopa Mo YMOTYaHHIO (3aMUCaTh B

TETPajb):

3. Usmenute IP-aapec untepdeiica ynpaBieHuss KOMMyTaTopa:

configipif System ipaddress 10.1.1.10/8

4. Hacrpoiite [P-anpec nuiro3a mo yMoI4aHHIoO:

createiproutedefault 10.1.1.254
Ipumeuanue:|P-adpec winroza no ymonuanuio 00adiceH Obimsb HA3HAYEH, eCu YNpagieHue KOMMYma-
mopom 6yoem ocywecmenamucs us opyeux IP-noocemeti.

5. TIpoBepbTe HacTpoiiku koMMmyTartopa: show switch

1.7.®yunkuus Factory Reset (copoc k 3aBOJICKMM YCTaHOBKaM)

1. CoOpocbTe TekylIMe HaCTPOHKHM KOMMYTAaTOpa K HACTPOIKaM 10 yMOJIYaHUIO KOMaH0M:
reset

Ha koMMyTaTope BOCCTaHOBSTCSI BCE 3aBOJICKME HACTPOUKH TI0 YMOJIYaHMIO, 32 HCKIIFOUEHUEM
IP-anpeca uHTepdeiica ynpaBieHusi, Y4ETHBIX 3amMceldl MOJIb30BaTeNed W KypHalla PErucTpaluil.
KommyTatop He mpou3BenéT coXpaHeHHE COpPOILIEHHBIX HACTPOEK B HHEPrOHE3aBHCHMOW NaMsTH
NVRAM u He nepesarpy3uTcs.

Ecnn ykazaHo kimodeBoe cioBo CONfig, Ha KOMMyTaTOope BOCCTAHOBSITCS BCE 3aBOJICKHE
HACTPOIKH M0 yMoI4aHuto, BKItovast IP-anpec untepdeiica ynpasneHus, yu€THble 3alIMCH TOJIb30Ba-
Tesiel W KypHal peructpauuil. KommyTarop He mpou3Bei€T coxXxpaHeHHE COPOIIEHHBIX HACTPOEK B
sHeprone3aBucumoii namsatu NVRAM u He nepesarpysurcs.

resetconfig

Ecnu ykazano kiroueBoe ciioBo Systém, Ha KOMMYTaTope BOCCTaHOBSITCS BCE 3aBOJCKHE
HACTPOMKHU 110 YMOJIYAHHIO B MOJHOM o0beMe. KoMMyTaTop cOXpaHHUT 3TH HACTPOWKU B HHEProHe3a-
Bucumoii mamsitt NVRAM u nepeszarpys3urcsi.

resetsystem
B cnydae HeoOXoauMoCTH, epe3arpy3uTh KOMMYTAaTOP MOXHO KOMaHIOM:
Reboot
3anoJHUTe B TETpaay TaOIUILy.

Komangna Haznauenue Komanna Haznauenue

showipif configgreeting messagedefault
config ipif System ipaddress showports
create iproute default configportsspeed
show switch configportsflow_controlenable
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showtime configportsstatedisable / ena-
ble

configtime_zoneoperator+hour 6 configportsdescription

min0

configtime showportsdescription

disable/ enabletelnet Reset

disable / enableweb resetconfig

configcommand_prompt resetsystem

configcommand promptdefault reboot

showgreeting_message

configgreeting_message

5.YupaBineHneBO3MOKHOCTBIOJOCTY TakkoMMyTatopydepe3Web-unrtepdeiicu Telnet

Jlnist moBbIeHNs] 0€30IaCHOCTH CETH, B TOM CIIydae, €CIH JUIst IOCTyNa K KOMMYTaTopy HE HC-
nonb3ytotes Web-untepdetiic win Telnet, pekomenayercs ux OTKIHOUYUTH (10 ymonyanuio Web-
unrepdeiic u Telnet Ha koMMyTaTOpe BKIIOYCHBI).

OTKIJIIOYUTE BO3MOYKHOCTh MOJAKIIIOYCHUS K KOMMyTaTopy o Telnet:
disabletelnet

[IpoBepbTe BHINOJIHEHHBIE HACTPONKHU:
showswitch

Yo6enurecs, uto goctyn o Telnet orkimouéH.

Boinonnute Ha paboueit ctanuuu [IK1 komanay:
telnet<IP-anpeckommyTaTopa>

UYro Bel HaOmonaete? [Ipu mombiTke noaxmounthes: “3anummute. [Toaxmouenue k 10.1.1.10...He
YAQJIOCh OTKPBITH MOJKIIOUEHNE K 3TOMY y3i1y, Ha mopT 23: COo¥ moAKIIOueHHs .

He cMotps Ha goctynHocTh o npotokony ICMP:

Otser ot 10.1.1.10: yncno 6ait=32 Bpemsa=1mc TTL=255

Otser ot 10.1.1.10: uncno G6aitir=32 Bpems=1mc TTL=255

Otser ot 10.1.1.10: yncno 6ait=32 Bpemsa=1mc TTL=255

Otser ot 10.1.1.10: uncno Gaitr=32 Bpems=1mc TTL=255

Cratucruka Ping ms 10.1.1.10:

[TakeToB: otnpaBneHo = 4, moxydeHo = 4, norepssao = 0 (0% moTeps),
[TpubnusurensHOE Bpemst preMa-Tepeiaun B MC:

MunumansHoe = 1Mcek, MakcumansHoe = 1 Mcek, Cpennee = 1 mcek

Bxirounte (yHKIHIO MOIKIIOYEHUS K KOMMyTaTopy o Telnet:
enabletelnet

[TpoBepbTe BHITIOIHEHHbBIE HACTPOWKH U YOEIUTECh B BOBMOYKHOCTH TOAKIIOUEHHS K KOMMY-
taTopy 1o Telnet.

OTKIJIIOYNTE BO3MOKHOCTH MOAKIIIOUCHHS K KOMMyTaTopy depe3 Web-unrtepdetic:
disableweb

[IpoBepbTE BBINOJIHEHHBIE HACTPOMKHU:
showswitch
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Y6enutech, uTO AOCTYI K KOMMyTaTopy depe3 Web-untepdeiic oTkimrouéH.
3amyctute Ha paboueii ctanuuu [1K1 O6paysep u BBeauTe B anpecHoii ctpoke IP-agpec kommyTraTopa.

Yro BBl HAOMIOMAaeTE? 3aMUIIUTE.

Bkitrounte BO3MOKHOCTH MOAKIIOUCHHS K KoMMyTatopy depe3 Web-unrepdeiic 1 u3MeHHTE CTaH-
naptHbiil TCP-mopt nmoakiroueHus Ha HOBBIH:

enableweb8008

3amyctute Ha padoueii ctanuuu [1K1 6paysep, BBenuTe B afpecHoit crpoke |P-anpec kommyTtaTopa u
ykaxkute HOBbIN TCP-1mopT moakitoueHus:

6.HactpoiikanapameTpoBOaHHepaNpPUBETCTBUS

C uenpro yrnpouieHusl UACHTH(PUKAIINH TT0JIh30BATEIIIMU aKTUBHOTO CETEBOTO 00OPYIOBAHWS,
WIN CO3/IaHUS €r0 YHUKAIBHBIX JIOTOTUIIOB, BOBMOYKHO M3MEHEHHE OaHHEpa MPHBETCTBUS, KOTOPBIN
MOSIBJISICTCST B MOMEHT 3arpy3kd KOMMyTaTtopa. Takke BO3MOXHO M3MEHEHHE mpwuriameHus Com-
mandPrompt B komananoit crpoke CLI.

WsmenurenpuriamenneCommandPrompt:
configcommand_promptTEST_SWITCH

Ycranosure IMPpUITIAICHUC 110 YMOJIYaHHIO:
configcommand_promptdefault

[TocmoTpuTe GaHHEpP NPUBETCTBUSA:
showgreeting_message

Boiigute B pexxuM penakTupoBaHus OaHHEpa MPUBETCTBUSL:
configgreeting_message

I[J'I}I pPEAaKTUPOBAHU ITPUBCTCTBUA, I/ICHOJ'IL3y171T € CJICAYIOIINC KOMAaHIbI:
<Function Key><Control Key>

CtrI+C Beriitu6e3coxpanenust  left/right/

Ctrl+W  CoxpaHUTb U BBIHTH up/down [lepemecTuts Kypcop
Ctrl+D VYV nanuTe JIMHATIO

Ctrl+X CtepeTh BCe HACTPOMKH

Ctrl+L [Tepe3arpy3uTh MepBOHAYAIBHBIC  HACTPOUKH

Jlo6aBbTe CTPOUKY B IPUBETCTBUE:
SWITCH_TESTtel+7(495)000-00-00

CoxpaHHTe U3MEHCHHUS B IPUBETCTBUH U BBIINTE U3 pekuMa peaaktupoBanus: Ctrl+W

[IpoBepbTe M3MEHEHHBIN OaHHEP MPUBETCTBUS:
showgreeting_message

DES-3528FastEthernetSwitch
CommandLinelnterface
SWITCH_TESTtel+7(495)000-00-00
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Firmware:Build2.80.B042
Copyright(C)2010D-LinkCorporation.Allrightsreserved.

BoccranoBute HacTpoiiku OaHHEpA MO YMOITYAHHUIO:
configgreeting_messagedefault

[IpoBepbTCOAHHEPIIPUBETCTBHUS.
showgreeting_message

®opma npeacTaBiIeHHs Pe3yJbTaTa:0TIeT

Kpurtepuu ouenku:

«5» - mabopaTopHOE 3aHATHE BHIIOJIHEHO ITOJHOCTHIO, 3TAIbI BBIOJHEHUS pa0OThI, aITOPUTMBI
¥ TEOPETHUYECKUI MaTepuall 3allMCaHbl B TETPab, CTYJCHT OTBEYAET Ha BCE BOIPOCHI MPETOAABATEIIS
10 TeME pabOTHI.

«4» - mabopaTOpHOE 3aHITHE BBIITOIHEHO MOJTHOCTHIO, ATAITBI BBIMIOJIHEHHS Pa0O0ThI, aITOPUTMEI
¥ TEOPETUYECKHUI MaTeprall He IOJHOCTBIO 3alMCaHbl B TETPa/ib, CTYICHT 3aTPYAHIETCS OTBEYaTh Ha
BOTIPOCHI MTPETIOIaBaTeNs IO TEME PAOOTHI.

«3» - nrabopaTopHOe 3aHsATHE BbIOJHEHO Ha 70% u GoJiee, 3Taribl BBIIOIHEHUS pabOThI, aIro-
PUTMBI M TEOPETUYECKUI MaTepHal 3aluCaHbl B TETPAIb HE B IOJTHOM 00bEME, CTYJCHT HE OTBEYACT
Ha BCE BOIIPOCHI IPETIOIaBATENS IO TeMe padOTHI.

«2» - mabopaTopHOE 3aHATHE BHITOTHEHO MeHE 70%.
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Tema 1.2 AnnapaTHble KOMIIOHEHTBI

JlaGopaTopHoe 3ansitue Ne4
Koman il 00HOBIIEHHSI TPOTPAMMHOTO 00eCIIeUeHUs] KOMMYTaTOpa U COXpaHe-
HUS1/BOCCTAHOBIICHUS KOHPUTYPALMOHHBIX (DaiiyioB

Heab: wu3yunts mpouecc OOHOBICHHS HPOTPAaMMHOTO  OOECIeYeHHs M COXpaHe-
HHSI/BOCCTAHOBIJICHHSI KOH(DUTYpaAIHH.

Boinosinus padory, Bl Oyaere:
ymemn:
- V.1 Opranu3oBbIBaTh 1 KOHPUTYPUPOBATH KOMITbIOTEPHBIE CETH;
-¥.2 CtpouTb ¥ aHAIU3UPOBATh MOJIENIN KOMITBIOTEPHBIX CETEH;
- V.3 D¢ dexkTHBHO UCTI0Ib30BATh alNapaTHbIC U MIPOrpaMMHbIE KOMIIOHEHTbI KOMITBFOTEPHBIX CETel Mpu -
PELIEHNH Pa3JIMUHbIX 3a/1a4.

MarepuanabHoe oGecnieyeHne (Ha 0JJHO padouee MecTO):

Kommyrtarop DES-3528 unu DES-3810-28 1 mT.

Pabouas cranmus ¢ TFTP-cepsepom 1 .

KoHconbsHEbI Kadens 1 mr.

KaGenn Ethernet 1 wr.
3amanue:

1 Cobpatsb cxemy.

KommyTatop
IP: 10.1.1.10/8

[T Sooooccd oopcoucd godoooco - =

(Tl Tl Tl
DOOHOOOOHODOO D B oo

Mopt 2

KoHconbHbId Kabens
kabens Ethernet

-

#_J, PaBouan ctaHuus ¢ TFTP-cepeepom
IP: 10.1.1.250/8

2. VI3y4uTh W BBHIMOJIHUTH KOMaHAbl OOHOBIIEHHUS MPOTPAMMHOTO 00€CIeYeHHs] KOMMYyTaTopa 1
COXpaHEHHsI/BOCCTAHOBJICHUS] KOH(PUTYPAIIMOHHBIX (DailyioB.

KpaTkue Teoperuyeckue cBeieHUs:

OOHoBIIEHHE MPOTrpaMMHOI0 oOecrieuyeHHst (€ro MHOT/Ia Ha3bIBAIOT IIPOLIMBKOW» KOMMYTa-
TOpa) MOKET OBITh HEOOXOAMMO, KOT/Ia IOCTYIIHA HOBasi (PYHKIIMOHAIBHOCTh WM TpeOyeTcs KOppek-
st omm6O0oK. CoXpaHATh KOHPUTypaIMio KOMMYTaTopa HeOOX0JMMO MPH U3MEHEHHH €ro HacTpOeK,
a TakKe JUIS YIPOIIEHHUs BOCCTaHOBIECHUs ()YyHKIMOHUPOBAHHUS KOMMYTaTopa B pe3ysbTare cOosl ero
paboThl UK MOJIOMKH. OCHOBHBIM MPOTOKOJIOM, MIPUMEHSEMBIM ISl 3TUX LeNeH, CIYXKHUT MPOTOKOJ
TFTP (Trivial File Transfer Protocol, mpocteifiinii mporokos mepenayu naHHBIX). s mepena-
4y/3arpy3Ku TMPOrpaMMHOr0 oOecrneyeHus/KoHpurypanun Heodoxoaumo Hanuuue B cetu TFTP-
cepsepa. Kommyratopel D-Link, moanep:xnBaioT BO3MOXKHOCTh XpaHEHHUsI HA KOMMYTaTOpe IBYX Bep-
CHIl NporpaMMHOro obecrneueHust U KOH(QUTypaluuu, IpudeéM Jito0ast U3 HUX MOXKET ObITh HaCTPOEHA
KaK MCIOJIb3yeMas IpH 3arpy3ke KOMMYTaropa. DTO IMO3BOJSAET 00ECIEYUTh OTKa30yCTOHUMBOCTh
000pyI0BaHUS MIPH MEPeXojie Ha HOBOE MPOTPaMMHOE 00eCTIeUeHNE WM U3MEHEHUHN KOH(PHUTypaIUu.
Jnst u3ydenusi paboThl KOMMYTaTOpa, UMEETCSI BO3MOXKHOCTh BBITPY3KH depe3 npotokos TFTP xyp-
HaJsia paboThl KOMMYTATOpA.

Ilopsi10K BHINOJHEHUS PadoOThI:
1IToAroTOBUTHKPEKUMYOOHOBICHUAHCOXPAHEHUSIIPOTPAMMHOT000ECTIEYEHUSIKOMMY TaTop.
2 3arpy3uTh (paiiir mporpaMMHOro obecreueHus B aMsaTh KOMMyTaTopa
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3 HactpouTs NOpsIIOK 3arpy3KH MPOrpaMMHOTO 00eCrieueHUs] KOMMYTaTopa.
4 BeITpy3uTh U 3arpy3uTh KOHPHUTYpau
5 Beirpy3uts 10g-daiinst

Xox paboTsi:

1.IToaroroBKaKpe;KMMYyOOHOBJIEHUSUCOXPAHEHUATIPOTPAMMHOT000eCTIeY4eHUAKOMMYTATO
pa

Hacrpoiitre TFTP-cepBep.B HacTpoiikax mporpaMmmbl HEOOXOIMMO:

1. ycTaHOBUTH JUPEKTOPHIO NpHEMa (aiisios;
2. OTKJIIOUUTH Bce apyrue cepBuckl, kpome TFTP server.

[TonroroBeTe aili HOBOro MPOrpaMMHOT0 OOECIeueHUs KOMMYTaTopa:

1. Haiigure HeoOxoauMelii (aiin «mpormBku» Ha cepsepe ftp:/ftp.dlink.ru/ ;
2. Ckauaiite ¢aiin u iepeHecute ero B ntupekroputo Ha TFTP-cepsepe;
3. [Ipounraiite aityi CONPOBOKACHUS K «ITPOIITUBKEY.

2.2.3arpy3kadaiianporpaMMHOroodecne4eHuABIaMATbKOMMYTATOpa

Bce oguyuanvuvie eepcuu 110 exnouarom npumeuanus, KOmopble ORUCHIEAION HOBble QYHKYUU
U nocneoHue Koppekyuu ouudOox.

Hacrpotite IP-agpec unTepderica yrpaBieHus:
configipifSystemipaddress10.1.1.10/8

Hacrpoiite TFTP-cepsep:
3anyctuts TFTP-cepBep,BHacTpolikax TFTP-cepBepayka3aThlP-
anpecpadoueiicranuul0.1.1.250/8,ykazarbaupextoputocnpormskoiiCurrentDirectory.

ITpoBepwTe noctynHocts TFTP-cepBepa ¢ komMmyTartopa:
ping10.1.1.250

[TpoBepbTe HHPOPMALIHIO O TEKYILIEM IPOrPaMMHOM OOeCIIeYeHUN KOMMYTaTopa:
showfirmwareinformation
IIpoBepbTe, 4TO BBI 3arpy>keHsl ¢ NpomuBky 2.80 U3 ciora 2

3arpy3ure nmporpaMMHoOe obecrieyeHre Ha KOMMYTaTop B MEPBBIN CIO0T (KOMaH/1a BBOJAUTCS B
OJIHY CTPOKY):

downloadfirmware_fromTFTP10.1.1.250 src_file DES-3528_Series FW_v2.01.B042.had im-
age id 1

Y6enureck, 4TO MPOrpaMMHOE OOECTICUCHUE 3arPyKEHO:
showfirmwareinformation

2.3.HacTpoiikanopsaKa3arpy3KMnporpaMMHoOroodecneyeHusiKkoMmMyraropa

3amaiiTe HOMEpP CJI0Ta MPOrPAMMHOTO OOECTICUCHHs, KOTOpOe OYIEeT 3arpykarbCsl MPU CTapTe
KOMMYTAaTopa:
configfirmwareimage_id1boot_up

CoxpaHuTe U3MEHEHUS
save
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OOHOBEHHAs poUIMBKa OyIET NCIOIb30BAHA MPH CIEAYIOIIEH 3arpy3Kke KOMMYTaTopa.
Ilepesarpy3ure KoMMyTaTop:
reboot

[Tocne 3arpy3ku KoMMyTaTopa IpoBepbTe HHPOPMAITHIO O TPOTPAMMHOM 00ECIICUECHUH:
showfirmwareinformation

YroeeiHaOIOJaETE?
show firmware information
Command: show firmware information

ID Version Size(B) Update Time From User
*1 2.01.B042 2740273 0 days 00:00:00 Serial Port(Prom) Unknown
2 2.80.B045 3849399 0 days 00:00:00 Serial Port(Prom) Unknown

*' means boot up firmware

(R) means firmware update through Serial Port(RS232)

(T) means firmware update through TELNET

(S) means firmware update through SNMP

(W) means firmware update through WEB

(SSH) means firmware update through SSH

(SIM) means firmware update through Single IP Management

CHoBa 3arpy3urech co BToporo cinota (mpormmska 2.80). 3aTeM 0OHOBHTE MPOLITUBKY B IEPBOM
ciore ¢ 2.01 Ha npormmBky 2.60.

[Tocne Bcex onepanuii Bbl JOJKHBI OBITh 3arPy>KEHBI CO BTOPOTO CJI0TA M CIIUCOK MPOIIMBOK
JOJKeH ObITh: 1 cinoT — npommBka 2.60, 2 ciot — npomuska 2.80.

2.4. Boirpy3ka U 3arpy3ka KoHGurypauuu

[TocMoTpuTe TEKYLIYIO BEpCHIO KOHPUTypaluu KOMMyTaTopa (Haxoasurytocs B RAM):
showconfigcurrent_config

[TpoBeppTe nHGOpManmio 00 nmermmxcs B NVRAM koHpuUrypausax koMmmyTaTopa:
showconfiginformation

[Tocmotpute KoHpUrypanuo kommyTtatopa Nel, coxpanénnyo B NVRAM:
showconfigconfig_in_nvraml

Brirpysute konduryparnuio Nel na TFTP-cepsep:
uploadcfg_toTFTP10.1.1.250 dest_file config.txtl

OTkpoiiTe BBIIPYKEeHHBbI KOH(PUIypanuoHHbIH (aiij JI00bIM TEKCTOBBIM PeJaKTOPOM,
HanpuMmep 0JI0KHOTOM, H IPOCMOTPHUTE €r0 CTPYKTYPY.

3amenwure IP-agpec 10.1.1.10/8 na 10.1.1.8/8:

#IP
configipifSystemipaddress10.1.1.10/8vlandefaultstateenable
disableautoconfig
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,Z[OJ'I)KHO MOJIYYHUTHCA TaK:

#IP
configipifSystemipaddress10.1.1.8/8vlandefaultstateenable
disableautoconfig

CoxpanuTe Qaii.

3arpy3ure U3MEHEHHYIO KOH(DUTYpALHIO HA KOMMYTATOpP B CJIOT JuIsl KoHGuUrypanuu Ne2:
downloadcfg_fromTFTP10.1.1.250 src_file config.txt2

IIpoBeprte, n3amenuics au [P-agpec kommyraropa:
showswitch

Yro BbI HaOmoaeTe?
3anaiiTe HOMEp KOH(PUTypalyH, KOTopas OyAeT 3arpy,arbCs IpU CTapTe KOMMYTaTopa:

Device Type : DES-3528 Fast Ethernet Switch
MAC Address : 1C-BD-B9-36-65-90

IP Address :10.1.1.10 (Manual)

VLAN Name . default

Subnet Mask : 255.0.0.0

Default Gateway :0.0.0.0

Boot PROM Version : Build 1.00.B008

Firmware Version : Build 2.80.B045

Hardware Version 1 A3

Serial Number : PVIH1A7003065
System Name :
System Location

System Uptime : 0 days, 0 hours, 6 minutes, 50 seconds
System Contact :

Spanning Tree : Disabled
GVRP : Disabled

IGMP Snooping : Disabled
MLD Snooping : Disabled
VLAN Trunk : Disabled
Telnet : Enabled (TCP 23)
Web : Enabled (TCP 80)
SNMP : Disabled

SSL Status : Disabled

SSH Status : Disabled
802.1x : Disabled

Jumbo Frame : Off

CLI Paging : Enabled

MAC Notification : Disabled
Port Mirror : Disabled
SNTP : Disabled

HOL Prevention State : Enabled
Syslog Global State : Disabled
Single IP Management  : Disabled
Dual Image : Supported
Password Encryption Status : Disabled

configconfiguration2boot_up
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Yemy Oynet paBeH IP-aapec mocie nmepe3arpy3ku kommyTaTopa?
Command: show ipif

IP Interface : System

VLAN Name : default

Interface Admin State : Enabled

DHCPv6 Client State : Disabled

Link Status : LinkUp

IPv4 Address :10.1.1.8/8 (Manual) Primary
Proxy ARP : Disabled (Local : Disabled)
IPv4 State : Enabled

IPv6 State : Enabled

DHCP Optionl12 State : Disabled

DHCP Option12 Host Name
Total Entries: 1
2.5.Boirpy3ka log-gaiisios

[TpocMoTtpuTe xypHan paboThl KOMMYTAaTOPA:
showlog

Berirpysure xxypnan padorsl Ha TFTP-cepBep:
uploadlog_toTFTP10.1.1.250 dest_file Logfiles.txt

OTKpoiiTe BbIrpyKeHHbIi |00-(haiis T1100bIM TEKCTOBBIM PEIaKTOPOM, HATIpHMEDP 0JIOKHO-
TOM, M IPOCMOTPHUTE €ro CTPYKTYPY.

dopma npeacTaBIeHUs pe3yJabTaTa:0TIYET

Kpurtepun onenkn:

«5» - 1abopaTopHOE 3aHATHE BBHITIOTHEHO MMOJIHOCTHIO, 3TAIBI BBITOIHEHHUS PA0OTHI, aITOPUTMBI
U TEOPETHUECKUIl MaTepuall 3alucanbl B TeTPajb, CTYAEHT OTBEYAeT Ha BCE BOIPOCHI MPENOAABATEIS
o TeMe paboTHI.

«4» - mabopaTOpHOE 3aHATHE BBIIOJHEHO MOJTHOCTBIO, ATAIBI BBIMOJIHEHHS pa0OThI, aITOPUTMBI
¥ TEOPETHUECKUI MaTeprall He TMOJTHOCTHIO 3alTUCAaHbl B TETPA/Ib, CTYICHT 3aTPyIHSAETCS OTBEYATh Ha
BOIIPOCHI MTPEToiaBaTes o TeMe PabOTHlI.

«3» - mabopaTopHoe 3aHsATHE BhIMOTHEHO Ha 70% 1 OoJiee, Tarbl BHITIOJIHEHHS pa0OThI, ajIro-
PUTMBI U TEOPETUYECKUI MaTepHa 3alrcaHbl B TETPab HE B IIOJHOM 00bEMe, CTYACHT HE OTBEYAeT
Ha BCE BOIMPOCHI MIPEIOIaBATENs TI0 TeME PaOOTHI.

«2» - mabopaTopHOE 3aHATHE BBIOTHEHO MeHe 70%.
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Tema 1.2 AnnapaTHble KOMIIOHEHTBI

JlabopaTopHoe 3ansitue Ne 5
Kondurypuposanue noproB KOMMyTaTopa

Ilesn: moayyeHre HABBIKOB HACTPOMKH mopToB kKommyTaropa D-Link DES 3010G

Boinosinus padory, Bl Oyaere:
ymemy:
VY1 OpranuzoBbIBaTh U KOHPUTYPHUPOBATH KOMITBIOTEPHBIE CETH;
V.2 CtpouTh U aHAIM3UPOBATH MOJIENIM KOMIIBIOTEPHBIX CETEH;
V.3 Db deKTuBHO UCTIONB30BATh AMMapaTHbIE U MPOrPAMMHBIE KOMITOHEHTBI KOMITBEOTEPHBIX CEeTel Mpu
PpEILIeHUH Pa3InYHbIX 33/1a4;

MarepuanabHoe odecnieyeHue:

Kommyratop DES-3828 1 wr.
Kommyrtarop DES-3010G 2 wrT.
Pabouas cranuus 4 wr.

KaoGens Ethernet

3ananue:
1 [TocTpoiiTe TOMOJIOTHIO CETH.

DES-3828
[z] [1]
=
DES-A010 DES-30106
2] (2]

# #2 #3 4

2 BbINOIHNTE 3aJaHUE 110 HACTPOUKE MOPTOB KOMMYTATOPA.
KpaTkue Teopernyeckue cBeieHUs:

Pazgen «AI[MI/IHI/ICTpI/IPOBaHI/Ie» MCHIO «KOH(bI/IprI/IpOBaHI/Ie IOPTOB»
Port Configuration

Port 1 v| Port 1 v| Enabled v| Auto v| AuUto v| Disabled v| Apply |

The Port Information Table
- Speed/Duplex |Flow Control Connection/Duplex/FlowCirl

Enabled Auto Auto Disabled 1 00M/Full/None Enabled
2 Enabled Auto Auto Disabled 100M/Full/None Enabled
3 Enabled Auto Auto Disabled 1 00M/Full/None Enabled
4 Enabled Auto Auto Disabled LinkDown Enabled
5 Enabled Auto Auto Disabled LinkDown Enabled
6] Enabled Auto Auto Disabled LinkDown Enabled
7 Enabled Auto Auto Disabled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkDown Enabled
9 Enabled Auto Auto Disabled LinkDown Enabled
10 Enabled Auto Auto Disabled LinkDown Enabled

Mento «From», «To». [lo3BonsieT 3agaTh MOPT WM MOCIEAOBATEIBHOCTh MOPTOB ISl KOTOPBIX
HE00XO0IMMO CKOH(UTYPHPOBATH CIECAYIOLINE TapaMeTpPhI:
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o State (CocTosinne). Moxet npuHuMarh 3HadeHne Enabled (Bxmouen) wimm Disabled (Bwixiro-
YeH).

e Speed/Duplex (Cxopoctb/[dyniekc). [To3Bosser 3agatb CKOPOCTh U peXUM paboOThI opra. Mo-
JKET IPUHUMATH CIEAYIOIIUE 3HAUCHHUS:

Auto. ABTOMaTHUYECKH COTJIACYET CKOPOCTh U PEKUM PaOOTHI MOpPTa, BEIOHpas yuiire 3HaueHus (10

M6/c unu 100 M6/c, mosryayIiiiekc uid JyTIeKc).

10M/Hatf

10M/Full

100M/Half

100M/Full

1000M/Full

1000M/Full_M

1000M/Full_S

¢ Flow Control (KouTpoJib noTtoka nanabix). OTo0Opa>kaeT cxemy ynpaBleHUs IOTOKOM JaHHBIX,
UCIIONB3YIOLIYIOCS TpU KOH(UrypupoBaHuu moprtoB. [IOpThl B MOJHOAYIIIEKCHOM PEXHUME HC-
nonb3ytoT cxemy 802.3x. [lopThl B MONYyAYIIEKCHOM peXUME HCIOIB3YIOT cxeMy backpressure
[TopTel B aBTOMAaTHYECKOM pEXKUME HCIONB3YIOT OJHY W3 YKa3aHHbIX cxeM. [lo ymomyaHuio
yIOpaBlieHUE ITOTOKOM OTKJIIOYEHO.

Kuormka « Apply» 111 yCTaHOBKH HOBBIX HACTPOCK.

Xoa pa6oThI:
1. V Bcex mopToB yCTaHOBUTE MPOMYCKHYIO criocoOHocTh 100 MOuT/c.

2. BeikimrounTe 0MH U3 NOPTOB KOMMYTATOpa, K KOTOPOMY HOJKIIOYEH OJMH U3 KOMIIBbIOTE-
pos. IlompoOyiite ocyecTBUTh B3aUMOAEHCTBHE KOMITbIOTEpOB. CrenaiTe BEIBOJbI HA OCHOBE MOJY-
YEHHOI'0 pe3yJibTaTa.

3. YcTaHOBHUTE NPOIYCKHYIO crocoOHOCTh mopToB kommytatopa DES-3010G, k xoropomy
MOJIKJIIOUeHBI MamuHbl 3 u 4, papHoi 10 Mout/c.

4. «IlunryiiTe» oAHOBPEMEHHO MAIIMHY 2 ¢ MallivH 3 u 4

5. 3anyctute Ha MamMHax 1 u 2 yrunurty tcpdump. CpaBHUTE pe3ysbTaThl paboThl HA 00enx

MalIvuHax.

dopma npeacTaBlieHUs pe3yJbTaTa:0TYET B TETPaIu

Kpurepun onenkn:

«5» - 1abopaTOpHOE 3aHITHE BHIIIOJHEHO MOJHOCTHIO, 3TAIbl BBHITIOJHEHHS paOOThI, aITOPUTMBI
Y TEOPETUUYECKUI MaTepUal 3alllCaHbl B TETPa/ib, CTYIEHT OTBEYAET HA BCE BOIPOCHI MPENOIaBATENS
10 TeMe paboTHI.

«4» - mrabopaTOpHOE 3aHATHE BBIITOJHEHO MOJTHOCTbIO, ATAIBI BBIMOJIHEHUS paboThI, aITOPUTMbI
U TEOPETUYECKUN MaTepual He MOJHOCTHIO 3alMCAaHbI B TETPa/ib, CTYJEHT 3aTpyAHSIETCS OTBEYaTh Ha
BOIIPOCHI MTPETI0IaBaTeNsl 0 TeMe PabOTHI.

«3» - mabopaTopHoe 3aHsTHE BbIoJHEHO Ha 70% u Oosee, Tanbl BHINOJIHEHUS paboThl, aliro-
PUTMBI U TEOPETUUYECKUN MaTepHal 3aucaHbl B TETPAIb HE B TIOJHOM 00beMe, CTYICHT He OTBEYaeT
Ha BCE BOIIPOCHI NMPENoaBaTes o TeMe paboThl.

«2» - nabopaTopHOE 3aHATHE BHIOTHEHO MeHE 70%.
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Tema 1.2 AnnapaTHble KOMIIOHEHTBI

JlaGopaTopHoe 3aHsATHEN? 6
KoHTpoI1b HaJ NOAKIIOUCHUEM Y3JI0B K HopTaM KommyTtaTopa. Oynkuus Port Security

Ilean: HAy4UTHCS YHPABISTH HMOAKIFOYCHUEM Y3JI0B K HOPTaM KOMMYTAaTOpa U M3YYUTh HACTPOUKY
dynkuu PortSecurity na kommyTtaropaxD-Link

Boinosinus pa6ory, Bel Oynere:
ymems.

V.1 Opranu3oBbIBaTh M KOHPUTYPUPOBATH KOMITBIOTEPHBIE CETH.

MarepuanbHoe obecrieyeHue:

Kommyrtarop DES-3828 1 .

Pabouas cranmnus 2 wIT.

KaoGens Ethernet 2 mIT.

KouconpHEBIT Ka0enb 1 mr.
3amanue:

1 ITocTpoiiTe TOMOJIOTHIO CETH.

=
DES-3828
[x] [1]
DES-30106 DES-3010G
(2] (2]

2 BBINOIHUTE 3a/1aHKE 110 HACTPOUKE TTOPTOB KOMMYTAaTOpa.
KpaTkue Teopernyeckue cBeieHUA:
Oynkuus Port Security mo3BosisseT HaCTPOUTH KaKOW-11M00 MOPT KOMMYTATOpa TaK, 4YTOObI J0-
CTYIl K CETH Yepe3 HEr0 MOI' OCYLIECTBIIATHCA TOJIBKO ONMPEEIIEHHBIMHU YCTPOMCTBaMU. Y CTPOICTBa,
KOTOPBIM Pa3peIIeHo MOAKI0UaThCs K mopTy onpenensitorcs mo MAC-agpecam. MAC-anpeca Moryt
ObITh M3yYeHBbl JUHAMMYECKH WJIM BPYYHYIO HACTPOEHBI aJMHUHHCTpAaTopoM ceTd. [lomumo 3TOrO
¢yukus Port Security mo3BossieT orpaHMYMBaTH KOJIMUYECTBO H3ydaeMbix moprom MAC-aapecos,
TEM CaMbIM, OTPaHUYMBAs KOJIMYECTBO MOAKIIOUAEMBIX K HEMY Y3JI0B.
CymecTByeT Tpu pexkuma padoTsl GyHkiuu Port Security:

- Permanent (ITocrosiHHBINi) — 3aHecéHHBle B Tabnuumy kommyTtamuu MAC-aapeca HHMKOra He
yCTapeBaloT, JaXKe €ClIM UCTEKJIO BpeMsi, yCTaHOBJIeHHOe TaiiMepoM Aging Time umu KoMMyTaTop
ObLI Iepe3arpysKeH.

- Delete on Timeout (YmanuTh Mpu MCTCUYCHUH BPEMEHH) — 3aHECEHHBIC B TAOIHIly KOMMYTAIMU
MAC-anpeca ycraperoT Hocie UCTEYeHHUsS BPEMEHH, YCTaHOBJIEHHOro TaiimepoM Aging Time u
OyIyT yJajacHBbI.

Ecnu coctosiHue KaHana CBSA3M Ha MOAKIOYEHHOM nopte m3MeHsercs, MAC-anpeca, n3ydeHHbIE
Ha HEeM, yJaJIAI0TCs U3 TabauIbl KOMMYTALUH, YTO aHAJIOTUYHO BBIIOJHEHUIO IEHCTBUI IIPU UCTE-
YEeHUU BPEMEHH, YCTAaHOBJICHHOTO TaiiMepoM Aging Time.

* Delete on Reset (Y manuts mipu copoce) — 3aHecéHHbIE B Tabmuily kommyTtaruun MAC-aapeca OyayT

yAaJIeHBbI IOCIIE Mepe3arpy3Ku KOMMYTaTopa (3TOT PEKUM HUCIIOJIB3YETCS M0 YMOIYAHUIO).
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@ynkuus Port Security oka3piBaeTcs BeCbMa MOJIE3HOM MPH MOCTPOCHUU TOMOBBIX CETEH, ce-
Tel mpoBaiiziepoB HTEpHET U JIOKAJIBHBIX CETEH C MOBBIIIICHHBIM TPEOOBAaHHUEM 110 O€30TaCHOCTH, T/IE
TpeOyeTCsl UCKITIOYHUTh JOCTYI HE3apETUCTPUPOBAHHBIX PA0OYHMX CTAHIMH K yCIyram CeTH.

Hcnons3ya gynkuuto Port Security MOXHO MOJHOCTBIO 3alIPETUTh JAMHAMHUYECKOE HU3Yy4YEHUE
MAC-anpecoB yka3aHHBIMHM WA BCEMH IOPTaMHM KOMMYyTaTopa. B aTom citydae 1ocTyn K ceTu Ioty-
4ar TOJbKO Te nosb3oBatenu, MAC-aipeca KOTOPHIX yKa3aHbl B CTATUUECKON Ta0IMIle KOMMYTALUU.

Xox padoTsi:
1.1.YnpaBneHHEeKOINIECTBOMITIOAKIIFOYaEMBIXKIIOPTAMKOMMY TATOPAIIOIb30BaTEIEeH, Ty TEMOTPAHUYEH
HSIMaKCHUMaJIbHOTOKOJINYECTBA
nzydaeMbixMAC-agpecoB

COpochkTe HACTPOMKU KOMMYTAaTOpa K 3aBOJCKUM HACTPOMKAM 110 YMOTYAHUIO KOMaHIOM:
resetconfig

IIposepbre nHGOpMAaIUio 0 HacTpoiikax PortSecurity:
showport security

VYcraHoBUTE MaKCUMallbHOE KOJUYECTBO M3y4daeMbIX KaxJbIM noproMm MAC-agpecoB paBHbIM 1, u
BKIIIOUMTE (PYHKIIHIO HAa BCEX MOPTAX:

configport securityportsalladmin stateenablemax learning addrl
Hoaxkarouure IIK1 n IIK2 k moptam 2 u 10 koMMyTaTopa cCOOTBETCTBEHHO.

[Tocmotpute MAC-anpeca, KOTopble CTalld U3BECTHBI mopTam 2 u 10:

showfdbport?

showfdbport 10

[TpoBepbTe, COOTBETCTBYIOT JIM 3apETHCTPUPOBAHHBIE aJpeca aipecaM padoIruXx CTaHIU
na

I[TpoBepsTe HHBOPMaIHUIO 0 HacTpoiikax PortSecurity Ha moprax KoMMyTaTOpa:
showport securityportsl-24

Bxirounre 3anuch B xxypHan paboTsl koMMyTatopa MAC-anpecoB, MOAKIIOYAIOIIUXCS K TOPTY CTaH-
it u otnpaBky cooOmienuit SNMP Trap:

enableport securitytrap Log

BrinonnuTe TectupoBanue A0CTYMHOCTH y3710B koManoi ping ot I1K1 k I[1K2 u mHao6opor.
Hoaxkarouure ITK1 k nmopry 10, a ITIK2 k mopry 1.

[ToBTOpPHUTE TECTUPOBAHNE COSANMHEHMS MEXAY pPa0OUMMHU CTaHIMSIMU KOMaHI01 ping.

[TpoBepbTe HHPOPMAIIHIO B )KypHaJe pabOThl KOMMYyTaTOpa:
showlog

Kaxkoii BEI criesraete BBIBO
K nopram npusesanuch Mak agpeca. J[pyrue He MOT'yT HOJKITIOUUTHCS K 3TOMY IOPTY

Coxpanute KOHPUTYpALIUIO U TIEpe3arpy3uTe KOMMYTaTop:
save
reboot
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BhINOTHUTE TECTUPOBAHUE COSUHEHHS MEX Ty paOOuNMH CTAaHIMSIMA KOMaH0M Ping.

Kakoii BbI cienaere BeiBon? Coxpansiercst au unpopmanus o npussizke MAC-port?

Hacrpoiite Ha nopre 2 paboty ¢ynknuu Port Security B pexume Permanent 1 MakcuManbHOE KOJH-
YECTBO U3Y4aEeMBIX aJpecoB paBHOE 1:

config-

port securityportsZadmin stateenablemax learning addrllock address m
ode permanent

Coxpanute KOHPHUTYpaIUIO U TIEpe3arpy3uTe KOMMYTaTOp:
save
reboot

[TpoBepnTe uHoOpManmio o HacTpoiikax Port Security Ha mopTax komMmmyTaTopa:
showport securityportsl-24

Kaxoii BbI cienaete BeiBoA? Coxpansiercs ungopmanuu o npussizke MAC-niopt?
COXpaHseTcs

Ouncture uHbopMaruio o npussizke MAC-niopt Ha nmopre 2:
clearport security entryport2

Orkinounrte padory pynkuuun Port Security na mopre 2 M nmpuBeauTe HACTPONKH B MCXOIHOE
(110 yMOTYAHUIO) COCTOSIHHE:

config-
port_securityports2admin_ statedisablemax learning addrllock address_
mode deleteonreset

[TocmoTtpuTe Bpemst TaliMepa GJIOKMpOBaHMs (OH COOTBETCTBYET BpeMeHH ku3Hu MAC-anpeca B Ta0-
JUIEe KOMMYTAIUH):
showfdbaging time

N3MeHnTh Bpems I€MCTBHS TailMepa MOKHO C TOMOIIBIO HACTPOWKHK BpeMeHn xu3Hu MAC-aapeca B
TabNMIle KOMMYTallMH (BpeMsl yKa3aHO B CEKYH/aX):
configfdbaging time20

Wzmennrepexxumpadoreidpynkumu Port Security na Delete on Timeout:
configport securityportsZadmin state enable-
max learning addrllock address mode deleteontimeout

[IpoeprTe MAC-anpeca, KOTOpbIE CTAX U3BECTHBI OPTY 2:
showfdbport?2

[TpoBepbTe nHGOpMaIHIO 0 HacTpoiikax Port Security Ha moprax KomMMmyTaTopa:
showport securityportsl-24

Beimonuaute TectupoBanue coenunenus mexay [TK1 u [TK2 komanmoit ping.

Kaxoit BeI cienaete BeiBoa? Coxpansiercs nadopmaiuu o npussizke MAC-niopt?
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na

OtxmounTte padoty Gynkiun Port Security Ha moprax:
configport securityportsl-24admin statedisable

Otxmounte QyHKIwro 3anucu B 10g-daiin u ornpasku SNMP Trap:
disableport securitytrap Log

Ilpumeuanue: nocne 8blNOIHEHUSL OOYUEHUS UMEETNCA BOZMONCHOCMb OMKAIOYUMb HYHKYUIO OUHAMU-
yeckoeo uzyuenuss MAC-adpecos, mozoa 6 mabauye KomMmymayuu cOXpamsamcs uzyyeHHvle aopecd.
Takum obpazom, meKywas KoHgueypayusa cemu 6yoem coXpameHd, u OaibHeluiee NOOKII0UeHUe HO-
8bIX ycmpoucme b6e3 sedoma aoMunucmpamopa oyoem Hego3modicHo. Hoevie ycmpoiicmea modicHo
000a8umb Nymém co30aHusi Cmamu4eckux 3anuceti 8 mabauye KOMmymayuu.

1.2.Hactpolika3amuThIOTIIOAKIIOUEHUSKIIOPTaM,0CHOBaHHOHacTaTnyeckontadbnueMA C-agpecoB
OtkirounTe padoune CTAHIMU OT KOMMYTaTopa.

COpocbTe HACTPOHKK KOMMYTATOpa K 3aBOJICKUM HACTPOIKaM KOMaH/I0#:
resetsystem

AxtuBm3upyite Qynkuuto Port Security Ha Bcex mopTax u 3ampetute uzydenune MAC-aapecos,
ycraHoBuB nmapameTp max_learning_addr pasasim 0 (KOMaH1a BBOIUTCS B OJIHY CTPOKY):
configport securityportsl-24admin stateenablemax learning addr0

IIpoBepbTe COCTOSIHME MOPTOB:
showports

ITpoBepbTe coequnenue mexay [TK1 u TTK2 komanmoii ping.

[IpoBepbTe cocTosiHME TaOINUIIBI KOMMYTaIUH:
showfdb

HNmerores mu tam 3anucu? EcTh OJIHa 3aI1iucChb

B tabnuiie koMMmyTanuu Bpy4HyIo co3aaiiTe cratudeckue 3anucu ans MAC-anpecoB pabounx
CTaHIIMH, TOAKIIOYEHHBIX K opTtam 2 u 10.

Buumanmue! 3amennre ykazanubie B komanaax MAC-aapeca Ha peajibHbIe ajJpeca pado-
YMX CTAHUUH, NOAKIIYAEMbIX K KOMMYTATOPY.
createfdbdefault00-50-ba-00-00-01lport2
createfdbdefault00-50-ba-00-00-02port 10
[IpoBepwTe co3IaHHBIE CTATUYECKHUE 3aMMCH B TAOIUIE KOMMYTAIUH:
showfdb
[IpoBepwTe HHpOpMaIHIO 0 HacTpoiikax Port Security Ha mopTax KOMMyTaTopa:
showport securityportsl-24
[Iposepbre coenunenue mexay [TK1 u [TK2 komanmoit ping.

IHoakmouute I1K1 k nopry 8, a I[IK2 k mopry 2.
[ToBTOpHTE TECTHPOBAHKE KOMAHI0# Ping.

Kaxoii BbI cienaere BEIBOJ

[TuHra HeT, Tak Kak BKIJIIOYEHBI B APYTHUE MOPTHI

28



VYnanute paHee CO3JaHHYIO CTATUYECKYIO 3anmuch U3 Tabauisl MAC-aapecoB Ha mopre 2:
deletefdbdefault00-50-ba-00-00-02port2

®opMa npeacTaBIeHus pe3yabTaTa: OTYET B TETPaau

Kpurtepun ouenku:

«5» - 1abopaToOpHOE 3aHATHE BBHIIIOIHEHO MOJHOCTHIO, 3TAIbI BHITOJHEHUS paOOThI, aITOPUTMBI
Y TEOPETUUYECKUI MaTepual 3alllCaHbl B TETPa/ib, CTYIEHT OTBEYAET HA BCE BOIIPOCHI MPEN01aBATENS
0 TeMe paboTHI.

«4» - mrabopaTOpHOE 3aHATHE BBIITOJHEHO MOJTHOCTbHIO, ATAIBI BBIMOJIHEHUS paboThI, aITOPUTMbI
Y TEOPETUYECKHUI MaTepral He MOJHOCTBIO 3allMCaHbl B T€TPab, CTYJAEHT 3aTPyIHIETCS OTBEYaTh Ha
BOIIPOCHI MTPETI0IaBaTeNsl IO TeMe PaOOTHI.

«3» - mabopaTopHoe 3aHsTHE BbIoJHEHO HA 70% u Oosee, Tanbl BBINOJIHEHUS paboThl, allro-
PUTMBI U TEOPETUUYECKUN MaTepHa 3aucaHbl B TETPAIb HE B TIOJHOM 00beMe, CTYACHT HE OTBEYaeT
Ha BCE BOIIPOCHI MPENOIaBaTeNs 0 TeMe PaboThl.

«2» - mabopaTopHOE 3aHATHE BHITOTHEHO MeHE 70%.
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Tema 2.1 Ilepeaaya JaHHBIX MO CETH

JlabopaTopHoe 3ansitTueNe 7
Komannp! ynpasnenus tadnunamu kommyTtaiua MAC- u IP-agpecoB, ARP-Ta6muis
Heab: uzyunts npouecc ynpasienus tadmmmnamua MAC, IP u ARP.

Boinosinus pa6orty, Bl Oynere:
ymems.

V.1 Opranu3oBbIBaTh M KOHPUTYPUPOBATH KOMITBIOTEPHBIE CETH.

MarepunanbHoe obecrieyeHue:

KommyTarop DES-3828 1 .

Pabouas cranmus 2 1IIT.

Kabens Ethernet 2 mIT.

KouconsHb Kadenb 1 .
3apanue:

1 TloxkirounTe CTAaHIIMKM K KOMMYTaTOpY, Kak MOKa3aHO Ha CXEMe.
2 TlompoOyiiTe HAWTH COOTBETCTBHE AJPECOB MOJKIIOYCHHOW CTaHIMU B Tadumie. UTo BB
HaOronaere?

MK1
IP: 192.168.0.4

KaBenb
Ethemnet KommyTatop
Mopt 1 IP:192.168.0.5

cloogooos Jopocooo cooo.ooo

Mopt 2
KoHConeBHbIA Kabens
kabens Ethernet
: MnK2
S |P:192 168.0.3

3 3amuiure TCOPHIO B TCTpAaAb 1 3aII0JIHUTC Ta6J'II/II_[y1

Komanma Hasznauenmne

showfdb

showfdbmac_address00-03-
47-BD-3F-57

showfdbvlandefault

showfdbport2

showfdbaging time

configfdbaging_time

clearfdball

Co3gaHue CTaTUYECKOH 3amnucu B
tabnuie MAC-aapecos

[IpocMoTp cTaTMdecKux 3amuceit B
tabnuie MAC-aapecos

[IpocMOTp crarudeckor 3amucu
tabmuiel MAC-anpecoB Ha 3ajaH-
HOM TOPTE

YamuTh CTaTHYECKYIO 3aIuCh W3
tabmuiel MAC-anpecoB
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showipfdb

show ipfdb ip_address

[Tpocmotp ARP-Tabmnuiie!

Haiint B8 ARP-Tabnuie comocras-
nenust [IP-MAC no ykazanHomy IP-

aJipecy:

IIpocmotpute B ARP-Tabnuie Bce
conoctaBienusi IP-MAC Ha wun-
tepdeiice System

cleararptable

createarpentry192.168.0.3 00-
50-BA-00-07-36

showarpentrystatic

VYanuth CTaTUYECKYIO 3allUCh U3
ARP-Ta0muime:

showarpentrystatic

KpaTkue TeopeTudyeckue cBeIeHUs:

[Tepenaya KaapOB KOMMYTAaTOPOM OCYIIECTBIISIETCS Ha OCHOBE TaOIMIIbI KOMMyTaruu. Tabmuma
KOMMYTAaIlUd MOXET CTPOUTHCS KOMMYTAaTOpPOM aBTOMATHYECKU, Ha OCHOBE AMHAMHUYECKOTO H3ydYe-
Husi MAC-azipecoB UCTOYHUKOB MOCTYIAIOLIUX Ha MOPTHI KaJpOB, WM CO3AaBaThCsl BPYUHYIO aIMU-
HUCTpaTOpoM ceTu. KoMMyTaTOpsl TpeThero ypoBHs TakKe MOJACPKUBAIOT TAOIHIIBI KOMMYTAIUH
IP-anpecoB, KOTOpbIE CO3aI0TCSl IMHAMUYECKH Ha OCHOBE u3ydeHus IP-anpecoB mocrynaromux kau-
pOB.

ARP-tabnuma xommyTaropa xpanut conoctasienue IP- u MAC-agpecos. ARP-Tabmuma mo-
KET CTPOUTHCSI KOMMYTAaTOPOM JTUHAMHUYECKH B Iporiecce uzyueHus ARP-3ampocoB 1 OTBETOB, nepe-
JTaBa€MbIX MEXIY yCTPOMCTBAMHU MOJKIIIOUEHHBIMU K €0 MOPTaM, WM CO3/1aBaThCs BPYUYHYIO aMU-
HUCTPAaTOPOM CETH.

YMenue paborath ¢ Tabnuiamu kommyTaruu U ARP-Tabnuiieii mo3BosisieT JUarHoCTUPOBaTh
npoOyieMbl, BO3HUKAIOIIKME B ceTu, Hampumep, ataku ARP Spoofing, a Takxke oTcliexuBaTh aKTHB-
HOCTb I10JIb30BaTEIICH.

Xon paboTsi:
1. TIpocmotpute conepxumoe Tadbuuisl MAC-aapecos:
showfdb
2. Ompexnenute MOPT KOMMYTAaTOpa, K KOTOPOMY MOJIKIIFOUEHO YCTPOMCTBO ¢ n3BecTHHIM MAC-
anpecoM (B kauectBe MAC-anpeca BBeaute peanbubiii MAC-anpec I1K1):
showfdbmac_address00-03-47-BD-3F-57
3. Tocmotpute crmmcok MAC-aapecoB ycrpoiicTs, mnpuHamiexkanmx VLAN mo ymomyaHuio
(defaultVLAN):
showfdbvlandefault
4. Tlocmotputre MAC-anpeca yCTpONCTB, H3yUe€HHBIE TOPTOM 2:
showfdbport2
5. TlpocmorpuTte Bpemst HaxoxkIeHus 3anucu B Tabmauie MAC-aapecos:
showfdbaging_time
6. Msmenute Bpems HaxoxaeHus MAC-aapeca B Tabmuiie 10 350 cexyHn:
configfdbaging_time350
7. Ypanute BCe TUHAMUYCCKH CO3aHHbIe 3anucu u3 Tabiuibl MAC-aapecos: clearfdball
8. Cozmaiite cratmueckyro 3anuch B Tadiuie MAC-agpeco (B kadectBe MAC-aapeca BBenuTe
peanbubiii MAC-anpec [1K2) Ha nopre 2:
createfdbdefault00-03-47-BD-01-11port2
9. IIpocmotpute craTrueckue 3anucu B Tadime MAC-anpecos:
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showfdbstatic

10. IlpocmoTpute cratnueckue 3anucu Tadmmisl MAC-aapecoB Ha opte 2:

show fdb static port 2

11. Ynanure cTaTH4ecKyto 3amuch u3 Tadimibl MAC-anpecos:

deletefdbdefault00-03-47-BD-01-11

12. TIpocmoTtpute conepxkumoe Tadmibsl MAC-aapecos:

showfdb

13. IIpocmoTpute Tabnuiyy kommyTtanuu [P-agpecos:

show ipfdb

14. Haiigute nopt koMMyTaropa, K KOTOpOMY HOJKIOYEHO YCTPOHCTBO € onpeaeseHHbIM [P-anpecom

show ipfdb ip_address 192.168.0.4

15. [IpocmoTpute ARP-Tabmuy:

show arpentry

16. Haiinute B ARP-Tabmuie conocrasienus IP-MAC no ykazanHomy [P-anpecy:

show arpentry ipaddress 192.168.0.3

17. IlpocmoTpute B ARP-Tabmuiie Bce conocrapnenus: [IP-MAC na untepdeiice System:

show arpentry ipif System

18. YanuTe Bce TMHAMUYECKU CO3/IaHHBIC 3amucu u3 ARP-ta0nuib:

clear arptable

19. Y6enurech, 4TO BCe TMHAMUYECKHE 3aITUCH U3 TAOJIHIIBI YAaJICHbI:

show arpentry

20. Co3paiite crarmueckyto 3anuck B ARP-tabmmie (B kauectBe MAC-anpeca ykaxutre MAC-aapec
[1K2):

create arpentry 192.168.0.3 00-50-BA-00-07-36

21. TIpocMoTpUTE CO3AaHHYIO CTaTHUECKYIO 3anmuch B ARP-Ttabnuie:

show arpentry static

22. Y panurte ctatuueckyto 3anuck u3 ARP-tabnuibr:

delete arpentry 192.168.0.3

23. IIpoBepbTe, YTO 3aUCH y/alEHa!

show arpentry static

24. VIzmenute BpeMs HaxoxxaeHus 3anuck B ARP-tabauue 10 30 MunyT (1o ymonuanuto 20 MUHYT):

config arp_aging time 30

25. TIpoBepbTe BHIMOIHEHHBIE HACTPOUKH:

show arpentry

®opma npeacTaBIeHUs pe3yJabTaTa: OTUYET B TETPAIH

Kpurepun onenkn:

«5» - mabopaTOpHOE 3aHITHE BBITOIHEHO TIOJTHOCTHIO, ATAITBI BBITIOIHEHUS pabOThI, alITOPUTMBI
U TEOPETHUYECKUI1 MaTepuall 3alucanbl B TETPab, CTYAEHT OTBEYAET Ha BCE BOIPOCHI NMPEMOAABATEIS
0 TeMe paboTHI.

«4» - mabopaTOpHOE 3aHATHE BBIITOJHEHO MOJTHOCTbIO, ATAIBI BBIMOJIHEHUS pabOoThI, aITOPUTMbI
¥ TEOPETHUECKUI MaTepral He TMOJTHOCTHIO 3alTUCAaHbl B TETPa/Ib, CTYICHT 3aTPyIHSAETCS OTBEYaTh Ha
BOIIPOCHI MTPEToiaBaTes o TeMe PabOTHlI.

«3» - mabopaTopHoe 3aHsATHE BhIMOTHEHO Ha 70% 1 OoJiee, Tarbl BHITIOJIHEHHS pa0OThI, ajlro-
PUTMBI U TEOPETUUECKUI MaTepual 3arrcalbl B TETPaJb HE B TIOJHOM 00beMe, CTYACHT He OTBEYaeT
Ha BCE BOIIPOCHI NMPENoaBaTes o TeMe paboThl.

«2» - nabopaTopHOE 3aHATHE BHIOTHEHO MeHE 70%.
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PA3AEJI 2 TPOTOKOJIBI ITEPEJAYU JAHHBIX
Tema 2.1 Ilepenaua 1aHHBIX MO CETH

JlaGopaTopHoe 3aHsATHEN? 8
VYrpaBieHue cCeThbio ¢ UCIOIb30BaHueM TexHosioruu Single [P Management

Hesb: HAy4YnTHCS YIIPaABJIATH CETHIO C UCIIOIb30BaHUEeM TexHoyoruu Single [P Management.

Boinosinus padory, Bl Oyaere:

ymemy:

V.5 PaGoTath ¢ MpOTOKOJIaMU pa3HbIX YPOBHEW (Ha MpUMEpe KOHKPETHOT'O CTeKa MPOTOKOJIOB:
TCP/IP, IPX/SPX);

V.6 YcraHaBnMBaTh U HACTpaUBaTh APaMETPhI POTOKOJIOB.

MarepuanabHoe odecnieyeHue:

Kommyratop DES-3828 1 wr.
Kommyrtarop DES-3010G 2 wrT.
Pabouas cranuus 2 mr.

Ka6ens Ethernet

3amanmne:
1 IToctpoiiTe TOMOIOTHIO CETU

DES-3828

3 L

MKA1 MKZ
IF:10.1.1. 1002 IF:10.1.1. 10108
MAC: 00-50-BA-00-00-01 MAC: 00-50-BA-00-00-02

2 BeINoHUTE HACTPOUKY KOMMYTATOpa.

Xoa pa0doThI:

1. ITocTpoiiTe TONMOJIOTHIO CETH, MOKa3aHHYIO Ha PUCYHKE.

2. Hactpoiite kommyTtarop DES-3828 kak KOMaHIHBIII KOMMYTaTop BHPTYaJbHOTO CTEKa, a
kommyTaropbl DES-3010G kak KOMMyTaTOPHI-KaHIUAATHI.

3. Ucnonp3ys BeO-untepdeiic ynpasienuss DES-3828, BoiBeauTe KapTy ceTH, MOCTPOCHHYIO
KOMMYTaTOpPOM.

4. 3apucyiiTe KapTy CeTH, IOCTPOCHHYIO KOMMYTaTOPOM M OTBETHTE Ha CIIEAYIOIINE BOPOCHI:

v [ToueMy Ha TOTOJIOTHH CETU HE OTOOPaXKAIOTCS KOMIBIOTEPHI?

v KakoBa npormyckHast cmocoOHOCTb BCEX JIMHUM CBA3H?
v Mac-anpec kommyrtatopa DES-3828

®opma npeacTaBaeHus pe3yJabTaTa: OTUET B TETPAIU

Kpurepun onenkn:

«5» - m1abopaTOpHOE 3aHITHE BBIIIOJHEHO MOJTHOCTHIO, ATAIBI BBIMOJIHEHUS paOOThI, aITOPUTMbI
n TeOpeTI/IquKI/Iﬁ MaTcpHrall 3allMCalbl B TCTPAAb, CTYJACHT OTBCYACT HA BCC BOIMMPOCHI NPCIIOAABATCIIA
0 TeMe paboTHI.

«4» - mabopaTOpHOE 3aHATHE BBIITOJHEHO MOJIHOCTbIO, ATAIBI BBIMOJIHEHUS paboThI, aITOPUTMbI
U TEOPETHUYECKUI MaTepuall He MOJIHOCTBIO 3allUCAHbl B TETPa/ib, CTYAEHT 3aTpyIHAETCS OTBEYaTh Ha
BOIIPOCHI MTPETI0IaBaTeNsl 0 TeMe PabOTHI.
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«3» - mabopaTopHoe 3aHsTHE BhITIOTHEHO Ha 70% U OoJee, ITarnbl BBIMOJIHEHUS PabOThI, allro-
PUTMBI U TEOPETHUUECKUN MaTepual 3alicaHbl B TETPaJb HE B ITOJIHOM 00beMe, CTYJCHT HE OTBEYaeT
Ha BCE BOIMPOCHI MPEIOIaBaTeNs 10 TeMe PabOTHI.

«2» - mabopaTopHOE 3aHATHE BBIOIHEHO MeHe 70%.
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Tema 2.1 Ilepenaua 1aHHBIX N0 CETH

JlaGopaTopHoe 3aHsaTHEN? 9
VYrpaieHue 1mojaocoi npomyCcKaHus

Iesib: HACTPOUTH OTPaHMUYCHHUE MTOJIOCHI TIPOMTyCKaHus Ha kommyTatope D-Link.

Boinosinus padory, Bl Oyaere:

ymemy:

- V.5 Pabotath ¢ mpoTOKOJIaMU pa3HbIX ypOBHEH (Ha MpUMepe KOHKPETHOTO CTEKa MPOTOKOJIOB:
TCP/IP, IPX/SPX);

- V.6 YcraHaBiaMBaTh U HACTpauBaTh MapaMeTphbl IPOTOKOJIOB.

MarepuanabHoe odecneyeHue:

KommyraTtop DES-3828 1 wr.

Pabouyas crannms 2 IIT.

Kab6ens Ethernet 2 mrT.
3amanmne:

1 [TocTpoiiTe TOMOJIOTUIO CETH.

BropAwmi/McxonAw mi Brogawui/Mexroaawmi
=5/5 Mour/c =5/5 Mour/c

srrseed,

DES-38228 Mopr 1

srresed,

MR . 2a5as sassas m=m

Mopr 2 MNopt 6
BroaAwui/McxoaawmMi  Brog auui/McKo AWM
=5/5 Maur/c =10/2 Méur/c

2 BBINOIHUTG 3a/1aHKE 110 HACTPOUKE OTPAaHUYEHHMS TOJIOCHI TPOITY CKaHUS

Kparkue TeopeTnueckue cBeIeHH:

CoBpeMeHHbIE KOMMYTATOPbI MO3BOJISIIOT PEryJMpOBaTh WHTEHCHBHOCTh Tpad)uKa Ha CBOHMX
HIOpTax C LeNbI0 00ecneueHns: PyHKIHMIA KauecTBa 00CTy KUBaHHS.

Jlnst yrpaBieHus MOJI0COM MPOIYyCKaHUs BXOASIIET0 U UCXOosIiero Tpapuka Ha nmoprax Ether-
net kommyraropsl D-Link mognepxuator gpynkmto BandwidthControl, kotopas ucnonb3yer mexa-
uu3m TrafficPolicing. AaMuHHCTpaTOp MOXET BPYYHYIO YCTaHABJIMBATh TPEOYEMYH) CKOPOCTh CO-
eIMHEHUS Ha TopTe B Auana3oHe oT 64 KOut/c 10 MakcuMaabHO MOJIEPKUBAEMOI CKOPOCTH WHTEP-
deiica ¢ marom 64 Kour/c.

Xoxa padoTbI:
1. HactpoiiTe nmojocy npomyckaHusi Ha noprax 1-4 paBHoi SMOUT/C U1 BXOASIIETO U MCXO-

Jsmero Tpaduka
config bandwidth_control 1-4 rx_rate 5120 tx_rate 5120
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2. HactpoiiTe moisocy mporyckanus Ha mopTe 6 paBHoil 10 MOut/c ans Bxoxsmiero u 2
Mo6wuT/c mst ucxonsuiero Tpaduka

config bandwidth_control 6 rx_rate 10240 tx_rate 2048

3. IlpoBepbTe BHIMOIHEHHBIE HACTPOUKH

Show bandwidth_control 1-10

4. Tlonxmrounte crannuu [IK1 u ITK2 x mopram 8 u 10 u ckagaiite daiin pazmepom 50 M6 co
cranuuu [IK1 na cranmuio IIK 2 wu oOparHo. 3anmummre Bpemsi nepemauyn (aiina (B CEKyH-

J1ax)

5. [Monkmounte crannuio 1K1 k mopty 1, moBTOpUTEe CkaunBaHue. 3aNUIIUTE BpeMs Iepeaa-

un (aiina (B ceKyHaax)

6. [Monkmrounte crannuto [IK1 x mopTy 6, MOBTOpUTE CKauMBaHUE. 3alUIINTE BpeMs Tepea-

yn (Qaiina (B ceKyHIax) . Uro BbI HaOm0MaeTe?

®opma npeacTaBIeHUs pe3yJbTaTa: OTUYET B TETPAIH

Kpurepum ouenku:

«5» - mabopaTOpHOE 3aHIATHE BHIITOIHEHO MOJTHOCTHIO, ATAIBI BBIMIOJIHEHHS Pa0OThI, aITOPUTMBI
U TEOPETHUYECKUI MaTepuall 3allMCaHbl B TETPalb, CTYJCHT OTBEYACT Ha BCE BOIPOCHI MPETIOAABATEIIS
0 TeMe paboTEHI.

«4» - mabopaTOpHOE 3aHATHE BBIOJHEHO MOJIHOCTbIO, ATAIBI BBIMOIHEHUS paboThl, aITOPUTMbI
¥ TEOPETHUECKUI MaTepral He IMOJIHOCTBIO 3alTUCAHbI B TETPA/Ib, CTYACHT 3aTPyIHSAETCS OTBEYATh Ha
BOIIPOCHI MTPEToiaBaTels o TeMe PabOTHlI.

«3» - mabopaTopHoe 3aHsATHE BhIMOTHEHO Ha 70% 1 OoJiee, Tarbl BHITIOJIHEHHS pa0OThI, ajro-
PUTMBI U TEOPETUUECKUI MaTepual 3alucaHbl B TETPajb HE B IIOJIHOM 00bEME, CTYIEHT HE OTBEYAET
Ha BCE BOIIPOCHI MTPEIOIaBaTENs 10 TeME pabOTHI.

«2» - nabopaTopHOE 3aHATHE BBIOIHEHO MeHe 70%.
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Tema 2.1 Ilepenaua 1aHHBIX N0 CETH

Jla6opaTopHnoe 3ausitueNe 10
ArperupoBaHie KaHAIOB

Ieb: U3yynTh HACTPOUKY THHAMHYECKOTO arperUpOBaHuUs KaHAIOB Ha kommyTaTopax D-Link.

Boinosinus padory, Bl Oyaere:

ymemy:

- V.5 Pabotath ¢ mpoTOKOJIaMU pa3HbIX ypOBHEH (Ha MpUMepe KOHKPETHOTO CTEKa MPOTOKOJIOB:
TCP/IP, IPX/SPX);

- V.6 YcraHaBiaMBaTh U HACTpauBaTh MapaMeTphbl IPOTOKOJIOB.

MarepuanabHoe odecneyeHue:

KommyraTtop DES-3528 nnn DES-3810-28 2 wr.

Pabouas cranmus 3 .

KouconsHbI Kadenb 2 1T,

Kabens Ethernet 7 .
3amanmne:

1 [TocTpoiiTe TOMOJIOTUIO CETH.
2 BbINOJIHUTE HACTPOIKY KOMMYTaTOPA.

Cepsep
IP: 10.1.1.250/8

IHOpr\ 1-8

coocoopo

Moprt 11 KommyTaTtop 1

AT
AT HR e

ArpernpoBaHHbIA
KaHan

KommyTaTtop 2

s
ik chokobo Dooooooo Dooooooo

3§ ATy T
DR CUCHI R A LR =

n 1-8) | Mopt 10 | MopT 18
opThi opT opT

MK1 g E MK2

101118 = o

Kpartkue TeopeTrnieckue cBeIeHH:

ArperupoBanue kaHanoB cBsi3u (Link Aggregation) — 3T0 00beiMHEHHE HECKOIBKHUX (pru3mue-
CKUX MOPTOB B OJIHY JIOTMYECKYIO MarucTpajib Ha KaHaIbHOM ypoBHE Monenu OSI ¢ uensio oOpa3o-
BaHUsI BHICOKOCKOPOCTHOT'O KaHaJla Mepe/iaul JaHHbIX U MOBBIIIEHUS! OTKa30yCTOWYMBOCTH.

Bce n30bITOUHBIE CBS3M B OJJHOM arperipoBaHHOM KaHAJIE OCTAIOTCS B pab0YeM COCTOSHHH, a
UMEIOIIUICS TpaduK pacrpenensercss MeXay HUMHU JJIs TOCTHXKEHUs OamaHCUpOBKU Harpysku. [Ipu
OTKa3e OJIHOM W3 JIMHWM, BXOASIIMX B TaKOW JIOTHYECKUM KaHaj, TpauK pacmpenensercs MExXIy
OCTaBIIMMUCS JTUHUSIMH.

Bxutou€HHbIE B arperupoBaHHbINA KaHaJ TOPThI HA3bIBAIOTCS YJICHAMU I'PYMIIbI arperupOBaHUs
(Link Aggregation Group). OquH U3 IOPTOB B TPYIIIE BHICTYNAET B KaueCTBE MacTepa-nopTa (master
port). Tak Kak Bce MOPThI arpernpoOBaHHON I'PYMIIbI JOJKHBI pad0TaTh B OJHOM peXHUMe, KOHPUrypa-
U] MacTepa-rnopTa pacnpoCTPAHIETCs Ha BCE MOPTHI B TPYIIIIE.

Ba)xHbIM MOMEHTOM IIpH peanu3anui 00beAMHEHHS IOPTOB B arperMpOBAHHBINA KaHA SBISET-
csl pacnpezaeneHue Tpaduka mo HUM. BeiOop nmopTta /i KOHKPETHOTO CeaHCa BHIMOIHIETCS Ha OCHOBE

[T
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BBIOPAHHOTO AITOPUTMAa arperupoBaHUs IOPTOB, T.€. HA OCHOBAHUH HEKOTOPHIX MPHU3HAKOB MOCTYyMa-
IOLIUX MTaKEeTOB.

B xommyTaropax D-Link mo ymomganuro ucronb3yercs anroputM mac _source (MAC-anpec
HMCTOYHHKA).

[Tporpammuoe obecneuenue kommyrtatopoB D-Link mognep)kuBaeT 1Ba THIla arperupoBaHUS
KaHAJIOB CBSI3U: CTAaTUYECKOE U JUHaAMHU4ecKkoe, Ha ocHoBe cTanaapra IEEE 802.3ad (LACP).

[Ipu cTaTueckoM arperupoBaHUU KaHAJIOB (MCIOJB3YETCS 110 YMOJIYAHUIO), BCE HACTPOUKH
Ha KOMMYTaTOpax BBIMOJIHAIOTCS BPYYHYIO, 1 OHM HE JIOMYCKalT IUHAMUYECKMX U3MEHEHUIl B arpe-
TUPOBAaHHOM rpymie.

JlJis opraHu3anuy TMHAMUYECKOTO arperupoOBaHUs KaHAIOB MEXIY KOMMYTaTOpaMH U APYTHU-
MH CETEBBIMU yCTPOMCTBAMHU HCIIOJIL3YETCs MPOTOKOJI YIIPABJICHHUS arperupoBaHHbIM KaHaaoMm — Link
Aggregation Control Protocol (LACP). IIporokon LACP onpenenser metos ynpaBiieHus 00beInHe-
HUEM HECKOJBKHX (PM3MYECKUX IMOPTOB B OJHY JIOTHUECKYIO TPYMIY W IPEIOCTaBISET CETEBBIM
YCTpOMCTBAM BO3MOXHOCTb aBTOCOIJIACOBAHMUS KAaHAJIOB, IMYTEM OTIPABKU YIPABISIOLIMX KaJpOB
npotokona LACP HenocpeacTBEHHO MOAKIIOYEHHBIM ycTpoiicTBaM ¢ nogaepkkoi LACP. IlopTsl, Ha
KOTOPBIX aKTHBU3UPOBaH MPOoTOoKod LACP, Moryt ObITh HACTPOEHBI JJisi paObOTHI B OJHOM M3 JIBYX
PEKMMOB: aKTUBHOM (active) uiu maccuBHOM (passive). [Ipu paboTe B aKTUBHOM PEKUME MTOPTHI BbI-
HOJIHAIOT 00pabOTKy M pacchbUIKy ynpasisitomux kaapos npotokoia LACP. [Ipu pabore B naccuBHOM
pPEKHUME OPTHI BBHIIOJIHSIOT TOJIBKO 00paboTKy yrnpasistonux kajapos LACP.

JIJis co3MaHus UCKYCCTBCHHOW HArpy3Kd Ha KaHal CBS3M MEXIY KOMMYTaTOpaMu, IPH BbI-
MOJTHEHUH J1abopaTOpHON paboThI OyAET UCIOIB30BaThCS Mporpamma iperf.

IHopsiaok BbIMOIHEHHs PA0OTHI:
Hacrpoiika kommyTaTtopa 1
Co3zpaiite rpymniy arperupoBaHus KaHaJIOB:
createlink aggregationgroup idltypelacp

Bxirounte moptel 1-8 B rpyrimy arperupoBaHusl KaHAJIOB M BeIOepHUTe MOPT 1 B KadecTBe MacTepa-
nopTa:
configlink aggregationgroup idlmaster port 1 ports 1-8stateenabled

HactpoiiTe mopTel Ha paboOTy B MACCUBHOM PEKHME:
configlacp port 1-8 modepassive

[IpoBepbTe BBINIOJIHEHHBIE HACTPOUKHU:
showlink aggregation

[IpoBepbTe pexxum padotsl LACP Ha mopTax KOMMYTaTOpOB:
showlacp port

[TocMmoTtpuTe TEKyIMIA aJTOPUTM arperupoOBAHUS KaHAJIOB:
showlink aggregationalgorithm

HacrpoiikakommyTaTopa 2
Co3zpaifterpynmnyarperupoBaHUsIKaHAJIOB!
createlink aggregationgroup idltypelacp

BxounTe moptel 1-8 B rpymmy arperupoBaHusl KaHAJOB U BbIOepUTE MOPT | B KadecTBe Macrepa-
nopra:
configlink aggregationgroup idlmaster portlportsl-8stateenabled

Hacrpoiite mopTsl Ha paboTy B aKTUBHOM pPEXHUME!
configlacp portl-8modeactive
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[IpoBepbTE BHINOJIHEHHBIE HACTPONKHU:
showlink aggregation

[Iposepbre pesxum padotel LACP Ha mopTax KOMMYTaTOpOB:
showlacp port

Hoakawyure KOMMYTATOPbI 4 Ka0eJasIMU, KAaK OKA3aHO Ha cxeMe. VI3 HACTPOEHHOM rpynnbl
MOZKHO MCII0JIb30BATh JII00ObIEe MOPTHI.

3anycture nporpammy iperf va [1K, BbImonHsIOImEro posb cepepa:
iperf -s-u

3anyctute nporpammy iperf va ITK1 u TTIK2:
iperf-cl10.1.1.250-11-t1000-r-u-b10M-P5

Bo Bpems Tecta mpoBepbTe 3arpy3Ky MopToB Ha 00OOUX KOMMYTaTOpax:
showutilizationports

Uro BBl HaOMmonaeTe? 3arpyska Tpaduka rnepepacnpenessercs Mexy kaHaraMmu? CKOJIBKO OJHOBpe-
MEHHO COEIMHEeHMI yyacTByeT B nepenaye? [Touemy?

®opma npeacTaBIeHUs pe3yJabTaTa: OTUET B TETPAIH

Kpurtepun onenkn:

«5» - mabopaTOpHOE 3aHITHE BBITOIHEHO TOJTHOCTHIO, ATAITBI BBITIOJHEHUS pabOThI, alTOPUTMBI
U TEOPETHUECKUI1 MaTepuall 3alucanbl B TeTPajb, CTYAEHT OTBEYAeT Ha BCE BOIPOCHI MPEMNOAABATEIS
o TeMe paboTHI.

«4» - mabopaTOpHOE 3aHIATHE BBIIOJHEHO MOJTHOCTBIO, ATAIBI BBIMOJIHEHHS paOO0Thl, aITOPUTMBI
¥ TEOPETHUECKUI MaTeprall He TMOJTHOCTHIO 3allUCAHbl B TETPA/Ib, CTYACHT 3aTPyIHSAETCS OTBEYATh Ha
BOIIPOCHI MTPEToiaBaTes o TeMe PabOTHlI.

«3» - mabopaTopHoe 3aHsATHE BhIMOTHEHO Ha 70% 1 OoJiee, Tarbl BHITIOJIHEHHS pa0OThI, ajlro-
PUTMBI U TEOPETUYECKUI MaTepual 3arucaHbl B TETPab HE B IIOJIHOM 00bEME, CTYACHT HE OTBEYAeT
Ha BCE BOIPOCHI MTPEIIOIaBATENS 10 TEME PaOOTHI.

«2» - mabopaTopHOE 3aHATHE BBIOTHEHO MeHe 70%.
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Tema 2.1 Ilepenaua 1aHHBIX N0 CETH

JlabopaTopHoe 3ansiTHeNe 11
Hacrpoiika VLAN Ha ocHoBe ctanaapra IEEE 802.1Q. Komanasr nmpotokona GVRP

Heanb: u3yunts Texnonoruto VLAN u e€ HacTpoliky Ha komMmyTaTopax D-Link, uzy4yuts mpo-
1ecc AMHaMU4eCcKOro npoasmkenus napopmarun o VLAN B ceTn.

Boinosinus pa6ory, Bel Oynere:
ymems.

- ¥.5 PaboTaTh ¢ MpOTOKOJIAMH Pa3HbIX YPOBHEH (Ha MpUMeEpe KOHKPETHOTO CTEKa MPOTOKOJIOB!
TCP/IP, IPX/SPX);
- V.6 YcranaBnMBaTh U HACTpauBaTh N1apaMeTPbl IPOTOKOJIOB..

MaTepI/laJILHOC odecneyeHue:

Kommytarop DES-3528 unu DES-3810-28 2 wr.
PabGouas cranmus 4 1.
KonconpHEbIH Kadensb 2 IIT.
Kab6ens Ethernet 5 mT.
3amanue:

1 ITocTpoiiTe TOMOJIOTHIO CETH.

o

104118 = @ 101128

Kommyrarop1  |Mopr 1 |Mopr 8 Topr 25

T o
N T e i |

o ©

> 2

z -4 MamcTpanbHbii
< < KkaHar

s s 802.1Q

o
v ryaimts

KommyTarop 2

Mopr 2 Mopt 10 Mopr 25

 EHWE

101138 W QR 04

2 BeINoMHUTE HACTPOUKY KOMMYTATOpa.

KpaTkue teoperuueckue cpegenmsi:BupryanbHas nokanpHas ceth (Virtual Local Area
Netwrok, VLAN) mnpencrasisier co60ii KOMMYTHPYEMBbI CETMEHT CETH, KOTOPBIN JIOTHYECKHU BblJie-
JIEH 1O BBIMOJHIEMbIM (QYHKIUSAM, padOYyuM TPyIIaM WM MPUIOKEHUSIM, BHE 3aBUCUMOCTH OT (H-
3MYECKOI'0 PACIHOJIOKEHUs TNoJb3oBarenell. BupTyanbHble JOKaibHbIE CeTH 001aJaloT BCEMHU CBOMi-
CTBaMU (PU3NYECKUX JIOKAJIBHBIX CeTel, HO paboyue CTaHIIMK MO>KHO TPYIIUPOBATH, 1aXe €CIH OHU
(Gu3MUecKn pacrojOKEeHbI HE B OJHOM CErMEHTE, T.K. JIIoOOW MOPT J0O0ro KOMMYTaTopa MOXHO
HaCTPOUTh Ha NpHHALIEKHOCTh onpenenéHHod VLAN. IIpu 3ToM ogHOanpecHbI, MHOTOaAPECHBIN 1
HIMPOKOBEIATENbHBIA Tpaduk OyaeT mepeaaBaThesi TOIBKO MEXAY PabOYMMM CTAHIMSIMM, IPUHA/I-
nexxanumu onHolt VLAN. Kaxknas VLAN paccmarpuBaeTcs Kak jgorudeckas cetb. Kaapsl, nmpenHa-
3HAUEHHBIE CTAHLMAM HE MpUHAIeKaIM 1aHHOM VLAN, 1oikHBI epenaBaTbes yepe3 MapLpyTu-
3UPYIOINIEE YCTPOUCTBO (MapIIpyTU3aTOpP WM KOMMYTATop 3-r0 ypoBHs). Takum oOGpa3om, ¢ momo-
IO BUPTYaJbHBIX CeTel pemaercs MpobiemMa OrpaHWYeHHUH TpU Mepeaayde HIMPOKOBEIIATEIbHbBIX
KaJIpOB U BBI3BIBAEMBIX UMH IOCJIECACTBUN, KOTOPBIE CYILIECTBEHHO CHMIKAIOT IIPOU3BOJUTEIBHOCTD
CETH, BBI3bIBAIOT IIIMPOKOBEIIATENIBHBIE IITOPMBI.

OcHoBnble onpenenenns IEEE 802.1Q:
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Tag (Ter) — nomonHUTENBHOE TOJIE JAHHBIX UIMHOW 4 Oaifta, conepxaiiee HHPOPMALHUIO O
VLAN (unentuduxarop VLAN (12 Out), mome mpuopurera (3 Outa), moje WHIUKATOPA
kaHoHuueckoro gopmara (1 6ur)), nodasisemoe B kaap Ethernet;

Tagging (MapkupoBka Kajpa) — rmporecc 1o00aBieHust HHGopMaIuu (Tera) o MPUHAICKHOCTH
k 802.1Q VLAN B 3aroioBok kajipa;

Untagging (Y nanenue tera u3 kazapa) — mnporece ussinedenus napopmarmu 802.1Q VLAN u3
3aroJIoBKa Kajpa;

Ingress port (BxoaHoii mopT) — HOPT KOMMYyTaTopa, Ha KOTOPBIA MOCTYHAarOT KaJpbl, U
MPUHUMAETCS pellieHre o0 MpuHaIIexkHOCTH VLAN;

Egress port (BeixogHoil mopT) — HmOPT KOMMYTaTopa, ¢ KOTOPOTO KaJphl MepeAaroTcs Ha
JpyTHUe CEeTeBbIe YCTPOWCTBAa (KOMMYTATOpPbI, paboune CTaHIIMU) U HAa HEM, COOTBETCTBEHHO,
MIPUHUMAETCS PEIICHNE O MAPKUPOBKE Kajpa.

JIro0oli MOpT KOMMyTaTOpa MOXET ObITh HACTPOCH Kak tagged (MapKupOBaHHBIN) WK Kak UN-
tagged (nemapkupoBanubiii). @yHkius untagging mo3BosisieT paboTaTh ¢ TEMH YCTPOHCTBAME BUP-
TyaJabHOM CETH, KOTOPBIC HE MOHUMAIOT TEroB B 3aroyioBke kajapa Ethernet. ®ynkius tagging mos-
BossieT HacTpauBaTh VLAN Mexay HECKOJbKUMU KOMMYTaTOPaMHt, MOAJAECPAKUBAIOIIMMH CTAHAAPT
IEEE 802.1Q, noakitouars cereBbie ycTpoicTBa, nonumaromue IEEE 802.1Q (manpumep, cepse-
pbI ¢ ceTeBbIMU HHTepdericamu ¢ noaaepxkkoii 802.1Q), obecrieunBaTh BO3MOKHOCTD CO3/IAaHUS
CJIO’KHBIX CETEBBIX HHOPACTPYKTYP.

IMopsinok BbINOJIHEHUS PadOTHI:

[IpoBephTe ¥ 3aNUIINATE JOCTYITHOCTh COSAMHECHUS MEXTy paOOYMMH CTAaHIIUSIMH KOMaHAOW ping:
ping<IP-address>

or I[IK1 k I[IK 2, [IK 3 u IIK 4
oT [IK2 kIIK 1, [IK 3 uIIK 4

Hacrpoiika kommyTaTtopa 1
VY nanute noptel kommyTtaropa u3 VLAN 1o yMOoI4aHuIo Ui MX UCIIOJIb30BaHus B 1pyrux VLAN:
configvlandefaultdeletel-16

Hactpoiite mopt 25 MmapkupoBanHbIM B vlan default:
configvlandefaultaddtagged 25

Coznaiite VLAN v2 u v3, no6aspte B coorBeTcTByomue VLAN mopTsl, KOTOpble HEOOXOIUMO
HACTPOUTh HEMapKUpoBaHHBIMU. HacTpoiitenopt 25 MapKHpOBaHHBIM:

createvlanv2tag?

configvlanv2adduntaggedl -8

configvlanv2addtagged?25

createvlanv3tag3
configvlanv3adduntagged 9-16
configvlanv3add tagged 25

[IpoBeprTe HacTpoiiku VLAN:
showvlan

IToBTOpHTE NpOLEAYPY HACTPOHKH AJISI KOMMYyTaTopa 2.

[IpoBepbTe TOCTYMHOCTh COCTUHEHUSI MEXKIY Pa0OYMMHU CTAHLMSAMHI KOMaHI0# ping:
ping<IP-address>
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— orlIK1 k IIK 3 Hoctynen

— or[IK2 x [IK4 Hoctynen

— ot IIK1 x IIK2 u IIK4 He nocrynen

— ot IIK2 x IIK1 u IIK3 He nocrynen
3amanmue:

1 ITocTpoiiTe TOMOJIOTHIO CETH.

K1 k2
104118 = W 101128
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2 BpINoHUTE HACTPOUKY KOMMYTATOpa.
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] |
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802.1Q
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101138 = < 10.1.1.4/8

Kpartkue Teopernyeckue cBeleHUs:

Cy1iecTBYIOT iBa OCHOBHBIX CI10C00a, MO3BOJISIONINX yCTaHABIUBATh 4ieHCTBO B VLAN:

cratnueckue VLAN;

nmuHamuaeckne VLAN.

B cratnueckux VLAN ycTaHOBIIEHHE YJI€HCTBA OCYILIECTBISETCS BPYUHYIO aAMUHUCTPATOPOM
cetu. [lpu U3MeHEHUN TOTIOJIOTHUHU CETH WJIW TEPEMEIIEHUH MOIh30BaTeNs Ha IpyTroe pabouee MecTo,
aIMUHUCTpATOpPy TpeOyeTcsl BPYUHYIO BBIMIONHATH MPHUBs3KY mopta K VLAN isi KaXa0ro HOBOTO
COCIMHECHUS.

UnenctBo B quHaMuuecknXx VLAN MOXeT ycTaHaBIMBAaThCS AMHAMUYECKA HAa OCHOBE IPOTO-
koma GVRP (GARP VLAN Registration Protocol). I[Iporokon GVRP onpenenser crnoco0, mocpea-
CTBOM KOTOPOTO KOMMYTaTOphl 0OMeHuBatoTcs uHpopmarmeit o cetn VLAN, 4To0bI aBTOMaTHYECKH
3apeructpupoBarh wieHoB VLAN Ha moprtax Bo Bceit ceTu. OH MO3BOJIsIET JTUHAMUYECKH CO37aBaTh U
ynansate VLAN crangapra IEEE 802.1Q Ha mMaructpaibHbIX MOpPTax, aBTOMAaTHYECKUA PETHUCTPUPO-
BaTh M UCKI04aTh aTpuOyTel VLAN (o peructpanueit VLAN noapa3zymeBaercsi BKIIOUEHUE ITOPTa
B VLAN, nox uickmoueHneM — ynajaeHue nopra u3 VLAN).

[Tpotokon GVRP ucnonssyer coobmennss GVRP BPDU (GVRP Bridge Protocol Data Units),
pacceutaemble Ha MHoroanapecHslii MAC-anpec 01-80-C2-00-00-21 mist omoBemieHus:  yCTPOMCTB-
MOJMUCYUKOB O PA3IIUYHBIX COOBITHSIX.
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ITopt ¢ nonnepxkoit nporokona GVRP noaxmouaercs k cetu VLAN Tonbko B TOM ciydae, ec-
JI1 OH HEMOCPEICTBEHHO MOJIy4yaeT onopenieHue o Heil. Ecnu mopt ¢ moanepxkoit nporokoiaa GVPR
IIEPEJAcT OINOBEIICHNE, MTOJIy4YEeHHOE OT JIPYroro nopra KOMMyTaTopa, OH HE MOJAKIIIOYAETCs K 3TOU
cetu VLAN.

I'maBHas uenp nporokona GVRP — mo3BomuTh KOMMyTaTopaM aBTOMAaTHYECKH OOHApY>KUBATh
uHpopmarnuo o VLAN, koTopass WHaue O0JDKHA Obuia Obl OBITH BPYYHYIO CKOH(UTYypHpOBaHA Ha
KaxJ0M KommyTtaTope. Hanbosee pannoHaibHO HCIONb30BaTh MpoTokos GVRP Ha MarucTpanbHbIX
KOMMYTAaTopax Juis AMHAMHUYECKOH mepenaun mHpopmanuu o cratudeckux VLAN Ha ypoBeHb [0-
CTyTa.

IHopsinok BbINOJIHEHHUS PA0OTHI:

Hacrpoiika kommyTaTopa 1

VY nanute noptel kommyTtaropa u3 VLAN 110 yMOI4aHuIO Ul MX UCIIONIb30BaHus B 1pyrux VLAN:
configvlandefaultdeletel-24

Cosmaiite VLAN v2 u v3, no6aBeTe B cooTBeTcTByIommre VLAN mOpTHI, KOTOpbIE HEOOXOIUMO

HacCTPOUTh HEMApKUPOBaHHBIMU. HacTpoiite mopTel 25-26 MapKUPOBAHHBIM:
createvlanv2tag?

configvlanv2adduntaggedl-8
configvlanv2addtagged 25-26

createvlanv3tag3
configvlanv3adduntagged9-16
configvlanv3addtagged 25-26

[IposeprTe HacTpoiiku VLAN:
showvlan

Hactpoiite o0bsiBnenne o VLAN v2 u v3:
configvlanv2advertisementenable
configvlanv3advertisementenable

Bxutounte paboty nporokona GVRP:
enablegvrp

VYcraHoBHUTE BO3MOKHOCTh IpuéMa 1 otrpaBku HHPopmauu o VLAN uepes nopra 25-26 kommyTa-
TOpAa:
configport vlan 25-26 gvrp stateenable

IToBTOpPHTE MpOLEAYPY HACTPOHKHU AJIsI KOMMYTATOpA 2.

Hacrpoiika kommyTaTopa 3
Bxurounte paboty nporokona GVRP:
enablegvrp

VYcraHoBuTE BO3MOKHOCTH TIprieMa U oTipaBku uHpopmaruu o VLAN depe3 Bce mOPTh KOMMYTaTO-

pa:
configport vlanallgvrp stateenable

ITIposeprte HacTpoiiku VLAN Ha komMmyTarope 3:
showvlan
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IIpoBeprte coctosaue GVRP Ha moprax koMmyTaropos 1, 2, 3:
showport vlan

3anumute Bamy HabmoaeHus: Ha kommymamope Ne3 enanvt V2, V3 coz0anucy ouHamuyecku, u 0o-
basunucs, 6 me2upoBanHom guoe Ha nopmoi 23,26.

[TpoBepbTe TOCTYITHOCTh COETUHEHUS MEXy paOOYMMH CTAaHIIUSIMU KOMaHI0H ping:
ping<IP-address>

- ot[IK1 xI1K 3
- ot IIK2 x IIK4

®opma nmpeacTaBiieHHs Pe3yJbTaTa:0TIYET B TETPAIH

Kpurtepuu ouenku:

«5» - 1abopaTOpHOE 3aHATHE BHIIIOJIHEHO MTOJHOCTHIO, 3TAIIbI BBINOJIHEHUS paOOThI, aITOPUTMBI
¥ TEOPETHUYECKUI MaTepuall 3allMCaHbl B TETPab, CTYJCHT OTBEYAET Ha BCE BOIPOCHI MPETOAABATEIIS
10 TeME paboTHI.

«4» - mabopaTOpHOE 3aHITHE BHIITOIHEHO MOJTHOCTHIO, ATAIIBI BBIMIOJIHEHHS Pa0OThI, aITOPUTMBI
¥ TEOPETUYECKHUI MaTeprall He OJTHOCTBIO 3alMCaHbl B TETPa/ib, CTYICHT 3aTPYAHIETCS OTBEYaTh Ha
BOTIPOCHI MTPETIOIaBaTeNs IO TEME PAOOTHI.

«3» - nrabopaTopHOe 3aHsATHE BbIIOJHEHO Ha 70% u Gosiee, ITaribl BBIIOIHEHUS pabOThI, aIro-
PUTMBI M TEOPETUYECKUI MaTepHal 3aluCcaHbl B TETPAIb HE B IOJTHOM 00bEME, CTYJCHT HE OTBEUACT
Ha BCE BOIIPOCHI IPETIOIABATENS IO TeMe padOTHI.

«2» - nabopaTopHOE 3aHITHE BBIOJHEHO MeHe 70%.
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Tema 2.1 Ilepenaua 1aHHBIX N0 CETH

JlaGopaTopHoe 3aHsiTHeN? 12
Orpanuyenue aAMUHUCTPATUBHOTO JJOCTYTA K YIPABICHUIO KOMMYTAaTOPOM.

Heab: M3y4nTh MEXaHU3Mbl OTPAHUYEHUS aJMUHUCTPATUBHOIO JOCTYIIA K YIPABICHUIO KOM-
MyTaTOpPOM.

Boinosinus pa6ory, Bel Oynere:
Ymemy:
- ¥.5 PaboTaTh ¢ MpOTOKOJIAMH Pa3HbIX YPOBHEH (Ha MpUMeEpe KOHKPETHOTO CTEKa MPOTOKOJIOB!

TCP/IP, IPX/SPX);
- V.6 YcranaBinMBaTh U HACTpauBaTh IapaMeTphbl IPOTOKOJIOB.

MaTepI/laJILHOC odecneyeHue:

Kommyrtarop DES-3828 1 .

Pabouas cranmnus 2 1IIT.

KaoGens Ethernet 2 mIT.

KouconpHEBIT Ka0enb 1 .
3amanue:

1 ITocTpoiiTe TOMOJOTHIO CETH

DES 3828 IP: 192.168.37.111

KoHCOonbHbI
kabens

Kamenr MK1
IP: 192.168.37.101/24 IP: 192.168.37.102/24

2 BbINOJHKUTE HACTPOIKY KOMMYTaTOpA.

Kparkue TeopeTnueckue cBeeHH:

B coBpeMeHHBIX CeTsIX, 0COOCHHO B CETSX IMPOBANUIEPOB YCIIYT, HEOOXOIMMO OCYIIECTBISThH HE
TOJILKO 3aIIUTy TIEpUMETpa CEeTH U OrpaHMUYCHMs Teperadn Tpapuka, HO U KOHTPOJIb HaJl KOHCOISIMU
yIpaBJICHUs] aKTHBHBIM 000PYAOBaHHEM, MUHIUMHU3HPOBATH JOCTYI K CPEACTBaM YIIPaBIICHHS, YIET-
HBIM aIMUHUCTPATUBHBIM 3aITUCSIM KOMMYTaTOpa.

e SSL (SecureSocketslayer, ypoBeHb 3alUIIEHHBIX COKETOB) — KPUNTOKpapUUECKHIA
MPOTOKOJI, 0OECTICUNBAIONINK O€30MacHyI0 nepeaavy AaHHbIX 1mo cetu Uutepuert. [Ipu
€ro MHCIOJB30BAaHUM CO3JIAETCA 3aLIUIIEHHOE COEIMHEHHE MEXIy KIUEHTOM U
cepBepoM. Mcmonb3yercsi mm@poBaHUe C OTKPBITBIM KIIFOUOM JJISI TTOATBEPKIACHUS
MOJUTMHHOCTH OTHPABUTENS U MOJTyyaTes.

st noctyna k. Web-cTpanuniam, 3aiuiieHHbIM MPOTOKOJIOM SSL, B afpecHOi cTpoke Opay-
3epa BMecTo 00bIuHOro npedukca http, npumensiercs npedukc https, ykasslBarommii Ha TO, 4TO OyJeT
ucrnonb3oBatbes SSL-coenuuenne. Ctanaaptabiii TCP-mopT s coeaquHEHUsT IO MPOTOKOITY https —
443. Tns pabotsl SSL Tpebyercs, 4ToObI Ha cepBepe umencs SSL-ceprudukar.

e SHH (SecureShell, «b6e3omacHast 00oyiouKka») — CETEBOW MPOTOKON IPHUKIATHOTO
YPOBHS, TIO3BOJISIIOIIMI HPOM3BOAUTH YJNAJIEHHOE YIpPaBICHHE OIEpallMOHHON
cucremo. CxoJieH 10 (PyHKIIMOHAIBHOCTU ¢ MPOTOKojoM Telnet, Ho. B oriauuune ot
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Hw

9.

Hero, mugpyeT Bech Tpaduk, BKIOYas U nepeaaBaeMele maponu. SHH momyckaer
BBIOOp pa3IMUHBIX anropuT™MoB ImudpoBanus. SHH mo3BomsieT 6e3omacHo nepeaaBaTh
B HE3AIIMIIIEHHON Cpe/ie MPAKTHUECKH JIFOOOU IPYroil CeTeBOU MPOKOJL.

IHopsi/10K BHINOJHEHUS PAa0OThI:

Hacrpoiika «oBepernoro y3na» (Trusted Host)ua DES 3828

Hacrpoiite [P-anpec uaTepdeiica yrpaBieHuss KOMMyTaTOpa:
configipifSystemipaddress 192.168.37.111/24

Cospaiite OBEpEeHHYIO paboOUyIO CTAHIIUIO, C KOTOPOil Pa3peIieHo yIpaBIcHUEe
KOMMYTaTOpPOM

create trusted_host 192.168.37.101

[TocMOTpUTE CIUCOK JOBEPEHHBIX Y3JI0B CETH showtrusted_host

[IpoBepbTe BO3MOXKHOCTD yIpaBieHus: kKomMmyTaTopoM co cranumii [1IK U T1K1
telnet 192.168.37.111
3anuiuTe, YTO BBl HAOIO1aeTe

V nanuTe J0BEPEHHYIO CTAHIUIO YIIPABICHHUS deletetrusted _hostipaddr 192.168.37.101
Coznaiite ceTb, U3 KOTOPOW pa3peleHo yIpaBIeHUE KOMMYTaTOPOM

createtrusted _hostnetwork 192.168.37.0/24

[IpoBepbTe BO3MOXKHOCTD yIpaBieHus: kommyTaTopom co cranumii [1IK U TTK1

telnet 192.168.37.111

3anuInTe, 4TO BBl HAOII01aeTe

10. Y nanure ceThb, ©3 KOTOPOU pa3pelIeHo yrnpaBieHHe KOMMYTaTOPOM

deletetrusted_hostnetwork 192.168.37.0/24

Buumanmue! Ilocie coznanus IP-agpecoB n1oBepeHHBIX CTaHIIUI UM CETEH yIpaBieHUS YIIpaBJIeHUE
KoMMyTaTtopoM yepe3 Web-untepeiinic nim yepes Telnet OyaeT JOCTYIHO TOJBKO € 3TUX CTAHLIUN
W ceteil. MakcumanbHOE KOJIMIeCTBO 00BEKTOB yrpasieHus — 10.

2.BxirodyeHue pexxrMa MUQpoBaHUs MapoJiel yUeTHBIX 3amicei B KOH(DUTYpaIMOHHbIX (hopMax

11. Co3paiiTe y4eTHYIO 3aMKCh MOIb30BaTestss swadmin

createaccountadminswadmin

12. TlocmoTpHTE CO3TAaHHYIO YYETHYIO 3aIHCh show account
13. TlocmoTpuTe HHPOPMALIUIO U CITOCOO XpaHEeHHUs Tapojieil B KOHPUTypallMoHHOM daiine

showconfigcurrent_config

14. Bxrounte XpaHeHue napoei B 3ammdpoBaHHoM Buge  enablepasswordencryption
15. TlocmoTpuTe THHOPMAIIHIO U CITOCOO XpaHEHHsI Mapoie B KOH(GUTYpalluOHHOM daiiie

showconfigcurrent_config

16. OTKIIFOUUTE PEXKUM MUPPOBAHKSI TAPOJICH disablepasswordencryption
17. Menmpyiite maposs yueTHOH 3anucu swadmin B KOHGUTypallmoHHOM (aiine

configaccountswadminencryptplain_textdlink

18. IlocmoTpuTE BBINIOJHEHHE A (PPOBAHUS

showconfigcurrent_config

19. 3anuminTe, 4TO BBl HAOIIOJACTE

3.HacrpoiikaWeb-koucomu (o mpotokory SSL)

13. Bruounte pexxum SSL (mpu 3TOM aBTOMaTnyecku OyaeT oTkiodeH pexxum Web) enabless|
14. TlonpoOyiiTe 3aiiTu Ha caldT yepe3 koHconb SSL https://192.168.37.111
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15. Kakoii BeI cemaeTe BeIBOI?

3anumure
4.Hactpoiika Secure Console (SSH)

6. Bxirouute ¢pynkimo SSH enablessh

7. TIpoBepbTe BKJIIOUEHUE BCTPOCHHOTO cepBepa SSH showsshserver

8. H3menute mnepuon BpeMeHH cMeHbl Kirouedr SSH (1o ymomuaHHMIO KIIOYM HUKOTAA HE
U3MEHSIOTCS) configsshserverrekey 10min

9. Ckonburypupyiite HacTpOWKH mojib3oBatenss SSH (ydeTHas 3amuch TOJIB30BATENS YXKE
JIOJDKHA OBITH CO3/1aHa) configsshuserdlinkauthmodepassword

10. [IpoBepbTe BO3MOKHOCTH YIIPaBIEHUSI KOMMYTaTopoM uepe3 SSH-KoHCOIIb.
3arosHUTE B TETPaaU TaOJIHUILY.

Komanna Hasunauenune

create trusted host

showtrusted host

delete trusted hostipaddr

createtrusted hostnetwork

delete trusted hostnetwork

Createaccount

show account

showconfigcurrent_config

disablepasswordencryption

enablessl

enablessh

show ssh server

config ssh serverrekey 10min

®opma npeacTaBaeHus pe3yJbTaTa: OTUET B TETPAIH

Kpurtepuu ouenku:

«5» - mabopaTOpHOE 3aHATHE BBIIOJHEHO MOJTHOCTBIO, ATAIBI BBIMOJIHEHHS paOO0Thl, aITOPUTMBI
¥ TEOPETHUECKUI MaTepuall 3allMCaHbl B TETPab, CTYJCHT OTBEYAET Ha BCE BOIPOCHI MPETIOAaBATEIS
10 TeMe paboThI.

«4» - mabopaTOpHOE 3aHITHE BBIITOIHEHO TOJTHOCTHIO, ATAITBI BBITIOIHEHUS pabO0ThI, alITOPUTMBI
U TEOPETHUECKUII MaTepual He MOJIHOCTBIO 3alIUCAHbI B TETPa/ib, CTYAECHT 3aTpyIHAETCS OTBEYaTh Ha
BOITPOCHI NTPETIOIaBATEIIS IO TEME PaOOTHI.

«3» - mabopaTopHOe 3aHsATHE BBITOTHEHO Ha 70% U GoJee, ATarbl BBHIMOIHEHUS pabOThI, ajro-
PUTMBI M TEOPETUIECKUI MaTepHaJl 3aliCaHbl B TETPAIb HE B TIOJTHOM 00beMe, CTYJCHT HE OTBEUACT
Ha BCe BOINPOCHI MIPEIoIaBaTes 0 TeMe pabOThI.

«2» - nabopaTopHOE 3aHSTHE BBIOIHEHO MeHe 70%.
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Tema 2.2 CeTeBble apXUTEKTYpPbI

JlaGopaTopHoe 3aHsiTHeNe 13
Komanpt MOHUTOpHHT
Heab: M3yynTh OCHOBHBIC KOMaHIbl MOHUTOPUHTA paboThl KOMMYyTaTOpOoB D-Link.

Boinosinus pa6ory, Bel Oynere:
ymems.

V.7 OOHapyXuUBaTh U YCTPAHSTh OMIMOKH MPHU Iepeiave JaHHBIX.

MarepunanbHoe obecrieyeHue:

KommyTarop DES-3828 1 .

PaGouas cranuus 2 WIT.

KoHconpHbIA Kabenb 1 .

KaGenn Ethernet 2 mIT.
3amanue:

1 ITocTpoiiTe TOMOJIOTHIO CETH.
2 BpINoHUTE HACTPOUKY KOMMYTATOpa.

DES 3828 IP: 192.168.37.111

L= -

- Mopt2 Mopt 21
KoHCOonbHbII
kabenes Kabene
Ethernet
nK nK1
IP: 192.168.37.10 IP: 192.168.37.102

KpaTkue TeopeTrnyeckue cBeIeHH:

MOHI/ITOpI/IHF paGOTOCHOCO6HOCTI/I KOMHBIOTCpHOﬁ CCTHU ABJIACTCA OYCHb BAXXHBIM 3JICMCHTOM

ynpaBieHus: ceTblo. OH MO3BOJISIET OBICTPO JIOKANM30BaTh MpoOiIeMy, HaWTH UCTOYHHUK cOos. [lo-

CMOTPETH 3arpy3Ky CCTU, OUCHUTH BO3MOKHOCTDH MaCI_HTa6I/Ip0BaHI/IH CCTH.

ITopsinok BbINOJIHEHHS PadOTHI:

HOCMOTpI/ITC CTATUCTHUKY O MAaKCTax, NCPCAaBaCMbIX U IPUHUMACMBIX ITIOPTOM 2 KOMMYTAaTopa:

showpacketports2

IIpumeuanue: danHasi KOMaHOA NO360J5em ONPedessimb KOIUYECMEEHHblEe XAPAKMEPUCMUKY nepeoa-
8aemMbiX 00HOAOPECHBIX, MHO20AOPECHBIX U UUPOKOBEWAMENbHbIX NAKemo8. B ciyuae 603HUKHOGeHUs
8 cemu OONBLUIO2O KONUUECTN8A WUpOKoseujamenbHo2o mpaguka (boree 15% om nepedasaemozo),

HeoOX00UMO nposecmu anaius cemu Ha Hajiudue DOS-amaxu unu HeucnpasHocmu.

[TocMoTpuTE CTATUCTHKY 00 OIMIMOKAX MEpe1aBaeMbIX U IPUHUMAEMBIX ITOPTOM MAKETOB:
showerrorports2
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Ilpumeuanue: oanHas KOMaHOa NO3BOIAEN ONpPedensimsb OWUOKU Nepedasaemblx OAHHBIX U JTOKAIU30-
8amuv npod.IeMbl 8 KOMMYMUPYEeMOU cemu.

OuncTuTe CUETUYNKY CTATHCTHUKU Ha mopTe:
clearcountersports2

Ilpumeuanue: 6 cnyuae ycmpaneHus 6biA6IEHHbIX OUUOOK UIU NPOGEPKU OMUEMA 3a2PY3KU NOPMO8,
MOJHCHO 0OHYIUMb ycmapesuiue OaHHble.

[Tocmotpure 3arpysky LIITIY kommyTtaropa:
showutilizationcpu

Buumanmue: B ciydae jymrensHoi 3arpy3ku CPU 6omee 90%-100% HE00X01uMO TPOBEPUTH
CIIEIYIOIINE XapaKTePUCTHKU:

1. Bo3MoxHbIE aTaku Ha KOMMYTaTOp, HEIpaBUIbHAs HacTpolika ceTu. [lanHas mpobuie-
Ma MOXeT ObITh peliieHa myTéM BKIroueHus ¢pyukiuu Safeguard Engine.

2. HenpaBunpHas HacTpoiika ACL unmn npyrux (yHKUIUNA KOMMYTaTOpa, BIUSIOIIUX Ha
MPOU3BOIUTENBHOCTD U paboty CPU.

3. Hekoppextnas padora 1O (Firmware) kommyTtaTopa npu paboTe HEKOTOpPbhIX (yHK-
1uii. JlanHas npoGsieMa MOKeT ObITh pemieHa nyTéM ooHoBieHus I10 kommyTaTopa.

HOCMOTpI/ITe 3arpys3Ky IOpTOB KOMMYTaTOpa:
showutilizationports

IIpumeuanue: ¢ NOMOWbIO OAHHOU KOMAHObI MOJHCHO NOCMOMPENs 3a2py3Ky NOPMOE KOMMYMAamopa
U 00veM NPUHUMAEMO20 U Nepedasaemo20 UM mpagpura 8 cekyHoy.

[MocmoTtpuTe xKypHan paboTel KOMMyTaTOpa:

showlog

[TocmoTpute xKypHan paboTel KOMMYTaTopa ¢ ornpeaeaeHHoro uuaexca (ID):

showlogindex 5

Ounctute KypHai paOOThI:
clearlog

[TporecTupyiiTe cocTosiHNE MEAHBIX Ka0Oenel, MOoAKIIOUEHHBIX K TOpTaM KOMMYyTaTopa:
cable_diagportsall

Ilpumeuanue: Oannas QyHKYUs no36o0Jsaem onpedenums cocmosanue nap, NOOKIOYEHHO20 K NOPMY
KOMMYymamopa mMeoHo20 Kabens, a maxxice e2o Oauny. Qyukyus onpeoensem ciedyroujue nogpeicoe-
Hus kabens: pazomknymas yens (Open Circuit) u kopomroe 3amvixanue (Short Circuit).

dopma npeacTaBlieHUs pe3yJbTaTa: OTYCT B TETPAIN

Kpurepun onenkn:

«5» - MabopaTOPHOE 3aHITHE BHITIOTHEHO MOJHOCTHIO, STAIbI BHITOTHEHHS PAOOTHI, AITOPUTMBI
U TCOPSTHUYECKUN MaTeprall 3aliCaHbl B TETPaJib, CTYJCHT OTBEYACT HA BCE BOIPOCHI MPEIO1aBaTes
1o TeMe paboThI.

«4» - mabopaTOpPHOE 3aHITHE BBITOIHEHO TOJTHOCTHIO, ATAITBI BHITIOJHEHUS pabOThI, alITOPUTMBI
U TEOPETUUYECKUI MaTepual He TOJHOCTHIO 3alMCaHbI B T€TPa/ib, CTYJEHT 3aTPYAHICTCS OTBEYaTh Ha
BOIIPOCHI MTPETIOIaBaTeNsl IO TeME PaOOTHI.

«3» - mabopaTopHoe 3aHsTHE BhITIOTHEHO Ha 70% U OoJee, ITarnbl BBITOJIHEHUS PabOThI, allro-
PUTMBI M TEOPETUYECKUI MaTepHal 3aliCaHbl B TETPAIb HE B TIOJTHOM 00bEME, CTYJCHT HE OTBEUACT
Ha BCE BOIIPOCHI MPEMO/IABATEINS 110 TeME PabOTHI.

«2» - nabopaTopHOE 3aHITHE BBIOTHEHO MeHe 70%.
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Tema 2.2 CeTeBble apXUTEKTYPbI

JladopaTopHoe 3aHsiTueNe 14
Cnucku ynpaBieHUs! JOCTYIIOM

Ilesib: HACTPOUTH CIIUCKU YIPABJICHUS TOCTYyIOM Ha komMmyTtarope D-Link, ucrons3yst B kade-
ctBe kputepues puipTpanun MAC- anpec.

Boinosinus padory, Bl Oyaere:
ymemy:

V.7 O6HapyXuBaTh U YCTPAHATH OIIMOKHU MPH TIepeiave TaHHbIX.

MarepuajbHoe o0ecrieueHue:

KommyraTtop DES-3528 1 wr.

Pabouyas crannms 3 mT.

KoHconbHEbI Kabeab 1 1T,

KabGeins Ethernet 3 .

HNHuTtepHeT-nu1103 1 wr.
3aganue:

1 ITocTpoiiTe TOMOJIOTHIO CETH.

2 BplinosiHUTE HACTPOMKY KOMMYTaTOpA.

NHTe pHEeT-LUMI03
IP: 10.1.1.254/24

MAC: 00-50-BA-99-99-99 @

KommyTatop 1 | Mopt 1 MK1 MK2: goctyn

gy LLiRi_RiRiedRd Eigiidid ~“| B WHTepHeT paspelueH.
HOQOOHOOOOE A (A o= _
e Opyrve NK: goctyn
MopT2 MopT 8 MopT 26 B VIHTEepHeT 3anpeLLieH.

-

e =

- g
MK1 MK2 MK3
IP: 10.1.1.100/24 IP: 10.1.1.101/24 IP: 10.1.1.103/24
MAC: 00-50-ba-11-11-11 MAC: 00-50-ha-22-22-22 MAC: 00-50-bha-33-33-33

Kparkue TeopeTrnueckue cBeIeHH:

Crnucku ynpasinenus noctynom (Access Control List, ACL) sBustroTcst cpeactBom GuibTpa-
IIUH TTOTOKOB JTAHHBIX 0€3 MOTEePH MPOU3BOAMTEIBHOCTH, T.K. TIPOBEPKa COJACPKUMOTO MAaKEeTOB JaH-
HBIX BBITIOJTHACTCS Ha amlimapaTHOM ypoBHe. OWIBTPYS MOTOKHU JaHHBIX, aIMUHUCTPATOP MOXKET OTpa-
HUYHUTH THUMBl TPUTIOKEHUH, pPa3pelm€HHBIX ISl WCIOJb30BAHUS B CETH, KOHTPOJIUPOBATH IOCTYII
MOJIB30BATEJICH K CETH U OMPENIETSATh YCTPONUCTBA, K KOTOPBIM OHHM MOTYT moakitodatbes. Takke ACL
MOTYT HCIOJB30BAThCS AJs omperenenus nmonutuku QoS, myréM knaccudukanuu Tpaduka U mnepe-
OTIpEIeJICHUS €TO TPHOPUTETA.

ACL mpenctaBisioT coOOW TMOCIEI0BATEIBHOCTh YCIOBUN MPOBEPKH IMapaMeTpPOB MAKETOB
naHHBIX. Korja coo0ImeHus mocTymalT Ha BXOJAHON nHTepdeiic, KOMMyTaTop TpOBEPsIeT mapaMeTphbl
MAKeTOB JJAHHBIX HA COBIMAJIEHUE C KPUTEepUsIMHU QuiIbTparuu, onpeaenéHasiMu B ACL 1 BbImomHSIeT
HaJ akeTaMu ofHo u3 aerictBuil: Permit (Paspemmuts) wim Deny (3anpeTtuts).

Crucku ympaBlIeHUs JOCTYIOM cOCTOST U3 mpoduieit gocryma (Access Profile) u mpaBun
(Rule). ITpodwm moctyma onpeaessiroT TUTIBI KpUTEPUEB (PHIIBTpaAIIU, KOTOPBIE JOJKHBI IPOBEPSThH-
cs B nakete AaHHbIX (MAC-anpec, IP-anpec, Homep nopra, VLAN u T.1.), a B IpaBUJIax yKa3bIBaIOT-
Csl HETIOCPEICTBEHHbIEC 3HAUCHUS UX mapaMeTpoB. Kaxapiil mpoduis MOXKET COCTOSTh U3 MHOXKECTBA
MIPaBHUIL

B xommyrtaropax D-Link cymectByer Tpu Tumna npoduneii moctyma: Ethernet, IP u Packet

Content Filtering (punpTpanus no coaepxumMomy nakera).
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IHopsinok BbINOJIHEHUS PA0OTHI:
Paspemuts nons3oBatensam 1K1 u I1IK2 noctyn B IHTEpHET, OCTaNbHBIM 10JIB30BATEISAM J0-
ctyn B MHTEepHeT 3anpetuTth. [lonb3oBatenu uaeHTuguupyorces mo MAC-aapecaMm UX KOMIIBIOTE-
pOB.

[IpaBuna:
Ilpasuno 1.

Ecniu MAC-anpec naznauenust = MAC-anpecy Murepuer-uuioza u MAC-aapec uctounnka = 1K1,
pa3pelnTs;

Ecnu MAC-anpec naznauenust = MAC-anpecy Murepuer-uuioza 1 MAC-aapec uctounnka = [1K2,
pa3pelnTsb;

Ilpasuno 2:

Ecmu MAC-anpec naznauenust = MAC-anpecy MHTepHET-ILTIO3a, 3aIIPETUTH;

Ilpasuno 3.

WNHaye, no ymom4aHHIo pa3peliuTh JOCTYI BCEM y3JIaM.

Buumanmue! 3amennte ykazanubie B komanaax MAC-aapeca Ha peaiabnbie MAC-agpeca
padounx cranunii 1 UHTepHeT-1LI1I03a.

Ilpasuno 1

Cosznaritenpodmibaocryna 10:

createaccess profile profile id 10 profile name 10 ether-
netsource macFF-FF-FF-FF-FF-FFdestination macFF-FF-FF-FF-FF-FF

Cospaiite mpasuio i npoduns 10, paspematommee noctyn 1K1, noxkmouénnoro x nopty 2, B Un-
TEpHET:

configaccess profileprofile idlOaddaccess idllethernetsource mac00-
50-ba-11-11-11ldestination mac00-50-ba-99-99-99%port2permit

Coszmaitre mpasuio s npoduiis 10, paszpemaromniee gocryn [1K2, moakmouennoro k nopty 8, B UH-
TEpPHET:

configaccess profileprofile idlOaddaccess idlZethernetsource mac00-
50-ba-22-22-22destination mac00-50-ba-99-99-99%port8permit

IIpasuno 2

Cozpaiitenpodunbaocryna 20:

createaccess profile profile id 11 profile name 20 ethernetdestina-
tion macFF-FF-FF-FF-FF-FF

Co3zmaitte nmpaBwiio st ipodutst 20, 3ampeniaroiee T0CTYI OCTATBHBIM IMOJIb30BaTeNsiM B IHTEpHET:
configaccess profileprofile id 11 addac-
cess id2lethernetdestination mac00-50-ba-99-99-99portl-10deny

IIpasuno 3
Paspemmre Bce ocranbHOE:

Buinoansemces no YMOoadanuro

[TpoBepbTe cozmannbie mpodumm ACL:
showaccess profile

Yro BeI HaOmoaaeTe? CkoIbKO Tpodriiel co3/1aH0, CKOJIBKO B HUX MPABUII?
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IMoaxmounte cranuuy 11K1 u I1K2, kak rmoka3zano Ha cxeme
[porectupyiite coenunenue 1o MHTEpHET-IIIF03a KOMaH0# Ping.
Yro BBI HaOIOMAETE?

[Toaxmounte emé ogHy padouyto cranuuio, wim noakaouute 1K1 u I[1K2 k apyrum mopram u mo-
poOyHTE MOMYYUTh TOCTYN K HTEpHET-ITI03Y.
Uro B HaOM0AaeTe? 3anuimre, mouyeMy Tak MPOUCXOTUT?

VY nanure npaBuio u3 npoduis (Hanpumep, it otkimoueHus [IK2 ot UnTtepher):
configaccess profileprofile idlOdeleteaccess idl2

VY nanure npoduns ACL (Hanpumep, pazpemaromuii noctyn B Marepaer cranuumsm 1K1 u TTK?2):
deleteaccess profileprofile idl0

Vnanmute Bce nmpodunu ACL.:
deleteaccess profileall

®opma npeacTaBIeHUs pe3yJbTaTa: OTUYET B TETPAIH

Kpurepum ouenku:

«5» - mabopaTOpHOE 3aHITHE BBITOIHEHO TOJTHOCTHIO, ATAITBI BBITIOJHEHUS pabOThI, alTOPUTMBI
U TEOPETHUECKUIl MaTepuall 3alucaHbl B TeTPajb, CTYAEHT OTBEYaeT Ha BCE BOIPOCHI MPEMOAABATEI
1o TeMe paboTHI.

«4» - mrabopaTOpHOE 3aHATHE BBIIOJHEHO MOJTHOCTBIO, ATAIBI BBIMOJIHEHHS pa0O0Thl, aITOPUTMBI
¥ TEOPETHUECKUI MaTepral He IMOJIHOCTHIO 3alTUCAHbI B TETPA/Ib, CTYICHT 3aTPyIHSAETCS OTBEYATh Ha
BOIIPOCHI MTPETo1aBaTes o TeMe PabOTHlI.

«3» - mabopaTopHoe 3aHsATHE BhIMOJHEHO Ha 70% 1 OoJiee, Tarbl BHITIOJHEHHS pa0OThI, ajlro-
PUTMBI U TEOPETUUECKUI MaTepual 3alucaHbl B TETPajb HE B IIOJHOM 00bEME, CTYIEHT HE OTBEYAeT
Ha BCE BOIMPOCHI MTPEIOIaBaTENs 110 TEME PabOTHI.

«2» - nabopaTopHOE 3aHATHE BBINOTHEHO MeHe 70%.
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